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Abstract. eSTREAM brought to the attention of the cryptographic community a number of stream
ciphers including Grain v0 and its revised version Grain v1. The latter was selected as a finalist of
the competition’s hardware-based portfolio. The Grain family includes two more instantiations, namely
Grain-128 and Grain-128a.

The scope of our paper is to provide an insight on how to obtain secure configurations of the Grain family
of stream ciphers. We propose different variants for Grain and analyze their security with respect to
slide attacks. More precisely, as various attacks against initialization algorithms of Grain were discussed
in the literature, we study the security impact of various parameters which may influence the LFSR’s
initialization scheme.

1 Introduction

The Grain family of stream ciphers consists of four instantiations Grain v0 [12], Grain v1 [13], Grain-
128 [11] and Grain-128a [18]. Grain v1 is a finalist of the hardware-based eSTREAM portfolio [1],
a competition for choosing both hardware and software secure and efficient stream ciphers.

The design of the Grain family of ciphers includes an LFSR. The loading of the LFSR consists
of an initialization vector (IV) and a certain string of bits P whose lengths and structures depend
on the cipher’s version. Following the terminology used in [6], we consider the IV as being padded
with P. Thus, throughout this paper, we use the term padding to denote P. Note that Grain v1
and Grain-128 make use of periodic IV padding and Grain-128a uses aperiodic IV padding.

A series of attacks against the Grain family padding techniques appeared in the literature
[5,6,8,16] during the last decade. In the light of these attacks, our paper proposes the first security
analysis® of generic IV padding schemes for Grain ciphers in the periodic as well as the aperiodic
cases.

In this context, the concerns that arise are closely related to the security impact of various
parameters of the padding, such as the position and structure of the padding block. Moreover, we
consider both compact and fragmented padding blocks in our study. We refer to the original padding
schemes of the Grain ciphers as being compact (i.e. a single padding block is used). We denote as
fragmented padding the division of the padding block into smaller blocks of equal length?.

By examining the structure of the padding and analyzing its compact and especially fragmented
versions, we actually study the idea of extending the key’s life. The latter could be achieved by
introducing a variable padding according to suitable constraints. Hence, the general question that
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arises is the following: what is to be loaded in the LFSRs of Grain ciphers in order to obtain secure
settings?. Note that our study is preliminary, taking into account only slide attacks. We consider
other types of attacks as future work.

We stress that finding better attacks than the ones already presented in the literature is outside
the scope of our paper, as our main goal is to establish sound personalized versions of the Grain
cipher. Hence, our work does not have any immediate implication towards breaking any cipher
of the Grain family. Nevertheless, our observations become meaningful either in the lightweight
cryptography scenario or in the case of an enhanced security context (e.g. secure government ap-
plications).

Lightweight cryptography lies at the crossroad between cryptography, computer science and
electrical engineering [17]. Thus, trade-offs between performance, security and cost must be consid-
ered. Given such constraints and the fact that embedded devices operate in hostile environments,
there is an increasing need for new and varied security solutions, mainly constructed in view of the
current ubiquitous computing tendency. As the Grain family lies precisely within the lightweight
primitives’ category, we believe that the study presented in the current paper is of interest for the
industry and, especially, government organizations.

When dealing with security devices for which the transmission and processing of the IV is nei-
ther so costly nor hard to handle (e.g. the corresponding communication protocols easily allow the
transmission), shrinking the padding up to complete removal might be considered. More precisely,
we suggest the use of a longer IV in such a context in order to increase security. Moreover, many
Grain-type configurations could be obtained if our proposed padding schemes are used. Such con-
figurations could be considered as personalizations of the main algorithm and, if the associated
parameters are kept secret, the key’s life can be extended.

Structure of the Paper. We introduce notations and give a quick reminder of the Grain family
technical specifications in Section 2. Section 3 describes generic attacks against the Grain ciphers.
In Section 4 we discuss the core result of our paper: a security analysis of IV padding schemes
for Grain ciphers. We conclude and underline various interesting ideas as future work in Section 5.
We recall Grain vl in Appendix A, Grain-128 in Appendix B and Grain-128a in Appendix C. We
do not recall the corresponding parameters of Grain v0, even though the results presented in the
current paper still hold in that case. In Appendices D and E we provide test values for our proposed
algorithms.

2 Preliminaries

Notations. During the following, capital letters will denote padding blocks and small letters will
refer to certain bits of the padding. We use the big-endian convention. Hexadecimal strings are
marked by the prefix 0x.
MSB(Q) stands for the most significant ¢ bits of @
LSBy(Q) stands for the least significant ¢ bits of Q
M[D[&,éz}(Q) stands for the bits of () between position ¢; and /o

x|y represents the string obtained by concatenating y to x
€R selecting an element uniformly at random
|| the bit-length of x
bt stands for ¢ consecutive bits of b
NULL stands for an empty variable



2.1 Grain Family

Grain is a hardware-oriented stream cipher initially proposed by Hell, Johansson and Meier [12]
and whose main building blocks are an n bit linear feedback shift register (LFSR), an n bit non-
linear feedback shift register (NFSR) and an output function. Because of a weakness in the output
function, a key recovery attack [7] and a distinguishing attack [14] on Grain vO were proposed.
To solve these security issues, Grain vl [13] was introduced. Also, Grain-128 [11] was proposed
as a variant of Grain v1. Grain-128 uses 128-bit keys instead of 80-bit keys. Grain 128a [18] was
designed to address cryptanalysis results [4,9,10,15,19] against the previous version. Grain 128a
offers optional authentication. We stress that, in this paper, we do not address the authentication
feature of Grain-128a.

Let X; = [zi,it1,...,Titn—1] denote the state of the NFSR at time i and let g(z) be the
nonlinear feedback polynomial of the NFSR. g(X;) represents the corresponding update function
of the NFSR. In the case of the LFSR, let Y; = [vi, Yit1,.-.,Yitn—1] be its state, f(z) the linear
feedback polynomial and f(Y;) the corresponding update function. The filter function h(X;,Y;)
takes inputs from both the states X; and Y;.

We shortly describe the generic algorithms KLA, KSA and PRGA below. As KSA is invertible,
a state S; = X;||Y; can be rolled back one clock to S;_1. We further refer to the transition function
from S; to S;_1 as KSA~L.
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Fig. 1: Output Generator and Key Initialization of Grain ciphers

Key Loading Algorithm (KLA). The Grain family uses an n-bit key K, an m-bit initialization vector
IV with m < n and some fixed padding P € {0,1}“, where a = n — m. The key is loaded in the
NFSR, while the pair (IV, P) is loaded in the LFSR using a one-to-one function further denoted
as Loady (IV, P).

Key Scheduling Algorithm (KSA). After running KLA, the output® z; is XOR-ed to both the LFSR
and NFSR update functions, i.e., during one clock the LFSR and the NFSR bits are updated as

Yitn = zi + f(Yi), Tivn = yi + 20 + g(Xy).

5 during one clock



Pseudorandom Keystream Generation Algorithm (PRGA). After performing KSA routine for 2n
clocks, z; is no longer XOR-ed to the LFSR and NFSR update functions, but it is used as the
output keystream bit. During this phase, the LFSR and NFSR are updated as yj+, = f(Yi),
Titn = Yi + 9(X5).

Figure 1 depicts an overview of KSA and PRGA. Common features are depicted in black. In
the case of Grain v1, the pseudorandom keystream generation algorithm does not include the green
path. The red paths correspond to the key scheduling algorithm.

The corresponding parameters of Grain vl are described in Appendix A, while Grain-128 is
tackled in Appendix B and Grain-128a in Appendix C. The appendices also include the Loadzy
functions and the KSA~! algorithms for all versions.

Security Model. In the Chosen IV - Related Key setting (according to [6, Section 2.1]), an adversary
is able to query an encryption oracle (which has access to the key K) in order to obtain valid
ciphertexts. For each query ¢, the adversary can choose the oracle’s parameters: an initialization
vector IV;, a function F; : {0,1}" — {0,1}" and a message m;. The oracle encrypts m; using
the Key-1V pair (F;(K), IV;). The adversary’s task is to distinguish the keystream output from a
random stream.

Assumptions. Based on the results of the experiments we conducted, we further assume that the
output of KSA, KSA~! and PRGA is independently and uniformly distributed. More precisely, all
previous algorithms were statistically tested applying the NIST Test Suite [2]. During our experi-
ments we used the following setup:

1. X; is a randomly generated n-bit state using the GMP library [3];
2. Y/ is either 02* or 12%;
3. Y; =Y/||Y/, where Y/ is a randomly generated (m — «)-bit state using the GMP library.

3 Generic Grain Attacks

As already mentioned in Section 2, the Grain family uses an NFSR and a nonlinear filter (which
takes input from both shift registers) to introduce nonlinearity. If after the initialization process,
the LFSR is in an all zero state, only the NFSR is actively participating to the output. As already
shown in the literature, NFSRs are vulnerable to distinguishing attacks [7, 15, 20].

Weak Key-1V pair. If the LFSR reaches the all zero state after 2n clocks we say that the pair
(K,IV) is a weak Key-IV pair. An algorithm which produces weak Key-IV pairs for Grain v1 is
presented in [20]. We refer the reader to Algorithm 1 for a generalization of this algorithm to any
of the Grain ciphers.

Given a state V', we define it as valid if there exists an IV € {0, 1}" such that Loady (IV, P) =
V', where P is the fixed padding. We further use a function Extractry (V) which is the inverse of
Loadjy (-, P). The probability to obtain a weak Key-IV pair by running Algorithm 1 is 1/2.

A refined version of the attack from [20] is discussed in [5] and generalized in Algorithm 2. The
authors of [5] give precise differences between keystreams generated using the output of Algorithm 2
for Grain v1 (see Theorem 1), Grain-128 (see Theorem 2) and Grain-128a (see Theorem 3).



Algorithm 1. Generic Weak Key-IV Attack

Output: A Key-1V pair (K',IV’)
1 Set s+ 0
2 while s =0 do
3 Choose K € {0,1}™ and let V' € {0,1}" be the zero LFSR state (0, ..., 0)
4 Run KSA™!(K||V) routine for 2n clocks and produce state S’ = K'||V’
5 if V' is valid then
6 Set s < 1 and IV’ + Extractrv (V')
7 return (K',IV")
8
9

end

Theorem 1. For Grain vl1, two initial states Sy and So, o which differ only in the 79" position of

the LFSR, produce identical output bits in 75 specific positions among the initial 96 key stream bits
obtained during the PRGA.

Remark 1. More precisely, the 75 positions are the following ones:
k€ [0,95]\ {15,33,44,51,54,57,62,69,72,73,75, 76, 80,82, 83,87,90,91,93 — 95}.

Theorem 2. For Grain-128, two initial states So and So A which differ only in the 127 position
of the LFSR, produce identical output bits in 112 specific positions among the initial 160 key stream
bits obtained during the PRGA.

Remark 2. More precisely, the 112 positions are the following ones:

ke [0,159] \ { 32,34, 48, 64,66,67,79 — 81,85,90,92, 95,96, 98,99, 106, 107, 112,114, 117, 119,
122,124 — 126,128,130 — 132,138,139, 142 — 146, 148 — 151,153 — 159}

Theorem 3. For Grain-128a, two initial states So and So Ao which differ only in the 127" position
of the LFSR, produce identical output bits in 115 specific positions among the initial 160 key stream
bits obtained during the PRGA.

Remark 3. More precisely, the 115 positions are the following ones:

k€ [0,159] \ { 33,34, 48,65 — 67,80, 81,85,91,92, 95,97 — 99, 106,107, 112, 114, 117,119,
123 — 125,127 — 132,138,139, 142 — 146, 149 — 151, 154 — 157, 159}.

We further present an algorithm that checks which keystream positions produced by the states
S and S are identical (introduced in Algorithm 2). Note that if we run Algorithm 3 we obtain less
positions than claimed in Theorems 1 to 3, as shown in Appendix E. This is due to the fact that
Algorithm 3 is prone to producing internal collisions and, thus, eliminate certain positions that are
identical in both keystreams. Note that Theorem 4 is a refined version of Remarks 1 to 3 in the
sense that it represents an automatic tool for finding identical keystream positions.

Modified Pseudorandom Keystream Generation Algorithm (PRGA’). To obtain our modified PRGA
we replace + (XOR) and - (AND) operations in the original PRGA with | (OR) operations.



Algorithm 2. Search for Key-IV pairs that produce almost similar initial keystream
Input: An integer r € {0,2n}
Output: Key-1V pairs (K, IV) and (K',IV")
Set s + 0
while s =0 do
Choose K €r {0,1}" and IV € {0,1}™
Run KSA(K||IV) routine for 2n clocks to obtain an initial state So € {0,1}*"
Construct So,a from So by flipping the bit on position r
Run KSA™!(Sp, 4) routine for 2n clocks and produce state S’ = K'||V’
if V' is valid then
Set s < 1 and IV’ + Extractrv (V')
return (K,IV) and (K',IV")
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10 end

11 end

Theorem 4. Let r be a position of Grain’s internal state, q1 the number of desired identical
positions in the keystream and qo the maximum number of search trials. Then, Algorithm 3 finds
at most q1 identical positions in a maximum of qa trials.

Proof. We note that in Algorithm 3 the bit b, on position r is set. If b, is taken into consideration
while computing the output bit of PRGA then the output of PRGA’ is also set due to the replace-
ment of the original operations (+ and -) with | operations. The same argument is valid if a bit of
Grain’s internal state is influenced by b,.

The above statements remain true for each internal state bit that becomes set during the
execution of Algorithm 3. a

Algorithm 3. Search for identical keystream position in Grain

Input: Integers r € {0,2n} and q1,¢2 > 0
Output: Keystream positions ¢
Set s < 0 and ¢ + @
Let S € {0,1}2" be the zero state (0,...,0)
Construct Sa from S by flipping the bit on position r
while || < ¢1 and s < ¢2 do
Set b +— PRGA’(S4) and update state Sa with the current state
if b =0 then
| Update ¢ < ¢ U {s}
end
Set s+ s+1
end
return ¢

© 0 N O Uk W N

=R
= O

4 Proposed Ideas

4.1 Compact Padding

Attacks that exploit the periodic padding used in Grain-128 where first presented in [8,16] and
further improved in [5]. We generalize and simplify these attacks below.



Setup. Let Y1 = [yo, ..., Yd,—1]), where |Y1| = dy, let Yo = [Yd,+a,- - - Yn—1], Where |Ya| = dy and let
IV =Y ||Y2. We define

Load;y (IV, P) = Y; || P||Ya.

Let S = [so,...,sn—1] be a state of the LFSR, then we define

Extractry(S) = sol| ... [|Say—1ll - - - 1Sdy+all - - - [|Sn—1-
Padding. Let a = Aw and |Py| = ... = |P,_1| = A, then we define P = Fy||...||P,—1. We say that
P is a periodic padding of order A if A is the smallest integer such that Py =...= P,_1.

Periodic padding of order « is further referred to as aperiodic padding.

Theorem 5. Let P be a periodic padding of order X\ and let i = 1,2 denote an index. For each
(set of) condition(s) presented in Column 2 of Table 1 there exists an attack whose corresponding
success probability is presented in Column 3 of Table 1.

Conditions Success Probability
1. | dig>Xords >\ 1/2
2. | dy>Xand dy > A 1/221
3. di < A\ 1/222—di

Table 1: Attack Parameters for Theorem 5

Proof. 1. The proof follows directly from Algorithms 5 and 7. Given the assumptions in Section 2,
the probability that the first A keystream bits are zero is 1/2*.

2. The proof is a direct consequence of Item 1.

3. The proof is straightforward in the light of Algorithms 8 and 9. Given the assumptions in
Section 2, the probability that V{ = Py is 1/2*~% and the probability that V4 = P,_1 is
1/2)=%_ Also, the probability that the first A keystream bits are zero is 1/2*. Since the two
events are independent, we obtain the desired success probability.

Algorithm 4. Pairy(o,5)

Input: Number of clocks o and a state S.

Output: A Key-1V pair (K',IV’) or L
1 Run KSA™!(S) routine for o clocks and produce state S’ = (K'||V{||P||Po—1||V3), where |V7| = di and

V5| =da — A
Set IV’ « V{||Pu—1]|V5
if (K',IV") produces all zero keystream bits in the first A PRGA rounds then

| return (K',IV’)
end
return |
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Algorithm 5. Constructing Key-IV pairs that generate A bit shifted keystream
Output: Key-1V pairs (K',IV') and (K, IV)

1 Set s+ 0

2 while s =0 do

Choose K € {0,1}", Vi €r {0,1}%"* and V2 €g {0, 1}%

4 Set IV < Vi||Po||Va, S « K||[V1||Po||P||V2 and output < Pair;(A, S)

5 if output # L then

6 Set s 1

7

8

9

w

return (K,IV) and output
end
end

Algorithm 6. Pairy(o, 5)
Input: Number of clocks o and a state S.
Output: A Key-1V pair (K',IV").
1 Run KSA(S) routine for o clocks and produce state S" = (K'||V{||Po||P||Vs), where |V{| = di — X\ and
V3| = da
2 Set IV« V{||Po||V{
3 return (K',IV’)

Remark 4. Let do = 0,A =1, Py = 1. If @ = 16, then the attack described in [16] is the same as the
attack we detail in Algorithm 9. The same is true for [8] if & = 32. Also, if & = 32 then Algorithm 5
is a simplified version of the attack presented in [5].

Remark 5. To minimize the impact of Theorem 5, one must choose a padding value such that A = «
and either d; < « or dy < a. In this case, because of the generic attacks described in Section 3, the
success probability can not drop below 1/2%. The designers of Grain-128a have chosen ds = 0 and
P = oxfffffffe. In [6], the authors introduce an attack for Grain-128a, which is a special case of
the attack we detail in Algorithm 5.

Theorem 6. Let P be an aperiodic padding, 1 < v < /2 and d2 < a.. Also, leti = 1,2 denote an
index. If LSB~(P) = MSB.(P), then for each condition presented in Column 2 of Table 2 there
exists an attack whose corresponding success probability is presented in Column 8 of Table 2.

Condition | Success Probability

1. | diza—y 1/2977

2. | di<a—~ 1/2%a=2y=d;

Table 2: Attack Parameters for Theorem 6

Proof. 1. The first part of proof follows from Algorithm 5 with the following changes:
(a) A is replaced by a — 7;
(b) Py is replaced by MSBqy—~(P);
(c) Py is replaced by LSBq_(P).
Therefore, the probability that the first aw — v keystream bits are zero is 1/2*77. Similarly, the
second part follows from Algorithm 7.

2. To prove the first part, we use the above changes on Algorithm 8, except that instead of replacing
P,—1 we replace LSBy, (Py) with M 1Dy, 4,1 ,(P). Thus, we obtain the probability 1/2477.
Similarly, for the second part we use Algorithm 9.

] O



Algorithm 7. Constructing Key-IV pairs that generate A bit shifted keystream
Output: Key-1V pairs (K',IV') and (K, IV)

1 Set s+ 0

2 while s =0 do

Choose K €r {0,1}", Vi € {0,1}* and V» €x {0,1}%7>

w

4 Set IV(—V1HPW71||VY2

5 if (K, IV) produces all zero keystream bits in the first A PRGA rounds then
6 Set s «— 1 and S < (K||V1||P||Po—1||V2)

7 return (K,IV) and Pair,(A, S)

8 end

9 end

Algorithm 8. Constructing Key-IV pairs that generate A\ bit shifted keystream
Output: Key-IV pairs (K", IV") and (K,IV)

1 Set s+ 0

2 while s =0 do

3 Choose K € {0,1}" and Vz €x {0, 1}%2

4 Set IV(—LSBdl(Po)HVQ

5 Run KSA™(K||LSBq, (P)| P||V2) routine for A — d clocks and produce state S’ = (K'||[V{||P||V3),

where |[V{| = X and |V5| =d> — A+ dy

6 if V{ = po then

7 Set S + K'||Ro||P||Vs and output < Pair;(dy, S)
8 if output # L then

9 Set s <1
10 return (K, V) and output
11 end
12 end
13 end

Remark 6. To prevent the attacks presented in the proof of Theorem 6, the padding must be chosen
such that M SB+(P) # LSB.,(P),V 1 <~ < /2. Grain 128a uses such a padding P = Oxfffffffe.
Another example was suggested in [8] to counter their proposed attacks: P = 0x00000001.

Constraints. Taking into account all the previous remarks, we may conclude that good® compact
padding schemes are aperiodic and, in particular, satisfy MSB,(P) # LSB,(P),V 1 < vy < a/2.
Also, another constraint is the position of the padding, i.e. di < « or ds < o must be satisfied.

Remark 7. In the compact padding case, the number of padding schemes that verify the security
restrictions represent 26% of the total 2%. The previous percentage and the values we mention below
were determined experimentally.

For a = 16 and 0 < d;,d> < 16 we obtain 17622 ~ 24 compact padding schemes resistant to
previous attacks. Thus, the complexity of a brute-force attack increases with 2.

For a = 32 and 0 < dy,ds < 32 we obtain 1150153322 ~ 230 compact padding schemes resistant
to previous attacks. Thus, the complexity of a brute-force attack increases with 236.

6 resistant to the aforementioned attacks



Algorithm 9. Constructing Key-IV pairs that generate A bit shifted keystream
Output: Key-1V pairs (K", 1V") and (K,IV)

1 Set s+ 0

2 while s =0 do

3 Choose K € {0,1}" and V4 €g {0,1}%

4 Set IV<—V1HMSBd2(Pw71)

5 if K, IV produces all zero keystream bits in the first A\ PRGA rounds then
6 Run KSA (K ||V1||P||M SBa,(P.-1)) routine for A — dz clocks and produce state S’ = (K'||[V{||P||V3),

where |V{| =di — A+ d2 and |V5| = A
7 if VJ = P,_1 then
8 Set s < 1 and S + (K'||V/||P||Pu-1)
return (K, IV) and Pair,(d2, S)

10 end

11 end

12 end

4.2 Fragmented Padding

Setup. Let o = c- 8, where ¢ > 1. Also, let IV = By||By||...||B; and P = Py||Py|| .. .| P.—1, where
|Bo| = dy, |Po|=...=|Pe—1| = |B1| = ... = |Be—1| = 8 and |B.| = d2. In this case, we define

Load;y (IV, P) = Bo|| Po||B1l| PAll - - - [[ Be—1 | Pe—1]| Be-

Let S = Spl| ... ||S2c be a state of the LFSR, such that |Sy| = d1, [S1| = ... = [S2.-1| =  and
|Sac| = da2. Then we define

ExtractIV(S) = S()HSQH ... HSQC.

Theorem 7. Let i = 1,2 denote an index. In the previously mentioned setting, for each (set of)
condition(s) presented in Column 2 of Table 3 there exists an attack whose corresponding success
probability is presented in Column & of Table 3.

Conditions Success Probability
1. |di>Bordy,>p 1/2°
2. |dp > B and dy > 3 1/2°-1
3. d; < 1/226—ds

Table 3: Attack Parameters for Theorem 7

Proof. 1. We only prove the case i = 1 as the case ¢ = 2 is similar in the light of Algorithm 7. The
proof follows directly from Algorithm 12. Given the assumptions in Section 2, the probability
that the first 8 keystream bits are zero is 1/25.

2. The proof is a direct consequence of Item 1.

3. Again, we only prove the case ¢ = 1. The proof is straightforward in the light of Algorithm 16.
Given the assumptions in Section 2, the probability that V| = Py is 1/ 26=d1_ Also, the proba-
bility that the first 8 keystream bits are zero is 1/2%. Since the two events are independent, we
obtain the desired success probability.
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Algorithm 10. Update; ()

Output: Variable value
Set value < Py
fori=1toc—1do

‘ Update value < value||P;|| P;
end
return value

[ VN

Algorithm 11. Pairs(o,S)

Input: Number of clocks o and a state S.
Output: A Key-1V pair (K',IV’) or L

1 Run KSA™'(S) routine for o clocks and produce state S’ = (K'||V{ ||value||V3), where |V{| = di and
V| =d2— B

Set IV’ «+ V{||P||V3

if (K',IV") produces all zero keystream bits in the first 3 PRGA rounds then

return (K', V")

end
return L

e oA W N

Algorithm 12. Constructing Key-1V pairs that generate [ bit shifted keystream
Output: Key-IV pairs (K', IV') and (K, IV)

1 Set s+ 0

2 while s =0 do

3 Choose K €r {0,1}", Vi €r {0,1}"177 and Vu €x {0, 1}%2

4 Set value < Po|[Updates(), IV < V4||P||V2 , S + K||Vi||lvalue||V2 and output < Pairz(8,S)

5 if output # L then

6 Set s 1

7

8

9

return (K, IV) and output
end

O

Remark 8. Let § < fand B > 1. To prevent the attacks presented in Theorem 7, we have to slightly
modify the structure of the I'V. We need at least one block |B;| = 0, where 1 < ¢ < ¢ — 1. We
further consider that |B;| =0,V 1<i<c¢—1.

Theorem 8. Let |B;| =9,V1<i<c—1. Also,let1 <~y<p,1<t<cand0<j<t—1.1If
LSBy(P.—1-j) = MSB,(Pi—1—;) Vj then for each (set of) condition(s) presented in Column 2 of
Table / there exists an attack whose corresponding success probability is presented in Column 3 of
Table 4.

11



Conditions Success Probability

L. di>B—v+(B+06)(c—t), §>B—7~ 1/28-7+(B+8)(c=1)

5 di>B—v+(B+)(c—1t), 6<B—1, | 12p-rtBaen
MSBg—y5(Pe1-j) = LSBg—~—5(Fi—2-5) Vj

3. dy <B—-7+(B+)c—t), §>p—~ |1/228-2+2B+5)(c—t)=ds

di<B—7+(B+)(c—1), 6<B—7, 1 /226-20+2(B+0) (c—t)—ds
MSBg_y—5(Pe-1-j) = LSBg—y—5(Pi2-j) Vj

Table 4: Attack Parameters for Theorem &

Proof. 1. The proof follows directly from Algorithm 19 (described in the last appendix of our
paper). Given the assumptions in Section 2, the probability that the first 3 — v+ (8 +9)(c — 1)
keystream bits are zero is 1/20-7+H(B+9)(c=1),

The proofs for the remaining cases presented in Table 4 follow directly from previous results.

Thus, we omit them. a

Theorem 9. Let |B;| =6,V1<i<c—1 Also,let 1 <~y <p,1<t<cand0<j<t—2
If § > B — ~ then for each (set of) condition(s) presented in Column 2 of Table 5 there exists an
attack whose corresponding success probability is presented in Column 3 of Table 5.

Conditions Success Probability
L di>0—B+y+Bc—t+1)+d(c—1), 1 /28— B+ HBle—t+1)+(e—)
MSB.(P._1_;) = LSB,(P_o_;)¥j
5 di<6—B+y+Bc—t+1)+d(c—1), 1/220-2B+27+28(e—t+1)4+20(c—1)~d

MSB,(P._1_j) = LSB,(P,_g_;)Vj

Table 5: Attack Parameters for Theorem 9

Proof. 1. The proof follows directly from Algorithm 20 (described in the last appendix of our
paper). Given the assumptions in Section 2, the probability that the first § — 4+ v+ B(c —t +
1) + 6(c — t) keystream bits are zero is 1/20-A+r+8(e—t+1)+o(c=1)

2. The proof is similar to the proof of Theorem 7, Item 3.

Remark 9. Taking into account the generic attacks described in Section 3, any probability bigger
than 1/2% is superfluous. As an example, when o = 32 we obtain a good padding scheme for the
following parameters do = 0,5 = 16,6 = 14, Py = 0x8000, P, = Ox7fff.
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Remark 10. Let ¢ =2, < 8 —2,v < f and Py # P;. The best success probability of a slide attack
when the following conditions are met:

v>1: LSB,(P,)# MSB,(P)
LSB.(Py) # MSB,(P)),
v>0: LSB,(P)# MSB.,(P)
LSB,(Py) # MSB,(Py),

is 1/207149 > 1/22 The number of padding schemes that verify the security restrictions represent
2% of the total 2%. The previous percentage and the values we mention below were determined
experimentally.

For « =16, =8,1< 6§ < 6,7 < 8 and d; = dy = 0 we obtain 1840 ~ 2'° fragmented padding
schemes resistant to previous attacks. Thus, the complexity of a brute-force attack increases with
214,

For « =32, =16,1<§ < 14,7 < 16 and d; = do = 0 we obtain 117113488 ~ 223 fragmented
padding schemes resistant to previous attacks. Thus, the complexity of a brute-force attack increases
with 228.

5 Conclusion

We analyzed the security of various periodic and aperiodic IV padding methods” for the Grain
family of stream ciphers, proposed corresponding attacks and discussed their success probability.

Future Work. A closely related study which naturally arises is analyzing the security of breaking the
padding into aperiodic blocks. Another idea would be to study how the proposed padding techniques
interfere with the security of the authentication feature of Grain-128a. A question that arises is
if the occurrence of slide pairs may somehow be converted into a distinguishing or key recovery
attack. Another interesting point would be to investigate what would happen to the security of the
Grain family with respect to differential, linear or cube attacks in the various padding scenarios
we outlined. One more future work idea could be to analyze various methods of preventing the all
zero state of Grain’s LFSR.
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A Grain vl

In the case of Grain v1, n = 80 and m = 64. The padding value is P = 0xffff. The values IV
and P are loaded in the LFSR using the function LoadIV (IV, P) = IV||P. Given S € {0,1}%° we
define ExtractIV(S) = MSBgs(S).

We denote by fi(x) the primitive feedback of the LFSR:

Fil@) =1+ 28 4 2 4 292 1 257 4 467 4 480,
We denote by ¢1(z) the nonlinear feedback polynomial of the NFSR:

g1(@) =1+ 28 4220 + 22 4 2% 4 2% 1 247 4 252 4 250 4 256 4 2T 4 280

+ $17$20 + .%'433747 + 1,653;71 + .%‘20.%281}35 + :L'471'52.T59 + x17x35x52x71

+ ZL‘201‘28:L‘43:L‘47 + 21317£B20$59:1365 + 1}17332O£E28{E353343 + l‘47l'52l‘591‘65l'71

+ 1:281,35:6431:473352:659 )

The boolean filter function hq(xg, ..., x4) is
hi(xo,...,T4) = 21 + T4 + Toxg + T2T3 + T3x4 + ToT1T2 + ToT2T3 + TTaTy + T1T2T4 + T2T3T4.
The output function is

zi = Z Titj + h1(Yi+3, Yit25, Yi+d6, Yi+od, Tite3), where Ay = {1,2,4,10,31,43,56}.
JEAY

Algorithm 13. KSA~! routine for Grain v1

Input: State S; = (zo, ..., %79,Y0,--.,Y79)
Output: The preceding state S;—1 = (o, ..., T79,Y0,- -, Y79)

1 v =1yr9 and w = T79

2 fort =79 to 1 do

8 | w=wyi1andz =z

4 end

5 2= Z xj + h1(ys, y25, Y46, Y64, T63)

JEAY
6 Yo =2z+v+ Y13+ Y23 + yss + Ys1 + Ye2
7 o =2+ W+ Yo+ o+ Tia + T21 + T2g + X33 + 37 + Tas + Ts2 + Teo + Te2 + Te3Teo + 37233 + T15T9+
Te0T52T45 + T33L28T21 + T63T45L28L9 + T60L52X37L33 + T3T60T21L15 + L63TL60TL52T45T37 + L33L28L21T15T9 +
T52045T37L33T28021
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B Grain-128

In the case of Grain-128, n = 128 and m = 96.The padding value is P = Oxffffffff. The values
IV and P are loaded in the LFSR using the function LoadIV (IV, P) = IV||P. Given S € {0,1}!?8
we define ExtractIV(S) = MSBgs(S).

We denote by fiog(x) the primitive feedback of the LFSR:
Fros(x) = 1+ 232 4 247 1 258 4 290 4 4121 | ;128

We denote by g128(z) the nonlinear feedback polynomial of the NFSR:

102 128 44,60 61,.125

grog(z) = 1+ 232 + 237 4+ 27 4 102 4 2128 4 544,60 4 461y

+ 56631/‘67 + {II695E101 + SU80.’E88 + 1:1101:111 + $115$117.
The boolean filter function hyag(zo, .. .,xg) is
hlgg(l‘o, ce ,:L‘g) = 20X + X2X3 + T4X5 + TeX7 + ToL4XS-
The output function is

128
Z = Z Tigj + Yi+03 + P128(Tit12, Yitss Yit13, Yit20, Tik95, Yita2, Yit60, Yi+795 Yi+95 ),

jEA128

where Ajos = {2,15,36,45, 64, 73, 89}.

Algorithm 14. KSA~! routine for Grain-128

Input: State S; = (zo,...,T127,Y0,- - ., Y127)
Output: The preceding state S;—1 = (o, ..., Z127, Yo, - - -, Y127)

1 v =yi27 and w = X127

2 for t =127 to 1 do

s | y=wyi1and =z
4 end

z= Z Titj + Yo3 + hi2s(T12,Ys, Y13, Y20, T95, Y42, Y60, Y79, Y95 ),
JjEA128
6 Yo = 2+ v+ Y7+ Yss + Yro + Ys1 + Yoe
7 To =2+ W+ Yo+ T2e + Ts6 + To1 + Toe + TsaTes + Te5Te1 + TagTao + T59T27 + T18T17 + T13%11 + Te7L3

w
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C Grain-128a

In the case of Grain-128a, n = 128 and m = 96. The padding value is P = Oxfffffffe. The values
IV and P are loaded in the LFSR using the function LoadIV (IV, P) = IV||P. Given S € {0,1}!?8
we define ExtractIV(S) = MSBgs(S).

We denote by fia8q(x) the primitive feedback of the LFSR:
Frosa(x) = 1+ 232 4 247 4 258 4 290 4 4121 | ;128

We denote by g128,(x) the nonlinear feedback polynomial of the NFSR:

2 2 12 44 112 101
g128a(2) = 14+ 232 4 237 4 2™ 4 102 4 2128 4 4400 4 01125 4 203,67 4 094,10

—|—£C80$88+5611056111 —|-33115I‘117+ $46$50$58+$103$104$106+$33$35 36,40

102

2z,
The boolean filter function hyag,(xo, ..., x3) is
h1284 (0, - - -, 28) = Tox1 + T2x3 + T4T5 + TeTT + TT4TS.
The output function is

128
Z; = Z Tij + Yit03 + P1280(Tit12, Yits, Yit 13, Vit 20, Tit95, Yitd2, Yit60, Yi-+79, Yit04),

jEA1284

where Ajasq = {2,15,36,45,64, 73,89}

Algorithm 15. KSA~! routine for Grain-128a

Input: State S; = (zo,...,T127,Y0,- - ., Y127)
Output: The preceding state S;—1 = (o, ..., Z127, Yo, - - -, Y127)

1 v =yi27 and w = X127

2 for t =127 to 1 do

s | y=wyi1and =z
4 end

z= Z Z; + Yo3 + h12sa (12, Ys, Y13, Y20, T95, Y42, Y60, Y79, Y94 )
JEA128a
6 Yo =2z+v+yr+yss+ yro+ ys1+ Yoe
7 To =2+ W+ Yo+ T2 + Ts6 + To1 + Toe + T3Te7 + 11213 + T17T18 + T27T59 + T40T48 + T61T65 + TesTea +
T88X92L93T95 + L22X24T25 + T70T78T82

w

D Examples

Within Tables 6 to 8, the padding is written in blue, while the red text denotes additional data
necessary to mount the proposed attacks. Test vectors presented in this section are expressed as
hexadecimal strings. For simplicity, we omit the Ox prefix.
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Table 6: Examples of Generic Attacks.

Cipher

Key

LFSR Loading

Algorithm 1

Grain v1

a8af910£2755c064d713

1c60b94e09512adbffff

Grain 128

525c3676953ecec2bc5388f1474cdc61

b78d3637b64425015fa3ef63ffffffff

Grain 128a

a04f944e6calel1406537a0ef215689a3

aaaebb010224478£48567997fffffffe

Table 7: Examples of Compact Padding Attacks (index i = 1).

Cipher Key LFSR Loading Keystream
Cirain v1 | 7672b6E9BOCEO165b891 | 1007bc35940071717£ab | 00462da09a2739238369669¢7120370a
72b6£960ct9165b89145 | 07bc35946071717£ab80 | 462da99a2739238369669e7120370a48
00166499157d39c9 4a9a37efle3dfcll
oo | sarasbeotectsty terteirecteros | 000076755accd53028¢aa577964929¢
6499157d39c95a72 37efle3dfcl37iit
ition 1 4cd5302 4929ef1
(giiiiiﬁi5) 3b601eccfffb2fdl TEE£7EEEeb05d636 | O o0achcdd3028caadT7964929e11c0
b9e20a7619a8d622 efb53aafa3c6cid7ca
o | S162ctaB3ebTaL S tfrifiretsebeq | 0000pac1203a11b554d69£d7O£2TDTE
0a761928d6225152 aafadc6cArcaliit
JOSPONtRIR G S ttritifboaoshs | PAC1208211D554d69£d7EOE2THTEA545
Grain ] | £55D5£998b367637b60  07£7£7e0b4ad044etd1 | 0095e5842a234610£7 ec250a948a8267
V% [5b5d£993b367e37b604d | £717fe9bla3044efd139 | 956584ea234610£72ec250a948a8267¢
9302£6b9d7 136599 8A7ETETEEETEEE10
oo | actcasetsocssens oonoberiesbeplq | 00007Cab63c6831b63868259547cdEs
- £6b9d7136599ac1ic FE7i££7£££10d595
Condition 3 7ca563c6831b63868259£547 cdf £695b
@A;irhizig) aee130c596bb0dc8 95e5568beb11628¢c | | o00°¢ ¢
0f4782a147938251 cd7iff7itETEifed
o oo | sevasadsssTresrs P 0e00ddcri6a1ep | 0000593622172d67481850850be7chB
82a147938251560a fi7ff7tffedbble
43357700 4L e odden16dlonoate | 593622172d874818560850be7cbB24a0
Grain v1 | 4EebCO79167£09bdb1db bd4710804F9ef £0££0¢a | 000575b77251£3946864d1bdc2510212
bc079167£99bdb1db338 | 710804£9eff0f£0fa272 | 575b77251f3946864d1bdc251021229b
520d4b3907£65ceb 0bbd00872ecb0732
o | 0366367161424 LfO0fEE00ttE, | 0000006b201decdeeBd409646ba08a0t
Theorem 6 - 3907£65ceb£036b3 872ecb0732f£££00
i~ 6b2014ecdee8d499646ba08a9£d93085
Condition 1 671614244be57112 ££££00fffeat68a2 ecaee avea
6472c21093cd2225 2C9cATT71ed41648
ot e 4118e1a6523000ac fett00ftte0060qe | 00000096196670866193867ea31b1d£0
1093cd22254118e1 771ed41648T 1100
oy S00oanBEB D ffie00ttdunot17e | 061962768661938672a31b1d£09£306a
Cirain v1 |7012a599787c057a0bbe | 07££0££0dedd9bd4d1b | 000£9b9045£817 cEb1a7 cbbC18edec0?
2a599737¢957a0bbeb77 | 0ff0fdedd9bd4dibibf | f9b9045f817cbla7cb6clBedec025d85
. 30bfel1£3b7080be aafdfff£00E£E£00
Grain-128 47396237£889b57 ¢ ££38££5b14da5371 0000008a735f3adf71728258dcaf47fd
Theorem 6 1£3b7080be47396a FfO0ffff00f 385 F
e 8a735f3adf71728258dcaf47fd6edadl
Condition 2 37£889b57cac5367 5b14da53715a4291 | o @ ca eda
. c4b8607e854abcht 950bf£££00££££00
Grain-128a] 5= 0 2 0o c7187caTTTens | 0000006810602a4bE10c0181bd7e4d95
7e854abcbt7aT4eb Ff00f£££00££7182
M930565ea1 2t orTorrestianeie | B810602a4bE10c0181bd7e4d957b5E2e
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Table 8: Examples of Fragmented Padding Attacks (index i = 1).

Cipher Key LFSR Loading Keystream
Crain o1 |CC0d50254£72d88ACT1 [3a86d173777777777b2c |04cT9ebbAdbTbC675644b3d0bE2a59a4
c0d50254£72488d3c714 [a86d17377777777Tb2¢cE |4c79ebbddb7bc675644b3d0bE 2a69a47
c506d0cabbtf72e1 63ba70cf067E7E7E
e e
Al 1 i it
NS e R B —————
744db3dc27cec82b TETETETEREO892f1 | oa0t 1638d9cddB70p0dc017377e698d7
Grain v1 77a73157cabfa60349dc | 77777777318f59acb6aff |0c61bfa06elc22011dcefe673765ach7
7a73157cabfa60349dc3 | 7777777318£59ac6atfd |c61bfa06e1c22011dcefe673765achTE
i || S | I g smonacar
(Algorithm 16) ;:zggigziggig;i ;Zgi;%;ig:? 4624d2271d3420104b2£d1058675£d45
bl TETETETETETETETE
S aeRT00f Soraa0y o3t taegoedaste,  |T06d6363545£657C4b50d255b6663¢a
d30a84c99a8b1354 cd52bf 1b25££0££0
R
gjfgfgg;i 8¢320b870e109120 0f£0f4edB57bdac | 000Po03113c9972d96481a6e8add8ee
(Algorithm 19) . Zzzgzizzﬁzzzgg ;?iéi?g?:g;gig 00082e1cbbb25fa325518665a17f2efc
e
8d89931aele13215 £18cCEbE3cEf0LE0
R S
Theorem 8 ba20640c193a13b8 ££0tdebatobsegty |01 2c620ae1765ded57a835bT13aceda
Condition 2 626262808£0ca24c CACABEOBISETOTE0 | o rcenTecs
Gram-1z5a{ SRS | L | ——
17bb93£b5c3cb22f ££0fdfe92eb68aas | oL020d1b7£615dIb32e34ceaccdalos
416ddd14b4c096ch 800ffOFff0LL0F
Grav12s | Siasiiniatne | aretaceraptorsg | S S
Theorem 8 12e8830ada69d3b6 £096c7a8700a3188 | 02009det620d1e704b264988da02cc0
diti 724d58601044396d 84Tf0ff0TTE0L£0F
T ]Sty | s, e ot oo
83723a65b£a7b973 5ald79af2a85c626 |ooroL20d8a418932150d3ba97400ebd5
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97516dced374a089 3aff0ff0ff0ff0L1
S fg:: gggzzg gg é; 3 i%‘?g gz (fi ;L é??f Z tl) 000a8e820bedfb8cd9d651d82213b34
Theorem 8 e86acaa2ff1a4399 72427d44b92f 1bba | 20c020Pedfb8cd9d651d822113b34846
ition 4 2926650823174 ZbTfOffOffOTFOT
Condition S g:zgggigg i g%gzg ?Eiigiig ;‘ ?% ;zzgg 000cd469723847db72£6£856e51£9496
o EoatonTaaennt e36060175900s | C0469723847dD72£6£856e51£9d96b38
930cb0086c93293 £767352c26395¢8
G| SEIOTS | sttty SO T
g‘ohricl)irg;r;f)l 10e98a13756c5696 ££EE80FEEbbEFCED 0ad44dcae9a68c7b66389e440ebbdf198
(Algorithm 20) S Szg;iigzgggzz ;;?iig;i;;giiiﬁ 000000£d8bbdb3d3a8c885704f 432022
ig::g:zzzgzggi :i;;gi:iii’;;iig £d8bbdb3d3a8c885704£43a022557a89
895beas72ffede76 a8147ff£180fffite
_— Z 3 421 i ; 2 2 : _1, 22 ;Z ?1) 2 foffff gozfi 8f0feo8f3:fef724c 0000004b5394f9baf0f6a6ff3d921542
Theorem 9 dd18afa6b9fb5cef 480e83e74e3d134e | 1DD39419baf016261£3d9215422cbdbb
ition 2 2fecddbc94il 132fff£505ff5d
Condition S éZZEii ‘i i g%g 3]&; 5 Ez :Sg; i ??Eg ;L g 451 2 0000002839a6bec77a007d3d12b4d597
1d£08548178142d5 £89b04484d01£bap | 20o0a6bec’7a007d3d12bdd597c9041b

E Propagation of Single Bit Differentials

Parameters. In Theorem 4, let go = 96 for Grain v1® and ¢2 = 160 for Grain-128 and Grain-128a°.

Table 9: Propagation of a Single Bit Differential in the case of Grain v1’s LFSR.

Flipped Number of
1]556 Identical Positions of Identical
... |Keystream Keystream Bits
Position .
Bits
15 50 0-11, 13-17, 19-30, 33-35, 37, 38, 40-46, 48, 51, 53, 55, 58, 61-63, 71
31 59 0-5, 7-23, 25-27, 29-33, 35-41, 43-46, 49-51, 54, 56-59, 61, 62, 64, 67, 69, 74, 77, 79, 87
47 63 0, 2-21, 23, 24, 26-39, 41, 42, 45-49, 51-53, 55-57, 59, 60, 62, 65, 66, 70, 73-75, 77, 78, 80, 95
0-16, 18-27, 29-34, 36, 37, 39, 40, 42-45, 47-52, 54, 55, 58, 61-63, 65, 68, 69, 72, 73, 76, 81,
63 63
90, 91, 94
79 74 0-14, 16-32, 34-43, 45-50, 52, 53, 55, 56, 58-61, 63-68, 70, 71, 74, 77-79, 81, 84, 85, 88, 89, 92

8

as in Theorem 1

9 as in Theorem 2, respectively Theorem 3
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Table 10:

Propagation of a Single Bit Differential in the case of Grain v1’s NFSR.

Flinped Number of
lp.p © Identical Positions of Identical
Bit .
... |Keystream Keystream Bits
Position .
Bits
15 23 0-4, 6-10, 12, 15, 16, 19, 20-22, 26, 27, 28, 29, 31, 33
31 32 1-19, 22-26, 28, 31, 32, 35, 36, 42, 43, 49
47 32 0-15, 17, 18, 20-25, 28, 29, 30, 32, 33, 35, 40, 41, 42
63 25 1-6, 8-16, 19, 21-23, 26, 29-31, 33, 39
79 41 0-15, 17-22, 24-32, 35, 37-39, 42, 45-47, 49, 55
Table 11: Propagation of a Single Bit Differential in the case of Grain-128’s LFSR.
. Number of
Fhlgiied Identical Positions of Identical
... |Keystream Keystream Bits
Position .
Bits
31 99 0-10, 12-17, 19-22, 24-56, 58, 60-63, 65, 67-69, 71, 72, 74-79, 81-85, 87, 88, 90, 93, 94, 97, 100,
103, 109, 116, 119, 126, 129, 135, 141, 148
55 97 0-12, 14-34, 36-41, 43-46, 48, 49, 51, 53-65, 67-80, 86, 87, 89, 91-93, 95, 96, 100-102, 105-107,
109, 111, 112, 118, 121, 127, 133, 153, 159
79 101 1-18, 20-36, 38-41, 43, 45-57, 60-65, 67-70, 72, 73, 75, 78-88, 92-94, 96-99, 101, 103, 104, 110,
111, 113, 115, 119, 120, 125, 126, 130, 131, 133, 145, 151, 157
103 86 0-7, 9, 11-23, 25-39, 41, 44-54, 58-60, 62-65, 67, 69, 70, 73, 76-81, 84-86, 91, 92, 94, 96, 97, 99,
105, 109, 110-112, 116, 117, 123, 128, 143, 144
127 108 0-31, 33, 35-47, 49-63, 65, 68-78, 82-84, 86-89, 91, 93, 94, 97, 100-105, 108-110, 115, 116, 118,
120, 121, 123, 129, 133-136, 140, 141, 147, 152

Table 12: Propagation of a Single Bit Differential in the case of Grain-128’s NFSR.

Flipped Number of
llgip;e Identical Positions of Identical
... |Keystream Keystream Bits
Position .
Bits
31 52 0-15, 17, 18, 20-28, 30-36, 39-42, 45, 48-50, 54-56, 58, 62, 63, 65, 66, 71, 72
55 65 0-9, 11-18, 20-39, 41, 42, 44, 45, 47, 49-52, 55-60, 63-66, 69, 73, 74, 82, 87, 89, 95, 96
79 55 0-5, 7-14, 16-33, 35-42, 46, 48, 49, 52, 54, 55, 58, 60, 61, 63, 65, 68, 71, 74, 80
103 63 0-7, 9-13, 15-29, 31-38, 41-44, 47-50, 53-57, 59-61, 63-66, 70, 73, 79, 85, 87, 92, 98
127 87 0-31, 33-37, 39-53, 55-62, 65-68, 71-74, 77-81, 83-85, 87-90, 94, 97, 103, 109, 111, 116, 122
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Table 13: Propagation of a Single Bit Differential in the case of Grain-128a’s LFSR.

Flinped Number of
lp.p °Y| Identical Positions of Identical
Bit .
... |Keystream Keystream Bits
Position .
Bits
31 83 0-10, 12-17, 19-22, 24-57, 60-63, 67-69, 71, 72, 74-79, 81-85, 87-89, 93, 94, 109, 111, 115
55 4 0-12, 14-34, 36-41, 43-46, 48-50, 53-65, 67-81, 86, 87, 91-93, 95, 96, 100-102, 105-108, 111,
112, 118, 133, 139
79 100 1-18, 20-36, 38-42, 45-57, 60-65, 67-70, 72-74, 78-89, 92-94, 96-100, 103, 104, 110, 111, 115,
119, 120, 125, 126, 130-132, 136, 157
103 93 0-8, 11-23, 25-40, 44-55, 58-60, 62-66, 69, 70, 72, 76-81, 84-87, 91, 92, 94, 96-98, 102, 109,
110-113, 116, 117, 123, 124, 128, 134, 143, 144, 149, 156
127 113 0-32, 35-47, 49-64, 68-79, 82-84, 86-90, 93, 94, 96, 100-105, 108-111, 115, 116, 118, 120-122,
126, 133-137, 140, 141, 147, 148, 152, 158
Table 14: Propagation of a Single Bit Differential in the case of Grain-128a’s NFSR.
. Number of
thp ed Identical Positions of Identical
Bit .
... _|Keystream Keystream Bits
Position .
Bits
31 44 0-15, 17, 18, 20-28, 30-36, 41, 49, 50, 54-56, 58, 63, 65, 66
55 55 0-9, 11-18, 20-39, 41, 42, 44, 45, 47, 49-52, 55-60, 65, 74
79 48 0-5, 7-14, 16-33, 35-39, 41, 46, 49, 52, 54, 55, 58, 60, 61, 63, 68
103 43 0-7, 9-13, 15-29, 31-38, 42, 53, 55-57, 59, 61
127 67 0-31, 33-37, 39-53, 55-62, 66, 77, 79-81, 83, 85
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F Algorithms

Algorithm 16. Constructing Key-IV pairs that generate 5 bit shifted keystream

Output: Key-1V pairs (K',IV') and (K, IV)

1 Set s+ 0

2 while s =0 do

3 Choose K € {0,1}" and Vs €g {0,1}%

4 Set value < Update;() and IV <— LSBa_g+a, (P)||V2

5 Run KSA™Y(K||LSB4, (Po)||value||Vz) routine for 8 — di clocks and produce state

S = (K'||V{||value||Vz), where |V{| = 8 and |V3| =d2 — B+ ds

6 if V/ = Py then

7 Set S « K'||Po|lvalue||Vs and output < Pairs(di, S)

8 if output # L then

9 Set s 1
10 return (K, IV) and output
11 end
12 end
13 end

Algorithm 17. Update,(start, stop)

Input: Indexes start and stop
Output: Variable value
Set value <~ NULL
for i = start to stop do

Choose C; €r {0, 1}(S

Update value + value||C;|| P;
end
return value

D ok W@ N R

Algorithm 18. Updatesz(value,values)

Input: Variables value; and values
Output: Variable value
1 fori=ttoc—1do
2 Choose B; €r {0,1}°
3 Update valuer <+ valuer||B;||P; and valuez + values||B;
4 end
5 Set value + value ||values
6 return value
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Algorithm 19. Constructing Key-IV pairs that generate 5 — v + (8 + §)(c — t) bit shifted
keystream

© 0 N O AW N

10
11

12
13
14
15
16
17

Output: Key-1V pairs (K, IV') and (K, IV)
Set s <0

whi

end

le s =0 do

Choose K €r {0,1}", Vi €g {0,1}4F+7= B+t and V, € {0,1}%

Set valuey < Py||Updates(0,¢ — t — 2)||Ce—t—1||MSBa—~(Pe—t) and values + value;

Update valuer <+ valuer|| Py

fori=1tot—1do

Choose B; €r {0, 1}5*6“*

Update value; < valuei||B;||MSBg—(Pe—t+i)||P; and values < values||B;||MSBg—~(Pe—i+i)

end
Set valuey ||values < Updates(valuer, valuez) and IV <« Vi||lvaluez||Va
Run KSA™!(K||V1|jvalue:||V2) routine for 8 —~ + (8 + 6)(c — t) clocks and produce state
S = (K'||V{||value1||Vs), where |[V{| =di and |V3|=do — B +~v— (B+8)(c—1)
Set IV' < V{||value||Vs
if (K’,IV’) produces all zero keystream bits in the first 3 — v+ (8 + §)(c — t) PRGA rounds then
Set s 1
return (K,IV) and (K',IV")

end

Algorithm 20. Constructing Key-IV pairs that generate § — 8+~ + B(c —t+ 1) + d(c — t)
bit shifted keystream
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Output: Key-IV pairs (K',IV') and (K, IV)

Set s + 0
while s =0 do
Choose K €g {0,1}", Vi €g {0,1}@—0+F=r=Ble—t4D)=o(c=t) 'yp e p £0,1}%2 and C._; 41 €r {0,157
Set valuer + Po||Updatex(1, ¢ — t)||Ce—ty1 and values < valuer
Update valuei < values || Po
fori=1tot—1do
Choose B; €g {0,1}°~#
Update value1 = valuei||LSBg—~(Pe—t+:)||B;|| P; and values = valuez||LSBg—~(Pe—tt:)||Bs
end
Set valuei ||values < Updates(valuer, values) and IV <+ Vi||values||Va
Run KSA™!(K||V1||value:||V2) routine for § — B+~ + B(c — t + 1) + §(c — t) clocks and produce state
S" = (K'||V{||lvalue1||Vs), where |[V{| =di and |V5|=do — 6+ 8 —v—B(c—t+ 1) —d(c—1)
Set IV’ <+ V{||value1 ||V
if (K, IV")
produces all zero keystream bits in the first 6 — 8+ v+ B(c — t + 1) + 6(c — t) PRGA rounds then
Set s 1
return (K,IV) and (K',IV")
end
end
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