Partial Key Exposure Attacks on RSA:
Achieving the Boneh-Durfee Bound*

fAtsushi Takayasu and *Noboru Kunihiro
May 25, 2018

Abstract

Thus far, several lattice-based algorithms for partial key exposure attacks on RSA, i.e., given
the most/least significant bits (MSBs/LSBs) of a secret exponent d and factoring an RSA mod-
ulus N, have been proposed such as Blomer and May (Crypto’03), Ernst et al. (Eurocrypt’05),
and Aono (PKC’09). Due to Boneh and Durfee’s small secret exponent attack, partial key expo-
sure attacks should always work for d < N9 292 even without any partial information. However,
it was difficult task to make use of the given partial information without losing the quality
of Boneh-Durfee’s attack. In particular, known partial key exposure attacks fail to work for
d < N%292 with only few partial information. Such unnatural situation stems from the fact that
the additional information makes underlying modular equations involved. In this paper, we pro-
pose improved attacks when a secret exponents d is small. Our attacks are better than all known
previous attacks in the sense that our attacks require less partial information. Specifically, our
attack is better than all known ones for d < N°%62% and d < N?-368 with the MSBs and the
LSBs, respectively. Furthermore, our attacks fully cover the Boneh-Durfee bound, i.e., they
always work for d < N9292, At a high level, we obtain the improved attacks by fully utilizing
unravelled linearization technique proposed by Herrmann and May (Asiacrypt’09). Although
Herrmann and May (PKC’10) already applied the technique to Boneh-Durfee’s attack, we show
elegant and impressive extensions to capture partial key exposure attacks. More concretely, we
construct structured triangular matrices that enable us to recover more useful algebraic struc-
tures of underlying modular polynomials. We embed the given MSBs/LSBs to the recovered
algebraic structures and construct our partial key exposure attacks. In this full version, we
provide overviews and explicit proofs of the triangular matrix constructions. We believe that
the additional explanations help readers to understand our techniques.
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tThe University of Tokyo, National Institute of Advanced Industrial Science and Technology (AIST). e-mail:
takayasu@mist.i.u-tokyo.ac.jp

#The University of Tokyo



Contents

1

Introduction

1.1 Background . . . . . .. e e
1.2 Our Results . . . . . . . . e
1.3 Technical Overview . . . . . . . . . . . . . e e e
1.4 Related Works . . . . . . . . . e e
1.5 Roadmap . . . . . . o e
Preliminaries

Revisiting Herrmann-May’s Matrix

3.1 Boneh-Durfee’s Attack . . . . . . . . ..
3.2 Herrmann-May’s Matrix . . . . . .. .. .. o e
3.3 Herrmann-May’s Matrix with Additional Unraveling . . . . . . ... ... ... ...

Partial Key Exposure Attacks with the MSBs

4.1 Formulation . . . . . . . . e e e e
4.2 Previous Works . . . . . . .
4.3 Revisiting Ernst et al.’s Attack by Solving Modular Equations . . . .. .. .. ...
4.4 Our Attack . . . . . e
Partial Key Exposure Attacks with the LSBs

5.1 Formulation . . . . . . . . e e e
5.2 Previous Works . . . . . . . e e e
5.3 Our Attack . . . . e

Concluding Remarks

10
11

15
15
16
17
21

28
28
28
30

35



1 Introduction

1.1 Background

RSA is one of the most famous public key cryptosystems and numerous papers have studied the
security. Let N = pq be a public modulus, where p and ¢ are distinct primes with the same
bit-size. The bit-size of N should be sufficiently large so that the factorization is computationally
hard. There are a public exponent e and a secret exponent d that satisfy ed = 1 mod ¢(N),
where ¢(N) = (p—1)(¢—1) is Euler’s totient function. During decryption/signing, heavy modular
exponentiations ¢ mod N should be computed. The most trivial way to reduce the computational
cost is using small d. However, Wiener [Wie90] first reported that too small d makes RSA insecure.
He claimed that there is a polynomial time algorithm for factoring N when d < NY/4. Boneh and
Durfee [BD0O0] revisited the attack by using lattice-based Coppersmith’s method [Cop96b]. At first,
they proposed an improved attack that works for d < N(T=2VD)/6 — NO-284- Ty the same work,
they further improved the bound to d < NI-1/V2 = 0292 Throughout the paper, we call these
bounds the Boneh-Durfee weaker and the stronger bound, respectively.

Boneh, Durfee, and Frankel [BDF98] introduced partial key exposure attacks on RSA, where
the attackers are given the most/least significant bits (MSBs/LSBs) of full size d. The attack
is theoretically interesting to study how many portions of secret information enable attackers to
break the security of RSA. Although Boneh et al.’s partial key exposure attacks work only for small
e, several improvements have been proposed by using Coppersmith’s methods [Cop96a, Cop96b].
Blémer and May [BM03] improved the bound to e < N7/® with the LSBs of d. Ernst et al.
[EJMAWO05] proposed the first attack for full size e with the MSBs of d.

In the same work [EJMdWO05], Ernst et al. also studied the attacks with the MSBs/LSBs of small
d. By definition, the attack scenario is an extension of Boneh-Durfee’s work [BD00]. Specifically,
Boneh-Durfee’s small secret exponent attack is a special case of the partial key exposure attack when
the given partial information is exactly zero. Hence, Boneh and Durfee’s result suggests that partial
key exposure attacks should always work for d < N%292 even without any partial information.
However, Ernst et al.’s attacks only cover the Boneh-Durfee weaker bound d < N2+ when the
given partial information is exactly zero. Aono [Aon(09] proposed the first attack to cover the
Boneh-Durfee stronger bound with the LSBs of d. Aono’s attack requires less partial information
than Ernst et al.’s attack for d < N(O—V2D/12 = 0368 ¢4 factor a modulus N. Unfortunately, a
trick of Aono’s algorithm is not applicable to the MSBs case. Hence, extending the Boneh-Durfee
stronger attack with MSBs of d is still an interesting open problem.

1.2 Our Results

In this paper, we propose improved partial key exposure attacks on RSA with the MSBs/LSBs
of d. Our attacks work with less partial information than the previous attacks [Aon09, BMO03,
EJMAWO05, SSM10] for d < N%16 = N05625 anq ¢ < NO-V2D/12 — NO-368- with the MSBs
and the LSBs, respectively. Furthermore, the most impressive feature of our proposed attacks is
that they always work for d < N?2?92" even when the given partial information is exactly zero.
Therefore, our attack with the MSBs is the first one that cover the Boneh-Durfee stronger bound.



[EJIMdWO5] [EJMdWO05]

g ~025 8
—~ 0.4 1
= O 02 8
| o3 i |
0.15 8
8 0.2 8 8 N

0.3 0.35 0.4 0.45 0.5 0.55
Figure 1: Comparison of attack conditions

Figure 1 compares attack conditions with Ernst et al’s and ours. Since a condition of Aono’s
attack is close to ours, we do not compare it in the figure. The left and the right figure is for
the MSBs and the LSBs, respectively. Horizontal axes and vertical axes represent sizes of secret
exponents (3 := logy d and ratios of exposed bits (8 — §)/3, where 0 represents sizes of dy which
are unknown parts of d, respectively. Ernst et al.’s attacks work in the gray areas while our attack
improve the red areas when 3 is small.

We also show numerical comparisons for attack conditions. Table 1 provides a comparison
between Ernst et al.’s attack and our attack with the MSBs for 1 — 1/\/5 =0.292.--- <35 <9/16 =
0.5625. Table 2 provides a comparison between Ernst et al.’s attack, Aono’s attack, and our attack
for 1 —1/v/2=0.292--- < B < (9—+/21)/12 = 0.368---. In such small 3, our proposed attacks
are better than other ones.

1.3 Technical Overview

Here, we summarize technical background of the work. Then, we explain a technical overview of
our improvements.

Coppersmith’s Methods. In 1996, Coppersmith [Cop96a, Cop96b] introduced lattice-based
methods for solving integer /modular equations with small solutions in polynomial time. The meth-
ods first construct a matrix whose rows consist of coefficient vectors of polynomials that have the
same roots as the original polynomials. Then, we apply the LLL reduction algorithm [LLL82] to
the matrix. If the LLL outputs sufficiently short vectors, one can obtain the desired solutions. The
methods are actively utilized to study the security of RSA including Boneh and Durfee’s small secret
exponent attack [BD00], and partial key exposure attacks [Aon09, BM03, EJMdWO05, SSM10].
Some researchers believe that if there is an attack based on Coppersmith’s integer equation
solving method, there should be an analogous attack based on the modular equation solving method,
and vice versa. For example, Blomer-May’s [BM03] and Ernst et al.’s [EJMdWO05] partial key
exposure attacks with the LSBs work for the same condition, where the former/latter attack utilized
the modular/integer equation solving method, respectively. However, to the best of our knowledge,



Table 1: Comparison of the recoverable bounds for partial key exposure attacks with the MSBs

I} Ernst et al.’s § Our §
0.292893219 0.27982339 0.292893219
0.3 0.275559982 | 0.285994506
0.32 0.263733084 | 0.268592284
0.34 0.252146808 | 0.253706834
0.36 0.240787039 | 0.240910032
0.368118692 | 0.236237384 | 0.236237384
0.38 0.229640991 | 0.229891317
0.4 0.218697036 | 0.220416848
0.42 0.207944565 | 0.212305314
0.44 0.197373866 | 0.205412787
0.46 0.1875 0.199622776
0.48 0.1875 0.194839473
0.5 0.1875 0.190983006
0.52 0.1875 0.188518542
0.54 0.1875 0.187647679

0.5625 0.1875 0.1875

there are several counterexamples. The most basic example is Boneh-Durfee’s attack [BD00]. Boneh
and Durfee utilized Coppersmith’s modular equation solving method to construct their attack.
After the proposal, numerous papers have studied several variants of the attack. Then, integer
equation solving analogue has been reported for the Boneh-Durfee weaker bound d < N©-28%,
However, such analogue has not been reported for the stronger bound d < N9-292,

Due to the situation, solving modular equations seems an appropriate approach to construct
partial key exposure attacks that cover the Boneh-Durfee stronger bound. Indeed, Aono [Aon09]
took the approach and obtained the desired attack with the LSBs. Hence, Sarkar et al. [SSM10] tried
to improve partial key exposure attacks with the MSBs by solving modular equations. However,

what they obtained is the same attack condition as Ernst et al. for N235/512 = N0458 < g <
N11/16 _ p\j0.6875

Unraveled Linearization. As we claimed above, Coppersmith’s methods can solve modular equa-
tions whose solutions are small in polynomial time. Constructing partial key exposure attacks with
less partial information is equivalent to constructing modular equation solving algorithms that can
find larger solutions. Technically, it is further equivalent to constructing basis matrices such that
lattices spanned by the matrices have shorter vectors. How to construct such matrices is the most
technical part in this research area. To resolve the technical issue, Jochemsz and May [JMO06] intro-
duced a strategy for the matrix construction. Since the strategy is easy to understand, most works
follow it including partial key exposure attacks of Blomer-May [BMO03], Ernst et al. [EJMdWO05],
and Sarkar et al. [SSM10]. However, the fact does not mean that the Jochemsz-May strategy



Table 2: Comparison of the recoverable bounds for partial key exposure attacks with the LSBs

I6; Ernst et al.’s 0 Aono’s § Our §
0.292893219 0.27982339 0.292893219 | 0.292893219
0.3 0.275559982 0.283716 0.285994506
0.31 0.269615516 0.274073 0.276945771
0.32 0.263733084 0.266059 0.268592284
0.33 0.257910783 0.259 0.260865122
0.34 0.252146808 0.252565 0.253706834
0.35 0.246439438 0.246548 0.247068931
0.36 0.240787039 0.240796 0.240910032
0.368118692 0.236237384 0.236237384 | 0.236237384

always enables ones to construct optimal algorithms. For example, by following the strategy, we
obtain the Boneh-Durfee weaker attack. Constructing the stronger one requires a more technical
matrix construction. Matrices obtained by the Jochemsz-May strategy are always triangular. Since
computing determinants of large matrices is essential task to obtain attack conditions of modular
equation solving algorithms, triangular ones simplify the analyses. However, Boneh and Durfee
constructed non-triangular matrices to obtain the stronger bound with highly technical analyses.
Due to the fact, there were several attacks [Aonl3, DNOO, Sarl4, Sarl6] that are extensions of
Boneh-Durfee’s attack, however, cover only the weaker attack.

In 2009, Herrmann and May [HMO09] introduced a novel technique which they called unraveled
linearization. They aimed at introducing the technique to solve nonlinear modular equations.
For the purpose, the technique first applies linearization and obtain new linearized variables; the
linearization combines several monomials into one monomial. Although the linearization has been
already taken by numerous papers, the unraveled linearization technique has an additional trick.
Reducing the number of monomials has benefit in general, however, the linearization may lose
some algebraic information. Hence, during the matrix construction, the technique also applies
unraveling that cancels the linearization and separates the combined monomials as they were. The
unraveling enables ones to recover the lost algebraic structures. In other words, the unraveled
linearization transforms non-triangular basis matrices to triangular ones. Furthermore, if we can
apply appropriate unraveling, the matrices preserve useful algebraic structures. Indeed, Herrmann
and May [HM10] provided a simpler proof of the Boneh-Durfee stronger attack. After the proposal,
the unraveled linearization technique has been intensively utilized to improve several lattice-based
attacks on RSA [BVZ12, Herll, HM10, HHX14, Kunl2, KSI14, TK14b, TK14c, TK16a, TK16c,
TK17a, TK17b].

Our Approach. In this paper, we fully utilize the unraveled linearization technique and improve
partial key exposure attacks with the MSBs/LSBs of d by solving modular equations. In this full
version, to help readers to understand our techniques easily, we first provide an alternative proof of
the Boneh-Durfee stronger attack. Although the proof does not have any advantages for the attack,



it enables readers to easily understand our subsequent matrix constructions of partial key exposure
attacks. In the proof, we apply additional unraveling to Herrmann-May’s triangular matrix while
the matrix is still triangular. It means that our triangular matrix recovers lost algebraic structures
from Herrmann-May’s one. Although the recovered algebraic structures do not affect the attack
condition of the Boneh-Durfee, they are useful for partial key exposure attacks. Specifically, the
recovered structures will enable us to embed the partial information of d.

We provide an improved partial key exposure attack with the MSBs of d by solving modular
equations. As we claimed above, Sarkar et al.’s attack [SSM10] is a modular equation solving
analogue of Ernst et al.’s attack [EJMdWO05] for N9458 < ¢ < NO-6875_ In this full version, before
providing our improved attack, we first construct modular equation solving analogue of Ernst et
al.’s attack for NO-284 < g < NO458 The analogous attack can be viewed as an extension of the
Boneh-Durfee weaker attack that utilize the given MSBs of d. We believe that the attack helps
readers to understand how to embed the partial information in Boneh-Durfee’s matrix. Then, we
provide our main attack that can be viewed as an extension of the Boneh-Durfee stronger attack
with the partial information. We construct the attack by embedding the partial information in
Boneh-Durfee’s stronger matrix with additional unraveling. To this end, our additional unraveling
becomes effective. Herrmann-May’s matrix does not preserve enough algebraic structures to embed
the given partial information. On the other hand, by applying additional unraveling, we recovered
lost algebraic structures that are useful to embed the partial information. As a result, we can
successfully construct the partial key exposure attack that is an extension of the Boneh-Durfee
stronger attack.

Next, we provide an improved partial key exposure attack with the LSBs of d by solving modular
equations. As we suggested above, Blomer-May’s attack [BM03] works for the same condition
as Ernst et al.’s attack [EJMdWO05] and it can be viewed as an extension of the Boneh-Durfee
weaker attack that utilized the given LSBs of d. Hence, the result tells us how to embed the
given partial information in Boneh-Durfee’s weaker matrix. To improve the attack, Aono [Aon09]
constructed a matrix that has two layers. The first layer is the same as Blomer-May’s matrix while
the second layer is the same as Boneh-Durfee’s stronger matrix. The second layer did not utilize
the partial information at all, however, it was effective to improve Blomer-May’s attack. Although
Aono analyzed non-triangular basis matrices, we can obtain the same attack condition by using
Herrmann-May’s matrix, which does not have much algebraic structures to embed the given partial
information, in the second layer. In our attack, we construct a matrix, where the second layer is
replaced by Boneh-Durfee’s stronger matrix with additional unraveling. Since the matrix has more
algebraic structures to embed partial information than Aono’s one, we can successfully improve the
attack.

1.4 Related Works

Boneh-Dufee’s small secret exponent attack [BD00] is one of the most famous application of Cop-
persmith’s methods [Cop96a, Cop96b]. Thus far, several variants of the attack has been pro-
posed. They include attacks on RSA variants, e.g., unbalanced RSA [DN00, TK16d], prime
power RSA [LZPL15, Sarl4, Sar16, TK16a], Takagi’s RSA [IKKO08, IKK09, TK16a]|, multi-prime
RSA [Hin08], and RSA with multiple exponent pairs [TK14b], and its mathematical exten-



sions [Kunll, Kunl2, KSI14, TK17a]. Recently, Aono et al. [AASW18] found an optimality of
the Boneh-Durfee stronger attack under heuristic assumptions. As similar settings, there are small
CRT exponent attacks [TLP17]. Similarly, there are several partial key exposure on RSA variants,
e.g., prime power RSA [LZPL15, TK16a], Takagi’s RSA [TK16a], multi-prime RSA [Hin08, TK17b],
and RSA with multiple exponent pairs [TK14b, TK16¢c|. As similar settings, several papers study
partial key exposure attacks on CRT-RSA [SM09, LZL14, TK15, TK16b].

1.5 Roadmap

The organization of this paper is as follows. In Section 2, we recall basic tools and an overview of
Coppersmith’s methods to solve modular equations. In Section 3, we provide an alternative proof
of the Boneh-Durfee stronger attack. In Sections 4 and 5, we study partial key exposure attacks
with the MSBs and the LSBs, respectively.

2 Preliminaries

In this section, we recall Coppersmith’s method to solve modular equations with small solu-
tions [Cop96b]. Coppersmith’s method has been utilized to reveal several vulnerabilities of RSA.
See [Cop97, Cop01, May03, May10, NS01] for more information. In this paper, we use Howgrave-
Graham'’s simpler reformulation of the method [How97]. At the end of the section, we summarize
a basic approach to maximize solvable root bounds by utilizing a notion of helpful polynomi-
als [May10, TK14a).

For bivariate polynomials h(z,y) = > hiy iy 2 Xy, let ||h(z,y)|| == /> hi. i, denote a norm
of the polynomial. The following Howgrave-Graham’s lemma [How97] enables us to solve modular
equations by solving integer equations.

Lemma 1 (Howgrave-Graham’s lemma [How97]). Let h(x,y) € Z[z,y] be a bivariate integer poly-
nomial that consists of at most n monomials. Let W, X, Y be positive integers. If the polynomial
h(z,y) satisfies

1. h(z,9) =0 (mod W), where |Z| < X, |y| <Y,

2. [h(X,yY)|| < W/ /m.

Then h(Z,y) = 0 holds over the integers.

Based on the lemma, solving bivariate modular equations is reduced to finding two low norm
polynomials that has the same small solutions. To find the polynomials, we utilize the LLL lat-
tice reduction algorithm [LLL82]. Let by,...,b, be linearly independent k-dimensional vectors.
The lattice L(by,...,b,) spanned by the basis vectors bi,...,b, is defined as L(bi,...,b,) =
{>°j=1¢jbj 1 ¢j € Z}. When n = k, lattices are described as full rank. The basis matrix of the
lattice B is defined as the n x k matrix that has a basis vector by,...,b, in each row. In this
paper, we use only full rank lattices, i.e., K = n. The determinant of a full rank lattice is computed
by vol(L(B)) = |det(B)|. A lattice has infinitely many bases. Finding a basis that contains low
norm vectors is a fundamental lattice problem. The LLL algorithm proposed by Lenstra, Lenstra
and Lovéasz [LLL82| finds short lattice vectors in polynomial time.



Proposition 1 (LLL algorithm [LLL82, May03|). Given k-dimensional basis vectors by, ..., by,
the LLL algorithm finds linearly independent lattice vectors v1 and vy in L(by,. .., by,) such that

lor|] < 20D (vol(L(B)/" and vzl < 22 (vol(L(B)))"/ "~V

These norms are Fuclidean norms. The running time is polynomial in k,n, and the mazimum
input length of B.

We summarize how Coppersmith’s method finds a solution (Z, ) of a bivariate modular equation
h(z,y) =0 (mod W) if |Z| < X,|g] < Y. At first, we create n polynomials hi(z,y),..., hn(z,y)
that have the root (Z, 7)) modulo W™ for a positive integer m, and so do any integer linear combina-
tions of hy(x,y), ..., hy(x,y). Then, we generate basis vectors by, ..., b, that are coefficient vectors
of hi(xX,yY), ..., hn(xX,yY), respectively. All lattice points correspond to polynomials that are
integer linear combinations of hi(x,y), ..., h,(x,y). Hence, applying the LLL algorithm to B, we
obtain two short vectors v; and v, along with their corresponding low norm polynomials ﬁl(az, Y)
and ﬁg(x, y). If norms of the polynomials are enough small to satisfy Howgrave-Graham’s lemma,
they have the root (Z,y) over the integers. The root can efficiently be recovered by computing the
Grébner bases or resultants of the polynomials. The method is heuristic for the bivariate case since
the polynomials hy(z,y) and hy(x,y) have no assurance of algebraic independency. In this paper,
we assume that these polynomials are algebraic independent and the resultant will not vanish. This
assumption should be reasonable since few negative cases have been reported.

To conclude this section, we briefly explain how to construct a better matrix to find larger
solutions. By using Coppersmith’s method, we can recover the root when | det(B)|'/" < W™ by
omitting small terms. Hence, we can recover larger solutions if we can construct a matrix B with
smaller |det(B)|'/™ for a fixed m. Since matrices B usually tend to be triangular, |det(B)[*/"
is an absolute value of a geometric mean of all diagonals. Thus, May [May10] defined a notion
of helpful polynomials whose diagonals in B has smaller absolute values than the modulus W™
since such polynomials reduce the quantity of |det(B)|/” and contribute to recovering larger
solutions. Indeed, Takayasu and Kunihiro [TK14a] constructed matrices by collecting as many
helpful polynomials as possible and as few unhelpful polynomials as possible, then improve several
algorithms for solving multivariate modular equations.

In this paper, we follow the approach to improve partial key exposure attacks. Furthermore,
we extend the definition of helpful to capture special matrices which we will use. Specifically, to
recover algebraic structures of modular polynomials, several diagonals of our matrices will change
by adding a new polynomial. Hence, to minimize |det(B)|'/" for fixed m, we use the following
notion.

Definition 1 (Helpful Polynomials). Let B be a matriz to solve a modular equation h(z,y) = 0
(mod W). Let B’ be a matrix that has the same polynomials as B except h'(z,y) and does not
have further polynomials. We call B (x,y) a helpful polynomial if and only if

det(B’)

< m
det(B) — W

holds. Otherwise, we call h'(x,y) an unhelpful polynomial.



3 Revisiting Herrmann-May’s Matrix

In this section, we recall Herrmann-May’s triangular matrix that provides a simpler proof for the
Boneh-Durfee stronger attack. Then, we provide an alternative triangular matrix with additional
unraveling. Although our matrix does not improve Boneh-Durfee’s attack at all, it will recover
useful algebraic structures that will be essential to improve partial key exposure attacks in the
subsequent sections.

3.1 Boneh-Durfee’s Attack

We first review the Boneh-Durfee weaker attack. Then, we explain how Boneh-Durfee improves it
to the stronger attack.

Recall an RSA key generation
ed=1+4(p—1)(g—1)=14+4N—-p—q+1),
where ¢ is an unknown integer. Boneh and Durfee [BD00] solved the following modular equation
fep(xz,y):=14+2(N+y)=0 (mod e)

whose solution is (x,%) = (¢, —p—q+1). Let e be full size and d = N®. Then, an absolute value of
the solution is bounded above by X := N? and Y := N'/2 within a constant factor, respectively.
To recover the solution, Boneh and Durfee utilized the following shift-polynomials

BD.x

g (@) = 2" fpp(z,y) oy

and g, 5" (z,y) ==y’ fpp(z,y)"e" " (1)

iemfi
They first defined sets of indices

IBD,z ::{u:O,l,...,m;i:0,1,...,u},

2

IBD,yl::{u:(),l,...,m;j:1,2,...,k}, ()
where k = k/m > 0 is a parameter to be optimized. They constructed a matrix B that has a
coefficient vector of gﬁ?}“”(:cX, yY') for (u,%) € Ipp, and g[]i?]'y(mX, yY) for (u, j) € Zppy in each
row. Based on the construction, the matrix B becomes triangular as follows.

Lemma 2 (Boneh-Durfee Weaker Matrix [BDO00]). Let shift-polynomials gﬁ%x (x,y) and
gﬁl;]'y(fn,y), sets of indices Ipp , and Ipp 1, be defined as in (1), (2), respectively. Let B be
a matriz whose rows consist of coefficients of gﬁll?]'x(xX, yY') for (u,i) € Ipp, and g[]z]?]'y(xX, yY)
for (u,j) € Ippyi. If the shift-polynomials are ordered as

BD.
i g[ﬁi}]m(QS‘X, yY) = g[uJ]y(.%X, yY)’
o gt (X, yY) < gl (e X, yY) for

—u <u,



Table 3: Example of a matrix B of Boneh-Durfee’s weaker lattices for m = 2 and x = 1.

1 Y 2 T 2y o o 22 2%y i B S
BDz | ,2

%o, 9, ¢

901}

giax X€2

9[0 11

9

i - - XY3e

D
9[2 O]w X262
BD z _ - X?%Ye

Ty,
o, 2] - - - X
_ _ _ _ _ X2Y3

9
%ﬁy
9l2.2)

—u =u,i <1,

o g @X,yY) < g (@ X, yY) for

—u <wu,
—u' = u, j, <J,
then the matriz B becomes triangular with diagonals

o XuYiem=i for gBD=(pX yY),

['U':Z]
o XUYyutiem=u for gﬁ?]'y(a:X, yY).
Table 3 shows' an example of the triangular matrix. By optimizing x = (1 — 2/)/2, the matrix

provides the Boneh-Durfee weaker attack that works when 8 < (7 — 2/7)/6 = 0.284 - - -

To improve the weaker attack, Boneh and Durfee exploited sublattices. To be precise, they used
a submatrix of the previous one as a lattice basis. For the purpose, they replaced a set of index

Zppa by?

IBD,yZ::{u:()?lw"am;j:1727“’7k+LTUJ}7 (3)

L«» in matrices denote non-zero elements throughout the paper.

2To be precise, the upper bound of j in Zpp 2 was |Tu] in the original paper [BD00]. Indeed, the additional k
is optimized to k = 0. We modify the upper bound since it will be convenient to explain our partial key exposure
attacks later.



where 7 is a parameter to be optimized such that 0 < 7 < 1. By optimizing k =0 and 7 =1 — 2,
the matrix B that has a coefficient vector of gﬁ%x(azX, yY') for (u,i) € Ipp and gi?]‘y(a:X, yY)
for (u,j) € Ipp,y2 in each row provides the Boneh-Durfee stronger attack that works when § <

1—-1/v/2=0.292---. Since the matrix does not become triangular, the analysis is involved.

3.2 Herrmann-May’s Matrix

Herrmann and May [HM10] revisited Boneh-Durfee’s work and provided a simpler proof. Specif-
ically, they applied unraveled linearization [HMO09] to the Boneh-Durfee’s stronger matrix and
transformed it to be triangular. For the purpose, a new variable

z:=1+uzy

plays an essential role, where an absolute value of the solution is bounded above by Z := XY =
NA+1/2 within a constant factor. In the following lemma, we summarize Herrmann-May’s triangular
matrix.?

Lemma 3 (Herrmann-May’s Triangular Matrix [HM10, TK17a)). Let shift-polynomials gB2-% (x, y)

[w,i]

and g[ﬁ?]'y(:c,y), sets of indices Ipp » and Ipp 42, be defined as in (1), (3), respectively. Let B be

a matriz whose rows consist of coefficients of gﬁli)]"”(xX, yY') for (u,i) € Ipp, and gﬁ?]'y(xX, yY)
for (u,j) € Ippy2. If the shift-polynomials are ordered as the same way in Lemma 2, then the

matriz B becomes triangular with diagonals

o XUWTiZigm=i for gﬁ%”c(xX, yY),

o YIZUe™U for g[i?]'y(xX,yY).

As the last statement suggests, all monomials do not have two variables z and y, simultaneously.
Although the linearization z = 1 4+ zy loses the information of x and y, it can be recovered by
unraveling. Table 4 shows an example of the triangular matrix. The triangular matrix enables us
to analyze the structure easily. Indeed, the following lemma shows one evidence of the optimality
of the Boneh-Durfee stronger attack.

Lemma 4. In the matrix B of the Boneh-Durfee stronger attack, polynomials g[iD]'y(a:,y) are

J
helpful if and only if j < (1 —28)u for all u.

BD.

Proof of Lemma 4. Let I

,@]’(a:, y) be a polynomial with fixed indices (', ), and B’ be a matrix

that is a matrix B without the polynomial gﬁ,DJ?}T(x, y). As stated in Lemma 3, a diagonal of the
polynomial g[]fL,Djf%(x,y) in Bis Y7 Z%em% | Hence,
det(B) -/ ’ ’
— yI gu gm—u
det(B') ¢

3 As we mentioned, the set of indices Zgp y2 is not the same as the the original one in [BD00]. Hence, it is not the
same as the one which Herrmann and May studied in [HM10]. However, Herrmann-May’s approach is also useful for
the modified Zpp,y2, where the fact was utilized in [TK17a].
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Table 4: Herrmann-May’s matrix B for m =2 and Kk = 1/2,7 =1

1 Y x z yz Y’z z? A i i

D.
g[l,l]x - XZe
BD.x Z2

D.y Y272
g 2,2] a o a N B

D.y Y3 ZQ
g[2 3] B B B B B

that is smaller than or equal to the modulus €™ if and only if
yi' gWem—v' < om o yi' v < v

1 1
@2j’+<ﬂ+2>u’§u’

&5 < (1-28)d

Hence, we conclude the proof. O

The lemma suggests that the Boneh-Durfee stronger attack used only helpful gﬁ?]’y(x, y) and

no unhelpful g[ } Y(xz,y). That is why they could successfully improve their own weaker attack.
However, we should note that the lemma does not prove a rigorous optimality of the attack.

3.3 Herrmann-May’s Matrix with Additional Unraveling

In this subsection, we show a new triangular matrix for the Boneh-Durfee stronger attack. In short,
we apply additional unraveling to Herrmann-May’s triangular matrix. Then, there are several
monomials which have two variables  and y, simultaneously, in our matrix. Before providing the
matrix, we introduce some functions that will be used to control the power of unraveling throughout
the paper.

Definition 2. Let m and k be non-negative integers, T be a real number such that 0 < 7 < 1.
Define the following functions ZMSBS( -) and ZLSBS( -) whose domains and ranges are non-negative

11



lLSBs( )

Table 5: Herrmann-May’s matrix B with additional unraveling by the function form =2

and k =1/2,7=1
2 2 2 2.2 2.3 2.2 3.2

1 Y T Ty zy? Yz T T2y 7y Ty Yz Yz
BD:(: 2

g% €
0" »

9930]

9 1
E ] - Y?Ze
X262
BD.J: _ - X%Ye
D.x o o o o - X2Y2
Dy _ _ _ _ _ x2y3

— _ _ YBZ2

integers:

MBS (1) := max {0, F - ’ﬂ } and  1F5P%(z) = max {0, F - ’ﬂ } .

T+1 T

Then, we provide our matrix.

Lemma 5. Let shift-polynomials g{BD}“(m y) and g[ ] Y(z,y), sets of indices Ipp » and Ipp 2, a

function lLSBS(a:), a matriz B be defined as in (1), ()’) Definition 2, and Lemma 3, respectively.
If the shzft polynomials are ordered as the same way in Lemma 2, then the matriz B becomes
triangular with diagonals

o XuYiem=i for gBDT(xX yY),

[u,1]
o XUy G D) R Dem-u for gBDY (X, yY),

In Herrmann-May’s matrix, two variables x and y does not appear in the same monomials.
Specifically, X does not appear in diagonals of gi?jy (z,y). However, X appears in our matrix. It
means that we apply less linearization z = 14y or more unraveling than Herrmann-May’s matrix.
How much we apply linearization/unraveling is controlled by a function l,g*ZBS (7).

Table 5 shows an example of the matrix that has the same polynomials as Herrmann-May’s
matrix in Table 4. To 1llustrate our idea, we use the examples. Herrmann-May’s matrix has

diagonals v, yz, and yz? for 9. Hy’ gﬁ%y, and g[gﬁ)]'y whereas our matrix has diagonals y, xy?, and

12



22y for the same polynomials. We apply additional unravelings z = 1 + xy and transform the
former diagonals to the latter ones by using the following simple relations:

yz=y(l+ay) =y+ay® and  yz* =y(l+ay)* =y +22y° + 2%y’
The relation suggests that all integer linear combinations of (y,yz) and (y, yz, yz?) can be replaced
by those of (y,zy?) and (y,zy?, 2%y>), respectively. Hence, the matrix is still triangular even if
we apply the additional unravelings. Here, we want to claim that integer linear combinations of
(yz) and (yz,yz?) cannot be rewritten as those of (zy?) and (zy?, 2%y3), respectively. To apply the
additional unraveling, the existence of y was essential. Without the variable y, we cannot replace
yz by zy?. However, since yz exists, we can replace yz? by xy%z by using a relation

yz? = yz(1 + zy) = yz + 2.

Therefore, we define the function l,{jﬁBS(j) so that ¢/ L) exists, however,

T DL PG -2 g t exist in Herrmann-M matrix B. In other words
Yz Yz , 0 not exis errma; ay’s ma ,
in the a set of indices Zpp 42, there are indices (u, j) = (ZLSBS( .3, (lLSBS( N+1,7),...,(m,7")
whereas no indices (u,7) = (0,5'), (1,7),. (lLSBS( "y —1,7) for a fixed j' > k. The fact follows
from that

o k+ |Tu| <j foru< l,ﬁfBS(j ) since k + LT(ZLSBS( 'Y = 1)] <4 holds,
o k+ |Tu] >y for u > l,ﬁfBS(j') since k + LTl,fiBs(j’)J > 4" holds.

Therefore, the function ZLSBS( /) tells us the maximum unraveling which we can apply.

The matrix with additional unraveling does not provide any benefits in the context of Boneh-
Durfee’s attack. We use the matrix to explain an overview of an unraveled linearization for our
partial key exposure attacks with the LSBs in Section 5.3.

Proof of Lemma 5. We apply unraveling z = 1 + zy to each variable of Herrmann-May’s ma-
trix B in Lemma 3 and obtain a claimed matrix in Lemma 5. Since the diagonals X%~z
of g[ﬁ?]'x(xX yY) and those Y7 Z% ™% of gB ]y(a:X yY) for (u,j) = (lLSBs( ),j) are the same
between Lemmas 3 and 5, we focus on the ot er variables

lLSBs( ) l£7SBS( lLSBs( )

yu-i-J 7)

.LE

for j =1,2,...,k+[rm|;IF355() + 1,, LS5 (j) + 2, ..., m

We want to claim that a matrix B is still triangular when all variables 17z are replaced by
LSBs(j) U+] ZLSBS(j) ILSBS(j) uflLSBs(j)‘

by applying unraveling z* L0 o (14 zy)
Here, we show an inductive proof that

.I‘

u—IESBs (j)

Y= Y aaly O
t=0

13



holds, where co,c1,...,c,_ 1LSBs(j) are integers and c,_ 1ESBs (j) = 1. The statement holds for v =

ZLS Bs( /). We assume that the statement holds for fixed (v, j’) and prove that the statement also
holds for (v +1,7"). Tt follows that

Y 2 = yj/z“/(l + xy)
u' =g 3P4
_ Z Ctl‘tyj/+tzl£’§Bs(j/) (1+zy)
t=0
u' =l 3P ()

- Z ety >0

t=0
u/—léf_BS(j/)—l
LSB@ -/ !_JLSBs(;/ / LSBS ’ LSBs(,;/
+ E crr ya+tsz (") 4 w3 (J)qurj —LESP ) PG 2y
t=0
u/_li,f_Bs(j/)
-/ LSBs( ;! / LSBS ! LSBS LSBS
— aty +t U 0 g U )+1yu i =L (3)7
t=0
where cp,ci,...,c), _ipsms () are integers. Hence, the statement holds for all (u,j). By

using the relation, we can replace all integer linear combinations of Zu B (5 )d yd 2%

/ lLSB.s 4 lLSBs lLSBs
by ZZ:li’f_Bs(j) d&xu T ( ) wrI— ( ) k. (]), Where dlﬁ,iBs(j)’ dlé’EBs(‘j)_’_l, ceey d'u/ and
;LSBS(.), ELSBS(j)+1""’d/u’ are integers such that d,, = d,. Thus, we can replace all vari-
LSBS - _jLSBs(,; LSBs(,;
ables 7 z* in diagonals of g[ ] Y(z,y) by " (9)qyutd =tz 0) =7 0) - Hence, we complete the
proof. ]

As we claimed, the function ZLSBS( ) tells us the maximum unraveling which we can apply to
Herrmann-May’s matrix B. On the other hand, Herrmann-May’s matrix B is still triangular when
we apply less additional unraveling than the above one. For example, Herrmann-May’s matrix B
can be modified as a triangular matrix with diagonals

. X“*I%EBS(Z')Y"*I%EBS(")ZZMSBS() m—i for g[Blﬁi(mX yY)

o XUTIFT Oyt R ) gl F R D emu for gBDY (2, ).

Here, observe that

lMSBS(u + j) = max {0’ Vji;ﬂ } > max {0, F;ﬂ } ZLSBS( )

holds for (u,j) € Ipp.y2 since j < k + Tu. Hence, when we apply an unraveling by the function
Z%TSBS (u + j), there are less and more Z’s in diagonals for g[]ilj).]'y(:nX ,yY') than Herrmann-May’s

14



Table 6: Herrmann-May’s matrix B with additional unraveling by the function lM SBS(u + 7) for
m=2and k=1/2,7=1
p) p) 2 2.2 3.2

1 Y T Ty Yz y2z x Ty TYz TY“z Yz Yz
BD.x 62

9[0,0]
BDy Y62

%D T X€2

9% 0]

9
i - - Y?Ze
D
9[2 O]w X262
giD z B _ - X?%Ye
- - - - — — - XYZ

9[0 21

gBB - - - - - - XY2%z
gy
%D Y

372
9.3 - - - - - Yz

ZLSBS( /). We omit a

original matrix and a matrix with an additional unraveling by the function
proof that a matrix with an unraveling by the function lg/ITSBS (u + 7) is triangular with the above
diagonals since the proof is almost the same as the that of Lemma 5. We use the matrix to explain
an overview of an unraveled linearization for our partial key exposure attacks with the MSBs in
Section 4.4.

Table 6 shows an example of the matrix with an additional unraveling by the function l,iVITS Bs(y+
J), where the matrix has the same polynomials as Tables 4 and o Herrmann—May s matrix in Table 4

has diagonals zZ, Tz, 22, and yz? for g[jg[l)] z gﬁ% z 9[0 3" T and 9[2 1 Y whereas our matrix has dlagonals

xy, £y, TYZ, and my z for the same polynomlals. Our matrix in Table 5 has diagonals zy?, z2y2,

and z2y> for g[1 1} , 9[0 2]'9”, and 9[2 1]‘ whereas our matrix in Table 6 has diagonals yz,zyz, and

xy?z for the same polynomials.

4 Partial Key Exposure Attacks with the MSBs

In this section, we propose our improved partial key exposure attack on RSA with the MSBs of d.
In Section 4.1, we formulate the attack scenario as a modular equation. In Section 4.2, we recall
previous attacks [EJMdWO05, SSM10]. In Section 4.3, we propose an attack that works in the same
condition as Ernst et al.’s attack [EJMdWO05] by solving modular equations. In Section 4.4, we
propose our main attack.
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4.1 Formulation

In this subsection, we formulate the attack scenario with the MSBs as modular equations. We
write a secret exponent d = NP8 as d = dyM + d;, where dy > N?79 and d; < N° denote the known
MSBs and the unknown LSBs of d, respectively, with an integer M := 219198 N]  Recall an RSA
key generation

e(doM +dy) =14+4(p—1)(¢—1)=14+4(N—-p—q+1) (4)

with an unknown integer ¢ as in Section 3.1. Let publicly computable ¢y = |(edgM — 1)/N | be an
approximation to £ since

|6 — o] =

€(d0M+d1) —1 edoM — 1
N-p—q+1 _{ N “
e(doM 4+ di)N — N — (edgM — 1)(N —p—q+1)
(N—p—q+ 1N
_ |ediN — (edoM — 1)(—p —q+ 1) _1‘
(N—-p—q+1)N
6d1
N—p—q+1’
< NO 4 NAY2 41,

_1‘

(edoM —1)(p+9—1)
(N—p—gq+1)N

IN

‘-1—1

Hence, we can bound unknown [¢ — ¢y| < N7 such that v = max{d, 8 — 1/2} within a constant
factor. By taking modulo e of the equation (4), we obtain a modular polynomial

fasps(x,y) =14 (lo+z)(N +y) (mode)
whose root is (z,y) = (¢ — £y, —p — ¢ + 1). Absolute values of the root are bounded above by
X := N7 and Y := N'/2 within constant factors.
4.2 Previous Works

In this subsection, we briefly recall previous attacks proposed by Ernst et al. [EJMdWO05] and
Sarkar et al. [SSM10]. Ernst et al.’s attack, which solves integer equations, works when

(1) 6 <2 —L1y/TF65

(2)5<f’—6andﬂ§%,

(3) d<i+1ip—3/4p2+28—2and B> 4.

The condition (1) is the best for § < 235/512. Ernst et al.’s attack can be viewed as an extension of
the Boneh-Durfee weaker attack since the condition (1) is the same as 3 < (7 —2/7)/6 = 0.284 - - -
for 0 = B.
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Sarkar et al.’s attack, which solves the modular equation fyrsps(x,y) = 0, works in the above
condition (2). To solve the modular equation, they used shift-polynomials

g[]\;[,ﬁBs.x(x, Z/) — xufifMSBS (1_7 y)iemfi,
MSBs.y g U m—u (5)
g (@y) =y fusps(z, y)te™ .

[]\Li[’?]‘Bs,x(e _

ly,—p—q+1) =0 (mod e™) and g[j\ff]Bs'y(ﬁ —lo,—p—q+1) =0 (mod €™). They defined sets of
indices

Both shift-polynomials modulo €™ have the same root as the original solutions, i.e., g

Issmqz :={u=0,1,...,m;i=0,1,..., min{u,s}},
Tssmy :={u=0,1,...,s—1;5=1,2,...,5s —u},

and used shift-polynomials g[]\fﬁBS“(xX,yY) for (u,?) € Zssm,e and g[]\fiBS'y(xX, yY) for (u,j) €
Zsswm,y to construct a triangular matrix B. The definitions of Zggrs, and Zggas, quite differs
from Boneh-Durfee’s one although Sarkar et al. solved the similar equation. Indeed, Sarkar et al.’s

attack is not an extension of the Boneh-Durfee attack since it does not work for small d.

4.3 Revisiting Ernst et al.’s Attack by Solving Modular Equations

In this subsection, we show that by solving modular equation fi;sps(z,y) = 0 as Sarkar et al., we
can obtain an attack that works in Ernst et al.’s condition (1). We believe that a content in this
subsection will be useful to understand our improved attacks in Section 4.4.

Technically, we use the same shift-polynomials as Sarkar et al., however, we use sets of indices
Ipp,. and Ipp 41 as the Boneh-Durfee weaker attack to construct a basis matrix B. Furthermore,
we employ the unraveled linearization to construct triangular matrices. Observe that the modular
polynomial

fusps(z,y) =1+ (lo+2)(N +y) (mode)

becomes the same as Boneh-Durfee’s one
fep(w,y) =1+w(N+y)=0 (mod e)

by introducing a linearized variable
w:=/fy+,

where the absolute value of the solution w = ¢ is bounded above by W := N# within a constant
factor. Hence, our matrix construction starts from that of the Boneh-Durfee weaker attack in
Section 3.1. Then, we partially apply unraveling w = £y 4+ x to utilize the given MSBs.

Proof of the Condition (1) of Ernst et al. As Sarkar et al., we solve the modular equation
fumsps(z,y) = 0 and use the shift-polynomials g[]\ff]BS"”(w,x,y) and g[]\fiBs'y(w,x,y) defined
in (5). As a lattice construction of the Boneh-Durfee weaker attack, we use shift-polynomials

g[]\fﬁBS“(wW, zX,yY) for (u,i) € Ipp , and g[]\ff}Bs'y(wW/, xX,yY) for (u,j) € Ippy1, where sets
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of indices Zpp, and Zpp 41 were defined in Section 3.1, then construct a basis matrix B. As in
Lemma 2, we can construct a triangular matrix if we only use a linearized variable w and do not use
x. To utilize the given partial information and equivalently a variable x, we construct a triangular
matrix as follows.

Lemma 6. Let shift-polynomials g[]\/[‘siBsx(w,:U,y) and g[]\f?]Bs'y(w,x, y), sets of indices Ipp 5 and

IBpgy1, o function ZMSBS(-) be defined as in (5), (2), and Definition 2, respectively. Let B

be a matriz whose rows consist of coefficients of gMSB”(wVV, zX,yY) for (u,i) € Ipp, and

[w,i]
[J\ff]Bs Y(wW,zX,yY) for (u,j) € Ippy- If the shift-polynomials are ordered as

o g[ﬁ‘fﬁ”(ww zX,yY) < g[MS}Bsx(wW xX,yY) for
—u <u,
—u =u,i <1,

o g[]\fsz‘}g”(wW X, yY) < g[MS]BSy(wW X, yY) for v < u,

° g[%sﬁsy(wm X, yY) < g[]\fS]B”(wVV, X, yY) foru < u,
o G N @W X, yY) < g ST (wW e X, yY) for

—u <u,
- u':u,j’<j’,

then the matriz B becomes triangular with diagonals

lMSBs

o Who () xu-

lMSBs( )

Yiem=t for glSBse(wiV,z X, yY),

[ws1]

. WZMSBS(U"FJ)XU ZMSBS(QH-j)Yqujem*u fOT‘ g[Ju\/[JS]Bs.y(wW’ 2 X, yY)

If we apply linearization ¢y +x = w to all terms, fiyrsps(z,y) = fep(w,y) holds. Hence, a basis
matrix B is the same as that of the Boneh-Durfee weaker attack in Lemma 2. To utilize partial
information ¢y, we apply unraveling w = ¢y 4+ « and obtain a matrix as stated in Lemma 6. How
much we apply linearization/unraveling is controlled by a function lM SBS( ).

Table 7 shows an example of the matrix that has the same polynomlals as Boneh-Durfee’s
weaker matrix in Table 3. To illustrate our idea, we use the examples. Here, please replace a

variable x, a polynomial gﬁ%x and gﬁ }' in Table 3 by w, g[]‘jﬁBsx and g[]\jf}Bs'y, respectively,

in mind. Boneh-Durfee’s weaker matrix has diagonals vy, wy, and w?y for g[]‘O/[,ﬁBS'y,g[](\)/{ﬁBs‘m, and
g[j\{[f}Bs'x whereas our matrix has diagonals y,zy, and x?y for the same polynomials. We apply

unravelings w = fg + x and transform the former diagonals to the latter diagonals by using the
following simple relations:

wy=(lo+a)y=>Loy+zy and wy=(l+x)’y = LGy + 2lzy + 2°y.
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Table 7: Matrix B for Ernst et al.’s partial key exposure attack with the MSBs for m = 2 and
K =

wxy wy

9[07%] '

gM Bs.y

gg\%}SJBs.y
g(\}[’Qb]Bs.x

9[1,%]
MSBs.x XYe

g

g[](\)J’ng.y

gg\l/jl.S]Bs,y
B\l/[’Z.S]Bs.m

- XYZ2e

X2e2

g

99\2/[7?7]35.:0

gg\l/[’.lS]Bs.m
[07%4
MSBs.y

g
E\QJ’}S]Bs.y

9[2.2)

- X?%e

X2y?2

WXY3

W2y4

The relation suggests that all integer linear combinations of (y,wy) and (y, wy, w?y) can be rewrit-
ten as those of (y,zy) and (y,zy, 2%y), respectively. Hence, the matrix is still triangular even if
we apply the unravelings. Here, we want to claim that integer linear combinations of (wy) and
(wy, w?y) cannot be rewritten as those of (xy) and (xy,z2y), respectively. To apply the above
unraveling, the existence of y is essential. Without the variable g, we cannot replace wy and w?y
by zy and 22y, respectively. However, if wy exists, we can replace w?y by wzxy since

w?y = w(ly + )y = Lowy + wzy.

MSBs(; .
define the so that w'ko (Zy)y’y however,

ISBs (5,) -2

Z%SBS(-) exists,

Therefore, we function

IFBe (iy)—1

w Yy, w yw,--- do mnot exist in Boneh-Durfee’s weaker matrix

B. In other words, in the set of indices Zpp,i, there are indices (u,u + j) =
(Z%OSBS(U’ + 7),u + 7)), (Z%OSBS(u’ + i)+ Ld +5),...,(m,u + j') whereas no (u,u + j) =
0,u"+7"), (L,u'+7),..., (l,%SBS(u’ +7)—1,u' + ) for a fixed v’ + j'. The fact follows from that

o k< j' for u < PP (u+ j') since u < u+ j' — k holds,
o k> j' for u > M5B (u + j') since u > u + j' — k holds.

Therefore, the function l,i\/[OSBS(-) tells us the maximum unraveling which we can apply.

Proof of Lemma 6. From Lemma 2, it is straightforward that we can prove the shift-polynomials
in Lemma 6 derive a triangular basis matrix with diagonals
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o WuYiemi for gMSBs(wW, 2 X, yY),

[uu,d]

o WuYUutiegm=u for gf\jjs]Bs'y(wW, xX,yY).
We apply unraveling w = ¢y + x to each variable of the above matrix. Since the diagonals of

gf\fﬁBsx(wW X, yY) for* (u,i) = (ZMSBS( /), 1) and those of g[]‘jf]Bs‘y(wW, X, yY) for (u,u+j) =

(lMSBs(u +7),u+ j) are the same between Lemmas 2 and 6, we focus on the other variables®

l]MSBG(,L ) w—1

o w'ko ) y'v for iy =0,1,...,m+k; u—lMSBs(zy)—l—llMSBs(y)—i—Q...,m.

We want to claim that a matrix B is still triangular when all variables w%y’ are replaced by
lMSBS(Zy)xU lMSBs(,LU)yiy

Here, we show an inductive proof that

u— l]\/ISBs:( y)
MSBs
w¥ = Z cpw'eo () gt
t=0
holds, where cg,c1,...,c,_ [15Bs (i) Are integers and c,,_ SBs(i,) = 1. The statement holds for

lM [9B5(4,). We assume that the statement holds for fixed u = v’ and prove that the statement

also holds for u = v’ + 1. Tt follows that

w = w¥ (by + )

u! l]\/ISBs( /y)

MSBs
= E cow'io @) gt (bo + )
t=0
u! l]WSBs( ;J) u/_lﬁ/:féS'Bs(i;)_l
MSBs ZJMSBS ZJMSBQ ! / l]VISBs /
— E Ctgow k,0 (ly)xt + g Ctw k,0 (Z )ajt _|_ w k,0 ( y)aj ( y) €T
t=0 t=0
)
MSBs(; MSB ]\JSB
g E céwlk,o S(Z/)x +wlk0 S( /y)x / l S(Iy)+17
t=0
where c{),c’l,...,c’u, prsBs (g ATe integers. Hence, the statement holds for all (u,iy). By
“'k,0 Y

. . . . . . u, u, .1
using the relation, we can replace all integer linear combinations of Zu:l%sgs(iy) dywhyt

’ lM _lzjcv[chs(iy)

by Zzzlgfosgg(i )d w k0 (Zy)xu yiy, where dZJVISBs(Z )’ dlMSBq( BESTRRS ,dy and
;MSBS(. ’ QMSBS(Z. NETRERS ,d,, are integers such that d,, = d/,. Thus, we can replace all

|MSBs

variables w yly by w'*.0 (Zy)xu IMSBs (4, ly

Hence, we complete the proof. ]

* When k > 0, there is an index (u, i) € Zpp.. such that u = I}§’?*(4) only for (u,i) = (0,0).
SThese variables are diagonals for both gMSBS *(wW,zX,yY) and gM"5P* Y (wW,zX,yY).

[usd] [u,5]
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To obtain the bound (i), we compute a dimension
1
n= Z 1+ Z 1:<2—|—/<;>m2+0(m2),
(u,9)€LBD,x (u,)€ZBD,y1

and a determinant det(B) = W5W XsXY$Y eS¢ where

'y s . 1
sw= > WEPEO+ D PP+ = 6mB + o(m?),
(u,))eZBD o (w,J)€LBD y1
.. s . 1 &k
we T @) X o) = (e 5w ot
(u,))eZBD o (w,j)€ZBD,y1
_ , L (I+R)P -k 3
sy = Z i+ Z (U+J)—fm +o(m?),
(u,i)EZBD,» (u,J)€EIBD y1
1
Se = Z (m—1i)+ Z (m—u):<3+;> 34 o(m?).
(u3)€EIBD 2 (u,5)€IBD 1

New polynomials which are derived from outputs of the LLL algorithm satisfy Howgrave-Graham’s
lemma when (det(B))Y/™ < ™, i.e.,

51+ 1+/<a +1 (14 k)2 — &3 +1+/<c<1+
6 '\6 2)72 6 3 252"

by omitting small terms. To maximize the right hand side of the inequality, we set

1—2v
R =
2

and obtain an inequality
1292 =207 +7—-88 > 0.
By solving the inequality, we obtain the condition (1) of Ernst et al.’s attack

_5-2/T+ 6P

’ 6

since v = § holds. Hence, we conclude the proof. O

4.4 Our Attack

In this subsection, we propose our improved partial key exposure attacks with the MSBs of d.
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Theorem 1. Given a public key (N,e) of RSA such that e is full size and d = NP along with
do > NP0 which is the MSBs of d, if N is sufficiently large and polynomials output by the LLL
will not vanish, then there is a polynomial time factorization algorithm for N when

14+5— \/—1+6ﬁ 332 and B 1

(i) § < <3

. —2(8-7))3 26 —1 1 9
6v0 — 302 + 20° (o =1- d = <.

(i) 6y0 =307+ 20" < o 45 0 @ o 25 " 3<Fsq5

The attack is an appropriate extension of the Boneh-Durfee stronger attack in the sense that
the first bound (i) of Theorem 1 is 3 < 1 — 1/4/2 for § = . We obtain the improved attack by
modifying a polynomial selection for the same shift-polynomials as Sarkar et al. [SSM10)].

At first, we focus on the first condition (i) for g < 1/2.

Proof of the Condition (i) of Theorem 1. As Sarkar et al., we solve the modular equation
fumses(x,y) = 0 and use the shift-polynomials gVﬁBsm(w,x,y) and g[]\if]BS'y(w,x,y) defined in
(5). As a lattice construction of the Boneh-Durfee stronger attack, we use shift-polynomials
g[]\fﬁBsx(wW zX,yY) for (u,i) € Ipp, and g[MiBsy(wW zX,yY) for (u,j) € Ipp 2, where sets
of indices Zpp, and Zpp 42 were defined in Section 3.1, then construct a basis matrix B. As in
Lemma 5, we can construct a triangular matrix if we only use w along with a linearized variable

z:=14+wy=1+ (4 + x)y,

where the absolute value of the root is bounded above by Z := N#t1/2 within a constant factor, and
do not use z. To utilize the given partial information and equivalently a variable x, we construct
a triangular matrix as follows.

Lemma 7. Let shift-polynomials g[MﬁBsx(w,m,y) and g[]\jf]BS'y(w,x, y), sets of indices Ipp 5 and

IBDy2, @ function ZMSBS(Q:) be defined as in (5), (3), and Definition 2, respectively. Let B

be a matriz whose rows consist of coefficients of gM3IBT(wWW, 2 X,yY) for (u,i) € Ippgs and

[u1]
gf\;[f]Bs'y(wW, xX,yY) for (u,j) € Ippy2. If the shift-polynomials are ordered as the same way in

Lemma 6, then the matriz B becomes triangular with diagonals

Xu l]\ISB.s( )YZ l]MSBs( )ZZJWSBS(

m—1 fOT’ gMSBs x(’LUW, l‘X, yy)’

[uu,d]

o XUl P i)y uki P (ukd) I PP (ukd) g for gMSBY (W, 2 X, yY).
[u,5] ’

If we apply linearization ¢p+z = w to all terms, frrsps(z,y) = fep(w,y) holds. Hence, a basis
matrix B is the same as that of the Boneh-Durfee stronger attack. To utilize partial information
£y, we apply unraveling w = ¢y + x and obtain a matrix as stated in Section 3.3. How much we
apply linearization/unraveling is controlled by a function lM SBS( ).

Table 8 shows an example of the matrix that has the same polynomials as Boneh-Durfee’s
stronger matrix with additional unravelings in Table 6. To illustrate our idea, we use the examples.
Here, please replace a variable x, a polynomial gﬁ%x and gﬁ?]'y in Table 6 by w, g[]\f’ ﬁBs'“” , and

22



Table 8: Our matrix B of a partial key exposure attack with the MSBs form = 2and x = 1/2,7 = 1.

1 Y x xy Yz Y2z z? 2y TYz R
MSBs.x 2

g
g[J(\]/i%]Bs.y
B?/%]Bs T 2
g : Xe
g%/[’g}Bs.x
g s.y
g\l/i?SJBs.J: X262

g
B\Q/I’Cng.m

2
il - - - X%e

MSBs.
ais S - - XYZ
MSBs.y

g
gg\Q/}}S]Bs.y
9\24’25]35.7;

9[2.3)

MSBs'y, respectively, in mind. The matrix in Table 6 has diagonals w, wy, w?, w?y, w?y?, and w?y>

[u,5]
for g[]\l/fg]BS'”",g[J‘O/If}BS“,g[]g@g]BS'm,gf‘l/fﬁBs'x,g[]g[f]Bs'm, and g[]\;f]Bs'y whereas our matrix has diagonals

x, vy, 22y, xyz, and xy?z for the same polynomials. We apply unravelings w = £y + 2 and transform
the former diagonals to the latter diagonals. Here, we use the same relation which was used in
Lemma 6. Hence, the core of a proof of Lemma 7 is the similar to that of Lemma 6.

Proof of Lemma 7. From the discussion at the end of Section 3.3, it is straightforward that we can

prove the shift-polynomials in Lemma 7 derive a triangular basis matrix with diagonals

o WU POy i—lkiPP () ZIEP () gm—i g0 gf\g’ﬁBs'x(wW, X, yY),

o Wl Ry T ) g o) emu for gM B (W 2 X, yY).

We apply unraveling w = £y 4+ x to each variable of the above matrix. Since

Tw
w' = (b + )" = E quw' 't (6)

t=0
holds, where ¢, ¢y, . . ., ¢;,, are integers and ¢;,, = 1, we can replace all integer linear combinations of

u—lp 2P iy i) b iy i u=lEPP i)
> =0 di,w™yvz"* by >, g d; z'*y'vz'=, where do,dy,. .., duilQJ;S‘Bs(iy+iz) and
/ ! / : _ !

0,dyy - ’dufl{j{fBS(ieriz) are integers such that du—lﬁ{fBS(iy—I—iz) = dufl%;ng(iy+iz)' Thus, we can
replace all the above variables by those of Lemma 7. Hence, we complete the proof. ]
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To make use of the given MSBs djy, we set
k=2(8—-") and T=1+2y—4p

and use the set of indices Zgp 42 by following the lemma.

MSBs.y

g (x,y) are helpful if and only if

Lemma 8. In the matrizc B of Lemma 7, polynomials I
J<2(8—=y)m+ (14 2y —4p)u for all u.

MSBs.y

Proof of Lemma 8. Let I ]

(x,y) be a polynomial with fixed indices (u/,j’) such that

u/ — Z%TSBS(U/ +j/),

and B’ be a matrix that is a matrix B without the polynomial g[ ,] Y(x,y). As stated in Lemma 7,
diagonals of the polynomial g, ,Sﬁs Y(x,y) in B is
VEAC LS

Furthermore, diagonals of polynomials

MSBs.y MSBs.y MSBs.y

g[u/-‘rl J/_]_] (:E y) g[ul_;'_z‘7 _2](1: y) . 7g[u +]/_1 ]_]( 7y)
and

MSBs. MSBs. MSB

Ity 431 YD G 51,45 (B U)o -+ G 7 (2:Y)
in B are
XYj/Zu/em_u/_l’ X2Yj/Zu’€m—u’—27 o ,Xj/‘IYj/Z“/em—u’—j’H

and

-/ -/ i ! -/ -/ -/ I ! -/ ! </ i ! -/
XI'yd g em—v' =i xi'Hlyd gulgm—u' =i’ xmeuly ! gl gm—u' =i,

On the other hand, by following the proof of Lemma 7, diagonals of the same polynomials in B’

are
i’ —1 u/+1_m—u’'—1 i’ —1 u/+1_m—u’'—2 i'—2v75' =1 7u'+1_m—u'—j'+1
yi' -z, XY g, L X 2y gl g =

and

o o ’ Y, v o ’ il o - ’ sl
X7 1Y] 1Zu+1em u ]’X]Y] 1Zu+1em u j,.."Xm’LL 1Y] 1Zu+1em u'—j"

Hence,

det(B) v / ! XY m-u
T vyl gwemmuw [ 20
det(B') ° ( Z >

that is smaller than or equal to the modulus e™ if and only if

m—u’ m—u’
Yy zw em—u (XZY> <emeYlzv. <XZY> < e
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N meu/Yj’+m7u’Z2u’fm < 6u’

1 1
@y(m—u’)+§(j’+m—u’) + <B+2) (2u —m) <
& J < 2B —7)m+ (1+2y — 480

Hence, we conclude the proof. ]

To obtain the bound (i) of Theorem 1, we compute a dimension
1 1+2y—-4
D D D SR R e L]
(u,i)€EIBD,z (u,J)EIBD,y2

and a determinant det(B) = X*XYY Z%ZeS where

sx= 3 (=P + > (k7w ))

(u,i)EIBD,Qc (u,j)EIBD7y2
1 1+2v—-4
= (§+ 6=+ ) o),
sy= Y. (=06 + > (uti— )
(u,i)GIBD’I (u,j)EIBD,yZ
14+2v—4 1+ 2v — 48)2
— (B 428 =02+ 5=+ 27— a9+ DA CEDZIN iy o)
. , 1 1+42y—48
_ MSBs MSBs _ 3 3
2= X O+ X e = (G4 ) mtomd)
(u,Z)EIBD720 (u,])eIBD,ZJQ
o . B 1 142y —4p 3 3
s X meit X o= (5 e+ T o),
(mz)EIBD’z (u,])eIBD7y2

New polynomials which are derived from outputs of the LLL algorithm satisfy Howgrave-Graham’s
lemma when (det(B))"/" < ™. By omitting small terms, we obtain an inequality

292 —2(1+ B)y+ 262 —-28+1>0.

By solving the inequality, we obtain the first bound (i) of Theorem 1

_\/f
5<1+5 21+65 332

since v = § holds. Hence, we conclude the proof. O

Before providing a proof of the second condition (ii) of Theorem 1, we explain that the set of
indices
IBD_yQ = {u = 0,1,...,m;j = 1,2,...,2(ﬁ—’y)m+ {(14‘2’7—4,3)’1”}
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MSBs.y
[14.5]
1/2. Observe that an upper bound of j is negative for large u since 2(f —v)m+ | (1+2y—45)m] <

(1 -28)m < 0 for § > 1/2. A naive modification is replacing the upper bound by max{0,2(8 —

y)m + [(1 + 2y — 48)u]}. However, in this case, there are useless polynomials g%ﬁBs‘m(x,y)

for (u,i7) € Zpp.,. In particular, shift-polynomials g[]‘js;f]gs'x(x,y) for large v’ contributed to the

matrix B to be triangular. However, if there are no gMSBS'y

[w,5]
becomes triangular without the polynomials 9[1\5%35.3: (z,y) and the polynomials degrade the quality

of B. Hence, some polynomials g[M SBs.x

which was used for the condition (i) to select shift-polynomials g (x,y) is not useful for g >

(x,y) for the same v, the matrix B

(x,y) for large u should be omitted from the above matrix
MSBs.x
[w,]

(x,y) for i’ = u + j to be helpful by

u7ij|
B. On the other hand, we cannot omit all such polynomials g

g%i{?s'”’(az, y) for small 7 contributed for polynomials g[]\ff]Bs‘y

following the proof of Lemma 8.
Thus, we modify definition of sets of indices such as

(z,y) since the polynomials

Iyspsa i ={u=0,1,...,m;i=0,1,... , min{u, s}},
ImsBsy :={u=0,1,...,s =1;5=1,2,... min{k + [Tu],s — u}}

(7)

with an additional parameter o := s/m. As the case for 3 < 1/2, all shift-polynomials g[]\f?]Bs'y (z,y)

for (u,j) € Tamsps.y are helpful. The core trick of the modification is that although the polynomials

MSBs.y MSBs.y MSBs.y
g[u,sfqul} (33, y>’ g[u,sfquQ] (33‘, y)’ Tt g[u,kJr [Tu]] (ZC, y)

are helpful, we do not use them. To be precise, let j/ = k + [7u’]. Then, for the polynomial

g[]\f/ijfg]s'y(a?,y) whose corresponding diagonal is W'yw+i'em=u" 4 he helpful, we should also use

polynomials

MSBs.y MSBs.y MSBs.y
g[u’—‘rLj/—l] (l’, y)7 g[u’+27j’—2] (l’, y)7 te ’g[u’-i-j’—l,l] (33‘, y)
and
MSBs. MSBs. MSBs.
I+ (@ Y)s I35 ) (2 W) -2 G 571 (7 Y)

whose corresponding diagonals in a matrix B are
Wu’qu’Jrj’emfu’fl’ Wu’X2yu’+j’emfu’72, o V[/vu’AX-j’f1Y-u’Jrj’emfu’fjurl7
and
W Xy gme =gy gy u gme =gt g’ ymeu ' gme' =g

When the diagonal W¥' Y+’ em=u" of helpful g[J\u/l,Sﬁs‘y(:r, y) is close to €™, a set of the polynomials
may degrade the quality of the matrix B since other diagonals are large. Hence, we introduce a

parameter o = s/m to verify whether the set of polynomials is helpful or not.
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Proof of the Condition (ii) of Theorem 1. As Sarkar et al. and the condition (i) of Theorem 1,

we solve the modular equation fyrsps(,y) = 0 and use the shift-polynomials g™ 355 (w, z, y) and

[u,1]
g[]\jiBs'y(w, z,y) defined in (5). We use shift-polynomials g/ 3B (wW, 2 X, yY) for (u,i) € ZrrsBs.a

[u,1]
and gﬁf]Bs'y(wW, zX,yY) for (u,j) € Tagps,y, where sets of indices Zarsps and Zyrgps,y were
defined in (7), then construct a basis matrix B. As in Section 4.3, we construct a triangular matrix
with a linearized variable
w:=fly+,

where the absolute value of the root is bounded above by W := N? within a constant factor. To
utilize the given partial information and equivalently a variable x, we construct a triangular matrix
as follows.

MSBs.x MSBs.y
[w,i] [u,7]
and ZysBsy, a function Z%TSBS(:B) be defined as in (5), (7), and Definition 2, respectively. Let B
be a matriz whose rows consist of coefficients of gMSBHT(wW,xX,yY) for (u,i) € IrsBs,e and

[1,7]
g{\ff]Bs'y(wW, xX,yY) for (u,j) € Inrspsy- If the shift-polynomials are ordered as the same way in

Lemmas 6 and 7, then the matriz B becomes triangular with diagonals

Lemma 9. Let shift-polynomials g (w,z,y) and g (w,z,y), sets of indices TyrsBsx

MSBs IVISBs(
k,T

. Wllm (i)Xu_l : i)Yiem—i for gMSBS'm(wVV, zX, yy),

[u.1]

o Wi P utd) xu—liEE (ki) yrut gm—u for Q[I\ZJS]BS'y(WW’ zX,yY).
We omit a detailed proof of Lemma 9. It is almost trivial that the matrix becomes triangular
with diagonals

o WuY'iem =i for gMSBsz (W, 2 X, yY),

[w.1]

o WuYyutiem=u for g{\if]Bs'y(wW, X, yY).

Then, by using the same relation (6) as the proof of Lemma 7, we obtain the matrix as stated in
Lemma 9.
Due to Lemma 8, we set

k=2(8-") and T=1+2y—4p

for all shift-polynomials gf\;[f]Bs‘y to be helpful.
To obtain the bound (ii) of Theorem 1, we compute a dimension

_ _(,_e=28=7)
neoo2 M) 1‘(“‘2<2+2v—45>>m2+0(m2)’

(u,)ELNSBs,o (u,j)ELnSBs,y

and a determinant det(B) = W*W X5XY*Y eS¢ where

w= X SO Y )

(u,0)E€TMSBs,x (u,)E€TrnSBs,y
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_(le—=2(8-7) (0—2(8-17))°
- <2(2+27—45) T32+27 - 46)? )m3+0(m3)’
sx = Z (u o ZIJC\fITSBs(Z-)) + Z (u o lMSBs(u +]))

(uri)eI]WSBs,:c (uvj)EZMSBs,y

:<a (0—2(ﬂ—7))3> '

2 6(24 2y —48)2

Sy = Z 1+ Z <u+])

(u,i) €L SBs, (w,3)ELMSBs,y
o3 —8(B—7)?  o? c—2(8—7) 3 3

- (=——=F" 7V 47 ({2 7

<6(2+2~y—45) T3 ( 2+2’y—45>>m +o(m’),

Se = Z (m—i)+ Z (m —u)
(u,0)€TM SBs,x (u,J)ETNSBs,y
o o* (0-28-7)* (0-28-7)\ 3 3

- <J_2+6_ 2(2 + 2y — 48) +6(2+27—4B)2>m +o(m?),

New polynomials which are derived from outputs of the LLL algorithm satisfy Howgrave-Graham’s
lemma when (det(B))"/" < ™. By omitting small terms, we obtain an inequality

(0 —2(8—19))°
242y —48

6yo — 302 + 203 <

To maximize the right hand side of the inequality, we set

28 -1
? 1-2yI+~-283
and obtain the condition (ii) of Theorem 1. Hence, we conclude the proof. O

5 Partial Key Exposure Attacks with the LSBs

In this section, we propose our improved partial key exposure attack on RSA with the LSBs of d.
In Section 5.1, we formulate the attack scenario as a modular equation. In Section 5.2, we recall
previous attacks [BM03, EJMdWO05, Aon09]. In Section 5.3, we propose our main attack.

5.1 Formulation

In this subsection, we formulate the attack scenario with the LSBs as modular equations. We write
a secret exponent d = NP as d = d; M + dy, where dyg > N?~% and d; < N? denote the known LSBs
and the unknown MSBs of d, respectively, with an integer M := 2L(8=9)1logN| Recall an RSA key
generation

e(diM +do) =14+Llp—1)(¢—1)=1+{N —-p—q+1) (8)
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with an unknown integer ¢ as in Sections 3.1 and 5.1. By taking modulo eM of the equation (8),
we obtain a modular polynomial

frsps(z,y) :=1—edy+ (N +y) (modeM)

whose root is (z,y) = (¢, —p — ¢ + 1). Absolute values of the root are bounded above by X := N
and Y := N2 within constant factors.

5.2 Previous Works

In this subsection, we briefly recall previous attacks proposed by Ernst et al. [EJMdWO05], Blomer
and May [BMO03], and Aono [Aon09]. Ernst et al.’s attack, which solves integer equations, works
when

° 5 <2 3/I+6p

Ernst et al.’s attack can be viewed as an extension of the Boneh-Durfee weaker attack since the
condition is the same as 8 < (7 —2v/7)/6 = 0.284--- for § = j.

We can obtain the same condition by solving a modular equation frsps(z,y) = 0, where the
construction is similar to Blomer and May’s attack [BM03] which focused on partial key exposure
attacks with large d and small e. To solve the modular equation, Blomer and May used shift-
polynomials

g (@, y) == 2 frsps(,y) (eM)™

g M (2, y) = frsps (e, y)" (eM)™ .

9)

Both shift-polynomials modulo (eM)™ have the same root as the original solutions, i.e.,
gﬁﬁf&x(ﬁ, —p—q+1) =0 (mod (eM)™) and g[ﬁ’sjjfs'BM(ﬁ, —p—q+1) =0 (mod (eM)™). They used
shift-polynomials g[’fifs'z(xX, yY') for (u,i) € Ipp , and gﬁif]gs‘BM(a:X, yY') for (u,j) € Ippy to
construct a triangular matrix B as the Boneh-Durfee weaker attack. We can obtain Ernst et al’s
condition by using the matrix.

To improve Ernst et al.’s attack by solving the same modular equation frsps(z,y) = 0 as

Blomer and May, Aono [Aon09] used the other modular polynomial
fep(z,y) =1+ z(N+y) (mode)

which we can obtain by taking modulo e of the equation (8) along with a shift-polynomial

ghEPe A (2, y) = gBDY (@,y) - M™ = o fp(w,y)" e M™. (10)

The shift-polynomial modulo (eM)™ have the same root as the original solutions, i.e.,

g@%?S'AO"(E, —p—q+1)=0 (mod (eM)™). Aono defined a set of indices

IAon = {u:O,l,...,m;j = 1,2,..., \_TUJ}\IBD.yl (11)
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Table 9: Aono’s matrix B of a partial key exposure attack with the LSBs for m = 2 and x =

1/2,7 = 1.
1 y T xy ny yQZ x2 x2y 3:2y2 x2y3 y222 ySZ

2

géé:%isx(eM)2

g%i};.y Y(eM)2

g%:%gsm X(eM)Q

gbspsa — - XYeM
g%%gs'y - - XY?eM
g[%sj%'y —  Y?ZeM?

gé:%gs.x X2(€M)2

gy - - X*YeM

LSBs.x 22

g — — — — — X°Y

g[E;’stss.y B B B - x?ys

&2192}334, B ~ L yrgepe
Phs.y

2,3]

9
i - - — Y3Z2M?

and used shift-polynomials g[zsi]Bs'm(a:X, yY) for (u,i) € Ippa, g[{fﬁs'BM(xX, yY) for (u,j) €

IBpy1, and gﬁ%?s'AO”(xX, yY) for (u,j) € Zaon to construct a non-triangular matrix B.
Aono claimed that the matrix B is not triangular. However, we find that by utilizing an
unraveled linearization with a linearized variable

z:=1+u2ay

and the matrix becomes triangular. Table 9 shows an example of the triangular matrix.

Lemma 10. Let shift-polynomials g[zg;]Bs'”(a:,y) and gﬁfﬁs'BM(w,y), and g[’ifﬁs'm’”(m‘,y), sets of

indices Ippz and Ip y1, Laon and be defined as in (9), (10), (2), and (11), respectively. Let B be a

matriz whose rows consist of coefficients of g[ﬁsfs'z(xX, yY') for (u,i) € Ipp 4, g[isjj}gs'BM(xX, yY')

for (u,j) € Ippy1, and g[zsﬁs'A‘m(:cX, yY) for (u,j) € Zaon. If the shift-polynomials are ordered
as

LX) <X ) < gAY 2,

o G,y ) < LD Y) for
—u <u,
—u =u,i <i,

o gISBSV X 1Y) < gﬁ%Bs.BM(xX, yY') for

[w,'] ]

—u <u,
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—u = uaj, < j7
. gf?éf yQ(xX, yY,27) < g[LuS?s A‘m(wX, yY, z2Z) for

—u <wu,

—u' = u, j, <J,
then the matriz B becomes triangular with diagonals

o XuYi(eM)™t for gLS.Bs'Z(xX, yY),

[u,1]

o XUWYUHi(eM)™ ¥ for g[iSJBS BM (2 X, yY),

o YIZuem—UM™ for g[lf;BS Aon (2 X, yY, 22).

We omit a proof of Lemma 10 since it is almost straightforward from Herrmann-May’s ma-
trix [HM10].

Aono improved Ernst et al.’s attack for 8 < (9 — v/21)/12. In other words, Aono interpolated
the Boneh-Durfee stronger attack and Blomer-May’s attack. The set Zgp., is common among
the three attacks. Recall the definition Zpp 1 := {u=0,1,...,m;5=1,2,...,k} in (2). Aono’s
matrix for £ = 0 is the same as that of the Boneh-Durfee stronger attack since Zpp y2 = () and®

Taon = IBD.y2. Aono’s matrix for 7 < k = k/m is the same as that of Blomer-May’s attack since
IAon = @

5.3 Our Attack

In this subsection, we propose our improved partial key exposure attacks with the LSBs of d.

Theorem 2. Given a public key (N,e) of RSA such that e is full size and d = NP along with
do > NP=% which is the LSBs of d, if N is sufficiently large and polynomials output by the LLL
will not vanish, then there is a polynomial time factorization algorithm for N when

_\/f _
(5<1+/B ;+6ﬁ 352 and /3§m.

12

The attack is an appropriate extension of the Boneh-Durfee stronger attack in the sense that
the bound of Theorem 2 is f < 1—1/v/2=0.292--- for § = 3. We obtain the improved attack by
introducing a new shift-polynomial

. N LSBs
TV, y) == gﬁsisﬁ’?%) 1@ ) - (Fep(z,y)/e)ir )
= g[lllgggssé())’r;](xv y) : (fLSBS (CL‘, y)/(eM))u_lif;BS(j) (12)

LSB s LSBs

= o frsps(z,y) e D fpp (w, y)lie D em—upm=etizm @)

GHere, we use the fact that k = 0 in Zgp.y2 when we optimize k = k/m.
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where the function

the same root as the original solutions, i.e., gLSBS'y(E —p—q+1) =0 (mod (eM)™). The shift-

[w.5]
ﬁ{?ggg%)’ﬂ and gﬁfggié‘)’”}(:c y) is a special case of g S]fsy( y) for 1F5P5(j) = 0

and lLS Bs(j) = u, respectively. As opposed to Blomer-May’s matrix, we can exploit the structure
of Boneh Durfee’s stronger matrix by using the polynomial fpp(x,y), where the same trick was
already used by Aono. Furthermore, as opposed to Aono, we can reduce powers of M by using
the polynomial frsps(z,y). The function l,%’st () is used to construct a triangular matrix with
minimum powers of M.

lﬁﬁBs(-) was defined in Definition 2. The shift-polynomial modulo (eM)™ have

polynomial g

Proof of Theorem 2. As a lattice construction of the Boneh-Durfee stronger attack, we use shift-
polynomials g[LSf;s T(xX,yY) for (u,i) € Ipp . and gﬁfﬁs'y(xX, yY, 2Z) for (u,j) € Ippy2, where
sets of indices Zpp, and Zpp 42 were defined in Section 3.1, then construct a basis matrix B. As
in Lemma 5, to construct a triangular matrix, we use a linearized variable

z:=1+ay,

where the absolute value of the root is bounded above by Z := N#t1/2 within a constant factor. To
utilize as many given partial information as possible, we construct a triangular matrix as follows.

Lemma 11. Let shift-polynomials g[Lst (x,y), g[lf]]fs Y(z,y), sets of indices Ipp , and Ipp 2, a

function lLSBs( ) be defined as in (9), (12), (3), and Definition 2, respectively. Let B be a matriz

whose rows consist of coefficients of g[asfs"”(xX, yY) for (u,i) € Ipp s, g@i?s'y(xX, yY, 2Z) for

(u,7) € Ipp,y2, and If the shift-polynomials are ordered as

LSBs.
o giiP (X, yY) < gy Y (e X,yY, 22)

o gl (@ X YY) < gloP (a X, yY) for

—u <u,

— ' =u,i <1,
LSB LSB
® G Z}sy(QTXayY’ 27Z) < Yuj] NaX,yY,zZ) for

—u <u,

- = u, j/ < j;
then the matriz B becomes triangular with diagonals

o X“Y'(eM)™ " for gﬁﬁfsw(xX, yY),

o XUy D) SR O emou =GO for LS5 (2 X, yY, 22).
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Table 10: Our matrix B of a partial key exposure attack with the LSBs form =2 and k = 1/2,7 =
1.

1 Y z Y xy? Y°z x Ty Tyt xty TY°z Y’z

LSBs.x (€M)2

%%
&Olgs:c X(eM)2

g&s%w
% o ,

%2gs:r X2<6M)2

%%M
%%w
%ky
YeaL,,

37212
9y - - - Y3Z’M

LSBs.y
[u,7]
x,y) of Aono’s matrix for lLSBS( /) =0 and l]%EBS(j) = u, respectively. By utilizing

LSBs.BM

The diagonals of g (z,y) are the same as those of il (x,y) of Blémer-May’s matrix

LSBs.Aon(
[u,j]
as many given partial information as possible, diagonals of g{fﬁ *Y(x,y) for lLSBS (j) # 0 and

1L5B5(§) < u are smaller than gﬁffs"“‘m(x, y) of Aono’s matrix.

Table 10 shows an example of the matrix that has the same polynomials as Aono’s matrix in
Table 9. To illustrate our idea, we use the examples. The matrix in Table 9 has a diagonal Y2 Z2M?

for g[gijfs'A‘m whereas our matrix has diagonals XY3ZM for the analogous polynomial g[L;;]BS‘y

Since Y272 = XY3Z, the diagonal in Table 10 is smaller by a factor M. We reduce the factor by

using the polynomial frsps(x,y) which was not used in g[LSJf’S Aon,

and g

Proof of Lemma 11. It is straightforward that the shift-polynomials gﬁifs'“’ (z,y) and gii?s'y (z,y)

for ZLSBS( /) = 0 and llf‘iBS (j) = u derive a triangular basis matrix B with diagonals as stated in

Lemma 11. We show that so do g; S?Sy( y) for 17P5(5) # 0 and I7P5(j) < u. For the purpose,
we define sets of indices

T =iy = Goj + Lo yu ot Gy = 5P (0,), 16555 (i) + 1, u}
parametrized by (u,j) € Zpp.y2 and provide an inductive proof that

. _lLSBs - lLSBs - , _lLSBs - _lLSBs lLSBs
nyLSBs(fan)u kor (])fBD(Can) v U) Z CEL,ZJy)SE (Zy)yly kT (Z) (iy)

(ia/iy) €TSS,
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holds, where c( 7’j ) for (ig,1y) € I](; 7 are integers and cq(L uJ)rj = 1. Recall that

LSBs. j
g (@y) =y fsps(z,y)"

_lLSBs LSB@(])

D fpp(a,y)'er

We assume that the claim holds for (v’ — 1,5’) and (v/, 5’ — 1), then show that it holds for («’, j’).
Observe that

lLSBs LSBs(j)

Y frsps(z,y)" 5D fpp(a, )
= o frsms(ay) DT o (2, )70 (1~ edy + 2(N + )
_ Z cz(j;yl,J)xzx—l,ﬁiBé(z )yly—lLSBs(Zy) 153P2(iy) (1—edy+ z(N +v))
(iz/iy) €5 5,

_ 3 9D e RSP i), iy S i) RSP i) | utESP ek kg 1SS ) IS )
’LI,Zy

(i iy) TGN\ (uut7)

holds, where d( ’]) e 1! S’zB)s \ (u,u + j) are integers. Since Iéu’gs \ (u,u+j) C IéSBs 20 Igg’{;sl)
holds, we proved the above claim. Hence, we conclude the proof. ]

To make use of the given LSBs dy, we set
=2(B—-9) and T=1+20—-40

and use the set of indices Zgp 2 by following the lemma.
Lemma 12. In the matrizx B of Lemma 11, polynomials g[LSI]BSy(x,y) are helpful if and only if

J<2(B—=0)m+ (1425 —48)u for all u.

Proof of Lemma 12. Let g[Lu”,gf,f'y(x, y) be a polynomial with fixed indices (u/, ;") such that

=),
and B’ be a matrix that is a matrix B without the polynomial g[]ﬁ?f'y (x,y). Asstated in Lemma 11,
diagonals of the polynomial gwﬂ/{iﬁs'y (z,y) in B is
Ve AR Vi
Furthermore, diagonals of polynomials

LSB LSB LSB
I 1.1 @ Y)s Gy (@ 0) s - G i (2, Y)

in B are

s/ / ! s/ !/ ! ! -/ !/ !/ /
DO ChRVAU I VAN € CAR AN VAL S G AN VLS
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On the other hand, by following the proof of Lemma 11, diagonals of the same polynomials in B’
are

-/ ’ o v / ol _ ol -/ o ’ ’
Y Zqulem u 1_7\[m7 XY +lzu +1em u 27‘[m 17'”7 xm—u 1]’-7 +m—u 1Zu+17‘[u+1.
Hence,

det(B)
det(B’)

L , Xy \™ v
— YI' guwem—u ppm .
o ()

that is smaller than or equal to the modulus (eM)™ if and only if

XY

Yj’Zu’ m—u’Mm .
° <ZM

m=u -/ ! ’ !
> < (eM)™ &Y' 7% < e Mmv

1 1
& <2(B—-8)m+ (1+26 —4p)u.
Hence, we conclude the proof. ]
To obtain the bound of Theorem 2, we compute a dimension
B (1 14+2)—4p 9 9
(U,Z)GIBD@ (u,j)eIBD,yz

and a determinant det(B) = X5XY5Y Z5Z¢% M*M | where

Sx = Z U+ Z (U—l;ﬁst(j)) _ (;_1_(6_5)_,_1_‘_25_%) m3+0(m3),

(u,i)€IBD,x (u,5)€EIBD,y2 6
sy= > i+ Y. (uti-IEEP()
(ui)ELIBD,x (4,4)ELBD,y2
1 1+20—4 1+20 —4p)?
= <6+(/a’—é)+2(B—5)2+(6—6)(1+25_4B)+ - 5 b, e G 2 >m3+0(m3)’
o 1264
so= 3 sy = LER s o),

6

(u,J)€ETBD,y2

= X i+ X meu= (560 T o),
(u,i)ELBD 2 (u,J)EZBD,y2
= > (m-id+ > (m— (- EP(G) = <§+(ﬁ—5)+1+2g‘45> m? + o(m?).

(u,1)€EIBD,z (u,9)EZBD y2

New polynomials which are derived from outputs of the LLL algorithm satisfy Howgrave-Graham’s
lemma when (det(B))'/" < (eM)™. By omitting small terms, we obtain an inequality

262 —2(1+ B)6 +26% —28+1> 0.
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By solving the inequality, we obtain the bound of Theorem 2

5o 1+6—\/W.

Hence, we conclude the proof. ]

6 Concluding Remarks

In this paper, we proposed improved partial key exposure attacks on RSA with the MSBs and
the LSBs of d. In particular, our attack with the MSBs and the LSBs is better than all known
attacks when d is small such that d < N%/16 and d < N(O-V21)/ 12 respectively. Furthermore, our
attack with the MSBs is the first result that is an extension of the Boneh-Durfee stronger attack
and always works for d < N1~/ V2 We obtained these improved attacks by utilizing the unraveled
linearization technique and fully exploit the structure of the lattice for the Boneh-Durfee stronger

attack.
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