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Abstract. At CRYPTO 2016, Cogliati and Seurin have proposed a
highly secure nonce-based MAC called Encrypted Wegman-Carter with
Davies-Meyer (EWCDM) construction, as Ex, (Ex, (N) ® N @ Hk, (M))
for a nonce N and a message M. This construction achieves roughly
227/3 bit MAC security with the assumption that E is a PRP secure
n-bit block cipher and H is an almost xor universal n-bit hash function.
In this paper we propose Decrypted Wegman-Carter with Davies-Meyer
(DWCDM) construction, which is structurally very similar to its pre-
decessor EWCDM except that the outer encryption call is replaced by
decryption. The biggest advantage of DWCDM is that we can make a
truly single key MAC: the two block cipher calls can use the same block
cipher key K = K; = Kj. Moreover, we can derive the hash key as
K; = Ek(1), as long as |Kp| = n. Whether we use encryption or de-
cryption in the outer layer makes a huge difference; using the decryption
instead enables us to apply an extended version of the mirror theory
by Patarin to the security analysis of the construction. DWCDM is se-
cure beyond the birthday bound, roughly up to 22*/3 MAC queries and
2" verification queries against nonce-respecting adversaries. DWCDM re-
mains secure up to 22 MAC queries and 2" verification queries against
nonce-misusing adversaries.

Keywords: EDM, EWCDM, Mirror Theory, Extended Mirror Theory,
H-Coefficient.

1 Introduction

Almost all symmetric-key cryptographic systems that use secret keys, includ-
ing encryption, authentication and authenticated-encryption, are realized via
Pseudo-Random Functions (PRFs). Therefore, the study of practical candidates
of PRF is essential in providing solutions for the increasing use of cryptogra-
phy in real-world applications. But unfortunately, very few PRFs are actually
available in practice, and it is not easy to construct a sufficiently secure PRF.

* This is the full version of the article accepted in TACR-CRYPTO 2018.
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As a result, Pseudo-Random Permutations (PRPs) or block ciphers, which are
available in plenty [16, 20,11, 10], replace the PRF and are deployed as building
blocks for almost every cryptographic systems.

Although various block ciphers [16,20,11,10] are available and can be as-
sumed to be PRFs, such an assumption comes at the cost of security degrada-
tion due to the PRF-PRP switch [6] which tells that a PRF can be replaced by
a PRP up to quadratic degradation in security (often called “birthday bound
security”). This loss of security is sometimes acceptable in practice if the block
size of the cipher is large enough (e.g. AES-128). But with lightweight block
ciphers with relatively small block sizes (e.g. 64-bit), whose number has grown
tremendously in recent years (e.g. [10,20,11,2,1]), the quadratic security loss
severly limits their applicability, and as a result it seems to be challenging to use
these small ciphers in modern-day lightweight cryptography (e.g. Smart Card,
RFID etc.).

In order to save these ciphers from obsolescence, various PRP-to-PRF con-
structions have been proposed in recent years that guarantee higher security than
the usual birthday bound security. Such constructions are often called BBB (Be-
yond Birthday Bound)—i.e., security against more than 27/2 queries where n is
the block size of the underlying cipher. A popular BBB construction is the XOR
of permutations [7, 23, 3, 28].

XOR oF PERMUTATIONS. Bellare et al. [7] suggested a way to construct a PRF
from PRPs by taking the xor (more generally sum) of two independent PRPs.

XOREK17EK2 (l‘) =Ex, (x) ® Ek, (.%‘)

The construction was later analyzed by Lucks [23] and proved its security up
to 227/3 queries, where n is the block size of the underlying PRP. Single-keyed
variant of this construction was first analyzed by Bellare and Impagliazzo [3] and
showed its security upto O(ng/2") by using some advanced probability theory.
However, their proof was sketchy and hard to verify. Subsequently, a lot of efforts
have been invested towards improving the bound of XOR construction and its
single-keyed variant (even proving upto n-bit security) by Patarin as evident
in [28, 32, 31], but the proof contains serious gaps. Later in FSE 2014, the result
was generalized to the xor of three or more independent PRPs [13]. However,
a verifiable n-bit security proof of XOR construction is later provided by Dai
et al. [17] using chi-squared method. Although, the original proof contained a
glitch, which was pointed out by Bhattacharya and Nandi [8], was later fixed in
the full version of [17].

The XOR construction provides a solution for encryption by combining itself
with the counter (CTR) mode of encryption, as instantiated in CENC construc-
tion, a highly efficient nonce-based encryption mode proposed by Iwata [21].
It was shown [21] that CENC, as an encryption mode, achieves security upto
O(22"/3) queries against all nonce-respecting adversaries. Later, Twata et al. [22]
provided the optimal security bound of the construction based on mirror theory
technique [32]. Recently, Bhattacharya and Nandi [9] have given an optimal se-
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curity bound of CENC by analysing the PRF security bound of variable output
length of xor of permutations using chi-squared method.

Though useful for encryption, the XOR construction does not seem to be
directly usable for authentication. A problem for authentication is that we have
to extend the domain size, so that the construction can authenticate long mes-
sages. This can be done by hashing the message, but with the XOR construction it
seems that we need some subtle combination with a double-block hash function,
as employed in PMAC_Plus [33], 1K-PMAC_Plus [18] and LightMAC_Plus [26].

ENCRYPTED DAVIES-MEYER. The above problem with the XOR construction
in authentication was solved by Cogliati and Seurin [14], who proposed a PRP-
to-PRF conversion method, called Encrypted Davies-Meyer (EDM). The EDM
construction is defined as follows:

EDMExl,EKz (‘r) = EKz(EKl (:C) @ x)

EDM uses two independent block-cipher keys and achieves O(g3/22") security [14].
Soon after, Dai et al. [17] improved its bound to O(q*/23") by applying chi-
squared method. Concurrently, Mennink and Neves [24] proved its almost opti-
mal security, i.e. O(2"/67n), using mirror theory technique.

As EDM requires two indepenent keys for the cipher calls, it would be in-
teresting to see that whether BBB security holds for the single key setting of
the construction, as mentioned by authors of [14]. Recently, Cogliati and Seurin
answers the question in positive and proved its security upto O(q/2%"/3) [15], as
originally conjectured by themselves [14].

ENCRYPTED WEGMAN-CARTER WITH DAVIES-MEYER. Following the construc-
tion of EDM, Cogliati and Seurin extended the idea to construct EWCDM, a
nonce-based BBB secure MAC, which is defined as follows:

EWCDMEKl,EK27HKh (N, M) = EK2 (EKl(N) O N D HK(M)),

where N is the nonce and M is the message to be authenticated. Note that,
EWCDM uses two independent block-cipher keys, K7 and K5, and also another
independent hash-key K, for the AXU hash function. * In this way, EDM ob-
viated the necessity of using double-block hash function that existed with the
XOR construction. It has been proved that EWCDM is secure against all nonce-
respecting MAC adversaries® that make at most 22*/3 MAC queries and 2"
verification queries. Cogliati and Seurin also proved O(2"/2) security of the con-
struction against nonce-misusing adversaries. Later, Mennink and Neves [24]
proved its n-bit PRF security using mirror theory in the nonce respecting setting
and mentioned that the analysis straightforwardly generalizes to the analysis for
unforgeability or for the nonce-misusing setting of the construction. The trick

4 An AXU hash function is a keyed hash function such that for any two distinct
messages, the probability, over a random draw of a hash key, of the hash differential
being equal to a specific output is small.

5 adversaries who never repeat the same value of N in their MAC queries
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involved in proving the optimal security of EWCDM is by replacing the last block
cipher call with its inverse. This subtle change does not make any difference in
the output distribution and as a bonus, it trivially allows one to express the
output of the construction as a sum of two random permutations (or in general
a bi-variate affine equation %). It is only this feature which is captured by the
mirror theory to derive the security bound of the construction.

MoTIVATION BEHIND THIS WORK. Constructions with multiple secret keys nec-
cessarily requires larger storage space for storing them, which is sometimes in-
feasible for lightweight crypto devices like RFID, Smart Card etc. All popular
MACs, including CMAC [27] and HMAC [4], require only a single secret key. But
most of the time reducing the number of keys without compromising the security
is not a trivial task.

As evident from the definition of the construction, EWCDM requires three
keys; two block cipher keys K; and K» and one hash key K}. Thus, it is natural
to ask that whether one can achieve the similar security in the case of using less
number of keys. Cogliati and Seurin [14] believed that BBB security should hold
for single-keyed EWCDM (with K; = K5) but be likely cumbersome to prove. In
fact, proving BBB security of single-keyed EDM, as mentioned earlier, is a highly
complicated task as evident from [15] and it is not clear at all how to build on
this result to prove the MAC security of EWCDM construction with K; = Ks.
Moreover, Cogliati and Seurin, in their proof of single-keyed EDM [15], have also
stated that

“For now, we have been unable to extend the current (already cumbersome)
counting used for the proof of the single-permutation EDM construction to the
more complicated case of single-key EWCDM.”

Thus, we expect that proving the MAC security of single-keyed EWCDM should
be a notably hard task and very likely require heavy mathematical tools like
Sum Capture Lemma as already used for single-keyed EDM. This motivates us to
design an another single-keyed, nonce-based MAC built from block ciphers (and
a hash function) with BBB security that can be proven by a simpler approach.

Our Contribution. Our contribution in this paper is fourfold which we outline
as follows:

e DWCDM: NEw NONCE-BASED MAC. We propose Decrypted Wegman-Carter
with Davies-Meyer, in short DWCDM, a nonce-based BBB secure MAC. The
design philosophy of DWCDM is inspired from the trick used in [24] while
proving the optimal security of EWCDM. Recall that, in [24], authors replace
the last block cipher call with its inverse so that the output of EWCDM can
be expressed as a sum of two independent PRPs. But the same trick does
not work at the time of using the same block cipher key in the construction.

5 For two variables, P,@ and A € GF(2") we call an equation of the form P @ Q = ),
a bi-variate affine equation
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This phenomenon triggers us to design a nonce based MAC, very similar
to EWCDM, in which instead of using the encryption algorithm in the last
block-cipher call, we use its decryption algorithm so that the output of the
construction can be expressed as a sum of two identical PRPs and hence the
name Decrypted Wegman-Carter with Davies-Meyer. The construction is
single-keyed in the sense that the same block cipher key is used for the two
cipher calls. Schematic diagram of DWCDM is shown in Fig.4.1 where the
last n/3 bits of the nonce N is zero, i.e. N = N*[0"/3. We would like to
mention here that one cannot use the full n-bit nonce in DWCDM as that
would end up with a birthday bound MAC attack which is described in sec-
tion 4.1. We show that DWCDM is secure up to 22*/3 MAC queries and 2"
verification queries against nonce-respecting adversaries. We also show that
DWCDM is secure up to 2/2 MAC queries and 2" verification queries in
the nonce-misuse setting, where the bound is tight. As a concrete example
of DWCDM, we present an instantiation of DWCDM with the AXU hash
function being realized via PolyHash [25]. We show that nPolyMAC achieves
227/3_bit MAC security in the nonce-respecting setting.

e EXTENDED MIRROR THEORY. Since, our study of interest is the MAC se-
curity of the construction, we require to analyze the number of solutions
of a system of affine bi-variate equations along with affine uni-variate and
bi-variate non-equations 7. Such a general treatment of analysing system of
affine equations with non-equations was only mentioned in [32] without giv-
ing any formal analysis. To the best of our knowledge, this is the first time
we analyse such a generic system of equations with non-equations, which we
regard to as extended mirror theory and our MAC security proofs of DWCDM
and 1K-DWCDM are crucially based on this new result.

o 1K-DWCDM: “PURE” SINGLE-KEYED VARIANT OF DWCDM. Moreover,
we exhibit a truly single-keyed nonce-based MAC construction, 1IK-DWCDM.
Under the condition that the length of the hash key is equal to the block
size as |Kp| = n, we can even derive the hash key as Kj, = Ex (0" 1[1),
which results in the construction 1K-DWCDM. We prove that 1K-DWCDM
is essentially as secure as DWCDM.

e POTENTIALITY OF ACHIEVING HIGHER SECURITY. Finally, we show how
one can boost the security for DWCDM type constructions using extended
generalized version of Mirror Theory.

PrOOF APPROACH. Our MAC security proof of DWCDM and 1K-DWCDM is
fundamentally relied on Patarin’s H-coefficient technique [29]. Similar to the
technique of [14,19], we cast the unforgeability game of MAC to an equivalent
indistinguishablity game, with some suitable choice of ideal world, that allows us
to apply the H-coefficient technique for bounding the distinguishing advantage
of the construction of our concern.

" For two variables, P,Q and A € GF(2") \ 0" we call P ® Q # ), an affine bi-variate
non-equation and P # A is an affine uni-variate non-equation.
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As mentioned earlier that one can express the output of DWCDM as a sum
of two identical permutations. Thus, ¢ many such evaluations of DWCDM gives
us a system of ¢ many affine bi-variate equations

Ex (V1) @ Ex(Th) = N1 @ H, (M)
Ex(N2) ® Ex(T2) = Ny @ Hg, (Ma)

EK(Nq) D EK(Tq) : Nq ® Hg,, (Mq)

Along with this, we also need to ensure that the verification attempt of the
adversary should fail (as a part of the good transcript), i.e. for a verification
query (N’, M’,T"), chosen by the adversary, we should always have

Ex' (Ex(N') @ N' @ Hy, (M')) # T'.

Hence, it tells us that we also need to incorporate affine non-equations along
with the system of bi-variate affine equations. This leads us to extend the mirror
theory technique (extension as in incorporating affine non-equations along with
affine bi-variate equations). We require the result of extended mirror theory while
lower bounding the real interpolation probability for a good transcript.

Remark 1. We would like to point out that a possible alternative approach is
to use the chi-square method, a recently discovered technique which has been
reported in [16, 7, 8] for upper bounding the statistical distance between the an-
swers of two interactive systems and is typically used to prove the information-
theoretic pseudorandomness of constructions. It is interesting to observe that in
some settings chi-square outperforms H-coefficient technique in terms of guar-
ranting security with quadratic improvement on the number of queries that
adversary can make [17]. However, it is difficult to apply this technique in our
construction. The reason behind this difficulty is the lack of sufficient entropy of
the conditional distribution when we condition on the hash key. The same holds
true for the analysis of EWCDM as well. In fact, this negative phenomenon mo-
tivates us to consider DWCDM so that we can represent the construction as a
sum of permutations and eventually apply extended mirror theory.

2 Preliminaries

SYMBOLS AND NOTATIONS. For a set X, X <X denotes that X is sampled
uniformly at random from X and independent to all random variables defined
so far. {0,1}™ denotes the set of all binary strings of length n. The set of all
functions from X to ) is denoted as Func(X, ) and the set of all permutations
over X is denoted as Perm(X’). Funcy denotes the set of all functions from X to
{0,1}"™ and Perm denotes the set of all permutations over {0, 1}™. We often write
Func instead of Funcy when the domain of the functions is understood from the
context. We write [¢] to refer to the set {1,...,q}.
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For any binary string x, |z| denotes the length i.e. the number of bits in x. For
x,y € {0,1}", we write z = z@®y to denote the modulo 2 addition of x and y. We
write 0 to denote the zero element of the field {0,1}" (i.e. 0™) and 1 to denote
0"~1||1. For integers 1 < b < a, we write (a), to denote a(a —1)...(a — b+ 1),
where (a)g = 1 by convention.

2.1 Security Definitions

PRF AND PRP AND SPRP. A keyed function with key space K, domain X
and range ) is a function F : £ x X — Y and we denote F(K, X) by Fx(X).
Similarly, a keyed permutation with key space K and domain X is a mapping
E: K x X — X such that for all key K € K, X — E(K,X) is a permutation
over X and we denote Ex (X) for E(K, X).

PRF. Given an oracle algorithm A with oracle access to a function from X to
Y, making at most ¢ queries, running time is at most ¢t and outputting a single
bit. We define prf-advantage of A against the family of keyed functions F as

AdviRF(A) := | Pr[K K : ATx = 1] — Pr[RF < Func(X, ) : ARF = 1]].

We say that F is (g,t,€) secure PRF, if Advg™ (q,t) := max AdviRT(A) <,
where the maximum is taken over all adversaries A that makes ¢ many queries

and running time is at most t.

PRP. Given an oracle algorithm A with oracle access to a permutation of X,
making at most ¢ queries, running time is at most ¢ and outputting a single bit.
We define prp-advantage of A against the family of keyed permutations E as

AdviRP(A) := | Pr[K «sK : ABX = 1] — Pr[[ < Perm(X) : A" = 1]].

We say that E is (¢,t,€) secure PRP, if Advi™ (q,t) := max AdvitP(A) <,

where the maximum is taken over all adversaries A that makes ¢ many queries
and running time is at most ¢.

SPRP. Given an oracle algorithm A with oracle access to a permutation and
its inverse over X, making at most ¢ queries to permutation and g~ queries to
inverse permutation, running time is at most ¢ and outputting a single bit. We
define sprp-advantage of A against the family of keyed permutations E as

AQvEPRP(A) i= | Pr[K s K : ABEK = 1] — Pr[l «=sPerm(X) : AT = 1]].

We say that E is (¢, ¢, €) secure SPRP, if AdvE ™ (¢, 1) := max Advi"RP(A) <,

where the maximum is taken over all adversaries A that makes ¢ many encryption
and decryption queries altogether and running time is at most t.

MACSs. Given four non-empty finite sets K, N, M and T, a nonce based keyed
function with key space K, nonce space N, message space M and range 7 is a
keyed function whose domain is N x M and range is 7 and we write F(K, N, M)
as Frx (N, M).
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Definition 1 (Nonce Based MAC). Let K,N, M and T be four non-empty
finite sets and F : K x N x M — T be a nonce based keyed function. For K € K,
let Verk be the verification oracle that takes as input (N, M, T) e N x M x T
and outputs 1 if Fx (N, M) = T, otherwise outputs 0. A (¢m,qv,t) adversary
against the MAC security of F is an adversary A with access to two oracles Fy
and Verg for K € IC such that it makes at most q,, many MAC queries to first
oracle and q, many verification queries to second oracle. We say that A forges
F if any of its queries to Verg returns 1. The advantage of A against the MAC
security of F is defined as

AdvAC(A) := Pr[K s K : AFEVes forges ],

where the probability is taken over the randomness of the underlying key and
the random coin of adversary A (if any). We assume that A does not make any
verification query (N, M,T) to Vergx if T is obtained in previous MAC query
with input (N, M) and it does not repeat any query. We call such an adversary
as “non-trivial” adversary. The adversary is said to be “nonce respecting” if it
does not repeat nonces in its queries to the MAC oracle 8.

REGULAR AND AXU Hasu FuncTioN. We will need the following definition
of regular, almost xor-universal (AXU) and 3-way regular property of a hash
function.

(1) His said to be an € regular hash function, if for any X € X and any Y € ),
Pr[Kp s Kp : Hk, (X)) =Y] <e. (1)

(2) H is said to be an e almost xor universal (AXU) hash function if for any
distinet X, X’ € X and for any Y € ),

Pr[K) s Kp : Hi, (X) @ Hy, (X)) = Y] < . (2)

(3) Hissaid to be an € 3-way regular hash function if for any distinct X1, X5, , X3 €
X and for any non-zero Y € Y,

PI‘[Kh <—$Kh : HKh(X1>EBHKh(X2)@HKh(X3):Y] <e. (3)

In the following, we state that PolyHash [25] is one of the examples of algebraic
hash function which is £/2" regular, AXU as well as 3-way regular hash function.

Proposition 1. Let Poly : {0,1}" x ({0,1}")* — {0,1}" be a hash function
defined as follows: For a fized key Ky € {0,1}"™ and for a fixred message M,
we first apply an injective padding such as 10* i.e., pad 1 followed by minimum
number of zeros so that the total number of bits in the padded message becomes

8 Similar to nonce respecting adversary, we say that an adversary is nonce misusing
if the adversary is not restricted to make queries to the MAC oracle with distinct
nonces.
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mutiple of n. Let the padded message be M* = M| Ms]| ... || M; where for each
i, |M;| = n. Then we define

Polyy, (M) =M, - Kp &M, -K; &...& M - K}, (4)

where  is the number of n-bit blocks. Then, Poly is £/2" regular, AXU and 3-way
reqular hash function, where £ denotes the mazimum number of message blocks
of size n-bits.

Proof. For any three distinct messages M, M" and M", Poly ¢, (M )@Poly ., (M')®
Poly, (M") @Y, where Y # 0, is a polynomial of Kj. Now, if the polynomial
Polyg, (M) @ Polyg, (M') @ Polyy, (M") reduces to a zero polynomial, which
is possible by certain choices of M, M’ and M" (e.g., M = M| My, M’ =
(M; & Ms)||M3 and M" = Msl|(M2 @ Ms)), then we have, e3 = 0. Otherwise,
Polyg, (M) @ Polyy, (M') © Polyy, (M") is a non-zero polynomial and hence we
have, e3 = £/2"™, where £ is the maximum number of message blocks among three
messages. Similarly, it is easy to see that Poly is a £/2" regular hash function as
the maximum number of roots for the polynomial Polys (M) @Y is £. More-
over, for any two distinct messages M and M’, Polyy, (M) @ Polyg, (M') @Y is
a non-trivial polynomial of K} with degree at most ¢, and hence the maximum
number of roots this can polynomial can have is £. Therefore, the AXU advan-
tage of Poly is ¢/2™. |

3 Patarin’s Mirror Theory

Mirror theory, as defined in [32] is the theory of evaluating the number of solu-
tions of affine system of equalities and non-equalities in a finite group. Patarin,
who coined this theory, has given a lower bound on the number of solutions of
a finite system of affine bi-variate equations using an inductive proof when the
variables in the equations are wor samples [30]. The proof is tractable upto the
order of 22*/3 security bound, but the proof becomes highly complex and too
difficult to verify in the case of deriving the optimal security bound. In specific,
once the first-order recursion is considered, one needs to consider a second-order
recursion, and so on, until the n-th recursion. For the i-th order recursion, there
are O(2) many cases and Patarin’s proof only addresses the first (and perhaps
the second) order recursion by a tedious analysis, but the cases of the higher-
order ones are quite different, and it’s not at all clear how to bridge the gap,
given an exponential number of cases that one has to consider. Moreover, to
the best of our knowledge, the proof did not consider any affine non-equation as
well.

In this section we extend the Mirror theory in the context of our MAC
security to incorporate the affine non-equations (that includes uni-variate and
bi-variate non-equations) along with a system of affine bi-variate equations. In
the following, we prove that when the number of affine bi-variate equations is
q < 227/3 and the number of non-equations is v < 2" (v is the total number
of affine uni-variate and bi-variate non equations), then the number of solutions
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becomes at least (2")3,/2/2™?. For the sake of presentation and interoperability
with the results in the remainder of the paper, we use different parameterization
and naming convention.

3.1 General Setting of Mirror Theory

Given a bi-variate affine equation P @& Q = ), the associated linear equation of
this affine equation is P & @ = 0. Now, given A1,...,A\; € GF(2") \ 0 which we
write as A = (A1,..., ), let us consider a system of ¢ many bi-variate affine
equations over GF(2"):

EN=A{Pn, ® P, =M\, Phy © Pty = Ao, ..., Py, @ P, = Mg}

Given a function ¢ : {ni,t1,...,ng, tq;} — Z, called index mapping function, we
associate another system of bi-variate affine equations:

Eng = {Pon1) © Po(tr) = A1, Po(na) © Pts) = A2s -5 Po(ng) ® Py(r,) = Agt-

Let o denotes the cardinality of the image set of ¢. Then, £ 4 is a system of
bi-variate affine equations over « variables. In our paper, a specific choice of 7
would be {0, 1}".

Example. Consider a system of equations:
{PLO Py =X, PL® P3 =)o, P, © Py = \3}.

Then, the index mapping function for the above system of equations is ¢(n1) =
1,0(t1) = 2,0(n2) = 1,¢(t2) = 3,90(n3) = 2,6(t3) = 4. For this system of
equations o = 4.

EQUATION-DEPENDENT GRAPH. For index mapping function ¢ : {n1,t1,...,ng, ¢t} —
T, we associate a undirected graph G, = ([¢],S) where {i,j} € S if

{o(ni), o(t:)} N {d(n;), o(t;)} [ =1

orif i = j and ¢(n;) = ¢(t;). We call such an edge a self-loop. In other words, we
introduce an edge between two equations (node represents the equation number)
in the equation-dependent graph if the corresponding equations have at least one
common unknown variable. Note that the set {¢(n;), #(¢;)} can be a multi-set.

For a subset {i1,...,i.} C [q], let
{Ps(ni) @ Potti,) =0, Po(niy) © Potiy) =05+, Poni,) © Poe,) = 0}

be the sub-system of associated linear equations. We say this sub-system of
associated linear equations is linearly dependent if {i1, ..., 1.} is the minimal set
and all variables P,, which appeared in the above sub-system, appears exactly
twice. Depending on the value of ¢ (for the minimal linearly dependent sub-
system), we have the following three cases;
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(i) ¢ = 1: SELF-LOOP. If there exists 7 such that ¢(n;) = ¢(¢;).
(ii) ¢ = 2: PARALLEL-EDGE. If there exists 7 # j such that either:

(a) ¢(ni) = ¢(n;) and @(t;) = ¢(t;) or (b) p(ni) = é(t;) and 4(t;) = d(n;).

(iii) ¢ > 3: ALTERNATING-CYCLE. If there exists distinct 41,42, ...,%. such that
for every j € [c] either

- QS(TL“) € {¢(nij+1)7¢(ti_7’+l)} and ¢(t17) € {¢(ni]‘—1)v¢(tij—1)} or
- ¢(tij) € {¢(ni]‘+1)7¢(tij+l)} and ¢(nz]) € {¢(n’l’j—1)7¢(tijfl)}'

When ¢ = 1, ¢ — 1 is considered as ¢ and when 7 = ¢, ¢ + 1 is considered as
1. We say that ¢ is dependent if any one of the above condition holds. Other-
wise, we call it independent. Given an independent ¢, the graph G¢ becomes a
simple graph and £ 4 becomes linearly independent. In this case, the number
of variables present in a connected component C' = {i1,...,i.} of G4 (i.e., the
size of the set {¢p(ns,), ¢(tiy), ..., d(ni, ), d(t;,)}) is exactly ¢ + 1. We call the
set {d(niy), (tiy)s- .., d(ni, ), d(ti.)} a block. The block mazimality, denoted by
Emax, of an independent ¢ is defined as (jhax+1 where (nax is the size of the max-
imum connected components of G, (Note that, a block with p many elements
introduces p — 1 many affine equations.).

Example. Suppose, £ = {(1) PL® P = \,(2) PL® P3s = X2, (3) P ® Py =
A3, (4) Ps®Ps = Ay}, then we have two blocks {1, 2,3,4} and {5, 6} and &pax = 4.
Observe that, we also have two connected components {1,2,3} and {4} and the
size of the maximum connected component (,.x = 3 as depicted in Fig. 3.1 and
gmax = Cmax +1=4

1 1@

Fig. 3.1. Equation dependent graph G[€] comprised of two components; largest com-
ponent size is 3.

3.2 Extended Mirror Theory

In this section, we introduce the extended Mirror theory technique by incor-
porating two types of non-equations with a finite number of bi-variate affine
equations. We consider (i) uni-variate affine non-equation of the form X; # ¢
and (ii) bi-variate affine non-equation of the form X; @ Y; # ¢, where ¢ is a
non-zero constant. In particular, we lower bound the number of solutions of a
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finite number of affine equations ® and uni(bi-) variate affine non-equations. To
begin with, let us investigate what happens when we introduce a single uni(bi-)
variate affine non-equation with a finite number of affine equations.

Let £~ be a system of ¢ many affine equations of the form
ET={Py, ®P, =Ai,...., Py, ® P, =N} (5)

Let ¢ be an index mapping function that maps from {ni,t1,...,n4,t,} — Z.
Let A= = (A1, Ag,..., ), where each \; € GF(2")\ 0. Now, for an independent
choice of ¢, £ is a linearly independent set of ¢ many affine equations. Let £ #
be a system of r many bi-variate affine non-equations and v —r many uni-variate
affine non-equations of the form

= Py ®Py,, #XNyoo o Payy @ P, # N}
U APy # Ngts - - 3 P # ALY

We denote Az = (M}, A,...,AL), where each X, € GF(2")\ 0, and A’ =
(A1, A2, ..., Ag, AL AS, .., X)), Now, for the system of affine equations and non-
equations £ := £= U E7, we consider the index mapping function

/.
gb : {nl,tl,. .. ,nq,tq,nq+1,tq+1, . ’nq+1),tq+1)} — 7.

Moreover, we denote ¢ := ¢iq to be the index mapping function that maps
{n1,t1, ... ,ng, tgy = Z and A= := A5 to be (A1, A, ..., Ag).

CHARACTERIZING GOOD (¢, A’). We say that a pair (¢, A’) is good if

- (C1) ¢ is independent and for all 2 # y, Py,) = Pg(y) cannot be generated
from the system of equations £ _.

- (C2) for all j € [v] and 41, ...,i. € [q], ¢ > 0, such that {i1,... 5., q+ j} is
dependent system then \;; @ --- & X\;, & /\;. #0.

In words, a good (¢’, A’) says that: (i) the system of equation £ o_ is linearly
independent system of equations and one cannot generate an equation of the
form Py, = Py(y) by linearly combining the equation of £ z_. Moreover, (i)
by linearly combining the equation of £4 A_, one cannot generate an equation of

the form P, ® P, = A,y such that P, ® P, # )\, , already exist in 5;;,/\“

Summarizing above, we state and prove the following main theorem, which we
call as Extended Mirror Theorem for &max = 3. For the notational simplicity we
assume the index set 7 = [a].

9 when we consider affine equation, we actually refer to the bi-variate affine equation.
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Theorem 1. Let (E-UE7, ¢/, A') be a system of ¢ many affine equations and v
many uni(bi-) variate affine non-equations associated with index mapping func-
tion ¢ over GF(2™) which are of the form

(@) Pp(ns) © Py = Ai(#0), Vi € [q]
(0) Py(ny) © P,y # Nj(#0), Vi € [g+1,q+7]
(€)Pyn,y # N (#0), Vj € lg+r+1,q+1]

over the set of a many unknown variables P = {Py,..., Py} such that P, may
be equals to some Py,,y or Py, where a € {é(n;),¢(t;)},j € [¢+ 1,9+ v].
Now, if

- (i) (¢',A) is good and
- (7’7’) fmax - 3

then the number of solutions for P, denoted by h% such that P; # P; for all
distinct i,5 € {1,...,a} is

(2") 24 5¢3 v

AN OVERVIEW OF THE PROOF. We prove the result by induction on the number
of blocks. Let us assume that we have exactly v many blocks with total number
of equations 2u and total number of variables 3u. Let us also assume that we
have ws, many uni-variate and bi-variate affine non equations and hg, be the
total number of solutions of such a system of affine equations and non-equations.
Now, we introduce one more block that adds two new equations and three new
variables with the existing set of equations and variables. We also consider an
affine bi-variate non-equation such that one of its variables comes from the ex-
isting 3u many variables and the other one comes from the newly introduced
three variables. Moreover, we also consider an affine uni-variate non-equation
such that the variable comes from the newly introduced three variables. Given
we have hg, many solutions, we calculate the number of solutions for the newly
introduced affine equations and non-equations such that the solution does not
end up with any inconsistencies.

"".m

[N
3
_Q

Proof. As mentioned, our proof is an inductive proof based on the number of
blocks u. Our first observation is that as (¢', A’) is good, ¢ is independent and
thus &nax = Cmax + 1 and hence, the maximum number of variables P; that can
reside in the same block is 3. For the simplicity of the proof, assume that we
have exactly 3 variables at each blocks. Now, it is easy to see that Eqn. (6) holds
when u = 1.

As the next step of the proof, let hs, be the solutions for first 2u many affine
equations, which we denote as £5,. Now as soon as we add the (u + 1)** block,
we consider the following bi-variate affine equations

Pyyp1 ® P3uto = Aout1, Paut1 @ Paugs = Aoug2
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and those bi-variate affine non-equations which are of the form
P,, & Ps, # X, where 0; € {1,...,3u+3},8; € {3u+1,3u + 2,3u + 3},
and also those uni-variate affine non-equations of the form

Ps, # N/, where §; € {3u+1,3u + 2,3u+ 3}.

7

Let v/ and v” be the number of such bi-variate and uni-variate affine non-
equations. Now, note that each such bi-variate affine non-equation of the form
P, & Ps;, # X, where 0, € {1,...,3u+ 3},6; € {3u+ 1,3u + 2,3u + 3}
can be written as Ps,11 # Py, @ A, where o; € {1,...,3u + 3} and A\ €
{N, AL® Aayt1, AL @ Aayto}. Moreover, each such uni-variate affine non-equation
of the form Ps, # A/ where §; € {3u + 1,3u + 2,3u + 3} can be written as
P3u+1 # )\;(*, where )\:* € {)\;/, )\;I D )\2u+1; )\;/ D )\2u+2}~

Now hgy,43 counts for the number of solutions to { Py, . . ., Psu, Psu+1, Psu+2, P3u+ts}
such that

- {P1,..., P3,} is a valid solution of £3,,.

- Pyyut1 @ Pyt = Aout1, Paut1 @ Payts = Aayyo.

- Py & {Pr,..., P3u, Py @ Aougts -, Pou @ Aous1, P @ Aoygoy oo, P3y @
)\2u+2}-

- P3u+1 ¢{P01®AT7"'7PUUI@)\;/}'
Py & DAL

Let Vi = {P1,...,P5,},Va = {P1 & Aaut1,.--s Pau @ Xougr}, V3 = {P1 &
)\2u+2; .. -7P3UEB)\2u+2}7 V4 = {PUIEBAL .. -7P0'U/EB/\Z/} and Vv5 == {)\’1(*, .. 7)‘27(’ .

Note that, |V;| = 3u,i =1,2,3 and |V4| = v/, |V5| = v”. Therefore, we can write

hsuts = h3u(2" — [VIUV2U V3 U VLU Vs|) > hsu(2" — V1| — [Va| = [V3] — [Va| — [V5])
> h3u (2" — 9u —v" —0").

By applying repeated induction, we obtain

hs

29
2

> (2”—9(3—1)—v'—v”)h3(g_1) >, > H (2" —9u —v" — ")



Encrypt or Decrypt? To Make a Single-Key BBB Secure Nonce-Based MAC 15

for which we have,

h%q 2md S q/12_[1 22n(2n — Oy — — U”)
(2")se ~ L4 (2" —3u)(2" —3u—1)(2" - 3u—2)
q/2-1

v

H 22n(2n — 9y — ”U/ _ ’U//)
231 — (Qu + 3)22" + (27uZ + 18u + 2)27

u=

—

q/2-1 2 ’ "
3 27u+18u+2 v +w
> 1+ - -
2] 21 27u?  u? W+ vz 36u? v 40"
S o2 > 12
- ul;[() 22n 22n on — ul;[() 22n on
q/2-1 2 q/2-1 , " 3
36u v+ B 5q v
O L G =
u=0 u=0
where [1] follows from the assumptions u < 2" /9, [2] follows as g%j > (1%753) —%
q/2-1
and [3] follows as Y (v +v") <w. O
u=0

4 DWCDM and Its Security Result

In this section, we discuss our proposed construction DWCDM and state its
security in nonce respecting and nonce misuse setting. Let us recall the DWCDM
construction:

DWCDMI[E,E™* H(N, M) := Ex'(Ex(N) & N @ Hg, (M))

where N = N*HO”/P’. Ex is a n-bit block cipher and Hg, is an e; regular,
€2 AXU and €3 3-way regular n-bit keyed hash function. A schematic diagram
of DWCDM is shown in Fig.4.1. Note that, DWCDM is structurally similar to
EWCDM, but unlike EWCDM, our construction uses the same block cipher key
and the last block cipher call of EWCDM is replaced by its decryption function.
Moreover, DWCDM cannot exploit the full nonce space like EWCDM, otherwise
its beyond birthday security will be compromised as explained below.

4.1 Why DWCDM Cannot Accommodate Full n-bit Nonce

As mentioned above, for DWCDM we need to reduce the nonce space to 2n/3-
bits. If it uses the full nonce space then using a nonce respecting adversary A

who set the tags as nonce repeatedly, can mount a birthday bound forging attack
on DWCDM as follows:

Suppose, an adversary starts with query (N, M) and then makes a chain of
queries of the form (7;_1, M) where (T;_1, M) is the i-th query and T;_; is the
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M

N/

8]

A

Ex' T

Fig. 4.1. Decrypted Wegman-Carter with Davies-Meyer Construction.

response of the previous (i — 1)-th query, until the first time collision occurs
(i.e. a responce matches with one of the previous responses). If the adversary
makes upto ¢ ~ 2"/2 queries, it gets a collision T} = T; with high probability.
Interestingly, if ( — i) ' is even (which holds with probability 1/2), then

Ty =T iff (T; + Tipa + -+ Tj1 = 0).
Now, this property can be easily used A to predict T; = T if it finds T; + T;11 +

-+ +Tj_1 = 0 for some 7, j such that (j — ¢) is even. Thus, A can mount the
following forging attack as shown in Figure 4.2.

MAC Adversary A

Take any arbitrary N and M; set Tp < N.
for (j=1j<qj++)
Tj — DWCDM(ijl,M)
for(i=3j—-1;,i>0;i=i—2)
if(Ti +---+ 1) =0)
forge(T;, M, T;).

ANl ol

Fig. 4.2. Birthday bound MAC attack against DWCDM if full nonce space is used.

However, if we restrict the nonce space to 2n/3 bits, then this attack doesn’t
work because now using the tag as a valid nonce is a probabilistic event. Prob-
ability that a tag is a valid nonce is 27"/3. This restricts the adversary from
forming a chain as used in the attack. In fact, if adversary makes 22"/3 many
MAC queries then the expected number of tags whose last n/3 bits are all zeros
is 27/3. Now, if adversary uses these 2"/3 tags as the nonces, then the expected
number of tags whose last n/3 bits are zeros is 1 and then adversary cannot

1 . .
9 we assume 7 >0
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proceed further. This phenomenon effectively invalidates the above attack to
happen.

4.2 Nonce Respecting Security of DWCDM

In this section, we state that DWCDM is secure up to 2%/ MAC queries and
2™ verification queries against nonce respecting adversaries. Formally, the fol-
lowing result bounds the MAC advantage of DWCDM against nonce respecting
adversaries.

Theorem 2. Let M, K and Ky be finite and non-empty sets. Let E : K X
{0,1}™ — {0,1}" be a block cipher and H : I, x M — {0,1}" be an €1 regular,
€2 AXU and e3 3-way regular and hash function. Then, the MAC advantage for
any (qm,qu,t) nonce respecting adversary against DWCDMIE, E~1 H] is given

by,

2 2
MAC SPRP q Im€2
Advpweomie,e-1 1) (@ms Go,t) < AAVE T (g + qu, t') + 227773 + gmer + 2;’;3
q gm +4q 5q3
+ max{qyé€1, 2qy€2, 2q, €3, 2221/3} + ( mzn v) n 271::’

where t' = O(t+ (¢m + qv)tu), ta be the time for computing the hash function.
By assuming €1, €2, €3 ~ 27" and ¢, < 22*/3, DWCDM is secured up to roughly
Gm = 22"/3 MAC queries and q, ~ 2" verification queries.

4.3 Nonce Misuse Security of DWCDM

Similar to EWCDM [14], one can prove that DWCDMI[E, E™*, H] is birthday bound
secure MAC against nonce misuse adversaries. In particular, DWCDM is secure
up to 2"/2 MAC queries and 2" verification queries against nonce misuse adver-
saries and that the security bound is essentially tight. More formally, we have
the following MAC security result of DWCDM in nonce misuse setting.

Theorem 3. Let M, K and K}, be finite and non-empty sets, E : K x {0,1}" —
{0,1}™ be a block cipher and H : ICp, x M — {0, 1}" be an e; regular and ea AXU
hash function. Then, the MAC security of DWCDMI[E,E~!, H] in nonce misuse
setting is given by

MAC SPRP N gy, (gm + @)
Advpwepm(gm, @, t) < Adve ™ (gm + v, ') + g2+ on Tdmert o,

where t' = O(t + q(qm + @v)tm), ty be the time for computing hash function.

By assuming e; ~ 2~ and €5 ~ 2~", DWCDM is secure up to roughly ¢,, ~ 2"/2
MAC queries and ¢, ~ 2™ verification queries. For completeness of the paper,
we present the proof of Theorem 3 in Appendix A.
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Tightness of the Bound

We show that the above bound of DWCDM is tight by demonstrating a forging
attack which shows thats roughly 2"/2 MAC queries are enough to break the
MAC security of DWCDM when an adversary is allowed to repeat nonce only
for once. The attack is as follows:

1. Adversary A makes ¢ many MAC queries (IV;, M;) with distinct nonces where
a collision in the response, i.e. T; = T} for some 7 < j occurs.

2. Make a MAC query (N;, M;). Let T,11 be the response.

3. Forge with (N“ Mj,Tq+1).

As N(Tg41) = M(N;) @ N; @ Hi,, (M), (Ni, M, Ty41) is a valid forgery. If we
make ¢ = 2™/2 many queries, with very high probability, we will get a collision in
step 1, and mount the attack. Note that, the attack does not exploit any specific
properties of the hash function and a single time repitition of nonce makes the
construction vulnerable above birthday bound security.

4.4 nPolyMAC: An Instantiation of DWCDM

In this section, we propose nPolyMAC, an algebraic hash function based instan-
tiation of DWCDM, as defined in Eqn. (4), as the underlying hash function of
DWCDM construction.

PolyHash [25] is one of the popular examples of algebraic hash function. For
a hash key K} and a for a fixed message M, first we pad the message M with
10* such that the number of bits in it becomes multiple of n. Let the padded
message be M* = M;||Ms]| .. .|| M; where for each i, |M;| = n. Then we define

Polyy, (M) =M, - K& M_1 Ki &...® M - K},

where [ is the number of n-bit blocks.

It has already been shown in Proposition 1 that Poly is ¢/2™ 3-way and 1-way
regular hash function. Moreover, the AXU advantage of Poly is £/2™. Following
these results, we show in the following that nPolyMAC[Poly, E, E_l] is secure up
to 227/3 MAC and 2" verification queries against nonce respecting adversaries.

Theorem 4. Let K,y and M be three non-empty finite sets. Let E : I X
{0,1}™ — {0,1}™ be a block cipher. Then, the MAC security of nPolyMAC in
nonce respeting setting is given by

11g,,¢  3q.¢
22n/3 on

AanMPéI(yJMAC(qm’ G, t) < AdVE"™ (g + o, t') +
where t' = O(t+ (¢gm+qu)l), £ be the mazimum number of message blocks among
all g queries.

The proof of the theorem directly follows from Proposition 1 and Theorem 2
with the assumption g,, < 22"/3.
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5 Proof of Theorem 2

In this section, we prove Theorem 2. We would like to note that we will often refer
to the construction DWCDMIE, E-!, H] as simply DWCDM where the underlying
primitives are assumed to be understood.

As the first step of the proof, we replace Ex and EI_(1 with an n-bit uniform ran-
dom permutation M and its inverse M~! respectively both in the MAC and veri-
fication oracle of DWCDM and denote the construction as DWCDM*[M, M~ H].
This conversion will add a term AdvE'RY (¢, + o, t') where t' = O(t + (gm +
@v)tm) and hence one simply has

Advseom(@m, @o,t) < AAVETRF (g + o, t') + AdViwcom- (Gms @ost) - (7)
6*

Now, our goal is to upper bound &*. For doing this, we consider TG[[, M~ Hx, ]
be the tag generation and VF[I, MM~1, Hg, ] be the verification oracle of DWCDM*
construction. We also consider that Rand be a perfect random oracle that on
input (N, M) € {0,1}" x M, returns T, sampled uniformly at random from
{0,1}"™, whereas Rej be an oracle with inputs (N, M, T), returns always L (i.e.
rejects). Now, due to [14, 19] we write

§* = max Pr[DTOI e, VFNN™ e ] — 1] pr{pRandRei — 1),

where the maximum is taken over all non-trivial distinguishers D. This formula-
tion allows us to apply the H-Coefficient Technique [29], as we explain in more
detail below, to prove

(gm + @) | 5G3,
on T gen-

(3)
H-COEFFICIENT TECHNIQUE. From now on, we fix a non-trivial distinguisher D
that interacts with either (1) the real oracle (TG[M, N7, Hg, ], VF[I, N1 Hg, ])
for a random permutation [, its inverse M~! and a random hashing key K} or
(2) the ideal oracle (Rand,Rej) making at most ¢, queries to its left (MAC)
oracle and at most ¢, queries to its right (verification) oracle, and outputting a
single bit. We let

5 < 2am 24
S Sang3 TImE T oo /3

2 1 max{quer, 2qu€a, 2ques, H+

22n/3

Adv(D) = Pr[DTG[n,n“,HKh],VF[n,rrl,HKh] =1 - Pr[DRand,Rej =1).

We assume that D is computationally unbounded and hence wlog deterministic
and that it never repeats a query. Let

T o= {(N1, My, Ty), (No, Mo, Ty), ..., Ny, My, T, )}

qm? qm>

be the list of MAC queries of D and its corresponding responses. Note that, as
D is nonce respecting, there cannot be any repetition of triplet in 7,,,. Let also

Ty = { (N}, My, T}, b)), (Ng, M3, Ty, by), ..., (Ng , M, , T, b, )}

Q’qU
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be the list of verification queries of D and its corresponding responses, where
for all j, b; € {T, L} denotes the accept (b; = T) or reject (b; = L). The
pair (7,,, T,) constitutes the query transcript of the attack. For convenience, we
slightly modify the experiment where we reveal to the distinguisher (after it
made all its queries and obtains corresponding responses but before it output its
decision) the hashing key K}, if we are in the real world, or a uniformly random
dummy key K, if we are in the ideal world. All in all, the transcript of the attack
is 7 = (T, T, Kp) where 7,,, and 7, is the tuple of MAC and verification queries
respectively. We will often simply name a tuple (N, M,T) € 7, a MAC query,
and a tuple (N', M',T",b) € 7, a verification query.

A transcript 7 is said to be an attainable (with respect to D) transcript if the
probability to realize this transcript in ideal world is non-zero. For an attainable
transcript 7 = (7o, Ty, Kp), any verification query (N}, M!,T!,b.) € 7, is such
that b = L. We denote © to be the set of all attainable transcripts and X,
and Xiq denotes the probability distribution of transcript 7 induced by the real
world and ideal world respectively. In the following we state the main lemma of
the H-coefficient technique (see e.g. [12] for the proof).

Lemma 1. Let D be a fized deterministic distinguisher and © = O4 Ll Oy, (dis-
joint union) be some partition of the set of all attainable transcripts. Suppose
there exists €ratio > 0 such that for any 7 € O,

Pr[Xie = 7]

—>1- ratios
PriXyg=r = ™

and there exists enaq > 0 such that Pr[Xiq € O] < €paa. Then, Adv(D) <
€ratio + €bad -

The remaining of the proof of Theorem 2 is structured as follows: in section 5.1
we define the transcript graph; in section. 5.2 we define bad transcripts and
upper bound their probability in the ideal world; in section 5.3, we analyze good
transcripts and prove that they are almost as likely in the real and the ideal
world. Theorem 2 follows easily by combining Lemma 1, Eqn. (7) and (8) above,
and Lemmas 3 and 4 proven below.

5.1 Transcript Graph
Given a transcript 7 = (7, 7o, K3), we define the following two types of graphs:
(a) MAC Graph and (b) Verification Graph.

MAC GRAPH. Given a transcript 7 = (7i,, Tv, K1), we define the MAC graph,
denoted as G% as follows:

G% = ([gm], E™) where E™ = {(i,J) € [gm] X [gm] : Ns = T;VN; =T, VT; = Tj}.

=

For the sake of convenience, we denote the edge (i,j) as a dotted line when
T; = Tj, else we denote it as a continuous line. Thus, the edge set of G} consists
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(a) (0) (©

Fig. 5.1. Different types of edges of MAC and Verification Graphs. (a) : N; = T;/T; =
Nj, (b) Ty = jjj7 (C) ' N; = Nj.

of two different types of edges as depicted in Fig. 5.1 (a) and (b). Note that, for
a MAC graph we cannot have edges of type (c).

Given such a MAC graph, we can partition the set of vertices in the following
way: if vertex ¢ and j are connected by an edge then they belong to the same
partition. Each partition is called a component of the graph and the number of
vertices in the component is called its size, which we denote as (.

VERIFICATION GRAPH. Given a MAC graph G2, we define Verification graph,
denoted as G, by extending G% with adding one more vertex and at most
two edges for incorporating a verification query as follows: For convenience, we
reorder the set of MAC queries and verification queries so that all verification
queries appears after all MAC queries. Therefore, after such a reordering, j-
th verification query becomes (g, + j)-th verification query. Let (g, + j)-th
verification query be (Ng .., Mg .. Ty o :.by ;) € 7, and G be the MAC
graph corresponding to 7 = (T, 7y, Kp). Then we define GY = ([gm] U {gm +

J}, EY) where E" is defined as follows:

EY = E"U{(gm+J,7), (gm+J,s) : 7 # s € [¢m] such that either of (1)-(4) holds}.

(1) Némﬂ' =N A Témﬂ' =N
(2) Néerj =N, A Tz;m+j =T,
(3) N(;’NL+j = T,r /\ Té?n +J = NS
(4) Ngyy =T ATy =T

Definition 2 (Valid Cycle). A cycle C = (i1,42,...,ip) of length p in the
MAC graph G™ is said to be valid if the imposed equality pattern of (N,T),
generated out of C', derives

0= <N,» @ Hg, (Mi)>

ieC
equation from the given system of equations.

Similar to the definition of valid cycle of MAC graph, one can define the valid
cycle for the Verification graph also. Note that, the definition of valid cycle in
MAC graph or verification graph actually resembles to the alternating cycle as
stated in section. 3.1. Now, we make an important observations about the MAC
queries (in ideal oracle) as follows:
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Lemma 2. For two MAC queries i, j, we have

(a) ifi < j, Pr[T) = Ny = 2%; (b) if i > j, Pr[T; = N =

on/3°

Proof. Proof of the first result holds due to the randomness of 7}, i.e a randomly
sampled value Tj is equal to a fixed nonce value IN; holds with probability 27".
For the later one, condition ¢ > j ensures that one can set the nonce value N; to
a previously sampled tag value T;. But this would be valid only when the last
n/3 bits of T are all zero, probability of which is 277/3. a

5.2 Definition and Probability of Bad Transcripts

In this section, we define and bound the probability of bad transcript in ideal
world. But, before that we first briefly justify the reason about our identified
bad events and there after we define the bad transcript accordingly.

Let 7 = (7, 7w, Ki) be an attainable transcript. Then, for all MAC queries
(N;, M;, T;) in real oracle, we have

Moreover, for all verification queries (N, M., T.,b,) in real oracle, we have
a€{l,...,q},N(Ny) & N(T,) # N, & H, (Mp).

We refer to the system of equations as “MAC Equations” which involve only the
MAC queries. Similarly, we refer to the system of non-equations as “Verification
non-equations” which involve only the verification queries.

Therefore, from a given attainable transcript 7, one can write exactly g,
many affine equations and ¢, many non-equations. Now, as one needs to lower
bound the number of solutions of this system of equations and non-equations (for
analyzing the real interpolation probability), it essentially leads us to the model
of extended Mirror theory where the equivalence of two set up is established as
follows:

¢'(ni) = Ny, ¢'(ti) =T, Ni = Ni @ Hg, (M), i € {1,...,qm}
¢ (ng) =N, ¢'(ta) =T., X, =N, ®Hg, (M), ac{l,...,q}
Recall that, (¢, A’) where A’ = (A\q,..., A 1r---> Ay, ), was characterized to

» 7 m>

be bad if either of the following holds:

(i) d(ni) = o(t).
(i) - ¢(ni) = ¢(ny) and o(t;) = P(t;)
- ¢(n;) = ¢(t;) and @(t;) = ¢p(n;) for i # j € [gm]-

(79t) there is an alternating cycle.
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(iv) for all j € [gy] and iy,...,i. € [gm], ¢ > 0, such that {i1,...,ic,qm + j} is
dependent system then \;; @ --- ® \;, ® /\;. =0.

where ¢ = (;% -’ Therefore, with the help of equivalence of two set up as estab-
lished above, we justify our identified bad events:

- (@) =N =T,

- (i) = existence of a valid cycle in the MAC graph G=.

- (ZZ’L) = NZEBHKh(MZ) = Nj@HK}l(Mj),TIL = Tj or N; = T]yNz@HKh(Mz) =
N; & Hg,, (M;) such that i # j € [gn,].

Moreover, recall that while considering the non-equation then we considered
that any of ¢, non-equations can be determined from a subset of g, many affine
equations with their correponding sum of A constant becomes zero, which is to
say that

- the verification graph GY contains any valid cycle.

Summarizing above, we now define the bad transcript.

Definition 3. A transcript T = (T, 7o, K1) is said to be bad if the associated
MAC graph G% and the Verification graph G satisfies the either of the following
properties:

- BO: 3i € [gmm] such that T; = 0.

- B1l: G% has a component of size 3 or more.

- B2: G% contains a valid cycle of any arbitrary length that also includes the
self loop (that implicitly takes care of the condition N; = T;).

- B3: GY contains a valid cycle of any arbitrary length that involves the veri-
fication query.

Moreover, T is also said to be bad if

- B4:4di #] € [qm] such that Nl D HKh(Mz) = Nj D HKh(Mj),T’Z‘ = Tj.
-B5:di#£j € [qm] such that N; = Tj, i D HKh(Mz) = Nj &) HKh,(Mj)'
- B6: i € [¢,n] such that Hg, (M;) = N;.

Condition Bl actually imposes a restriction on the block maximality as we
do not allow to have a larger component size for a good transcript. Condi-
tion B6 ensures that for a good transcript, all the elements of the tuple (N1 @
Hi, (M), ..., Ny, ©Hk,(M,,)) are non-zero. Note that, if we do not consider
the condition B6, then for a good attainable transcript the real interpolation
probability would become zero.

We denote @, C O be the set of all attainable bad transcripts and the event B

denotes B := BOV B1 Vv B2V B3V B4V B5V B6, We bound the probability of
event B in ideal world as follows:

Lemma 3. Let Xiq and Oy be defined as above. If ¢, < 2°"/3 and q, < 27,
then

2qm | Gm 2qm €2
+7+Q7n€1+ 2n/3

Pr[Xiq € Op] < €pag = 52073 T on
Proof of this lemma is deferred to section 5.4.

QWL } .

+max {Q'U€17 QQ’U€27 2Q’U€37 22”/3
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5.3 Analysis of Good Transcripts

In this section, we show that for a good transcript 7, realizing 7 is almost as
likely in the real world as in the ideal world. Formally, we prove the following
lemma.

Lemma 4. Let 7 = (T, 7o, K1) be a good transcript. Then

pre(T) Pr[Xre = T} 5Q§n Qv
= > (1- ratio) — 1———-—.
pid('r) PI‘[Xid = T} - ( Crat ) 22n A

Proof. Consider the good transcript 7 = (74, 7o, Kp). Since in the ideal world
the MAC oracle is perfectly random and the verification always rejects, one

simply has
1 1

Pid ‘= PI‘[Xid = T} = — Py (9)
[KCn| 2mm

We must now lower bound the probability of getting 7 in real world. We say
that a permutation [1is compatible with 7, if

Vi € [qm], I'I(NZ) D I'I(TZ) =N;® HKh, (Ml)
—_———
s
and we say that it is compatible with 7, if
Va € [g,], (N;) ® N(T,) # N, @ Hg, (M) .
—_————
AL

We simply say that I1is compatible with 7 if it is compatible with 7,,, and 7,. We
denote Comp(7) the set of permutations that are compatible with 7. Therefore,

Pre(T) = ﬁ - Pr[M <= Perm : M € Comp(7)]

= T 1 PI‘[H(Nl) S rl(Tl) = /\MVZ S [Qm]a I_I(Nzlz) S n(Tz;) 7é )\;,Va € [QUH

Pmo

LOWER BOUNDING P,,,: Observe that lower bounding P,,,, implies lower bound-
ing the probability of the number of solutions to the following system of g,, many
equations and ¢, many non-equations:

N(N) & N(T1) =\ N(N7) © N(TT) # A
) = :FI(NQ) & M(Ty) = X2 €)= .FI(NQ) @ N(Ty) # N,

M(Ng,,) & N(T5,,) = Aq NNy, ) @ N(Ty ) = Af,

m

Let us assume the distinct number of random variables in the above set of
equations is a. As the transcript 7 is good, we have the following properties:
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- (4) all \; values are non-zero (otherwise condition B6 is satisfied).
- () (¢, A) is good.
- (47i) Finally, block maximality &max is 3.

Above properties enable us directly to apply Theorem 1 to lower bound P,,, as
follows:

1 5y, Qv
Pop > —— (1 — 2m v 10
INGm ( 22n 2n) ( )
Therefore, from Eqn. (10), we have
> L L Bm (11)
Pre — |’Ch‘ INgm 22n on
Finally, taking the ratio of Eqn. (11) to Eqn. (9), the result follows. O

5.4 Proof of Lemma 3

In order to bound Pr[Xiq € ©}], it is enough to bound Pr[B]. Therefore, we write

PrB]< Y Pr[Bv]+Pr[B2 | BI] + Pr[B3 | BOABIAB2] (12)
ve{0,1,4,5,6}

In the following, we bound the probabilities of all the bad events individually.

Bounding B0. Event BO occurs if there exists a MAC query whose response
is all zero. For a fixed MAC query, the probability of this event in ideal world
is 27" as the responses are sampled uniformly and independently to all other
sampled random variables. Now, varying over all such MAC queries we obtain
the bound to be
dm
Pr[BO] < on (13)

Bounding B1. Event Bl occurs if there exists a component of size at least 3 in
G%. This essentially implies there is a chain of two edges. Depending on whether
the edges are dotted (Dot) or continuous (Con), there are three possible choices
of components: components with both the edges being dotted, components with
one dotted and one continuous edge and component with both continuous edges.
We analyze each of them one by one:

(Dot-Dot) COMPONENT. 3, j, k € [¢p,] such that T; = T = Tj,. For a fixed set of
i,4,k € [gm], this event is bounded by 272" as each T is sampled uniformly at
random from {0, 1}"™. Summing over all possible choices of i, j and k, we obtain

3
the bound 6?2"5” < 2377%, assuming ¢, < 227/3.

(Dot-Con) COMPONENT. 3i, j, k € [¢m] such that N; = T; = Tj. For a fixed set
of i,j and k, T; = T}, is bounded by 27". Now, we have the following two sub
cases: (a) if 7 > 4 then from Lemma 2, probability of N; = T} is bounded by
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7 J k 7 7 k ) J k
. ........ .. ........ .. . ........ ..—. .—.—.
(a) (b) (c)

Fig. 5.2. Different components of size of three. (a)T; = T; = Tk, (b)T; = T; = Nyi or
’Ti = Tj,Nj = Tk and (C)NZ = T]',N]' = Tk or Ti = Nj,Tj = Nk-.

27" and thus the overall probability becomes 272", Summing over all possible
3
choices of i, j, k, we obtain 6_(12”2%”. (b) if j < 4 then from Lemma 2, probability of
N; =T} is bounded by 2-/3_ Hence the overall probability becomes 2747/3, In

this case, choice of ¢ is 1 and that of j and k is at most ¢,,. Therefore, summing

over all possible choices of i, j, k we have Z;Linm < 22’“7“/3, assuming ¢,, < 22/3.
(Con-Con) COMPONENT. 34, j, k € [gy,] such that N, = T;, N; = T},. We bound
this event using different sub cases. (a) when i < j < k, then due to Lemma 2,
we obtain 272" bound and varying over all possible choices of 4, j, k, we obtain

3
gg’;, bound. (b) when i < j and j > k, then we obtain 2~4*/% bound, but there
is exactly one choice of j and ¢,, many choices for ¢ and k. Hence, by summing
2
over all possible choices of 7, j, k we obtain 23;[;3 < 225 bound. (c) i > j,j <k
is similar to case (b) and finally (d) when ¢ > j > k, then due to Lemma 2,
probability of the event is bounded by 22"/3 and there is exactly one choice of i

and j, leaving ¢,, choices for k& which eventually gives 22‘{% bound.

For each of the above cases, we obtain the maximum bound to be 23;”/3 and
therefore, we have
q
Pr[B1] < 22;"/3. (14)

Bounding B2 |B1: Recall | that event B2 holds if there exists any cycle in G7.
But, as we conditioned on B1, it is enough to bound the existence of a cycle of
length one (self loop) and two (parallel edges).

SELF LoOP. A self loop or cycle of length 1 in G2 implies that 3i € [g,,] such
that N; = T;. For a fixed choice of 7, probability of N; = T; is bounded by 27"

due to randomness of T;. Summing over all choices of ¢, we obtain %’,’; bound.

i g} ; J
(a) (b)

Fig. 5.3. (a) Self Loop: when N; = T;, (b) Parallel Edges: N; =T, N; = T;.

PARALLEL EDGES. A parallel edge or cycle of length 2 in G% implies that 3i #
J € [gm] such that N; = T}, N; = T;. For a fixed choice of 7,j (without loss



Encrypt or Decrypt? To Make a Single-Key BBB Secure Nonce-Based MAC 27

of generality we assume i < j), probability of N; = T, N; = T; is bounded by
2-41/3_ This is because of Lemma 2, the probability of N; = T} is bounded by
27" and the probability of NV; = T; is bounded by 2-7/3_ As there exists only
one choice of j and ¢,, many choices of i, summing over all possible choices of i
and j, we obtain 5{s < sIws bound.

From the above two cases, we obtain the maximum bound to be Qng/a and
thus we write

B dm

Bounding B3 | BO A B1 A B2. Recall that event B3 holds if there exists any
cycle in GY and the sum of the corresponding N @ Hg, (M) is zero. But, as we
conditioned on BO A B1 A B2, it is enough to bound the existence of a cycle of
length one two and three.

SELF LoOP. A self loop or cycle of length 1 in GY implies that Ja € [g,] such
that N, =T, and Hg, (M) = N. Note that, for a fixed choice of a, the above
event holds with probability at most ¢; as we assume the hash function is €;
regular. Summing over all choices of a, we obtain g,€; bound.

(a) (b.1) (b.2)

Fig. 5.4. (a) Self Loop: when N}, = T,, (b) Parallel Edges: (b.1) N, = N;, T, = Tj, (b.2)
N =T;, T, = N;. Node with concentric circle denotes the verification query node.

PARALLEL EDGES. A parallel edge or cycle of length 2 in G implies that the
edges would be (i) one dashed (Dash) and one dotted (Dot) or (ii) both contin-
uous (Con-Con). Formally 3i € [g],a € [g] :

(Dot—Dash) : Nl = Nz/wT; = Té7 HKh (Mz) D HKh (Mé,) = Nl D Né
(Con—Con) : N(; = E,Té = Ni, HK;L(Mz) & HKh (Mtll) = Ni D N(;

e Bounding (Dot-Dash) Edges. For a fixed choice of i and a, probability of
N, =N}, T; =T, ,Hg, (M;) ® Hg, (M) = N; & N/, is bounded by €2 due to
the randomness of hash key K}, (note that M; # M, as we have assumed a
non-trivial distinguisher). As there exists only one choice of i for which the
above probability is bounded by €5, summing over all possible choices of 4
and a, we obtain the bound q,e€s.

e Bounding (Con-Con) Edges. Similarly, for a fixed choice of 4, a, probability
of N, =T,, T, = N;,Hk, (M;) ® Hg, (M) = N; & N/ is bounded by €5 due
to the randomness of hash key K}, Note that, in this case there exists only
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two choices of 7 (as we have at most two collision of T') for which the above
probability is bounded by e2. Summing over all possible choices of ¢ and a,
we obtain the bound 2q,€s.

Thus, we see from the above two cases that the probability of forming a
parallel edge is bounded by 2¢g,€s.

CLOSED TRIANGLE. For the case of a closed triangle, it has the following restric-
tions on the edges: (a) maximum one edge can be dashed and if exist, it must
contain the verification node a, (b) maximum one edge can be dotted (otherwise
there exists a self loop or parallel edges). These restrictions impose the following
properties on the closed triangle:

e if (i,7)-th edge is dotted, then the other edges must be one dashed and one
continuous.
e if (i,7)-th edge is continuous, then there must be a dashed edge.

Hence, a closed triangle or cycle of length 3 in GY implies that 3i,j € [gm],a €
[gv] such that either of the following holds:

(Con-Dash-Dot) : N; = T;, N, = N;, T, = T; and
Hi, (M;) © Hi, (M) © Hr,, (M) = T;
(Con-Con-Con) : N; =T,,T, = N;, N, =T; and
Hi, (M) ® Hi, (M;) © Hi, (Mg) = T & Tj & T,
(Dot-Dash-Con) : T; = Tj, N, = N;,T, = N; and
Hi, (M;) @ H, (M;) ® Hie, (M)

T;

i

7
ol @<I J.
®
J J

Fig. 5.5. Cycles of length 3 including the verification query which is denoted by the
concentric circle node.

We bound each of these events for a fixed choice of 4, j and a.

e Bounding (Con-Dash-Dot) Triangle. For a fixed choice of ¢, j, a, probability of
the event is bounded by €3 using the randomness of the hash key as we have
assumed the hash function is €3 3-way regular (note that we have conditioned
on B0 and therefore T; # 0). Note that, choice of j and ¢ is one and two
respectively. Hence, summing over all possible choices of indices, we obtain
the bound to be 2q,€3.
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¢ Bounding (Con-Con-Con) Triangle. We analyze this case in two different
subcases:

- (a) For a fixed choice of ¢,j and a, if N; # T; & T}, then Hg, (M;) &
Hk, (M;) & Hg, (M) # 0 and thus we can bound the event by e3. In
this case, choices of i and j is 2 an 1 respectively and hence we obtain
the bound to be 2q,€3.

- (b) For a fixed choice of 4,j and «a, if N; = T; & T}, then Hg, (M;) &
Hr, (M;)®Hk, (M/) = 0 and in that case we again consider two different
sub cases: (i) if ¢ < j, then T; = N; holds with probability 27" and T;
is to be valid (i.e. last n/3 bits of T; has to be zero), which holds with
probability 27"/3. Moreover, number of choices of i and j in this case

2
is ¢ and thus we obtain the bound to be 23;7;3 < 237”/5, assuming

Qm < 227/3. (ii) If i > 4, then T; = N; holds with probability 2-/3 and
T; should be N; ® N; which holds with probability 27". In this case,
number of choices of j is ¢, and 4 in 1, resulting in probability of the

event to be bounded by iz < Sl

e Bounding (Dot-Dash-Con) Triangle. For a fixed choice of i, j and a, the prob-
ability of the event is bounded by €3 as Hg, (M;)®Hk, (M;)®Hgk, (M) =T;
holds with probability at most €3 (by the assumption that the hash function
is €3 3-way regular). Note that, in this case choice of j and i is one. Hence,
summing over all possible choices of indices, we obtain the bound to be g,e€3.

Therefore, we see that for all the above cases, the maximum probability of form-
ing a closed triangle in G7 is max{2q, €3, 52275 }-

Therefore, we see from all of the above cases the maximum probability of
forming a cycle in G is max{2q, €3, 2qu€2, qu€1, 53255 }. Thus, we have

Pr[B3 | BO A B1 A B2] < max{2q,e¢3, 2¢y¢2, que1, (16)

dm
22n/3 }
Bounding B4: Recall that, the event B4 holds if 3i # j € [gmm] such that
N;®Hg, (M;) = N; @ Hg, (M;),T; = Tj. Since, in the ideal oracle the hash key
is sampled independent to all previously sampled MAC responses T;, we write

2 e () g€
Pr[B4] <> Pr[H, (M;) ©H, (M;) = N; & N - Pr[T; = T;] < an 2 < Zn/g,

(17)

,J

where (1) follows due to the assumption g, < 22"/3.

Bounding B5: Recall that, the event B5 holds if 3i # j € [g,,] such that
N; @ Hgk, (M;) = N; @ Hg, (M;), N; = T;. Now, we consider two sub cases:

e (a) for fixed ¢ and j if ¢ < j, then N; = Tj holds with probability 27" (due
to Lemma 2) and N; @ Hg, (M;) = N; @ Hg, (M;) holds with probability
€5. Summing over all possible choices of ¢ and j we obtain the bound to be

2
dm €2
on_ -
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e (b) When i > j, then N; = T holds with probability 2/% (due to Lemma 2)
and as before N; @ Hg, (M;) = N; & Hg, (M;) holds with probability e;. In
this case, possible choices of ¢ and j is 1 and ¢, respectively and therefore

by summing over all possible choices of indices, we obtain the bound to be

dme€2
on/3 *

By assuming ¢, < 22"/3, from each of the above cases we have

(18)

Bounding B6: Recall that, the event B6 holds if 3i € [g,,] such that N; =
Hi, (M;). For a fixed i € [gy], the event holds with probability €; due to the
regular property of the hash function. Summing over all choices of i, we obtain
the bound

Pr[B6] < gmer- (19)

Finally, by assuming g,, < 2?*/3, Lemma 3 follows from Eqn. (22)-(19). O

6 1K-DWCDM : A Single Keyed DWCDM

Recall that, our proposed construction DWCDM is instantiated with a hash
function and a block cipher where the hash key is independent to block cipher
keys, leading to have a two-keyed (counting hash key separately from block cipher
keys) nonce based MAC. In this section, we transform the DWCDM construction
to a purely single keyed construction by setting the underlying hash key Kj to
the encryption of 1 (i.e. Kj := Ex (1)) and argue that the modified construction
(that we call as 1IK-DWCDM) is secure.

Now, we state and prove that 1K-DWCDM is secure up to 22"/3 MAC queries
and 2™ verification queries against all nonce respecting adversaries. We mainly
focus on the nonce respecting security of the construction, as its nonce misuse
security is very similar to that of DWCDM and hence we skip it.

Theorem 5. Let M and K be finite and non-empty sets. Let E : ICx {0,1}" —
{0,1}" be a block cipher and H : Ex (1) x M — {0,1}" be an €1 regular, ea AXU
and €3 3-way regular hash function. Then, the MAC advantage of 1IK-DWCDM
s gien by:

3q q2€ q
MAC SPRP
A conte im0 ) < AV (g + g0 ) 4 Sy 2y 0
q Gm | G
+ max{qvelv 2qy€2, 2, €3, QQTm/S} + quer + 2% + 22:7;7

where t’ = O(t+(gm—+ay)tm), ty being the time for computing hash function. As-
suming e, e and €3 ~ 2~" and g, < 2*™/3, IK-DWCDM[E, E~', H] construction
is secured up to roughly 2°™/3 MAC and 2" verification queries.
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Proof. The proof approach is similar to the one used in Theorem 2. Using stan-
dard argument, we can replace Ex and Ez}l with n-bit uniform random permu-
tation N and its inverse M1, denote the construction as IK-DWCDM* [, E~, H]
and bound the following:

AC s AC
Advllvr[(—DWCDM[E,E—l,H] (Gm: @, ) < AdVE ™ (Gmtqo, t/)+AdV11vPI<—DWCDM*[I'I,H—1,H] (A).

5*

(20)
Now, our goal is to prove the following;:

. 3m | GhE
<
0" < 22n/3 + on

dm | S0 | Qv
e+ Gt o

q
+ max {que1, 2qu€2, 2qu€s, 227:7/3}

(21)

which we will do by applying H-Coefficient Technique in a similar way as we
did in proving Theorem 2. For this, we first define the ideal oracle (Rand, Rej)
which works as follows: for each MAC query (N, M), it samples the response
T from {0,1}" uniformly at random and returns it to the distinguisher and
for each verification query it returns L. For convenience, we slightly modify the
experiment where we reveal to the distinguisher (after it made all it’s queries and
obtains corresponding responses but before it output it’s decision) the hashing
key K}, which is Ex (1), if we are in the real world, or a uniformly random dummy
key K}, sampled uniformly at random from {0, 1}", if we are in the ideal world.
All in all, the transcript of the attack is 7 = (7, 7, K1) where 7, and 7, is the
tuple of MAC and verification queries respectively.

Bad Transcript. The definition of bad transcript is similar to that of defined
in section 5.2 and therefore, we have the following result:

Let X;q and O be defined as above. If g,,, < 22*/3 and ¢, < 2", then

3qm q%q€2

PI‘[Xid € 95] < 22n/3 + on

q q
+max {qvel, 2(]1;62; 2(]1;63, 22me}+@061+2% (22)

Analysis of Good Transcripts. Similar to Lemma 4, we prove that for any
good transcript 7, realizing 7 is almost as likely as real and in the ideal world.
As the transcript 7 is good, each sampled T; value is non-zero. Since, in the ideal
world the MAC oracle is perfectly random and the verification always rejects,
one simply has

1 1

Pid = Pr[Xid = T] = ﬁ . W (23)

Now, for the real interpolation probability, we have

Pr(N(N;) © N(T;) = Ai, Vi € [gm] and TI(NG) © N(T;) # Ay, Va € [g0]]-
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Additionally, if the adversary makes any verification query (N/, M/, T") with
tag T set to 1, then we need to ensure that

M(NG) # N(1) & N, @ Hny (M), Va € [g0]]. (24)

"
)‘a

Since, the hash key, i.e. [1(1), is revealed to the adversary after the interaction is

over, the right hand side of the non-Eqn. (24) becomes a constant, which makes

it a uni-variate affine non-equation and then it is satisfied by condition (c¢) of

Theorem 1. Therefore, we have

1

o PN © (T = A Vi € [g], NN @ N(TY) # X,
M(NG) # Ao, Va € [¢0]]

1 1 54, Qv
>2n'(2n—1)qfnr'<1_22n_2n—1 (25)

The last inequality follows using similar to the proof of Lemma 4 and Eqn. (10).
Finally, from Eqn. (23) and Eqn. (25), we compute the ratio as follows:

Pre(T) 5Q§n Qv
>(1- - .
pra(r) = (1 2 i1 (26)

pre(T) =

Eqn. (21) follows from Eqn. (22) and Eqn. (26). Finally, Theorem 5 follows from
Eqn. (20) and Eqn. (21). O

7 Towards Higher Security of DWCDM

In this section, we briefly describe how to boost the security of DWCDM upto
(k—1)/k-bit for a general k. The underlying construction remains as it is, however
the nonce space is increased to (k — 1)n/k-bits i.e. DWCDM k[E,H](N, M) :=
Ex'(Ex(N)® N @ Hg, (M)) but here we consider N = N*||0"/* where N* is a
(k — 1)n/k bit nonce. For this, we first state the following conjecture on Mirror
theory, which is a generalized version of extended Mirror theorem as introduced
in section. 3.2.

Conjecture 1 (Extended Mirror Theorem for &max = k). Let (ESUEF, ¢/, A') be
a system of ¢ many affine equations and v many affine non-equations associated
with index mapping function ¢’ over GF(2") which are of the form Py,,) ®
Py, = i for i € [g] and Py,,) © Py(r,) # Nj(# 0) for j € [+ 1, ¢ +v] over the
set of @ many unknown variables P = {Py, ..., P,} such that P, may be equals
to some P,y or Pyp,), where a € {#(n;), ¢(t;)},j € [¢,q + v]. Now, if

- (@) (¢',7A) is good and
- (”) gmax =k
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then the number of solutions for P, denoted by hg (where 8 = %) such that
P, # P; for all distinct 4,7 € {1,...,a} is

(2")s ¢* v
he = 5 (1-0( sammm + 30 ) ) (27)

Assuming this conjecture holds, we have the following result on the MAC ad-
vantage of DWCDM _k:

Theorem 6. Let E be a block cipher and H be an e; regular, e2 AXU and ¢; j-
way regular hash function, 1* for all 3 < j < k (e.g., PolyHash). Then, the MAC
advantage for any (¢m,qu,t) nonce-respecting adversary against DWCDM_k is
given by,

Advll\D/IVAeCCDM,k (qma qu, t) S AdvEPRP (qm + qu, t,) + O(an/zn(kil) + QU-E)a
where € = max{ey, €a,..., €5} and t’ = Ot + (gm + Gu)tH)-

The proof will be similar to the proof of Theorem 2. We first define the transcript,
associated MAC and the verification graph as before.

Now, we call a transcript 7 = (7, 7, Kp) to be bad if the associated MAC
graph G% and the Verification graph G satisfies the either of the following
properties:

- B1': G® has a component of size k or more.
- B2 : G™ contains a valid cycle of length less than k.

- B3’ : GY contains a valid cycle of length less than or equals to k that involves
the verification query.

Moreover, 7 is also said to be bad if it satisfies B0, B4,B5,B6 (as defined in
Definition 3).

Here we will mainly consider bounding B1', B2' and B3’, as the remaining ones
are already done. Here we provide a sketch for bounding each of this event:
Bounding B1’. Event B1' occurs if there exists a component of size at least k
in G%. This essentially implies there is a chain of (k — 1) edges. Let there are ¢;
number of edges are of the form T; = N; with ¢ < j. Here we claim that

Pr[BL'] < g, (‘;’Z)k_(%l/J (28)

As k > 4, the above bound is O(gF, /2"*~1).

Bounding B2’. Event B2’ occurs if there exists a cycle of size less than k in G%.
Let us bound a cycle of length ¢ < (k — 1). Again, assume there are ¢; number
of edges of the form T; = N; with ¢ < j. Using similar argument as above,

Pr[B2] < (‘;’7’;)<2kl/n) (29)

11 A Hash function H is said to be a ¢ j-way regular hash function if for all distinct
(X1,...,X;) and for any non-zero Y, PrlH(X1) @ ... @ H(X,) =Y] <e.
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It is easy to see that for any ¢, the above bound is O(g,/2").

Bounding B3’. Event B3’ occurs if there exists a cycle of size less than or equals
to k in GY. Extending similar arguments used in lemma 3 to bound the event
B3, one can show that if H is € j-way regular for all j < k then

Pi[B3'] ~ O (q;q”) (30)
for some ¢ > 0.

Combining everything together, we can bound

Pr[B] < Pr[BO] 4+ Pr[B1'] + Pr[B2'] + Pr[B3'] + Pr[B4] 4 Pr[B5] + Pr[B6]
~ O(gk /27D 4 g, €)

Next, we fix a good transcript 7. Now, to obtain the lower bound of the
probability of getting 7 in real world, we need a lower bound on the probability
of the number of solutions to a system of ¢,, many equations and ¢, many non-
equations. Again, we can do that using an extended Mirror theory result with
maximal block size &ax = k. From Conjecture 1, we have

I Iy, W
pre(T) > |’Ch| ! QnGm ! (1 - O(Q(k—l)n + 2n>>’ (31)
The theorem follows by applying Patarin’s H-Coefficient Technique. a

Remark 2. We would like to clarify that increasing the nonce space does not
have any relation with the increase in security. We have restricted the nonce
space of DWCDM to 2n/3-bit (note that this is minimum as we must allow
227/3 many MAC queries with distinct nonces) purely because of the simplicity
of the extended mirror theory analysis. One can of course increase the nonce
space to (k — 1)n/k-bit for any k < n, but that increases the block maximality
(€max) to k and hence the analysis of the extended mirror theory would become
tedious and involved..

8 Conclusion

In this paper we have proposed DWCDM, a single keyed nonce based MAC,
which is structurally identical to EWCDM except that the outer encryption call
is replaced by the decryption call and same key is used for both the block cipher
calls. Using an extended mirror theory results, we have shown that DWCDM is
secure roughly up to 2n/3-bit against nonce-respecting adversaries and n/2-bit
against nonce-misuse adversaries. We have also provided an intuition on how to
boost the nonce-respecting security of DWCDM upto (k — 1)/k-bit for a general
k.
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A Proof of Theorem 3

Proving the MAC security in nonce misuse setting, PRF security of the con-
struction implies its MAC security and hence we view the construction as a
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keyed function with domain A x M and study the PRF security of it. Our main
security result about DWCDMIE, E™', H] against nonce misuse adversary is as
follows.

Lemma 5. Let M, K and K}, be finite and non-empty sets. Let E : Kx{0,1}" —
{0,1}™ be a block cipher and H : KCp x M — {0,1}™ be an €; regular and e AXU
hash function. Then, the PRF advantage of DWCDMI[E, E=1, H] is given by,

2

4
AdVg\P/{vP;DM[E,Efl,H] (g,t) < AdVEPRP(%t/) +¢%e2 + ger + 2% + 2%7

where t' = O(t + qtp), ty be the time for computing hash function.

Theorem 3 follows from Lemma 5 and the folklore result that a secure PRF is a
secure MAC due to Bellare et al. [5]:

A.1 Proof of Lemma 5

As before, we fix a non-repeating query making (g, ¢) distinguisher A against the
PRF security of DWCDMI[E, E™, H]. As the first step of the proof, we replace
Ex and Ex' with a n-bit uniform random permutation M and its inverse M~1
respectively at the cost of AdvEPRP (A’) and denote the resulting construction
as DWCDM* [N, N~1H], where A’ is an adversary against the SPRP security of
E, making at most g queries and running time is at most ¢ 4+ gty such that

AdVB\I/)LVEDM[E,Efl,H] (A) < Advg"™™P(A) + AdVlEDVP\{/gDM*[n,an,H] (A) (32)

It remains to upper bound the PRF advantage of A against DWCDM*[, M~ H].
For this we apply H-Coefficient Technique as follows: Adversary A interacts (a)
either with the real oracle DWCDM*[M, N~ H] for a random permutation M, its
inverse M~! and a random hashing key K} or (b) with the ideal oracle in which
it receives uniformly and independent responses against each distinct query it
makes. Note that, the adversary is allowed to make distinct query with same
nonce.

After the interaction is over (but before A output its decision bit), we release
the actual hash key K}, to the adversary A, if A is in the real world, or a random
dummy hash key K}, if A is in the ideal world.

A.1.1 Attack Transcript and Transcript Graph. Let the transcript of
A be T = (T, K) where 7, := ((N1, My, Th),...,(Ng, My, T,)) be the list of
queries and reponses of A. ©, X, and X4 respectively denotes the set of all
attainable transcripts, the probability distribution of transcript 7 induced by
the real world and ideal world.

Similar to proof of Theorem 2, we define a transcript graph G, corresponding
to a transcript 7 as follows:

G- = (lq], E) where E = {(i,7) € [q]x[q] : N; = N;VN; = T;VN; = T,VT; = T;}.
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For the sake of convenience of the proof, we denote the edge (i,75) as a dotted
line when T; = T} and as a dashed line when N; = Nj. Else, we denote it as
a continuous line. Thus, the edge set of G, consists of three different types of
edges as depicted in Fig. 5.1 (a), (b) and (c).

A.1.2 Definition and Probability of Bad Transcripts.
Definition 4. An attainable transcript T = (1, Kp) 4s bad if

- Bl: there exists two distinct queries (N;, M;,T;) and (N;, M;,T;) such that
T, =T

- B2: there exists two distinct queries (N;, M;,T;) and (N;j, M;,T;) such that

- B3: 3i € [q] such that Hg, (M;) = N;.

- B4: 3i € [q] such that N; = T;.

- B5: if there is a cycle of length at least 2 in G.-.

Let O, C O denotes the set of all attainable bad transcripts. In the following
lemma, we upper bound the probability of realizing a bad transcript in ideal
world.

Lemma 6. Let Xiq and Oy be defined as above. Then we have,

2 3¢° q
Pr[Xiq € Op] < €paa = q7€2 +qe1 + o + on
Proof. Let us denote B := B1VB2VvB3VB4VB5. In order to bound Pr[Xjq € O],
it is enough to bound Pr[B]. Therefore, we have

Pr[B] < Pr[B1] + Pr[B2] 4 Pr[B3] + Pr[B4] + Pr[B5 | B1] (33)

In the following, we bound the probabilities of all the bad events individually.

Bounding B1: Fix two distinct query indices ¢ and j such that T; = 7). For two
fixed distinct indices 4, j € [g], the event holds with probability 27" as T;’s are
sampled uniformly and independent to all previously sampled random variables
in the ideal world. Summing over all possible choices of i and j, we obtain the

bound
2

Pr[B1] < L. (34)

Bounding B2: Fix two distinct query indices ¢ and j such that N; @Hg, (M;) =
N; @ Hg, (M;), N; = N;. For two fixed distinct indices i, j € [g], the event holds
with probability €5 due to the randomness of the hash key Kj,.as the hash key is
sampled uniformly and independent to all previously sampled random variables
in the ideal world. Summing over all possible choices of 7« and j, we obtain the
bound

Pr[B2] < ¢*es. (35)
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Bounding B3 and B4: Observe that, B3 and B4 have already been defined in
Definition 3. Therefore, following Lemma 3, we have

q

Pr[B3] < ge;, Pr[B4] < on (36)
where the probability of the former event is bounded by the regularity assump-
tion on the hash function whereas the later one is bounded by the randomness
of Ti~
Bounding B5 | B1 : We bound the probability of formation of a cycle in the
transcript graph G, when all T’s are distinct. Let us consider such a cycle of
length p and we denote the corresponding event by Cyl,. Note that, since T"s
are all distinct, there cannot be any dotted edge in the cycle. Moreover, there
cannot be any dashed edge in the cycle as that would leads to have an invalid
cycle.

Example. Let us consider the following set of four equations:

MN(Ny) ® N(Ty) = N1 @ Hg,, (My)
M(Nz) ® N(Tz) = N2 @ Hg,, (M3)
M(Ns) @ N(T3) = N3 @ Hg, (M3)
M(Ny) © N(Ty) = Ny @ Hge,, (My)

In the above set of equations all 7”’s are distinct. Now, consider a cycle C' of
length 4 where there is only one dashed edge (wlog of we assume the dashed
edge is in between 1 and 2) and all remaining three edges are continuous. Then,
C' imposes the following equality pattern on (N, T):

Ny = N3, Ny =13, N3 =T, Ny =11.

These set of constraints eventually leads us to have M(T3) = @ (N; ®Hg, (M;)).
=1

Hence the cycle is invalid. It is simple to observe that ex1stence of any dashed
edge in any cycle of G, makes it invalid when all T’s are distinct. Hence, if the
cycle has to be valid, then there must be only continuous edges in the cycle.

Let us consider such a valid cycle C = (i1, 42, ...,%p) of length p. Without loss
of generality we may assume i1 < ig < ... < ip. Therefore, from Lemma 2, the
probability of each of the edges (ig,ix+1) forall k =1,...,p—11is 27" and as
ip > i1, probability of the edge (ip,41) is 2-"/3_ Therefore, the for a fixed choice

of indices i1, ..., 1y, the probability of the cycle becomes m Hence, by
summing over all possible choices of i1,...,1,, we have
q°

PriCyl] < Sy
Therefore,

> 2 q q2 q2 1
Pr[B5 | B1] < Z r[Cyl,] 24n/3(1+2n+22n+...>24n/3.(1_q)
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As we assume, ¢ < 2"/2, we have

< == (37)

Finally, Lemma 6 follows from Eqn. (33), Eqn. (34), Equ. (35), Eqn. (36) and
Eqn. (37). O

A.1.3 Analysis of Good Transcripts. Now, we analyze good transcripts
in the following lemma:

Lemma 7. Let 7 = (i, Kp) be a good transcript. Then

pre(T) e Pr[Xre - T} e _ B ﬁ
pa(r)  Pr[Xw =] = (1 — €ratio) = (1 ).

27’L
Proof. Let 7 = (7,,, K1) be a good transcript. Then one has

1 1

Pr[XidZT]:@'ﬁ

(38)

as in the ideal world, the oracle is perfectly random and the hash key Kj is
chosen uniformly at random and independently from the query transcript.

Since, 7 is good, the following set of equations

I'I(Nl) D I'I(Tl) = N1 © HKh(Ml)
. N(Nz) ® N(Tz) = N2 @ Hi, (Ma)
h(Nq) ® M(T,) = N, ® Hg, (M,)

is circle free and contains no collision in the solution within a same block. Let us
assume that the maximal block size of £ is £,ax. Then due to Theorem 3 of [30],
which is known as “Theorem P; ® P; when {maxa < 2"7, we have

1 1 qéIIlaX
Pr[X,. =17] = m . ﬁ(l - ) (39)

Computing the ratio of Eqn. (39) and Eqn. (38), we have

Pre(T) > (1-— quax) Sa-9
ia(7)

where the last inequality follows as £nax < ¢. O

he]

Finally, Lemma 5 follows from Lemma 6, Lemma 7 and Lemma 1.



