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Abstract

Extensive efforts are currently put into securing messaging platforms, where a key challenge
is that of protecting against man-in-the-middle attacks when setting up secure end-to-end chan-
nels. The vast majority of these efforts, however, have so far focused on securing user-to-user
messaging, and recent attacks indicate that the security of group messaging is still quite fragile.

We initiate the study of out-of-band authentication in the group setting, extending the user-to-
user setting where messaging platforms (e.g., Telegram and WhatsApp) protect against man-in-
the-middle attacks by assuming that users have access to an external channel for authenticating
one short value (e.g., two users who recognize each other’s voice can compare a short value).
Inspired by the frameworks of Vaudenay (CRYPTO ’05) and Naor et al. (CRYPTO ’06) in the
user-to-user setting, we assume that users communicate over a completely-insecure channel, and
that a group administrator can out-of-band authenticate one short message to all users. An
adversary may read, remove, or delay this message (for all or for some of the users), but cannot
undetectably modify it.

Within our framework we establish tight bounds on the tradeoff between the adversary’s
success probability and the length of the out-of-band authenticated message (which is a cru-
cial bottleneck given that the out-of-band channel is of low bandwidth). We consider both
computationally-secure and statistically-secure protocols, and for each flavor of security we con-
struct an authentication protocol and prove a lower bound showing that our protocol achieves
essentially the best possible tradeoff.

In particular, considering groups that consist of an administrator and k additional users,
for statistically-secure protocols we show that at least (k + 1) - (log(1/e) — ©(1)) bits must be
out-of-band authenticated, whereas for computationally-secure ones log(1/¢€) + log k bits suffice,
where € is the adversary’s success probability. Moreover, instantiating our computationally-secure
protocol in the random-oracle model yields an efficient and practically-relevant protocol (which,
alternatively, can also be based on any one-way function in the standard model).

A preliminary version of this work appeared in Advances in Cryptology — CRYPTO ’18.

*School of Computer Science and Engineering, Hebrew University of Jerusalem, Jerusalem 91904, Israel. Email:
{lior.rotem,segev}@cs.huji.ac.il. Supported by the Israel Science Foundation (Grant No. 483/13) and by the
Israeli Centers of Research Excellence (I-CORE) Program (Center No. 4/11).



Contents

1 Introduction 1
1.1 Our Contributions . . . . . . . . . . . e 2
1.2 Overview of Our Contributions . . . . . . . . . . . . . . . 3
1.3 Paper Organization . . . . . . . . .. .. L 7
2 Preliminaries 7
3 The Communication Model and Notions of Security 8
3.1 Communication Model . . . . . . . . . 8
3.2 Notions of Security . . . . . . . . .. 9
4 The Computational Setting 10
4.1 Our Protocol and its Instantiations . . . . . . . . . . . . . ... 10
4.2 Proof of Security . . . . . . ... 12
4.3 Lower Bound . . . . . . . . s 17
5 The Statistical Setting 19
5.1 Our Protocol . . . . . . 20
5.2 Proof of Security . . . . . . . .. 23
5.3 Lower Bound . . . . . . . .. 25
References 30

A A Concrete Example: Out-of-Band Authenticating a Group Diffie-Hellman Pro-
tocol 32



1 Introduction

Instant messaging is gaining extremely-increased popularity as a tool enabling users to communicate
with other users either individually or within groups. A variety of available messaging platforms hold
an overall user base of more than 1.5 billion active users (e.g., WhatsApp, Signal, Telegram, and
many more |[Wik]), and recognize user authentication and end-to-end encryption as key ingredients
for ensuring secure communication within them.

Extensive efforts are currently put into securing messaging platforms, both commercially (e.g.,
[PM16, Telb, Wha|) and academically (e.g., [FMBT16, BSJ*17, CCD*17, KBB17|). The vast major-
ity of these efforts, however, have so far focused on securing user-to-user messaging, and substantially
less attention has been devoted to securing group messaging. Unfortunately, it recently turned out
that whereas the security of user-to-user messaging is gradually reaching a stable ground, the security
of group messaging is still quite fragile [CGCG*17, RMS18, Grel8a, Grel8b|.

Out-of-band authentication. A key challenge in securing messaging platforms is that of protect-
ing against man-in-the-middle attacks when setting up secure end-to-end channels. Such attacks are
enabled by the inability of users to authenticate their incoming messages given the somewhat ad-hoc
nature of messaging platforms.! To this end, various messaging platforms enable “out-of-band” au-
thentication, assuming that users have access to an external channel for authenticating short values.
These values typically correspond to short hash values that are derived, for example, from the public
keys of the users, or more generally from the transcript of any key-exchange protocol that the users
execute for setting up a secure end-to-end channel.

For example, in the user-to-user setting, some messaging platforms offer users the ability to
compare with each other a value that is displayed by their devices (e.g., Telegram [Tela], WhatsApp
[Wha] and Viber [Vib]).2 This may rely on the realistic assumption that by recognizing each other’s
voice, two users can establish a low-bandwidth authenticated channel: A man-on-the-middle adversary
can view, delay or even remove any message sent over this channel, but cannot modify its content
in an undetectable manner.

Such an authentication model was initially proposed back in 1984 by Rivest and Shamir [RS84].
They constructed the “Interlock” protocol which enables two users, who recognize each other’s voice,
to mutually authenticate their public keys in the absence of a trusted infrastructure.> More recently,
motivated by the task of securely pairing wireless devices (e.g., wireless USB or Bluetooth devices),
this model was formalized by Vaudenay [Vau05| in the computational setting and extended by
Naor et al. [NSS06, NSS08| to the statistical setting (considering computationally-bounded and
computationally-unbounded adversaries, respectively).

Given that the out-of-band channel is of low bandwidth, it is of extreme importance to construct
out-of-band authentication protocols with an essentially optimal tradeoff between the length of their
out-of-band authenticated value and the adversary’s success probability. Vaudenay and Naor et al.
provided a complete characterization of this tradeoff, resulting in optimal computationally-secure
and statistically-secure protocols.

'Despite the significant threats posed by man-in-the-middle attacks, research on the security of group messaging
has so far assumed an initial authenticated setup phase (e.g., [CGCG™17, RMS18]), and did not address this security-
critical assumption.

2For example, as specified in WhatsApp’s security whitepaper [Wha, p. 10]: “WhatsApp users additionally have
the option to verify the keys of the other users with whom they are communicating so that they are able to confirm
that an unauthorized third party (or WhatsApp) has not initiated a man-in-the-middle attack. This can be done by
scanning a QR code, or by comparing a 60-digit number. [...] The 60-digit number is computed by concatenating the
two 30-digit numeric fingerprints for each user’s Identity Key”.

3Unfortunately, potential attacks on the Interlock protocol were identified later on [BM94, El196].



Out-of-band authentication: The group setting. Motivated by the insufficiently explored
security of group messaging, we initiate the study of out-of-band message authentication protocols
in the group setting. We extend the user-to-user setting to consider a group of users that consists
of a sender (e.g., the group administrator) and multiple receivers (e.g., all other group members):
All users communicate over an insecure channel, and we assume that the sender can out-of-band
authenticate one short message to all receivers. As in the user-to-user setting, this can be based,
for example, on the assumption that each user can identify the administrator’s voice, and having the
administrator record and broadcast a short voice message. As above, we assume that an adversary
may read or remove any message sent over the out-of-band channel for some or all receivers, and may
delay it for different periods of time for different receivers, but cannot modify it in an undetectable
manner.

Equipped with such an authentication protocol, the users of a group can now authenticate their
public keys, or more generally, authenticate the transcript of any group key-exchange protocol of
their choice. As in the user-to-user setting, given that the out-of-band channel is of low bandwidth,
we aim at identifying the optimal tradeoff between the length of the out-of-band authenticated value
and the adversary’s success probability, and at constructing protocols that achieve this best-possible
tradeoff.

1.1 Owur Contributions

Modeling out-of-band authentication in the group setting. In this work we first put for-
ward a realistic framework and strong notions of security for out-of-band message authentication
protocols in the group setting. We consider a group of users that consists of a sender (e.g., the group
administrator) and k receivers (e.g., all other group members), where for every i € [k] the sender
would like to authenticate a message m; to the ith receiver. We assume that all users are connected
via an insecure channel (over which a man-in-the-middle adversary has complete control), and via
a low-bandwidth “out-of-band” authenticated channel that enables the sender to authenticate one
short message to all receivers. Adversaries may read or remove this message for some or all receivers,
and may delay it for different periods of time for different receivers, but cannot modify it in an
undetectable manner (we refer the reader to Section 3 for a formal description of our communication
model and notions of security).

Identifying the optimal tradeoff: Protocols and matching lower bounds. Within our
framework we then construct out-of-band authentication protocols with an optimal tradeoff be-
tween the length of their out-of-band authenticated value and the adversary’s success probability.
We consider both the computational setting where security is guaranteed against computationally-
bounded adversaries, and the statistical setting where security is guaranteed against computationally-
unbounded adversaries. In each setting we construct an authentication protocol, and then prove a
lower bound showing that our protocol achieves essentially the best possible tradeoff between the
length of the out-of-band authenticated value and the adversary’s success probability. Our results
are briefly summarized in Table 1, and we refer the reader the following section for a more detailed
overview and theorem statements.

Computational vs. statistical security. Our tight bounds reveal a significant gap between
the possible length of the out-of-band authenticated value in the computational setting and in the

4(Clearly, one may consider a less-minimal extension where several users are allowed to send out-of-band authenti-
cated values (i.e., not only the group administrator that we denote as the sender), but as our results show this is in
fact not required.



‘ Our Protocols ‘ Our Lower Bounds ‘

Computational ~
Security log(1/€) + logk log(1/€) + logk — ©(1)
Statistical

Security (k+1) - (log(1/€) +logk+O(1)) | (k+1)- log(l/e) —k

Table 1: The length of the out-of-band authenticated value in our protocols and lower bounds. We
denote by k the number of receivers (i.e., we consider groups of size k+1), and by e the adversary’s forgery probability.
Our computationally-secure protocol relies on the existence of any one-way function (see Theorem 1.1), whereas our
statistically-secure protocol and our two lower bounds do not rely on any computational assumptions (see Theorems
1.2, 1.3 and 1.4).

Note that our upper bound and lower bound in the computational setting match within an additive constant term,
whereas in the statistical setting they match within an additive (k+1) log k+©(k) term (however, whenever € = o(1/k)
as one would typically expect when setting a bound on the adversary’s forgery probability, this difference becomes a
lower-order term).

statistical setting: Whereas in the statistical setting we prove a lower bound that depends linearly on
the size of the group, the length of the out-of-band authenticated value in our computationally-secure
protocol depends very weakly on the size of the group. Moreover, when instantiating its cryptographic
building block (a concurrent non-malleable commitment scheme) in the random-oracle model, our
approach yields an efficient and practically-relevant protocol (which, alternatively, can also be based
on any one-way function in the standard model).?

1.2 Overview of Our Contributions

A naive approach to constructing an out-of-band authentication protocol in the group setting is
to rely on any such protocol in the user-to-user setting: Given a sender and k receivers, we can
invoke a user-to-user protocol between the sender and each of the receivers. Thus, if the length of
the out-of-band authenticated value in the underlying user-to-user protocol is £(¢€) bits (where € is
the adversary’s forgery probability), then the length of the out-of-band authenticated value in the
resulting group protocol is k-£(e/k) bits.® Thus, the naive approach yields out-of-band authenticated
values whose length is linear in the size of the group, and the key technical challenge underlying our
work is understanding whether or not this is the best possible.

Concretely, the user-to-user protocols of Vaudenay [Vau05| and Naor et al. [NSS06| have out-
of-band authenticated values of lengths f(e) = log(1/e) and £¢(e) = 2log(1/e) + O(1), respec-
tively. Thus, instantiating the naive approach with their protocols yields computationally-secure
and statistically-secure protocols where the sender out-of-band authenticates k - (log(1/€) + logk)
bits and 2k - (log(1/¢€) + log k + ©O(1)) bits, respectively.

Our results show that, unlike in the user-to-user setting, in the group setting computationally-
secure and statistically-secure protocols exhibit completely different behaviors. First, we show that
for computationally-secure protocols it is possible to do dramatically better compared to the naive
approach and completely eliminate the linear dependency on the size of the group. We prove the fol-
lowing two theorems providing an out-of-band authentication protocol and a matching lower bound:

5Concretely, when setting the adversary’s forgery probability € to 273° in a group that consists of k = 2'° users,
then in any statistically-secure protocol more than k - log(1/e) = 2'° - 30 bits must be out-of-band authenticated,
whereas in our computationally-secure protocol only log(1/¢€) + log k = 40 bits are out-of-band authenticated.

5Note that if the adversary’s forgery probability in the group protocol should be at most ¢, then the user-to-user
protocol should be parameterized, for example, with ¢/k as the adversary’s forgery probability (enabling a union bound
over the k executions).



Theorem 1.1. Assuming the existence of any one-way function, for any k > 1 there exists a
computationally-secure constant-round k-receiver out-of-band message authentication protocol in which
the sender out-of-band authenticates log(1/e€) +log k bits, where € is the adversary’s forgery probabil-

ity.

Theorem 1.2. In any computationally-secure k-receiver out-of-band message authentication protocol,
the sender must out-of-band authenticate at least log(1/e)+logk—©(1) bits, where € is the adversary’s
forgery probability.

Then, we show that for statistically-secure protocols the naive approach is in fact asymptotically
optimal, but it can still be substantially improved by a multiplicative constant factor (which is of
key importance given that the out-of-band channel is of low bandwidth). We prove the following
two theorems, once again providing an out-of-band authentication protocol and a lower bound:

Theorem 1.3. For any k > 1 there exists a statistically-secure k-receiver out-of-band message
authentication protocol in which the sender out-of-band authenticates (k+1)-(log(1/€)+logk+©O(1))
bits, where € is the adversary’s forgery probability.

Theorem 1.4. In any statistically-secure k-receiver out-of-band message authentication protocol, the
sender must out-of-band authenticate at least (k + 1) -log(1/€) — k bits, where € is the adversary’s
forgery probability.

As discussed above, note that here our upper bound and lower bound differ by an additive
(k+1)log k+©(k) term. However, whenever € = o(1/k) as one would typically expect when setting
a bound on the adversary’s forgery probability, this difference becomes a lower-order term.

In the remainder of this section we overview the main ideas underlying our protocols and lower
bounds, first describing our contributions in the computational setting, and then describing our
contributions in the statistical setting.

Computational security: Our protocol. Our computationally-secure protocol is inspired by
the user-to-user protocol proposed by Vaudenay [Vau05|. In his protocol the sender S first commits
to the value (m,rg), where m is the message to be authenticated, and rg is a random ¢-bit string.
The receiver R then replies with a random string rr, followed by S revealing rs and out-of-band
authenticating rg ®rg. Finally, the receiver R accepts m if and only if the out-of-band authenticated
value is consistent with his view of the protocol.

When moving to the group setting, however, a man-in-the-middle adversary has many more pos-
sible ways to interleave its interactions with the parties, thus providing security becomes a much more
intricate task. For instance, a naive attempt to generalize Vaudenay’s protocol to the group setting
(while keeping the out-of-band authenticated value short) might naturally rely on the following idea:
Have the sender choose a single value rg and send each receiver a commitment to (m;, rg),” and then
have each receiver R; reply with a string rg, to all other parties.® The out-of-band authenticated
value is then rg @ rr, © ... ® rR,, and each receiver R; accepts the message m; if and only if this
value is consistent with his view of the protocol. Alas, this protocol is completely insecure — even
when considering just one additional receiver. For example, an adversary can send R; a commitment
to (m3,7g) for a message my1 # my and an arbitrary 7g. After learning rg and rg,, the adversary

7Of course, a commitment scheme may be interactive, but we use this terminology for ease of presentation in the
overview.

8We do not go into details regarding the possible models of insecure communication in this high-level overview,
and we refer the reader to Section 3 for an in-depth discussion.



can simply send R; the value 7r, = rg, ® rg @ rg instead of rg,. Since rg ® rg, = rg ® TR,, the
attack will go undetected and the receiver Ry will accept a fraudulent message mj.

To immune our protocol from attacks as the one described above, the receivers in our protocol
must avoid sending their random strings in the clear. Rather, they too send commitments of these
strings at the beginning of the protocol. Informally, our protocol proceeds as follows: (1) Each
R; sends a commitment to a random ¢-bit string rg,; (2) S chooses a random string rg and sends
a commitment to (m;,rg) to each R;; (3) The receivers open their commitments; (4) S opens her
commitments; (5) S out-of-band authenticates rg®rg, ®...@rg,. One can verify that the additional
commitments indeed prevent the aforementioned attack, but there are clearly many additional attacks
to consider given that an adversary has many possible ways to interleave its interactions with the
parties.

The multitude of commitments in our protocol, and the many possible synchronizations an ad-
versary may impose on them in the group setting, make proving the security of our protocol a
challenging task. Nonetheless, we are able to show that when the commitment scheme being used is
a concurrent non-malleable commitment scheme (see Section 2 for a formal definition), our protocol
is indeed secure: Setting ¢ = log(1/¢) + log k guarantees that the adversary’s forgery probability is
at most e.

Technical details omitted, the intuition behind the security of the protocol is the following. An
adversary A wishing to cause some R; to accept a fraudulent message, essentially has to choose
between two options. If A delivers all commitments to S and to R; before R; reveals rg,, then R;
accepting a fraudulent message implies breaking the concurrent non-malleability of the commitment
scheme: The 2k commitments delivered to S and to R; by the adversary must define values whose
exclusive-or is equal to rgr, ® rg. These commitments thus satisfy a “non-trivial” relation which
violates the concurrent non-malleability of the commitment scheme. On the other hand, if rp, is
revealed before all commitments were delivered to S, then rg is chosen after all commitments were
delivered to S and to R;. Hence, all other values contributing to the authenticated value sent by .5,
and to the value R; is expecting to see as the out-of-band authenticated value, have already been
determined, so the exclusive-or of all relevant values guarantees that the probability of the chosen
rs to result in equality is 27¢.

Computational security: Lower bound. Already in the user-to-user setting, at least log(1/¢)
bits must be out-of-band authenticated, where € is the adversary’s forgery probability. This can be
proved, for example, by analyzing the collision entropy of the random variable corresponding to the
out-of-band authenticated value (see, for example, [PV06]). We show that such an analysis can be
extended to the group setting, resulting in a stronger lower bound which depends on the size of the
group (and is in fact optimal given our above-described protocol).

Specifically, we show an efficient attack against any k-receiver protocol that succeeds with prob-
ability roughly k - 27, where ¢ is the number of bits the sender authenticates out-of-band. Given
such a protocol 7 involving a sender and k receivers, our attacker runs k + 1 independent executions
of m, one with each party taking part in the protocol. In each execution, the attacker independently
chooses k random messages as the input to the sender (the true sender in the execution with the
sender, and the simulated one in the executions with each of the receivers), and honestly simulates
the roles of all other parties. Now, if the out-of-band authenticated value in the execution with the
sender is equal to the out-of-band authenticated value in one of the k executions with the receivers,
then the attacker combines these two executions by forwarding the out-of-band authenticated value
that is sent by the true sender for replacing the simulated value in the execution with that receiver.

Observe that the probability of a successful forgery is roughly the probability that the out-of-band



authenticated value in the execution with the sender is indeed equal to the out-of-band authenticated
value in one of the k executions with the receivers.” Hence, in order to analyze the effectiveness of
this attack, it is sufficient to bound the probability of this event. We manage to provide a ©(k - 2_4)
lower bound on the probability of this event, which yields Theorem 1.2.

Statistical security: Our protocol. The starting point of our statistically-secure protocol is
the iterative hashing protocol of Naor et al. [NSS06]. Loosely speaking, in their protocol the parties
maintain a joint sequence of values of decreasing length, starting with the input message of the sender
and ending up with the out-of-band authenticated value. In each round, the parties apply to the
current value a hash function that is cooperatively chosen by both parties: Half of the randomness
for choosing the function is determined by the sender, and the other half by the receiver.

As noted above, when moving to the group setting, a naive generalization of the Naor et al.
protocol in which the sender executes the user-to-user protocol with each receiver independently,
will result in a blow-up of factor & in the length of the out-of-band authenticated value. However, we
show that it is possible to exploit the specific structure of the Naor et al. protocol, and in particular
of the out-of-band authenticated value, in order to cut its length in the group setting roughly by
half (compared to the naive generalization). The main observation underlying our approach is that
the k executions of the user-to-user protocol need not be completely independent. More concretely,
we show that if in the last round (before sending the out-of-band authenticated value), the sender
contributes the same randomness for all k hash functions, then all k executions are “tied together” in
a way that permits a significant reduction in the number of bits that are authenticated out-of-band.
Security is now of course not trivially guaranteed, as this change introduces heavy dependencies
between the executions. We nevertheless manage to prove, carefully adjusting the structure of our
protocol, that the resulting protocol provides an essentially optimal tradeoff between the length of
the out-of-band authenticated value and its security.

Statistical security: Lower bound. We prove our lower bound in the statistical security setting
by providing a lower bound on the Shanon entropy of the random variable corresponding to the
out-of-band authenticated value in any out-of-band authentication protocol. Intuitively speaking, at
the beginning of any such protocol, the out-of-band authenticated value is completely undetermined,
while at the end of the execution it is fully determined. We show that if the forgery probability is to
be bounded by ¢, this decline in entropy must adhere to a specific structure: Each party must decrease
the entropy of the out-of-band authenticated value — via the messages it sends during the execution
of the protocol — by at least log(1/¢) — 1 bits on average. It follows that H(X) > (k+1)-log(1/€) — k,
where 3 is the afore-defined random variable and & is the number of receivers.

We formalize and prove this intuition by presenting a collection of k£ + 1 attacks against any
k-receiver out-of-band authentication protocol, one per each participating party. Loosely speaking,
the attack corresponding to party P (where P may be the sender or any of the receivers) consists
of running two executions of the protocol. First, our adversary plays the role of P in an honest
execution of the protocol with all other parties, and obtains the out-of-band authenticated value o
to be sent at the end of this execution. Then, the adversary runs an execution of the protocol with P,
playing the role of all other parties, while choosing their messages throughout the protocol not only
conditioned on their views, but also conditioned on the out-of-band authenticated value being o. We
show in our analysis that if we denote by ep the success probability of the attack corresponding to
party P, then it holds that [[pep > 2-HE)=k Hence, if the probability of a successful forgery in

9A successful forgery also requires that the input message for that particular receiver is different in the two execu-
tions, but this has little effect on the probability of forgery when the input messages are not too short.



any attack (and in particular in our k£ 4 1 attacks) is at most €, then it holds that

2 HEk < TTep < €,
P

and our lower bound follows. Our proof technique is inspired by the lower bound of Naor et al.
[NSS06]| for statistically-secure user-to-user out-of-band authentication protocols. In the group set-
ting, however, there are many more “independent” attacks to consider, adding to the intricacy of the
proof.

1.3 Paper Organization

The remainder of this paper is organized as follows. In Section 2 we review the basic notions and
tools that are used in this paper. In Section 3 we put forward our framework for out-of-band message
authentication protocols in the group setting, formally discussing our communication models and
notions of security. Then, in Sections 4 and 5 we present our protocols and prove our corresponding
lower bounds in the computational and statistical settings, respectively.

2 Preliminaries

In this section we present the notation and basic definitions that are used in this work. For a
distribution X we denote by x < X the process of sampling a value x from the distribution X.
Similarly, for a set X we denote by x < X the process of sampling a value x from the uniform
distribution over X. For an integer n € N we denote by [n] the set {1,...,n}. A function v : N — R™
is negligible if for any polynomial p(-) there exists an integer N such that for all n > N it holds that

v(n) < 1/p(n).

Shannon entropy and mutual information. For random variables X, Y and Z we rely the
following standard notions:

e The entropy of X is defined as H(X) = — > Pr[X = z] - logPr[X = z].

e The conditional entropy of X given Y is defined as H(X|Y) = >, Pr[Y =y| - H(X[Y = y).

e The mutual information of X and Y is defined as I(X;Y) = H(X) — H(X|Y).

e The mutual information of X and Y given Z is defined as I(X;Y|Z) = H(X|Z) - H(X|Z,Y).

Non-malleable commitment schemes. In this paper we rely on the notion of statistically-
binding concurrent non-malleable commitments (for basic definitions and background on commit-
ment schemes, we refer the reader to [Gol01]). We follow the indistinguishability-based definition
of Lin and Pass [LP11], though we find it convenient to consider non-malleability with respect to
content, other than with respect to identities. For simplicity, the definition below only addresses the
one-many setting (which is equivalent to the general many-many setting [PRO05|), as this is enough
for our needs. Lin and Pass [LP11] and Goyal [Goyl1| have shown that constant-round concurrent
non-malleable commitment schemes can be constructed from any one-way function (the round com-
plexity was further improved by Ciampi et al. [COST17| to just 4 rounds). From a more practical
perspective, such schemes can be constructed efficiently in the random-oracle model [BR93|. For fur-
ther information regarding non-malleable and concurrent non-malleable commitment schemes see,
for example, [DDN00, CIO98, FF00, CF01, PR05, PR08, LPV08| and the references therein.
Intuitively speaking, a (one-many) concurrent non-malleable commitment scheme has the fol-
lowing guarantee: Any efficient adversary cannot use a commitment to some value v in order to



produce commitments to values 01, ..., 0} that are “non-trivially” related to v. More formally, Let
Com = (C, R) be a statistically-binding commitment scheme, and let k& = k(-) be a function of the
security parameter A € N, bounded by some polynomial. Consider an efficient adversary A that
gets an auxiliary input z € {0,1}* (in addition to the security parameter) and participates in the
following “man-in-the-middle” experiment. A takes part in a single “left” interaction and in k “right”
interactions: In the left interaction, A interacts with the committer C, and receives a commitment
to a value v. Denote the resulting commitment (transcript of the interaction) by ¢. In the right
interactions, A interacts with the receiver R, resulting in k¥ commitments ¢3,...,¢;. We define k
related values 01,...,0; in the following manner. For every i € [k], if ¢; = ¢, if ¢ is not a valid
commitment, or if ¢; can be opened to more than one value, we let v; = L (note that by the statistical
binding property of Com, the latter case only happens with negligible probability). Otherwise, 0;
is the unique value to which & may be opened. Let mim&, (v, z) denote the random variable that

Com
includes the values 01,...,0; and A’s view at the end of the afore-described experiment.

Definition 2.1. Let A and D be a pair of algorithms. We define the advantage of (A, D) with
respect to security parameter A € N as

Advé’)ﬂ()\) def . v/rélﬁ)xl}’\ {Pr [D(l)‘, mim&, (v, 2)) = 1} —Pr [D(l)‘, mimé, (v, 2)) = 1] } .

We say that a statistically-binding commitment scheme is concurrent non-malleable if for any pair
of probabilistic polynomial-time algorithms (A, D) there exists a negligible function v = v(-) such
that Advi:? (A) < w()) for all sufficiently large A € N.

3 The Communication Model and Notions of Security

We consider the message authentication problem in a setting involving a group of k41 users: A sender
S and k receivers Ry, ..., Ri. For each i € [k] the sender would like to authenticate a message m; to
the 7th receiver R;. We assume that the users communicate over two channels: An insecure channel
over which a man-in-the-middle adversary has complete control, and a low-bandwidth “out-of-band”
authenticated channel, enabling the sender to authenticate one short message to all receivers. In what
follows we formally specify the underlying communication model as well as the notions of security
that we consider in this work (generalizing those of Vaudenay [Vau05] and Naor et al. [NSS06] to
the group setting).

3.1 Communication Model

Our starting point is the framework of Vaudenay [Vau05| and Naor et al. [NSS06] which considers
a sender who wishes to authenticate a single message to a single receiver using out-of-band authen-
tication. They modeled this interaction by providing the sender and the receiver with two types
of channels: A bidirectional insecure channel that is completely vulnerable to man-in-the middle
attacks, and an authenticated unidirectional low-bandwidth channel from the sender to the receiver
(an “out-of-band” channel).

We extend this model to the group setting in the following manner. Similarly to the framework of
Vaudenay and Naor et al. we assume that the parties are connected via two types of communication
channels: Insecure channels and an authenticated low-bandwidth channel. As for the authenticated
channel, we assume that the sender .S is equipped with an out-of-band channel, through which S may
send a short message visible to all receivers in an authenticated manner (e.g., a voice message in group
messaging). The adversary may read or remove this message for some or all receivers, and may delay



it for different periods of time for different receivers, but cannot modify it in an undetectable manner.
One may also consider a scenario where S, as well as the receivers, may send multiple messages over
the out-of-band authenticated channel throughout the protocol. However, this is less desirable from
a practical standpoint, and in any case, will not be necessary in our protocols. Furthermore, our
lower bounds readily capture this more general case as well, providing a lower bound on the total
number of bits sent over the authenticated channel throughout the protocol.

As mentioned above, we also assume that the parties are connected among themselves in a
network of insecure channels. These channels are vulnerable to man-in-the-middle attacks, and the
adversary is assumed to have complete control over them: The adversary can read, delay and stop
messages sent by the parties, as well as insert new messages at any point in time. In particular, this
provides the adversary with considerable control over the synchronization of the protocol’s execution.
Nonetheless, the execution is still guaranteed to be “marginally synchronized”: Each party sends her
messages in the 7th round of the protocol only upon receiving all due messages of round 7 — 1.

One may consider various possible networks to define the topology of the insecure channels. Two
extremes of that spectrum are the following:

e The star network model: In this model each receiver R; is connected to the sender S via
a bidirectional insecure channel. In particular, the receivers cannot send messages directly to
each other, and any communication among them must pass through the sender S.

e The complete network model: In this model every pair of parties (sender and receiver as
well as two receivers) is connected through an insecure channel.

In that respect, our results — both in the computational setting and in the statistical setting —
will be of the strongest form possible. Our protocols will be articulated, and their correctness and
security proven, in the restrictive “star” network model, which in particular means that they can be
implemented in models richer in channels, and namely in the complete network model (in that case,
some communication efficiency optimizations are possible). Our lower bounds on the other hand,
will assume complete communication networks, and will hence apply to weaker network models as
well.

3.2 Notions of Security

In what follows we define the security and correctness requirements of out-of-band authentication
protocols, essentially extending those of Vaudenay [Vau05] and Naor et al. [NSS06| to the group
setting in an intuitive manner. In such protocols, the input to the sender S is a vector of message
mi,...,m; which may be chosen by the adversary. At the end of the execution, each receiver R;
outputs either a message m; or the unique symbol L, implying rejection. Informally, correctness
states that in an honest execution, with high probability all receivers output the correct message;
i.e., m; = m; for every i € [k]. As for security, we demand that an adversary (which is efficient in
the computational setting and unbounded in the statistical setting) cannot convince a receiver to
output an incorrect message; i.e., the probability that m; & {m;, L} is bounded by a pre-specified
parameter.

For the sake of generality, Definitions 3.1 and 3.2 below are articulated without specific reference
to an underlying communication model, and may be applied to any of the group communication
models discussed above. We begin with a formal definition of out-of-band authentication in the
statistical setting.

Definition 3.1. A statistically-secure out-of-band (n, ¢, k, r, €)-authentication protocol is a (k + 1)-
party r-round protocol in which the sender S is invoked on a k-tuple of n-bit messages, and sends
at most ¢ bits over the authenticated out-of-band channel. The following requirements must hold:



e Correctness: In an honest execution of the protocol, for all input messages mq,...,my €
{0,1}™ to S and for every i € [k], receiver R; outputs m; with probability 1.

e Unforgeability: For any adversary and for every adversarially-chosen input messages mq, ...,
my on which S is invoked, the probability that there exists some i € [k] for which receiver R;
outputs some message m; & {m;, L} is at most e.

A computationally-secure out-of-band authentication protocol is defined similarly, except that
security need only hold against efficient adversaries, and the probability of forgery is also allowed
to additively grow (with respect to the statistical setting) by a negligible function of the security
parameter A € N.

Definition 3.2. Let n =n(\), £ = £4(\),k = k(\),r = r(\) and € = ¢(\) be functions of the security
parameter A € N. A computationally-secure out-of-band (n, ¢, k, r, €)-authentication protocol is a
(k 4 1)-party r-round protocol in which the sender S is invoked on a k-tuple of n-bit messages, and

sends at most £ bits over the authenticated out-of-band channel. The following requirements must
hold:

e Correctness: In an honest execution of the protocol, for all input messages mq,...,m; €
{0,1}™ to S and for every i € [k], receiver R; outputs m; with probability 1.

e Unforgeability: For any probabilistic polynomial-time adversary there exists a negligible
function v = v(-) such that the following holds: For every input messages myq, ..., my chosen
by the adversary and on which S is invoked, the probability that there exists some i € [k] for
which receiver R; outputs some message m; ¢ {m;, L} is at most € + v(\) for all sufficiently
large A € N.

4 The Computational Setting

In this section we prove tight bounds for computationally-secure out-of-band authentication in the
group setting. In Section 4.1 we present our computationally-secure protocol and discuss its possible
instantiations (both in the standard model and in the random-oracle model). In Section 4.2 we prove
the security of our protocol, and in Section 4.3 we prove a matching lower bound on the length of
the out-of-band authenticated value in any computationally-secure protocol.

4.1 Our Protocol and its Instantiations

Let Com = (Ccom, Rcom) be a concurrent non-malleable commitment scheme that is statistically
binding (see Section 2 and Definition 2.1). Our protocol, denoted Tcomp, is parameterized by the
security parameter A\ € N, by the number k = k()\) of receivers, by the length ¢ = £(\) of the
out-of-band authenticated value, and by the length n = n(\) of the messages that the user would
like to authenticate. The protocol is defined as follows:

1. For every i € [k] the receiver R; chooses a random (-bit string r; < {0, 1}, and commits to it
to the sender S using Com. For every i € [k] denote the resulting commitment according to
the view of R; by ¢;, and denote the commitments received by S by &;.'°

®As a commitment scheme may be interactive, when referring to a commitment, we mean the transcript of the
interaction between the committer and the receiver during an execution of the commit phase of the commitment
scheme. When the scheme is non-interactive, a commitment is simply a single string sent from the committer to the
receiver.
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2. The sender S chooses a random string 75 < {0, 1}, and executes k (possibly parallel) execu-

tions of Com to commit to the message (m;, r5) to the receiver R; for every i € [k]. Denote the
resulting commitments, as seen by the sender S by ¢, and denote the commitment received
by R; by ci.
For every i € [k] the sender S also explicitly appends the following information to the first
message it sends R; as part of the commitment: (1) The message m;, and (2) the (possibly
tampered with) commitments (¢;) jelk\(iy received from the other receivers in Step 1 of the
protocol. We let m; and (¢ji)je[r)\ i} denote the message and the forwarded commitments as
received by R;.

3. For every i € [k| the receiver R; sends a decommitment d; of her commitment from Step 1 of
the protocol to reveal r; to the sender S. Let LZ denote the decommitment received by S from
R;. For every i € [k] the sender S then checks whether c?l is a valid decommitment to ¢;. If
s0, let 7; denote the committed value. Otherwise, S sends L over the authenticated channel,
in which case all receivers output L.

4. For every i € [k], the sender S sends receiver R; a decommitment d to the corresponding
commitment from Step 2 of the protocol, and reveals rs to R;. Denote by di the decommitment
received by R;. For every i € [k| the receiver R; checks if d? is a valid decommitment to ¢Z. If

it is, denote the committed value by (n/z\;, 7“2,) If it is not a valid decommitment or if m} # m;

(where m; was received in Step 2), then R; outputs L and terminates.

For every i € [k] the sender S also sends R; the (possibly tampered with) decommitments

~

(dj)jefm\fiy she received in Step 3. We let (CE_\H) je[k]\{i} denote the decommitments received

—

by R;. If for some j € [k]\ {4} it holds that d;_,; is not a valid decommitment to ¢;—; received
by R; is Step 2, then R; outputs L and terminates. Otherwise, denote by (7;5;) cfk)\(;} the
values obtained by opening the commitments.

5. S computes 0 = r, ® 11 D ... D 7, and sends o over the authenticated out-of-band channel.
Every receiver R; computes 0; = 7L @ 17 5; © ... B 71 5; DT D Tip15i © - - - Ths, and then
outputs m; (received in Step 2) if 5; = o and outputs L otherwise.

The following theorem (when combined with the existence of a constant-round concurrent non-
malleable statistically-binding commitment scheme based on any one-way function — see Section 2)
implies Theorem 1.1 as an immediate corollary:

Theorem 4.1. Let k = k(-),£ = {(-),r = r(-) and n = n(-) be functions of the security parameter
A € N and let Com be an r-round concurrent non-malleable commitment scheme. Then, protocol
TComp 15 a computationally-secure out-of-band (n,l,k,O(r), k - 279 -authentication protocol.

Possible instantiations. Our protocol mcomp can be instantiated with Com being any concurrent
non-malleable statistically-biding commitment scheme. From a theoretical point of view, Lin and
Pass [LP11] and Goyal [Goy11] gave constant-round constructions of such schemes from any one-way
function (and the round complexity was further improved by [COS™17]). Hence, our protocol can also
be instantiated as a constant-round protocol, assuming only the existence of one-way functions. This
assumption is minimal and necessary, since Naor et al. [NSS06| showed that even in the user-to-user
setting, any computationally-secure out-of-band authentication protocol for which ¢ < 2log1/e —
©(1) implies the existence of one-way functions.
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From a more practical standpoint, a non-interactive concurrent non-malleable statistically-biding
commitment scheme can be very efficiently constructed in the random oracle model [BR93|. Thus,
instantiating mcomp With a cryptographic hash function (e.g., SHA-2) as the random oracle yields a
highly efficient protocol. Given a random oracle H, in order to commit to a value v, one simply has
to send ¢ = H(v,r) for a sufficiently long random string . Decommitment is done by revealing v and
r, and the receiver asserts that ¢ = H(v,r). Consider a pair of poly-query algorithms (A, D), where
A is the man-in-the-middle adversary and D is the distinguisher (see Definition 2.1). Informally
speaking, assume H is sufficiently length-increasing (say, length-doubling) so that it is difficult to
find an element y in its image without querying H on a pre-image of y. So the algorithm A,
that receives ¢ = H(v,r) and produces ¢; = H(v1,71),...,c, = H(vg,rg), knows vy,..., v with
overwhelming probability. Hence, it can distinguish between the case that ¢ = H(v, ), and the case
that ¢ = H(v',r’) where the value v’ — when taken together with vy, ..., v and the view of A — does
not satisfy the polynomial time relation defined by the distinguisher D. By a standard argument,
this is hard for any adversary making a polynomial number of queries to the random oracle.

Non-malleable commitment schemes also exist in the common reference string (CRS) model (see,
for example, [CI098, CKOT01, FF00, CF01, DG03|). However, assuming a trusted CRS may be

somewhat incompatible with the ad-hoc nature of instant messaging platforms and applications.

4.2 Proof of Security

In this section, we prove the unforgeability of protocol mcomp, proving Theorem 4.1. For simplicity
of presentation, we start by assuming that the commitment scheme Com, with which the protocol is
instantiated, is a non-interactive commitment scheme (in addition to being statistically-binding and
concurrent non-malleable), as this already captures the gist of the proof. We then discuss how to
make the proof compatible with multiple-round commitment schemes.

Let A € N be the security parameter, and let & = k(\),¢ = ¢(\) and n = n(\). For an adversary
A, let Forge 4 ; denote the event in which A fools R; (i.e., R; outputs m; ¢ {m;, L}) in an execution of
Tcomp and let Forge, = Uie[k] Forge 4 ;. The following Lemma captures the unforgeability of mcomp.

Lemma 4.2. For any probabilistic polynomial-time adversary A, there exists a negligible function
v =v(-) such that
Pr[Forgey] < k-27¢4v())

for all sufficiently large A € N.

Proof. We will prove that for every efficient adversary A and for every i € [k] there exists a negligible
function +/(-) such that Pr [Forge ;] < 27¢ 4+ 1/(n). The Lemma will then follow by taking a union
bound over all i € [k].

For a message m sent in the execution of the protocol, denote by T(m) the time in which m

was sent. By the definition of the protocol, for every i € [k], it always holds that T'(¢;) < T (%) <
T(d) < T (Ji

s |

as well as T'(G) < T'(c}) < T (&Z) < T (d%). We also assume the following
assumptions without loss of generality:

1. Whenever a party (either S or one of the receivers) is due to send a message according to the
protocol, the adversary waits until this message is sent before deciding on its next action. In
particular, for instance, this implies T'(¢;) < T'(¢;) for every 4,5 € [k].

S

2. The adversary delays sending dz until the end of the execution; i.e., T’ (dls) <T (cﬁ)
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Note that these two assumptions do not hamper a potential adversary’s efforts, as any adversary
can be turned into an adversary that is consistent with the above assumptions without damaging
the probability of a successful forgery.

We now turn to bound the probability of such a forgery. First, consider the event in which at
least one of the commitments in the execution (either a commitment that was sent by the adversary
A or by one of the honest parties) does not uniquely define (information-theoretically speaking) a
committed value v, and denote this event by Coll. By the statistical binding property of Com, there
exists a negligible function v such that Pr[Coll] < vi(n). So for the remainder of the proof we
will condition our analysis on the event Coll. We differentiate in our analysis between two cases:
The event that T (c) < T (d;), which we denote by Sync;, and that of T (c}) > T (d;), which will
be denoted by Sync;. The bound thus follows by the following two claims. Claim 4.3 bounds the
probability of forgery in case event Sync; occurs, and Claim 4.4 bounds it in case of event Sync;.

Intuitively speaking, in case event Sync; occurs, S chooses r, after the other variables that
contribute to the authenticated string o and to the string ; (which R; is expecting to see over the
authenticated channel) have all already been fixed. Hence, there is exactly one value for ry that
will result in R; accepting, which is obtained with probability 27¢. This intuition is captured by the
following claim.

Claim 4.3. For any adversary A and for any i € [k], it holds that
Pr [Forge 4 ;|Sync; A Coll] < 27

Proof of Claim 4.3. Fix i € [k]. By the definition of the protocol, it holds that T (c%) > T (¢;)
and T (c%) > T (&) for every j € [k] \ {i}; i.e., ¢ is sent after R; sends ¢; and after S receives ¢;.
Conditioned on Sync;, it also holds that 7" (c%) > T(cAg) and T (c%) > T (¢;=;) for every j € [k]\ {i}.
Moreover, conditioned on Coll, each of these commitments can uniquely be opened to (at most) a
single value. Meaning, in that case, the values r;, 75 and 7; and 7;5; for every j € [k] \ {i} are
determined before ¢ is sent. Since S chooses 7, just before the sending ¢, and once the above listed
values are already fixed (recall Step 2 of the protocol), it holds that

Pr [Forge 4 ;|Sync A Coll] < Pr |7, & @ il =rsern® Tj—i
Sl Jelr\ i} i
=Pr|rs = @T’} ©Fs DT D Tji
jEl] Jelk\i} i
=927t

The following claim shows that for any ¢ € [k], conditioned on Sync;, any adversary that breaks
the unforgeability of mcomp With respect to R; can be transformed into an adversary breaking the
concurrent non-malleability of Com.

Claim 4.4. For any probabilistic polynomial-time adversary A and for any i € [k], there exists a
pair of probabilistic polynomial-time algorithms (Anm, D) such that

Advég‘n“ﬂ’D > Pr [ForgeA7i|SyncZ. A m _ot
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We start by giving an intuitive overview of the reduction, and then continue to the formal proof.
In broad brush strokes, Axm gets as an auxiliary input a random value z < {0, 1}5, and runs a
single left interaction with a committer Ccom and 2k right interactions with a receiver Rcom. In
the left interaction, Ccom sends a commitment c to a value v € {0,1}¢. Aym runs A and passes
forward ¢ to A as the commitment of R; to the value r; in Step 1 of the protocol. Anm also
simulates honestly the sender and all other receivers by itself (choosing random ¢-bit strings and
producing commitments/decommitments when necessary). Indeed, when A expects to receive the
decommitment to ¢, the simulation will get “stuck”, as Aym does not know how to open c. However,
conditioned on Sync;, by the time A expects to receive the decommitment to ¢, A and Aym have
already issued commitments to all other values that make up o and 7;, yielding enough information
to break the concurrent non-malleability of Com. Consider two cases: When v = z, the view of A is
exactly as in an execution of Tcomp up to T'(d;), and a distinguisher D that gets as input Anm’s view
as well as {7} je(r), {7} jefr)\ (i} and ;’9 can check if ¢ = o; (where r; is substituted with z when
computing ;), and the probability for that will be at least that of Forge, ;. On the other hand,
when v is fixed to be some arbitrary value (e.g., 0°), the commitments issued by Any and by A are
independent of z, and hence the probability that o = &; is 2~¢. We now move on to the formal proof.

Proof of Claim 4.4. Fix i € [k]. On input 1* and auxiliary input z, the adversary Ay is defined
by the following steps:

1. In the left interaction, Aym gets a commitment ¢ to a value v.

2. Anm chooses k random ¢-bit strings rs < {0,1}¢ and r; < {0,1} for every j € [k] \ {i}. Tt
then runs A(1>‘), and simulates a partial execution of 7Tcomp in the following manner:

(a) Anm forwards c to A as the commitment of R; to value r;. For every j € [k] \ {i}, Anm
computes a commitment ¢; for r; and a corresponding decommitment d; according to
Com, and sends ¢; to A as the commitment of R; in the Step 1 of the protocol.

(b) After A outputs a commitment ¢; for every j € [k], along with a message m; as the input
message to S to be authenticated to Rj, Anym replies (simulating S) as follows. For every
j € [k], Anm computes a commitment ¢} to (m;,rs) and a corresponding decommitment

& according to Com. Anpm then sends the message (cﬁ, mj, (af)te[k]\{j}> as the message
from S to R; in step 2 of the protocol, for every j € [k].

(c) Similarly, in each of the interactions of comp, when A outputs the tuple c, m;, (Ct/;j)te[k]\{j})
as the message delivered to R; in Step 2 of the protocol, Axm differentiates between two
cases:

o If j # i, then Anm replies (simulating R;) with d; as computed in Step (a) of the
simulation.

o If j =i, A terminates the simulation.

(d) In each interaction of mcomp other then with receiver R;, when A outputs dA] as the
decommitment received by S from R; in Step 3 of Tcomp, Anm replies (simulating S) with

@ computed in Step (b) of the simulation.

3. When the simulation is terminated, Axm sends ai, {65} jem and {65} e\ (i} to Rcom as the
commitments in its right interactions.
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The distinguisher D gets as input the random variable mimé';‘m (v, z), which includes in particular
the following variables:

e The auxiliary input z.
e The random string s drawn by A in the beginning of the simulation.

e The values {7}, {77—\>i}je[k]\{i} and 7"2 which are the values to which the commitments
{6 }jemy 1G5 jep\ gy and (;s may be opened to, respectively, or L. First, note that since
we are conditioning on the event Sync;, all these commitments were indeed produced by the
simulated adversary A, before Aym had to terminate the simulation. Furthermore, conditioned
on Coll, each of the values D gets is L either in the case that the corresponding commitment is
not a valid one (and cannot be opened to any value) or that it is identical to ¢ (the commitment
of v received in the left interaction). In the latter case, again by conditioning of Coll, this means
that the only value this commitment might be opened to is v.

On input the security parameter 1* and mim’éo’\‘m (v,2z), D is defined as follows:

1. If TZ = 1, output 0.

2. Otherwise, let parg denote the parity of the number of L symbols among the values {7} je[x-
That is, parg = 1 if the number of L symbols among these values is odd, and parg = 0
otherwise. Let par; be defined similarly as the parity of L symbols among {75} e\ i} -

D then computes o = & (@je[k] 7“7) ®(parg - z) and 6; = ;D2 D <®je[k]\{i} 7731) ®(par;-2),
where parg - 2z = 0f if parg = 0 and parg - z = z if parg = 1.!! Finally, D outputs 1 if o = &,
and 0 otherwise.

For the analysis of the attack, consider two cases:

Case 1: When v = z (in particular, v is also a uniformly chosen ¢-bit string), Axm perfectly
simulates protocol mcomp to A until it terminates. Conditioned on Coll, by the time the simulation
terminates, A cannot open the commitments it sent in a way that will result in (the simulated)
S sending a string other than o (as computed by D) over the authenticated channel, or in (the
simulated) R; expecting a string other than &; (as computed by D). It follows that only when
the authentication values computed by D are equal (i.e., 0 = 7;), can the execution of mcomp be
completed such that R; does not output L. In particular, this means that D outputting 1 is a
necessary condition for Forge, ;. This yields

Pr [D(l’\, mimam (2, 2)) = 1} > Pr [Forge 4 ;|Sync; A Coll] .

Case 2: When v = 0%, all values that go into the computation of ¢ and &; by D are independent
of z. Namely, the view of the simulated adversary A is independent of z, as z does not affect the

' This has the effect of replacing every L symbol in {7} Yiem) and {755} e\ fi3 With z when computing o and &;,
respectively.
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computation of any of the messages Anym “feeds” it. Thus, it holds that

Pr [ D(mim2W (0%, 2)) = 1}

Com

=Prlz=r,&® @f’; @(pars-z)@rz@ Ti—i | @ (par; - 2)
JE[K] JERN\{i}
= 2f,

Combining the above cases, it holds that

Pr {Pr {D(mim‘égm (2,2)) = 1} —Pr [D(mimé’)\m(()e,z)) = 1” > Pr [Forge;|Sync A Coll] — 2.
2+{0,1}¢

By an averaging argument, there exists some z* € {0, 1}¢ such that

Advégm’D > Pr {D(mim‘égm (z%,2%)) = 1} —Pr {D(mimé)“%I (0%, 2%)) = 1}
> Pr [Forge;|Sync A Coll] — 2¢.
and the claim follows. [ |

By Claim 4.4 and the concurrent non-malleability of Com, for every probabilistic polynomial-time
adversary A, there exists a negligible function 5 () such that for every i € [k],

Pr [Forge 4 ;|Sync; A Coll] < 27 + ()

for all sufficiently large A € N. Combined with Claim 4.3 and the statistical binding property of
Com, this yields that
Pr [Forge, ;] < Pr[Coll] + Pr [Forge 4 ;/Sync; A Coll] - Pr[Sync;]
+ Pr [Forge 4 ;|Sync; A Coll] - Pr [Sync;]
< vi(n) + 27" + a(n).

Taking a union bound over all ¢ € [k] and denoting v(n) = k- (v1(n) + v2(n)), it holds that
Pr[Forge 4] < k-27% +uv(n).

This concludes the proof of Lemma 4.2. [ |

Supporting interactive commitments. The proof of Lemma 4.2 can be easily extended to
support the use of concurrent non-malleable commitment schemes which are interactive. First, let’s
observe that any such commitment scheme can be converted into a scheme in which the sender’s
first message is in and of itself statistically biding; i.e., with overwhelming probability, once this
message is sent, even a computationally unrestricted adversary cannot complete the commitment
phase in two different ways, generating two different commitments ¢; and co, such that it is possible
to open them into two distinct messages. This can be done by first having the sender committing to
the message using Naor’s statistically-binding two-message commitment scheme [Nao91|, and then
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committing to the same message using the original non-malleable scheme. It is not hard to see that
this transformation achieves the afore-described property, while retaining non-malleability that is
sufficient for our needs; i.e., an efficient adversary cannot produce a commitment for a related yet
different value.'? Further observe that we can have each of the receivers Ry, ..., R;, append a random
string of the appropriate length to its last message to S in Step 1 of the protocol, to be used as the
first message of Naor’s scheme, when S commits to the messages {(m;,7s)}ic[x) in Step 2. Meaning,
S waits until completing all commitments ¢y, ..., ¢ of stage 1, and only then chooses rs and initiates
the commitments of stage 2 in parallel, by sending a “binding message” to each receiver.

Now, for a commitment ¢, we denote by T'(c¢) the time of the first message sent by the committer
as part of the commitment. In particular this means that for every i € [k], T(c!) is the time the
first message is sent by S to R; in Step 2 of the protocol. The event Sync;, in which T(c%) < T'(d;),
now captures executions in which d; is sent after the first and “binding” message of ci. Under this
notation, Claim 4.3 still holds as conditioned on Sync;, it is still true that r is sampled after all other
variables contributing to the computation of o and of &; are uniquely determined. Claim 4.4 still
holds since it is still the case that conditioned on Sync;, the distinguisher D has sufficient information
to compute o and o; by the time d; is due in the simulation of Tcomp described in the proof.

A final, rather technical modification to the proof, is that in the proof of Claim 4.4, t}/l\e adversary
Anm cannot simply complete the (partial) simulation of the protocol and then output ¢4, {¢;};c(x}
and {¢j5i}je\ (i} as the commitments in the right interactions. Rather, it has to execute the
commitments in the right interactions in parallel to the aforementioned commitments, which the
adversary A issues in the simulation (simply forwarding A’s corresponding messages to Rcom as they
come, and vice versa).

4.3 Lower Bound

In this section, we prove a lower bound on the length of out-of-band authenticated value in any out-
of-band authentication protocol, as a function of the desired security level € and of the number of
receivers k. Our bound shows that the length of the out-of-band authenticated value in our protocol
Tcomp Of Section 4.1 is optimal (up to an additive constant). The lower bound is stated by the
following Theorem, which yields Theorem 1.2.

Theorem 4.5. For any computationally-secure (n, £, k, r, €)-authentication protocol where n > log(1/€)
+logk + 3 and € < 1/6, it holds that £ > log1/e + logk — 3.

Proof. Let m = (S, Ry,..., Ry) be a k-receiver out-of-band authentication protocol for messages of
length n in the complete network communication model. We present an efficient adversary A that
succeeds in fooling at least one of the reveivers with probability at least k- 2743, and the theorem
follows (for an intuitive overview of the attack and analysis, see Section 1.2).

On input 1*, A runs the following steps:

1. A samples k input messages (my1, ..., my) < {0,1}™** as the input to the sender S, and runs
an execution with S in which A plays the role of all receivers. Denote by o € {0, 1} the value
that S sends over the authenticated channel at the end of this execution.

— o~

2. For every i € [k], A samples k input messages (mi,...,m}) « {0, 1}™*F yniformly at random
(independently from the messages sampled in the other executions), and runs an execution

of 7 with R; in which A plays the role of the sender (with input (77/1\"1, ...,m})) and all other

12The adversary might be able to produce a different commitment for the same value, but it is easy to see that this
is benign in our protocol, and our proof of security still holds.
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receivers. For every ¢ € [k] denote the out-of-band authenticated value the (simulated) sender
sends in the end of the execution with the true receiver R; by &;.

o~

We first wish to lower bound the probability that there exists some receiver R; that outputs mi
By the correctness of , this is at least the probability that ¢; = . Thus, for every i € [k], it holds
that

Pr [Ri outputs n/l\ﬂ >Prio;, =0] = Z Prjo =v]-Prlo; =v].
ve{0,1}¢

More generally, for any subset Z C [k] of the receivers, it holds that
Pr [Vi € T : R; outputs 77/1\3} > Z Prio =1]- HPr[&}- = v]

ve{0,1}¢ €L
= > (Prlo=u)H
veq{0,1}¢

The inequality follows by the fact that the executions A conducts with the receivers are independent

from each other, and the equality holds since o and &; are identically distributed for every i € [k].
The inclusion-exclusion principle now yields that the probability that for at least one receiver it holds
that 0; = o is

k
pr [3i R 5 1yl ] _ it
r |3i € [k] s.t. R; outputs mz} > Z( 1) (z) Z (Pro =)
=1 ve{0,1}¢
The above probability is minimized when the distribution of ¢ over a random execution of the
protocol as described above is uniform; i.e., when Pr [0 = v] = 27 for all v € {0, 1}*. Hence, it holds
that

Pr [Eli € [k] s.t. R; outputs m;} > 2:(—1)”rl . <> 97

In what follows, we make use of the following claim which bounds the above expression.
Claim 4.6. Y8 (—1)"*1. (M) . 2770 > min {1/3,k - 27¢/4}.

Proof of Claim 4.6. In order to bound this expression, we differentiate between two cases. First,
consider the case where k > 3-2=1. The above expression can be thought of in the following manner:
k balls are independently thrown into 2¢ bins uniformly at random. Let B be the random variable
denoting the number of balls in the first bin at the end to the experiment. Then, the expression we
wish to bound is exactly Pr[B > 0]. Let N be a geometric random variable denoting the number of
balls thrown until a ball hits the first bin.'® Then, by Markov’s bound it holds that

Pr |3i € [k] s.t. R; outputs T/n\; > Pr[B > 0]

= Pr[N < k]
=1-Pr[N >k
E[N]

> 1 - = 4
= k

2! 1
>1 - ———=_.
= 3.20-1 3

BFor the sake of defining N, balls are thrown until a ball is thrown into the first bin.
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Now consider the case where k < 3-2¢~1. In this case, it holds that

Pr [Eli € [k] s.t. R; outputs n/l\ﬂ

NE

i=1 !
[%/2]
k - k ~
> Co—(2i—1)£ _ o—2iL
=3 () o= () =)
[k/2] k —2;.
_ Z 1— (21) 27 . k .9—(2i-1)4
i—1 (2ik—1) - 27 (im0t 2t —1
Lk/2j<

I
]

N =
—

)

k—-2i+1 __, k —(2—1)-
12 =T .9 . .9~ (2i=1)-¢
) ()
k

ke k —(2i-1)4
>3 (1052 (40 )2

Lk/2]
. Z k L9 (2i=1)0 k. 92—t
21 -1 4 '

=1

,_
~

>

NG

Let Forge 4 denote the event in which R; outputs mi # m;. By Claim 4.6,
Pr[Forge4] = Pr Ji e [k] s.t. m; # mé A R; outputs mﬂ

> Pr |Vj € [k],m; # mi A Ji € [k] s.t. R; outputs 17/1\1]

> Pr ENE [k] s.t. R; outputs 77/12] —Pr [Elj € [k] s.t. m; = m]:]

J
min 1,52—4 —k-27"
374

1
min{G,k-Tf—? —k-2_”}.

The last inequality holds since n > logk + log1/e + 3 > logk + 3 and thus k- 27" < 1/6. Finally,
since € < 1/6 and n > log k + log 1/e, it holds that

Y

v

e>k-2702 k.o >p.ot2

Equivalently, € > k- 27473 which implies £ > log1/e + logk — 3. |

5 The Statistical Setting

In this section we prove tight bounds for statistically-secure out-of-band authentication protocols in
the group setting. First, in Section 5.1 we present our statistically-secure protocol. Then, in Section
5.2 we prove the security of our protocol, and in Section 5.3 we prove a matching lower bound on
the length of the out-of-band authenticated value in any statistically-secure protocol.
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5.1 Our Protocol

Our protocol, denoted 7syat, is parametrized by the maximal forgery probability € € (0,1), integers
n, k € N denoting the length of each message and the number of receivers, respectively, and an odd
integer r € N denoting the number of rounds (we refer the reader to Section 1.2 for an intuitive
overview of the protocol).

Notation. Denote the Galois field with ¢ elements by GF(q). Then, a message m of length
n can be parsed as a polynomial of degree at most [n/logq] over GF(q). Namely, a message
m = mi,...,m; € GF(q)" defines a polynomial in the following manner: For every z € GF(q),
we let m(z) = 2221 m; - ', Then, for two distinct messages m,m € GF(q)! and any two field
elements y,y € GF(q), it holds that the polynomials m(-) + y and m(-) + y are distinct and thus
Pr,grg Im(z) +y =m(z) +y] < t/q. Let ¢ = ¢/k, and let ny = n. For every j € [r — 1]
let g; be a prime number chosen in a deterministically and agreed upon manner in the interval
QT*j.n]- 2T7j+1'n‘j

L, — ), and let nj11 = [2logg;].

€

Our protocol st is then defined by the following steps:

1. For every i € [k], S sends m}% = m; to R;. Denote by m}%i the string received by R;.

2. Forj=1tor—2:

(a) If j is odd, then for every i € [k]:
i. S chooses yi < GF(q;) and sends it to R;.

ii. R; receives yf , chooses :Uf < GF(g;) and sends it to S.

Sos o AL G () 4o
iii. S receives x} and computes myg;" = z}||lmyg (=) + y; .
v. R G _ g (7)o
iv. R; computes mp ~ = z;|mp (z7) + y;-

(b) if j is even, then for every i € [k]:
i. R; chooses yf < GF(g;) and sends it to S.

ii. S receives y!, chooses z] < GF(q;) and sends it to R;.
R 5 GHL _ Gd j

iii. R; receives x; and computes my. = zj||mp (z7) + y;-
. . 1 . . . A>

iv. S computes m%: = al|ml ;(x]) +yl.

3. For every i € [k], R; chooses y| ' +~ GF(g;) and sends it to S.

—_—

4. S receives y{fl, e ,y;:l, chooses "~ «+— GF(q,_1), and for every i € [k] sends :v;*l =g"1
to Rz
5. For every i € [k], R; receives 2} ' and computes &; = erjl(xfl) + yi~!. Denote mp, =
Ay~
6. For every ¢ € [k], S computes o; = mrszl(x’“*l) + 477! Denote mg,; = 2" Yo;. S sends
2" o1l ... ||ok over the authenticated channel.
7. For every i € [k], if m§,; = m}, (Le., if 2"t =277 and 0; = 7;), R; outputs m}%i. Otherwise,

R; outputs L.
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The following theorem (when the protocol is invoked with at least log™ n rounds) implies Theorem
1.3 as an immediate corollary:

Theorem 5.1. Letn,k € N, let r > 3, and let € € (0,1). Then, protocol wsiat 1S a statistically-secure
out-of-band (n, £, k, r, €)-authentication protocol, where £ = (k+1)- (log 1 +logk+ log™Y n + 0(1)) .

The correctness of our protocol is straightforward. In Lemma 5.2 we bound the length ¢ of the
out-of-band authenticated value as stated in Theorem 5.1, and the proof of unforgeability is given in
Section 5.2, yielding Theorem 5.1. A corollary of Lemma 5.2 is that when invoked with r = Q(log* n),
the sender in protocol s, has to authenticate at most (k + 1) - (log(1/€) + log k + O(1)) bits.

Lemma 5.2. Let n,k € N, let r > 3, and let € € (0,1). Then, in protocol msia it holds that
< (k+1)- <log% +logk +log"Vn + O(l)).

The proof of Lemma 5.2 will make use of the following two claims.

Claim 5.3. If n; > 2777 /¢ for every j € [r — 2|, then nj11 < max{4log") n + 4log5 + 3,27} for
every j € [k —2].

Proof. The proof is by induction on j. Since n; > 2"77 /€ for every j € [r — 2], it holds that for
every j € [r — 2],
27‘—j+1 9

This implies that for every j € [r — 2], it holds that
nj+1 = [2logg;] < [2log (2n§)] < 4logn; + 3.

For j = 1, the claim indeed yields: ny < 4logn + 3. For 2 < j < r — 2, if n; < 27, then
njy1 < 4log27 4 3 < 23. Otherwise, by the induction hypothesis, it holds that

njt1 < 4logn; +3 < 4log <4log(j_1)n+4log5+3> + 3.

Consider the following two cases:

1. If log¥=Y n < 4log5 + 3, then nj i1 < 4log(20log 5 + 15) + 3 < 27.

2. If log(jfl) n > 4logb + 3, then n;;q1 < 4log (5 log(jfl) n) +3= 4log(j) n+ 4logb + 3.

Claim 5.4. If nj < 2777 /€ for some j € [r — 2], then for every j' € {j,...,r — 2}, it holds that
ny <277 f¢.

Proof. Assume n; < 2777 /€ for some j € [r —3]. We prove n;y1 < 27771 /¢ and the claim follows.
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By the assumption on n;, it holds that

nj_H = [2 log qj—|

IN

INA
e B—

)

—

@)

O]
7 N
O]
) =
3

3

o
~_
J—

The last inequality follows by the fact that 42 +1 < 2*~! for any x > 6 (if » — j +1log(1/€') < 6 then
the parties can jump to Step 3 of the protocol and complete it, while S only has to send (k+1)-O(1)
bits over the out-of-band channel, which implies Lemma 5.2). [

We are now ready to prove Lemma 5.2.

Proof of Lemma 5.2. Informally speaking, we prove that ¢,_; is at most roughly 1/¢, and then
the lemma follows, since S authenticates to k+ 1 elements in GF'(g,—1), which can be encoded using
[(k+1)-loggr—1] bits.

More formally, we consider two separate cases. First we consider the case where n; > 2r=J /¢

for every j € [r —2]. By Claim 5.3, it holds that n,_; < max {4log(’"_2)n+4log5 + 3,27}. If
ny—1 < 27, then ¢,_1 < 4-27/¢, and then

0= (k4 1) -log e 1
(k+1)- <log€1, + 0(1)>

IN

— (k+1)- <1Og1+logk+0(1)> :

Otherwise, it holds that n,_1 < 4log(“2) n + 4log5 + 3. Hence,

0= [(k+1) logg,1]

{(k +1)-log <j, nlﬂ

(k+1)- <log1 +logk +logm YV n + O(1)> .
€

IN

We now turn to consider the case where there exists some j € [r — 2] such that n; < 2"79/¢'. By
Claim 5.4, this means that n,_s < 4/€¢’. Therefore,

23 1
ny—1 = [2loggr—2| < |72 log — nT% < 4log - + 1L
€ €

22



Where this is the case, the parties can set ¢.—; = ©(1/¢'), and the security of the protocol is
preserved. This is due to the fact that our proof of security (see Section 5.2) only relies on the fact
that two distinct polynomials over GF'(q,—1) defined by n,_1-bit strings evaluate to the same value
on at most €'/2 field elements; i.e., ¢.—17 % - [n,_1/log(1/€')] < €/2. If ¢—1 = O(1/¢€'), then indeed

1
(< (k+1)- (log = +logk +log Y n + O(l)) ,
€
concluding the proof. ]

5.2 Proof of Security

In this section, we prove the unforgeability of our protocol msar, proving Theorem 5.1. For an
adversary A, let Forge, ; denote the event in which R; outputs m; & {m;, L} in an execution of Tsiat
with A, and let Forge, = Uz‘e[k} Forge, ;. The following Lemma captures the unforgeability of msyat.

Lemma 5.5. For any computationally unbounded adversary A, it holds that Pr [Forge,] < e.

Proof. We prove that for every ¢ € [k], any computationally unbounded adversary A succeeds in
making R; output a fraudulent message with probability at most € = €/k and the theorem thus

follows by union bound. Note that if A fools R; this in particular means that mgz #* m}%i but

my,; = mp . Hence, there exists a round j € [r — 1] such that mSZ # mR but mj+1 = mg—l denote

this event by Collg. We will prove that for every j, Pr [Collﬂ < €/2"77 and then by taking a union
bound over all rounds, the probability of Forge 4 ; is at most 3"~ L Pr [ ollj} <> Vel < €

Similarly to Section 4.2, we denote by T'(v) the time in which a message v in the protocol is
sent and fixed. We analyze separately the case where the round index j is odd, and the case that

it is even. We start by bounding Pr [Collg] in case j is odd (R; picks the evaluation point of the

polynomial and S chooses the shift), and consider three possible attack timings:

~

1. T( ) <T(z ) : In this case, R; chooses xz at random from the field only after xf was fixed

and sent to S. Recall that xf is the first part of mfgtl and xf is the first part of mgl. Hence,

J e B
Pr [Colll} < Pr T, =x;| = — < -
)

x{<—G’F(qj q; 2r=J
J (! ® oy : : o i
2. T(z! T(x]) and T(y;) 2 T(y/): In this case, if the adversary chooses z; # x;j, then
Pr {Collj } Pr [mjstl = mgl} = 0. So for the remainder of the analysis of this case, we
assume r; = xﬁ Since j is odd, it is always the case that T(mf) > T(yi), i.e., R; chooses

J o J ; 0 i . J J ; s
T; after receiving y;. Since we are also in the case where T'(y;) > T'(y;), this means that

~

R; chooses z] when méi,mh,yf and y are all fixed. In particular, if mfg’i # mp, , then

the polynomials qu,z() + yf and mgﬁ() + yf are two distinct polynomials of degree at most
[nj/logq;]. Hence,

Pr [Collﬂ = Pr [mfgl # mg%_ /\mfgl(xf) —I-yg = mﬁ(wf) +yg
a:Z<—GF(qj) ) % ) i
1 nj 6/
e
q; !logg; 2r=J
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3. T(mf) > T(xf) and T(yi) < T(yf) As before, if xz # xg, then Pr [Collg] = 0, so we assume

~

xf = :cf . In this case, S chooses yzj and R; chooses xf when the adversary has already chosen
yi . Since yi and xf are chosen independently, we may assume without loss of generality that

T(yzj ) > T(:Uz ), meaning yi is chosen when m{gﬁi,mﬁi,yz and xf are already fixed (and thus

also x], since we assume z] = 7). It follows that

‘ , N o 1 ¢
Pr [Collg} = Pr [yf = mfzi () +y] — mfs*,i(fvf) =—= or—j '
Yyl —GF(q;) K

We now turn to bound Pr [Collg ] in case j is even (S picks the evaluation point of the polynomial

and R; chooses the shift). The proof is very similar to the case where j is odd, and considers the
same three cases:

o~

1. T(arf ) < T(mf ) : In this case, S chooses xf at random when a:i is fixed. Therefore,

. . -~ 1 !
Pr {Collﬂ < Pr [a?f = xz] < 6_”
@] —GF(q)) q — 2

2. T(x)) > T(xi) and T(yf) > T(yf) As in the analysis for odd values of j, we can assume

7
xz = xg, and we know that S chooses xf when mgi,m%i,yf and yf are all fixed (in the last
round, this follows also by the fact that S chooses "~ after receiving all y/ 1’

7~ ’s). In particular,

if ijz + m%,/i, then the polynomials mjsl() + yf and mﬁl() + yf are two distinct polynomials
of degree at most [n;/logg;|. Hence,

6/

Pr [Coll/| = Px [ms £ iy, Al (2d) + ] = (a]) + vl | < 5
T

(3

o~ o~ ~

3. T(.TZ) > T(azf) and T(yf) < T(yf) As before, we assume mf = acg,Aand we know that R;

chooses yf and S chooses 1:{ when the adversary has already chosen yi . Since yzj and l‘z are
chosen independently, we may assume without loss of generality that T'(y]) > T'(z), meaning

J: J J . J
y; is chosen when m 5.0 MR, i and z; are already fixed. Hence,

. . . . -~ . . 6/
Pr [Collﬂ = Pr [yf = mig,;(]) +y] —mp, (xf)] < =
Y] +GF(g;)

Let Coll; = Uje[r—l} Collg. By taking a union bound over all rounds, it follows that for every
i€ [K],

r—1 r—1 ’
i €
Pr [Coll] < P (ol <) 55 < ¢
J= J=

Since for every i € [k], it is the case that Forge,; implies Coll;, it holds that for every i € [k],
Pr [Forge, ;| < Pr[Coll;] < ¢. by taking a union bound over all receivers it holds that Pr [Forge 4] <
k-€ =e. [
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5.3 Lower Bound

In this section we present a lower bound on the number of bits the sender has to out-of-band
authenticate in the group setting. We prove the following theorem:

Theorem 5.6. For any statistically-secure out-of-band (n,t, k,r, €)-authentication protocol, if n >
(k+2)-log(1/e) then £ > (k+ 1) - log(1/e) — k.

Proof. Let m = (S, Ry, ..., Ri) be a statistically-secure out-of-band (n, ¢, k, r, €)-authentication pro-
tocol. We assume without loss of generality that 7 =1 mod (k + 1) and that 7 has the following
structure. For every j € [r — 1], in round j there exists a single “active” party that sends a mes-
sage (over the insecure channels) to each of the other parties, and all other parties do not send any
messages in that round. If 7 = 1 mod (k + 1), then the sender S is the active party in round j.
Otherwise, if j = i+ 1 mod (k + 1) for some ¢ € [k], then receiver R; is the active user in round
Jj. Denote the vector of messages sent in round j by x;_; and the random variable describing that
vector by X;_1 (so the vectors of messages sent over the insecure channels are zy, ..., z,—2). Finally,
in round 7, the sender S sends the short out-of-band authenticated value o, and we denote the
random variable describing it by . We also denote the random variable describing the vector of
input messages to S by M.
Observe, that we can write the Shannon entropy of 3 as

H(S) = H(Z) - H(S[M, Xo) + Y (H(S|M, Xo, ..., X, 1) — H(S|M, Xo, ..., X;))
jEr—2]
+H(E‘M,X()7...,X7»_2)
:I(Z,M,X())—I— Z I(E;Xj’M,Xo,...,Xj_l)—I—H(E‘M,Xo,...,XT_Q)
jEr—2]
=I5 M, Xo)+ Y > I(3; XM, Xo, ..., X;1) + H(Z|M, Xo, ..., Xr_2).

1€{0,...,k} JE[r—2]:
j=i mod (k+1)

To bound the above expression, we make use of the following two lemmata, which we will prove
below. Intuitively speaking, Lemma 5.7 shows that the messages of the sender S during the execution
of 7 need to reduce, on average, roughly log(1/€) bits of entropy from the out-of-band authenticated
value.

Lemma 5.7. Ifn > 1/k-log(1/¢), then

(3 M, Xo) + > 1(3; XM, Xo, ..., X;-1) + H(Z|M, Xo, ..., X,—2) > log(1/e) — 1.
JjE[r—2]:
j=0 mod (k+1)

In a similar fashion, Lemma 5.8 shows that for any i € [k], the messages of receiver R; during
the execution of 7 need to reduce, on average, roughly log(1/¢) bits of entropy from the out-of-band
authenticated value.

Lemma 5.8. Ifn > (k+2)-log(1/¢) and ¢ < (k+ 1) -log(1/e), then for every i € [k],
> (3, X;|M, Xo, ..., X;1) >log(1/e) — 1.
JjE[r—2]:

j=i mod (k+1)
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Now, if £ > (k+ 1) -log(1/€), then the theorem follows. Otherwise, by Lemmata 5.7 and 5.8 it
holds that, ¢ > H(X) > (k+ 1) - log(1/€) — k, concluding the proof of Theorem 5.6. |

We now turn to prove the two lemmata used in the proof of Theorem 5.6, starting with the proof
of Lemma 5.7.

Proof of Lemma 5.7. Consider a computationally unbounded adversary A that launches the fol-
lowing attack:

1. A picks k random messages m = (M1, ...,mp) < {0,1}"** and runs an honest execution
of m with the receivers (where A simulates S). Denote the authentication string sent in this
execution by 7.

2. A chooses m = (my,...,my) < {0,1}"*¥ as the input to S, and starts an execution of 7 with
S. Namely, A gets x from S.

3. If Pr[m,xg,0] = 0, A quits. Otherwise, it samples (z7,...,T)) from the conditional distri-
bution (Xi,...,Xx)|[(m,z0,5), and sends the corresponding messages to S, who replies with
the messages xx+1. The attack then continues in a similar manner. After each message vector
z; sent by S, A checks if Pr[m,z,z1,...,z;,0] = 0. If so, A quits. Otherwise, A samples
(Zj41,---,Tj1) from the distribution (Xjy1,..., X k)| (M, 20,Z1,...,2;,0) and sends the
corresponding messages of rounds j+2,...,5+k+1to S.

4. In round r, S sends an authentication string o over the out-of-band channel. If o # &, A quits.
Otherwise, A forwards o to the receivers.

We first wish to bound the probability that some receiver does not output L. For ease of notation,
we denote by Acc the event in which every receiver R; outputs m; in the above attack. For every
J € [r — 2], we also denote by t; the transcript of the execution with S until (and including) the
messages x; of round j + 1. Then, since the x;’s are chosen conditioned on m and ¢;_;, and the
tuples (Z;41,...,%;+x) are chosen conditioned in m,¢;_1 and @, it holds that

Pr[Ac = Y  Pr(5]-Pr[Acc|7]
5e{0,1}¢
=Y Pr[5]- Y Pr[m,x] - Pr[Acc|m, o, 5]

m,xo
= > Pr[g]-Pr[mao]- Y  Prizi,...,z5m, 0,5

m,zo,0: T1,sTh
Pr[m,z0,5]>0

- Pr [Acc|m, ty, 7]

= Z Pr (o] - Pr[m, z¢] - Pr[z1,...,Z5|m, zo, 0]
m,t;,o:
Pr[m,t,5]>0
Y Pragq|m, t] - Pr[Accim, 5, 5]
Te+1

26



= Z Pr o] - Pr [m, z]

m,t,_2,0:
Pr[m,t,_2,5]>0
H Pr [x/j_\k,...,fjf1|m,tj_k_1,8] - Pr [Jij|m, tjfl]
JE[r—2]:

j=0 mod (k+1)

-Pr [.%'T/,-k\,l, s 7-1'/7‘?2‘111) lr—k—2, (/7\] -Pr [ACC|H’1, tr—2, 8] :
By the correctness of :

Pr[Acc] > > Pr[6]-Prim, ]

m,t,_9,0:
Pr(m,t,—2,6]>0
H Pr [$/J—\k, i |m, tj—k—laa] - Prz;im, t;_4]
JE[r—2]:
j=0 mod (k+1)
-Pr [-’Er/_-k\_l, s 7:C/Tj2|m7 br—k—2, 3] - Pr [8’1’1’1, t?‘—?]
. Pro
= Z Pr[m, 2y, 0] - (o]

- Pr[o|m, xo]
m,t,_2,0:
Prm,t,_2,6]>0

_ o . Priz;im,t;_4
H Pr [.Z‘j_k, ce ,$j71,$j|m,tj_k_1, O’] : Pr [x[ ’]1”11 ;] 10\]
JEr—2]: J b
j=0 mod (k+1)
Pr @1, ..., Zr—2|m, t,_p_2,5| - Pr(o|m, t, o]
Pris
- Y Prmte 6] o 2

A  Pr(5]m, z]
m,t,_2,0:
Pr[m,t,_2,6]>0

Prlz;m,t;_
1 s s | oo
AL P
j=0 mod (k+1)

= Z Pr[m, t,_9,0]

m,t,._2,0:
Pr[m,t,_2,5]>0

B Pr[5|m, )] ' Pr[z;lm,t;_1,5] L
log Pr[5] +[ 2 jelr—2): log Pr[xj‘m’tj_l] +log i[5 m,t, o]
.2 j=0 mod (k+1) ‘

By Jensen’s inequality, it holds that

_ (I(E;M,X0)+Z jG['r—2]: I(E;XjM,Xo,...,Xj1)+H(E|M,X0,.‘.,XT_2))

Pr [ACC] > 2 j=0 mod (k+1)
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Finally, denote by Forge4 the event in which A succeeds in making one of the receivers output a
fraudulent message. Then, as in Section 4.3, it holds that

Pr [Forge,] > Pr[Acc A Ji € [k] s.t. my; # my]
> Pr[Acc] — Pr|Vi € [k] : m; = m;] = Pr[Acc] — 287

By the unforgeability of the protocol = and by the assumption that n > 1/k - log(1/¢), the above
yields 2¢ > Pr[Acc]. It thus holds that

—(I(E;M,XOHZ ier—a: I(E;Xj|M,Xo,...,Xj_1)+H(E|M,Xo,...,xr2))
2 > 2 j=0 mod (k+1)
Equivalently,

1(3; M, Xo) + > 1(3; X;|M, Xo, ..., X; 1)

jE[r—2]:
j=0 mod (k+1)

FH(S|M, Xo, . .., Xy—0) > log(1/e) — 1.

The proof of Lemma 5.8 is quite similar in nature to that of Lemma 5.7.

Proof of Lemma 5.8. For every i € [k], consider an adversary A, defined by the following attack
aimed at making receiver R; output a fraudulent message:

1. A picks k random messages m = (myq,...,my) < {0,1}"*¥ as the input to S and runs an
honest execution of 7w with the S and with all receivers but R; (where A simulates R;). Denote
the authentication string sent in this execution by . A reads o and delays it from being
delivered to R;.

2. A starts an execution of 7 with R; in the following manner. A samples m = (mq,...,myg)
and messages T, . . ., T;_1, from the conditional distribution (M, Xy, ..., X;_1)|o, sets m as the

input to (the simulated) sender in the execution, and sends to R; the relevant from zq, . .., T;_1
in rounds 1, ...,7 of the execution. R; replies with x;.

3. If Pr(m,zg,...,7_1,2;,0] = 0, A quits. Otherwise, A samples a tuple (11, ..., ;1) from
the conditional distribution (X;11, ..., X;1%)|(Mm, Zg, . .., Z;—1, z;, 7), and sends the correspond-
ing messages to S, who replies with the messages xx114;. The attack then continues in a similar
manner. After each message vector z; sent by R;, A checks if Pr[m,zg,...,2;_1,z;,0] = 0.
If that is the case, A quites. Otherwise, A samples (zj;1,. .. ,m) according to the distribu-
tion (Xj41,..., X 4x)|(M, Zo,...,2;_1,2;,0) and sends the corresponding messages of rounds
j+2,...,5+k+1to R;, who replies with :L'j+k+1.14

4. In round r, A forwards o to the R;.

We now denote by Acc the event in which R; outputs m;. We continue similarly to our analysis
in the proof of Lemma 5.7: We note that the xz;’s are chosen conditioned on t;_;, m is chosen
conditioned on ¢ and the z;’s are chosen conditioned on m,t;_; and 0. Moreover, conditioned on

YIf j + k >r — 2, then A samples (£;11,...,%r—2), and R; does not reply.
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tj—1, X; is independent of the choice of m, so for any z;,¢;_1 and m, it holds that Pr[z;|t;—1] =
Pr[z;|m,t;_1]. Hence,

Pr[Acc] > > Pr[@,a,....%i1,0] - Prla|, ¢

m,t,_o,0:
Pr[m,t,—2,0]>0

11 Pr[Zj51,. .., ik, ty, 0] - Prlzjeq M, )
jE[lr—k—3]:
j=% mod (k+1)
-Pr [fok—\l—‘ri) ey x/’l‘j2’ffl7 t?"—k—2+i) 0-] 15

~ Pr [z;| i, t
_ Z Pr [m’t,r,iQ’o']- H r[%’m 7 1]

Pr[z;|m,t;_1, 0]

m,t,_2,0: JE[r—2]:
Pr[m,t,_2,0]>0 j=i mod (k+1)
Pr[zi|ﬁl\,ti71,o']
- (E, jelr-2): 1g1>[|as_])
— § Pr [ﬁ’\l, tr_o, O'] .9 j=t mod (k+1)
m,t,_2,0:

Pr[m,t,_2,0]>0

By Jensen’s inequality,

~ Pr[zi\ﬁ,ti7 ,o'}
: (Z oty p0r  PHRG-2012. e o8 m)
Pr[Acc| > 2 Pr[m,t,—2,0]>0 j=i mod (k+1)

B (Z JE[r—2]: I(EfXjM7X07m,Xj_1))
=92 j=t mod (k+1)

Similarly to Lemma 5.7, we denote by Forge 4 the event in which A succeeds in making R; output
a fraudulent message. Then, it holds that

Pr [Forge,] > Pr[Acc A my; # my;] > Pr[Acc] — Pr [m; = my).

Unlike in Lemma 5.7, the input messages m — and in particular m; — are now chosen conditioned
on o. So, it holds that

Prim;=m] = Y Prlo]- >  (Pr[mio])?

oe{0,1}¢ m;€{0,1}"

<) Pr[d] - max Pr [milo] - > Pr{mi|o]

mg

= ZPr [o] - max Pr [m;|o] < Zmax Pr[m,].

Since m; is chosen uniformly at random from {0, 1}", it follows that Pr [m; = m;] < 27"+, Taking
into consideration the assumption that ¢ < (k + 1) - log(1/e) and n > (k + 2) - log(1/e), it follows
that 2 - Pr[Forgey| < Pr[Acc]. Finally, the unforgeability of 7 yields

_ (Z j€[r—2): I(E7XjM,XO7...,Xj1)>
2 j=i mod (k+1)

< Ze,

151f § = k, then we set Pr I::Erf];:+i, o z/r_\2|ﬁ1,tr_k_2+i,a] =1.
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or equivalently,

> (2, X;|M, Xo, ..., X;1) >log(1/e) — 1.

jE[r—2]:
j=i mod (k+1)
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A A Concrete Example: Out-of-Band Authenticating a Group Diffie-Hellman
Protocol

In this section we present a possible instantiation of our computationally-secure out-of-band au-
thentication protocol (see Section 4.1) when used for authenticating (the transcript of) a group
key-exchange protocol. The instantiation to be described below illustrates the practicality and effi-
ciency of our protocol, when used to fulfill a very natural task.

Let G be a group of prime order ¢ that is generated by g € G. Consider the following group
key-exchange protocol for a group consisting of k£ + 1 parties, denoted S and Ry, ..., Ry:

1. For every i € [k], R; chooses a random b; < Z,, computes B; = gbi and sends B; to S.

2. S chooses a random a < Z,, and for every i € [k] computes D; = BY, and sends D; to R;.

3. The joint group key is then K = g*. Note that S knows a and can compute K directly, while

each R; knows b; and can compute K = Dfi

—1

— (gabi)bi_l — ga.
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The security of this protocol in the presence of an eavesdropper follows easily from the decisional
Diffie-Hellman (DDH) assumption. However, a man-in-the-middle adversary is capable of devastating
attacks (exactly as in the two-party Diffie-Hellman protocol).

This is where our out-of-band authentication protocol comes into the picture: A group may
employ our protocol on top of the above key-exchange protocol, in order to immune it from man-
in-the-middle attacks. In the example below, we instantiate the commitment scheme used in our
protocol via any off-the-shelf cryptographic hash function H (e.g., SHA-2). As noted in Section 4.2,
security is guaranteed when H is modeled as a random oracle.

The protocol thus has the following form:

1.

For every i € [k], R; randomly chooses b; < Z, and computes B; = g%. R; also chooses
r; < {0,1}* and s; < {0,1}* uniformly at random and computes ¢; = H(r||s;). R; sends
(B;,c;) to S; R; also sends ¢; to all other receivers.'® Denote the values received by S by
(E\i, ¢;) and the value received by receiver R; by ¢, for every j € [k] \ {i}.

. S chooses a random a < Z, and for every i € [k] computes D; = Ea; denote m; = (E, i, D;).

S then chooses rg < {0,1} and for every i € [k], she chooses a random s « {0,1}* and
computes ¢y = H(m||rg||s). S sends (Dj,ck) to R;. Denote the values received by R; by
(f)\i,cis) and let m; = (Bi,ci,l/)\i).

. For every i € [k], R; sends 7; and s; to all other parties. Denote the values received by S by

(73, 5;) and the values received by R; by (75;, Si;) for every j € [k] \ {i}. S verifies that
¢ = H(1i||$;) and each R; for every j € [k]\ {i} verifies that ¢;; = H(ri—;,Si—;). If the
verification by a certain party fails, that party outputs L and terminates.

S sends (rg, s%) to receiver /{%i, for every i € [k]. Denote the values received by R; by (1%, s%).
Each R; then verifies that ¢§ = H(m;||r]|sk). If the verification by a certain party fails, that
party outputs | and terminates.

. S computes 0 = rg &7 D ... D7 and sends o over the out-of-band authenticated channel,

and outputs g®. For every i € [k|, R; verifies that o is consistent with her view of the protocol.
—1

b
If so, R; outputs D; * . Otherwise, R; outputs L and terminates.

16For simplicity of presentation, we assume in this section that each pair of parties is connected via an insecure
channel. The protocol can be easily adjusted to the case where each receiver shares an insecure channel only with the
sender, as in Section 4.1.
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