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1 Introduction

All modern block and stream ciphers have one or more nonlinear elements. S-box is
one of the most used nonlinear cornerstones of modern ciphers.

The problems of S-boxes design with strong properties were considered in many papers
(for example [1-6, 8, 9, 11-19, 22, 26-28, 30-42, 45-48]).

Cryptographic properties deal with the application of attacks on ciphers. The basic
cryptographic properties are: linear and differential properties, nonlinearity degree, the
minimum degree of polynomial relations between components of input and output vectors.

In this paper we introduce new methods for generating S-boxes. These methods involve
a process of iterative improvements of given pseudo-random S-boxes. We also introduce
two algorithms implementing these methods. By means of these algorithms we construct
many new substitutions with stronger properties than was known previously.

This paper is organized as follows. In Section 2 we give necessary definitions. In Section
3 we describe the known methods of constructing S-boxes and empirical distribution of
cryptographic properties of random substitutions. We present spectral-linear and spectral-
differential methods in Section 4. Section 5 contains new substitutions with stronger

properties. We summarize the results in Section 6.



2  Our definitions

Let V, (2) = V,, be n-dimensional vector space over the field GF (2). Suppose that
V. =V,\{0}. Let S (V},) be the symmetric group on set of 2™ elements. The cardinality
of a set A is usually denoted |A|.

Definition 1. The pg-parameter of an S-box g is defined as
Pg = max pj g
a,BeEV,
where
Phs=2"HreVulglzda)@g(x)=p}.

The nonlinear order of f, denoted by deg (f), is the maximum order of terms appeared
in its algebraic normal form. A linear Boolean function is a Boolean function of nonlinear
order 1, i.e. its algebraic normal form involves only isolated arguments. Given a € V,,, we
denote by I, : V;, — Vi the linear Boolean function equal to the sum of bits of argument
selected by bits of a: .

n—

lo (z) = iejo Q- T

The correlation ¢ (f1, f2) between two Boolean function f; and fs is defined as

c(fi,f2) =2 {z|fi(z) = fa ()} — 1.

The extreme value of the correlation between linear functions of input bits and linear

functions of output bits of g is called the bias of g.

Definition 2. The §4-parameter of an S-box g is defined as the absolute value of the
bias:

_ g
0g = max 504.,6’
a,BEVy

where
05,5 =lc(laslgog)l.
Definition 3. The nonlinear order of an S-box g, denoted by A4, is the minimum non-
linear order over all linear combinations of the components of g:
Ag = min {deg(loog(x))}.
aeVy
The generalized nonlinear order of S-boxes g and g~*, denoted by ), is the minimum

of the nonlinear orders of g and g~ ':

)Tg = min {)\g, )\971} .



Some S-boxes may be described by the system of polynomial equations.
Definition 4. For ¢ > 0 the rgi)—parameter of an S-box g is defined as
réi) = dim Héi),

where
H) = {h € GF (2)[21, ..., 22n]

0<degh<i )

Definition 5. The r,-parameter of an S-box g is defined as
rg = min {z ‘réi) > 0}

Remark 1. For substitution g € S (Vz) we have r, < 3.

The Difference Distribution Table (DDT) of an S-box g is a 2" x 2" matrix T}, where

Tia,fl=HeeValgle@a)®g(z) =5}

The Linear Approzimation Table (LAT) of an S-box g is a 2™ x 2™ matrix T, where

Ty o, 8] = {a € Vi laow = Bog ()} — 27",

The distribution of the coefficients in both the DDT and the LAT is the most impor-

tant parameter of our methods. According to [26] we define the linear and the differential

spectra of permutation g.

For g € S(V,,) and for elements p € P,_1 and 6 € P,,_o,
Pj = {;jyizo,l,...,zj}, |Pj|=2"+1,j€{n—-2,n—1}

we define the sets
D(g,p) = {(a,B8) € V. x V,

pi,g=p};
5@,:5}.

Definition 6. The differential spectrum of an S-box g is defined as

L(g,0) = {(a,,@) €V x VX

D(g)={(p, ID(g,p))Ip€ Par}, [D(9)=2"""+1.

Definition 7. The linear spectrum of an S-box ¢ is defined as

L(g)={,|L(g, 8|6 € Pz}, |L(g)]=2""2+1.



3 Basic approaches to the construction of S-boxes and
distribution of cryptographic parameters of random
substitutions

3.1 Known approaches to the construction of S-boxes

The available techniques for S-box generation may be divided into three main classes:
explicit algebraic constructions, pseudo-random generation and heuristic techniques.

The first approach is based on some known algebraic constructions (for example,
exponential [1, 23, 37], logarithmic [42], piecewise linear [8, 47| or polynomial [48] substi-
tution boxes) and their affine transformation. This is the most popular approach, because
S-boxes from the known classes are often optimized for all the desired criteria.

The second approach uses heuristic techniques involving the hill climbing method, the
simulated annealing method, the genetic algorithm or a combination of these [19, 22, 24,
30].

The third approach uses some pseudo-random generation [25] to construct the entries
in the S-box and then test whether the S-box is good or not. This approach takes a great
effort to find a good S-box because of the small number of good S-boxes among all in the
whole space.

There are also some other approaches for the construction of S-box [2, 34].

3.2 Empirical distribution of cryptographic properties of random
substitutions

Empirical distribution is considered in many papers (see for example, [3,4,9,13]).
This subsection includes empirical results of cryptographic properties. We have generated
pseudo-random substitutions using "Mersenne twister" [29] and "Present-80" algorithm
of block cipher [10].

Table 1 and Table 2 (see Appendix) present joint empirical distribution of basic crypto-
graphic properties constructed by means of large number of pseudo-random substitutions
(n = 109). All pseudo-random substitutions generated don’t have quadratic equation.

Table 3 and Table 4 (see Appendix) present joint empirical distribution of basic cryp-
tographic properties constructed by means of large number of pseudo-random involutory
substitutions without fixed points (n = 10'°) All pseudo-random involutory substitutions

generated don’t have quadratic equation.



4 New methods

New proposed methods are based on using linear L (g;) and differential D (g;) spectra
to improve iteratively given S-box with respect to all properties. We multiply given S-box
on some special permutations.

Algorithms implementing these methods operate with the following objects:
(a,b,c,d,e) € S (V) x Q x Z x Q x V¥,

On the set of these objects we have an order relation

b <b, d <dor

(V. d,¢) < (a,becde), if{ Vb ¢ <e d<d (1)

4.1 The algorithm implementing a spectral-differential method
of S-boxes generation

Let wy € N be the size of list 1.
Algorithm 1.
Input: substitution gy € S (V,,), parameter w; € N.

Step 1. For substitution gg calculate values

DPgqo» D (90) ’ 590 ’ Xgov

where Xy, ={z €V, |go (z + ) + go (x) = B, I (e, B) € D (g0, pg,) }-

Initialize list I:

I:{<907pgoa|D(90’p90)|76907X90)}7 ‘I|=1.

Step 2. Using the list

D (gi,p4,)]

I:{(givpgiv 6gi’Xgi)’ i:07~~~7|j|_1}

construct the new list

I/ = {(g£7j7pg§,j7 D (g;,japggyj) a(sggdnggyj)}a
[I]-1

Xl (Xpl = 1)
I/< | gi gi .
| L; 5

Substitutions g;j are elements of list I’, and g;j is equal to substitution g; multiplied

by transpositions from the set X, with special properties:

927] = (mawl) 94y



where z,2" € X, x <2',i=0,..,|I| =1, j = j (z,2') is an injective mapping,

and |D(g; ;. pg; )| < [D (93 pg.)
Step 3.
3.1. Remove repetitions from the list I’.
3.2. Calculate the size |I'| of list I'.

if pgr = = Dpg,-

7

3.3. Sort the elements of list I’ in the ascending order according to
the order relation (1).
3.4. Numerate the sorted list elements by indexes i = 0,...,|I'| — 1.
3.5. Calculate values
my=min{|I|—1,|I'| -1} and mo=min{w, —1,|I'|—1}.
Step 4. Compare the first elements of list I’ and list I:
- Iy Dy, < > ito Py,
or
E:ilo Py, = Zzilo pg; and 22110 |D (gé’pg;)
then

< Z:*llo |D (giapgz‘)‘7

4.1 Clean list I.
4.2 Copy elements from list I’ with indexes i = 0, ..., mq to list I.
4.3 Assign |I| = mg + 1.
4.4 Go to Step 2.
— Otherwise, the algorithm stops.
Output: the list

I" = {(9i:g: ID (95 Pg. )| + 09 Xg,) s i =0, [I'[ = 1}, |I'| <y
Let us denote by t; the computational complexity of algorithm 1.
Proposition 1. For n — oo we have
f=0(n?- 20771,

Proof. We divide the proof in two stages. In the first stage we compute the maximum
number of iterations of step 2 of the algorithm. In the second stage we find the complexity

of step 2.
1. Let g € S (V,,). For elements of a differential spectrum D (g) we have

|D<g,p>|s<2“—1>%, p e Pot\{0}.



Thus, we obtain the following expressions:

(2’L—1)~1:(2n—1)- > L

pEPn 1\{0} p pePn_\{0} P

271.71 2n—1 271,71 1
=2"-1)- =(2"—1).2" L. <
I D R VE LR D

i=1 i=1

<@'—1)-2 "t (Im2" 1) < (27 —1)- 271 (logy 2" + 1) =

=n-2""t. (2" —1).
2. The estimate of the complexity of step 2 is the product of the following values:

(a) the parameter w,
b) the estimate of the number of all transpositions from the set X,
gi

2. (2" — 1)

2 S
C| 9 )

2 _
Xgi‘ S C‘Vn| -

(c) the complexity of computing d,4,-parameter, which is equal to
c- 22" . n,where ¢ = const.

The computation of other parameters is not so difficult as just described. Thus, the

complexity of step 2 is smaller than

2n . (27 — 1)
2

wy -2 - cc- 22" ..

Finally, for the total complexity of the algorithm we have
tl S wy - C- n2 . (267171 - 2577, 4 2477,71) S wy - Tl2 . 26n71'

The proposition is proved. O

4.2 The algorithm implementing a spectral-linear method
of S-boxes construction

Let we € N be the size of list I.
Algorithm 2.
Input: substitution gg, parameter ws.

Step 1. For substitution gy calculate values

5907 L (90) »Pgo> me



where Yy, = {y € Vo [yoa = go (y) o B; 3 (a, B) € L(go,dg,) }-
Initialize list I:

I= {(90a5907 ‘L(90;690)| apgmygo)} ) |I| =1
Step 2. Using the list
I= {(gi769i’ |L (gi759i)| 7pg717Y97:) ) i = 0’ ey |I| - 1}
construct the new list
’ / '
I' = {(gi,ﬁ(sgé‘ja L (gi,ja(sg;d)
[1]- 1
UW<§:

Substitutions g; ; are elements of list I’, and g; ; is equal to substitution g; multiplied by

7pg§)jvyg§7j)}v

) .

transpositions from the set Y,, with special properties:
9= Wy g
where y, ¢ €Y,,,y<vy',i=0,..,|I| =1, =7 (y,y’) is injective mapping,
Og;, <09, DPg, <Dy

and |L (g} ;pg; )| < |L(gi,pg,) | if g7, = g,
Step 3.
3.1. Remove repetitions from the list I’.
3.2. Calculate the size |I’| of list I'.
3.3. Sort the elements of list I’ in the ascending order according to
the order relation (1).
3.4. Numerate the sorted list elements by indexes i =0,...,|I'| — 1.
3.5. Calculate values
my=min{|I|—1,|I'| -1} and my=min{w,—1,|I'|—1}.
Step 4. Compare the first elements of list I’ and list I:
—IE Y0 0y < D010 Oy,
or
>oimo 0g = 2212y 0, and 357 | L (g5, dg:)

then

im0 | L (9i:64.)1,

4.1. Clean list 1.



4.2. Copy elements from list I’ with indexes i = 0, ..., mo to list I.
4.3. Assign |[I| = mo + 1.
4.4. Go to Step 2.
— Otherwise, the algorithm stops.
Output: the list

I/ = {(gi759i7

L (917 591)

vpnggi) s 1=0,..., |II‘ - 1} :
Let us denote by to the computational complexity of algorithm 2.

Proposition 2. For n — oo we have
ta=0(n-2"""").

Proof. We divide the proof in two stages. In the first stage we compute the maximum
number of iterations of step 2 of the algorithm. On the second stage we find the complexity

of step 2.

1. Let g € S(V,,). For elements of a linear spectrum L (g) we have

IL(g,0)| < (2" —1)- 512 5 € Py_y\ {0}.

Thus, we obtain the following expressions:

Yo =) Y o=

6€P,_2\{0} d€P,_2\{0}
2n72 22’"‘74 , , 27172 1 , ., 7T2
=(2"—1)- — (2" —1).22n4.NT Co<on )92t T
@ -1 = IDEEIC ;

2. The complexity of step 2 is the product of the following values:

(a) the parameter ws,

(b) the estimate of the number of all transpositions from the set Yy,

2n . (27 — 1)
2 2 _
OY SC‘VH‘ - 2 ’

9i

(c) the complexity of computing d,,-parameter, which is equal to

c- 22 ., where ¢ = const.



The computation of other parameters is not so difficult as just described. Thus, the
complexity of step 2 is smaller than

2n . (27 — 1)

Le-22n .
> c n

w2~2-

Finally, for the total complexity of the algorithm we have
2 w2
t2 S?,UQ'C' ? .n- (277174_267173_‘_251174) SwZ .c- ? '7’7;'27”74.

This completes the proof of Proposition 2. O

Remark 2. The parameters wy,ws € N should be chosen according to available com-

puting resources (the number of processor cores).
Remark 3. The best results we have obtained by means of both our algorithms.

Remark 4. The set Yy,, i =1, ...,|I|, may be defined as Y, = V,,\ X,,, where

Xgo ={z € Vplgi (x +a) +gi (x) = B; F(, 8) € D (gi,pg,) } -

5 Experimental results

Algorithms 1 and 2 have been applied to S-boxes, used in modern block ciphers. Some
of the results are presented in this Section.

Table 6 (see Appendix) includes the original S-box of the national standards of the
Russian Federation GOST R 34.11-2015 [20] and GOST R 34.12-2012 [21] and one of
the new S-boxes that we have constructed starting from the original S-box using our
algorithms. It is obvious that the new S-box is stronger.

Table 7 (see Appendix) includes the original S-box of the State standard of the Re-
public of Belarus «BelT» [2, 44] and one of the new S-boxes that we have constructed
from the original S-box using our algorithms. This table shows that the new S-box has
better properties.

Table 8 (see Appendix) includes the original S-box of block cipher «Skipjack» |7, 43]
developed by the NSA of US and one of the new S-boxes that we have constructed from
the original S-box using our algorithms. As it may be seen from the table our S-box again
demonstrates better properties.

Construction of modern ciphers deals with software-hardware implementation. This
is one of the reasons why involutions are used in cryptography. In fact they are the

most popular constructions. We apply the new spectral-linear and spectral-differential

10



methods to generate involutive and efficiently-implemented S-boxes without fixed points
using pairs of transposition (z,2’) - (¢ (x), g (z')).

Table 9 (see Appendix) presents the original S-box of block cipher "Khazad-0" and
one of the new involutive S-boxes that we have constructed from the original S-box using
our algorithms.

Table 10 (see Appendix) presents the original S-box of block ciphers "Khazad" and
"Anubis" [5, 6] and one of the new efficiently-implemented S-boxes that we have con-
structed from the original S-box using our algorithms.

Our methods have been applied to a large number of random substitutions g € S (Vg).
As a result we have a lot of new affine nonequivalent substitutions ¢’ € S (Vg) with the

following cryptographic parameters
N (3)
59/ = 24/1287 Dg = 6/256’ >\g’ = 7, Ty = 3, Tg/ = 441.
Table 5 (see Appendix) presents the numbers of constructed substitutions with given

values of parameters.

6 Conclusions
The results allow us to come to the following conclusions.

1. In this paper we present two universal methods. Nowadays these methods are the

most efficient for generating S-boxes. Each substitution g € S (Vs) used in modern

on

block ciphers, except g (z) = 2" ~2 and affine equivalent to it [14], may be optimized

by our methods.

2. Our methods allow to construct a lot of new affine nonequivalent S-boxes with

strong cryptographic properties.
3. Algorithms 1 and 2 have acceptable complexity.
4. Algorithms 1 and 2 presented in this paper are deterministic.

5. A large number of substitutions ¢’ € S (V3), having the parameters
_ _ N _ 3) _
0y = Y128, g = Oy A =T, g =3, ) = 441
are the reality of nowadays.

Remark 5. The methods may be used for generate non-bijective substitutions.

11
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Appendix

Table 1. The joint distribution of parameters p, and d,

for large number (n = 10'°) of random substitutions

Pe| s 10 2 oM 16 1m0 om0
5g 256 256 256 256 256 256 256 256 256 256
28/128 0 87 71 5 0 0 0 0 0 0
30/128 1540 7493651 7280003 664650 37389 1796 76 1 0 0
32/128 51188 477406097 560256566 57285935 3499466 182943 8460 357 16 0
34/128 112385 1562941349 2052055232 224393364 14348696 787832 39003 1780 67 2
36/128 66444 1215660385 1718774425 196521916 12947800 733502 36999 1612 79 2
38/128 22649 493419401 732222169 86210160 5784645 334687 17574 842 36 1
40/128 6099 151993952 234104868 28171461 1915341 112199 5977 279 14 1
42128 1408 40873385 65184317 8004338 550334 32381 1671 84 4 1
44/128 303 10030340 16604441 2079231 144388 8597 450 30 1 0
46/128 64 2275760 3925207 504185 35402 2204 121 7 0 0
48/128 9 477750 862912 113575 8193 515 36 1 0 0
50/128 2 92970 177265 23889 1716 116 5 0 0 0
52/128 0 16563 33479 4797 361 20 1 0 0 0
54/128 0 2816 6005 889 62 4 0 0 0 0
56/128 0 447 932 131 12 0 0 0 0 0
58/128 0 54 145 18 1 0 0 0 0 0
607128 0 7 23 5 0 0 0 0 0 0
62/128 0 2 1 0 0 0 0 0 0 0
64/128 0 0 1 0 0 0 0 0 0 0

Table 2. Empirical distribution of parameter /\T,

for large number (n = 10'°) of random substitutions

ﬂlg

5

6

7

43

7100716301

2899283656
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for large

Table 3. The joint distribution of parameters p, and 4,

without fixed points

number (n = 1019) of random involutive substitutions g € S (Vg)

P 10 EL 2 2 El R )
S 256 256 156 256 256 256 256

g

18/128 590 93771 105093 30290 7050 1394 286 57 8 '3 o 0 0 o 0 o o
304128 65367 21024974 29009900 9145391 2258699 5304435 106672 20630 3730 681 115 18 0 0 o o 0
32/128 771867 460010027 869598317 333799705 904915565 23130073 5400964 1158703 240057 46669 8922 1600 277 EL 7 3 0
34128 568358 458997063 052330024 381587915 111542137 28057245 6786544 1510151 326130 66237 13049 2524 467 75 7 3 0
36/128 |603472 734760284 1830088788 833334303 260460424 60848483 17747640 4078302 921352 194370 40022 78309 1554 261 40 8 2
38/128 86282 109066477 274763483 124020816 39372527 10486470 2704962 637255 147741 32214 6802 1378 269 44 11 o 0
40{128  |154681 222611061 658551126 334408938 115336765 31398366 8340727 1975204 464297 100752 21581 4240 843 166 30 3 2
42{128 5204 8017426 25306761 12228324 4059524 1119393 299530 72758 17332 3917 804 173 46 10 2 i o 1
44,/129 28123 50822684 169219875 92052089 33240521 9237481 2516284 604695 145376 32022 7021 1456 290 52 7 2 1
46{128 178 473276 1508786 773256 266177 75805 20885 5216 1285 327 66 7 4 3 V] o 0
48128 4299 10198208 37707025 21648720 8083892 2278262 633869 153367 37692 8430 1861 363 64 20 3 o 0
50128 6 17733 65065 35861 12789 3660 1046 276 63 17 5 0 0 o o o o
520128 506 1766921 7304586 4419700 1703348 486257 137390 33956 8435 1909 433 26 14 4 aQ o [
54/128 ] 454 2024 1270 473 136 41 1 3 1 o 0 0 0 o o 0
56128 64 259891 1220926 778605 310524 90326 26069 6441 1583 365 94 15 7 1 o o 0
58/128 1] El 59 26 18 1 2 0 1 o [} 0 0 o o o ]
60/128 (] 32404 174294 118602 48475 14342 4314 1142 285 60 17 7 0 0 o o o
624128 0 o 1 o 0 0 o 0 0 il () 0 0 0 o o 0
64/128 ] 3294 21032 15153 6452 1882 628 148 38 11 | 0 0 0 0 o 0
65,/128 1] (1] 0 1] o (] o 0 o o o 0 0 o o o o
68128 1] 272 2175 1664 7091 239 74 19 4 1 ] 0 0 o o o 0
704128 o o o o 0 0 o 0 0 0 o 0 0 0 o o o
720128 0 17 166 157 62 26 10 1 v} o o o 0 0 o o 0
74/128 ] 1] 0 1] ] 0 0 0 0 0 [ 0 0 0 o o 0
T6/128 0 1 18 8 3 1 o 0 0 0 o 0 0 0 i} o o

for large number (n = 10'°) of random involutive substitutions g € S (Vg)

Table 5. The number n of constructed substitutions with parameters p, and ¢,

Table 4. Empirical distribution of parameter )Tg

without fixed points

e

3 &

g3 3794320756 4203179161

The values of & o and p parameters

n

8, =225 P = P36

>10000

8y =Yg 2o = Phsg

>1000

= 2%28’ by = %56

>10
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Table 6.

Original S-box g of the national standards of the Russian

One of the new S-boxes g' that we have constructed using

Federation GOST R 34.11-2015 and GOST R 34.12-2012 our algorithms
PS5 7 T
% = N2g P~ V2560 % = T O = 28 Pr = J256° % = 1>
- B _ _ B _
r, =31, =441 1, =31, =441
fc ee dd 11 cf 6e 31 16 fb c4 fa da 23 c5 4 4d fc ee dd 11 cf b7 31 16 53 c4 fa 2b 23 b5 4 4d
e9 77 0 db 93 2e 99 ba 17 36 f1 bb 14 cd 5f cl e9 77 0 69 ac 2e bd ba 17 36 68 bb 14 cd 5f cl
f9 18 65 5a e2 5c ef 21 81 1c 3c 42 8b 1 8e 4f f9 18 65 5a e2 5c ef 21 aa 1c 3c 42 8b 7c 8e 4f
584 2aee36as8fad 6 b ed 98 7f d4 d3 1f 24 84 2 ae e3 6a 8F 79 98 b ed 6 7f d4 7a 1f
eb 34 2c 51 ea c8 48 ab f2 2a 68 a2 fd 3a ce cc d0 34 2c 51 ea 58 48 ab f2 30 f1 a2 fd 3a ce cc
b5 70 e 56 8 ¢ 76 12 bf 72 13 47 9c b7 5d 87 91 67 e 56 8 c 76 12 bf 72 13 47 b3 6e 5d 87
15 al 96 29 10 7b 9a c7 f3 91 78 6f 9d 9e b2 bl 15 al 96 b4 10 7b 9a c7 f3 c5 78 6f 9d 9e d9 bl
32 75 19 3d ff 35 8a 7e 6d 54 c6 80 ¢3 bd d 57 32 75 a 3d ff 19 8a 7e 55 e6 ¢6 80 ¢3 0 d 57
df 5 24 a9 3e a8 43 c9 d7 79 d6 f6 7c 22 b9 3 df 9f 63 a9 3e a8 f7 c9 d7 a3 d6 f6 1 22 b9 3
e0 f ec de 7a 94 b0 bc dc e8 28 50 4e 33 a 4a e0 f ec de d3 f5 b0 bc dc e8 28 50 4e 33 35 4a
a7 97 60 73 1le 0 62 44 1a b8 38 82 64 9f 26 41 a7 97 60 73 1le 64 62 44 1a b8 38 82 99 94 26 41
ad 45 46 92 27 5e 55 2f 8c a3 a5 7d 69 d5 95 3b ad 45 46 92 27 5e 6d 2f 8c a0 a5 7d db d5 95 3b
7 58 b3 40 86 ac 1d 7 30 37 6b e4 88 d9 e7 89 7 €8 9c 40 86 93 1d 43 cO0 37 6b e4 88 b2 e7 89
el 1b 83 49 4c 3f f8 fe 8d 53 aa 90 ca d8 85 61 el 1b 83 49 4c 3f T8 fe 8d fb 81 90 ca d8 85 61
20 71 67 a4 2d 2b 9 5b cb 9b 25 dO be e5 6¢c 52 20 71 70 a4 6c da 9 5b cb 9b 25 c2 be e5 2d 52
59 a6 74 d2 e6 4 b4 c0 d1 66 af c2 39 4b 63 b6 59 a6 74 d2 54 f4 29 2a dl1 66 af eb 39 4b 5 b6

Substitutions £ and g’ differ in 63 values (differing positions are in bold).

Sequence of 36 transpositions is converting S-box g to g’:
(6e,b7), (fb,53), (da, 2b), (c5,b5), (db,69), (93,ac), (99,bd), (f1,68), (81,aa), (1,7¢), (5,24),(a0,79),
(6,98),(d3,7a), (eb,d0), (c8,58),(2a,30),(b5,91),(70,67), (9c,b3), (29,b4), (b2,d9), (19,a),(35,a),
(6d,55), (54,e6), (bd,0), (f5,9F), (24,63),(43,f7),(79,a3), (94,9, (0,64), (30,c0), (2d,6¢c), (d0,c2).

Table 7.
Original S-box g of state standard of the Republic of Belarus One of the new S-boxes g' that we have constructed using
«BelT» our algorithms
5:2y :y T 5,:2‘y ,:y A,=7
s /BRI 8= TR IR
e () _ - () _
r, =3, =441 r, =31, =441
bl 94 ba c8 a 8 f5 3b 36 6d 0 8e 58 4a 5d e4 bl 17 0c8 a 8 f5 3b 36 6d ba 8¢ 58 4a 5d e4
85 4 fa 9d 1b b6 c7 ac 25 2e 72 c2 2 fd ce d 85 4 fa 9d 1b 3f c7 ac 25 2e 72 c2 be fd ce d
Sb e3 dé 12 17 b9 61 81 fe 67 8 ad 71 6b 89 b b e3 d6 12 2 b9 61 81 fe 67 8 ad 71 6b 89 b
5c b0 cO ff 33 c3 56 b8 35 c4 5 ae d8 e0 7f 99 5c b0 cO ff 33 ¢3 56 b8 35 c4 5 ae d8 e0 7f 99
el 2b dc la e2 82 57 ec 70 3f cc f0 95 ee &d fl el 2b dc la e2 b6 57 ec 70 le cc f0 95 ee 23 fl
cl ab 76 38 9f e6 78 ca 7 c6 f8 60 d5 bb 9c 4f cl ab 76 38 bf e6 78 ca f7 c6 f8 60 d5 bb 9c 4f
f3 3c 65 7b 63 7c 30 6a dd 4e a7 79 9e b2 3d 31 f3 3c 65 7b 63 7c 30 6a dd 4e a7 79 9e b2 3d 2d
3e 98 bS5 6e 27 d3 bc cf 59 le 18 1f 4c 5a b7 93 3e 98 b5 6e 27 d3 bc cf 59 82 18 1f 4c 5a b7 93
€9 de e7 2c 8Ff ¢ f a6 2d db 49 f4 6f 73 96 47 e9 de e7 2c 8Ff ¢ f 7 31 db 49 f4 6f 73 96 1d
6 753 16 ed 24 7a 37 39 cb a3 83 3 a9 8b f6 6 a6 53 16 ed 24 7a 37 39 cb a3 83 3 a9 8b f6
92 bd 9b 1c e5 d1 41 1 54 45 fb ¢9 S5e 4d e f2 92 bd 9b 1c e5 d1 41 1 54 45 fb ¢9 Se 4d e f2
68 20 80 aa 22 7d 64 2f 26 87 9 34 90 40 55 11 68 20 80 aa 22 7d 64 da 26 47 9 34 90 40 55 11
be 32 97 13 43 fc 9a 48 a0 2a 88 5f 19 4b 9 al 94 32 97 13 43 fc 9a 48 a0 2a 88 5f 19 4b 9 al
7e cd a4 do 15 44 af 8c a5 84 50 bf 66 d2 e8 8a 7e cd a4 dO 15 44 af 8c a5 84 50 9f 66 d2 e8 8a
a2 d7 46 52 42 a8 df b3 69 74 c5 51 eb 23 29 21 a2 d7 46 52 42 a8 df b3 69 74 c5 51 eb 8d 29 21
d4 ef d9 b4 3a 62 28 75 91 14 10 ea 77 6¢c da 1d d4 ef d9 b4 3a 62 28 75 91 14 10 ea 77 6¢c 2f 87

Substitutions g and g' differ in 23 values (differing positions are in bold).

Sequence of 14 transpositions is converting S-box g to g’:

(94,17), (ba,0), (b6,3), (2,be), (17,be), (82,3F), (3F,1e), (8d,23), (9F,bF), (31,2d), (a6,7),(47,1d),
(2f,da), (87,1d).
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Table 8.

Original S-box of block cipher «Skipjack» developed by the One of the new S-boxes g' that we have constructed using

USNSA our algorithms

_28 YN _24 _igh m
8, =258 P, = 1256: % =6, 8, =205, P = Y560 A = T,
R T <) s (3) _
rgf3,rg =441 1g.73,rg. =441

a3 d7 9 83 8 48 f6 4 b3 21 15 78 99 bl af f9 a3 7f db 83 80 48 53 da b3 de 15 9a 5d bl ee 9
e7 2d 4d 8a ce 4c ca 2e 52 95 d9 le 4e 38 44 28 c4 2d 4d 5f ce 99 ca 97 71 95 d le 4e 49 70 28
adf 2 a0 17 f1 60 68 12 b7 7a c3 e9 fa 3d 53 89 34 2 a0 17 f1 f0 68 12 b7 22 4c e9 fa 98 e6
96 84 6b ba f2 63 9a 19 7c ae e5 f5 f7 16 6a a2 96 84 e ba f2 63 60 19 7c ae 2f f5 f7 8F 6a a2
39 b6 7b f c1 93 81 1b ee b4 la ea d0 91 2f b8 6e b6 36 T cl 93 81 1b af b4 1a ea dO 91 e5 b8
55 b9 da 85 3f 41 bf e0 5a 58 80 5F 66 b d8 90 55 b9 d7 85 3f 41 bf d4 5a 58 92 8a 66 b d8 90
35 d5 cO a7 33 6 65 69 45 0 94 56 6d 98 9b 76 4f d5 f6 7e 33 6 65 69 45 0 94 56 6d 3d 9b 76
97 fc b2 c2 b0 fe db 20 el eb d6 e4 dd 47 4a 1d e2 fc b2 c2 29 fe 8b 20 el eb bb e4 77 47 4a 3
42 ed 9e 6e 49 3c cd 43 27 d2 7 d4 de c7 67 18 42 ed 9e 39 38 c3 cd 43 27 d2 7 44 21 c7 67 18
89 cb 30 1f 8d c6 8f aa c8 74 dc c9 5d 5¢c 31 a4 9f 6b 30 1f 72 c6 16 f3 64 74 dc c9 3c 5¢c 31 a4
70 88 61 2c 9f d 2b 87 50 82 54 64 26 7d 3 40 e0 88 61 2c c0 d9 8e 87 50 82 54 c8 26 ac 1d 40
34 4b 1c 73 d1 c4 fd 3b cc fb 7f ab e6 3e 5b a5 e7 4b 1c 73 d1 ¥4 fd 3b cc fb df ab a 3e 5b a5
ad 4 23 9c 14 51 22 0 29 79 71 7e ff 8c e e2 ad 4 23 9c 14 51 2b 78 b0 79 cb a7 ff 8c 52 2e
c ef bc 72 75 6f 37 al ec d3 8e 62 8b 86 10 e8 c ef bc 8d 75 6f 37 al ec d3 7a 62 9 aa 13 e8
8 77 11 be 92 4f 24 c5 32 36 9d cf f3 a6 bb ac 8 dd 11 be f8 35 24 c5 32 7b 9d cf 86 a6 d6 7d
5e 6c a9 13 57 25 b5 e3 bd a8 3a 1 5 59 2a 46 5e 6c a9 10 57 25 b5 e3 bd a8 3a 1 5 59 2a 46

Substitutions g and g’ differ in 89 values (differing positions are in bold).

Sequence of 58 transpositions is converting S-box g to g' d

(d7,7f),(9,db), (£8,80),(f6,53), (f4,da), (21,de), (78,9a),(99,5d), (af,ee), (e7,c4),(8a,5F), (4c,5d),
(2e,97),(52,71),(d9,d), (38,49),(44,70), (a,89), (df,34), (60,f0), (7a,22),(c3,5d),(3d,98), (53,e6),
(6b,e), (9a,f0), (e5,2F), (16,8f), (39,6e), (7b,36),(da,7f), (e0,d4), (80,92), (35,4F), (c0,e6), (a7,7e),
(97,e2),(p0,29), (db,8b), (d6,bb), (dd,77),(1d, 3),(3c,5d), (d4,70), (89,9F), (cb,e), (8d,72), (aa,f3),
(c8,64),(9f,e6),(2b,8e),(7d,ac), (34,c4), (c4,7F),(22,8e),(71,e), (86,3),(10,13).

Table 9.

Original involutive S-box g of block cipher «Khazad-0» One of the new involutive S-boxes g’ that we have

constructed using our algorithms

8 =35 Ps = 15604 =T, 8y =08 Pe = Y3562 =7,

r, =3,/ =441 ro=3, 10 = 441

a7 d3 e6 71 d0 ac 4d 79 3a ¢9 91 fc le 47 54 bd | e2 98 2d d4 8b ac 7T 79 3a dc 75 fc le 47 54 hbd
8c a5 7a fb 63 b8 dd d4 e5 b3 c5 be a9 88 ¢ a2 | 8 a7 7a fh 63 b8 b9 bf e5 b3 ¢5 be 85 d0 ¢ a2
39 df 29 da 2b a8 cb 4c 4b 22 aa 24 41 70 a6 9 | cb a5 29 da 2b 91 2 4c ba 22 b2 24 41 2 a6 31
5a e2 b0 36 7d e4 33 ff 60 20 8 8b 5e ab 7F 78 3d 2f 6f Tfe 7d e4 e0 f 60 e8 & 88 5e 30 4d 78
7c 2c 57 d2 dc 6d 7e d 53 94 c3 28 27 6 5f ad | 7c 2c 57 d2 ad 6d 7e d 53 94 c3 ee 27 3e 5f f5
67 5c 55 48 e 52 ea 42 5b 5d 30 58 51 59 3c 4e | 67 5c 55 48 e 52 ea 42 df 5d ab 6¢c 51 59 3c 4e
38 8a 72 14 e7 ¢6 de 50 8e 92 d1 77 93 45 9a ce | 38 8a 72 14 e7 c6 de 50 8e 92 dl 77 5b 45 9a 32

ef e9 e8 fd 89 d7 c7 b5 a4 2F 95 13 b T3 e0 37 | ef e9 26 fd 89 4F c7 b5 a4 71 95 13 b f3 33 37

Substitutions g and g' differ in 88 values (differing positions are in bold).

Sequence of 30 pairs transpositions is converting S-box g to g' H

(a7,e2),(0,11);(d3,98),(1,73);(e6,2d), (2,d9); (71,d4), (3,79); (d0,8b), (4,1d) ; (4d,7F), (6,3€); (c9 de),
(9,d7)} (91.75) . (a,25),(a5,e2),(11,21},(dd,b9) (16,74);(a4,bF), (17,793 ; (a ,85), (1c,al)} (88,8b). (1d,
3b); (39,ch), (20,e8); (df,e2), (21,58);(a8,75), (25,93); (cb,72), (26, e8) ; (4b,ba) , (28, ee); (aa,b2), (24, af
3:(70,d9), (2d,e3); (F9,31), (3F,bF); (3a,3d), (30, ab); (e2,bF) , (31,58) ; (b0, 6F), (32 ce); (36,7e), (33,e0);
(ac,ad), (44,d7) Cad, F5), (4F,d7) ; (5b,bF), (58,6¢): (93,bF), (6c,75) ; (B6,98),(73,9e).
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Table 10.

Original efficiently-implemented S-box g of block ciphers One of the new efficiently-implemented S-boxes g' that we

«Khazad» and «Anubis» have constructed using our algorithms
s =32 -8 T i 30 -8 T e
8, =305 P =356 7 =T, 8 =305 2 = Y5562 =T,
r,=3,75) =441 ry=3,7) =441

ba 54 2f 74 53 d3 d2 4d 50 ac 8d bf 70 52 9a 4c cd ef 6d e4 6b 61 bd bb cc 62 el bc cf c7 ed b6
ea d5 97 dl 33 51 5b a6 de 48 a8 99 db 32 b7 fc a5 fe 8e 40 1 d0 da 43 35 4c a6 6a 4a 5a 22 53
e3 9e 91 9b e2 bb 41 6e a5 cb 6b 95 al 3 bl 2 37 d4 le 8T ae 78 e0 30 29 28 2f 7a 67 89 a4 2a
cc c4 1d 14 c3 63 da 5d 5f dc 7d cd 7f 5a 6¢ 5S¢ 27 b9 ca df 9a 18 70 20 94 a8 af ce 87 b4 99 9e
7 26 ff ed e8 9d 6f 8e 19 a0 0 82 T 7 af fb 13 74 81 17 82 dc d3 d5 e3 d6 1c 63 19 e9 71 65

1

b9 73 e9 35 55 71 7b 8c 72 88 f6 2a 3e 5e 27 46 76 5 94b 93 4f 7 2c c2 ad b 4 f6 2 c5 91

€ 65 68 61 3 cl 57 d6 d9 58 d8 66 d7 3a c8 3¢ 36 4e de 8 41 88 60 5¢ 25 fd 2b 8a 50 fa a2 T3
fa 96 a7 98 ec b8 c7 ae 69 4b ab a% 67 a 47 f2 e6 42 44 fb al ff 57 3c 75 2d 7b f9 56 f5 12 23
b5 22 e5 ee be 2b 81 12 83 1b e 23 f5 45 21 ce 9f 6f e8 64 38 ee 8 98 97 3e 34 c0 bf b7 3f 90
49 2c 9 e6 b6 28 17 82 1la 8b fe 8a 9 c9 87 4e a9 84 7e d7 2e 10 la aa 39 a0 a7 ea d9 69 24 3a
el 2e e4 e0 eb 90 a4 1le 85 60 0 25 f4 f1 94 b cb 5b 5F 52 3d 54 f9dc6 31e2 7 b 6 eb9c
e7 75 ef 34 31 d4 d0 86 7e ad fd 29 30 3b 9f T8 9b 58 68 5e 5d 6e b8 d 96 51 32 b0 8 03 c
c6 13 6 5 ¢5 1177 7c 7a 78 36 1lc 39 59 18 56 15 f2 f4 46 21 47 49 a3 e5 ac 16 59 45 55 72 33
b3 b0 24 20 b2 92 a3 <0 44 62 10 b4 84 43 93 c2 26 aba48 3 d8 80 fc 92 4d ab be fO e 95 1
4a bd 8F 2d bc 9¢c 6a 40 cf a2 80 4f 1f ca aa 42 ec 14 d1 7f d2 8d 6¢ 66 73 8b 7d 83 e7 79 11 85

Substitutions g and g’ differ in all values.

P mini-box P’ mini-box
3fe054bcda®67821 6db8540f3a%2elc?
8p =4, pp=4,2, =3 Sp =4, pp=6,Ap =2

Substitutions P and P" differ in 12 values (differing positions are in bold).

Sequence of 5 pairs transpositions is converting mini-box P to P’ :
(3.6),(0,8); (£d).(1.7); (e:0),(2.0): (b,8).(6.¢); (e,d).(7.8).

© mini-box Q' mini-box
9e56a23c¢f04d7b18 97f43cdl1al8e56Db2
9 =4 P =4, 45 =3 g =6, Py =6, 4y =3

Substitutions () and Q’ differ in 14 values (differing positions are in bold).

Sequence of 6 pairs transpositions is converting mini-box () to Q’ 3

(&.7):(1.b); (5.0,(2.¢); (64).(3.d); (a.d),(4.8); (c.b).(7.6); (£d).(8.b).
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