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Abstract. Information ratio, which measures the maximum /average share size per shared
bit, is a criterion of efficiency of a secret sharing scheme. It is generally believed that there
exists a family of access structures such that the information ratio of any secret sharing
scheme realizing it is 290 where the parameter n stands for the number of participants.
The best known lower bound, due to Csirmaz (1994), is Q(n/logn). Closing this gap is a
long-standing open problem in cryptology.

In this paper, using a technique called substitution, we recursively construct a family of
access structures having information ratio nmlo?l%), assuming a well-stated information-
theoretic conjecture is true. Our conjecture emerges after introducing the notion of convec
set for an access structure, a subset of n-dimensional real space. We prove some topological
properties about convec sets and raise several open problems.
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1 Introduction

A secret sharing scheme [33I8] is a powerful cryptographic tool that allows a dealer to share
a secret among a set of n participants such that only certain qualified subsets of participants
are able to reconstruct the secret. The secret must remain information theoretically hidden
from the remaining subsets, called forbidden. The collection of all qualified subsets is called an
access structure, which is supposed to be monotone, i.e., closed under the superset operation.
The original definition, known as threshold secret sharing, only dealt with access structures
that include all subsets of size larger than a certain threshold and the general notion was later
introduced in [20].

The information ratio [12J9)26] of a participant in a secret sharing scheme is defined as the
ratio between the size of his share and the size of the secret. The maximum /average information
ratio of a secret sharing scheme is the maximum /average of all participants information ratios.
The maximum/average information ratio of an access structure is defined as the infimum of the
maximum /average information ratios of all secret sharing schemes that realize it.

Surprisingly, very basic questions about the information ratio of access structures have re-
mained open. For example, despite several important results (e.g., [ITI32/3412728]), the class of
access structures with information ratio one, called ideal and known to contain the threshold
access structures, is far from being fully characterized yet. Also, determining the exact value of
information ratio of several simple access structures (for example, see [36J21]) is still open while
very few cases have been resolved (see [I9J17] for two notable examples).

It is known that every access structure on n participants admits a secret sharing scheme
with information ratio 2°(") and it is generally believed that this upper bound is tight for most
access structures. See [24] for a recent result towards achieving a lower bound on the portion
of access structures with superpolynomial information ratio. Particularly, it is conjectured (e.g.,



see [3]) that there exists a family of access structures with information ratio 2™, Csirmaz has
explicitly constructed a family of access structures with maximum [16] (earlier presented in [14])
and average [15] information ratio 2(n/logn) and no better lower bound is known. In particular,
Csirmaz has also shown that his approach, a standard information-theoretic method [22/13]
based on Shannon type information inequalities, cannot be used to show a superlinear lower
bound. This negative result was further strengthened in [7l29] by showing that certain additional
non-Shannon type information inequalities [39] also fail to bypass the linear barrier.

Bridging the exponential gap between the two above-mentioned bounds is an important open
problems in cryptology. For the restricted class of linear secret-sharing schemes, however, the
lower bound has recently been shown to be exponential [31], closing the gap with the former
superpolynomial lower bound n®(°g™) [1]4].

1.1 Owur main result

We take one step towards beating Csirmaz celebrated lower bound. We construct a family of

access structures having information ratio ng(%) under some information-theoretic conjec-
ture, called substitution conjecture which will be introduced in this paper. A lifting theorem,
useful for boosting the information ratio of a well-chosen family of access structures, lies at the
heart of our improvement. Below, we present a simplified and informal statement of the theorem.

Theorem (Lifting theorem—informal and simplified) Let b,¢ : Rt — R be two func-
tions and {I'y}ren be a family of access structures. Suppose that for every k, it holds that I},

with ny participants, has a subset of participants of size b(ny) with minimum total information

ratio t(ng). Assuming that the function llgg Zgzg satisfies some “mild” conditions and assuming the

truth of the substitution comjecture, then there exists a family of access structures with average
log t(n)

(and consequently mazimum) information ratio n (1°§ b(")).

Csirmaz proves his Q(n/logn) lower bound on maximum information ratio, by constructing
a family of access structures [16] and exhibiting a subset of participants of size b(n) = ©(logn)
log n
with minimum total information ratio t(n) = €Q(n). Our (conjecturally) improved n(wsiez=)
lower bound for average/maximum information ratio is achieved by a simple application of the
lifting theorem to his family.

1.2 Main ideas
We use three main ideas in this paper:

— Using the notion of access structure substitution. Given minimal representations of
two access structures (in the Sperner system), with disjoint participant sets of size n and m,
we substitute one for some participant of the other one. The resulting access structure will
have n +m — 1 participants. For example, by substituting the access structure Iy = o’ +b'¢/
for participant b in the access structure It = ab + bed, we get I's = I'[b — I3] = a(d’ +
b))+ (@ + b d)ed = ad’ + ab'c’ + a’cd + V' cd. This concept has already been introduced
by Martin in [26] and some basic properties of the operation has also been studied. We are
interested in the relation between information ratio of the three involved access structures.

— Introducing the notion of convec set. We attribute a subset of R", the n-dimensional
real space, to an access structure on n participants, referred to as conwvec set, where convec
is short for contribution vector [2I]. The convec of a secret sharing scheme is defined as the
vector of all participants information ratios. We define the convec set of an access structure



as the set of all convecs of all secret sharing schemes realizing it. Our geometrical treatment
of access structures may seem reminiscent of Yeung’s [38] framework for studying the so
called entropy region.

— Connecting the two notions via the substitution conjecture. As we mentioned above,
our lifting theorem relies on a conjecture that we refer to as the substitution conjecture. This
conjecture links the notions of access structure substitution and convec set. In addition
to the notion of access structure substitution, a relevant notion of set substitution can be
defined for two subsets X7 < R™ and X5 < R™ with respect to some specific coordinate
i € [n], which results in the subset X3 = Xi[i — A»] © R?*™~1 The two substitution
operations (one on access structures and one on subsets of multi-dimensional real space)
seem so coherent leading us to state the substitution conjecture as follows.

Conjecture (Substitution conjecture) Let It and I» be two access structures and let
I's = I [p; — I3] for some participant p; of I'1. Let X; denote the closure of the convec
set of I'; for j = 1,2,3. Then, Xi[i — Xp] = X5, where index i € [n] corresponds to the
coordinate of the information ratio of participant p; in X; < R™,

Proving the inclusion X5 € X;[i — X5] remains challengingly open and the lifting theorem
relies only on the truth of this inclusion. Even though the reverse inclusion also remains open,
we prove it under a second conjecture called Uniform Share Distribution (USD) conjecture.
Informally, this conjecture states that, for every access structure, the optimal information
ratio is achieved by a secret sharing scheme (or a converging sequence of schemes) with
uniform distribution on the shares.

1.3 Paper organization

In Section 2] we provide the required background and notations. The notion of convec set and
its topological properties, along with a list of open problems, are studied in Section [3} The
substitution technique for access structures and subsets of multi-dimensional real space, as well
as the substitution and USD conjectures, are given in Section[d] In Section 5] we prove our lifting
theorem after introducing a recursive method for constructing new access structures using the
substitution technique. Finally, we conclude the paper in Section [6]

2 Preliminaries and notation

In this section, we provide the basic background along with some notations and conventions.
The information-theoretic and topological notions can be found in any standard textbook. We
refer the reader to [3I30] for surveys on secret sharing. Readers familiar with the subjects can
safely skip this section, but we encourage the reader to take a look at Remark [I] Lemma [T] and
Convension [l

2.1 Basic topology

Let a = (ai,...,a,) and b = (b1,...,b,) be two vectors in R", the n-dimensional real space.
We write @ < b (resp. a < b) if and only if a; < b; (resp. a; < b;) for every i € [n], where [n]
stands for the set {1,...,n}. We use [a, ) to denote the set of all points b such that a < b. For
a vector @ = (ai,...,a,), we let max(a) = max{ai,...,a,} and |la| = Y., |a;|. The all-one
vector is denoted by 1, whose dimension is understood from the context.

A subset of R” is said to be convex if for every pair of points a, b in the set and for every
real A € [0, 1], the point Aa + (1 — A\)b, called a convex combination of a and b, is also in the set.



In this paper, the intersection of finitely many half-spaces is called a convex polytope, or simply
a polytope. Let X’ be a convex subset of R™. A point of X is said to be an extreme point if it
does not lie in any line segment with endpoints in X.

A point @ € R” is called a limit point for a set X € R™ if every open ball containing a
includes at least one point of X, different from a itself. A set is called closed if it contains all of
its limit-points and it is called open if its complement is closed. The closure of a set X € R™,
denoted by cl(X), is the union of X with all its limit points. When cl(X) is convex, we refer to
X as a set with a convex closure. A point a is called an interior point of X if there exists an
open ball containing a which is completely contained in X. The set of all interior points of X
is denoted by int(X). The boundary of a set X is defined as the set of all points in its closure
which does not belong to its interior, i.e., cl(X)\int(X'). In this paper, we define the frontier of
X as the set cl(X)\X.

Remark 1 (Frontier vs. boundary) In the literature the boundary is also referred to as fron-
tier and some authors (for example [37]) even use the term frontier instead of boundary. How-
ever, similar to [2], our definition of frontier is different from boundary.

2.2 Basic information theory

Let X and Y be discrete random variables. The support of X (i.e., the set of all values that
it accepts with positive probability) is denoted by supp(X). The Shannon entropy of X is
defined as H(X) = — > . 0x) Pr[X = 2]log, Pr[X = z]. The entropy of X conditioned
on Y is defined as H(X|Y) = >, o nv) Pr[Y = y]H(X|Y = y), where H(X|Y = y) =
— D sesupp(X):Pr[X =z Y =y]=0 PI[X = 2|Y = y]log, Pr[X = 2|Y = y]. Finally, the mutual
information of X and Y is defined as I(X,Y) = H(X) — H(X]Y).

2.3 Secret sharing schemes

Let P = {p1,...,p,} be a finite set of participants. A subset I' < 2% is called an access structure
on P if it is monotone; that is, for every A € I" and every set B, where A € B C P, it holds
that B € I'. A subset A € P is called qualified if A € I'; otherwise, it is called unqualified
or forbidden. A qualified subset is called minimal if none of its proper subsets is qualified. A
forbidden subset is called mazimal if none of its proper supersets is forbidden. The set of all
minimal qualified subsets and that of maximal forbidden sets are, respectively, denoted by I'~
and I'". A participant p € P is called important for I', if it appears in at least one minimal
qualified subset. The set of all important participants of access structure I is denoted by P(I").
A distinguished participant pg ¢ P is referred to as the dealer. In the Sperner system, an access
structure can be symbolically represented as I' = 3 ycp— [ [ ,c 4 P-

A tuple IT = (Sp)pEPu{po}
called a secret sharing scheme on participant set P when H(Sp,) > 0. The random variable
S, is called the secret random variable and its support is called the secret space. The random
variable S, for any participant p € P, is called the share random variable of the participant p
and its support is called his share space. When we say that a secret s € supp(S,,) is shared using
II, we mean that a tuple (sp) is sampled according to the distribution I conditioned

of jointly distributed random variables, with finite supports, is

pePU{po}
on the event S, = s.

We say that IT is a secret sharing scheme for I, or IT realizes I', or I admits II, when:

a) H(S,, | Sa) =0, for every qualified set A € I" and,
b) H(Sp, | SB) = H(S),), for every forbidden set B € I"°.



where S4 = (S}p)pea, for a subset A € P.

The information ratio of participant p; € P is defined as o; = H(S),)/H(S,,)- The convec
of II (where convec is abbreviation for contribution vector [21]) is defined and denoted by
o(II) = (0i)ie[n]- A secret sharing scheme T is called ideal if o(I7) = 1.

The maximum (resp. average) information ratio of an access structure I" is denoted by o(I")
(resp. 6(I)) and is defined as the infimum of max (o(II)) (resp. 1| o (I)||) over all secret sharing
schemes IT realizing I

We close this section by introducing a lemma by Blundo et. al. [10] and a convention regarding
our notation.

Lemma 1 ([10]). Let IT = (S})pepoipo) be a secret sharing scheme for I'. Let IT' = (S},) pe pu{po}
be a secret sharing scheme obtained from IT by changing the secret distribution to a (non-certain)
distribution S;,O over supp(Sy,) (more precisely, to generate a sample according to II', a secret
is sampled from S;,O and then shared using IT). Then, II' also realizes I'. Moreover, the random
variables S 4 and S’y are identically distributed, for any unqualified subset A € I'°.

Convention 1 We assume that all participants of all access structures are important. For such
access structures, the information ratio of each participant is at least one [22[13]. Also, we
assume that our access structures do not contain singleton sets; that is, no participant is qualified
on its own. Consequently, when the distribution on the secret changes, the distribution on each
individual’s share does not change (see Lemma .

3 Convec set

In this section, we introduce the notion of convec set for access structures and study its topolog-
ical properties. Two illustrative examples are provided and some open problems are suggested.

Definition 1 (Convec set). Let I' be an access structure. The convec set of I', denoted by
X(I), is defined as the set of all convecs of all secret sharing schemes that realize I.

For our convenience, we provide the following definition.

Definition 2 (Shifted orthant inclusion property). We say that a set X € R"™ has the
shifted orthant inclusion property if a € X implies [a,0) € X.

3.1 Basic properties of convec sets

In this section we provide three lemmas about the properties of convec sets, which will be of use
in later sections. The first one follows from the well-known result of [22]13], stating that each
(important) participant’s share size is not smaller than the secret itself. The second one says
that the convec sets have the shifted orthant inclusion property. The last one states that the
convec sets remain unchanged if we restrict ourselves to secret sharing schemes with uniform
secret, distribution.

Lemma 2 (A trivial superset for convec sets). We have X(I') € [1,0), for any access
structure I.

Lemma 3 (Shifted orthant inclusion property of convec sets). For any access structure
I, the set X(I') has the shifted orthant inclusion property.



Proof. Let a € X(I'). For any point @' € [a,0) we show that a’ € X(I'). The reason is
that given a secret sharing scheme IT = (S,),epuip,y for I' with o(Il) = a, it is easy to
construct a secret sharing scheme IT’ for I with o (II') = a'; simply give dummy shares to
the participant to increase their share size. More precisely, let I’ = (Sp,, (Sp, S} )per) Where
(8})pep is independent form IT and it is chosen such that (H(S;))pep = H(Sp,)(a’ —a) > 0.
Clearly, II' realizes I" and o (II') = a’; hence, a’ € X(I'). o

Lemma 4 (Uniform secret invariance property of convec sets). Let I' be an access
structure. The convec set of I' is the set of all convecs of all secret sharing schemes having
uniform secret distribution and realizing I'.

Proof. Let a € X(I') and suppose that IT = (Sp),epoip,} 18 a secret sharing scheme for I" with
convec a. We show that there exists a secret sharing scheme IT’, with uniform secret distribution,
for I" with the same convec.

By Lemma (see also Convention, there exists a secret sharing scheme IT” = (S7),ep o tpo}
for I" such that SZO is uniform over supp(Sy,), and Sg is distributed identically as S, for every
peP.

Consequently, a” = o([I") = ggzzga < a; that is, a € [a”,00). We can then construct IT’,

realizing I" with o (IT") = a, from IT” similar to the proof of the shifted orthant inclusion property
(Lemma, by increasing each participant’s share size, without changing secret distribution. o

3.2 On interiors of convec sets

In this section, we prove a proposition, showing that the interiors of convec sets are convex.
First, we present two lemmas, and then the proposition.

Lemma 5 (Closure convexity of convec sets). The convec set of any access structure is a
set with a convex closure.

Proof. Let I' be an access structure on participant set P. Equivalently, we prove the following
claim. For every real number = € [0,1], and every pair of vectors a,b € cl(X(I")), there is
a sequence {II;} of secret sharing schemes such that: 1) each II; realizes I', 2) the sequence
{o(I1,)} converges to za + (1 — z)b.

It is sufficient to prove the claim for convecs a,b € X(I'). Let II, = (Ap)pePu{po} and
I, = (Bp)pe Poipo) be secret sharing schemes realizing I" with convecs a and b, respectively.
For each j, we construct a secret sharing II; satisfying the required properties.

Assume that « = ¢/d is rational, the secret random variables A,, and B, are both uniform,
and |supp(A,,)| = |supp(Bp,)|- In this situation, II; can be simply constructed by Stinson’s
A-decomposition technique [35] by using ¢ instances of IT, and d — ¢ instances of IT}, (i.e., A = d).
It is easy to remove the uniform distribution assumption on the secret, thanks to Lemmal[I] and
extend this argument to the case where the ratio y = H(A,,,)/H(B),) is rational. The remaining
part of the proof is devoted to handle the general case.

Let {z;}, {y,} be two sequences of non-negative rational numbers respectively converging to
z and y. Let z; = ¢;/d; and y; = e;/f; where ¢;,d;, e;, f; are non-negative integers. The secret

sharing scheme II; = (Sp)pe Poipo) is constructed as follows. Consider a matrix of random

variables with f;c; + e;(d; — ¢;) rows and |P| + 1 columns. Each column is labeled with an
element of P u {py} and all rows are independent random variables. The top f;jc; rows are
identically distributed as I, and the bottom e;(d; — ¢;) rows are identically distributed as ITy,.
For each p € P U {po}, the random variable S, is defined to be the column with label p. It is



easy to see that IT; realizes I'. We continue to show that o (II;) converges to za + (1 — z)b.
By independence of the random variables, we have H(S,) = f;¢;H(A,) +e;(d; — ¢;)H(B,), for
every p € P u {pp}. Therefore,

H(S)p) _ fic;H(Ap) +e;(dj — ¢;)H(By)
H(Spo) fjch(Apo) té€j (dJ - cj)H(BPO)
Lj H(Ap) (1—my) H(B,)
zj+ (1 —2)y;/y H(Ap) — zjy/y; + (1 —2;) H(By,)

or more compactly,

x; (1—=xy)
o(Il;) = J a+ J ,
U1s) i+ (L —z)yi/y - zy/y; + (1 — ;)
which clearly converges to za + (1 — x)b, concluding the claim. O

Lemma 6. Let X € R" be a set with a convexr closure, having the shifted orthant inclusion
property. Then, the interior of X is converz.

Proof. We show that int(X') = int(cl(X')). The claim then follows since the interior of any convex
set is convex as well. Obviously, int(X) < int(cl(X)). Therefore, it is sufficient to show that
int(cl(X)) € int(X). Let b € int(cl(X)). Equivalently, we show that b € int(&X'). Let B € cl(X)
be an open ball that contains b. Let a € B be a point which is element-wise strictly smaller than
b, i.e, a < b. Since a € cl(X), there exists a sequence ag, a1, as, ... of points in X’ belonging to
the open set { | < b} n B and converging to a. Since ag € X, by the shifted orthant inclusion
property of the set, we have [ag,0) c X. Clearly, {x | ag < £} n B is an open convex set that
contains b and is completely contained in X. Therefore, b € int(X). =

Proposition 1 (Interior convexity of convec sets). The interior of the convec set of any
access structure is convezr.

Proof. Recall the shifted orthant inclusion (Lemma [3) and closure convexity (Lemma |5) prop-
erties of convec sets. The claim is then an immediate consequence of Lemma [6] o

3.3 On frontiers of convec sets

In this section, we prove that there is no access structure with an open convec set; that is, the
frontier of a convec set is a proper subset of its boundary. We conclude that the convec set of
an access structure is either closed or neither-open-nor-closed (NONC). Subsequently, we define
the notion of closed/NONC' access structures. The frontier of a closed access structure is empty
whereas that of a NONC access structure is non-empty and a proper subset of its boundary.
First, we provide a lemma, then a proposition and finally the definition.

Lemma 7 (Participant-specific rate-one scheme). Let I" be an access structure, m = 2 be
an integer and p € P(I"). Then, there exist a secret sharing scheme, with secret space size m,
realizing I", such that the information ratio of participant p is one.

Proof. In the Sperner system, let I' = I'y + pl, where Iy, I} are access structures both on the
participant set P’ = P\{p}. More precisely, [y = {Ac P/ |Aelfand [N ={AC P |A¢
I'A v {p} € T'}. Tt is well-known that every access structure admits a secret sharing scheme
with secret space Z,, [20]. Let II;, II5 be, respectively, such secret sharing schemes for I7, I's.
We construct a secret sharing scheme for I" such that the secret is uniform over Z,, and the
information ratio of participant p is one. To share a secret s € Z,,, we choose a uniformly random



r € Zn, and give the share r to p. Then, we share s+ as a secret using the scheme I7; and share
the secret s using the scheme I1y. Consequently, every participant in P’ receives a share from
each of the schemes. But p receives a random element of Z,, as his share. Clearly, the resulting
scheme realizes I" and the information ratio of participant p is one. |

Proposition 2 (Convec sets are not open). There does not exist an access structure with
an open convec set.

Proof. Let I' be an access structure on n participants. According to Lemma [2| we have X' (I") €

[1, 0). Also, according to Lemmal 7} for every i € [n], there exists a convec (07, ...,0,) € X(I),
such that o; = 1. Clearly, all these convecs lie on the boundary of X(I"). Therefore, X(I") is not
open. =)

Definition 3 (Closed and NONC access structures). An access structure is called closed
(resp. NONC) if its convec set is closed (resp. neither-open-nor-closed).

Corollary 1 (Frontiers of closed and NONC access structures). The frontier of the
convec set of a closed access structure is empty and that of a NONC access structure is a non-
empty proper subset of its boundary.

3.4 Pareto-optimality

In this section, we first define two notions of optimality for convecs and a notion of optimality
for secret sharing schemes. Then, we provide an equivalent definition of maximum and average
information ratio of an access structure, already given in Section [2:3]

First, we recall the definition of Pareto-optimality for a subset of multi-dimensional real
space, as a partially ordered set.

Pareto-optimal points. Let X € R™. A point a € X is said to be Pareto-minimal for X if for
any vector b € X, which is comparable with a, it holds that @ < b. A point a € cl(X) is said
to be Pareto-infimal for X if it is Pareto-minimal for cl(X). The set of all Pareto-infimal and
Pareto-minimal points of X are, respectively, denoted by infp(X) and minp(X). Notice that
infp(X) = minp (cl(X)).

Definition 4 (Pareto-minimal/infimal convecs). Let I" be an access structure. Any vector
in the set of Pareto-minimal points of X(I'), i.e., minp (X(I")), is called a Pareto-minimal vector
(convec). Any vector in the set of Pareto-infimal points of X(I'), i.e., infp(X(I")), is called a
Pareto-infimal vector.

According to the shifted orthant inclusion property (Lemma |3 of convec sets, the closure of
a convec set is uniquely determined by its Pareto-infimal convecs. More precisely, we have the
following corollary.

Corollary 2. We have cl(X(I')) = )[ac, ), for every access structure I'.

Uweinfp (=)

Note that for a given access structure, there does not necessarily exist a secret sharing scheme
for a given Pareto-infimal vector; see Example[2] However, by definition, a Pareto-minimal vector
corresponds to some secret sharing scheme realizing the access structure. Thus, we provide the
following notion of optimality for secret sharing schemes.

Definition 5 (Pareto-minimal secret sharing scheme). Let IT be a secret sharing scheme
realizing an access structure I'. We call II a Pareto-minimal scheme for I if its convec is
Pareto-minimal, i.e., o(II) € minp (X(I")).



Corollary 3 (Equivalent definition of information ratio). Let I' be an access structure
on n participants. Then,

o(I') = min{max(x) : @ € infp (X2(I"))} ,

and

Q

() = %mln{HmH @ € infp (2(1))} .

3.5 Two examples

In this section, we introduce two examples that will be referred to in later sections. Two related
open problems are mentioned in Section [3.6

Example 1 (P3 access structure) Consider the graph access structure Ps = ab+bc+cd, i.e.,
a path of length 3. It can be shown [I3] that cI(X(Ps)) has two extreme points, (1,1,2,1) and
(1,2,1,1), which we call extreme convecs. Therefore, any Pareto-infimal convec x € infp (Z(Pg))
is a convexr combination of the two extreme convecs, that is, of the form ¢ = (1,14+xz,2—x,1) for
some real number x € [0,1]. It can be shown (e.g., using Stinson’s A-decomposition method [35])

that when x is rational, these convecs are Pareto-minimal as well. Thus, 5(P3) = g, which is
achieved by any Pareto-infimal convec, and o(P3) = %, which is achieved only by the Pareto-

minimal convec (1, %, %, 1). We do not know if this access structure is closed (see Question @

Example 2 (F - F access structure) Beimel-Livne [5]6] and Matis [28] have independentl
introduced an access structure on 12 participants, which we denote by F - F (see also E':mmplel%
and Figure . In the Sperner system, the minimal representation of F - F is the product of the
Sperner representations of the following two ideal access structures

F = p1p4 + p2ps + D3pe + P1P2D6 + P1P3P5 + P2p3D4 + DaPsPe

and
F = q1q4 + q245 + q3G6 + q1G2G6 + 919395 + 929394 + G4G596 + 439aqs ,

derived form Fano and non-Fano matroids, respectively.

Matis [28] has proved that F (resp. F) does not have an ideal scheme when the secret space
size is odd (resp. even). The access structure F - F is called nearly ideal since while it is not
ideal [28)], its information ratio is one [B[G]; that is, the all-one vector is Pareto-infimal but
not Pareto-minimal. Therefore, F - F is a NONC access structure and cl(X(F - F)) = [1, ).
The results of [5I6] can be used to show that X(F - F) includes the points of the set {(z,y) |
z,yeRE(1<zAl<y)v(l<zal<y)} Lemma@ can be used to show that X(F - F)
includes additional points as well; for example, for any i € {1,...,6}, some vector of the form
(x1,...,26,1) (resp. (L,y1,...,96)), in R'2, is in the set where x; = 1 (resp. y; = 1). The
ezact form of X(F - F) is unknown to us, and in particular, we do not know if F - F has any
Pareto-minimal convec (see Question @

3.6 Some open problems

Several problems regarding convec sets remain open. The ideal access structures are closed since
their convec set is [1,00). We are not aware of any other closed access structure.

Question 1 (Non-ideal closed access structure) Is there a non-ideal closed access struc-
ture?



More generally, characterizing access structures with respect to Definition [3] seems an inter-
esting question.

Question 2 (Characterizing closed access structures) Determine which access structures
are closed and which ones are NONC (i.e., characterizing them in terms of emptiness of the
frontiers of their convec sets; see Corollary .

Also, note that the convec set of closed access structures are convex by themselves (i.e.,
without taking closure). We do not know if there exists any NONC access structures with a
convex convec set.

Question 3 (Characterizing NONC access structures w.r.t. convexity) Determine which
NONC access structures are convex and which ones are non-convex. In particular, is there a
NONC access structure whose convec set is convex (resp. non-convez)?

Trivially, every access structure has at least one Pareto-infimal convec. However, it is unclear
if this is also the case for some Pareto-minimal convec.

Question 4 (Existence of a Pareto-minimal scheme) Does every access structure admit
at least one Pareto-minimal secret sharing scheme?

The (closure of) convec set of some access structures (e.g., Examples|l|and [2) can be proved
to be polytopes. It is intriguing to think that this is the case for every access structure.

Question 5 (Non-polytope convec sets) Is there an access structure such that its convec
set is not a polytope?

Finally, concerning Examples[I]and [2] we present two more specific questions in the following.

Question 6 (Convec set of P3) Following E:vample is the set X (P3) convex (equivalently,
is (1,1 4+ 2,2 —x,1) a Pareto-minimal convec for Ps for every irrational x € (0,1))?

Question 7 (Convec set of F - F) Following Example@ determine the set X(F-F). Is it a
convez set? Does it have any Pareto-minimal convec?

Note that a positive answer to Question [6] leads to a positive answer to Question [1] while
a negative answer partially answers Question [3| (i.e., there exists non-convex NONC access
structures).

4 Substitution technique

In this section, we describe different notions of substitution for real vectors, subsets of the real
space and access structures. We then propose a conjecture, referred to as the substitution con-
jecture that relates the latter two substitution operations. A second conjecture, called Uniform
Share Distribution (USD), is also presented, under which the substitution conjecture is partially
proved. More precisely, the substitution conjecture is a statement about equality of two sets. If
the USD conjecture holds, then we will show that one set includes the other one.
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4.1 Vector/Subset substitution

Let « = (x1,...,z,) and ¥y = (y1,-..,Ym) be two real vectors. The vector x, in which the ith
element has been substituted with x;y, is denoted by x[i — y]; that is,

[t > Y] = (T1, .o Tim 1, TiY1y e oy Tilms Ti 1y -« - s Ty) -

Let X € R™ and Y € R™ be two arbitrary sets. For every i € [n], we define the set
X[i —» Y] € R**™~1 as follows:

X[i = V] ={zfi > y] | (z,y) e X x Y} .

4.2 Access structure substitution

Let It and I be two access structures, respectively on (not necessarily disjoint) participant
sets P and @, and let p; € P. We refer to I's = I'1[p; — 2] as the access structure in which the
participant p; has been substituted with I, in the following sense. In the Sperner representation
of I'1, we replace p; with I'; and then expand and simplify the expression naturally. This concept
has already been introduced by Martin in [26] and some basic properties of the resulting access
structure has been also studied. More precisely, the participant set of I3 is P(I3) = P_; u Q,
where P_; = P\{p;}, and for every A € P(I3) we have:

Aefg,@(AmPeFl)v(((Ar\P)u{pi}efl)/\(AmQEFg)).

Example 3 (Access structure substitution) Let I'1 = ab+ac+bc and I's = a+cd+ce+ f.
We then have I'i [c — T3] = ab+a(a+cd+ce+ f)+b(a+cd+ce+f) = a+bed+bce+bf. As another
example, let I’ = ab and F,F,F - F be as in Example @ Then, I'la — F|[b — F] = F - F. See
Figure 1]

2 P2 Pivs., @ q2 g3
N
\ /
/
-
"’ “
W TN R
N D5 Po,. ga s

Fig. 1: The access structure F - F = I'[a — F][b — F] where I' = ab (see Example . Also,
it can be viewed as F - F = I'[p; — F| where I' = F - p; (see Remark [2). See Example [2| for
descriptions of F, F and F - F.

Our particular case of interest is when P and @ are disjoint. For subsets A, B, let AB and
Ap; be respectively short notations for Au B and A u {p;}. In this case, in order to characterize
the qualified sets and forbidden sets of I's = I'1[p; — I»], we define:

B={B|BCP_;AnBeli},

CZ{C|OEP_iACEFfACpiEF1}7 (1)

It is then easy to verify that:

I's={BA|BeBAACQ} V{CK|CeCAKEels}, (2)

11



and

I[$={CJ|CeCAJelS}U{DA|DeDAACQ)}. (3)

4.3 The substitution conjecture

Consider two access structures with disjoint participant sets and denote the closure of their
convec sets by X; and X,. Substitute the second access structure for some participant in the
first one to get a third access structure, with convec set closure X3. We conjecture that X;[i —
X>] = X5, where 4 corresponds to the coordinate of the substituted participant in &;. Below we
present a formal statement of this conjecture.

Conjecture 1 (Substitution conjecture) Let Iy and I'y be two access structures on disjoint
participant sets. Let p; € P(I'1) and define I's = I [p; — I2]. Let X; = cl(X(I5)), forj =1,2,3
and let index i € [n] correspond to the coordinate of participant p; in X; € R™. Then, X3 =
Xi[i = Xs]; that is,

I. Xl[l d Xz] c Xg,
II. Xg - Xl[l i XQ]

Remark 2 We remark that a variant of the substitution conjecture in which we let X; = X(I7)
is not valid. Towards constructing a counter example, let F,F,F - F be as in Ezample @ Let
I = F-p7; and I, = F and hence I's = I'([p; — Iy] = F - F. The access structures Iy and
I'y are both ideal, respectively on 7 and 6 participants. Therefore, X1[7 — X3] = [1,0), but
[1,00) & X3 as we saw in Ezample @

Proving or refuting the inclusion of Part II of the substitution conjecture seems challenging
and is not addressed further in this paper. Even though the reverse inclusion (Part I of the
substitution conjecture) also remains open, we are able to prove its correctness assuming the
truth of another conjecture, discussed in the next section.

4.4 The uniform share distribution conjecture

This section is devoted to proving the Part I of the substitution conjecture assuming the truth
of the USD conjecture, stated bellow. We will need two lemmas in the course of proving our
claim (Proposition [3).

Conjecture 2 (Uniform share distribution (USD) conjecture) Let I be an access struc-
ture and let « € infp (2(I1)). Then, there exists a sequence {II;};en of secret sharing schemes
such that: 1) each II; realizes I', 2) the sequence {o(Il;)}jen converges to x, 3) every partic-
ipant’s share, in each II;, is uniform over its support, and 4) each secret random variable, in
each II;, is uniform over its support.

Remark 3 (USD conjecture and secret distribution) As a consequence of Lemma |1} it
can be shown that the USD conjecture is equivalent to a seemingly weaker version of the conjec-
ture in which we remove the fourth requirement. This fact justifies our selected running title for
the conjecture.

Remark 4 (USD conjecture and information ratio variants) Two different flavors of in-
formation ratio can be found in the literature [T2]9/26]. One is defined based on the ratio between
the share entropy and the secret entropy, also adopted by us in the course of this paper. The
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other one is defined as the ratio between the logarithm of the share space size and the logarithm
of the secret space size. Consequently, the information ratio of an access structure I' can be
defined in two different ways, which we denote by o1(I") and oo(I") with respect to these two
flavors of information ratio (the reason for these choices will be clear in a while). It is known
that oo(I") = o1(I); e.g., see [I] (Section 5.2). In [23], the generalized information ratio of
an access structure I with parameter o = 0 has been defined based on the Rényi entropy with
parameter «, which is denoted by o,(I"). It is easy to show that o, (I") is decreasing in «, for
every access structure I'. In [23], it has been conjectured that o,(I") is constant for every I,
i.e., it does not depend on «. The USD conjecture implies this conjecture.

Lemma 8. Let X1, Xy and X3 be subsets of R™,R™, and R"*™~1 respectively, and let i € [n].
Suppose that each X;, j = 1,2,3, has the shifted orthant inclusion property and lies in the
positive orthant (i.e., X; € [0,00)). Then, infp(X;)[i — infp(Xs)] € cl(X3) implies cl(X1)[i —
CI(XQ)] c CI(X3)

Proof. This direcly follows form the relation cl(X;) = | yla, ), j =1,2,3.

aGian(){j
Lemma 9. Let I'1 and Iy be two access structures on disjoint participant sets. Let p; € P(I1)
and define I's = I't[p; — I:]. Let I and IIy be two secret sharing schemes, each with uni-
form distribution on the secret and each individual share, respectively realizing I'y and I3, with
o(II,) = © and o(Ily) = y. Then, there exists a sequence {II}}en of secret sharing schemes
such that:

(1) Hg realizes I3, for every j € N,
(2) the sequence {o(II3)}jen converges to x[i — y] when j goes to infinity.

Here, index i € [n] corresponds to the coordinate of participant p;, where n = |P(I1)].

Proof. Let us first introduce the notation k x IT, where I = (X,...,X ) is a vector of
random variables. Let IIy,..., II}; be independent random variables and identically distributed
as IT and let II; = (X7],...,X3), for j = 1,..., k. We define k x IT = (Y1,...,Y ) where
Y, = (XL ..., XMfori=1,...,\

Let P(I1) = P and P(I3) = Q. Denote IIy = (Sp)pepuip,y and 2 = (S)qeuiqe}- Let
N = |supp(Sp,)| and M = |supp(S,,)| and, without loss of generality, suppose that N < M;
Otherwise, if M < N, we can replace IIy with k x IIs, where k = [N/M]. Note that k x 15 is
still a secret sharing scheme, with uniform shares and secret, realizing I'; with o (k x II5) = y.

For every j € N, define a; = [jllooggjyj and let a; x I} = (Sf,)pepu{po} and j x Il =
(83) e tan)- Note that [supp(S3,)| < |supp(S, ), since [supp(S7, )| = N, |supp(§,)| = M7
and a; > 1. Therefore, there exists an injection g : supp(S3,) — supp(S7, )

For each j € N, we construct the secret sharing scheme Hg, satisfying (1) and (2), as follows.

Let P; = P\{p;} and P(I3) =T, where T'= P_; u Q. To generate a sample (5;)ieru{t,}
according to Hg, we first generate a sample (s,)pepypy} according to a; x I1;. We let sy, = sy,
that is, the same secret is used. Each participant p € P_; (as a participant of P(I3)) receives
sp as his share, which is trivially distributed according to Sg). Then, g(sp,) is shared using the
scheme j x IT5 to produce the shares (s,)q4eq- Each participant ¢ € Q (as a participant of P(I%3))
receives s, as his share, which according to Lemma , is distributed as Sg. Clearly, the scheme

IT} realizes I'; and its convec is:

H(S?)
H(S?)

o(I1}) = afi - vl .
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H(S? )
H(S},)
one. Consequently, o (II3) converges to x[i — y]. O

Since H(S? ) = jlog M and H(SJ ) = a;log N, it follows that (= dloeM

e ~) converges to

Proposition 3 (USD conjecture = Part I of the substitution conjecture). The USD
conjecture (Conjecture @ implies the Part I of the substitution conjecture (Conjecture .

Proof. According to Lemma it is sufficient to prove that infp (2(I1))[i — infp (2(I32))] S Xs.
Equivalently, we prove that for every x € infp (E(Fl)) and y € infp (Z(Fg)) it holds that

x|t — y] € cl(X(I3)). To prove this, we show that there exists a sequence {Hg’k}(j)k)eNxN of
secret, sharing schemes such that:

(1) Hg’k realizes I3, for every j,k € N,
(2’) the sequence {a(ﬂg’k)} converges to x[i — y] when j, k both go to infinity.

Assuming that the USD conjecture is true, there exists a sequence {IIF}ren (resp. {115} 1en)
of secret sharing schemes, with uniform distributions on secrets and individual shares, realizing
Iy (resp. I3), such that the sequences {@p}ren = {0 (IF)}ren (resp. {yytren = {0(I15)} ker)
converge to  (resp. y).

Consequently, for each k € N, according to Lemma |§|, there exists a sequence {Hg’k}jEN of
secret sharing schemes such that:

(17 Hg’k realizes I's, for every j € N,
(2”) the sequence {U(Ug’k)}jeN converges to x[¢ — y,] when j goes to infinity.

Therefore, (1’) and (2’) also hold, finishing the proof. O

5 Conjecturally improving Csirmaz lower bound

The aim of this section is to, assuming the Part II of the substitution conjecture is true, construct

a family of access structures with information ratio nQ(lolgol%), beating Csirmaz Q(n/logn) lower
bound. Our candidate family is recursively constructed from a carefully selected access structure
I on participant set Q and a well-chosen subset I < Q.

Below, we introduce a definition and some notations. We define our recursive procedure for
constructing a family of access structures in Section We will then present a lifting theorem
in Section As we will see in Section direct application of this theorem leads to our su-

log n
perpolynomial nUestesn) lower bound for information ratio. We discuss possible improvements
of our bound in Section 54l

Definition 6 (Information ratio of a family of access structures). Let g : R — R be some
function and F = {I}ken be a family of access structures. We say that the average information
ratio of F is g(n), and write 6r(n) = g(n), if 6(I'x) = g(nk), where ny, = |P(I})|. A similar
definition is given for the mazimum information ratio of the family F, denoted by ox(n).

Notation. In Section 4 we introduced the notation z[i — z'] and I'[p — I"'] for vectors
and access structures for single element substitution. In this section, we use the notation
x[(i1,...,0x) = (2),...,2))] and I'[(p1,...,px) — (I7,...,I})] for multiple elements sub-
stitution. We do not bother to provide a formal definition.

Remark 5 It is easy to see that a variant of the substitution conjecture with multiple elements
substitution is equivalent with the single element substitution description as stated in Conjec-
ture [l
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5.1 The family Fr; of access structures

Let I" and I be two access structures on participant sets Q and @Q’, respectively, and let I € Q.
We assume that @ and I x Q' are disjoint; the reason for this assumption will be clear in a
moment. We first define the access structure I'[1 — I"].

Informally, I'[I — I"] is an access structure obtained by substituting an instance of I for
every participant of I in I', where the participant sets of all involved || + 1 access structures
are assumed to be disjoint.

More formally, for every p € I, let @), = {p} x Q" and define the access structure I, on
Q,as I = {{p} x A | A e I'"}. Note that I')’s are all isomorphic with I and they all have
disjoint participant sets, also disjoint form Q. Let I = {p;,...,px}. We then define I'[I — I''] =
I'[(p1,---sox) = (U 1))

Corollary 4. |P(I'[I — I'"])| = Q| + |I|(|Q"] — 1).

The family Fr; = {I};,}men of access structures is then recursively defined as I3, = I'[I —
I'—1], where I1 =1T.

Example 4 Figure@ depicts the first three members of the family Fp, 1 where P3 = ab+bc+cd
and I = {b,c}.

(a)F1=733 (b)F2=P3[[—>F1] (C)F3=P3[I—>F2]

Fig. 2: The first three members of the family Fp, ; where P3 = ab + bc + ¢d and I = {b, c}

5.2 The lifting theorem

In this section, we present a lifting theorem, useful for boosting the information ratio of a family
of access structures under some conditions. First, we provide a definition and a key lemma.
Then, we present a second definition before stating our lifting theorem.

Definition 7 ((B,T)-access structure). Let Be N, T € R* and I" be an access structure. We
call I' a (B, T)-access structure if there exists a subset I < P(I") of size |I| = B with minimum

total information ratio T. That is, for every (op)pep(ry € X(I") we have 3. ;o =T

Lemma 10 (Key lemma). Let I' be a (B,T)-access structure on participant set Q and let
I € Q be a subset of size B with minimum total information ratio T. Let Fr = {Im}men-
Then, for every m € N, we have

L |P(I'y)| =(Q—1)A+B+...+B™ 1) +1,
II. |x| = T™ for every x € cl(X(I},)), assuming that the Part II of the substitution conjecture
(Conjecture (1)) is true.

Proof. The first claim can be proved by an easy induction on m and using Corollary [4]

We continue to prove the second claim, also, by induction on m. The base case, m = 1,
trivially holds. Assuming that the claim holds for m € N, we show that it holds as well for
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m + 1; that is, ||z’| = T™"! for every ' € cl(X(I}41)). Let I = {pi,,...,p:i,}. By Part
IT of the substitution conjecture (see also Remark [§), there exists convecs & € cI(X(I)) and
€ cl(X(I},)) such that

Tp; s Tp

X
x' = x[(ir,...,00) = (Xp, 5o 2p, )] -
Note that, by the induction hypothesis, |x,| = T™, for every p € I. Let = (0p)peq and

recall that, by assumption, Zpe ; 0p = 1. Consequently,

|2 = X peons op + 2per (plEs])
=D er (opT™)
=1 Zpe[ Op
> Tm+1 .
O

Corollary 5 (Simple lifting). Assume that the Part II of the substitution conjecture (Con-
jecture is true. If there exist a (B,T)-access structure with B > 2, then there exists a family
of access structures with average (and consequently mazimum) information ratio Q(nlogB(T/B)).

Proof. The condition B > 2 implies T > 2. Consequently, from Lemma it follows that n =
|P(I')| < |Q|B™ and |z > T™ > Tloes (/1@ = Q(nloes T). Hence, 5(I},) = Q(n'esT/B)).
O

Definition 8 ((b(n),t(n))-family of access structures). Let b,t : Rt — Rt be two func-
tions. Let F = {I't}ren be a family of access structures and denote ny, = |P(I})|. We call F
a (b(n),t(n))-family if, for every k € N, I, is a (b(ny), t(ng))-access structure. That is, there
exists a subset I, € P(Iy) of size |Ii| = b(ny) with minimum total information ratio t(ny).

Theorem 1 (Lifting theorem). Assume that the Part II of the substitution conjecture (Con-

jecture is true. Let bt : Rt — R* be two functions such that b(z) = 2 and f(zx) = %

is increasing. If there exists a (b(n),t(n)) -family of access structures, then, for any 0 < e < %,

log t(n€)
there exists a family of access structures with total information ratio at least 1291870 | Ad-
(2)zln
Faes — 0(1), and f(z) = w(1),

()
log t(n)
then the the average (and consequently mazimum) information ratio of the family is nQ(lOg b(">).

ditionally, if f(z) is eventually everywhere differentiable,

Proof. Let F = {I}ren be the (b(n), t(n))-family. For every k € N, denote nj, = |P(I})| and let
I, € P(I}) be a subset of size |I;| = b(ng) with minimum total information ratio ¢(ny). That
is, for every (o})pep(ry,) € £(I) it holds that >, ;. o) = t(ng).

Consider the setting of Lemma [10| for the family Fp, 1, = {Ik,m}men. We have |Q| = n,
B =b(ny) and T = t(ng). Let d = 1 > 2 and denote mj, = (d — 2)101;’%(7;2).

Consider the family 7' = {I} }ren of access structures where Iy, = I} ,]- By Lemma
(Part I), our choice for mj, and taking into account that 2 < b(ny) < ng, we have:

\P(I7)| < QB < mypb(ng)™ T = nyng2b(ny,) < nf .

Also, by Part IT of Lemma for every x € cl(X(I7})), we have

log ¢(n},)
foll > T 3 1) =y’
By letting n = |P(I})| and taking into account the increasing propery of f(z) = 112§ ZE;%, we

then get:
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d—2 log t( ¥n)
2l = n T e ¥

log t(n®)
(1—2¢) ==
n Tog b(n®) ,

proving the first part of the claim.

g t(n%)
Consequently, 57 (n) = n{'~ 2915555 ! and the additional condition iggzgz; = w(1) implies
log t(n€)
that 6z (n) = ngz(loih("f)). The remaining part of the claim is a corollary of Lemma [11| (Part
I), given below. O

For proving the final claim of Theorem [T} we only relied on the Part I of Lemma [T} Roughly
speaking, Part II of the lemma shows that if, for some function f(z), it is possible to ignore €
and simplify the lower bound, then f is polylogarithmic (that is, f(x) = O((logx)¥) for some
real number k > 0). Part III of the lemma indicates that, not for every polylogarithmic function,
the simplification is allowed. In fact, due to Part I, % is necessarily unbounded for such
functions.

Lemma 11. Let f : RT — R* be some function.

1. If f is eventually everywhere differentiable and % = O(1), then f(zf) = Q(f(x)) for
every 0 <e < 1.

II. If f is bounded on any bounded interval and f(x¢) = Q(f(x)) for some 0 < e < 1, then f is
polylogarithmic.

II1. There exist a continuous, differentiable and polylogarithmic f such that f(z€) # Q(f(x)) for
every 0 <e < 1.

Proof. To prove I, assume that fl(;‘i)(% = O(1). We show that, for any 0 < € < 1, (( 5 = O(1);
this is equivalent to f(x¢) = Q(f(z)).

Let h(z) = In f(e°") and hence f(z) = ") We have In L f( ) = h(z) — h(z — €') where
¢ = —Ine > 0 and z = Inlnz. Also, by the Mean Value Theorem, we have h(z) — h(z —
€') = h'(z)€ for some 2y € (z — €,z). Since h'(z) = r (fc)(z)lnm = O(1), it then follows that

h(z) — h(z — €') = O(1) for any € > 0, indicating that ;‘((m)) = 0(1).
To prove II, let f(x¢) = Q(f(x)) for some 0 < € < 1. That is, there exisit some M > 1 and
a > 1 such that f(z) < af(z€) for all x = M.

Let £ > M and choose an integer m such that

m m—1

¢ <M<z

or equivalently, m = [W] +1.

It is easy to prove by induction that f(z) < a™f(z¢"). Also, note that

m_1 log log M—loglog @ log log M _loga
o <a Tog ¢ = loge X (logx) Toge |

Since 1 < #¢” < M and f is bounded on any bounded interval, it holds that f(xem) <T,
for some T' € R™. Consequently, we have

log log M log a

f(z) Saa™ T =a e T x T x (loga) Toee .

That is, f(z) = O((log z)*) for k = —82

log e

The function f(z) = 92551571 i an example for Part III, but it is not continuous. It is
easy to construct continuous and differentiable approximations of this function, satisfying the
required conditions.
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5.3 A nn(b‘;ign) lower bound

The following theorem is proved by direct application of our lifting theorem.

log n
Theorem 2 (A nHestosn) lower bound). There ezists a family of access structures with
logn
average (and consequently maximum) information ratio n(Tostos , assuming that the Part I

of the substitution conjecture (Conjecture 18 true.

Proof. For any integer k > 2, Csirmaz [16] has constructed an access structure Ay, with 28 +k—2
participants. Csirmaz has proved that the maximum information ratio of the family {Ay} is
Q(n/logn). To show this, he has exhibited a subset I € P(Aj) of size k such that for every
(0p)pep(ay) € X(Ay) it holds that 3, oy, > 2% — 1. That is, {Az} is a (©(logn), Q(n))-family.
Consequently, the lifting theorem promisses a family of access structures with average/maximum

. . . Q(M)
information ratio n’“\leslogn/, O

5.4 Can we do better?
Let first introduce some notations.

Definition 9 ((¥,t')-regular family of access structures). Let f,g : RT — R* be two
functions. We say that g is f-reqular if g = O(f) or g = w(f). Let b,t,b/,t' : Rt — R be
functions and F be a (b(n), nt(”))—famz'ly of access structures. We call F a (W, t')-regular family
if b is b'-reqular and t is t'-reqular.

Notation. The restriction of a function f with domain D on domain A € D is denoted by
fla- Let f,g:RT - R be two functions and A € R*. We say that f|a(z) = O(g(z)), if there
exists positive numbers ¢, zg such that for every x € A n [z, ) it holds that f(z) < cg(x).

Suppose that one wishes to improve our bound by applying the lifting theorem on a (logn, 1)-
regular family of access structures; i.e., one that falls into one of the following four categories:
(O(log n)7no(1))—, (w(logn),no(l))—, (O(logn),n”(l))—, or (w(logn),n“’(l))—family.

Lemma [13] rules out the first three categories; that is, improvements may be possible only
by lifting a (w(logn),n*(!))-family when restricted to (logn, 1)-regular families. Unfortunately,
a well-known negative result shows that the currently known techniques fail to find such a
family. More precisely, Csirmaz has shown that, by merely using the Shannon information in-
equalities [22I13], the best that one can achieve is to construct a (b(n),¢(n))-family of access
structures with ¢(n) < n?; see Theorem 3.5 in [16]. Beimel and Orlov [7] have shown that even by
incorporating the so-called non-Shannon information inequalities [39] with four or five variables,
unknown at time of publication of [16], the Csirmaz barrier still is valid; see [29] for a follow-up.
We conclude that the best lower bound that can be achieved by lifting a (logn, 1)-regular family

. . . Q(loi)
of access structures, constructed using similar methods, is n’*Toglogn /.
We need the following lemma, which is a generalization of Lemma |7} for proving Lemma

Lemma 12. Let I" be a (B, T)-access structure. Then, T < B25~1,

Proof. Let I < P(I') be a subset of size B with total information ratio at least T. To prove the
claim, we show that I" admits a secret sharing scheme such that the information ratio of every
participant p € I is exactly 251,

In the Sperner system, let I' = > ,; (FJ Hper), where Iy is an access structure on
participant set P’ = P\I. More precisely, [y = {A € P | AeI'}and Iy = {A < P |
A¢TI Avu Je '}, for every non-empty J € I.
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Let m > 2 be an integer. It is well-known that every access structure admits a secret sharing
scheme with secret space Z,, [20]. Let II; be such a secret sharing schemes for I';. We construct
a secret sharing scheme for I such that the secret is uniform over Z,,, and every participant p € 1
receives a random vector of length 25~ over Z,,. To share a secret s € Z,,, for each non-empty
J < I, we choose a uniformly random (rp_j)pes € z))! and give the share rp.g to p € J. Then,
we share s + ZPGJ Tp,7 as a secret using the scheme IT;. The secret s is also shared using the
scheme 1. Clearly, the resulting scheme realizes I". Every participant p € I receives an element
of Z,, for each subset of I that includes p; there are exactly 281 such subsets. Consequently,
the information ratio of each participant p € I is 281, |

Lemma 13 (Lifting limit). Let b,t : Rt — R* be two functions where b(x) = 2. Let F =
{I}ren be a (b(n),t(n))-family of access structures. Denote A = {|P(I})|}ren and f(z) =
log t(z)

log b(x) *
L Ifb(z) = O(log ), then f|a(x) = O(2EL).
IL Ift(z) = 2°0) and b(x) = w(logx), then fla(x) = O(log)izm).

Proof. According to Lemma we have t(n) < b(n)2°™ -1, for every n € A. Consequently,

f(n) = }gg Zgzg < ﬁ)(gzall) + 1, for every n € A.

Note that the function fgg; is increasing for x = 2. Therefore, b(z) = O(log x) implies that

fla(z) = O(log’lgozw), proving Part I.

For proving Part II, first note that t(z) = z°0)

w(log x) implies log b(z) = Q(loglog z). Consequently, f|a(z) = O(

implies logt(z) = O(logx) and b(z) =

log x
log log x ) =

6 Conclusion

The crypto community lacks suitable approaches for constructing complex, yet analyzable, access
structures. We believe that the substitution technique, originally introduced by Martin in [26]
and further developed in this paper, is an initiation in this direction.

The introduced notion of convec set leaves several problems unanswered. Apart from the in-
triguing substitution conjecture, a list of suggested open problems were discussed in Section [3.6
Solving any of these questions may change our understanding of secret sharing schemes.

Additionally, proving/refuting the USD conjecture is left for future. Fortunately, if this con-
jecture turns out to be false, our lifting theorem —Theorem (I} which is useful for amplifying

the information ratio of a family of access structures— will not be affected.
log t(n) . . .. . . e
Our best lower bound nQ(logb@)) for information ratio is achieved by applying our lifting

theorem to Csirmaz [1416] family of access structures. This family has a subset of size ©(logn)
with total information ratio Q(n). To improve our lower bound using the lifting theorem, roughly
speaking, it is necessary to find a family of access structures that has a subset of size w(log n) with
total information ratio n*(*). A negative result by Csirmaz, strengthened by others, shows that
current techniques are impotent in finding such a family; see Section for further discussion.

The concept of convec set is an initiation for studying other sets associated to access struc-
tures, which are probably easier to comprehend. For an access structure I, the convec set
X(I') conveys much more information than the parameter o(I") (and its tilde version). One can
naturally define the linear and polymatroid convex sets A(I') and K (I"), which are natural ex-
tensions of the parameters A(I") and x(I") (and their tilde version), introduced in [25]. Studying
the properties of these sets is left for future.
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Last but not least, our statement of the substitution conjecture is given for two access

structures with disjoint participant sets. It is unclear what to expect when the participant sets
are not disjoint.

Acknowledgment. The proof of Lemma [I1]is due to Morteza Fotouhi.
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