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Abstract

Trusted parties and devices are commonly used in the real world to securely perform computations
on secret inputs. However, their security can often be compromised by side-channel attacks in which the
adversary obtains partial leakage on intermediate computation values. This gives rise to the following
natural question: To what extent can one protect the trusted party against leakage?

Our goal is to design a hardware device T' that allows m > 1 parties to securely evaluate a function
f(z1,...,2m) of their inputs by feeding T' with encoded inputs that are obtained using local secret
randomness. Security should hold even in the presence of an active adversary that can corrupt a subset
of parties and obtain restricted leakage on the internal computations in 7T'.

We design hardware devices T in this setting both for zero-knowledge proofs and for general multi-
party computations. Our constructions can unconditionally resist either AC° leakage or a strong form
of “only computation leaks” (OCL) leakage that captures realistic side-channel attacks, providing
different tradeoffs between efficiency and security.
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1 Introduction

There is a long and successful line of work on protecting general computations against partial infor-
mation leakage. Originating from the works on general secure multiparty computation (MPC) [Yao86,
BGWS88, CCD88, GMWR8T7], the question has been “scaled down” to the domain of protecting circuits
against local probing attacks [[SW03] and then extended to different types of global information leak-
age [MR04, FRR*10, GR10, JV10, BGJK12, BCH12, DF12, Rot12, GR12, BGJ*13, MV13, BDL14,
DLZ15, GIM'16].

Most of the works along this line consider the challenging goal of protecting computations against
continual leakage. In a general instance of this problem, a desired ideal functionality is specified by a
stateful circuit C'; which maps the current input and state to the current output and the next state. The
input and output are considered to be public whereas the state is secret. The goal is to securely realize
the functionality C' by a leakage-resilient randomized circuit C. The circuit C is initialized with some
randomized encoding § of an initial secret state s. The computation can then proceed in a virtually
unlimited number of rounds, where in each round C receives an input, produces an output, and replaces
the old encoding of the secret state by a fresh encoding of a new state.

The correctness goal is to ensure that C[3] has the same input-output functionality as C[s]. The
security goal is defined with respect to a class L of leakage functions ¢, where each function ¢ returns
some partial information on the values of the internal wires of C'. The adversary may adaptively choose a
different function ¢ € £ in each round. The security goal is to ensure that whatever the adversary learns
by interacting with C [$] and by additionally observing the leakage, it can simulate by interacting with
C[s] without obtaining any leakage.

While general solutions to the above problem are known for broad classes of leakage functions L,
they leave much to be desired. Some rely on leak-free hardware components [FRRT10, JV10, DF12,
MV13, GR10]. Others make a heavy use of public-key cryptography [GR10, JV10, BGJK12, BCH12,
GIM™16] or even indistinguishability obfuscation [GIM*16]. Other issues include the need for internal
fresh randomness in each round, big computational overhead that grows super-linearly with the amount
of tolerable leakage, complex and subtle analysis, and poor concrete parameters. All of the above works
suffer from at least some of these limitations.

In this work we take a step back, and study a simpler stateless variant of the problem, where both
C and C are stateless circuits. The goal is to replace an ideal computation of C(x) by a functionally
equivalent but leakage-resilient computation C (z). Here x is a secret input which is randomly encoded into
an encoded input Z to protect it against leakage. Solutions for the above continuous leakage model can be
easily specialized to the stateless model by considering a single round where the input is used as the initial
secret state. This stateless variant of the problem has been considered before [ISW03, MV13, GIM'16],
but mainly as an intermediate step and not as an end goal.

Our work is motivated by the observation that this simpler setting, which is relevant to many real-
world scenarios, does not only offer an opportunity to get around the limitations of previous solutions,
but also poses new challenges that were not addressed before. For instance, can correctness be guaranteed
even when the input encoding Z is invalid, in the sense that the output corresponds to some valid input
x? Can the solutions be extended to the case where the encoded inputs for C are contributed by several,
mutually distrusting, parties? To further motivate these questions, we put them in the context of natural
applications.

Protecting a trusted party. We consider the goal of protecting (stateless) trusted parties against
leakage. Trusted Parties (TPs) are commonly used to perform computations that involve secret inputs.
They are already widely deployed in payment terminals and access control readers, and will be even
more so in future Trusted Platform Modules. TPs have several advantages over distributed protocols
for secure multiparty computation (MPC) [Yao86, BGW88, CCD88, GMWS87|. First, they avoid the
expensive interaction typically required by MPC protocols. Second, they are very light-weight and allow



the computational complexity of the other (untrusted) parties to be independent of the complexity of
the computation being performed. Finally, TPs may offer unconditional security against computationally
unbounded adversaries.

An important special case which is a major focus of this work is that of a hardware implementation
of zero-knowledge (ZK) proofs, a fundamental primitive for identification and a useful building block for
cryptographic protocol design. Informally, a ZK hardware takes a statement and witness from a prover,
and outputs the verified statement, or rej, to a verifier. While there are efficient ZK protocols without
hardware (including non-interactive zero-knowledge protocols (NIZKs) [SMP87, Gol01], or succinct non-
interactive arguments of knowledge (SNARKSs) [BCCT12]), such protocols do not (and cannot) have the
last two features of TP-based solutions.

A primary concern when using trusted hardware are so-called “side-channel” attacks which allow
the adversary to obtain leakage on the internal computations of the device (e.g., through measuring its
running time [Koc96], power consumption [KJJ99], or the electromagnetic radiation it emits [QSO01]).
Such attacks were shown to have devastating effects on security. As discussed above, a large body of
works attempted to incorporate the information obtained through such leakage into the security model,
and develop schemes that are provably secure in these models. More specifically, these works have focused
on designing leakage-resilient circuit compilers (LRCCs) that, informally, compile any circuit C' into its
leakage-resilient version C', where C' withstands side-channel attacks in the sense that these reveal nothing
about the (properly encoded) input &. However, all of the schemes obtained in these works suffer from
some of the limitations discussed above. In particular, none considers the questions of invalid encodings
provided by malicious parties or combining encoded inputs that originate from mutually distrusting
parties. These questions arise naturally in the context of ZK and in other contexts where TPs are used.

1.1 Our Contribution

Our main goal is to study the feasibility and efficiency of protecting TPs against general classes of leakage,
without leak-free hardware or trusted setup. Eliminating the leak-free hardware unconditionally [GR12],
or under computational assumptions [Rot12, DLZ15] has been a major research goal. However, in contrast
to earlier works, we consider here the easier case of realizing a stateless TP in the presence of one-time
leakage.

We model the TP as a leaky (but otherwise trusted) hardware device 7T that is used by m > 1 parties
to execute a multiparty computation task. More specifically, in this setting each party locally encodes
its input and feeds the encoded input into the device, that evaluates a boolean (or arithmetic) circuit on
the encoded inputs, and returns the output. This computation should preserve the secrecy of the inputs,
as well as the correctness of the output, in the presence of a computationally-unbounded adversary that
corrupts a subset of the parties, and additionally obtains leakage on the internals of the device. (Notice
that the secrecy requirement necessitates some encoding of the inputs, otherwise we cannot protect even
against a probing attack on a single bit.)

We note that the stateless hardware should be reusable on an arbitrary number of different inputs.
Thus, we cannot take previous leakage-secure computation protocols that employ correlated randomness
(such as the ones from [FRR"10, DF12]) and embed this randomness into the hardware. Indeed, we
consider the internals of the hardware as being public, since any secret internal embedded values can be
leaked over multiple invocations.

The model has several different variants, depending on whether the adversary is passive (i.e., only
sees the inputs of corrupted parties and obtains leakage on the internals of the TP) or active (namely,
it may also cause corrupted parties to provide the TP with ill-formed “encoded” inputs that may not
correspond to any inputs for the original computation); whether there is a single party providing input
to the TP (as in the ZK example described below) or multiple parties; whether the TP is deterministic or
randomized (namely, has randomness gates that generate uniformly-random bits); and finally, whether
the output of the TP is encoded or not (in the latter, one cannot protect the privacy of the output



even when the adversary only obtains leakage on the internals of the TP without corrupting any parties,
whereas in the former the outputs will remain private in this case). We focus on the variant with an
active adversary, and a randomized TP with encoded outputs. We consider both the single-party and
multi-party setting. In the ZK setting, we also construct deterministic TPs (at the expense of somewhat
increasing the complexity of the prover and verifier).

The leakage model. We consider an extended version of the “only computation leaks” (OCL) model
of Micali and Reyzin [MRO04], also known as “OCL+” [BCG*11]. Informally, in this context, the wires of
the circuit C are partitioned into a “left component” Cp and a “right component” Chr. Leakage functions
correspond to bounded-communication 2-party protocols between Cr,C R, where the output of the leakage
function is the transcript of the protocol when the views of Cr, Cr consist of the internal values of the
wires of these two “components”. Following the terminology of Goyal et al. [GIMT16], we refer to this
model as bounded communication leakage (BCL). The model is formalized in the next definition.

Definition 1.1 (¢-BCL [GIM16]). Lett € N be a leakage bound parameter. We say that a deterministic
2-party protocol is t-bounded if its communication complexity is at most t. Given a t-bounded protocol
I1, we define the t-bounded-communication leakage (t-BCL) function fi1 associated with 11, that given the
views of the two parties, outputs the transcript of IL. The class Ll consists of all t-BCL functions fri
associated with t-bounded protocols 11, namely: Lhe = {fu : II is t — bounded}.

We say that a size-s circuit C is +-BCL resilient if there exists a partition P = {s1, s2} of the wires
of C’, such that the circuit resists any t-BCL function fr for a protocol 11 that respects the partition P.

We note that BCL is broad enough to capture several realistic leakage attacks such as the sum of
all circuit wires over the integers, as well as linear functions over the wires of the circuit. This captures
several realistic attacks on hardware devices, where a single electromagnetic probe measures involuntary
leakage which can be approximated by a linear function of the wires of the circuit.

1.2 Our Results

We construct TPs for both ZK proofs, and general MPC, which simultaneously achieve many of the
desired features described above: they resist a wide class of leakage functions (BCL), without using any
leak-free components, and are quite appealing from the perspective of asymptotic efficiency, since the
complexity of the parties is independent of the size of the computation. Our constructions combine
ideas and results from previous works on leakage-resilient circuits, with several new ideas, as discussed
in Section 1.3.

TPs for ZK. In the context of ZK, the hardware device enables the verification of NP-statements of
the form “(z,w) € R” for an NP-relation R. That is, the prover provides (z,w) as input to the device,
which computes the function f (z,w) = (z, R (z,w)). Since the device is leaky, the prover is unwilling
to provide its secret witness w to the device “in the clear”. Instead, the prover prepares in advance a
“leak-free” encoding w of w, which it stores on a small isolated device (such as a smartcard or USB
drive). It then provides (z,w) as input to the leaky device (e.g., by plugging in his smartcard) which
outputs the public verification outcome. We say that the hardware device is an L-secure ZK circuit if it
resists leakage from £ with negligible error. We construct £k -secure ZK circuits for NP:

Theorem 1.2 (Leakage-secure ZK circuit). For any leakage bound t € N, statistical security parameter
o € N, and length parameter n € N, any NP-relation R = R (x,w) with verification circuit of size s,
depth d, and n inputs has an L5y -secure ZK circuit Cr that outputs the outcome of verification, where
EtBCL is the family of all t-BCL functions. Moreover, to prove that (x,w) € R, the prover runs in time

poly (t,0,n,|wl]), and |Cr| = O (s+d(t+ o +n)) + poly (t,o,n).



We also construct a variant of the ZK circuit that allows one to “trade” efficiency of the prover and
verifier with the randomness used by the ZK circuit:

Theorem 1.3 (Deterministic leakage-secure ZK circuit). For any leakage bound t € N, statistical se-
curity parameter o € N, and length parameter n € N, any NP-relation R = R (x,w) with verifica-
tion circuit of size s, depth d, and n inputs has a deterministic L, -secure ZK circuit Cr. More-

over, |Cr| = O(s+d(t+o+n)) + poly(t,o,n), to prove that (x,w) € R, the prover runs in time
O(s+d(t+o+mn))+poly(t,o,n,|w|), and the verifier runs in time poly (t,0,n).

General MPC. We consider hardware devices that allow the evaluation of general functions in both
the single-party setting, and the multiparty setting with m > 2. More specifically, we construct m-party
LRCCs that given a circuit C that takes inputs from m parties, output a circuit C that operates on
encoded inputs and outputs. Informally, we say the m-party LRCC is (L, €)-secure if the evaluation of C
guarantees (except with probability €) privacy of the honest parties’ inputs, and correctness of the output,
in the presence of an adversary that may actively corrupt a strict subset of parties, and obtain leakage
from £ on the internals of the device. We construct m-party LRCCs that are secure against ¢-BCL:

Theorem 1.4 (Leakage-secure m-party LRCC). For any leakage bound t € N, statistical security pa-
rameter o € N, input and output length parameters n,k € N, and size and depth parameters s,d € N,
any m-party function f : ({0,13")™ — {0,1}* computable by a circuit of size s and depth d has an
m-party (EtBCL7€) -secure LRCC, where L is the family of all t-BCL functions, and € = negl (o).
Moreover, the leakage-secure circuit has size 9] (s+d(t+ologm)) + m - poly (t,o,logm, k), its input
encodings can be computed in time 6(71) + poly (t,o,logm, k), and its outputs can be decoded in time

O(m-k(t+ologm+k)).

1.3 Owur Techniques
1.3.1 Leakage-Resilient Zero-Knowledge

Recall that the leaky ZK device allows a prover P to prove claims of the form “(x,w) € R” for some NP-
relation R. We model the device as a stateless boolean (or more generally, arithmetic) circuit C. Though
C cannot be assumed to withstand leakage, using an LRCC it can be transformed into a leakage-resilient
circuit C. Informally, an LRCC is associated with a function class £ (the leakage class), a (randomized)
input encoding scheme E, and a (deterministic) output decoder Decoy. The LRCC compiles a circuit
C into a (public) circuit C' that emulates C' over encoded inputs and outputs. C resists leakage from £
in the sense that for any input z for C, and any ¢ € L, the output of £ on the wire values of C, when
evaluated on E (z), can be efficiently simulated given only the description of C.

Our starting point in constructing leakage-resilient ZK hardware is the recent result of Goyal et
al. [GIM™*16], who use MPC protocols to protect computation against BCL leakage. More specifically,
they design information-theoretically secure protocols in the OT-hybrid model that allow a user, aided
by a pair of “honest-but-curious” servers, to compute a function of her input while preserving the privacy
of the input and output even under BCL leakage on the internals of the servers. We observe that
when these server programs are implemented as circuits (in particular, the OT calls are implemented by
constant-sized sub-circuits), this construction gives an LRCC that resists BCL leakage.

In the context of designing leakage-resilient TPs, the main advantage of this construction over previous
information-theoretically secure LRCCs that resist similar leakage classes [FRR110, DF12, MV13] is
that [GIM™16] does not use any leak-free components. More specifically, these LRCCs use the leak-free
components (or leak-free preprocessing in [GR10]) to generate “masks”, which are structured random
bits that are used to mask the internal computations in C, thus guaranteeing leakage-resilience.

These leak-free components could be eliminated if the parties include the masks as part of their input
encoding. However, this raises three issues. First, in some constructions (e.g. [FRR"10, DF12, MV13])



the number of masks is proportional to the size of C, so the running time of the parties would not be
independent of the computation size (which defeats the purpose of delegating most of the computation
to the TP). Second, in the multi-party setting, it is not clear how to combine the masks provided by
different parties into a single set of masks to be used in C, such that these masks are unknown to each
one of the parties, which is crucial for the leakage-resilience property to hold. (We show in [Wei] how
to do so for the LRCC of [FRR™10] which resists AC? leakage, but this construction has the efficiency
shortcomings mentioned above.) Finally, even with a single party, these constructions totally break when
the party provides “ill-formed” masks (namely, masks that do not have the required structure), since
correctness is guaranteed only when the masks have the required structure. This is not only a theoretical
concern, but rather an actual one. To see why, consider the ZK setting. If the prover provides the masks
to the device then it has a way of choosing (ill-formed) masks that flip the output gate, thus causing the
device to accept false NP statements. Alternative “solutions” also fail: the device cannot verify that the
masks provided by the prover are well-formed, since the aforementioned constructions crucially rely on
the fact that the leakage-resilience simulator can use ill-formed masks; and the verifier cannot provide
the masks, since leakage-resilience relies on the leakage function not knowing the masks.

Though using the LRCC of [GIMT16] eliminates all these issues, it has one shortcoming: its leakage-
resilience simulator is inefficient. In the context of ZK hardware, this gives witness-indistinguishability,
namely the guarantee that a malicious verifier that can leak on the internals of the ZK hardware cannot
distinguish between executions on the same statement z with different witnesses w,w’. This falls short
of our desired security guarantee that leakage reveals no information about the witness. (In particular,
notice that if a statement = has only one witness then witness-indistinguishability provides no security.)
We note that this weaker security guarantee is inherent to the construction of [GIM116].

To achieve efficient simulation, we leverage the fact that the construction of [GIM*16] operates over
encodings that resist BCL leakage. We observe that one can obtain simulation-based security if the
encodings at the output of C are decoded using a circuit Cpec that “tolerates” BCL leakage, in the sense
that such leakage on its entire wire values can be simulated given only (related) BCL leakage on the inputs
and outputs of the circuit [BCH12]. Indeed, the simulator can evaluate C on an arbitrary (non-satisfying)
“witness” (thus generating the entire wire values of C , and in particular allowing the simulator to compute
any leakage on them), and then simulate leakage on the internals of Cbec by computing (related) leakage
on its inputs (namely, the outputs of ') and output (which is (z,1)). Since the outputs of C resist BCL
leakage, this is indistinguishable from the leakage on the internal wires of C , C’Dec when C is evaluated on
an actual witness. We note that the decoding circuit C’Dec can be constructed using the LRCC of [DF12],
which by a recent result of Bitansky et al. [BDL14] is leakage-tolerant against BCL leakage.

Though this construction achieves efficient simulation, it is no longer sound. Indeed, soundness
crucially relies on the fact that CDec emulates Cpec (which decodes the output of C ). Recall that in current
LRCC constructions that offer information-theoretic security against wide leakage classes (e.g., [FRR'10,
MV13, DF12]), the correctness of the computation crucially relies on the fact that the masks (which are
provided as part of the input encoding) have the “correct” structure. Consequently, by providing Chec
with ill-formed masks, a malicious prover P* can arbitrarily modify the functionality emulated by éDec,
and in particular, may flip the output of éDec, causing the device to accept z ¢ Lz.! Recall that the
device cannot verify that the masks are well-formed, since this would violate leakage-resilience.

To overcome this, we observe that when C’Dec is generated using the LRCC of Dziembowski and
Faust [DF12], the effect of ill-formed masks on the computation in Cpec is equivalent to adding a vector
of fixed (but possibly different) field elements to the wires of Cpec. Such attacks are called “additive
attacks”, and one can use AMD circuits [GIPT14, GIP15, GIW16] to protect against them. Informally,
AMD circuits are randomized circuits that offer the best possible security under additive attacks, in the
sense that the effect of every additive attack that may apply to all internal wires of the circuit can be

!We note that “ill-formed” encodings do not pose a problem for stateful circuits (intuitively, the compiled circuit can use
the secret state to overcome the influence of ill-formed masks). However, we are interested in stateless circuits.



simulated by an ideal attack that applies only to its inputs and outputs.

Thus, by replacing Cpec with an AMD circuit Cf,. before applying the LRCC, the effect of ill-formed
encoded inputs is further restricted to an additive attack on the inputs and output of Cpe.. Finally,
to protect the inputs and outputs of Cf. from additive attacks, we use the AMD code of [CDF108].
(We note that encoding the inputs and outputs of Cf.. using AMD codes is inherent to any AMD-
based construction, otherwise a malicious prover P* can use ill-formed encoded inputs to é,’)ec to flip the
output.) As we show in Section 4, the resultant construction satisfies the properties of Theorem 1.2. To
obtain the deterministic circuit of Theorem 1.3, we have the prover provide (as part of its input encoding)
the randomness used by the C' component (which was generated using the LRCC of [GIM*16]), and the
verifier provides the randomness used by the AMD circuit in éDec. (We note that the prover cannot
provide this randomness, since the security of AMD circuits crucially relies on their randomness being
independent of the additive attack. Therefore, if the prover provides the randommess for the AMD
circuit, a malicious prover may correlate the randomness used by the AMD circuit with the additive
attack, rendering the AMD circuit useless.)

1.3.2 General Leakage-Resilient Computation

Recall that the setting consists of m > 1 parties that utilize a leaky, but otherwise trusted, device to
compute a joint function of their inputs; while protecting the privacy of the inputs, and the correctness of
the output, against an active adversary that corrupts a subset of the parties, and may also obtain leakage
on the internals of the device. More specifically, we construct m-party LRCCs that given a (boolean or
arithmetic) circuit C' with m inputs, output a circuit C that operates on encoded inputs and outputs.
(Recall that encoded outputs are needed to guarantee privacy against adversaries that do not corrupt
any parties.) As in other LRCCs, the circuit compiler is associated with an input encoder Enc, and an
output decoder Dec (used to encode the inputs to, and the output of, C , respectively).

The multiparty setting introduces an additional complication which did not arise in the ZK setting.
Recall that the leakage-resilience property of C crucially relies on the fact that its internal computations
are randomized using masks which are unknown to the leakage function. As already discussed in Sec-
tion 1.3.1, to avoid the need for leak-free hardware we let the participating parties provide these masks.
Consequently, the adversary (who also chooses the leakage function) knows the identity of the masks
provided by all corrupted parties. We note that this issue occurs even in the passive setting, in which
parties are guaranteed to honestly encode their inputs. This raises the following question: how can we
preserve the leakage-resilience property when the leakage function “knows” a subset of the masks?

Our solution is to first replace the circuit C with a circuit C’ that computes an m-out-of-m additive
secret sharing of the output of C. We then construct the leakage-resilient version C’of C' using the LRCC
of [GIM™16], which outputs encodings of the secret shares which C’ computes. Then, each encoding is
refreshed in a leakage-resilient manner. (This is similar to using a leakage-resilient version of the decoder
in the ZK setting of Section 1.3.1.) More specifically, let Ciefresh be a circuit that given an encoding of
some value v outputs a fresh encoding of v. Similar to the construction of ZK circuits in Section 1.3.1,
we replace Crefresh With an AMD circuit Cl, .o, that emulates Crefresh but operates on AMD encodings.
Finally, we compile C/,., using the LRCC of [DF12] into a leakage-resilient circuit C’;efresh, which (as
discussed in Section 1.3.1) has the additional feature that ill-formed masks are detected. We use m
copies of C’;efresh to refresh the m secret shares, where the ¢’th copy is associated with the ¢’th party, who
provides (as part of its input encoding) the masks needed for the computation of the i’th copy. Finally,
the decoder Dec decodes the secret shares, and uses them to reconstruct the output.

Having the leakage-resilience circuit generate (encodings of) secret-shares of the output, instead of
(an encoding of ) the output itself guarantees leakage-resilience even when the adversary corrupts parties
and learns the masks which they provide for the computation. At a very high level, this holds because
even if the adve{sary learns (through the leakage, and knowledge of the masks) the entire wire values

of the copies of C/ ., associated with corrupted parties, these only reveal information about the secret



shares which these copies operate on. Therefore, the secrecy of the secret-sharing scheme guarantees
that no information is revealed about the actual output, or inputs, of the computation. Thus, we obtain
Theorem 1.4. (The analysis is in fact much more complex, see Section 7 for the construction and its
analysis.)

1.4 Open Problems

Our work leaves several interesting open problems for further research. One is that of making the TP
deterministic, while minimizing the complexity of the parties. Currently, we can make the TP deter-
ministic, but only at the expense of making the parties work as hard as the entire original computation.
A natural approach is via derandomization of the LRCC of [GIMT16]. Another research direction is to
obtain a better understanding of the leakage classes that can be handled in this model, and extend the
results to the setting of continuous leakage with stateful circuits. Another question is that of improving
the asymptotic and concrete efficiency of our constructions, by providing better underlying LRCCs, or
better analysis of existing ones. These questions are interesting even in the simple setting of a single
semi-honest party.

1.5 Related Work

Originating from [ISW03], MPC techniques are commonly used as a defense against side-channel at-
tacks (see [ADF16, BCPZ16] and references therein). However, except for the works of [ISW03, DDF14]
(discussed below) these techniques either rely on cryptographic assumptions [DLZ15, GIM™16], or on
structured randomness which is generated by leak-free hardware, and is used to mask the internal com-
putations [FRR*10, GR10, BCG*11, DF12, BDL14]. To eliminate the leak-free hardware, the parties
can provide the structured randomness as part of their input encoding. However, since the correctness of
the computation crucially relies on the randomness having the “correct” structure, this allows corrupted
parties to arbitrarily modify the functionality computed by the circuit, by providing randomness that
does not have the required structure.

The only exception to the above are the works of [ISW03, DDF14], that provide provable information-
theoretic security guarantees (without relying on structured randomness) against probing attacks, and
some natural types of “noisy” leakage, but fail to protect against other simple types of realistic attacks,
such as the sum of a subset of wires over the integers. (For example, when an AND gate is implemented
using the LRCC of [ISWO03], the sum of a subset of wires in the resultant circuit allows an adversary to
distinguish between the case in which both inputs are 0, and the case in which one of them is 1.)

2 Preliminaries

Notation. Let F be a finite field, and 3 be a finite alphabet (i.e., a set of symbols). For a function f over
X", we use supp (f) to denote the image of f, namely supp (f) = {f () : = € ¥"}. For an NP-relation
R =R (x,w), we denote Lg = {z : Jw, (x,w) € R}. Vectors will be denoted by boldface letters (e.g.,
a). If D is a distribution then X < D, or X € D, denotes sampling X according to the distribution
D. Given two distributions X,Y, SD (X,Y") denotes the statistical distance between X and Y. For a
natural n, negl (n) denotes a function that is negligible in n. For a function family £, we sometimes use
the term “leakage family L£”, or “leakage class £”. In the following, n usually denotes the input length,
k usually denotes the output length, d, s denote depth and size, respectively (e.g., of circuits, as defined
below), and m is used to denote the number of parties.

Circuits. We consider boolean circuits C' over the set X = {z1,---,x,} of variables. C is a directed
acyclic graph whose vertices are called gates and whose edges are called wires. The wires of C' are labeled
with functions over X. Every gate in C' of in-degree 0 has out-degree 1 and is either labeled by a variable
from X and referred to as an input gate; or is labeled by a constant o € {0, 1} and referred to as a const,



gate. Following [FRRT10], all other gates are labeled by one of the operations A, V,—, @, where A, V,®
vertices have fan-in 2 and fan-out 1; and — has fan-in and fan-out 1. We write C : {0,1}" — {0,1}* to
indicate that C' is a boolean circuit with n inputs and k outputs. The size of a circuit C, denoted |C|, is
the number of wires in C', together with input and output gates.

We also consider arithmetic circuits C' over a finite field F and the set X. Similarly to the boolean case,
C has input and constant gates, and all other gates are labeled by one of the following functions +, —, x
which are the addition, subtraction, and multiplication operations of the field. We write C' : F* — F¥ to
indicate that C' is an arithmetic circuit over F with n inputs and k£ outputs. Notice that boolean circuits
can be viewed as arithmetic circuits over the binary field in a natural way. Therefore, we sometimes
describe boolean circuits using the operations +, —, X instead of &, —, A, V.

Additive Attacks and Algebraic-Manipulation Detection (AMD) Circuits.  Following the
terminology of [GIP15], an additive attack A affects the evaluation of a circuit C' as follows. For every
wire connecting gates a and b in C, a value specified by the attack A is added to the output of a and
then the derived value is used for the computation of the gate b. Similarly, for every output gate, a value
specified by A is added to the value of this output. Note that an additive attack on C is a fixed vector
of (possibly different) field elements which is independent from the inputs and internal values of C. We
denote the evaluation of C' under additive attack A by C4.

At a high level, an additively-secure implementation of a function f is a circuit which evaluates f,
and guarantees the “best” possible security against additive attacks, in the sense that any additive attack
on it is equivalent (up to a small statistical distance) to an additive attack on the inputs and outputs of
f. Formally,

Definition 2.1 (Additively-secure implementation [GIPT14]). Let € > 0. A randomized circuit C : F" —
F* is an e-additively-secure implementation of a function f : F™ — F* if the following holds.

e Completeness. For every x € F", Pr[C (z) = f (x)] = 1.

o Additive-attack security. For any additive attack A there exist a™ € F", and a distribution AC"t
over F%, such that for every x € F*, SD(CA (x), f (X + ai”) + A% <.

We also consider the notion of an additively-secure circuit compiler, which is a single PPT algorithm that
compiles a given circuit C into its additively-secure implementation.

Definition 2.2 (Additively-secure circuit compiler). Let n € N be an input length parameter, k € N be
an output length parameter, and € (n) : N — R*. Let Comp be a PPT algorithm that on input a circuit
C :F" — F*, outputs a circuit C. Comp is an € (n)-additively-secure circuit compiler over F if for every

'~

circuit C : F* — F* that computes a function fc, C is an € (n)-additively-secure implementation of fc.
We will need the following theorem.

Theorem 2.3 ([GIW16]). Let n be an input length parameter, and € (n) : N — RT be a statistical
error function. Then there exists an € (n)-additively-secure circuit compiler Comp over Fa. Moreover,
on input a depth-d boolean circuit C : {0,1}" — {0,1}*, Comp outputs a circuit C' such that |C|=
|C|-polylog (|C’\, log ﬁ) + poly <n, k,d,log ﬁ) . Furthermore, there exists a PPT algorithm Alg that on

input C, €(n), and an additive attack A, outputs a vector a" € {0,1}", and a distribution A°t over
{0, 1Y%, such that for any x € {0,1}™ it holds that SD(CA(x), C(x + a") + A°) < ¢ (n).

Encoding schemes. An encoding scheme E over alphabet X is a pair (Enc, Dec) of algorithms, where
the encoding algorithm Enc is a PPT algorithm that given a message z € X" outputs an encoding & € %"
for some n = 1 (n); and the decoding algorithm Dec is a deterministic algorithm, that given an & of length
7 in the image of Enc, outputs an & € ¥". Moreover, Pr[Dec (Enc(x)) = 2] = 1 for every x € X". It
would sometimes be convenient to explicitly describe the randomness used by Enc, in which case we think
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of Enc as a deterministic function Enc (z;r) of its input x, and random input r. Following [IWY16], we
say that a vector v € ™" is well-formed if v € Enc (0™).

Parameterized encoding schemes. We consider encoding schemes in which the encoding and decoding
algorithms are given an additional input 1?, which is used as a security parameter. Concretely, the encod-
ing length depends also on ¢ (and not only on n), i.e., i = 7 (n,t), and for every ¢ the resultant scheme is
an encoding scheme (in particular, for every € X" and every t € N, Pr [Dec (Enc (:v, 1t) 71’5) = x] =1).
We call such schemes parameterized. For n,t € N, a vector v € 1) ig well-formed if v € Enc (O", 1t).
Furthermore, we sometimes consider encoding schemes that take a pair of security parameters 1¢, 14,
(t1n is used in cases when the encoding scheme employs an “internal” encoding scheme, and is used in
the internal scheme.) In such cases, the encoding length depends on n,t,¢,, and the resultant scheme
should be an encoding scheme for every ¢, ¢, € N. We will usually omit the term “parameterized”, and
use “encoding scheme” to describe both parameterized and non-parameterized encoding schemes.

Next, we define leakage-indistinguishable encoding schemes.

Definition 2.4 (Leakage-indistinguishability of functions and encodings, [[IWY16]). Let D, D’ be finite
sets, Lp = { : D — D'} be a family of leakage functions, and € > 0. We say that two distributions
X,Y over D are (Lp,€)-leakage-indistinguishable, if for any function £ € Lp, SD (£ (X),£(Y)) <e€. In
case Lp consists of functions over a union of domains, we say that X,Y over D are (Lp,€)-leakage-
indistinguishable if SD (£(X),£(Y)) < € for every function ¢ € L with domain D.

Let L be a family of leakage functions. We say that a randomized function f : X" — Y™ is
(L, €)-leakage-indistinguishable if for every x,y € X", the distributions f (x), f (y) are (L,€)-leakage-
indistinguishable. We say that an encoding scheme E = (Enc, Dec) is (L, €)-leakage-indistinguishable if
for every large enough t € N, Enc (‘, 1t) is (L, €)-leakage indistinguishable.

AMD Encoding Schemes. Informally, an AMD encoding scheme is an encoding scheme which
guarantees that additive attacks on codewords are detected by the decoder (except with small probability),
where the decoder outputs (in addition to the decoded output) also a flag indicating whether an additive
attack was detected. Formally,

Definition 2.5 (AMD encoding scheme, [CDFT08, GIP"14]). Let F be a finite field, n € N be an
input length parameter, t € N be a security parameter, and € (n,t) : N x N — R*. An (n,t,e(n,t))-
algebraic manipulation detection (AMD) encoding scheme (Enc, Dec) over F is an encoding scheme with
the following guarantees.

e Perfect completeness. For every x € F", Pr [Dec (Enc (x, 1t) ,1t) = (O,x)] =1.
o Additive soundness. For every 0""Y) £ a € FU"b gnd every x € F”,
Pr [Dec (Enc (x,1") + a,1") ¢ ERR] < €(n, )
where ERR = (F \ {0}) x F", and the probability is over the randomness of Enc.

We will use the following theorem from the full version of [GIP*14].

Theorem 2.6 (AMD encoding scheme, [GIPT14]). Let F be a finite field, and n,t € N. Then there exists
an (n, t, |]F\_t) -AMD encoding scheme (Enc, Dec) with encodings of length n (n,t) = O (n +t). Moreover,
encoding and decoding of length-n inputs with parameter t can be performed by circuits of size O (n +t).

2.1 Leakage-Resilient Circuit Compilers (LRCCs)

In this section we define the notion of a leakage-resilient circuit compiler. This notion, and its variants
defined in later sections, will be extensively used in this work.
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Definition 2.7 (Circuit compiler with abort). We say that a triplet (Comp, E, Decoyt) is a circuit com-
piler with abort if:

e E = (Enc, Dec) is an encoding scheme, where Enc on input x € F", and 1,1 outputs a vector &
of length n for some i =1 (n,t,t,).

e Comp is a polynomial-time algorithm that given an arithmetic circuit C over F, and 1¢, outputs an
arithmetic circuit C.

e Decoyt is a deterministic decoding algorithm associated with a length function noy : N — N that
on input & € Fhow() outputs (f,x) € F x F".

We require that (Comp, E,Decoyt) satisfy the following correctness with abort property: there ex-
ists a negligible function €(t) = negl(t) such that for any arithmetic circuit C, and input x for C,
Pr [Decout (é (:%)) =(0,C (:n))} >1—€(t), where & « Enc (z,1¢,11¢1).

Informally, a circuit compiler is leakage resilient for a class £ of functions if for every “not too large”
circuit C, and every input z for C, the wire values of the compiled circuit €', when evaluated on a random
encoding Z of z, can be simulated given only the description of C; and functions in £ cannot distinguish
between the actual and simulated wire values.

Notation 2.8. For a Circuit C, a function ¢ : FI°I — F™ for some natural m, and an input z for C,
[C, z] denotes the wire values of C when evaluated on x, and ¢ [C, x| denotes the output of £ on [C,x].

Definition 2.9 (LRCC). Let t € N be a security parameter, and F be a finite field. For a function class
L,e(t):N—RT, and a size function S (n) : N — N, we say that (Comp, E, Decoyt) is an (L, (t),S (n))-
LRCC if there exists a PPT algorithm Sim such that the following holds. For all sufficiently large t, every
arithmetic circuit C over F of input length n and size at most S (n), every £ € L of input length |C|, and

every x € F™, we have SD <€ [Sim (C, 1t)] A [C’,i’]) < €(t), where & + Enc (:1:, 1t 1‘C|).
If the above holds with an inefficient simulator Sim, then we say that (Comp, E) is an (L, e (t),S (n))-
relaxed LRCC.

2.2 Gadget-Based Leakage-Resilient Circuit Compilers

In this section we describe gadget-based LRCCs [ISW03, FRR"10, DF12], which are the basis of all
our constructions. We choose to describe the operation of these compilers over a finite field F, but the
description naturally adjusts to the boolean case as well. At a high level, given a circuit C, a gadget-based
LRCC replaces every wire in C' with a bundle of wires, which carry an encoding of the wire value, and
every gate with a sub-circuit that emulates the operation of the gate on encoded inputs. More specifically:
Gadgets. A bundle is a sequence of field elements, encoding a field element according to some encod-
ing scheme E; and a gadget is a circuit which operates on bundles and emulates the operation of the
corresponding gate in C. A gadget has both standard inputs, that represent the wires in the original
circuit, and masking inputs (so-called “masks”), that are used to achieve privacy. More formally, a gad-
get emulates a specific boolean or arithmetic operation on the standard inputs, and outputs a bundle
encoding the correct output. Every gadget G is associated with a set Mg of “well-formed” masking input
bundles (e.g., in the LRCC of [FRR"10], M¢ consists of sets of 0-encodings). For every standard input
x, on input a bundle x encoding z, and any masking input bundles m € Mg, the output of the gadget
G should be consistent with the operation on z. For example, if G computes multiplication, then for
every standard input x = (z1, z2), for every bundle encoding x = (x1,x2) of x according to E, and for
every masking input bundles m € Mg, G (x,m) is a bundle encoding x; X 2 according to E. Because
the encoding schemes we use have the property that the encoding function is onto its range, we may
think of the masking input bundles m as encoding some set mask of values. The internal computations
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in the gadget will remain private as long as its masking input bundles are a uniformly random encoding
of mask, regardless of the actual value of mask.

Gadget-based LRCCs. In our constructions, the compiled circuit C is obtained from a circuit C
by replacing every wire with a bundle, and every gate with the corresponding gadget. Recall that the
gadgets also have masking inputs (which in previous works [FRR*10, DF12] were generated by leak-free
hardware). These are provided as part of the encoded input of C, in the following way. E = (Enc, Dec)
uses an “inner” encoding scheme E" = (Enc'“7 Dec'"), where Enc uses Enc™ to encode the inputs of C,
concatenated with 0 for a “sufficiently large” t), (these 0-encodings will be the masking inputs of the
gadgets, that are used to achieve privacy); and Dec uses Dec'™ to decode its input, and discards the last
tin symbols.

3 LRCCs Used in this Work

In this section we review the various LRCC constructions used in this work.

3.1 The LRCC of [GIM*16]

We use a slight modification of the LRCC of Goyal et al. [GIMT16], which we describe in this section.
Their construction uses small-bias encodings over Fo, namely encodings for which linear distinguishers
obtain only a small distinguishing advantage between encodings of 0 and 1. Formally:

Definition 3.1 (Small-bias encoding schemes). Let € € (0,1), and (Enc,Dec) be an encoding scheme
over Fy with encodings of length n. We say that (Enc,Dec) is e-biased if for every x € Fo, and every
0 # S C[n], |Pr[Ps (Enc(z)) = 1] — Pr[Ps (Enc(x)) = 0]| <€, where Ps (z) = ®jeszi, and the probability
s over the randomness of Enc.

At a high level, given a circuit C' (which, without loss of generality, contains only NAND gates), its
leakage-resilient version is constructed in three steps: first, C' is compiled into a parity resilient circuit
Cg, which emulates the operation of C' on small-bias encodings of its inputs, and resists leakage from
the class of all parity function (namely, all functions that output the parity of a subset of wires). Cg
is constructed using a single constant-size gadget G that operates over the small-bias encoding. Second,
a GMW-style 2-party protocol 7 is constructed, which emulates Cg (gate-by-gate) on additive secret
shares of the input, and outputs additive secret shares of the output. 7 uses an oracle to the functionality
computed by the gadget G. In the final step, each oracle call to G is replaced with a constant number of
OT calls, and the resultant 2-party protocol is converted into a boolean circuit, in which the OT calls are
implemented using a constant number of gates.? The resultant circuit €’ operates on encoded inputs,
and returns encoded outputs. More specifically, the encoding scheme first encodes each input bit using
the small-bias encoding, then additively secret shares these encodings into two shares.

The reason we need to modify the compiler is the small-bias encoding it uses. The LRCC can use any
small-bias encoding, and [GIM*16] construct a robust gadget G, that can emulate any constant-sized
boolean function, over inputs and outputs encoded according to any constant-sized small-bias encoding
(the inputs and outputs may actually be encoded using different encoding schemes). However, the specific
encoding used in [GIM™16] is insufficient for our needs. More specifically, we need an encoding scheme

<Enc :{0,1} x {0,1}¢ — {0,1}, Dec : {0,1}¢" — {0, 1}2) (for some natural constants c,c’)? satisfying
the following two properties for some constant € > 0.

e Property (1): (Enc,Dec) is e-biased, and |supp (Enc (0;-))| = |supp (Enc (1;-))].

*We note that the conversion from protocol to circuit is not explicitly described in [GIM™16].
3Dec returns a pair of bits of which one is a flag indicating whether decoding failed. This is necessary since for ¢ > ¢+ 1,
not all possible inputs to Dec are valid encoding.
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e Property (2): For every 0 # A € {01}, and every b € {0,1},
Pr,c 0,13 [Enc (b;7) @ A € supp (Enc (1 @ b;-))] <.

The first property is needed for the leakage-resilience property of the LRCC of [GIMT16]. The second
property implies that with constant probability, additive attacks on encodings are “harmless”, in the
sense that they either do not change the encoded value, or result in an invalid encoding. The reason that
the second property is needed will become clear in Section 4.1.

Since the encoding scheme used in [GIM'16] does not possess property (2), we replace it with an
encoding that does.* As noted in [GIMT16], a probabilistic argument implies that for a large enough
constant ¢, and ¢’ = 2¢, most encoding schemes with a 1:1 Enc satisfy property (1). A similar argument
shows that most encoding schemes posses property (2). Therefore, there exists an encoding scheme
(Enc® : {0,1} x {0,1}¢ — {0,1}%, Dec® : {0,1}* — {0,1}?) with both properties. (Moreover, one can
find an explicit description of this scheme, since ¢ is constant.) Since G is a generic gadget, that can be
used to emulate any function over any encoding, we can replace the encoding scheme of [GIM*16] with
(EncEB, DecEB).

We are now ready to define the encoding used by the LRCC of [GIM*16].

GIMSS DecGIMSS) over Fy is defined as follows:

Construction 3.2. The encoding scheme (Enc

GIMSS ($ 1t) .

o for every x € o, Enc

— Generates 2, - -+, xt < Enc® (z).
— Picks 2", 2f* € F3¢ uniformly at random subject to the constraint that k@ aft = (:cl, cee xt).

o DecCIMSS . F2¢t x T3¢t — F3, on input (:L’L, wR) operates as follows:

— Computes © = x* @ z, and denotes x = (xl, e ,xt). (Intuitively, ", ' are interpreted as
random secret shares of ©, and  consists of t copies of encodings, according to Enc®, of a bit

b.)
For every 1 <i <t, let (f;,z;) = Dec? (z'). (This step decodes each of the t copies of b.)
If there exist 1 < iy,i9 <t such that f;; # 0, or x;, # x;,, then sets f = 1. Otherwise, sets

f =0. (This step checks that all copies of b are consistent, and that no flag is set, otherwise
the decoder sets a flag f.)

— Outputs (f, :1:1).

We will need the fact that every additive attack on encodings generated by Construction 3.2 is either
“harmless” (in the sense that it does not change the encoded value), or causes a decoding failure. This
is formalized in the next lemma.

Lemma 3.3. Let t € N be a security parameter. Then for every 0 # A € Fit, and for every x € Fy,

Pr [DecGIMSS (EncGIMSS (z,1") + A) ¢ {(0,z) ,ERR}] = negl (¢).

Proof. Let 0 # A = (AL,AR) € F2¢ x T3, and let (XL,XR) ¢ EncGIMSS (ZC, 1t). Then on input
(yL,yR) = (XL ,XR) + (AL , AR)7 the decoder Dec®™5S first computes

X/:(:El/’“_7xt/):yL@yR:XL@XR@AL@AR

and then for every 1 < i < t, computes (f;, ;) < Dec® (mi, 1t). We consider two possible cases.

“To improve efficiency of our construction by a factor of 2, one could use the encoding of [GIMT16] (in which ¢/ = ¢+ 1)
throughout the circuit, and only use our new encoding for the outputs of the circuit. However, to simplify the construction
we choose to use the same encoding throughout the circuit.
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First, if AL @ Af =0, then x’ = xL @ x%, namely the additive attack cancels out, and so the output
of Dec®™SS would be (0, ) (with probability 1) by the correctness of the scheme.

Second, assume that AL @ AF #£ 0 and Dec®™MSS (X DA, 1t) # (0,z). We show that in this case
Dec®™SS gutputs ERR except with negligible probability. Recall that Enc® has the property that for
every 0 # A/, and every z € F, Pr [Enc® (2) ® A’ € supp (Enc? (2))] < € for some constant € € (0, 1),
where the probability is over the randomness used by Enc® to generate the encoding. Consequently, for
every 1 <i<t, Pr [Dec69 (:U“) = (0,:3)] < €. Since Dec®™5S outputs (0,z) only if all ¥ decoded to Z,
and each of these ¢ copies was generated using fresh, independent randomness in Enc®, this happens only
with probability € = negl (). [ |

The final modification we need is in the gadget G. Notice that unlike the semi-honest setting considered
in [GIM™16], in our setting the parties provide the inputs to the leakage-resilient circuit, where a malicious
party may provide inputs that are not properly encoded, and therefore do not correspond to any input
for the original circuit. (We note that the inputs are the only encodings that may be invalid, since G
is guaranteed to always output valid encodings.) To guarantee correctness of the computation even in
this case, the encoded inputs should induce inputs to the original circuit. Therefore, we have G interpret
invalid encodings as encoding the all-zeros string. More specifically, given encodings Z, 7, G operates
as follows: decodes Z, ¢ to obtain x,y, where if decoding failed then x,y are set to the all-zero strings;
computes z = NAND (z,y); and outputs a fresh encoding of z.

Combining the aforementioned modifications, we have the following.

Construction 3.4 (LRCC, [GIM"16]). Let ¢ € N and € € (0,1) be constants, t,t), € N be security
parameters, and n € N be an input length parameter. Let (Enc65 :Fo x F§ — }F%C, Dec? : F%C — IFQ) be an
encoding scheme satisfying properties (1) and (2) described above. (We also use Enc®, Dec® to denote the

natural extension of encoding and decoding to bit strings, where every bit is encoded or decoded separately.)
The relazed LRCC with abort (CompGIMSS, EEIMSS, Decgﬂdss) is defined as follows.

GIMSS _ GIMSS GIMSS
EQ =( , Decy? )

EnC|n

e The input encoding scheme is defined as follows:

— for every x € Fo, EncﬁIMSS (:L‘, 1t'") = (mL,a:R,r) where ¥, xf are a random additive secret

sharing of Enc® (), and r €p IE‘Z'”.
- DecﬁIMSS (((a:L, ar:R) ,r) ,1““) computes (f, z) = Dec® (arL + :L'R), and outputs x.

o The output decoding algorithm DecgIMSS . Fpt2c o Fpt2e o FOFL - on input (2l ) =

((:L*lL, RN mﬁ) , (1.{2’ Sy a:,}f)) operates as follows:

— For every 1 < i < n, computes (fi,x;) = DecGIMSS ((.’leL,.’L’ﬁ) ,1t) (where Dec®™SS s the
decoder from Construction 3.2).

— If there exist 1 <i <n such that f; # 0, outputs (1,0™). Otherwise, outputs (f,x1,---,Tp).

e Letr € N denote the number of random inputs used by each gadget G. Then CompS™SS on input 1t

and a circuit C : F* — F* containing s NAND gates, outputs a circuit CG™MSS F3¢™ x F;(S+t'k) —
Fic*t generated as follows:

— Let O : F2em x F5s — F%C’k denote the circuit in which every gate of C is replaced with the
gadget G of [GIM* 16] that emulates a NAND gate over encodings generated by Enc®. The
random inputs used by the gadgets in C' are taken from the second input to C' (each random
input is used only once).

— Let C" : F3¢™ x Fg(sﬂ'k) — F2¢kt denote the circuit obtained from C' by adding after each
output gadget of C" (namely each gadget whose output is an output of C') t gadgets G emulating
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the identity function. As in C', the random inputs used by the gadgets in C" are taken from
the second input to C”. (This step encodes each output bit using the repetition code. )’

— Let 7 denote a 2-party GMW-style protocol in the OT-hybrid model which emulates C" gadget-
by-gadget on inputs encoded according to EncG™SS (i.e., on additive shares of encodings ac-
cording to Enc®). Then CCIMSS s the circuit obtained from m by implementing the programs
of the parties as a circuit, where each OT call with inputs (zg,z1),b is implemented using
the following constant-sized circuit: OT ((wo,x1),b) = (zo Ab) ® (w1 AD). (The wires of this
circuit are divided between the parties as follows: the input wires xg,x1 are assigned to the OT
sender; whereas the wires corresponding to b,b, the outputs of the A gates, and the output of
the @ gate, are assigned to the OT receiver.®)

Goyal et al. [GIMT16] show that Construction 3.4 resists BCL (Definition 1.1):

Theorem 3.5 (Implicit in [GIMT16]). For every leakage-bound t € N, input and output lengths n,k € N,
and size bound s € N, there exists an (/JtBCL, 27t s) -relaxed LRCC with abort, where EtBCL is the family
of all t-BCL functions. Moreover, on input a size-s, depth d circuit C : {0,1}* — {0,1}*, the leakage-

resilient circuit CSMSS has size O (s+td+t2), the input encoder EncﬁIMSS can be implemented by
a circuit of size O (n+t), and the output decoder Decgf}t\/lsS can be implemented by a circuit of size

O (2 +tk).”

3.2 The Leakage-Tolerant Circuit-Compiler of [DF12]

In this section we describe the leakage-tolerant circuit-compiler (LTCC) obtained from [DF12] through
the transformation of [BDL14]. Informally, the LRCC of Dziembowski and Faust [DF12], denoted DF-
LRCC, is a gadget-based LRCC which uses the inner-product encoding scheme that encodes a value x as
a pair of vectors whose inner-product is x:

Definition 3.6 (Inner product encoding scheme). Let F be a finite field, and n € N be an input length
parameter. The inner product encoding scheme E\p = (Encip, Decp) over F is a parameterized encoding
scheme defined as follows:

o for every input v = (x1,---,x,) € F", and security parameter t € N, Encp (a:, 1t) =

((y{“,y{%) ,---,(yg,yff ), where for every 1 < i < n, yF, yf are random in (F\ {0})" subject to
the constraint that (yF, y?) = x;.

e For every t € N, and every ((yf,y{z),,(yﬁ,yf)) € F?™  Decp ((yLay{%)a"'v(ygvyr}f)) =
(<y%7yf>vv<y£7y§>)

More specifically, the DF-LRCC is an LRCC variant in which the compiled circuit takes un-encoded
inputs, as well as masking inputs that are used in the gadgets. The construction uses 4 gadgets: a refresh
gadget which emulates the identity function, and is used to generate fresh encodings of the wires; a
generalized-multiplication gadget which emulates the function f. (z,y) = ¢—x x y, for a constant ¢ € F; a
multiplication by a constant gadget that emulates the function f. (z) = ¢ x z, for a constant ¢ € F; and an

®This step, which we add to the LRCC of [GIM™16], is used to reduce the decoding error when the LRCC is used to
construct leakage-secure ZK circuits in Section 4.1. We note that this modification preserves the parity-resilience property
since it is equivalent to duplicating each output of C' ¢ times before transforming it into C”.

SNotice that this division of the wires preserves the leakage-resilience guarantee of [GIM™*16]. Indeed, in [GIM*16] the
view of the OT sender contains the input wires xo, x1, whereas the view of the OT receiver contains the input wire b and the
output of the OT (i.e., the output of the @ gate). Notice that b and the outputs of the A gates are computable from b and the
OT output, so the view of the OT receiver contains exactly the same information in [GIMT16] and in our implementation
of their protocol.

"The output decoder in the original construction of [GIM*16] has size O (¢ + k), the decoder of Construction 3.4 is larger
due to the modified encoding we use, which replaces each encoded output bit with ¢ copies.
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addition by a constant gadget that emulates the function f.(x) = ¢+ z, for a constant ¢ € F. (The field
operations X, 4, — can be implemented using a constant number of these gadgets.) We will only need the
following property of these gadgets: the effect of evaluating a gadget with ill-formed masking inputs is
equivalent to an additive attack on the gate that the gadget emulates (this is formalized in Lemma 3.16).

Construction 3.7 (Gadgets for an LRCC, [DF12]). Let F be a finite field, and Ep = (Encip, Decip)
denote the inner product encoding over F of Definition 3.6. Fach gadget consists of a left component
CL, and a right component CF that are connected to each other. We use the term “X is sent from
component 'Y to component Z7 to denote that the value X computed in componentY is the input to some
sub-computation performed in component Z.

1. Refresh gadget:® inputs (aL,aR) € Encp(a, 1t2) for a € TF, and masking inputs
(P, rl2) | (Pf1 PR2)) € Enclr (0, ltz); outputs (@, a'’) € Encip(a, 1t2).

(a) CT generates b € F* such that b; = (aiL)_1

(b) CF computes c € F* such that ¢; = b; x rf%’l for every 1 < i < t2.
(c) CF computes o'V = a® + c.

(d) CR generates d € F** such that d; = (af)”
(e) CL computes e € F such that €; = d; x riL’Z for every 1 < i < t2.
(f) CL computes a” = a* + e..

X riL’l for every 1 <i < t2, and sends b to CT.

Ly 7’?’2 for every 1 <i < t2, and sends d to CL.

2. Multiplication by constant gadget: inputs constant ¢ € F\ {0}, and (aL, aR) € Encp (a, 1t)
for a € F; output (bL7 bR) € Encp (c X a, lt).

(a) C* computes bF = ¢ x al for every 1 <i < t.
(b) CF sets b® = aF.

3. Addition by constant gadget: inputs constant ¢ € F, and (aL, aR) € Encp (a, 1t) for a € F;

output (bL, bR) € Encip (¢ +a,1%).
(a) CL sets b* = al, and sends ak to CE.

(b) CF sets b = a®* + ((af)_l X 0707...7()).

4. Generalized multiplication gadget: inputs a constantc € F, (a,L, aR) € Encip (a, lt) , (bL, bR) €
Encp (b, 1t) for a,b € F, and masking inputs (('I”L’I,T'L’Q) , (7’R’1,T'R’2)) € EncID”F (O, 1t),' output
(ct, c®) € Encip (¢ —a x b, 17).

(a) CT generates a t x t Matriz L = a* (bL)T = (aZ-L x b

]> . We interpret L as a length-t>
i,j€lt]

vector.
(b) C® enerates a t x t Matriz R = a® (bR)T = (alR X bf) " We interpret R as a length-t?
ijelt
vector.

(c) CE.CR  evaluate the Refresh gadget with inputs L, R, and masking inputs
((ret, rb2) (P P2)) | to obtain L', R (which are length-t* vectors).

(d) C* sends L, L, L}, to CF.
(e) CT computes d = (L} q, - Lls), (Rj1q, -+, R2)).

8This refresh gadget is a simpler construction than the original gadget of [DF12], due to [And12].

17



(f) C7 computes ¢ = — (R, -+, B) + (L) (¢ = d),0,-++,0).
(9) C* computes c* = (L},---,L}).

Remark 3.8 (Amplifying correctness). The execution in each gadget can fail (if the generated encodings
are not valid inner-product encodings). However, [DF12] show that for |F| = Q(t), if each computation
step is implemented using t copies of the corresponding gadget (and the output of the computation step
is set to the output of the first gadget whose output is valid), then each computation step succeeds except
with negl (t) probability. In what follows, we implicitly assume that each computation step is implemented
using this amplification technique over t gadgets.

As explained in Section 1.3.1, we use a leakage-tolerant variant of the DF-LRCC. Roughly speaking,
a leakage-tolerant circuit operates on un-encoded inputs and outputs (the input encoding function simply
returns the inputs, concatenated with masking inputs), where any leakage on the computation can be
simulated by related leakage on the inputs and outputs alone. (Leakage on the inputs and outputs is
unavoidable since these are provided to the circuit “in the clear”.) Formally,

Definition 3.9 (LTCC (for BCL)). Let t,e(t),S(n) be as in Definition 2.9, let n,k € N be input and
output length parameters (respectively), and let Lk be the family of t-BCL functions. We say that
a pair (Comp, E) is an (L4, €(t),S (n))-leakage-tolerant circuit-compiler (LTCC) if Comp, E have the
syntazx of Definition 2.7, and satisfy the following properties for some negligible function € (t) = negl (t):

e Correctness. For any arithmetic circuit C, and input x for C, Pr [C’ ()= C(m)] > 1—€(t),

where & < Enc (z,1¢, 1‘C|).

e (Oblivious) leakage-tolerance. There exists a partition P = ((n1,n2), (k1,k2)) of input and
output lengths, and a PPT algorithm Sim such that the following holds for all sufficiently large
t €N, all n,k € N, every arithmetic circuit C : F* — F* of size at most S (n), and every { € LLar
of input length |C|. Sim is given C, and outputs a view translation circuit 7 = (71, 73) such that
for every (x1,x2) € F™ x F"2,

SD (z (T1 (21, C (21, 22),) , To (22, C (21, 22),)) , £ [é, (xl,xz)D <e(t)

where C (x1,x2) = (C (x1,22);,C (x1,22)y) € Fk1 x k2,

We use a recent result of Bitansky et al. [BDL14], that show a general transformation from LRCCs
with a strong simulation guarantee against OCL, to LTCCs. Recently, Dachman-Soled [DLZ15] observed
that the DF-LRCC has this strong simulation property, namely the transformation can be applied directly
to the DF-LRCC.? The final LTCC will use the following circuit CR—PF:

Definition 3.10. Let t € N be a security parameter, and let r = r (t) denote the maximal length of
masking inputs used by a gadget of Construction 3.7. For an arithmetic circuit C : F* — F* containing
+ and x gates, defined the circuit CVR=DF . Frtr()-(n+C) |k 45 follows:

. C .
e The input (v = (z1,--+,x,), m) € F™ x (supp (Enc'D"F (0, lt)))‘ +n of CYR=DF s interpreted as an
imput x for C, and a collection m of masking inputs for gadgets.

e FEvery gate of C is replaced with the corresponding gadget (as defined in Construction 3.7), and
gadgets corresponding to output gates are followed by decoding sub-circuits (computing the decoding
algorithm Decip of the inner product encoding of Definition 3.6). The masking inputs used in the
gadgets are taken from m (every masking input in m is used at most once).

9We note that though Bitansky et al. [BDL14] construct leakage-tolerant circuits based on the DF-LRCC, since they are
interested in obtaining UC-security against continuous leakage, they use a more complex variant of the LRCC. We prefer to
use the DF-LRCC directly, since it suffices for our needs, and gives a much simpler construction.
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e [ollowing each input gate x;, an encoding sub-circuit (with some fized, arbitrary randomness hard-
wired into it) is added, computing the inner-product encoding of x;.

e A refresh gadget is added following every encoding sub-circuit, where the masking inputs used in the
gadgets are taken from m.

We now describe the LTCC of [DF12]. To simplify the notations and constructions, we define the
LTCC only for circuits operating on pairs of inputs.

Construction 3.11 (Leakage-tolerant circuit compiler, [DF12] and [BDL14]). Let t,t, € N, and n € N
be an input length parameter. Let S : N* — N be a length function whose value is set below. The LTCC
(CompDF, EDF) is defined as follows:

o EPF = (EncDF, DecDF), where:

— For every x € F", EncP¥ (m, 1, lt'") = (x, (Enc'D"F (O, 1t))2t'">, where (Enc'D"F (O, 1t))k denotes
k random and independent evaluations of Encl3p (O, 1t).

— DecPF ((a;, m), 1%, 1t'") =7.

o Comp®Y, on input an arithmetic circuit C : F". x F"® — F*  outputs the circuit CPF
F2rrtnitStnenmlCl) — FE copstructed as follows:

— Construct a circuit Cy : F"R x F"R — F"R that evaluates the function fi (z,y) = x+y. Denote
s1 = |C1|, and let C{ be the circuit obtained from Cy by the transformation of Definition 3.10.
(Notice that if y is uniformly random then C| outputs a one-time pad encryption of x.)

— Construct the circuit Co : FPeHmR x Fe — B such that Cy ((2,¢),y) = C (c+y,2). Denote
sg = |Cs|, and let C} be the circuit obtained from Co by the transformation of Definition 3.10.
(Notice that if ¢ is a one-time pad encryption of some value x with pad y, then C) emulates
C onzandz.)

— Let r = r(t) denote the total length of masking inputs used by a gadget of Construction 3.7.
Then S = S(t,nr,ng,|C|) = r(t) - (s1+ s2 +nr +4ng). (Notice that S is the number of
masking inputs used in C] and C}.)

— CPF (2,9,2) = C5(2,(C} (x,)),y). (Intuitively, CPY first uses C} to encrypt x with pad y,
and then evaluates Ch on the encryption output by C, z and pad y.)

We note that the correctness error of the LTCC of Theorem 3.2 might be abused by malicious parties
(e.g., a malicious ZK prover in Section 4.1, or malicious parties in Section 7) to violate the correctness of
the computation, which we overcome by checking whether a correctness error occurred, as described in
the following remark.

Remark 3.12 (Dealing with gadget failures). We will actually use a modified version of Construc-
tion 3.11, in which CPY also computes an error flag, indicating whether the computation failed in one of
its gadget (i.e., failed in all t copies of the gadget, see Remark 3.8). More specifically, each of the two
parties implementing the gadget computes in the clear a flag indicating whether its encoding of the output
is a valid encoding (i.e., all entries are non-zero), and each party locally combines the flags it generated
for all the gadgets. This additional computation is needed since malicious parties (e.g., a malicious prover
in the leakage-secure ZK circuit of Construction 4.2) may not choose the masking inputs at random, and
might generate them in a “smart” way which will always cause gadgets to fail.

We note that thought these flags are generated in the clear, they do not violate the leakage-tolerance
property of Construction 3.11. The reason is these flags are generated locally (by each of the parties), and
so could be generated by the leakage function from the simulated wire values which the LT simulator (of
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Definition 3.9) generates. This observation gives a reduction from any t-BCL function on the modified
circuit to a t-BCL function on the original circuit, and so when using Construction 3.11 as a building
block, we will implicitly disregard these additional wires (remembering that any leakage on the modified
circuit with the flags can be generated by related leakage on the original circuit). Finally, we note that in
an honest execution the flag is set only with negligible probability (and so the fact that the flag is computed
in the clear does not violate leakage-resilience).

Remark 3.13. To combine Construction 3.11 with Construction 3.4, we assume that Construction 3.11 is
implemented using a boolean circuit (implementing group operations via operations over Fo) that operates
over a standard basis.

Dziembowski and Faust (Corollary 2 in the full version of [DF12]) show that the DF-LRCC resists OCL
leakage, which by the result of [BDL14] implies the existence of an LTCC against such leakage. Combined
with Lemma 3.15 below (which shows a relation between OCL and BCL), we have the following:

Theorem 3.14 ([DF12] and [BDL14], and Lemma 3.15). Let t € N be a leakage bound, and n,k € N
be input and output length parameters. Then for every polynomial p (t) there exist a finite field F of size

Q(t), and a negligible function € (t) = negl (t) for which there exists an (,C%E;CL, e(t),p (t)) -LTCC, where
t = 0.16t log,|F|—1 — log, |F|, and LE BeL 45 the family of all t-BCL functions.

Theorem 3.14 relies on the next lemma which states that security against so-called “only computation
leaks” (OCL) implies security against BCL. (One can also show that 2¢-BCL implies resilience against ¢-
OCL.) Recall that in the context of OCL, the wires of the leakage-resilient circuit C are divided according
to some partition P, into two “parts” CL, CR The input encodlngs of C are also divided into two parts,
e.g., an encoding 7 is divided into Z, (which is the input of Cr) and Zg (Whlch constitutes the input to Cg)
The adversary can (adaptively) pick functions f{, -, nL’ and ff,---, fnR for some ny,ng € N, where
the combined output lengths of ff, - - -, f,’fL (and f{t,---, fnR) is at most ¢. In the execution of C on z, the
adversary is given fI [GL,EL} ,1 <i<ngand fF [63, ER} ,1 <i < ng, and chooses the next leakage
functions based on previous leakage The output of the leakage is taken to be the combined outputs of
all leakage functions ff,--- nL? T ffR. We say that a circuit is (EBCL,e)—leakage—resilient with

relation to the partition P = (CL, CR), if the real-world output of the OCL functions can be efficiently

simulated (given only the description of the circuit, and its outputs if C computes the outputs in the
clear), and the statistical distance between the actual and simulated wire values is at most e. (We refer
the reader to, e.g., [DF12] for a more formal definition of OCL.) We note that we allow the adversary
to leak on the two components of the computation in an arbitrary order, a notion which is sometimes
referred to as “OCL+".

Lemma 3.15 (OCL+-resilience implies BCL-resilience). Let € € (0,1) be an error bound, t € N be a
leakage bound, and C be a boolean circuit. If C is (EBCL, e) -leakage-resilient with relation to partition P,
then C' is also (L, €)-leakage-resilient for the family L of all t-BCL functions with relation to the same
partition P.

Proof (sketch). Let ¢ be a t-BCL function that corresponds to a two party protocol II, defined in
relation to partition P. Let NextMsg;, NextMsgp be the next-message functions defining the messages
the parties send, given their current view, and assume without loss of generality that the left party
sends the first message in the protocol. Let (Zr,Zr) be the input on which C is evaluated, and denote
WL = [6L>§L:|, and WR = [aR,fE\R]

To generate the transcript of II, the adversary operates as follows. First, it picks flL () =
NextMsg; (z). Then, given f{(Wp), which is the first message that the left party sends in I, it picks
f{t to be the function which NextMsgp computes, conditioned on the event that f{ (W) was the first

20



message which the right party received, and sends ffz, to be evaluated on Wpg. The adversary continues
in this way until all messages of II have been computed. Since II is t-bounded, then in particular each of
the two participating parties sends at most ¢ bits, namely the leakage functions we have defined leak at
most t bits on each of Wy, Wg. Therefore, the t-OCL resilience of C' guarantees that the leakage can be
efficiently simulated, up to statistical distance e. |

The following property of Construction 3.11 will be used to guarantee correctness of our constructions
in the presence of malicious parties.

Lemma 3.16 (Ill-formed masking inputs correspond to additive attacks). Let S : N* — N be the length
function from Definition 3.10. Then Construction 3.11 has the following property. For every circuit
C : F'L xF"e — Fk | every security parametert € N, and every m € FSEnLnrilC) there exists an additive
attack Ay on C such that for every x € 478 and every & = (x,m) it holds that CP¥ (2) = CA» ().
Moreover, there exists a PPT algorithm Alg such that Alg (m) = Ap.

Proof. We analyze the effect of ill-formed masking inputs m in the gadgets of Construction 3.7, and
show that they correspond to applying an additive attack on the underlying gate.

e Refresh gadget. Denotem = (ri! rf1) 4 (r©:2 v/2) (which, if the masking inputs are ill-formed,
may not be 0). Then the output of the gadget encodes the value (a’,af”). We analyze this value.

(al’ al¥) = 252:1 al ¥’ which, by the definition of a%’ al” is equal to

t2 t2 t2 t2 t2 t2
Z (al-L + ei) (alR + ci) = Z aiLaf + Z €; (af2 + ci) + ZaiLCi =a-+ Z eiaﬁ' + Z aZ-Lci
i=1 i=1 i=1 i=1 i=1 i=1
which, by the definition of c, e, is equal to
t2 2 1
a+ Z (aﬁ')il rﬁ’ZriLQaf/ + Z aiL (aiL’l)i riL’lriR’l =a+ (rL’l,rR’1> + (rL’Q,rR’2> =a+m
i=1 i=1

L1 ypR1 pL2

Moreover, notice that m can be efficiently computed from r rf2 by computing

<I'L’1, I'R’1> 4 <I'L’2, I'R’2>.

¢ Generalized multiplication gadget. Denote m = (r™! rfo1) + (r1:2 r/2) The output of the

gadget encodes the value (¢, cft) = 2521 cFcl which, by the definition of c%, cft, is equal to

2

t t
L (— |+ (L'l)_1 (c—d)) +ZL;- (—R}) :C—ZLgRg—d:c—ZL;R;—m:c—axb—m
=2 =1 =1

where the second-but-last equality follows from the analysis of the refresh gadget.

e Multiplication and addition by constant gadgets. Notice that these gadget do not use
any masking inputs, and so the computation in these gadgets is always correct (corresponds to
computation under the all-zeros attack).

4 Leakage-Secure Zero-Knowledge

In this section we describe our leakage-secure zero-knowledge circuits. At a high level, an L-secure ZK
circuit for a family £ of functions is a randomized algorithm Gen that given an error parameter €, and
an input length n, outputs a randomized prover input encoder Encp, and a circuit 7. T' takes an input
from a prover P, and returns output to a wverifier V', and is used by P to convince V that x € L. T
guarantees soundness, and zero-knowledge even when V' obtains leakage from £ on the internals of T'.
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Definition 4.1 (L-secure ZK circuit). Let R = R (x,w) be an NP-relation, L be a family of functions,
and € > 0 be an error parameter. We say that Gen is an L-secure zero-knowledge (ZK) circuit if the
following holds.

e Syntax. Gen is a deterministic algorithm that has input €,1", runs in time poly (n,log (1/¢)),
and outputs (Encp,T) defined as follows. Encp is a randomized circuit that on input (x,w) such
that |x| = n (x is the input, and w is the witness) outputs the prover input y for T; and T is a
randomized circuit that takes input y and returns z € {0,1}7+1,

e Correctness. For every ¢ > 0, every n € N, and every (x,w) € R such that |z| = n,
Pr[T (Encp (z,w)) = (x,1)] > 1 — €, where (Encp,T) < Gen(e,1"), and the probability is over
the randomness used by Encp,T.

e Soundness. For every (possibly malicious, possibly unbounded) prover P*, every e > 0, every n €
N, and any x ¢ Lr such that |x| = n, Pr [T (P*(z)) = (z,1)] <€, where (Encp,T) < Gen (¢,1"),
and the probability is over the randomness used by P*,T.

e L-Zero-knowledge. For (x,w) € R we define the following experiments.

— For a (possibly malicious, possibly unbounded) wverifier V*, define the experiment
Realy« Gen (x,w,€) where V* has input x,€, and chooses a leakage function { € L, and
Realy« Gen (z,w,€) = (T (Encp (z,w)),¢[T,Encp (x,w)]), where (Encp,T) < Gen (¢,1"), and
[T, y] denotes the wires of T when evaluated on y.

— For a simulator algorithm Sim that has input z, €, and one-time oracle access to £, the experi-
ment ldealsim = (2, w, €) is defined as follows: ldealsim r (z,w,€) = Sim¢ (e, z), where Sim* (e, )
is the output of Sim, given one-time oracle access to L.

We say that Gen has L-zero-knowledge (L-ZK) if for every (possibly malicious, possibly unbounded)
verifier V* there exists a simulator Sim such that for every e > 0, everyn € N, and every (x,w) € R
such that |x| = n, SD (Realy« gen (z, w, €) , Idealsim = (z,w, €)) < e.

4.1 The Leakage-Secure ZK Circuit

We now construct the leakage-secure ZK circuit by combining the LRCC (Com pCIMSS, EELMSS, Decgﬂdss>

of Theorem 3.5 with the LTCC (CompDF EDF) of Theorem 3.14.

At a high level, we compile the verification circuit Cr of an NP-relation R using Comp , where the
prover provides the encoded input and witness for the compiled circuit Cr. Cr has encoded outputs, and
only guarantees that BCL leakage cannot distinguish between the executions on two different witnesses.
To achieve full-fledged ZK, we use Comp®¥ to decode the outputs of Cr. Recall that circuits compiled
with CompP¥ have masking inputs, and moreover, their leakage-tolerance property crucially relies on
the fact that the masks are unknown to the leakage function. Therefore, these masking inputs must be
provided by the prover as part of the input encoding (which is generated using Encp). However, since the
correctness of the computation is guaranteed only when the masking inputs are well-formed, a malicious
prover P* can violate soundness by providing ill-formed masking inputs (which were not drawn according
to the “right” distribution), and thus modify the computed functionality, and potentially cause the circuit
to accept x ¢ Lg. As discussed in Section 3.2, the effect of ill-formed masking inputs corresponds to
applying an additive attack on the original decoding circuit, so we can protect against such attacks by
first replacing the decoding circuit with an AMD circuit.

GIMSS

Construction 4.2 (Leakage-secure ZK circuit). Let n € N be an input length parameter, t € N be a
security parameter, and ¢ € N be a constant. Let R = R (x,w) be an NP-relation, with verification circuit
Cr of size s = |Cr|. The leakage-secure ZK circuit uses the following building blocks (where any field
operations are implemented via bit operations).
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e The LRCC (CompGIMSS,EﬁIMSS = (EncEIMSS,DecEIMSS),Decg’ﬂ/lss) of Theorem 3.5 (Construc-

tion 3.4), and its underlying small-bias encoding scheme (Enc69 :Fo x F§ — F%C, Dec?® : IF'%C — IF%)

e The LTCC (CompDF,EDF) of Theorem 3.1/ (Construction 3.11) over a field F = Q(t), and its
underlying encoding scheme Ef}p, = (EncID”F7 Dec'D"F).

o The additively-secure circuit compiler Comp®@ of Theorem 2.3.
e The AMD encoding scheme (Encamd, Decamd) of Theorem 2.6, with encodings of length 7™ (n,t).

On input 1", 1, Gen outputs (Encp,T) defined as follows.

e For every input x € {0,1}", and witness w, Encp (z,w) = (EncGIMSS ((ﬂ:,w) , 1t) ,Enc'D"F (051, lt))

for a parameter s’ whose value is set below.

o Let ny be a bound on the mazximal witness length for inputs of length n. T is obtained by concate-
nating the decoding component 7" to the verification component C” (namely, applying T" to the
outputs of C") which are defined next.

1. The verification component C". Define C' : Fy™™ — Fot! 45 C' (x,w) = (z,Cg (z,w)).
Let C% denote the circuit that emulates C', but replaces each output bit with (the bit string
representation of ) the bit as an element of F. Then C" = CompS™SS (1),

2. The decoding component.

— Construct the circuit C3m9 ; F2et-(n+1) _y pas™
x Decodes its input using DecSBE/ISS to obtain the output (f,x,z).
x If f=1,2¢{0,1}", or 2 # 1, then C®™4 sets 2/ = 0. Otherwise, it sets 2’ = 1.
x Generates e « Enc®™d ((x,z’) , 1t), and outputs e.

— Generate C*™d = Comp2dd (C’amd).

— Generate T' = Comp®F (63’“"). Let s’ denote the number of masking inputs used in T".

(n+18) that operates as follows:

— Construct the circuit T" that on input y, operates as follows:
x Computes (fr, fr,e) =T (y). (Recall that fr,, fr are flags indicating whether a gadget
of T" has failed.)
x Computes (f,x,z) = Dec®™d (e, 1t), where f,z € F and x e F". If f = fr = fr =0,
x €{0,1}", and z = 1 then T' outputs (x,1). Otherwise, it outputs 0"F1.

4.2 Proof of Theorem 1.2

In this section we prove Theorem 1.2. We first prove, in the following series of lemmas, the properties of
the ZK circuit of Construction 4.2

Lemma 4.3 (Correctness of Construction 4.2). If |F| = Q(¢), then Construction 4.2 is correct.

Proof. Let R = R (z,w) be an NP-relation with verification circuit Cr, and let (z,w) € R. Let € > 0
be an error parameter. We show that when Construction 4.2 is instantiated with a large enough security
parameter ¢, then except with probability €, T (Encp (z,w)) outputs (z,1).

Since T is obtained as the concatenation of C” and T”, we analyze each of these ingredients sepa-
rately. C” is obtained by applying the LRCC of [GIM*16] (Construction 3.4) to C’. Since (as proven
in [GIM*16]) Construction 3.4 has perfect correctness, when Decg'fjlé/[SS is applied to the output z of C”,
it outputs (x, 1) (with probability 1).

As for T' = CompP¥ (Compadd (Camd)), by the perfect correctness of the AMD encoding scheme,

and the additively-secure circuit compiler, both C®™4 and Camd have perfect completeness. Therefore,
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if T perfectly emulates Comp®® (C2™d) then when T” is applied to the output of C” its output is
in supp (Encamd ((x,1),1™)), so T” outputs (z,1) as we set out to prove. Since T” perfectly emulates
Comp?dd (C’amd) unless one of its gadgets fails, it suffices to prove that except with probability e, no
gadget in 7" fails (i.e., has incorrect output). Let § () be the negligible function that bounds the failure
probability of the gadgets in 7" (such a function exists; see Remark 3.8). Let s = |Cr|, and let s’ denote
the number of gadgets in 7”. Then there exists a constant ¢ € N such that s’ = ¢ - s (this follows from
Constructions 3.11 and 4.2, and since each field operation can be implemented using a constant number
of gadgets from Construction 3.2). Let ¢ty € N be such that for every ¢t > tg, s’ - § (t) < e. We instantiate
Construction 4.2 with security parameter g, in which case the output is correct except with probability
€. |

Lemma 4.4 (Soundness of Construction 4.2). If |F| = Q(t) then Construction 4.2 is sound.

Proof. Let z ¢ Lg, and let € > 0. Let &,w denote the encodings which P* provides as input to C”,
and assume these are valid encodings of some 2/, w’. (This assumption is without loss of generality, since
invalid encodings are interpreted by the gadget G in C” as encoding the all-zeros string.) Since C” does
not use any structured randomness, conditioned on the event that the inputs are valid encodings, C”
perfectly emulates C%, and outputs a valid encoding of its output. Therefore, the output § of C” encodes
y = (2/,Cxr (2',w")) (where each bit is replaced with the bit-string representation of the corresponding
field element in F).

Let m’ denote the masking inputs which P* provided for T”. Notice first that if the masking inputs
cause some gadget of T” to fail, then either f1, or fr (computed in Step (2) of Construction 4.2) are set,
in which case the output is (z,0). Therefore, we can condition on the event that no gadget failed.

Lemma 3.16 guarantees that there exists an additive attack A™ on C2™410 guch that T’ (g,m') =
é\amd,A"‘/ (g)

Moreover, the additive-security of Camd guarantees that there exists an ideal additive attack a™ on
the inputs of C®™9, and a distribution AU over the outputs of C®™9, such that

SD (C2mA™ (5), €™ (4 ") + A) < cama (1) = neg (1).

Consequently, SD (T (P*(z)),T" (C*™ (g +a™") + A%)) < ema (¢). We show that
Pr[T" (C*™ (j + a) + .A%) = (2,1)] < € (¢), by considering several possible cases. Choosing ¢
to be large enough such that e,mq (t) + € (t) < € proves the lemma. Fix some a®t < 40ut,

1. a®t £ 0. Since T” uses Dec®™ to decode the outputs of C®™? (which are AMD encodings), then
the additive soundness of the AMD encoding guarantees that the decoding of each output symbol
fails except with probability |F|_t, so decoding the outputs of C™9 fails except with probability
(n+1) |F|~" (which, since |F| = Q () is negl (t) for every ¢t > n). Therefore, we can condition on
the event that a®“t = 0.

2. a" # 0. Notice that g, as the output of C”, is a valid encoding, and recall that it consists of n + 1
collections 91, - - -, Yn4+1, Where each collection consists of ¢ encodings ¥; 1, - -, ¥i¢ of the same value
yi. We assume that § + a™ does not encode y, since the case that it encodes ¥ is covered by the
case that a” = 0. Since § + a™ does not encode y, there are two possible cases.

e {j+a"is an invalid encoding. In this case, the decoding inside C™4 fails except with probability
(n+1)|F|™". Conditioned on the event that the decoding failed, C®™d outputs an AMD
encoding of 0, in which case T" outputs 0"!. (Indeed, since we have conditioned on the event
that a®'* = 0, the decoding in 7" returns z = 0.)

107f m’ consists of well-formed vectors then the corresponding additive attack on C*™ is the all-zero string.
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e j+a" is a valid encoding of y # y, and assume y} # y;. In particular, a™" succeeded in flipping
the encoded value in each of the encodings @;1,---,¥i+ (since during decoding, these values
are compared). Since the encodings scheme E® has ¢-additive soundness, for each 1 < j <t
this happens only with probability ¢, and so the probability that this occurs for all 1 < j <t
copies is at most (¢')" = negl (¢).

3. a" = 0. Recall that y = (2/,Cg (2/,w')) is the value encoded by §j. We consider two possible
cases.

e First, if 2/ # z then since we have conditioned on the event that a°'* = 0, then the AMD
decoding in T succeeds, and returns z’. Therefore, the output in any case is not (x,1) (with
probability 1).

e If 2/ = z then Cg (2/,w’) = 0. Since we have conditioned on the event that a®“* = 0, the AMD
decoding in T returns z = 0, so T" outputs 0" (with probability 1).

The following notation will be useful for the formulate the zero-knowledge property of Construc-
tion 4.2.

Notation 4.5. For a finite field F, a parameter k € N, and a family L of leakage functions, denote by
El} the family of all functions E’;é such that KIJE (y1, - yn) =L (y1, - yn, f (UN—k+1,-*+,yN)). (That is,
the inputs to £ are the inputs to 0%, and the output of f on the last k inputs of Z’;é)

Recall that £4; denotes the family of all t-BCL functions (as defined in Definition 1.1).

Lemma 4.6 (Zero-knowledge of Construction 4.2). Let t € N be a leakage bound, R be an NP-relation
with verification circuit Cr of input length n and size |Cr| = s, and € > 0. Let Decgf}t\/lss be the output-
decoder of Construction 3.4, and let C*™ denote the circuit constructed from Dec§IMSS in Step (2) of
Construction 4.2. Let s’ denote the combined sizes of the circuits C, CY of Construction 3.11, when they

are constructed for the circuit Camd If:

o Construction 3.11 is an (EtBCLv €, 5’) -LTCC with a simulator SimPY that outputs a view-translation
circuit T, and

o Construction 3.4 is an (ﬁtBCL, €, s) -relazed LRCC with abort.
Then Construction 4.2 is L-leakage resilient, with statistical distance 2€ + negl (t).

Before proving the lemma, we describe the high-level idea of the simulation. The simulator Sim

honestly evaluates C” on an arbitrary input, to obtain an encoding ¢ of the output. Then, Sim uses the
simulator SimP¥ of Construction 3.11 (whose existence is guaranteed from the leakage-tolerance property
of the compiler) to construct a view-translator circuit (77, 72) which, given the inputs and outputs of 7",
generates a simulated wire assignment to its wires. Applying T” to ¢, and combining this with the wire
values of C”, gives simulated wire values for T7".
Proof. The assumptions of the lemma guarantee that when the compilers of Constructions 3.4 and 3.11
are applied to the verification circuit Cr, as they are in the construction of T', the resultant circuits C”, 7"
are leakage-resilient, and leakage-tolerant, respectively. Let V* be a malicious (possibly unbounded)
verifier, then the simulator Sim, on input (e, x) performs the following:

1. Obtaining the leakage function. Invokes V* on input x, to obtain a leakage function £.

2. Generating the view-translator for T7”. Runs the simulator SimP¥ to obtain view-translator

circuits (71, 72).
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3. Simulating the wire values of C”. Encodes the all-zeros string using Encp, and evaluates C”
on the encoding. Let Wpg denote the wires values of C” in this evaluation. Let Wq,: denote the
restriction of Wpx to the outputs of C”.

4. Simulating the wire values of T”. Generates a fresh encoding y < Enc®™ ((x, 1), 1t) and
uses (71, 72), with inputs (Wout, y) to obtain simulate wire values Wpec of T”. Constructs the wire
values Wpec by honestly computing Dec®™ (y, 1t) and concatenating these wires values to Wpec.

5. Outputs ((z,1),¢ (Wgr, Wbec))-

We now claim that for every € > 0, every n € N, every (z,w) € R such that |z| = n, and every ¢ € L it
holds that
SD ((T (Encp (z,w)) ,¢[T,Encp (x,w)]),Sim (z,¢€)) < 2e. (1)

Notice that the output of 7" is negl (¢)-statistically close in both worlds, since x € Lg and so by correct-
ness, the output of T'is (x, 1) except with probability negl (¢), so we can condition on the event that (x, 1)
it the output in both worlds (this can only increase the statistical distance by an additive negl (¢) factor),
in which case y is identically distributed to the output of 7", so we can condition both distributions on
the event that y was the output of 7" in both worlds.

We show that when Construction 4.2 is applied with a large enough ¢, both distributions in Eq. (1)
are e- statistically-close to the hybrid distribution H defined as follows:

e Encode (Z,w) < Encp (z,w), and evaluates C” on (Z,w). Let W} denote the wire values of C”
during this evaluation, and W, denote its restriction to the outputs of C”.

e Compute a fresh encoding y + Enc®™¢ ((#,1),1%), and apply (71,72) to (W5, ¥) to obtain simu-
lated wire values Wy, of T, and generate the wire values W}, by honestly computing Dec®™ (y, lt)

and concatenating these wires values to W,’Dec.
i H = (y7 E (W7/2’ WIIDec))‘

SD ((y, £ [T, (Encp (z,w))]),H) < €, because the only difference between both distributions is the wire
values of T" (in particular, we can condition both distributions on some possible value for the wires of
C"), and so the leakage-tolerance of Construction 3.11 guarantees that the statistical distance is at most
€.

Second, we claim that SD (H,Sim (x,€)) < e. Since we have conditioned on the event that the output
of T" is y, it suffices to show that SD (¢ Wj, W) s £ (Wr, Whec)) < €. Notice that ¢ Wy, W[,.) =
{Whg, (T1, T2) Woue: Y1), and £ (Wr, Wpec) = £ (Wr, (T1, T2) Wout,y)). Since we have conditioned on

the value of 3, it can be fixed into 71,73, and let ¢ be the function that on input WR first computes
W = (T1,T2) (WDEC>, where Wpec are the last 4tc (n 4 1) wires in Wg (i.e., the wires that correspond to

the output of C"), and then computes £ (WR, )/NV’> Then ¢ € Ly, ¢! Wh) = Wh, (T1, T2) Woue: ¥))

and ¢/ Wg) = L Wg, (T1,T2) Wout,y)). Therefore, by the relaxed leakage-resilience property of Con-
struction 3.4, the statistical distance is at most e. [ |

We are now ready to prove Theorem 1.2.
Proof (of Theorem 1.2). We show that Construction 4.2 has the required properties. Let Dec§IS5 be
the output-decoder of Construction 3.4, and let C®™ denote the circuit constructed from Dec§IMSS in
Step (2) of Construction 4.2. Let s’ denote the combined sizes of the circuits Cq, Co of Construction 3.11,
when they are constructed for the circuit C®™9. Since |C2md| = poly (|z|), and the blowup in Cy,C; is
polynomial in |z|, there exists a polynomial p (n) such that for all n, p(n) > s’ (n).

For a parameter ¢, let f(¢) denote the minimal size of F for which Lemmas 4.3, 4.4, and 4.6,

and Theorem 3.14, hold, and notice that f(t) = O(¢). Let ¢’ € N be such that for every t” > ¢,
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t" < 0.16t"logy f (t") — 1 — logy f (t”).  We instantiate Construction 4.2 with security parameter

t = max{t'.t,o0,n}, where n = |z| is the input length. Then correctness and soundness follow di-
rectly from Lemma 4.3 and Lemma 4.4, respectively. As for zero-knowledge, Theorem 3.14 guar-
antees that there exists a negligible function ePF (f) = negl (f), such that Construction 3.11 is an

(L’tBCL, ePF (f) D (f))—LTCC with simulator SimP¥that outputs view-translation circuits (T1,72). More-
over, Theorem 3.5 guarantees that Construction 3.4 is an <L’tBCL,2_£, s)—relaxed LRCC with abort.
Therefore, by Lemma 4.6, Construction 4.2 is L-leakage-resilient with statistical distance 2¢ + negl (f),
where ¢ = max {eDF () ,2_5} = negl (o).

Regarding the complexity of the construction, given a size-s, depth-d circuit Cr with length-n
inputs, |C5| = s+ n, and consequently |C”| = O (s+n+dt+1?) (by Theorem 3.5). Moreover,
since }DecGIMSS =0 (#2 4+ in), and has depth O (logt) (by the definition of Dec§IMSS ' see Construc-

out

tion 3.4) and |Encamd‘ =0 (n+ f) (by Theorem 2.6, when instantiated with security parameter #), then
!Camd‘ =0 (52 + fn), and so ’éamd‘ = (f2 + fn) - poly log (fn) + poly (n,log t f) = poly (f, n) (by The-

orem 2.3, when instantiated with error parameter 27). Since the LTCC of Theorem 3.14 has poly-
nomial blowup, |T"| = poly ({,n) = poly(t,0,n), and consequently |T”| = poly (t,0,n). Therefore,
the overall size of the leakage-secure ZK circuit is O (s 4 d - max {t,o,n}) + poly (t,0,n). Finally, the
prover only: (1) encodes its input and witness using Enc™9S which (by Theorem 3.5) takes time
9] (n+w|+1) = O (n+ |w| +t + 0); and (2) generate the masking inputs for T” (there are O (|T”|) such
inputs, and each masking input can be generated in polynomial time (in its length)), which takes time
poly (t,0,n). Therefore, the prover runs in time poly (¢, o, n, |w|). [ |

The proof of Theorem 1.3 is similar to that of Theorem 1.2. Here we only sketch the main differences.
Proof (Of Theorem 1.3 (sketch)). The leakage-secure ZK circuit is obtained by modifying Construc-
tion 4.2 to take the randomness needed for C” from the prover, and the randomness needed for C*™9 from
the verifier. (Notice the randomness used by (4 includes the randomness used to generate the AMD
encoding e in C®™¢, as well as the randomness used by the additively-secure implementation.) First,
notice that letting the prover chose the randomness of C” does not violate soundness, notice that Con-
struction 3.4 has perfect correctness, and so the output of C” will be exactly the output of C%, regardless
of the randomness chosen by the prover. Second, to see why letting the verifier choose the randomness for
(amd preserves the zero-knowledge property, notice that we can condition both the real and ideal worlds
on the randomness selected by the verifier for the execution. Hard-wiring this randomness into Camd
gives (the same) deterministic circuit in both worlds, and so we can repeat the proof of Lemma 4.6 for
this new circuit (since now the randomness provided by the verifier constitutes part of the description of
the circuit éamd, which is in any case public in the context of leakage-tolerance and leakage-resilience).

Regarding the prover and verifier runtime, since C” uses O (|C"|) random bits, the prover runtime is

poly (¢, 0, n, |w])+O (3 + d - max {t,o,n} + (max {¢, o, n})2) = poly (t,0,n, |w|)+O (s + d - max {t, o, n}).

Regarding the verifier runtime, since éamd‘ = poly (f, n) = poly (t,0,n), and it uses a polynomial amount

of randomness, the verifier runs in time poly (¢,0,n). [ |

5 Multiparty LRCCs: Definition

In this section we define the notion of multiparty LRCCs, a generalization of leakage-secure ZK circuits
to evaluation of general functions with m > 1 parties. We first formalize the notion of secure computation
with a single piece of trusted (but leaky) hardware device, where security with abort holds in the presence
of adversaries that corrupt a subset of parties, and obtain leakage (from a pre-defined leakage class) on
the internals of the device. This raises the following points.
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1. The output should include a flag signaling whether there was an abort.

2. Leakage on the wires of the device should reveal nothing about the internal computations, or the
inputs of the honest parties, other than what can be computed from the output. This necessitates
randomized computation.

3. The inputs should be encoded, otherwise leakage on the input wires may reveal information that
cannot be computed from the outputs. This should be contrasted with the ZK setting, in which z
is assumed to be public, and so when all parties are honest the output is (z,1) and can therefore
be computed in the clear.

To guarantee that an adversary that only obtains leakage on the internals of the device (but does not
corrupt any parties) learns nothing about the inputs or internal computations, the outputs must be
encoded. Therefore, the device, which is implemented as a circuit, is associated with an input encoding
algorithm Enc, and an output decoding algorithm Dec. The above discussion is formalized in the next
definition.

Definition 5.1 (Secure function implementation). Let m € N, f : ({0,1}")™ — {0,1}* be an m-
argument function, L be a family of leakage functions, and ¢ > 0. We say that (Enc,C,Dec) is an
m-party (L, €)-secure implementation of f if it satisfies the following requirements.

o Syntax:
— Enc: {0,1}" — {0,1}" is a randomized function, called the input encoder.
- C: ({o, 13")™ — {0, 1}k is a randomized circuit.
— Dec: {0, 1}’Aﬂ — {0, 1}**! is a deterministic function called the output decoder.

e Correctness. For every xy,---,x, € {0,1}",

Pr[Dec (C (Enc(x1),---,Enc(zm))) = (0, f (1, -, zm))] > 1 —€.

e Security. For every adversary A there exists a simulator Sim such that for every input
(1, zm) € ({0,1}™)™, and every leakage function ¢ € L, SD (Real,ldeal) < e, where Real, Ideal
are defined as follows.

Real:
— A picks a set B C [m] of corrupted parties, and (possibly ill-formed) encoded inputs x', € {0, 1}
for every i € B.
— For every uncorrupted party j ¢ B, let x; = Enc(z;).
— IfB#0 then z = (C(«,---,x,),Dec(C (2}, --,2,))), otherwise z is empty. (Intuitively, z
represents the information A has about the output of C. If B =0 then A learns nothing.)
— Real = (B7 {x;}ieB LNC (2, 2] ,z).
Ideal:

— Sim picks a set B C [m] of corrupted parties and receives their inputs {z;};,cg. Sim then
chooses effective inputs w; € {0,1}" for every i € B, and if B # 0 obtains f (w1 -+, wn),
where w; = x; for every j ¢ B.

— Sim chooses b € {0,1}. (Intuitively, b indicates whether to abort the computation.)

IfB#0 andb =0, sety = (0, f (w1, -, wm)), if B# 0 and b =1, set y = (1,0%), and if
B =0 then y is empty.
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— Let (W, {x;}leB) denote the output of Sim, where W contains a bit for each wire of C, and
z, € {0, 1}" for every i € B. Denote the restriction of W to the output wires by Wout.

— IfB#£0, let 2= (Wou, y). Otherwise, z is empty.

— Ideal = (B, {2}};cg . L (W), 2).
We say that (Enc, C,Dec) is a passive-secure implementation of f if the security property holds with the
following modifications: (1) A does not choose x},i € B, and instead, z) < Enc(x;) for every i € B; and
(2) Sim always chooses b = 0.

We now define an m-party LRCC which, informally, is an asymptotic version of Definitions 5.1.

Definition 5.2 (m-party circuit). Let m € N. We say that a boolean circuit C is an m-party circuit if
its input can be partitioned into m equal-length strings, i.c., C : ({0,1}")™ — {0,1}* for some n,k € N.

Definition 5.3 (Multiparty LRCCs and passive-secure multiparty LRCCs). Let m € N, L be a family
of leakage functions, S (n) be a size function, and € (n) : N — R*. Let Comp be a PPT algorithm that on
input m, and an m-party circuit C : ({0,1}")™ — {0, 1}, outputs a circuit C.

We say that (Enc,Comp, Dec) is an m-party (L,e(n),S (n))-leakage-resilient circuit compiler (m-
party LRCC, or multiparty LRCC) if there exists a PPT simulator Sim such that for all sufficiently large
n’s, and every m-party circuit C : ({0,1}")™ — {0,1}* of size at most S (n) that computes a function
fo, (Enc, C, Dec) is an (L, e(n))-secure implementation of fc, where the security property holds with
simulator Sim that is given the description of C, and has black-box access to the adversary. We say that
(Enc, Comp, Dec) is a passively-secure m-party (L,e(n),S (n))-LRCC if (Enc, C, Dec) is an (L,e(n))-
passively-secure implementation of fo, where security holds with simulator Sim.

Remark 5.4. Definitions 5.1- 5.3 naturally extend to the arithmetic setting in which C is an arithmetic
circuit over a finite field F. When discussing the arithmetic setting, we explicitly state the field over which
we are working (e.g., we use “multiparty LRCC over F” to denote that the multiparty LRCC' is in the
arithmetic setting with field F).

6 A Passive-Secure Multiparty LRCC

In this section we construct a passive-secure multiparty LRCC (this construction is somewhat more
efficient than the (fully-secure) multiparty LRCC which will be described in Section 7, and its analysis
will be a warm-up for the analysis of the multiparty LRCC). As described in Section 1.3.2, the high-
level idea of the leakage-resilient circuit C for a given circuit C' is as follows. First, we use the LRCC
of [GIMT16] to generate a leakage-resilient version of the circuit C*"a® that emulates C' but outputs a
secret-sharing of the outputs. Then, we refresh each secret-share using a circuit Cpec, generated from
a refreshing circuit Cpec using the LTCC of [DF12]. More specifically, we use multiple copies of éDec,
where the i’th copy refreshes the i’th secret share, and takes its masking inputs from the i’th party. (We
note that there is no need to protect against invalid input encodings using AMD circuits, since in the
passive setting all input encodings are valid.) This intuition is formalized in the following construction.

Construction 6.1 (Passive-secure multiparty LRCC). Let m € N denote the number of parties, t € N
be a security parameter, n € N be an input length parameter, and k € N be an output length parameter.
The m-party passive-secure LRCC uses the following building blocks:

e The LRCC (CompGIMSS,EﬁIMSS = (EncﬁIMSS,Decﬁ'IMSS),Decgﬂ/lss) of Theorem 3.5 (Construc-
tion 3.4), and its underlying small-bias encoding scheme (Enc69 : Fy x F§ — F3¢, Dec® : F2¢ — IE‘Q).

Let iy (n,t) (7 (n,t)) denote the length of encodings which Enclipss (DecSIMSS) outputs (takes as
input).
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e The LTCC (CompDF7 EPY) of Theorem 3.14 (Construction 3.11) over a field F = Q(t), and its
underlying encoding scheme EBF = (Enc'D"F, Dec'D"F) that outputs encodings of length AP¥ (n,t).

The m-party passive-secure LRCC (Enc, Comp, Dec) is defined as follows.

e For every n,t,ti, € N and every x € F", Enc (z,1f,1) = (EncGIMSS (2, 1%, 180)  EnciF (08, 1%)).

In

o For every y = (yl, e ,ym) € (Fﬁ'“(kﬂ’t))m, Dec (y, 1t) computes (fl,zl) = Decgﬁtwss (yi, 1t), and
outputs (0,310, z°).

e Comp on input m € N, and an m-party circuit C : (F*)™ — Fk:

1. Constructs the circuit C*"" : (F™)™ — F™ that operates as follows:

— FEvaluates C' on inputs x1,- - -, Ty to obtain the output y = C (1, -, Tp).

— Generates Y1, ,Ym—1 €r F*, and sets y, = y @ E:l_ll Yi- (Y1, " Ym are random
additive secret shares of y.)

— For every 1 < i <m, generates y, by replacing each bit of y; with (the bit string represen-
tation of ) the bit as an element of F.

— Outputs (yy,---,Y.,)-

2. Computes C' = Comp@IMSS ((share),

3. Constructs the circuit CPe : Fk:t) 5 Fn(k+1.8) 4hat operates as follows:

— Decodes its input using Dec§IMSS to obtain (f,z).
— Generates a random encoding Encl(';’IMSS ((f, z), lt), and outputs it.

4. Generate C"" = CompP¥ (CPee).

5. Outputs the circuit C obtained by concatenating a copy of C" to each of the m outputs of C".
(We note that the i’th copy of C" takes its masking inputs from the encoding of the i’th input
to C.)

The next theorem states that Construction 6.1 is a passive-secure multiparty LRCC.

Theorem 6.2. Let n,k € N be input and output length parameters, S (n) : N — N be a size function,
e(n): N — (0,1) be an error function, t € N be a leakage bound, and m € N denote the number of parties.
Let L denote the family of all t-BCL functions. If:

. (CompGIMSS,EnCE’]IMSS,Decgﬂdss) is an (L,€,S(n)+2m)-relazed LRCC with abort, where

IMSS7 EnCICr}]IMSS GIMSS)

Dec§™ can be evaluated using circuits of size s and

o (CompP¥ EPF) is an (L,e,259™MSS).LTCC.
Then Construction 6.1 is a passively-secure m-party (L, (2m + 1)€,S (n))-LRCC.

Proof. First, it follows directly from the construction that the compiler has the required syntax. Second,
notice that for every m-party circuit C, the circuit C*"2"® obtained in Step (1) of Construction 6.1 satisfies
|C’Share‘ < |C] 4+ 2m, and the circuit CP obtained in Step (3) of Construction 6.1 satisfies ‘C’Dec‘ <
25GIMSS - Therefore, if |C| < S (n), then the leakage-resilience of (CompGIMSS, EncﬁIMSS, Decgﬂ/lss)
guarantees that the circuit C’ obtained in Step (2) is (£, €)-leakage-resilient, and the leakage-tolerance of
(CompDF, EPF) guarantees that the circuit C” obtained in Step (4) is (£, €)-leakage-tolerant. (This will
be needed to argue security.)

Correctness. The perfect correctness of Comp guarantees that C’ perfectly emulates Ch'e j.e.,
C’ outputs an encoding (which can be decoded using DecGiM5) of the output of C*"® which in turn is
(by the definition of C*"2") an additive secret sharing of the output of C. Moreover, the 1 — € correctness

GIMSS
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of CompPY guarantees that except with probability €, each copy of C” perfectly emulates C'Pe when its
inputs are well formed. Using the union bound, except with probability me all copies of C” perfectly
emulate CPe¢. Therefore, conditioned on this event the output of C on well-formed input encodings of
(z1,- -+, Tpy) is an additive secret sharing of C (x1,- -, z,,). Consequently, the output is C (1, -, zm)
except with probability at most me.
Security. We describe a simulator Sim that simulates the wire values of C. Sim uses the adversary A as
a black-box to determine the set B = {iy,---,i,} of corrupted parties (Sim chooses to corrupt the same
set of parties).

We first consider the case that B = (). In this case, Real = (B,E {5, (Z1,--- ,a:/,})]), where for every

1<i<m,z; < Enc (mi, 1, 1t'"). The simulator operates as follows.

1. Obtaining the leakage function. Invokes A on input 1" to obtain a leakage function £.

2. Simulating the wire values of C’. Uses Enc to generate m encodings of 0", and evaluates C’ on
these encodings. Let W denote the wires values of C in this evaluation. Let W(l)ut, <, W3, denote

the restriction of W to the m outputs of C’. (Intuitively, the simulator emulates the evaluation of
C’" when the inputs of all parties are the all-0 strings.)

3. Simulating the wire values of C”.

e Runs the simulator SimPY to obtain view-translator circuits (77, 73).

e Generates m random encodings y!, - -, y™ < Enc'é‘,IMSS (OkH, 1, 1“"). (Intuitively, y*, - --,y™

simulate the output encodings of C”.)

e For every 1 < i < m, Sim uses (71, 72), with inputs (Wéuﬁ yi> to obtain simulated wire values
Wéec for the i’th copy of C”.

e Sets WDQC = (Wéec, cee VV/&C).

4. Outputs (W, WDec) .

Let Ideal = (B,E (W, WDec>). We now claim that for every € > 0, every n € N, every (1, -+, zy) €

({0,1}™)™, and every ¢ € L it holds that SD (Real,ldeal) < (2m+ 1)e. Since B is identically dis-
tributed in both distributions, it suffices to bound the statistical distance conditioned on B. Let

Real’ = ¢ [6, (71, - ,f;)} ,Ideal’ = ¢ <)/~V, WDec). We show that for a large enough ¢, Real’,ldeal’ are
both statistically close to the hybrid distribution H defined as follows:

e For every 1 < i < m, encode 7; + Enc (a;i,lt,1|c|), and evaluates C’ on (Z7, -, Zmy,). Let W
denote the wire values of C’ during this evaluation, and W, denote its restriction to the outputs
of C'.

e interpret W(,, as m encodings W .,--- . WgU.. For every 1 < i < m, decode y' =

DecO% 145 (W§.,»1%), and compute a fresh encoding y Encss (y',1%).

e For every 1 <i < m, apply (Ti,72) to (W§,.,y") to obtain simulated wire values W}, of the i’th
copy of C”.

_ 1
® Set Wl,Dec - (WD,ec’ U 7W61e/c>'

=W, Wh,.).
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SD (Real’ , 7-[) < me. Indeed, the only difference between these distributions is the wire values of the
m copies of C” (in particular, we can condition both distributions on some possible value for the wires of
("), and so we can bound the statistical distance using the leakage-tolerance of Construction 3.11 and a
hybrid argument over the copies of C”. More specifically, we define a sequence H?, H!, - -, H™ of hybrids
which are generated identically to H, except that in H', the wires of the first i copies of C” are honestly
generated, and the wires of the copies ¢ + 1,---,m of C” are generated using the translation circuits
(T1,73). Then H° = H,H™ = Real’, and so if SD (Real/,H) > me then there exists an 1 < i < m such
that SD (H',H'"') > €. Let W_; denote all wires except for the internal wires of the i’th copy of C” (in
particular, W_; also includes the inputs and outputs of the i’th copy). Using an averaging argument, we
can fix all wires in W_; while preserving the statistical distance. Let ¢’ be the leakage function (with W_;
hard-wired into it) that on input wire values W; of the i’th copy of C”, applies £ to (W_;, W;). Then
0 e L. Let Wf,Wii_l denote the wire values of C” in H*, H*~!, respectively, and let 4, z* denote the
input and output (respectively) of the i’th copy of C” (notice that these are the same in both hybrids,
since we have conditioned on W_;). Then ¢ (Wf_l) =0 ((Ti,T2) (y',2")). Moreover, by the negation
assumption

SD (¢ (W) ¢ ((T1, To) (', 2))) = SD (¢ (W) . £/ (W 1)) > €

which contradicts the £-leakage-tolerance of Construction 3.11.
Second, we claim that SD (H, IdeaI’) < (m+1)e. Recall that

H=L W, (T1,T2) W y") s+ (T1, T2) W8l y™))

and

ideal’ = £ (W, (T, T3) (W) o+ (T2, T2) (Wi ™) ) -

We define an additional hybrid distribution H' = (17\7, (T1,72) (Wcl)ut,yll) s (T, T2) (VNVZ)"ut,ym’)>

(That is, H' is identical to Ideal’, except that to simulate the internal wires of the m copies of C", the
outputs are sampled according to the distribution over (yl’, e ,ym’).) Then:

e SD (7—[’ 7IdeaI’) < me. Indeed, we can condition both distributions on the value of W, and
let ¢ be the leakage function (with W hard-wired into it) that on input (zl, . -,zm), outputs

l ((7-1,7-2) (W(l)ut’zl) oo (T T2) (Wg)nuvzm))- Then ¢ € L, H' = ¢ (y",---,y™), whereas

Ideal’ = ¢ (yl, e ,ym). Therefore, SD ('H’, Ideal') < me by the leakage-resilience of Enc'é‘IMSS and
a union bound. (The L-leakage-resilience of the LRCC of Theorem 3.5 guarantees that the input
encoding is (L, €)-leakage-indistinguishable, since leakage functions may choose to leak only on the
inputs of the compiled circuit.)

e SD(H',H) < e. Indeed, since the outputs y,---,3™ of the m copies of C” are identically dis-
tributed in both distributions, we can condition both distributions on these values. Let ¢ be
the leakage function (with (y',---,y™) hard-wired into it) that on input wire value W’ for C’,

extracts the outputs (Wcl)/;t,'--,WE)”LD of C’, generates, Wg;c = (T, T2) (ngut,yi’) for every
1 <4 < m, and outputs ¢ (W”, WL 7ng;)- Then ¢’ € L, and notice that ¢ (W') = H, whereas

Dec>

4 (VNV) = H'. Since W', W are both generated by evaluating C’ on different inputs, the £-leakage-
resilience of the LRCC of Theorem 3.5 guarantees that SD (E’ W), ¢ (VNV» =SD(H,H') <e.

Next, we consider the case that B # (). The difference from the first case is that now Real includes the
output of C', the decoded output of Dec, and the inputs chosen by the adversary for the corrupted parties;

and Sim receives the outcome of the computation, and is required to simulate the outputs of C, and the
inputs chosen by the adversary. The simulator operates as follows. (Notice that the only differences from
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the case that B = () are: (1) in Step (3), when for the parties in B, Sim generates encodings of their actual
inputs; and (2) in Step (2), when Sim uses the actual output of C' to generate the output of C".)

1. Obtaining B and the leakage function. Invokes .4 on input 1" to obtain the set B of corrupted
parties, and a leakage function /.

2. Obtaining inputs (of corrupted parties) and output. Chooses to corrupt the set B, and
obtains {z;};.g (Which it also forwards to A), and y = C (21, -, Zp).

3. Simulating the wire values of C’. For every i € B, computes Z; < Enc (xi, 1, 1|C‘), and for

every i ¢ B, generates Z; + Enc (0", 1%, 1|C‘). Sim then evaluates C’ on (Z1,---,Zy,), and let w
denote the wires values of C’ in this evaluation. Let W(ljut, -+, W3, denote the restriction of W to

the m outputs of C’. (Intuitively, the simulator emulates the evaluation of C’ when the inputs of
all honest parties are the all-0 strings.)

4. Simulating the wire values of C”.

e Runs the simulator SimPF to obtain view-translator circuits (T1,T2)-
e For every i € B, sets y* = DecSIMSS (Wgut, 1t 1‘C|>.

e Picks y’,i ¢ B uniformly at random subject to the constraint that y = @;’Llyi, and generates
a random encoding 7 + Encauss (¥, 14, 11€1).

e For every i ¢ B, uses (71,72), with inputs (VNVé)ut, §Z> to obtain simulated wire values Wéec
for the 2’th copy of C”.

e For every 7 € B, lr/l\o/nestly evaluates C” with input VNVé)ut, and masks as defined in Z;, to obtain
the wires values W} of the i’th copy of C”, and its output y'.

[ ] SetS WDec - (Wée(ﬂ T WB’ZC) .
5. Outputs ({@}ieg W, WDec) :

Let —
Ideal = (B, (Zi}ie ! (W,WDec) @) ,y))

and
Real = (B, {ZL‘;}Z-GB A OV, Wpec) » ((@\17 e »37”) ,y))

where W, Wpe. are the wire values of C’, and the m copies of C” (respectively) in the real world execution
on the inputs {z}},.g chosen by the adversary (and honmest encodings 7; of x; for every i ¢ B), and
(¥',---,y™) are the outputs of the m copies of C”.

We claim that for every n € N, every (z1, --,xm,) € ({0,1}™)™, and every £ € L it holds that
SD (Real, Ideal) < (2m — 1) €. Since B is identically distributed in both distributions, and so are the output
y and the inputs {Z;},cp,{7;};cg (in both cases these are honestly-generated encodings of {x;};cg), it
suffices to prove indistinguishability conditioned on these values. Let

Ideal’ = (5 <)7V/, WDec) ) (gla T 7gm)>

and

Real’ = (e (W; WDec) ’ (/y\la e 7@%)) :

We show that for a large enough ¢, Real’, Ideal’ are both statistically close to the hybrid distribution
defined as follows:
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e For every i ¢ B, encode 7, < Enc (z;,1%,11°). For every i € B, set Z, = &; ({Zi};cg are the input

encodings both Real, Ideal were conditioned on), and evaluates C’ on (Z,---,Z},). Let W denote
the wire values of C’ during this evaluation, and W, denote its restriction to the outputs of C".
Interpret Wy, as m encodings Wg ., - -+, Wg..

e Forevery i ¢ B, decode i = Decgﬁ/lss (W§ - 1), compute a fresh encoding " < Encvss (y', 1Y),
and apply (71, 72) to (W§,..y") to obtain simulated wire values WJ,. of the i’th copy of C".

e For every i € B, honestly evaluate C” with input W§,, and masks as defined in Z}, to obtain the
wires values WY__ of the i’th copy of C”, and its output y”.

o Set WIIDec - (WDec’ ’ WDec)

e H= (£ (W/aWIIDec) ’ (y/17 e ayfm))

We first claim that SD (Real’, ) < (m — |B|) e < (m — 1) e. Indeed, the only difference between these
distributions is the wire values of the m — |B| copies of C” that correspond to the output shares of the
honest parties. Similar to the case that B = (), we can bound the statistical distance using a hybrid
argument, moving from #H to Real’ by changing the wire values of one of these copies (i.e., a copy of C”
that decodes the share of an honest party) at a time, from simulated to actual wire values.

Second, we claim that SD (7—[, Ideal’ ) < me. We define an additional hybrid distribution H’ which is
generated similar to H, except that for i ¢ B, the internal wires VNVgec of the 7’th copy of C” are generated
as (T1,T2) (W, '), where the §'’s for i ¢ B are generated as in Ideal (i.e., as encodings of y*’s that are
random subject to the constraint that together with y*,7 € B they sum to y). Then:

e SD(H',H) < (m — 1) e. Indeed, we can condition both distributions on the values of W', {WDeC}zeB’
and {yi’} B Let ¢ be the leakage function (with W’{WDec}ieB7 and {y“}ieB hard-wired
into it) Wthh on input {z } ¢ operates as follows. For every i ¢ B, it computes Wf)’ec =
(T1, T2) Wi 2 ) and outputsﬂ W Whees -+, WEL). Then 0! € L, H =0 (y",---,y™), whereas
H =0 (y*,---,y™). Therefore, SD (H',H) < (m —|B|)e < (m — 1) € by the leakage-resilience of
Enclpss and the union bound. (The L-leakage-resilience of the LRCC of Theorem 3.5 guarantees
that the input encoding is (L, €)-leakage-indistinguishable, since leakage functions may choose to
leak only on the inputs of the compiled circuit.)

e SD (H/,Ideal) < e. Notice first that {Wé)ut}. 5 = {Wgut}ieB since Ch@" outputs a random additive
(S

secret sharing of C’s output (and B # [m], so the shares of i € B are uniformly random in both
distributions), and C’ outputs random encodings of the outputs of C*"?"¢. Consequently, the outputs
gt -+, g™ of the m copies of C" are identically distributed in both distributions: for i ¢ B this is
by the choice of 3'; whereas for 4 € B this is because in both distributions they are generated in the
same way from the inputs of the copies of C” that correspond to 7 € B. Moreover, since for every
i ¢ B, WDeC and Wéec are obtained by honestly evaluating the i’th copy of C”, and the same masks
are used in both (the masks are provided as part of the encoding &;, which we have fixed), then
these wires are also identical in both distributions, and we can further condition both distributions

on the value of these wires. Let ¢’ be the leakage function (with @1, e ,gm) and {ijec} 5 hard-
1€

wired into it) that on input wire value W for C’ operates as follows. First, it extracts the outputs

(Wcl)/;t, e ,Wgﬁ;) of C'. Then, for every i ¢ B it generates ngec = (T1,7T2) (Wg;t,'yvz) Finally,

it outputs ¢ (W”, {VNVESC}. 5 {Wg;c}.@). Then ¢/ € L, and notice that ¢ (W') = H', whereas
1€ 1

4 <W) = Ideal. Since W', W are both generated by evaluating C’ on different inputs, the £-leakage-

resilience of the LRCC of Theorem 3.5 guarantees that SD (H', Ideal) = SD <€’ WwWhH ()7\//)) <e.
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Second, we claim that SD (%, Ideal’) < e. Indeed, since the output (gﬁ, e ,yj”\”> of C" is identically
distributed in both distributions, we can condition both distributions on this value. Let ¢’ be the leakage

function (with (yAl, - ,ﬁ) hard-wired into it) that on input wire value W for C’, extracts the outputs
W4, of C', generates W[ = (T1,T2) (Wgut, (171, e ,y/f\”>>, and outputs ¢ (W" , W[..). Then ¢’ € L,

and notice that ¢/ (VNV) =/ (VNV, WDEC>, whereas ¢/ (W') = ¢ (W', W]..). Since W', W are both generated
by evaluating C’ on different inputs, the L-leakage-resilience of the LRCC of Theorem 3.5 guarantees
that SD (z/ W), ¢ (W)) — SD (H, Ideal) < e. m

7 A Multiparty LRCC

In this section we construct a multiparty LRCC that withstands active adversaries. The high-level idea of
the construction is as follows. Given an m-party protocol C, we first replace it with a circuit C"a" that
emulates C' but outputs a secret-sharing of the outputs, then compile C*M2® using the LRCC of [GIM*16].
We then refresh each of the shares using a circuit Cpec.. However, to guarantee leakage-resilience, and
correctness of the computation in the presence of actively-corrupted parties, we first replace the circuit
Cpec with its additively-secure version C[., then compile Cf . using the LTCC of [DF12] to obtain a
leakage-tolerant circuit éllDec‘ We use m copies of CAJ'I’DeC, where the i’th copy refreshes the ¢’th secret
share, using masking inputs provided by the i’th party. Each party provides, as its input encoding to the
device, both a leakage-resilient encoding of its input, and the masking inputs needed for the computation
in éDec. (We note that the only difference from the construction of a passive-secure MPCC is that Cpec is
replaced with an AMD circuit.) The output decoder decodes each of the secret shares, and reconstructs
the output from the shares (unless it detects that one of the parties provided ill-formed masking inputs,
in which case the computation aborts). This is formalized in the next construction.

Construction 7.1 (Multiparty LRCC). Let m € N denote the number of parties, t € N be a security
parameter, n € N be an input length parameter, k € N be an output length parameter, and ¢ € N be a
constant. The m-party LRCC uses the following building blocks:

e The LRCC (CompGIMSS,EﬁIMSS = (EncﬁIMSS,Decﬁ’IMSS),Decgﬂ/lss) of Theorem 3.5 (Construc-

tion 3.4), where the outputs of the leakage-resilient circuit are encoded by the encoding scheme
(EnCGIMSS : IFQ — F%Ct, DeCGIMSS : F%Ct — ]F%)

e The LTCC (CompDF, EPY) of Theorem 3.14 (Construction 3.11) over a field F = Q(t), and its
underlying encoding scheme EBF = (EncBF7 Dec'D"F) that outputs encodings of length AP (n,t).

e The additively-secure circuit compiler Comp®®® of Theorem 2.5.

The m-party LRCC (Enc, Comp, Dec) is defined as follows.

In

o For every y = ((fi,f}i,yl),-",(le, }_?’g,ym)) € (F2+2t0(k+1))m, Dec (y, lt) computes (fl,zl) =
Decgﬁ/ISS (yi, 1t). If f}: = f}z = flQ =0 for all 1 < i < m then Dec outputs (O, > zi), otherwise
it outputs (1,0’“). (Intuitively, each triplet (fi,f}é,yi) consists of a pair of flags output by the
LTCC, indicating whether the computation in one of its gadgets failed; and an encoding of a flag,
concatenated with an additive secret share of the output.)

e For every n,t,tiy € N and every x € F", Enc (z,1%,1) = (EncGIMSS (z,1,1%m) ,EncD¥ (0fm,11)).

e Comp on input m € N, and an m-party circuit C : (F*)"™ — FF:

1. Constructs the circuit C*"" : (F™)™ — F™ that operates as follows:
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— FEvaluates C' on inputs x1,- -+, Ty to obtain the output y = C (1, -+, Tp).

— Generates Y1, ,Yym—1 €r F*, and sets y, = y @ Z:’;l Yi- (Y1, Ym are random
additive secret shares of y.)

— For every 1 < i <m, generates y, by replacing each bit of y; with (the bit string represen-
tation of ) the bit as an element of .

— Outputs (Yy,--,Y.,)-

2. Computes C = CompGIMSS (Cshare) ]

3. Construct the circuit CPeC : FAct(k+1) _y Faet(k+1) 4pat operates as follows:

— Decodes its input using Decg’ﬁ/lss to obtain a flag f € Fy and output z € FF.
— If f =1, sets 2/ = 0F, otherwise 2’ = z.

— Generates e + Encgivss ((f, 2, 1t), and outputs e.
4. Generate Camd — Comp2dd (CDeC).

5. Generate C" = CompP¥ <5amd>.

6. Outputs the circuit C obtained by concatenating a copy of C" to each of the m outputs of C’.
(We note that the i ’th copy of C" takes its masking inputs from the encoding of the i’th input
to C.)

The next theorem states that Construction 7.1 is a multiparty LRCC.

Theorem 7.2 (Multiparty LRCC). Let n,k € N be input and output length parameters, S (n) : N — N
be a size function, € (n),€ (n) : N — (0,1) be error functions, t € N be a leakage bound, let ¢ € N be a
constant, and let m € N denote the number of parties. Let L denote the family of all t-BCL functions.

1If:

) (CompGIMSS, EncUIMSS, Decg’ﬂ/lss) is an (L,€,8 (n) + 2m)-relazed LRCC with aci)oré,s where for se-
IM (t)

curity parameter t, Decgf}ysg, Encaivss can be evaluated using circuits of size s ,

o Comp®¥ is an ¢ (n)-additively-secure circuit compiler over F, where there exist: (1) B : N — N
such that for any circuit C, Comp?¥ (C) has size at most B (|C|); and (2) a PPT algorithm Alg’
that given an additive attack A outputs the ideal attack (ai”,AO“t) (whose existence follows from
the additive-attack security property of Definition 2.2), and

° (CompDF, EDF) s an (E, €, B (QSGIMSS (t) + ck‘))-LTC’C.

Then Construction 7.1 is an m-party (L, (2m + 1) e(n) + € (n) + negl (¢), S (n))-LRCC.
Moreover, if on input a circuit of size s, Comp®™3S CompPY output circuits of size , and

sP¥ (), respectively, then on input a circuit C of size s, the compiler of Construction 7.1 outputs a circuit
C of size ™SS (5 + 2m) + sPF (B (2s9M5S (¢) + ck)).

gGIMSS <S>

Proof. We show that Construction 7.1 has the required properties. It follows directly from the con-
struction that the compiler has the required syntax.

Complexity. Let C be a circuit to be compiled, and denote s = |C|. Then the circuit C*"®" constructed
in Step (1) has size s + 2m. By the assumptions of the theorem, the circuit C’ Constructed in Step (2)
has size §5™SS (5 + 2m). Moreover, since DecSIMSS Encgryss have size sS™SS (1), then there exists a
constant ¢ € N such that the circuit CP® constructed in Step (3) has size 2s™5S (¢) + ck. Consequently,
the circuit C2™4 from Step (4) has size B (2538 (¢) + ck), and so the circuit C” from Step (5) has size

sPF (B (259155 (1) 4 ck)). Therefore, the combined size of the compiled circuit C is §CIMSS (5 4 2m) +
sPF (B (2s9™35 (1) + ck)).
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In particular, we have shown that for every m-party circuit C, ‘CShare} < |C| + 2m,
and ‘5’3'“0" < B(2s%™5S(t) + ck).  Therefore, if |C| < S(n), then the leakage-resilience of
GIMSS’ EnCEIMSS, Decgﬂdss)
DF EDF)

(Comp guarantees that C” is (L, €)-leakage-resilient, and the leakage-tolerance

guarantees that C" is (L, €)-leakage-tolerant. (This will be needed to argue security.)
GIMSS

of (Comp
Correctness. The perfect correctness of Comp guarantees that C’ perfectly emulates Cshre, ie.,
C’ outputs an encoding (which can be decoded using Dec§IM58) of the output of C*"@" which in turn
is (by the definition of CMa®) an additive secret sharing of the output of C. Moreover, the 1—ce
correctness of CompPF guarantees that except with probability €, each copy C” perfectly emulates €29
when its inputs are well formed (which corresponds to the case in which there is no additive attack on
C?md), Using the union bound, except with probability me all copies of C” perfectly emulate C2™9,
and conditioned on this event, the perfect correctness of Comp®™? guarantees that C” perfectly emulates
CPec. Therefore, when C is evaluated on a well-formed encoding of (z1, -+, xy,), conditioned on the event
that non of the copies of C” failed, its output is identically distributed to valid encodings, according to
Encgivss, of an additive secret sharing of C' (1, -+, %y, ). Finally, the perfect correctness of the encoding
scheme (Encarvss, Decgivss) guarantees that all the decodings in Dec succeed, and so the output is
C (1, zm). In summary, the output is C (21, -+, 2,) except with probability me.

Security. We describe a simulator Sim that simulates the wire values of C. Sim uses the adversary A as
a black-box to determine the set B = {iq,---,i,} of corrupted parties (Sim chooses to corrupt the same
set of parties).

We first consider the case that B = (). The proof of this case follows identically to the case B = () in
the proof of Theorem 6.2, except that Encgmuss (instead of Enc%’}f\/lss) is used to generate the outputs of
the copies of C”, and we use the fact that the L-leakage-resilience of the LRCC of Theorem 3.5 implies
that encodings generated by Encgruss are L-leakage-indistinguishable (since it is used to generate the
output encodings of the leakage-resilient circuit, and leakage functions can choose to leak only on the
outputs).

Next, we consider the case that B # (). There are two main differences from the case that B = : (1)
Real now includes the output of 6, the decoded output of Dec, and the inputs chosen by the adversary
for the corrupted parties, and Sim receives the outcome of the computation, and is required to simulate
the outputs of c , and the inputs chosen by the adversary; and (2) the adversary may provide ill-formed
encodings as its input to the computation.

The simulator will first invoke A on input 1™ to obtain the set B of corrupted parties, and a leakage
function ¢. Sim then chooses to corrupt the set B of parties, and receives their inputs {x;}, g, which it
also provides to A. It then receives from A effective inputs {w;},.g to be used for the computation. For
every i € B, Sim interprets w; = (), mask;), where Z is the encoded input of the i’th party to C’, and
mask} are the masks it provides for the i’th copy of C”. (Notice that this interpretation is consistent with
the way C interprets its input encoding.) Recall that if # is not a valid encoding according to Encifpyss
then it is interpreted in C as encoding 0™. Therefore, we can assume without loss of generality that every
7, is a valid encoding of some z; € F§ (since for invalid encodings 7}, we set 2 = 0"). We consider two
possible cases, according to whether the masks mask/ are well-formed or not.

First, consider the case that for every i € B, mask consists of well-formed masks (i.e., inner-product
encodings of 0). In this case, Sim chooses {z}},.g as the effective inputs of the parties in B. The simulator
then receives y = C (2, - - -, 2},), where for every i ¢ B, x} = x;. The simulator uses {w;},.g as the inputs
the adversary would have used in the real world. Notice that in this case, all masks used in the copies
of C" are well-formed, so no additive attack is launched on the copies of C®™4, and consequently they
emulate the computation in CP. The proof now continues similarly to the case B # @ in the proof of
Theorem 6.2. The only differences are that Sim:

e Uses w, as the inputs of the parties in B (instead of generating them as valid encodings of ;).

e Uses Encgvss (instead of Enclipyss) to generate the encodings at the outputs of the copies of C”.
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e Sets the value of b (which indicates whether to abort the computation or not) based on whether
any of the copies of C” corresponding to parties in B set a flag. More specifically, if for some i € B
the i'th copy of C” outputs fi # 0 or f}é # 0 then Sim chooses b = 1 (indicating to abort the
computation), otherwise it chooses b = 0.

The analysis of the simulator now follows similarly to the proof of Theorem 6.2. The difference
(other than the aforementioned modifications in the simulation) is that active parties may influence the
computation in the copies of C” by choosing masking inputs that would cause a gadget to fail. (We note
that since the masking inputs used in all the copies of C” are well-formed, this is the only reason the
decoding in Dec might fail, and cause the output (1, 0’“).) However, this would only influence the copy
of C” corresponding to that malicious party, and the probability that the copy fails happens with the
same probability in both the real world and the simulation (since the distribution over the inputs and
masking inputs of the copy is the same in both worlds). (We note that for copies of C” that correspond to
i ¢ B, the gadgets might fail only with negligible probability, since in a real-world execution this happens
only with negligible probability, and the simulated and actual leakage on C” is statistically close by the
leakage-tolerance of the LTCC.)

Finally, consider the case that not all mask} are well-formed, i.e., there for at least one i € B, mask|
is not an inner-product encoding of the all-zeros string. Let Z = {i € B : mask] is ill formed}. Then
Lemma 3.16 guarantees that for every ig € Z, there exists an additive attack A;, such that evaluating
the io’th copy of C” with masks maskgo is equivalent to evaluating the underlying circuit Cmd under the
additive attack A;,. Moreover, this attack can be efficiently extracted from maskj,. Then the additive-
attack security of Camd guarantees that there exists an ideal additive attack a;'; on the inputs of CPe,
and a distribution A;, over additive attacks on the outputs of CP%, such that for any input z of C'Pec,

SD (éamd’Aio (z),CPee (z + aig) + .AZ-O) < €' (n), and these ideal attacks can be efficiently computed from

A;,. We consider two possible cases.

First, assume that a;r(‘) #+ 0 for some ig € Z. In this case, Sim chooses b =1 (i.e., chooses to abort the

computation). (Notice that Sim can determine whether aii’; # 0, since a;’(‘) can be computed efficiently from
aii';, which can be computed efficiently from A,;,.) The simulation in the case continues in the following
way:

1. Simulating the wire values of C’. For every i € B, Sim sets z; = 7}, and for every i ¢ B,
Sim generates Z; < Encamvss (On,lt). Sim then evaluates C’ on (x7,---,Zy,), and let W denote

the wires values of C’ in this evaluation. Let Wéut, e ,Wgut denote the restriction of W to the
m outputs of C’. (Intuitively, the simulator emulates the evaluation of C’ on the effective inputs
chosen by the adversary, using the all-0 string as the input for the honest parties.)

2. Simulating the wire values of C”.

e Runs the simulator SimPY to obtain view-translator circuits (71, 7).

e For every i € B, honestly evaluates C” with input Wéut, and masks mask;, to obtain the wires
values WY __ of the i’th copy of C”, and its output 7.

e For every i ¢ B, picks 3 € F5 uniformly at random, and generates a random encoding 3’ ¢
Encarvss (yi,lt,lm). Then, Sim uses (71,72), with inputs (Wgut,gi) to obtain simulated

wire values VNVEGC for the i’th copy of C”.

e Sets WDec = (Wéeca T ngec)'

3. Outputs ({@g}iGB W, VNVDec)-
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Let
Ideal = (B { } icB (W> WDeC> ) (@1""’37"1) ’ (1’0k)>)

and
e = (B )9, W) (057 )

where W, Wpec are the wire values of C’, and the m copies of C” (respectively) in the real world exe-
cution on the inputs {w;}, g chosen by the adversary (and honest encodings Z; of z; for every i ¢ B),
(y",---,y™) are the outputs of the m copies of C”, and ¢ is the output of the decoder Dec.

We claim that for every n € N, every (1, -, %m) € ({0 1}™)™, and every ¢ € L it holds that
SD (Real, Ideal) < (m — |B| +2) e+ ¢ +negl (¢) < (m + 2) €+ €' + negl (t). Since B, {w;}, g are identically
distributed in both distributions (in both cases these were chosen by the adversary), it suffices to prove
indistinguishability conditioned on these values. Moreover, since ai{(‘) #* 0 for some iy € Z, then except
with probability €, the evaluation of the ig’th copy of C” with maskj, is equivalent to evaluating CP*
under the additive attack a;j on its inputs. Lemma 3.3 guarantees that this attack is detected by the
decoder Decg‘fﬁdss except with negl (¢) probability, so the ig’th copy of C" will set a flag, which (by the
definition of Dec) will cause the output to be (0, 1]"). Therefore, we can further condition both Real, Ideal
on the event that an additive attack was detected, and the output of Dec is (0, 1’“) (this will only increase
the statistical distance by at most € + negl (¢)).

Let
Ideal’ = (5 (VNV, WDec) ) (gla T ’gm)>

and
Real’ = (E (W, WDec) y (y1/7 T 7ym/)) .

We show that for a large enough ¢, Real’, Ideal’ are both statistically close to the hybrid distribution #
defined as follows:

e For every i ¢ B, encode T} « Enc (z;, 1%, 1‘C|). For every i € B, set 2 = ¥ ({Z}},.g are the input

encodings both Real, Ideal were conditioned on), and evaluate C’ on (Z),---,2},). Let W denote
the wire values of C’ during this evaluation, and Wg,, denote its restriction to the outputs of C’.
Interpret Wg,,, as m encodings WY ., -+, Wg .

e Forevery i ¢ B, decode y' = Decgi‘ﬁﬂss (W8> 1'), compute a fresh encoding y* « Encuvss (y', 1Y),
and apply (77, ’TQ) to (W§,e,y"”) to obtain simulated wire values W, of the i’th copy of C”.

e For every 7 € B, honestly evaluate C” with input Wgut, and masks mask/, to obtain the wires values
WYL of the i’th copy of C”, and its output y”.

e Set WI/Dec = (WDec7 .. WDec)
o H=_LOV Wheo) ¥, - y™)).

We first claim that SD (Real’, ) < (m — |B|) €. Indeed, the only difference between these distributions
is the wire values of the m — |B| copies of C" that correspond to the output shares of the honest parties.
Similar to the case that B = (), we can bound the statistical distance using a hybrid argument, moving
from H to Real’ by changing the wire values of one of these copies (i.e., a copy of C” that decodes the
share of an honest party) at a time, from simulated to actual wire values.

Second, we claim that SD (’H, Ideall) < 2¢. We define an additional hybrid distribution H’ which is
generated similar to H, except that for ¢ ¢ B, the internal wires Wgec of the i’th copy of C" are generated
as (T1,72) (Wgut, gji), where the 7%’s for i ¢ B are generated as in Ideal (i.e., encode uniformly random
values). Then SD (H',1deal) < € by similar arguments to the ones used to prove the case B # ) in the
proof of Theorem 6.2. Similar arguments show also that SD (H',H) < €, where we also use the fact
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that at least one of the copies of C” caught the additive attack (since we have conditioned on this case),
and therefore outputted 0F. Consequently, the output of C contains at most k — 1 of the k additive
secret shares of the output, and so all these shares (and in particular, the shares corresponding to honest
parties) are random in H (i.e., identically distributed to how they were chosen in H’).

Now, consider the case that aig = ( for all iy € Z. In this case, Sim choses {E;}ZEB as the inputs of
the corrupted parties, and receives the output y = f (¢4, -, /,), where for every i ¢ B, z} = ;. Then,
Sim operates as follows:

1. Simulating the wire values of C’. For every i € B, Sim sets z; = 7, and for every i ¢ B,
generates T; < Encarvss (0”, lt). Sim then evaluates C" on (Z1,- -, Zn), and let W denote the

wires values of C’ in this evaluation. Let W(l)ut, e ,VNV[)”ut denote the restriction of W to the m
outputs of C’. (Intuitively, the simulator emulates the evaluation of C’ on the effective inputs
chosen by the adversary, using the all-0 string as the input for the honest parties.)

2. Simulating the wire values of C”’.

e Runs the simulator SimPY to obtain view-translator circuits (77, 73).

e For every ¢ € B, honestly evaluates C” with input Wéut’ and masks mask;, to obtain the wires
values Wgec of the i’th copy of C”, and its output §*. Let y* = Decarvss (W&ut, 1t>.

e Picks y',i ¢ B uniformly at random subject to the constraint that y = @g’;lyi, and generates a
random encoding §° + Encgvss (yi, 1, 1|C|). Then, Sim uses (71, 72), with inputs (VNVé)ut, ﬂl>
to obtain simulated wire values Wf)ec for the i’th copy of C”.

e Sets WDec = (Wéev BRI ngec>.
3. Outputs ({@hes ,W, WDec>.

4. Deciding whether to abort. For every i € B, checks whether a gadget failed in the ¢’th copy
of C”, and if so chooses b = 1. Otherwise, computes Dec ((ﬂl, e ,37’”) , lt), and if decoding failed
(i.e., Dec set a flag) then Sim picks b = 1. Otherwise, it sets b = 0.
Let o
Ideal = (Bv {@;}’LEB 7€ <W7 WDGC) ) ((gla Ty @Tn) 7Z)>

where z = (1, Ok) if Sim chose b = 1, otherwise z = (0,y), and

Real = (B, {0}, £ OV Woeo) (", .5™) ,¥))

where W, Wpec are the wire values of C’; and the m copies of C” (respectively) in the real world exe-
cution on the inputs {w;}, g chosen by the adversary (and honest encodings Z; of z; for every i ¢ B),
(y",---,y™) are the outputs of the m copies of C”, and ¥/ is the output of the decoder Dec.

We claim that for every n € N, every (z1,---,xm,) € ({0,1}™)™, and every £ € L it holds that
SD (Real, Ideal) < (m — |B| +2) e + ¢ +negl (t) < (m + 2) e + € +negl (t). Since B, {w;}, g are identically
distributed in both distributions (in both cases these were chosen by the adversary), it suffices to prove
indistinguishability conditioned on these values.

Let
ideal’ = (¢ (W Woec ) ((7+++.57) )
and
Real' = (¢ (W, Whee), ((¥",-+-.y™) ,¥)) -
We show that for a large enough ¢, Real’, Ideal’ are both statistically close to the hybrid distribution #H
defined as follows:
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For every i ¢ B, encode @ < Enc (z;,1%,11°1). For every i € B, set 2} = 7/ ({Z}},cg are the input
encodings both Real, |deal were conditioned on), and evaluate C’ on (Z),---,2},). Let W denote
the wire values of C’ during this evaluation, and W, denote its restriction to the outputs of C".
Interpret W(,,, as m encodings W§ ., - -+, Wg..

For every i ¢ B, decode y* = Dec¥% oq (W§,+» 1), compute a fresh encoding "' « Encivss (y', 1Y),
and apply (71, 72) to (Wg,., ") to obtain simulated wire values WJ,. of the i’th copy of C”.

ec

For every i € B, honestly evaluate C” with input Wgut7 and masks mask}, to obtain the wires values
Gec Of the ¢’th copy of C”, and its output y*.

Set WI/Dec = (Wl%lec’ T 7WITD)ZC)'

Compute y” = Dec ((y',---,y™) ,1").

H = (g (W/7 Wlljec) ) (y1//7 e 7ym//) ay//) .

We first claim that SD (Real’, %) < (m — |B|) e. Indeed, the only difference between these distributions
is the wire values of the m — |B| copies of C” that correspond to the output shares of the honest parties.
Similar to the case that B = (), we can bound the statistical distance using a hybrid argument, moving
from H to Real’ by changing the wire values of one of these copies (i.e., a copy of C” that decodes the
share of an honest party) at a time, from simulated to actual wire values.

Second, we claim that SD (H,ldeal’) < (m+1)e. We define an additional hybrid distribution #’
which is generated similar to H, except that for ¢ ¢ B, the internal wires Wgec of the i'th copy of C”
are generated as (71, 72) (Wgut, ﬂi), where the 7'’s for i ¢ B are generated as in Ideal (i.e., are uniformly
random), and 7" is generated as the output of Dec on {ﬂi}ieB , {yi”}i@. Then:

SD(H',H) < em. Indeed, we can condition both distributions on the value of
W', and let ¢ be the leakage function (with W' hard-wired into it) that on input
(zl,--',zm), outputs 5((7'1,7'2) (Wgut,zl),-“,(ﬂ,ﬁ) (Wgﬁt,zm)). Then ¢ € L, H =
(E’ (y1//7 _— ym//) , (ylu7 . 7ym//) 7y//)7 whereas H' = (5/ (ﬂl, . 7gm) , (Ql, . 7gm) ,Zj”), where for
i € B,y =9, and for i ¢ B, 4’ = y’. We claim first that 7", y” are identically distributed. In
both distributions, these are obtained as the output of Dec. Since (y',---,y™), (y',---,y™) are
additive secret shares of y, then if decoding succeeds, Dec outputs (0,y) in both cases. Moreover,
the probability that decoding fails is identical in both distributions (in which case Dec outputs
(1, Ok)), since it depends on the outputs of the copies of C” that correspond to i € B, and these
are identically generated in both distributions. Second, (y’,---,y™"), (g%, --,§™) are identically
distributed: {y”’}ieB = {gjl}ieB since these were generated in the same way, and {y“’}ieB , {gj’}ieB
are both random shares subject to the constraint that together with the shares of ¢ € B, they sum
to y. Consequently, we can condition both distributions on the outputs of the copies of C”, and the
output of Dec. This implies that SD (H', %) = SD (¢ (g',---,9™) . ¢' (y"",---,y™")) < em by the
leakage-resilience of Enc{ipgg, and using the union bound. (The £-leakage-resilience of the LRCC
of Theorem 3.5 guarantees that the input encoding is (L, €)-leakage-indistinguishable, since leakage
functions may choose to leak only on the inputs of the compiled circuit.)

SD (M, deal’) < e. Notice first that the outputs g',---, 3™ of the m copies of C” are identically
distributed in both distributions, and consequently so is the output of Dec. Therefore, we can con-
dition both distributions on these values. Moreover, the inputs to the copies of C” that correspond
to i € B are also identically distributed in both distributions (these are uniformly random values)
and consequently for ¢ € B, the internal wires VNVlijec of the i’th copy of C" are also identically
distributed (since they were generated in the same way). Therefore, we can further condition on
these values.
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Let ¢ be the leakage function (with @1, e gm), and {VNVEeC}‘ 5 hard-wired into it) that on input
1€

il

wire value W for C’, extracts the outputs {WOut}i ¢B of C’ that correspond to i ¢ B, generates
WEL. = (T1, T2) (WEL., §") for every i ¢ B, and outputs ¢ (W”, W, ,WBZ;). Then ¢' € £, and
notice that ¢ (W') = H’ (under our conditioning), whereas ¢’ (VNV> = Ildeal’ (under our conditioning).

Since W, W are both generated by evaluating C’ on different inputs, the L-leakage-resilience of the
LRCC of Theorem 3.5 guarantees that SD (E’ wn v (W)) =SD (H/,Ideal’) <€

We are now ready to prove Theorem 1.4.

Proof (Of Theorem 1.4). We show that Construction 7.1 has the required properties. Let

({0,1}")™ — {0,1}* be a circuit of size s. Then the circuit C*"¥® constructed in Step (1) of
Construction 7.1 has size s + 2m. Moreover, for parameter ¢, the circuit CPe constructed in Step (3)
has size s?¢ = O (tk), and depth O (logt) (this follows from the definition of Dec§IMSS and Encarvss)-
Therefore, C*™ has size poly (¢, k) and error negl (t) (this follows from Theorem 2.3). Therefore, there
exists a polynomial p (¢) such that for all ¢, p (¢t) > léamd‘ (here, we fix k and increase t).

For a parameter t, let f(¢) denote the minimal size of F for which Theorem 3.14 holds with
relation to p(t), and notice that f(t) = O(t). Let ' € N be such that for every ¢ > ¢,
t" < 0.16t"logy f (t") — 1 — log, f (t”). We instantiate Construction 7.1 with security parameter
t = max {t',t,0 - logm, k} for the LTCC of Theorem 3.14, and security parameter { = max {t, o logm} for
the LRCC of Theorem 3.5. Then correctness follows directly from Theorem 7.2. As for soundness, Theo-
rem 3.14 guarantees that there exists a negligible function ¥ (f) = negl (f), such that Construction 3.11
is an ([,BCL, (f) , P (f))—LTCC with simulator SimPY that outputs view-translation circuits (77, 72),

where p ( > ‘Camd‘ by the choice of {. Moreover, Theorem 3.5 guarantees that when instantiated with

security parameter ¢, Construction 3.4 is an (EtBCL, 2_’?, s+ Qm) -relaxed LRCC with abort. Therefore,
by Theorem 7.2, the circuit output by Construction 7.1 is (E’]%CL, € + negl (f))—leakage—resilient, where
€ =(2m+ l)max{ DF(§) 27 t} = negl (o).

Regarding the complexity of the construction, if C' has size s and depth d, then (as noted above)
|Cshare| = s + 2m, and consequently |C”| = (8 + 2m + dt + t*) (by Theorem 3.5). Moreover, éamd) <

poly (t, k:), and since the compiler of Theorem 3.14 causes a polynomial blowup, each copy of C” has size
poly (f, k), so over all the size of the leakage-resilient circuit C obtained from C is O (s +2m +di + t~2) +
m - poly (&, k) = O (s +m+d-max{t,ologm}) + m - poly (t,0,logm, k) = O (s + d (t + ologm)) + m -
poly (t,0,logm, k).

As for the input encoding, each party: (1) encodes its input to C” by running EncGIMSS, which (by
Theorem 3.5) takes time O (n+1t) = O (n +max {t,oclogm}) = O (n+t+ ologm); and (2) generate
the masking inputs for its copy of C” (there are O (|C”]) such inputs, and each masking input can be
generated in polynomial time (in its length)), which takes time poly (f, k) = poly (¢, 0,logm, k). Therefore,
the inputs can be encoded in time prover runs in time 0] (n) + poly (t,0,logm, k).

As for the output decoding, Dec evaluates Decgﬂdss m times, where each evaluation takes time
9) (£ +tk) = O (k- max {t,ologm,k}) = O (k (t + ologm + k)), then compares the O (m) flags to 0,
which takes O (m) time, and finally sums the m secret shares, which takes O (mk) time (since each secret
share has length k). Overall, decoding takes O (m - k (t + o logm + k)) time. [ |
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