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Abstract

We consider trace-zero subgroups of elliptic curves over a degree three field extension. The
elements of these groups can be represented in compressed coordinates, i.e. via the two
coefficients of the line that passes through the point and its two Frobenius conjugates. In
this paper we give the first algorithm to compute scalar multiplication in the degree three
trace-zero subgroup using these coordinates.

Introduction

Given an elliptic curve E defined over a finite field F;, an odd prime n and the group E(Fyn)
of Fyn-rational points of F, the trace-zero subgroup T;, of E(Fgn) consists of the Fyn-rational
points of ¥ whose trace is zero. Trace-zero subgroups were first proposed for cryptographic
applications by Frey in [6], and they turn out to provide good security, efficient computation,
and optimal data storage.

It is easy to show that solving the DLP in T), is as hard as solving the DLP in the entire
group E(Fgn) (see e.g. [8, Proposition 1]). Moreover, if E is supersingular, an analogous
result holds for the security parameter in the contest of pairing-based cryptography (see [13]
and [14]). In particular, the cardinality of T3 C E(F3) is in the range of ¢ and the complexity
of the DLP is O(q), that is, the square root of the group order (see |1, Section 22.3.4.b]). Hence,
from the point of view of security, the degree three trace-zero subgroup of an elliptic curve
defined over [F, is comparable to the group of points of an elliptic curve over a ground field
F,, where p is in the range of 7.

On the other hand, Weil restriction of scalars allows us to regard E(F4») as the set of
[F,-rational points of a variety of dimension n defined over Fy, and T}, as the set of F,-rational
points of a subvariety of dimension n — 1. Hence one would like to be able to represent
the elements of T;, via n — 1 F4-coordinates, as opposed to the n Fy-coordinates needed to
represent an element of E(IFy»). Optimal representations for the degree n trace-zero subgroup
of an elliptic curve have been proposed by Naumann in [12] for n = 3, Silverberg in [15] and
Cesena in [4] for n = 3,5, and Gorla-Masserier in (8] for small values of n and in [9] for any n.
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Optimal coordinates for the degree n trace-zero subgroup of a hyperelliptic curves of genus g
were proposed by Lange in |10] for ¢ = 2 and n = 3, and by Gorla-Massierer in [9] for any
g>1andn > 2.

In order to take full advantage of the optimal representation size for level of security
in trace-zero subgroups, one needs efficient algorithms to perform arithmetic on the group
elements represented in compressed coordinates. There are two natural ways to perform
scalar multiplication in 7},: One can either compute scalar multiplication in E(Fg») and use
compression and decompression algorithms to go back and forth between the usual coordinates
in E(Fgn) and the compressed coordinates in 7;,, or compute scalar multiplication directly in
compressed coordinates in T,.

The first approach is relatively straightforward: In all previously quoted work dealing with
optimal representations in 7},, the authors provide compression and decompression algorithms.
There is a wealth of knowledge on how to efficiently perform scalar multiplication on elliptic
curves and, in addition, the Frobenius endomorphism ¢ on the curve allows us to speed up
scalar multiplication in E(Fg4»), as explained in [1, Sections 15.1 and 15.2]. Following this
approach, computing scalar multiplication in T3 is usually faster than in the group of rational
points of a curve over a ground field of prime size in the range of ¢?. Observe also that in T
scalar multiplications can be further sped up by using the relation p? + ¢ + 1 = 0 involving
the Frobenius endomorphism (see |1, Section 15.3], [2], [3], [10], |12], [16]). Using the same
approach, one can also speed up the computation of the Miller function for the Tate pairing,
in the context of pairing-based cryptography (see [4]).

The second approach is performing scalar multiplication in 7}, in the optimal compressed
coordinates. To the extent of our knowledge, no such algorithm has been proposed yet. In
this paper, we give an algorithm to perform scalar multiplication in the degree three trace-
zero subgroup of an elliptic curve, in the representation proposed in [9]. Namely, let E be
an elliptic curve over I, whose degree three trace-zero subgroup T3 is cyclic of prime order
p. Our algorithm takes as input an integer m modulo p and the line through P € T3 and
its Frobenius conjugates, and it returns the line through the point mP and its Frobenius
conjugates. Our algorithm has interesting similarities with the Montgomery ladder algorithm
for computing scalar multiplication for elliptic curves, when the points are represented using
their z-coordinate (see [11] and |1, Section 13.2.3.d]). Moreover, our algorithm adapts the
above mentioned strategy for exploiting the relation ¢? 4+ ¢ + 1 = 0 satisfied by the Frobenius
endomorphism. Hence, we can maintain the advantages of such a strategy, even performing
the operation directly in compressed coordinates.

The paper is organized as follows. In Section [I| we establish the notations and some
preliminaries on the degree three trace-zero subgroup of an elliptic curve. We also present
some procedures for computation, that will be used in the subsequent algorithms. In Section[2]
we present our algorithm for scalar multiplication. Subsection [2.1] contains a subalgorithm
that will be called by the main algorithms, and a lemma which allows us to deal with special
cases. In Subsection [2.2] we propose a Montgomery-ladder-style algorithm which computes
scalar multiplication in 73. The algorithm makes use of the subalgorithm of Subsection 2.1
In Subsection [2.3] we exploits the properties of the Frobenius endomorphism to obtain an
optimized version of the Montgomery-ladder-style algorithm of Subsection The resulting
algorithm efficiently computes scalar multiplication in 75. In the Appendix we give the explicit
formulas that we have computed and that we use for computation.



1 Setting, notation, and formulas

1.1 Preliminaries and notation

Let IF, be a finite field of characteristic different from 2 and 3. Let E be an elliptic curve defined
over F, by an equation in short Weierstrass form, i.e. F is the zero-locus of a polynomial of
the form y? — f(z), where f(z) = 23 + Ax + B has no multiple roots and A, B € F,. Denote
by 4 the usual addition between points of F and by P the neutral element of E. For a field
extension F, C Fy», denote by E(F,») the group of Fyn-rational points of E.

Consider the Frobenius endomorphism on the group of Fgs-rational points of E:

0:E[Fps) — E(Fgs), (z,y)— (29,y7), Po — Px.
The Frobenius endomorphism induces the trace endomorphism:
Tr: BE(Fp) — E(F,), P~ P+o(P)+¢*(P),
whose kernel is the trace zero subgroup T3 of E(F3), i.e.
Ts={P € EFz): P+ ¢(P)+ ¢*(P) = Py}

Let P = (zp,yp) € T3 \ {Px} and denote by hp the equation of the line through P, ¢(P),
©*(P). Then
hP :y—(alx—l—ao) (1)

with aj,a9 € Fy. By [9, Corollary 4.2], hp of the form exists and is unique. Notice
moreover that
h_p(z,y) = —hp(z,—y) =y + (12 + ao).

Following [9], we represent an element P € T3 \ {Px} via the coefficients (ag, a1) of hp.
Such a representation is optimal in size, since T3 is a variety of dimension 2 over [F,. Intuitively,
optimality means that the number of coordinates is the least possible, see [9, Definition 2.7]
for the formal definition of an optimal representation. In this paper we give an algorithm to
compute scalar multiplication in 73 using the representation from [9]. Scalar multiplication
is the operation needed in most applications, e.g. in the Diffie-Hellman key agreement.

Notice that the representation that we use identifies each point with its Frobenius conju-
gates. As a consequence, addition in compressed coordinates is not well-defined, that is, hp
and hg do not determine hpig. However, scalar multiplication is well-defined: Given the
line hp = 0 and an integer m, the line h,,p = 0 through mP and its Frobenius conjugates
is uniquely determined. Observe the analogy with the representation of points of E via their
x-coordinates: m and the x-coordinate of a point P € E determine the z-coordinate of mP,
however the z-coordinates of P and ) do not determine the z-coordinate of the point P + Q.

In spite of the fact that one cannot compute hpyg from hp and hg, one can compute the
polynomial Sp g € Fylz,y| such that

div(Spo) = Y (¢'(P)+¢'(Q)) — 9Px.
0<i,j<2

The polynomial Spq is unique up to multiplication by a nonzero constant and it is of the
form

Spo = (Spo)1 +y(Spg)2 = (a4x4 + asz® + asx® + ayx + ap) + y(b3x3 +box® + by + bo).



Notice that, if P4+ Q, P + ¢(Q), P + ©?(Q) # Pso, then
Spo = hp+th+Lp(Q)hp+¢2(Q) mod y2 — f(x). (2)
From hp and Spg one can compute the polynomials
Hp = f — (1z + a0)?, Bpg = f(Spq)3 — (Spe)i € Fyla].
In the next lemma we collect a few useful facts.

Lemma 1. Let Hp = f — (a1z + ap)*, Zpo = f(Spg)3 — (Spq)i. The following equalities
hold, up to a nonzero constant:
1. Hp = hph_p mod y? — f(x),

Hp = (z —ap)(z — ob)(x — 2%),

2.
3. Sfpny(l',y) = SP,Q(£7 _y)}

4. ¥pg = Sp@S-p—o mod y® — f(z),
5.

Ypo = Hogi,jg(l‘ - xw"(P)Jrsoj(Q))'

Moreover, the following are equivalent:
6. (Spg)2 =0,
7. b3 =0,
8. ¢'(P)+ ¢ (Q) = Py for some i, j,

9. div(Spg) = (P 9(P)) + (¢(P) — P) + (P —2(P)) + ($*(P) — P) + (¢(P) — P(P)) +
(¥*(P) = ¢(P)) — 6Px.
Proof. 1. and 2. follow from [9, Corollary 4.2].
3. Observe that div(S_p_q) = Zogi,jQ(_‘Pi(P) —¢©/(Q)) — 9Ps, hence

S_p-q(x,y) = (Spehi(z) —y(Sp)2(x) = Spo(z, —y)

up to a nonzero constant.
4. By 3. SpoS_p_g = (Spg)? —y*(Spg)3 = Xpg, up to a nonzero constant.
5. By 4.

div(£pg) = div(Sp)+div(S-p-g) = Y (F(P)+¢ @)+ D (—¢'(P)=¢/(Q))-18Px,

0<i,j<2 0<i,j<2

hence Xp g = [[o<; j<2(% — Zyi(p)44i(@)) UP to a nonzero constant.

7. = 8. If by = 0, then deg(Xpg) < 8, hence one of the sums ¢'(P) 4+ ¢’ (Q) must be Ps..
8. = 9. If ¢'(P) + ¢(Q) = Py for some i and j, then SPQ = S¢i(P) i (Q) = Sei(P),—pi(P) =
Sp._p. Hence the zeroes of Spg on E are (P — (P)), £(P — ¢*(P)), £(p(P) — ¢*(P)) and
P, the latter with multiplicity six.

9. = 6. Since the zeroes of Spg on E are (P —¢(P)), £(P — ¢*(P)), £(¢(P) — ¢*(P)) and
Pso with multiplicity six, then Spg = (¥ — Tp_,(p))(® — Tp_u2(p)) (T — Ty(p)—p2(p)) € Fylz].
Hence (Sp,g)2 = 0. O



1.2 Procedures for computing doubling and tripling formulas, and the co-

efficients of Spg

In this subsection we describe two procedures which allow us to compute doubling and tripling

fo

te

rmulas for the equation of a line, and the coefficients of the polynomial Sp . More precisely:

e Following Procedure 1, we were able to write explicit formulas for the coefficients of Sp g
in terms of the coefficients of hp and h¢q (see formulas (1) in the appendix) and for the
coefficients of hop in terms of the coefficients of hp (see formulas (2) in the appendix).

e Following Procedure 2, we wrote explicit formulas for the coefficients of hgp in terms of
the coefficients of hp (see formulas (3) in the appendix).

Moreover, in Proposition |5 we give a procedure to compute the coefficients of hp, g in
rms of the coefficients of Hp, g and Spg. We assume that (Spg)2 # 0, Hpyg and that

Hp,q is irreducible over Fy[x] (i.e., that P + Q & E[3](F,)).

Notation 2. For Procedures 1 and 2, we let o' ~1(P) = P; = (xp,, yp,), respectively ¢~ 1(Q)) =
Qi = (zQ,,yq,) for i € {1,2,3}. We denote by e1,ez,e3 the symmetric polynomials in
xTp,,Tp,, Tp, and by s1,s2,s3 the symmetric polynomials in zq,,zq,, TQ;,-

Procedure 1. Procedure to write formulas for the coefficients of hop in terms of those of hp
and for the coefficients of Sp¢ in terms of those of hp and hg.

1:
2
3
4
5:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:

17

18:
19:
20:
21:

for i € {1,2,3} > t; = 0 tangent to E in P, ¢; polynomial in the variables zp,, yp;, T,y
tz‘(xPi,prxay) A f/(xPi)x - QZUPZZU + (2y1231 - f,(xPi)xPi)
forj € {1,2,3} > rij = 0line through P; and Q;, ri; polynomial in the variables zp,, yp,, Tq;, ¥Q;, T,y

rij(me LQ;sYPi YQ;, ) y) — (ij _yPi)x—’_(xPi _mQj)y‘i‘((ij _xPi)yPi +(yPi _ij)xPi)
end for
: end for
3

T(Q?Pl y TPy TPy YP1» YPos YP3, T, y) < Hi:l t’L
R($p1 yLPys TPy, YPys YPos YP35s LQ15 LQ25 LQ35 YQ15 YQ25 YQ35 L y) «— ngi,jgg Tij

for i € {1,2,3}

replace yp, with (a1zp, + o) in 7" and in R
replace yo, with (f1zg, + fo) in R
end for
write T'(xp,,zp,,xp;), R(xp,,p,, xp,) as polynomials in ey, ez, e3
write R(zq,,%qQ,,%qQ,) as a polynomial in s1, s2, 53
Eq <—a%, E2<—A—2a0a1, E3<—C¥%—B
S1 4 B3, So « A—26yB1, S3 + B3 — B
: for i € {1,2,3}
replace e; with F; in T, R
replace s; with .S; in R
end for
recover hop via the equality (up to multiplication by a nonzero constant):

hap = T(z, —y)/(h2p) mod y* — f(z).



22: recover Spg via the equality (up to multiplication by a nonzero constant):

(Sph(x) = y(Spq)2(z) = R(z,y)/(hphy) mod y* — f(a).

Theorem 3. Procedure 1 is correct.

Proof. We first prove that the formulas of Procedure 1 are correct when hp # y and hg # hip.
We regard xp,, xp,, Tp;, £Q,, TQ,, TQ, as variables. Since hp # y, one has that 2F; # P, for
i € {1,2,3}, so ti(zp,yp,,x,y) = 0 the equation defining the tangent to E at P; is of the
form given in line 2 and div(t;) = P; + P + (—2P;) — 3Px. Since hg # hip, one has that
P, £Qj # P for i,j € {1,2,3}. Then ry(zp, 2Q,,YrYQ;, T, y) = 0, the equation of the line
through P; and @, is of the form given in line 4 and div(r;;) = P+ Q;+ (—(Pi+Q;)) —3Px.
Let T and R be as in lines 7 and 8 respectively. For i € {1,2,3}, one has that yp, = anzp, +ap
and yo, = B1xg, + Bo whence the correctness of lines 9 — 12. Moreover, T', R are symmetric
polynomials in the variables xp ,zp,,zp;, and R is a symmetric polynomial in the variables
xQ,,%Q,, TQ,- Hence they can be written as polynomial functions of ey, e2, e3 and si, s2, s3.
Correctness of lines 15-20 follows from Lemmal[I] Correctness of line 21 follows from observing
that

3 3 3
div(T) =Y P+ Y Pi+ > (—2P) = 9Py = 2div(hp) + div(h_sp) = div(h} - h_sp),

i=1 i=1 i=1
hence T' = hfp -h_sp mod y? — f(x) up to multiplication by a nonzero constant. Finally
3 3
div(R)=3) Pi+3) Qi+ Y (=(P+Q))~27TPx = div(hphySpa(r, —y)),
i=1 Jj=1 1<4,5<3

hence R = h?j;h%S (7, —y) mod y*— f(z) up to multiplication by a nonzero constant, hence
correctness of line 22 follows. To conclude, one can directly check that the formulas computed
in this way hold also in the case when hp =y or hg = h4p. O

Procedure 2. Procedure to write formulas for the coefficients of hgp in terms of those of hp.

—_

. for 1 € {1, 2, 3} > doubling formulas for P; and ¢; = 0 line through P;, 2P;

> x2p, Written as a rational function in the variables zp,,yp,

2
20 T2p (‘TPN yPi) A (f/(mPi)/2yPi) - 2xPi
> y2p, written as a rational function in the variables xp,, yp,
. / 2 _ _

3 vapr,(zp,yp) < (f'(er)/2yp) (P, — 22p) — yp,
> ¢; written as a rational function in the variables xp,,yp;,z,y

4 Li(zp,yp,a,y) < (Yap, —yp)o + (2p, — 22p)y + ((32p, — 2P )yp, + (Yp, — y2p,)2P)
5: end for

6: L(xP1 yLPyy TPy, YPy s YPrs YPs3, T, y) — H?:l 51

7. for i € {1,2,3}

8: replace yp, with (ajxp, + ap) in L

9: end for



10: write L(zp,,zp,, xp,) via the elementary symmetric polynomials ey, ez, e3

11: E1 — a%, E2 — A— 20(0041, E3 — Oz% — B

12: for i € {1,2,3}

13: replace e; with F; in L

14: end for

15:  Recover hgp using the formulas for hop found with Procedure 1, together with the
equality (up to multiplication by a nonzero constant):

(hsp) = L(z, —y)/(h—ph_sp) mod y* — f(x).

Theorem 4. Procedure 2 is correct.

We omit the proof of Theorem [ since it is analogous to the proof of correctness for
Procedure 1.

We now want to compute hpiq from Hp g and Spg. A straightforward way of doing
this is computing the coefficients of hp, g from those of Hp, g up to sign via the relations
wy = —%, w1 = A — 2771, wo = B — 3. One can then distinguish hpig =y — (0 + 712)
and h_p_qg =y+(v0+717), since Hpyq | (Spg)1+ (Y0 +712)(Sp,qg)2- This however requires
extracting a square root. The next proposition allows us to compute hpyg from Hp g and
Sp,o more efficiently, by solving a simple linear system.

Proposition 5. Suppose that P+Q & E[3](F,), that Q is not a Frobenius conjugate of —P or
—2P, and that P is not a Frobenius conjugate of —2Q. Write Hp, g = x3 + wox? + wiz + wo
and hpyg =y — (m1x + o) with 1,70, w2, w1, wo € Fq. Then (y1,70) is the unique solution
of the linear system whose augmented matriz is

wo(wg —b2) (b — wo) wpaz — aswawy — o
L(HP+Q, SPvQ) - wo(wl - bl) (b0w2 - wobg) wopag — a4wiwo — apws
wo(wo — bo) (b0w1 — blwo) wopal1 — a4w% — apWwi

Proof. Using the fact that Hpig|(Spg)1 + (712 + 70)(Sp,g)2, a simple calculation shows
that (y1,70) is a solution of the linear system with augmented matrix L(Hpig, Spg). Let
us prove that the solution is unique. Let (¢1,%p) be a solution of the linear system with
augmented matrix L(Hp1qg, Spg) and let (zo,yo) € T3 be one of the Frobenius conjugates of
P + Q. Notice that, since P + @Q ¢ E[3](IF,), the three Frobenius conjugates are distinct. By
construction, (Spg)i(zo) + (t1zo + to)(Spg)2(z0) = 0. We claim that (Spg)2(zo) # 0. In
fact, if (SP7Q)2<I'O) = O, then (SRQ)Q = HP+Q and HP+Q ’ (SP,Q)I- In particular,

2
0<div(Spo) —div(Hpig) = > ¢ (P)+¢/(Q) =) ¢'(-P-Q),

0<i,j<2i#] i=0

hence —P — Q = ¢'(P) + ¢/ (Q) for some i, j distinct. If 4,5 # 0, then —p¥(P) = P+ ¢'(P) =
—Q — ¥ (Q) = ¢"(Q) for some h,k, hence P and —@Q are Frobenius conjugates. Similarly,
@ and —2P are Frobenius conjugates if ¢ = 0 and j # 0, and P and —2@Q are Frobenius
conjugates if ¢ = 0 and j # 0. This concludes the proof of the claim. Since (Spg)2(zo) # 0,
then yo = t1z9 + top. Hence the line of equation y — (t12 + tp) has three points in common
with the line of equation hpyg. This implies that ¢; = v; and ¢y = 7o. O

7



Example 6. Let ¢ = 1021 and Fi = F,[¢]/(¢* — 5). Let E be the elliptic curve over
F, of equation y? = x3 + 230z + 191. Let P = (782¢% + 802¢ + 45,979¢% + 299¢ + 133),
Q = (466¢2 + 528¢ + 514, 742¢% + 1016¢ + 704) € T3, with hp = y — (987z + 642), hg =
y — (729z + 705). Using the formulas in the appendix, we can compute:

hap =y — (1000z + 280), hzp =y — (646x + 693),

Spo = (8232 + 94823 4 70922 + 530z + 741) + y(x> + +7822% 4 6362 + 100).

The matrix from Proposition || is:

809 123 843
L(Hpyg,Spg) = | 568 823 1755
787 382 388

Before we compute L, we compute Hpig = 23 + 88022 + 123z + 998 (in the next section
we discuss how to compute Hpig). Solving the system associated to L we find hpig =
y — (652 + 260).

2 Scalar multiplication in 73 using compressed coordinates

Throughout this section we assume that T3 = (P) is cyclic of order p, where p is a prime of
cryptographic size. Hence ¢(P) = sP, with s = (¢ —1)/(2+ ¢ — |E(F,)|) mod p, (see [1,
Section 15.3.1]). Let m be an integer modulo p. In this section we develop an efficient
algorithm to compute h,,p given m and hp. In order to do this, in Subsection we give
a subalgorithm that we use within the main algorithm, as well as a lemma which helps us
deal with special cases. In Subsection we present a Montgomery-ladder-style algorithm
that computes h,,p from m and hp. Finally, in Subsection we apply the usual Frobenius
endomorphism strategy to speed up our algorithm from Section This gives our main
algorithm to compute scalar multiplication in 73 using compressed coordinates.

2.1 Subalgorithm and special cases

Throughout this subsection m is an integer 0 < m < p. Because of the doubling formulas in
the Appendix, we may assume that m is odd.

Notation 7. Let mq, ma, n1, ng be integers such that mi+mg = n1+ng = m. Fori € {0, 1,2},
let h; = h’mlP—Q—goi(mzP): H; = Hm1P+gpi(m2P)7 ki = hn1P+gai(n2P)7 K; = Kan—l—goi(nzP)'

Let mq, mo,n1,no be positive integers such that m; + ms = ny + ny = m and suppose
that we are given Ay, p, hmypP, Pny P, hn, . The subalgorithm computes h,,,p by applying the
following strategy: Via the formulas found with Procedure 1, one can compute

S1 = SmPmep = S11 + 3512

from hy,, p, hm,p and
S2 = Sp1Pnop = 52,1 + 4522



from Ay, p, hn,p. Up to multiplying by a nonzero constant, S; = H?:o h; mod y? — f(z) and
Sy = H?:o k; mod y? — f(z), hence Sp, Sy share the factor hg = ko = hy,p. By Lemma

Hpp|G = ged (fsiz - 512,1, ng,z - 512,2)'

Moreover, if m1 P + ¢(maoP) and m1P + ¢(moP) are not Frobenius conjugates of +(ni P +
©(naP)) or £(n1 P+ p?(neP)), that is if hy, he & {k1(x,y), ka(z,y), —k1(x, —y), —k2(z, —y)},
then G = H,,p. In this case, one can compute h,,p from G and S; (or from G and S2) by
solving the linear system of Proposition [5| provided that the assumptions of the proposition
are satisfied.

We now give the subalgorithm and we prove its correctness.

Subalgorithm 1.

Input: The polynomials Ay, p, Ry P, iny Py Bng P, such that hy, ho & {k1, ka}.
Output : hyp =y — (12 + Y0)-

1: if hyy, p = hp,p then return h_,, p endif
2: if hy, p = hyp,p then return h_,, p endif
3: compute S = SmlP,mgP from hmlp, hm2p > formulas (1) in the appendix
4: compute So = Sy, pp,p from hy, p, hp,p
5:if hp, p(2,y) = —hm,p(x, —y) then
6: W « monic(5)

7 L+ L(I/V, Sg) > see Proposition

8 compute h =y — (12 + 79) by solving the linear system associated to L
9: return h

10: end if

11: if hy, p(z,y) = —hp,p(x, —y) then

12: W < monic(S2)

13: L+ L(VV, Sl) > see Proposition

14:  compute h =y — (712 4+ o) by solving the linear system associated to L
15: return h

16: end if

17: G« ged(f ST, — ST1, f535 — 534)

18: decompose G in irreducible factors in Fy[x]

19: Wy, - -+ Wy < monic distinct irreducible factors of G of degree 3

20: for j € {1,---s} do

21: W + Wj

22: if W 75 5172 then

23: L+ L(VV, Sl) > see Proposition

24: compute h =y — (712 + 7o) by solving the linear system associated to L
25: if W(viz+7)S22 + S2,1 then return h

26: end if

27:  else >W =S8,

28: L «+ L(W,S2) > see Proposition

29: compute h =y — (12 + 7o) by solving the linear system associated to L



30: return h
31: end if
32: end for

Theorem 8. Subalgorithm 1 is correct.
To prove the theorem we use the following.

Remark 9. Since T3 has prime order p > 3, then 73 N E[3|(F,) = {Px}. Hence Hg is
irreducible over F, for every @ € T3\{Px}, in particular H,,p is irreducible over F,[z] for every
0 < m < p. Moreover, h,,p # h_m,p, since, if this were the case, then mP + gpi(mP) = P.

Proof of Theorem[8 If hy,,p = hy,p as in line 1 of the subalgorithm, then maP = ¢*(m; P)
for some i € {0,1,2}. Since we assume that m is odd, then m; # mg and m; + ma = m < p,
hence i # 0. Therefore mP = (mj+mg)P = my(1+¢")(P) = —m1¢? (P) where {i,j} = {1, 2},
and 7 # j. It follows that h,,p = h_,,, p and line 1 is correct. The same argument shows that,
if hyy,p = hp,p as in line 2 of the subalgorithm, then h,,p = h_,, p, and line 2 is correct.

Correctness of lines 3,4 follows from Theorem

Up to multiplication by a nonzero constant, S = h,,phihe and So = h,,pk1ke mod y2 —
f(z). Moreover, by Lemma fSty — S = HoH1Hy and fS3, — S5, = HoK1 K> up to
multiplication by a nonzero constant. Suppose first that A, p = h_,,p as in line 5. Then
S1 = hpp(h_mp) = Hpp mod y? — f(x) (up to multiplication by a nonzero constant). In
addition, if Ay, p = h_m,p, then hy, p # h_n,p. In fact, if hy,p = h_p,p, then Sy =
Rmph—mp = Hpup = S1 mod 32 — f(z) (up to multiplication by a nonzero constant), which
is not possible since we are supposing hi, ho & {k1, ka2}. The inequality hy, p # h_y,,p implies
S22 # 0 by Lemma (1, Moreover, by Remark @ H,,p is irreducible over F,[z]|. So, in order
to apply Proposition |5| with W = monic(S;) and Sz, it remains to prove that H,,p # S22.
Suppose this is not the case. Then k; = h_,,p for some i € {0,1,2}. Since h,,p # h_pmp by
Remark@, we have that ¢ € {1,2} and k; = h_,,p = h1, which is not possible because hi, ha &
{k1,k2} by assumption. Hence one can apply Proposition [5|to W = H,,,p = monic(S;) and
So, and correctness of lines 5 — 10 follows. The proof of correctness of lines 11 —16 is analogous
to that for lines 5 — 10.

From now on, we may assume that hp,p # h_p,p and hy,p # h_p,p, which imply
S1.2,522 # 0 by Lemma . Let 1 < s <3, Wq,..., W, the monic distinct irreducible factors of
degree 3 over Fy[z] of G = ged(f ST, —Sty, fS5,—55,). By Remark@ Hy e {Wy,--- , W}
Moreover, for W e {Wi,...,W,}, one has that W = H; for some j € {0,1,2}. Then, if
W # 51,2, one recovers h = h; from W and Sp by solving the linear system of Proposition
(lines 22-24 of the subalgorithm).

We now consider line 25. If h = hg = hy,p, one has that W|(y1z 4+ 70)S2,2 + S2.1. Else,
h # ks for all s € {0,1,2}, as hy, ha & {k1, k2} by hypothesis. So W { (y12 + v0)S2,2 + 52,1 by
Proposition [5}, and line 25 is correct.

Finally, suppose that W = 51 2 as in line 26. If W # Hy, one has that there exists r € {1,2}
such that h; = —(h,(x, —y)). Moreover, there exists s € {1,2} such that h; = —(ks(z, —v)),
since W|G and hy,hy & {k1,ke}. Then h, = ks with r, s € {1,2}, that is not possible as
hi,hy & {k1,k2}. Hence W = H and there exists r € {1,2} such that h,,p # hyp = h_p,
from which ks # h_,,p for all s € {0,1,2}, since hq, ho & {k1,k2}. So W # S3 2, one recovers
h = hpyp from W and Se by solving the linear system of Proposition [5| and lines 26-30 are
correct. O
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We use the subalgorithm at each step of our Montgomery-ladder-style algorithm. We have
two different types of input lines: The first is used in the general case, and the second for
special cases.

(a) Input lines of type (a): The subalgorithm computes h,,p from hp, him-1yps hm=1p
2

and hm+1 p. The subalgorithm does not apply to a set M of special values for m.
2

(b) Input lines of type (b): Let R = {(—3,-7),(—3,5),(3,-5),(3,7)}, (r1,72) € R. The
subalgorithm computes hy,p for hy,p, heym_p)p for i € {1,2}. The subalgorithm does
not apply to a set M, ,,) of special values for m.

In the next lemma we describe the sets M and M, ,,). Moreover, we show that M N
(U(rhm) cr Mz, 1)) = 0. Therefore, one can compute h,,p using the subalgorithm with input
of type (a) if m ¢ M and with input of type (b) if m € M.

Lemma 10. In the setting established above, one has the following:

1. hpy(m—1)pi(P) = hmTflP+mT+1g0j(P) for some i, j € {1,2} if and only if m € M, where

{ +3 s—4 4s—1 s+5 4s+5

dpt.
2s+1 35 '2s+1'3(5+1)25+1 0 p}

Hence Subalgorithm 1 correctly computes hymp from hp, h(y,_1)p, hmTflP and hmTHP if
m¢e M.

2. Let R = {(=3,-7),(3,7),(=3,5),(3,=5)}, (r1,m2) € R. Then hy pim—r)pi(p) =
By Py (m—r)pi(P) JOT sOmE i, ] € {1,2} if and only if m € M, where

71,72)7

_ [ 17544 —4s-17 10s+11 10s—1 4s—13 17s+13
* M7 = { 95t s T 0 2541 25Tl —s-2> 2sy1  Wod (p)},

o M_3_7)={-m mod (p) | m € Mzn)},

_ ) 7s+8 —8s—T7 2s+13 2s—11 8s+1 7s—1
* M(_35) = {25+1’ s—1 ° 25417 25417 —5—2° 3511 mod (p)},

o M _5 = {—m mod (p) | m € M(_3,5)}.
Fiz (r1,m2) € R. Subalgorithm 1 correctly computes hy,p from hyeyp, hiypy him—r )Py Bm—ro) P
zfm ¢ M(?"1,7”2)'
3. One has that M N (U(m,rz)eR My, rpy) = 0. Hence, if Subalgorithm 1 cannot compute
hmp with input of type (a), it can compute it with input of type (b).
Proof. By Theorem and following Notation [7] we have that Subalgorithm 1 correctly
computes hp,p from the input lines Ay, p = hp, hpm,p = h(m,l)p, hpyp = hm-1p and
2
hn2p = hmTHP if hl,hg ¢ {k‘l,]fg}, that iS, if hp_i_(m_l)(pi(P) 7& hmTflP+mT+1¢j(P) for all
i,7 € {1,2}. We have that
hp+(m71)§0i(P) = hmT—1P+mT-§-14pj(P) for some ’L,j € {]., 2}
if and only if
m—1 m+1

P+ (m—1)¢'(P) = ¢* < 5 P+ 5 (pj(P)> for some 4,5 € {1,2},¢ € {0,1,2}.
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Since ¢(P) = sP and P is of order p, the last equality is equivalent to

, —1 1.
1—|—(m—1)s’:sz<m +m+ 53> mod p for some 4, j € {1,2},¢ € {0,1,2}. (3)

2 2
Moreover, P € T3, so P + ¢(P) + ¢*(P) = Ps, hence
l+s+s>=0 mod p, (4)

since ¢(P) = sP and P has order p. From one directly computes that is equivalent to
the statement that m € M. Notice that all denominators in M are nonzero modulo p, since
holds and p # 2,3. We have then proved part 1 of the lemma.

The proof for part 2 is analogous to that of part 1.

We now prove part 3. Suppose that M N (U(T1 ra)ER M, ry)) # 0. One can check by direct
computation that as = b mod p or as = —b mod p for some a and b such that 0 < a,b < 60
and a # b. If as = b mod p, then from one obtains that a® 4+ ab+b?> = 0 mod p, which is
not possible since 0 < a®+ab+b> < p. The case as = —b mod p can be treated similarly. [

Remark 11. Lemma is no longer true for small values of p. Consider e.g. the elliptic
curve y> = x3 + 5z + 4 over F7, with p = 31 and s = 25. We have M N M 3 7 =
{7,11,13} N {13,15} = {13} # 0.

Example 12. Let ¢ = 1021 and F;z = Fy[¢]/(¢* — 5). We consider the same E and P as
in Example |§|, i.e., we let I/ be the elliptic curve over F, of equation y? = 23 4+ 2302 + 191
and let P = (782¢% 4 802¢ + 45,979¢2 + 299¢ + 133). Then p = 1021381, s = 161217,
M = {161219, 322435, 322437, 465965} .

We show how to compute hsp using Subalgorithm 1 with input of type (a). In Example
6| we computed hop and hgp. Using formulas (1) and (2) in the appendix, we compute hyp =
y—(698x+155) from hop, S1 = (52424 +13123+82622+6312+160) +y (2> +2432% +6512+776)
from hp and hyp, So = (3312 + 6532 + 16922 + 2592+ 536) + y(23 + 57022 + 680z +578) from
hap and hgp. Then we compute G' = ged(f ST, — 571, fS55 — 93 ,) = 2° 4 45522 + 81 + 68,
hence G = Hsp, and Hsp # S12. So we obtain hsp = y — (736 4+ 804) from G and S; as in
line 24 of Subalgorithm 1.

Similarly one can compute h7p =y — (112x + 43) from hp, hgp, hsp, hap.

The next two examples illustrate special cases of Subalgorithm 1.

Example 13. Let E and P be as in the previous example and let m = 337887. One can
check that . 41
m— m
P+ (m—1)¢*(P) = == —¢*(P) = ——¢(P).

If we try to compute h,,p using Subalgorithm 1 with input of type (a), we first compute
G = 28 + 778x° + 862 + 77823 + 59922 + 494x + 658, which splits over F, into two irreducible
factors of degree 3, namely Wy = 23 + 1122 + 843z + 540 and Wy = 23 + 76722 + 1016z + 5.
From W; we recover hy =y — (166x + 727) = 0 which is the line through P + (m — 1)p?(P),
from Wy we recover hy =y — (4232 + 57) = 0 which is the line through mP. By checking the
condition of line 25 of the subalgorithm, we are able to decide that h,,p = ho.

12



Example 14. Let ¢ = 1021 and F 3 = F,[¢]/(¢3 —5). Let E be the elliptic curve of equation
y? = 234712+ 529 defined over F,. Then Tj is generated by P = (853¢?+995( + 244, 178(* +
927¢ + 959), which has prime order p = 1009741. Moreover s = 325960 and M3 _5) =
{32671,391027}. Let m = 65339. Ome can check that mP = —3P — (m — 3)@*(P). We
compute h,,p using Subalgorithm 1 with input of type (b), with (r1,7r2) = (3, —5). We obtain
G = S},2, then we can compute hy,p =y — (566 + 37) from G and Ss.

2.2 A first algorithm for scalar multiplication

We now present our Montgomery-ladder style algorithm for scalar multiplication in its basic
form.

Notation 15. Let m be an integer with 0 < m < p. Let m = Zf;é m;2° be the binary
representation of m, with m; € {0,1} for all ¢, £ = [logyom| and my_; = 1. Let

/—1
ki = Z 717,]'2]_Z
Jj=t

for i € {0,---,¢ —1}. Notice that kg = m. Finally, let

M- +3 s—4 4s—1 s+5 4s+5
o l2s+17 3s "2s+173(s+1)"2s5+1

mod p}

and define M = M N (2Z + 1).

General strategy of the algorithm. Our algorithm takes hp and m as input, and it re-
turns h,,p as output. It adopts the classical double-and-add strategy for scalar multiplication:
It computes

U; = hkiP and v; = h(kzi—&-l)P

for decreasing values of i. At the end of the cycle, it outputs ug = h,,p. In order to compute
the polynomials u; and v;, the algorithm uses the doubling formulas of the appendix and
Subalgorithm 1 with input the polynomials that it has computed in the previous steps.

The proposition below gives recursive definitions for u; and v; Our algorithm applies this
proposition to construct the polynomials u; and v; at each step 1.

Notation 16. Write Subalg(hq, ho, hs, hy), for the output of Subalgorithm 1 with input
hi,ha, hg, hy. For any Q € T3, let D(hg) = hag, where hog is computed from the coeffi-
cients of hg via the doubling formulas from the appendix. Then D(hg) = hokg, where hokg
is computed from hg via iteration of the doubling formulas from the appendix.

Proposition 17. For i from i =/{—1 down to i = 0, recursively define u; and v; as follows.
® w1 =hp, v_1 = hap.

® uy_9 = hap and vy_y = hzp if my_o =0,
Ug—o = h3p and vp_o = hyp if my_p = 1.

o For0<i</{—3:

13



— (General case) if ki, ki +1 & M, let
U; = D(ui+1) and v; = Subalg(hp, D(ui+1),ui+1, Ui_|_1) ’if m; = 0,
u; = Subalg(hp, D(uit1), uit1,vi41) and v; = D(viy1) if m; = 1.

— (Special cases) if ki or ki +1 € M:

* If my; =0, let

Subalg h3PaD2(uz+2) hzp, D (Uz+3) if Mg =

u; = D(ujy1) andv;= Subalg
Subalg(h_3p, D*(vit2), h—7p, D3(vit3)) if miy1 =
* If my =1, let

( Subalg(hsp, D*(uit2), hrp, D (Uz+3) if miy =

v; = D(viy1) and u;= Subalg

Subalg(h_sp, D*(vit2), h—7p, D3(vi+3)) if miy1 =

Then u; = hy,p and v; = hy,1yp, for alli € {0,--- £ —1}.

Proof. We proceed by induction on 7. The thesis is easily verified for i =¢ —1 and i = £ — 2.
Hence let 0 < i < ¢ — 3 and assume that the thesis holds for j € {i +1,--- ,£ — 1}. Suppose
first that k;, k; + 1 ¢ M and that m; = 0 (the proof for the case m; = 1 is analogous). Then
ki = 2(kiy1) and w; = D(uit1) = hog,,, p = hg,p by induction. Moreover, by induction we get

Subalg(hp, D(uit1), Uit1, vit1) = Subalg(hp, hag, 1 Py Mk Py Pk +1)P) =

Subalg <hP7 hk P hklP’ h’(kz+1)P> :
2

Since k; + 1 ¢ M, Subalgorithm 1 with input of type (a) correctly outputs v; = h(k;+1)P-
Now suppose that k; or k; +1 € M and assume that m; = 0, m;4; = m;y+2 = 1 (the proof for
the other cases is analogous). If k; or k; + 1 € M, then i < £ — 3, since 5,7 ¢ M. Hence we
already have computed the polynomials of the three previous steps ¢ + 1, i + 2, 4 + 3. Since
m; = 0, we prove the thesis for u; as in the general case. On the other hand, k; +1 € M so
we cannot define v; using Subalgorithm 1 with input of type (a), as we did before. However
ki +1 =34 4k;42 = 7+ 8k;13, so by induction we get

Subalg(hsp, D*(uiya), hp, D*(uiy3)) = Subalg(hsp, ha(k, 5 p» 1P, ha(k,yq)P) =

Subalg(hsp, hr,—2)ps hp, bk, —6)P)-

Moreover, since k; +1 € M, then k; +1 ¢ M3 7) by Lemma hence Subalgorithm 1 with
input of type (b) correctly outputs v; = h, +1)p- O

Remark 18. If k;, k; + 1 &€ M, at step ¢ one needs only the polynomials computed in the
previous step in order to compute the polynomials u;,v;. If k; or k; +1 € M one needs the
polynomials computed in the steps ¢ + 2 and ¢ + 3 in order to compute them. Therefore:

e In our algorithm, the last three pairs of polynomials that have been computed are stored
in a vector L, which is updated at each step of the cycle.

14

( )

Subalg(hsp, D (uz+3) h_sp, D3(vits))  if mit1 =1,mip0 =0,
(h—sp, D3(vit3), hsp, D3(uiv3))  if mis1 = 0,mite = 1,
(h

( )

Subalg(hsp, Dg(uz+3) h_sp, D3(viy3))  if miy1 = 1,mite =0,
(h—sp, D3(vit3), hsp, D3(uiv3))  if miy1 = 0,mi0 = 1,
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e The algorithm looks for the i’s for which k; or k; + 1 € M at the start: For each
i € {0,---,¢ — 2}, it computes k; and k; + 1, and it adds ¢ to the list S if k; or
k; +1 € M. Hence, at each step ¢, we know whether we have to call Subalgorithm 1
with input of type (a) or of type (b), by simply checking if i € S.

Algorithm 1 (Scalar multiplication in T3).

Input : hp, m an integer modulo p.
Output : h,,p.

1: m<+ Zf;é m;2" binary expansion of m

> collection of the special steps

2: S {i€f{0, -2} ki Y Tim2i7 € Morki+ 1€ M}
>stepi=+F—1
3: 'I,L<—hp, 'l)%th, L« [(U,’U)] I>L:[(ug,1,v471)]

4: if / —1 =0 then return v end if
>stepi=4£—2
if my_o =0 then u <+ hop, v + hsyp else u < hgp, v < hap end if
Append (u,v) to L > L = [(ue—1,ve-1), (t—2,ve—2)]
7: if / —2 =0 then return v end if
> cycle for: steps from i =/¢—-3toi=0
8: for ¢ from £ — 3 down to 0 do

> special cases

9: if 1 € S then

S ot

10: if Mir1 = 1 then

11: if m;y2 =1 then

12 heze < Subalg(hsp, DQ(L[2] 1)), h7p, D3(L[1} 1))
13: else >mit1 =1, Mip2 =0

14: heze < Subalg(hp, D*(L[1][1]), h-sp, D*(L[1][2]))
15: end if

16: else >mip1 =0

17: if m;10 =1 then

18: heze < Subalg(h_3p, D*(L[1][2]), hsp, D*(L[1][1]))
19: else >mir1 =0, miza =0

20: hexc <~ SUbalg(hfSP) DQ(L[Q} [2})7 h*7P> D3(L[1] [2]))
21: end if

22: end if

23:  if |L| = 3 then remove L[1] from L end if > L = [(uwi+2,vit2), (wit1,vit1)]
> computation of u, v at step ¢

24:  if m; = 0 then

25w+ D(L[2)[1])

26: if 1 € S then

27: V4 Nege

28: else

29: v <= Subalg(hp, D(L[2][1]), L[2][1], L]2][2])
30: else >m; =1

15



31: if i€ S then

32: U 4 Nege

33: else

34: u < Subalg(hp, D(L[2][1]), L[2][1], L[2][2])

35: end if

36: v« D(L[2][2])

37 end if

38:  Append (u,v) to L > L = [(wit2,vit2); (Wit1, vit1), (Wi, v;)]
39: end for

40: return L[3][1]

Theorem 19. Algorithm 1 is correct.

Proof. Correctness of lines 3 — 7 is easy to check. Notice that, at the beginning of the cycle
at line 8, the list L is L = [(ug—1,vp—1), (ug—2,vp_2)]. Moreover, one has that £ — 3 & S,
since 5,7 € M, so we do not need to check whether / — 3 € S. Observe now that for each
i from ¢ = ¢ — 3 down to ¢ = 0, the list L at line 23 is L = [(ui+2, vi+2), (Wit+1, Vi+1)], while

at line 38 the list is L = [(uj+2,vit2), (Wit1,vitr1), (ui,v;)]. Hence correctness follows from
Proposition O

We now give an example of computation of a multiplication by m for which the algorithm
runs into the special cases.

Example 20. Let ¢ = 1021 and F s = F,[¢]/(¢3 = 5). Let E and P be as in Example @ and
Example and i.e., let & be the elliptic curve over F, of equation y? = 2% 4+ 2302 + 191 and
let P = (782¢? + 802 + 45,979¢? +299¢ + 133). Let m = 644875, with binary representation

m =219 1 916 1 915 4 old | 912 | 910 4 99 | 98 4 93 | o 4 |
For ¢ from 19 to O the pairs (k;, k; + 1) are
(1,2),(2,3),(4,5),(9,10), (19, 20), (39, 40), (78,79), (157, 158), (314, 315), (629, 630),
(1259, 1260), (2519, 2520), (5038, 5039), (10076, 10077), (20152, 20153), (40304, 40305),

(80609, 80610), (161218,161219), (322437, 322438), (644875, 644876).

Hence the set of the special cases is S = {2,1} since ko + 1 = 161219, k; = 322437 € M. We
compute hp,p = y — (1052 4+ 587) using Algorithm 1. At step i = 2 we compute v = hege
with mg = 1 and my = 0 (line 14 of the algorithm). At step ¢ = 1 we compute u = heye With
mg = 0 and mg = 1 (line 18 of the algorithm).

2.3 The optimized algorithm for scalar multiplication

In this subsection, we optimize the Montgomery-ladder style algorithm given in the previous
subsection and give the conclusive algorithm to perform scalar multiplication in 73 in optimal
coordinates.

Remark 21. Let m be an integer modulo p. If m > p%l, one can reduce the computation of
multiplication by m to the computation of multiplication by m’ = —m mod p, with m’ < %.
One does so by using the equality h_p(z,y) = —hp(x, —y).
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Frobenius reduction. We now discuss how the Frobenius endomorphism can be used to
increase the efficiency of our Montgomery-ladder-style algorithm for scalar multiplication.

This strategy was first proposed by Koblitz in [7] for special elliptic curves and it has
been applied to the group of Fyr-rational divisor classes of a hyperelliptic curve defined over
F, for r > 1, see [1, Section 15.1]. The idea is splitting the computation of multiplication
by m in the computations of several multiplications by smaller scalars. Such computations
can be done in parallel, to obtain a faster scalar multiplication algorithm (see [1, Section
15.1.2.d]). In trace-zero subgroups, such a strategy enjoys the benefit of the extra property of
the Frobenius on the trace, so that the operation can be further sped up. Hence computation
in 7,, in the usual coordinates is faster than in the entire group, as shown in [l Section
15.3], 2], (3], [10], [12], [16].

We now adapt this strategy to our scalar multiplication algorithm. Let m be an integer
modulo p. One can write m = mg + smq, with mg,m1 € O(q) = O(/p), see the discussion
in |1, Section 15.3.2]. In order to compute h,,p given m and hp, we call Algorithm 1 three
times with input mg, m; and mg 4+ m; respectively, instead of calling Algorithm 1 once
with input m. Notice that mg,m1,mo +m1 € O(\/p), while m € O(p). Hence one reduces
computation of the multiplication by m to the computation of at most three multiplications
by integers of smaller size. Similarly to what we did in Algorithm 1, one needs to pay attention
to the special cases where one cannot apply Subalgorithm 1.

Lemma 22. Let m, mg, my be integers modulo p, with mg, m1 # 0. One has the following:

1. Subalgorithm 1 with inpul hp, himp, himy1)ps Rs—1)p correctly outputs by, sp if m &
A1, where

3(1+s) -3 s+2 -3

245 245 s5—1"25+1

A = {—2,8, — mod p}.

2. Subalgorithm 1 with input hyp, hemp, Pmis)ps h_(my1)p correctly outputs hp,1—gp if

m & Aa, where
2 2 11—
A2:{1,5,8+ st i modp}.

s—1" =3 7 3s

3. Subalgorithm 1 with input by p, Ny Py B(mgtmi)Ps Bimg(1—s)p correctly outputs g ysm,)p
if 2mg +m1 # 0 mod p and s &€ By, where

mi 2mo+m1 (2m0+m1)’ 7(3m0+m1)’ 7(3m0+m1)

+1 +1
Bl — {<3m0+m1> , < mi—mo ) , 7m0+2m1 3mo+2mq 2mq mod p .

3mo + m1,2mo +myi,mi —mo #0 mod p}.

4. Subalgorithm 1 with input hmgp, Py Ps Rmg+m)Ps Py (s—1)p correctly outputs himg 1 smy)p
if mg+2mi1 #0 mod p and s &€ Bs, where

(2mo+3m1) mo+2mq —mgo ’ —2mg

+1 +1
By = {( mo+3m1 ) , ( mg—mi ) 7 2mo+3m1  mo+3mg mod p :

mo + 3ma, 2mg + 3myi, mo + 2my,m; —mgo #0 mod p}

5. LetPoly = {t + 1,t — 1,t +2,t + 3,3t + 1,2 + 1,2+t + 1,2 + 4t + 2,262 + ¢t + 1,
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2t — 1,22 4 AU+ 1,2+ 4+ 1,242+ 2,82+ 3t + 1,62+t — 1,262 + 2t + 1,
243t 4+ 1,62 — 2t — 1,42 + 2t — 1,2¢2 + 3t — 1,2t + 3t + 1} C F,[t]
and let R be the corresponding set of roots in F,:

R ={a€lF,| f(a) =0 for some f € Poly}.

Then s € By N By if and only if mg = amq for some a € R.

Proof. Recall that Subalgorithm 1 requires the condition hi, he & {k1,k2} for the input lines,
where we follow Notation [7] The lemma then follows from Theorem [8 by direct computation
(the proof is analogous to that of Lemma . O

Precomputation. In order to apply Frobenius reduction to scalar multiplication, we need
to be able to deal with the special cases of Lemma We chose to solve this problem by
using Algorithm 1 to precompute the polynomials of the set

L= {hm(l_s)p :m e A UA LU {h(s+a)p :a € R} (5)

In order to compute the polynomials of the form h,,q_sp, we first compute hs_1)p € L,
then call Algorithm 1 with input h_sp and m.

We are now ready to present our final algorithm for scalar multiplication in 73. Recall that
at the end of the cycle for in Algorithm 1, one has computed the pair L[3] = (hmp, h(mi1)p)-

Notation 23. Write Algi(hp,m) for the pair (hyp, h(ni1)p), computed with a modified
version of Algorithm 1 that outputs the entire pair L[3].

Algorithm 2 (Scalar multiplication in 73).

Input : hp, m an integer modulo p.
Output : h,,p.

1: L < set [5| of precomputed lines

2 ifm>p%1thenm<——m mod p else m < m end if
3: M+ mg+smq

4: if mo =0 then h + Algi(hp, m1)[1]

5: else if m; = 0 then h < Algi(hp, mo)[1]

6

7

8

9

else > mo, m1 # 0
if s € By N By then >m = mi(s + «) for some a € R
h < Algi(h(sta)p,m1)[1] > hsyayp € L

else > s ¢ BiNBs
10 : hmop — Algl(hp,mo)[l]
11: hmlp — Algl(hp,ml)[l]
12 P(mo+mi)p < Algi(hp,mo +m1)[1]
13: if s € By and 2mg+m1 # 0 mod p then > Compute A(mg+smy)p fr0M g Py Riny Py Rimg+my) Py Bng (1—s) P
14 : if mo € A1 U As then
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15 : himos1)p < Algi(hp,mo)[2]

16 : P(mo+s)p < Subalg(hp, hme P,y mg+1)Ps Ps—1)P)

17 hmo(l—s)P — SUbalg(hmon h*mopv h—(mo+1)Pa h(mo+s)P)
18 : end if

19 h SUbalg(hmoPa hmIP, h(m0+m1)Pv hmo(l—s)P)

20 : else >s & Bz and mo+2m1 # 0 mod p: Compute A(mq4sm,)p from hmgp, Amy Py Rmo+m1) P> Pmy (s—1)P
21 : if m; ¢ A1 U Ay then

22 h(m1+1)P «— Algl(hp¢ ml)[2]

23 : Py +s)p < Subalg(hp, by Py hm, +1)P5 P(s—1)P)

24 : hml(l—s)P — SUbalg(hmlPa h—m1P> h—(mﬁ—l)Pa h(ml-l—s)P)
25 : end if

26 : h «+ SUbalg(hmoPa hmlpa h(mo+m1)Pa hml(s—l)P)

27 end if

28: if m > % then return —h(z, —y) else return h end if

Theorem 24. Algorithm 2 is correct.

Proof. Let m be as in line 3 of the algorithm. If mg = 0 as in line 4, or m; = 0 as in line 5,
then h = hmp by Theorem

Assume now that mg, my # 0, as in line 6. If s € By N By as in line 7, then by Lemma[22]5
m = mq(s+ «) for some o € R. In addition, h(s4a)p € L, where L is the set of precomputed
polynomials of line 1, defined in . Hence, by Theorem one can compute h = hzp as in
line 8 of the algorithm.

Now consider the case in which s € By N By, as in line 9 of the algorithm. Correctness of
lines 10, 11 and 12 follows from Theorem

In line 13 we have s € By and 2mo + my # 0 mod p. Then, by Lemma [22]3, one can
compute hmp = h(motsm,)p using Subalgorithm 1 with input lines hmop, Ay Py (motmy) P
and Ay 1-s)p- We have already computed himgp, My Py P(mg1m,)p in lines 10 — 12. Hence,
in order to be able to compute hmp with Subalgorithm 1, we still need to compute h,,,(1—s)p,
see also Lemma 2213.

If mp ¢ A1 U Az as in line 14, then one computes Ay, (1_sp as in lines 15 — 17 of the
Algorithm, by Theorem [§] Theorem and Lemma points 1 and 2. If mg € Ay U A,
then we cannot compute the polynomial A, (15 p as we do in lines 15 — 17 of the algorithm.
Nevertheless, in this case, l,1—s)p belongs to the set £ of precomputed polynomials, by
construction of £. Therefore, in both cases Subalgorithm 1 in line 19 correctly computes
h = hmp, by Theorem

Now consider lines 20 — 26 of the algorithm. We have either s € By or 2mg +m; =0
mod p. Suppose first that s € By. Then s & By , since s € B1 N Bs. Moreover, if s € B
then mg + 2mq # 0 mod p. In fact, one can check by direct computation that s € B; and
mo + 2m; = 0 mod p implies s € {0, —5%!, =3, -1, -4/5,2/5 mod p}, since mg,m; # 0
mod p, which contradicts the equality s2+s4+1 =0 mod p. Now suppose that 2mq+mq = 0
mod p. By the same arguments as above, one has that 2mg 4+ m; =0 mod p implies s & Bo
and mg + 2m; # 0 mod p. Hence, in both cases considered in line 20, we have that s & Bo
and mg + 2m; # 0 mod p, and one can compute h(;,4sm,)p as in line 26 by Lemma 4.

Similar arguments show that lines 21 — 25 of the algorithm are correct, so Subalgorithm
1 at line 26 correctly outputs h = hmp. From line 2, we have that h = hmp = h_pp if
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m > %, and h = hsmp = hyp otherwise. Hence the algorithm correctly outputs h,,p in line
28 by Remark O

Remark 25. The aim of Algorithm 2 is showing how to apply Frobenius reduction in order
to speed up our scalar multiplication algorithm. However, further optimizations are possible.
For example, one can introduce variations of Subalgorithm 1 in order to reduce the number
of precomputed lines.

In conclusion, we give an example of optimized computation following with Algorithm 2.

Example 26. Let ¢ = 1021 and F s = Fy[¢]/(¢* — 5). Let E and P be as in Example @
Example and Example i.e., let E be the elliptic curve over I, of equation y? =23 +
230x+191 and let P = (782¢*+802¢ 445, 979¢%4-299¢ +133). Write m = 483925 = mqg+smy,
where mg = 274 and mq = 3.

Algorithm 1 computes h,, p by calling Subalgorithm 1 seventeen times with input hp,, P, by P, An, P,
hn,p for the following values of (my,ma,n1,n2):

(1,6,3,4),(1,14,7,8), (1,28,14,15), (1,58, 29, 30), (1, 118, 59, 60), (1, 236, 118, 119),

(1,472,236, 237), (1,944, 472, 473), (1, 1890, 945, 946), (1, 3780, 1890, 1891),
(1,7560, 3780, 3781), (1, 15122, 7561, 7562), (1, 30244, 15122, 15123), (1, 60490, 30245, 30246),
(1,120980, 60490, 60491), (1, 241962, 120981, 120982), (1, 483924, 241962, 241963).

Performing the same computation with Algorithm 2, one has that
s & By = {275,757679, 717376, 508804, 304004, 263701, 527404}, 2mo +m; # 0 mod p
and
mo & A1 U Ay = {1021379, 860162, 161216, 860163, 322435, 161217, 232982, 627181 }.

Hence, after computing by, p, himgt1)Ps Pomy Py B(mg+my)ps Algorithm 2 calls Subalgorithm 1
three times (in lines 16, 17 and 19) in order to compute h,,p. To compute hy,p and hp,11)p,
Algorithm 1 calls Subalgorithm 1 with input Ay, P, hmypP, hny Py hn,p for the following values
of (m1, ma,n1,n2):

(1,4,2,3),(1,8,4,5),(1,16,8,9), (1,34,17,18), (1, 68, 34, 35), (1, 136, 68, 69), (1, 274, 137, 138).

To compute A(yg4m,)p, Algorithm 1 calls Subalgorithm 1 with input fum, P, hiny Py By Py Beny P
for the following values of (my,ma, ny,n2):

(1,4,2,3),(1,8,4,5),(1,16,8,9), (1,34,17, 18), (1,68, 34, 35), (1, 138,69, 70), (1, 276, 138, 139).

Hence in total, taking into account overlapping in the computation of lipn,p and g 1m,)p;
Algorithm 2 calls Subalgorithm 1 only twelve times.
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A Explicit formulas

(1) Formulas for the coefficients of Sp¢ in terms of the coefficients of hp and hg.

ay = —a?ﬁlﬂg — 3Ba‘;’51 + 2Aa‘;’ﬂo + 2a%aoﬂfﬁo + Aa%aoﬂl — GBa%B% + 3Aa%,8150 + A2a% —
alagﬁf +6a1a%ﬁ0 +3Aa1aoﬁ% +3a1aoﬁg +9Bajog— 3Ba15f’ —|—Aa1B%ﬁ0 +2A2a1B1 — 3(11,6’8’ +
9Ba150 — 3(1851 +3C¥%,@150 — 3AO¢3 =+ 2ACM05% +6C¥0,81,3§ —i-QBaoﬁl — GAOC()B() +A2ﬂ% + 9351,80 —
3AB2

ag = 4Ba3 3 — 2Aa3 828y + A%a3 81 — a3 B3 + 9Bad By — 2Acta B3 — adapB1BE + 3Badap B —
TAa2apfy + A%a2 B3 — 6BaiBifo + 3AaifBs + 6ABa? — a1a3Bify + Aarad B — 6Baiag i +
12A0 09518y — 8A2a1a0 + A2Oz16% + BBalﬂ%ﬁo + Aalﬁlﬂg —6AB«ay 81 + 4A20z1ﬁ0 — agﬁf —
30380 + 3AadfE + 210383 — 18 Bad + 9By B3 — TAaB3 8o + 4A%ap 1 — 333 + 18 Bap By +
6ABB? — 8A%B1 8y — 18BA2 + 4A3 + 27B?

ag = —A%03B3 — 2A03 183 — 6ABa3 By + A% By — 2403 a0 Bi o + HA%aZapB — 3adan 8 —
9Ba2agf +6ABa2 B3 + 9Ba2 B2 + (243 4+ 27B%)a? — 2Aa10d 83 — 3108182 + 9Baadfr +
914@1043,30 +36Bay 18y — 12140410(05(2) —18ABoag — GABOélﬂ% + 5A2041,3%,30 + 9Ba1515(2) +
(443 —27B2%)ay 81 —3Aa1 B3 4+36 ABa By — 30 B3 Bo —3Aai f1 +9Bad B — 12 Aa} 51 fo+6 A% a3 +
A% 83 —9Ba 82 Bo+9Ac 31 83+36 ABaB1—24 A% Bo+(2A3+-27B2) 33— 18 AB 1 B +6 A% 33

ay = —A%03B3By — ABa3 B35 + (A? — 12B?)a3py + 8ABa3 By — A%aiap 83 — 4Badanfifo +
16ABa2agfr — 3A%a3apBy + (—3A3 + 12B?)a287 — 24ABa3 18y + 3A%a263 — 2A%2Ba? —
4Ba1agﬂf’—3A2a1a(Q)Bl—3a1a358+153a1agﬁo—24ABO¢10¢OB%+12A20¢10¢06150—GBalagﬁg—
18B%a1ap+(A3—12B%)ay 83 +16 ABay 82 B0 —3 A% 31 83 +14 A2 Bay f1 —3Bay 83 +63B% a1 o —
3036182 — 3Bagp — 3Aadfy + 3A%a3B7 — 6BakBifo + 94382 + 6ABa + 8ABaySy —
3A20082By+15BapB1 82 +63B2 a1 —3Aa B3 — 42ABapfy —2A2 BB —18B2B1 o +6 ABB2 +
4A* + 2TAB?

ag = 2AQBO[Z1)’ﬁ1 — A3Oé‘i’,80 — Aza%aoﬁ%ﬁo — 4BCM%O[051B§ + 123205%0(0ﬁ1 — 4ABO[%O[0B0 —
5A?Ba3 B3 + (A3 —24B2)a3p1 By + 6ABa3 B3+ (A +6AB?)af — 4Baiad 57 8o + 2 A1 a3 B1 52 —
2ABa1a%ﬁl - A2a1a%ﬁo + (A3 = 24B?)ay 8% + 24ABa B Bo — 3A2a1agﬁ§ + A2Baqag +
2A%2Bay 3 +12B%aq 230 —2ABay 182+ (—2A* —6 AB?) a1 B1 — 5A% Ba By — a3 33 — 3B Bo +
6ABa3f? — 342036180 + 3Bad Bt + (A% + 9B%)ad — Aap3 — 4ABagSiB0 — A2 38 —
5A°Bagf — 3Baogfy + (24° — 9B*)anfo + (A* + 6AB?)5} + A’BB1 o + (A* + 9B?) 53 +
4A%B + 2783

by = o3B3 — Baj — 2038180 + Aatag + a3 B185 — 3Ba3 B1 + Aa3 By + ar1ad 2 — 2a a2 By +
2Aa100B1 — 3By 2 + 2Aa1 8180 + af + a3 B3 + 30380 + Aao B2 + 3 BE — BB} + ABIBo + B3

by = A%ff + 30[%0[0@% + 9304%040 + 3A2a%ﬁ1 + 3a%ﬁ8 + 9Ba%ﬂo — 6a1a%ﬁ1ﬁo — 3Aa1a(2) —
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6a10B1 38 + 18 Baragfi — 6 Aa By + 3A%an 7 + 18 Bay 81 Bo — A1 B2 + 303 87 + 303 57 B0 —
3Aadp1 + 9BaoBi — 6AapBiBo + A2B3 + 9BBEBy — 3ABBE

by = —A%2a3B? — 240362 + 2ABa3 — 12Bajap? + 4AcdapfiBy — 3A%a2ag — A%a2B5 —
12Ba2 83 Bo+4Aa2 8183+ A% Bo+4Aarad B2 —3a1ad B2 —9Basad+4Aar g 87 Bo+2 A% ap 1+
6&10&058 + 18 Ba Sy + 2A2a16160 + 93041,3(2) + (4A3 -+ 2732)051 -+ 60&%,3150 + Aa% — QAchﬁ:ls —
3036182 +9Bad 1 —9ARBo+ A% 82 +18 Bap 8180 — 9Aan B3 +2ABSE —3A% B3 By — 9B B2 +
(443 +27B%)B1 + AB}

bo = —2A%2a38180 — 8BaiB2 + (A% + 8B?)ad + A%2a2apf? — 8Ba2agfifo + 6AaagfBE —
2ABa3ag + A%03 B3 B0 +4Ba2 B1BE + (— A3 — 12B?)ai 1 + 4ABa2 By + 4Baiad 87 + A%aad —
21420410405{’ — 830&10&06%&) +8ABajapf — 6A20£104050 + (—A3 - 12B2)a15% +8ABa 8180 —
3A%01 82 + 30382 + Bad —8Bad 3} + 6AadBi By — 3A%ad B + 30385 — 15Bad By + 4ABa 87 —
6A4%agB1 o — 15Bag S5 + (4A% +27B%)ag + (A® +8B%) 3} —2ABf7 fo + A* 155 + BB + (44° +
27B2%) B,

(2) Doubling formulas for hp. Write hop = cy — (up + uiz), then:

uy = 4Baj — 4Aajag + 4A%? — daral + 36 Bajag — 12402

ug = —A%a} — 8Bajag + 240203 + 6ABa? — 8A%a1ag — af — 18 Ba + 4A3 + 27B?
c = 8Ba3 — 8Aalay — 8a

(3) Tripling formulas for hp. Write hsp = dy — (vo + viz), then:

v = 1/34%7 + 842Bafag + (—4A3 + 48B?)alad + (16A3B + 144B3)a] — 48ABaSa3 +
(—16A*—240AB?)aSap+10A%030d+192A2 Bafal+ (8 A5+54 A2 B?)af —24 Bafad+(— 11243+
144B?)ajad + (96A3B+648B3)a1a0—|—12Aa1a0—240ABa1a0 (—48A* — 324AB?)ajad +
(—324*B—216AB3)a} —48A%a2af + (64 A% + 43242 B?)alap+3a1af — 288 Bajaf + (—24 A3 —
162B?) a8 + (288A3B +1944B3) 103 + (—16 A° — 216 A3 B — 729 B*) oy +48 A + (—64 A% —
432AB?)ag

vg = (—8/3A3B — 64/3B%)a) + (3A* + 324AB?%)afag — 16A2Bala? — 8A2B%a] + (1243 +
16B2)aSad + (843B — 144B3)aSay + 8ABajad + 288AB2a1a0 (3241B + 216AB3)a1
10A2afa) — 2004%2Bajad + (—24A4° — 162A232)a1a0 + 32Ba1a0 + (6443 + 72B%)adad +
(19243 B+1296 B3)a3a2+(96 A3 B2+648 B*)aj —4Aa2af—T2ABa2a3+(—176 A*— 1188A32)a§ag+
(—192A1B — 1296 AB3)a3ag + 64A4%a1a8 + (12845 + 864A232)a1a + 1/3a) + 72Baf +
(—120A3 — 810B2)af + (19243B + 1296 B%)a + (—16 A% — 216 A3B? — 729B%)ay

d = A*a§+24A2Baag+(—1243+144B?)afad+(—24A3B—144B3)a$ — 144ABa1a0+(32A4
144AB2)a1a0 +30A2%afag + 120A23a1a0 + (=845 — 54A%B?)at — T2Bajaf + 720B%a3af +
(—96A4%B — 64833)a1a0 + 36Aataf — 360ABaZad + (48A% + 324AB?)a2ad + 96A%a1af +
908 + 72Bad + (2443 + 162B?)ag — 16/3A% — 72A43B? — 243B4
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