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Abstract. JAMBU is an AEAD mode of operation which entered the
third round of CAESAR competition. However, it does not have a securi-
ty proof like other modes of operation do, and there was a cryptanalysis
result that has overthrown the security claim under nonce misuse case by
the designers. In this paper, we complement the shortage of the scheme
by giving security proofs of JAMBU both under nonce respecting case
and nonce misuse case. We prove that JAMBU under nonce respecting
case has a slightly lower security than the birthday bound of n bits, and
JAMBU under nonce misuse case has a tight security bound of n/2 bits.
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1 Introduction

Authenticated encryption or usually known as authenticated encryption with
associated data (AE or AEAD for short), which was formalized in [7,23], is
a cryptographic primitive that can protect confidentiality and integrity at the
same time. AEAD takes as input a public nonce IV, public associated data AD,
plaintext P, and a key K, outputs the ciphertext C' and a tag T while encryption,
and while decryption, K, IV, AD, C' and T are inputs, if the tag T is valid,
returns P, otherwise an error symbol L.

In 2013, the international cryptologic research community announced a new
competition for authenticated encryption called CAESAR, and in August 2016,
15 candidates were elected into the third round, including JAMBU by Wu and
Huang [31]. JAMBU (originally AES-JAMBU) is a block-cipher mode of oper-
ation, which is a primary method for implementing authenticated encryption.
Among other AEAD schemes using modes of operation in CAESAR, JAMBU
is designed for lightweight applications. It is not as fast as the parallelizable
schemes such as OCB [26] and OTR [17], but it is inverse-free, using only X-
OR operations, and has a lower state size in the cost of a shorter nonce and
tag length [31]. JAMBU adopts an underlying block-cipher with 2n-bit block
length and k-bit key length, along with n-bit nonce, and outputs n-bit tag. It
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has only 3n-bit state, which memory requirement is among the least of CAESAR
candidates.

Initial vector (IV), or usually called nonce to show its non-repeatedness, has
been important in symmetric key cryptography since the invention of CBC mode.
The importance of nonce has been discussed by earlier researchers, especially in
the terms of AEAD [8,24]. Each nonce was supposed to be used only once, but
due to various reasons including incorrect implementation, resource limitation,
loss of stored nonce data, etc, it is possible that an encryption algorithm returns
two ciphertexts with a same nonce, which is often called nonce misuse. Most
earlier AEAD modes of operation were not designed to support nonce misuse.
For example, in GCM mode of operation which is widely adopted as a standard
[20], the security would be completely broken if nonce could be reused. But later,
especially as the CAESAR competition went on, the community and AEAD
designers were divided into two groups: some of them believe nonce should never
be reused, and others believe that nonce misuse is inevitable, so an AEAD scheme
should at least provide some security when the user repeats a nonce.

The idea of AE with nonce misuse security, has first been introduced with
the term deterministic AE [28] or misuse-resistance AE [27]. Researchers also
provided some modes of operation which support nonce misuse resistance, such
as [15, 29, 12]. However, such security notion requires that there is no information
leakage even when nonce is reused, which is sometimes too strong. So a weaker
notion of online AE has been studied, often called online nonce misuse resistance
AE [11,1,13]. An AE scheme is called online, if each output block is only related
to its previous input blocks. A perfectly secure online scheme should only leak
the common prefix of the message. In the CAESAR competition, there are also
some online nonce misuse resistance schemes, for example COLM [2] that has
entered the third round.

Although the necessity of nonce misuse security is still under controversy, it
is indeed useful for lightweight applications. For protecting confidentiality and
integrity in a resource restrained device such as IoT, RFID card, etc, it is not
always possible for storing and managing fresh nonce, and sometimes it requires
additional synchronous protocol which might be costly. But if the scheme is
nonce-misuse resistance, even only to a small degree, then any random number
could be used as a nonce, which will simplify the implementation a lot.

In the first version of JAMBU proposal [30], the designers claimed that JAM-
BU leaks only the common prefix of the message when nonce is reused. However,
JAMBU with nonce misuse had later been analyzed by Peyrin et al [22], and
they showed that there is an attack with O(2"/2) queries on JAMBU with nonce
misuse. The designers acknowledged their work. In their latest document [31],
the designers gave a proof on the authenticity of JAMBU, but there are still no
results on privacy. However, they believe that JAMBU can achieve some security
under nonce misuse, although not as they originally claimed. If JAMBU could
be proved to have an n/2-bit security under nonce misuse case, although not
full security, it could still bring great advantage since JAMBU is designed for
lightweight usage.
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Provable security is an important method in the research of both public
key and symmetric key cryptography. In symmetric key cryptography, provable
security is usually applied to modes of operation, which security is reduced to
the security of the underlying block cipher. The examples are security proofs
to OCB [25] and GCM [21]. Although not necessary, a security proof is often
considered a great advantage when evaluating a mode of operation. Most of the
CAESAR submissions which are modes of operation had given their security
proofs. However, the designers did not give their security proof on JAMBU,
and this devaluate their security claims compared to other schemes such as
CLOC/SILC [14], which shares the same lightweight feature with JAMBU. In
this paper, we shall give security proofs for JAMBU under both nonce respecting
and nonce misuse cases, so that the security of JAMBU could be further ensured.

Unlike nonce respecting security, there is no common way to define nonce
misuse security. In [13], the authors list out various security notions for AEAD
schemes in CAESAR competition. One of them (OAE1d) is as follows: “Leaks
equality of block-aligned prefixes and the XOR of the block directly following
this prefix. E.g., if C, C” arise from 4-block plaintexts P = A||B||C||D and P’ =
A||B||E||F, we always have C; = C1, Cy = C%, and C3®C% = C®E. Ciphertexts
C, C' arising from 4-block plaintexts P = A||B||C||D and P’ = E||F||G||H will
have Cy & Cf = A@ E.” The authors also pointed out that JAMBU, as well as
sponge based schemes such as Keyak[6] or Norx[4], satisfied such security notion
for nonce misuse.

In this paper, we shall point out that in these schemes, the i+ 1-th ciphertext
block is obtained from the XOR of the i+ 1-th plaintext block and a “keystream”
block which is generated by the first ¢ plaintext blocks. So that if the first ¢
plaintext blocks are the same for two different inputs, the first i + 1 keystream
blocks are the same as well, which leads to the insecurity of the first ¢ + 1
ciphertext blocks.

It is hence clear that the security of the AEAD scheme can be derived from
the security of all keystream blocks, which can be considered as a certain type of
pseudorandom number generator (PRNG), we call it online block-wise PRNG.
We shall give out its definition and security notion in this paper. An online
block-wise PRNG is not an AE scheme, but it can be used for construction
of AE schemes, and we prove the relationship between the confidentiality and
integrity of AE scheme and the security of the online block-wise PRNG. We
further show that the scheme JAMBU can be constructed from a certain type of
online blockwise PRNG, which we called JAMBU-like online blockwise PRNG.
Then, we use the game-playing proof method [9] to prove the security of JAMBU-
like online blockwise PRNG, hence the security of JAMBU is assured. Since
the integrity result has been given by the designers, we mainly focus on the
confidentiality result. We show that JAMBU indeed can be proven to have an
n — log n-bit security under nonce respecting case, which is close to its birthday
bound, and for nonce-misuse case, the security is n/2-bit under our model.

Related Works. Our construction of online blockwise PRNG partly covers the
notion of sponge-based constructions, which security has been widely discussed
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before. The provably security of sponge functions has been given in [5], and
there are also provable security results on sponge-based AE constructions [19,
3]. Most recently, Daemon et al [10] has given the security result for the full-
state keyed duplex construction used in Keyak. We claim that, although there are
some similarities, ours is an individual work from these sponge-based provable
security results.

The paper organized as follows. In section 2, we simply introduce the JAMBU
scheme. In section 3, we define online blockwise PRNG and how to construct
AEAD schemes from it. In section 4, we prove the security of JAMBU-like online
blockwise PRNG, which leads to the security of JAMBU, under both nonce
respecting case and nonce misuse case. And finally in section 5 we draw the
conclusion.

2 The JAMBU AE Scheme

Notations. We shall use || as the operator for concatenation of two strings, for
example, 0]|1 is the string 01. € denotes an empty string. For a string s, we write
s|; ; to be the substring of s from the i-th bit to the j — 1-th bit, for example,
01100|2,4 = 10. If ¢ = 0, we also write it as s|;, which is the first j bits of 5. We
also let s[i] = s|,i n(i+1) be the i-th block of s, n is the block size of JAMBU.

z <& X means that = is randomly chosen from a set X.

Before we go on to the security proof, we first introduce the structure of
JAMBU. As a block cipher mode of operation, JAMBU uses an underlying block-
cipher with k-bit key and 2n-bit block length, takes n-bit nonce IV, arbitrary
length of associated data AD and plaintext P as input, generates ciphertext C
of the same length as P, and n-bit authentication tag 7. JAMBU has 3n-bit
internal states U, V and R, each of n-bit. In their submission, the designers
denote the states before a block-cipher call by U, V', R and after a block-cipher
call by X, Y, R, we adopt this notation in our discussion. We write E as the
underlying block cipher.

A JAMBU encryption consists of five steps:

(1) Padding. AD and P are done with a 10* padding. For associated data, a
‘1’ bit is padded followed by the least number of ‘0’ bits to make the length of
padded associated data a multiple of n-bit. Then the same padding method is
applied to the plaintext.

(2) Initialization. For the n-bit nonce IV, the state U_1||V_; is set to 0™|| IV,
and R_j is set to 0™. Then, set X_1||Y_1 < Ex(U_1||V_1), Uo||Vh < X_1||Y_1 0
5, Ry + Uy. Note that 5 is written as a binary string 02?3101, so are other
numbers below.

(3) Processing of the associated data. For the padded associated data (note
that if there is no associated data, padding made it into at least 1 block), it is
divided into h blocks ADI0], ..., AD[h — 1], and processed as follows:

For i = 0 to h — 1, update the states:

XZHY; — EK(U1||V;)7 Ul‘+1 — X;® AD[ZL ‘/iJrl —~ Y, &R, D1, Ri+1 —
R, ®U;t1, ADM is the i-th AD block.
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The initialization and processing of the associated data step is shown in figure
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Fig. 1: Initialization and AD processing

(4) Processing of the plaintext. For the padded plaintext, it is divided into p
blocks P[0], ..., P[p — 1], and processed as follows:

For i = 0 to p — 1 (note that we reset ¢ to 0, and U||V} in (3) becomes
Uo||Vo), update the states:

Xi|Y; <= Ex(Ui||Vi), Uig1 < X; @ P[i], Vig1 < Yi® R;, Riy1 + R @ Uiy,
output Ci] < P[i] @ Vi1, PJi] is the i-th plaintext block.

For the last ciphertext block C[p — 1], truncate it into the same length as the
last plaintext block before padding. For example, if plaintext length is a multiple
of n (in this case, a full padding block is added), then the last ciphertext block
is simply ignored.

The processing of the plaintext step is shown in figure 2.

Fig. 2: Plaintext processing

(5) Finalization and tag generation. It process as follows:

Xp|Yp = Ex(UpllVp), Ups1 <= Xp, Vpu1 <= Y, ® Rp ®3, Rpy1 < Ry & Upya,
Xp+1l[Ypt1 ¢ Ex (Up1[|Vp41), output T' <= Xpi1 € Yyy1 & Rppr.

The finalization and tag generation step is shown in figure 3.

In a JAMBU decryption, first do the padding, initialization and AD process-
ing step. Then, generate the state V1, use it to recover P[0], and use P[0] the
same way as the plaintext processing step to generate V5, then recover P[1], etc.
After generate a tag T, compare T” with T', if 7/ = T, output the plaintext,
otherwise output L.
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Fig. 3: Finalization and tag generation

3 Online Blockwise PRNG

3.1 Definition and Security Model

Definition 3.1. Let Z = N UM U {eoi}, where NNM =0 and eoi is a special
element which eoi € N U M. N is called the nonce base and M is the set of
input blocks.

Letlen : MU{eoi} — {0,1,...,b}, b is any fized integer, and let g : N X M*
{0,1}° be any function.

Then, an online block-wise PRNG (OBP for short) G\ jen @ N X M* x
{eoi} — {0,1}* is defined as:

g./g\f,M,len(N7 M17 ) Mm, eOi)
=9(N)lien(at) 9N, M1)ien(aza) |-+l g (N, My, ooy M) ien(eor)-

We denote g(N, ..., M;_1)|ien(ar,y by Oi, and g(N, ..., Myn)lien(eoiy by T, so
the output can be written as O1||...||On||T, and O; is only related to N and the
first i — 1 input blocks and len(M;). Sometimes, we can simply write G9 instead
of gj’v,M,len if there is no confusion.

Specifically, if we replace g by a random oracle $, then gﬁﬂM’lm is called a
random online block-wise oracle.

For the simplicity of further discussion, for any input (N, My, ..., My, eoi),
we also write M,,,+1 = eoi and O,41 =T

The theorem below shows that any output of a random online blockwise
oracle can be divided into two parts: the first part is a prefix of some former
output, the second par is a uniformly random string.

Theorem 3.1. Suppose that a random online block-wise oracle gﬁ,’M’lm has
been queried q times, and the j-th query is Q7 = (Nj,Mf,....,Mf;Lj,lejH),
1 < j < gq. (Note that M ; ., = eoi.) We write Len = S en(M7). Then
for each query @7, either:

(1) For any j* < j, N7 # NJ. In this case, we have G*(Q7) & {0, 1} Fen;
Or

(2) There exists j' < j, 1 < k < m? which N9 = Ni', M7 = M7 for any
i < k, such that for any j* < j which N9~ = N7 either there is some i* < k such

J+1
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that M. # MZJ ;or M,i # Mg and len(M,z*) < len(M,z/). In this case, let pf =

Srten (M) —&-min{len(M,z/),len(Mg)}, then we have G%(Q7) = g$(Qj/)|prx,
z & {0, 1} Fen—rf |

Proof. We use O to denote the random oracle used in gﬁ,y M,len- I for any j* < j,
N7" % N7, then (’)(J\/'J‘,Mf7 7Mf) was never queried before, so the output is
uniformly random, and G¥(Q7) is also a uniformly random string.

Otherwise, we find k and j' such that (N7, Mf/, . M,zl_l) = (NI, M{, ..M} )},
len(M]') = max{len(M] )|(N7", M{", ..., M]" ) = (N7, MJ,...,M]_))}; and
there is no j* < j where (N4*, M7, ..., M3 M) = (N, M3 ..., M}_,, M}).

Sofor 1 < i < k—1,0] = O(N7, ... M]_ )]0 nsi) = O(N7, ...,Mggl)bm(Mg,) -

O{/; for k+1<i<mi+1, 0/ = O(Nj,...,Mij_l)hen(Mf) has never been
queried before, and is uniformly random. For i = k, we can see that although
O(Nj,...,M,z_l) has been queried before, but only its first len(M,z/) bits has
been output, and its other bits can be viewed as uniformly random. So if

len(M]) < len(,]\f’z/)’ ol - O(Nf,...,Mg_l)\len(Mz) - Oi,|len(Mlg), otherwise,
the first len(M] ) bits of O, is Oj, , and the rest is uniformly random.

By our discussion above, the first pf = Ef;lllen(Mij)—i—min{len(Mg/), len(M})}
bits of G¥(Q7) is the same as the first pf bits of g$(Qj/), and the rest bits are
uniformly random. O

Random online block-wise oracle can be used as the ideal security model,
and the security of an online block-wise PRNG is defined as the distinguishing
advantage between it and random online block-wise oracle. We call it the obp-
security, which is defined as:

Definition 3.2. The obp-security of an online block-wise PRNG where g is
randomly chosen from a set G is defined as:

b $ g $
AdvgNl?M,zen(G) ('A) = |PT[g — G AgN=M=lC" = 1] — PT[AQN,M,ZM = 1”
Also we write Advgjl:fpM (@) = Maxy Advg?/pM e (C) (A), which is the

mazimal advantage over all possible adversaries.

Here, G is the set of all possible functions of g. For example, g is a keyed
function which can be written as gx, and K is the key space, we can take

G ={g9x|K € K}.

Lemma 3.1. Suppose that adversary A queries gﬁ[’M}len with {Q7 = (N7, Mf,
, _ . . _ _ $
o Mg e0)|L < 5 < qb If for each 1 < j < q, 0 < i <md, g < G

(N7, ..., M) is uniformly random, then AdvgifM’lm(G) (A) is negligible.
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Proof. 1f A queries G% \/ o, With {Q7 = (N7, M, ...,Mglj,eoz')|1 < i < g}, then
it queries g with {(N7, ,Mf)|1 < j < q,0 <i < m?}, which returns the same
as $. By definition of obp-security, the advantage for A is negligible. a

In some AEAD schemes, the unique nonce security can be extended to unique
nonce-AD pair security, where the security of the scheme is granted when there
are no inputs with same nonce and same associated data. This is because that
there is no output when processing associated data. In the terms of online block-
wise PRNG, we can also define such kind of security. We use the term header
for input blocks at the head of the sequence with no output, and formalize it as
below:

Definition 3.3. Let G be an online bit-wise PRNG. For any query (N, My, ...,
M,,,eo0i) we define its header H(N, My, ..., My,,e0i) = (N, My, ..., My) where
len(I;) =0 fori <k, and len(My11) > 0.

When consider the unique header security, the obp-security degenerates into
the classical prf-security (non-online).

Definition 3.4. The unique header security of an online block-wise PRNG where
g is randomly chosen from a set G is defined as the classical prf-security, which
18:

AdVEY | ) (A) = |Prlg & G A%t 5 1] - PriA® = 1.

gN,M,Len(G

prf
gN,M,l‘en( . z . .
from the set of all adversaries which never queries G with two inputs of same

header.

Also we write Adv ) = maxg Advgfm(c) (A), where A is chosen

Corollary 3.1. If A queries with unique header, then AdvgzpM e (A) =
prf T
AdvgN,M‘len(G)(A)‘

Proof. We only need to show that Qﬁ,’ M,len lWays returns a random string if the
adversary never queries it with same header. For any query Q7 = (N7, Mf s e
Mgﬂ,eoi), if there is no previous query j* < j such that N7° = N7, then the
output is uniformly random.

‘Otherwise, we find k and j that satisfies Theorem 3.1. Suppose that H(N7, ...,
M? | eoi) = (N7,...,M],). We see that k' > k — 1, otherwise, (N7, ..., M{,) =
(N7, ..., Mi,) and len(Mj, ) = len(Mj, ) > 0, then H(Q7') = (N7, ..., M) =
H(@Q’), and that makes a contradiction. If k¥’ > k — 1, by Theorem 3.1, gﬁ/’MJen
(N, ..., Myjnj,eoi) is uniformly random. If &’ = k — 1, then len(M,z/) = 0, other-
wise H(Q7') = (N7, ..., M]_,) = H(Q’). By Theorem 3.1, we see that G 1 (@7)

is also uniformly random. O
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3.2 AEAD from Online Blockwise PRNG

Now, we build a connection between a nonce-based AEAD scheme and our def-
inition of online blockwise PRNG. First, we define an encoding from an AEAD
input to an online blockwise PRNG input.

Definition 3.5. For an AEAD scheme, let its nonce base be N, and tag length
be 7. We construct an online blockwise PRNG gfv,M’lm where len(eoi) = T.
Now we build a connection between the AEAD scheme and the online blockwise
PRNG by defining an encoding function enc : N x {0,1}* x {0, 1}* — N x M*
which maps any AEAD input (N, AD, P) into the online blockwise PRNG input
(N, My, ..., My, eoi).

We define a partition function par : NxN +— N*. For each AEAD encryption
input (N,AD,P), N € N and AD, P € {0,1}*, suppose that par(|AD|,|P|) =
(lenq, ..., leny,), which satisfies X7 len; = |P|. Then, (N, AD, P) can be writ-
ten as (N, AD, Py, ..., Py,), where P = Py|...||Py and |P;| = len,;. Similarly,
for the decryption input (N, AD,C,T), where |C| = |P|, it can be written as
(N,AD,Ch,....,Cp,T), C = Cy]...||Cre and |C;| = len;, |P;| = |C;i| for any
1<i<m.

Then, an encoding function enc0 : N' x {0,1}* x ({0,1}*)* — N x M* is
valid, if given any AEAD input (N, AD, Py, ..., Py,), enc0 satisfies:

1) For any AEAD input (N',AD',P|,...,P! ), encO(N,AD, P, ..., P,,) =
encO(N', AD' | P{, ..., P ,) only if (N,AD, Py,...,P,,) = (N',AD',P{, ..., P );

2) Let encO(N,AD, Py, ...,Py) = (N', My, .... My,/), then N' = N, m' = m,
and len(M;) = |P;|;

3) Let encO(N, AD, Py, ..., Py,) = (N, My, ..., My,), then for any 0 < i < m,
encO(N, AD,Pl, ,PL) = (N, Ml, ceay Ml)

Given a valid encoding enc0, enc is defined as:

enc(N,AD, P) = (encO(N, AD, Py, ..., P,,), eoi)
where (N, AD, Py, ..., Py,) is generated from (N, AD, P) using par as above.

An example of valid encoding is the encoding used in Keyak [6], which maps
any (AD, P) pair into a sequence of b-bit blocks that fit into the inner structure
of the scheme. In fact, most AEAD scheme contains such an encoding, although
sometimes implicitly.

We can see that while encoding an AEAD input (N, AD, P), P is divided
into blocks, and each input block M; is only determined by AD and the first ¢
input blocks (in most cases, it is only related to the i-th input block P; itself).
This definition links the input plaintext blocks of an AEAD scheme with the
input blocks of an online block-wise PRNG.

For any online block-wise PRNG and a valid encoding, we can build an
AEAD encryption scheme: for the encryption input (N, AD, P), use par to get
(N,AD, Py, ..., P,,), feed the nonce and every input block in enc(N, AD, Py, ..., P;,)
into the OBP scheme; for each output block O; which length is len(M;) = | P,
XOR it onto the plaintext block P; to get the ciphertext block Cj; finally feed
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the symbol eoi and take the output as the authentication tag T'. The decryption
procedure is a bit more tricky. We give the formal definition of an OBP-based
AEAD below:

Definition 3.6. Let gﬂ\/yMylm be an online block-wise PRNG, and enc is a valid
encoding. We suppose that N is also the nonce base of the AEAD scheme, and
len(eoi) = t is the tag length. The AEAD scheme (EX¢ v 1on.encs A Moien,enc)
is defined by:

For encryption input (N, AD, P), éﬁf’M}len’enc(N, AD, P) is generated by:

g./g\f,M,len,enc(N7 AD? P) =
(G Miien(€nc(N, AD, P))| p| & P, G g ien(€nc(N, AD, P))| p|,pj+t)-

For decryption input (N, AD,C,T), the output ng\/vM,lm’mc(N, AD,C\T) is
generated by the following procedure:

1) First we use par to get (N, AD,C4,...,Cp,T), let P’ + ¢, i+ 1;

2) P} < g(encO(N,AD, Py, ..., P{_)))|ic,) ® Ci, P' <= P'|| P, i i+ 1;

3) If i < m, returns to 2). Let T' = g(encO(N, AD, P|,...,P, )|, if T' =T,
returns P’, otherwise returns L.

Theorem 3.2. The AEAD scheme defined above is a correct encryption scheme.

Proof. For an encryption input (N, AD, P) and its output (C,T), we use par
and enc to get input blocks (Pi, ..., Pp) and (My,..., M,,), correspondingly.
By the definition of online block-wise oracle, we have that C' = (g(N)||p,| ©
P1)||(9()J|Va My)|ip, @ Po)l|--[[(g(N, My, ..., M —1)||p,,| ® Pin), and T = g(N, M,
,Mm t-

While (N, AD,C,T) is used as decryption input, we can see that |C;| = | ;|
and C; = g(N, My, ..., M;_1)||p,| = g(encO(N, AD, P\, ..., P;_1))||p, ®P;. For i =
1, we have that P| = g(N)||p,|® P1®g(N)|c,| = P1. Suppose that for all i < k,
we have P/ = P;. Then for i = k, we have P = g(encO(N, P\, ..., Px_1))|ic,| @
Cy = P;. So P/ = P, for all 1 < i < m, then P’ = P. Also, we have T" =
g(encO(N,AD, Py, ..., Py,))| = T. Then the decryption function outputs P’ =
P, which is the correct decryption result. a

3.3 Security of OBP-based AEAD Schemes

As we mentioned above, for those AEAD schemes which are covered by our
definition of OBP-based schemes, if there is a previous query which has a com-
mon prefix with the current query, then the output blocks of the common prefix
and its next block are insecure. So for the nonce misuse security of OBP-based
AEAD schemes, we discard the common prefix blocks and the next block, only
discuss the security of other blocks. We define the nonce misuse security by the
following definition:
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Definition 3.7. Let OAE = (3 s ien.cner DA M.ten.ene) b€ an OBP-based en-
cryption scheme. Then, the oracle E'{; \q o ene 8 defined as:

For any input query (N, AD, P), if the nonce N has never been used before,
E'X Muen,enc(Ns AD, P) = EX¢ p1en enc(N, AD, P). Otherwise, let enc(N, AD, P) =
(N, My, ..., My, eot). Among all previous queries, we find the greatest number k
such that there exists a previous query (N, AD’, P') satisfies enc(N, AD', P') =
(N, M{,.... M/, eoi) and M; = M] for i < k. Let p = len(My) + ... + len(My).
Then if X pmienm.enc(Ns AD, P) = (C,T), we have E" Muien.enc(N, AD, P) =
(Clp,p, T)-

The confidentiality of OAE, where g chosen randomly from G is defined as:

AdvEY o) (A) = | Prlg & G A N mtenenct) o 1] — Pr[ASC) = 1],
Here $(.,.,.) outputs a pair of uniformly random strings of the same length
with the output of E’i/’MJen,enc(., +.), and A is any adversary.
If the adversary is nonce-respecting, which means A never queries £' or $
twice with a same N, then €' is the same as £. Then the confidentiality definition
can be also written by:

i $ . &Y $(.,-,-
Advg’:;‘];(G)(A) = |Prlg & G : AN mienencCo) o 1] — priA3C) = 1))

The two definitions can be considered as nonce-misuse security and nonce-
respecting security, respectively. As we already mentioned, the nonce misuse
security only consider outputs begin from the ¢ + 2-th block if there exists a
previous query with the same nonce and a common prefix of i blocks.

Theorem 3.3. Let OAE = (E3; af1en.ene> DX Moien.enc) V€ an OBP-based en-
cryption scheme, where g chosen randomly from G. Then:

riv b
a,) AdngE(G) (A) S AdVZNF,)MJcn(G);

b) Advgj‘};(g)(A) < Advgj«fvm,zm(G) for nonce respecting adversary A which

queries 5}1/ M.len.ene With unique nonce.

Proof. For any adversary A that attacks the confidentiality of OAE, we con-
struct an adversary A’ that distinguishes between g;(ﬁ M.len and gﬁ/, Mlen

A’ acts the same as A except when A gets the returned value from oracle
calls &' or $, A’ gets the returned value by:

For &'(IV,AD,P) = (C',T"), suppose that |C'| = ¢ bits. A’ first call
G men(enc(N, AD, P)) or gﬁ/’M,len(enc(N, AD, P)) and gets an output O
of |P|+1 bits, then returns (O|,p|—c/,|p| @ P||p|=c, P} Ol P}, P|++)- We show that
the probabilities of A’ and A returns 1 are the same by proving that the returned
value defined above for A’ shares the same distribution with the returned value
for A from &’ or $.

In the real world where A calls S’jg\/’M’lemenc and A’ calls gvakw by the
definition of €, E(IV, AD, P) = (C,T) which (C®P)||T = G pgjen(enc(N, AD,
P)). For A, £ returns the last ¢’ bits of C' and T', which is also O||p|—c |p| ®
P|ip|—¢,ip| and O||pyp|++, the returned value for A’.
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In the ideal world where A calls $ and A’ calls gﬁn Miens Py Theorem 2.1,
the last ¢ + ¢ = len(Myy1) + ... + len(M,,) + len(eoi) bits of Q%’M’len, say,
Ok+1y -y Om, T are uniformly random. For A’, it returns (Og4+1®Pi41)]|---[|(Om®
P,,)||IT. By the definition of online block-wise PRNG, M; must be determined
before the output of O;, so is P;. Then P; is independent with O;, which means
that O; ® P, i = k+ 1,....m and T = O,,41 are all uniformly random and
independent with previous outputs. Then the return values share the same dis-
tribution with $(.,.,.).

Solfor each adversary A, we have that Advgj\]’f(g) (A) = Advgl:f,’M,lm(G) (A <
AdvdoP

OGN Myen(G)”
For the nonce respecting case, from Definition 3.3, A’ always queries G with

unique header. So AdvgiffwMJm(G)(A’) is the same as Adef\’valEn(G) (A’), and

b) can be directly derived from a). O

We shall not discuss the integrity for JAMBU in this paper. However, we still
show that our framework of online blockwise PRNG can also be used to analyse
the integrity of AEAD schemes.

Definition 3.8. The integrity of an AE scheme OAE = (EX; af1en.enes DA Moien.cne)
where g is chosen randomly from G is defined as:

Advg‘ﬁg(g)(A) = Prlg S G AER Mien enc) PR Mot ene (o) forges.).
The restriction on A is that A never queries D with a reply from &.

Definition 3.9. We say that enc is a prefiz encoding, if for any (N, AD, P),
enc(N,AD,P) = (N, M, ..., M,,,eoi), there is no (N,AD’,P") # (N, AD, P)
such that enc(N, AD', P") = (N, My, ..., My, eoi), m'" < m.

Theorem 3.4. Suppose that enc is a prefix encoding, T is the tag length.
b .
Tﬁen, Ad'vao"ﬁg(g) (A) < Advng’MJen(G) + qa/2', qq is the number of de-
cryption queries.

Proof. By Definition 3.6, the tag T is the last ¢-bit of gjg\[’MJen(enc(N, AD, P)),

and since enc is a prefix encoding, by Theorem 3.1, the last ¢-bit of gj*{/ M.len
(enc(N, AD, P)) is a uniformly random string. So if A can distinguish between

T and a uniformly random ¢-bit string, it can also distinguish between G3 (..,

Obp o .
Grr atten(G) DY definition.

And if the adversary failed to distinguish between T and a random string, then
for each decryption query, the probability of forgery is only the random guessing
of 1/2%, and for total g4 queries, the probability is no more than g;/2¢. So the

. . e . obp t
total distinguishing probability is no more than AdvgN,M,le7z(G) +qa/2". a

and gfv, M.len which probability is no more than Adv
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4 Security of JAMBU-like Online Blockwise PRNG

In this section, we consider JAMBU as an AEAD scheme deduced from an online
blockwise PRNG, and prove its security. By our results in the previous section,
given the security of this online blockwise PRNG, we can immediately get the
security of JAMBU itself.

Compared with the description of the JAMBU mode of operation in section
2, we define a JAMBU-like online blockwise PRNG as follows:

Definition 4.1. Let ', M be the nonce space and message block space, b = 2n,
len(eoi) = n and for any M € M, len(M) < n. Let v : N+ {0,1}* and p :
M {0, 1}° be two injective functions that maps nonce and message block into
binary strings. Given any function f : {0,1}% s {0,1}®, the function pf,of, xf
18 recursively defined as:

(1) 0 = V(N), p(N) = V(N)ln2ns X (N) = f(of (N);

(2) Jf(Nv Mla (a3 M’L) = Xf(Nv Mla B8] Mifl) D (pf(Na Mla ceey szl)”On) D
/J,(MZ), pf(N, Ml, ceey Mz) = pf(]\[7 Ml, ceey Mifl) D Uf(N, M17 ceny Mi71)|n,2n;
Xf(N, Ml, ...,Mi) = f(af(N, M17 ,Mz)) fO’f’ 1 < ) <m.

We assume a prefiz encoding, so that for any query (N, My, ..., M, eoi),
there is no query (N, My, ..., My, ,eoi) such that m’ < m. Then we can define
the keystream function v/ and authentication tag function 'yf separately. We
let vf (N, M, ..., M;) = x/ (N, M, ..., M;) & (p/ (N, My, ..., M;)||0") for 1 < i <
m—1 and Fth(N7 Mla ceey Mm) = Xf(Na Mla ceey Ml)@(Xf(Na M17 ceey Ml)nZn”On)@
(p! (N, My, oo, My)[|O7), and 57 = 7f U]

We say that QX;’MJW is a JAMBU-like online blockwise oracle deduced from
f, written as and I'Y.

Above we construct an online blockwise PRNG which match the definition
for JAMBU, where p/ is the state R, x/ is the state Y||X, o/ is the state V||U.
Note that we swap the first n bits and last n bits of each Fx input and output
in JAMBU. This does not change the pseudorandomness of Ex (or f in the
definition above).

If the function f in Definition 4.1 is a random oracle, then then any interac-
tion between an adversary 4 and the JAMBU-like online blockwise PRNG can
be simulated by the following interactive game Game 1 (L(.) is a function that
always returns L). We write X instead of Y|| X for simplification, and write V'
as the intermediate value Y @ R||X (which is also v/ in the definition above).

Since bad = true if and only if there exists i,j such that badO{ = true and
badlg = false, it is clear that when bad = false, for every i, j such that badlz =
false, we have bad0? = false. We also write bad! as the intermediate value of
bad, which is defined as: bad{ = true if and only if there exists (¢/,5") < (i,7),
there is bad()z,, = true and badlf/l = false.

Now, we give some lemmas on Game 1, which are useful for our security
proof.
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Game 1
1: w7« L(.); bad + false;
2: for j =1 to g do

3: 57« v(N?); R} < S3|n.on;

4: for i = 0 to m’ do

5: if 7(S7) = L then 7(S7) & {0,1}"; bad0?! «+ false; else bad0! «+ true;

6: X7 7(S9);

7 if 7/ (N9, M{,...,M}) = L then ©'(N7, M, ... M7) < X/; badl! < false;
else badl! « true;

8: if bad0} = true and badl? = false then bad < true;

0: Vi = XJ & (RI)0");

10: if i # m’ then

11 Szj+1 =V & u 7,+1)

12: output OZJrl 2 |len(MJ+1),

13: R1+1 R @Sl+1‘n 2n;

14: else output 77 « V7|, @ V7 |n 2n;

15: end if

16: end for

17: end for

Lemma 4.1. In Game 1, we have:

a) X] =n(S)) = w/(Nj7Mf,...,M?) Similarly, each value of S7, R}, V7 are
uniquely determined by (N7, Mf7 ey Mf)

b) If badl! = true, then bad0! = true.

Proof. Tn Game 1, if bad1} = false, 7/(N7, MJ, ..., M?) is set to X7 = W(Sj). If
badl] = true, then thereis a j' < j such that (N7, M7, ... MZ) (N7, M ,...,Mij/),
T (N9, M,y M) = ' (N7, M{, ., M]') = X7, and badl] = false, which is
the first time that (N7, M7, ..., M) occurs in a query. We first prove that for all
k<i, Rl_, =Rl  and S =57,

We prove it by induction. First, we have S} = v(NY) = v(N7') = Sél,
also Rj R] Now suppose that Rk 1= Rf; , and Si = S,z/ Then Rj =
R @ S|y = R @57 _Rk,XJ— m(S)) = w(SY) = X7'; and
Sli+1 = X}i‘, (R{CHO") @M(Mlgﬂ) = X'li (lec ||0n)‘69 M(Miiﬂ) = SkJH if k f i
So §7 = 87 is already in the domain of 7, then X/ = 7(S7) = n(87 ) = X7 =

7' (NI, M7, ..., M?), and bad0! = true. Also we have R} = Rg/ and V7 = Vij/. So
for any j and j* such that j # j* and (NJ M ..., MJ) (Nj*,Mlj*,...,Mij*)7
thereis Y = 87 =89 X/ =xI' =X/ Rl =RI' =R VI =v/ =Vv/".

O

Lemma 4.1 showed that if we use Game 1 to simulate the function Xij =
x (N3, M{,..., M) in Definition 4.1, then the function x/ is well defined, and
o, pf 4! are all well-defined functions.
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Lemma 4.2. In Game 1, we have:

a) If badOg = false, XJ v/ Si—&-lv Zﬂ_l(or Tj for i = m?) are umformly
random, and independent with Xi/ ,Vl-, ,Sf,/H, 51 (or T for i = mi ) M,
for all (', 5") < (i,7), and Nj/,Sgl for all j < 5.

b) Suppose that badH_1 = false. Then XJ,VJ OJ_H (or T9 for i = m]) are
uniformly random and independent with XZ, ,V; , /+1 (or Ti" for i’ =mi ) for

(i',§") < (i,7) such that (N9, M}, ..., M7) # (N7’ ,M1 . MZJ, ).

i/ 41

Proof. Proof of a): If badog = true, then Xf is assigned as a uniformly ran-
dom string, which is independent with all previous states and outputs, including
X ,V S]urlaO,L 4 (or 79", also R and M/ (since M7 is chosen by the ad-
versary who knows only all previous outputs, which are independent with X; J ).
Then, using basic results in the probability theory, we have Vi = X/ o R

and S7 = = X/ 69 R @ ,u(MJ ) are uniformly random and independent with

X]’ aV/ 757, +17O’L /41 hence O ‘/;j‘len(Mg+l) or 77 = ‘/'L]|7l @ V;j"nﬁn is also
uniformly random and 1ndependent with le V{ ,SZ b1 Oj,/_H(or Tj/)

Also, M ryq and N, 7" are chosen by the adversary, and only related to the pre-
vious outputs. We already shown that X7, V/, S, ,07,, (or T7) are independent
with all previous outputs O’. _H(or T3, (i*,5*) < (i,5). So X7, V7, Sl]+1701.+1( or
T7) are independent with M, 41 and Nd’ , hence also independent with SJ =
v(NI).

Proof of b): We find a j* < j such that (N7, M, ..., M/) = (Nj*,Mg*,...,Mij*)
and badlg* = false. By our assumption, we have badoz* = false, so using Lem-
ma 4.1, we have Xij = Xz-j*, Vij = Vij*. Similarly, we can find j* < j’ such
that badOj/* = false and Xj/ = Xj,/*7 Vj/ = Vj/* As it was proven in a),
Xf *,Vij are uniformly random and mdependent with XZ/ ,Vj T g # g,
which means so are X7, V7 and XJ V] We can see that 1f (N, Mf, ey M7 #
(N9 M, ..., M3, then (NJ°,MI", .. MI") # (N3, M’ ,...7Mg, "), so j* #

4. Then X7, V7, Of_H(or Tj) are independent with X7, Vﬂ ,Oj,+1(0r T7") when
(N,Mf,...,Mf);é(NJ7Mf7.. MZ],) a

Using Lemma 4.2, we show the independency of S’f,i >1, Xf,z' >0, Vij,i >
0. The only thing left is the relationship between Sg and others.We now estimate
the probability that S = Sg/', i’ > 0. First we need to define a new function.

Definition 4.2. Let rq,...,r, € {1,2,...,x} be uniformly random and indepen-
dent variables, and \; = |{r;|r; = i}| be the number of variables taken value i.
We define A(x,y) = maxi<i<z Ai, and EA(z,y) be the mathematical expectation
of Alz,y).
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Lemma 4.3. Let s1, ..., Sm be uniformly random and independent b-bit strings,
s is a b-bit string. Suppose that s;|,p, the last b —r bits of s;, 1 < i < m are
independent with s. Then: Pr(s € {s1,...,8m}) < EA(2",m)/2°7".

Proof. We have Pr(s = s;) = Pr(s|, = si|,)Pr(s|rp = silrp) = 27O Pr(s|, =
si|r). By Definition 4.2, Pr(s|, = s;|,) < A(2",m)/m. Then Pr(s € {s1,...,8m}) <
EA(2",m)/20". O

Now we are ready to prove the security bounds.

Definition 4.3. Let '/ = QX;M 1en b€ @ JAMBU-like online blockwise oracle.
Then the obp-security of I' with a random function is defined as: AdVObp(.A) =
AdvePP (A), where Rand(2n) is the set of functions with

VOn aien ({7 | f€Rand(2n)})
2n-bit input and 2n-bit output.

Theorem 4.1. a) For the non-unique header case, AdVObp(.A) < q]20/22"+1 +
qEA(2",q45)/2" + qq5/2";
b) For the umque header case, Advc’bp(A) < /22" + qBA2™, q5)/2";
Here g5 = m!' + ... + m? + q is the total number of input blocks including
nonce blocks (excluding eoi).

Proof. By Lemma 4.2, if bad = false, we have Vij is uniformly random for any
i,j. So for i < ms, ’yf(NJ Mf, . Mj) V7 is uniformly random, and for i =
mi, ~F (NI, MY, .. an ) = VJ (V]] ln.2rl0™) is also uniformly random (this
is because that P(V) =V (V|n’2n|\0”) is a permutation for all 2n-bit strings).
By Lemma 3.1, we have that the distinguishing advantage is negligible when
bad = false, so we only need to calculate the probability of bad = true. Now we
find an upper bound for it. We can see that Pr(bad = true) < X; ;Pr(bad0] =
true,badl! = false|bad) = false). So we only need to calculate Pr(bad0! =
true, bale false|bad} = false) for each i, j.

Since Pr(bad()f = true, badl] = false|bad} = false) < Pr(bad0} = true|badl) =
false, bad{ = false), we can use the latter probability for estimation instead.
By the description of Game 1, we can see that Pr(bad()g = true|badlg =
false,bad! = false) < E(ifwj/)<(i7j)Pr(Sf = Sf,/|bad1'z = false,bad} = false).
We divide all S’j which badlj = false and badj false into three sets: 1 =
{S7]i > 0 Abad0!_, = false}; Sy = {S7]i > 0 A bad0!_, = true}; Ss = {S}},
and discuss the probability by three cases:

a) §7 € 81, s0 bad0? 1= = false. By Lemma 4.2, S7 is umformly random and
independent with any S7, , (i',5') < (4, 7). Then Pr(S! = SJ ) = 1/2°"
b) S7 € Sy, s0 bad0]_, = true. Since bad! = false we have badl]_; = true.

For (i',j') < (i,§), if (N7, M7, ..., Mf )= (N7’ Mf ,...,Mf, 1) then Vij =
V], ,- But since badl = false, we have M/ 75 7,50 87 # 8

Otherwise, (N9, M, ..., M?_|) # (N3' MI', .., M} _), by Lemma 4.2, V7 |
is independent with VZJ,/_1 Because Sg = VZ{ 1 D (M ), also MZJ is chosen by
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the adversary and could be written as a function of all previous output. Note
that M7 must be determined before the output of 07, so M/ is related only
with outputs from O to Offl. We only need to give the independency results
between V7 | and O (or T9") for all (i*,j*) < (i, 7).

If (N7, M{, ..., M7 ) # (N9°, MJ", ..., M%), by Lemma 4.2, V/ /.y s inde-
pendent with of (or T9°). TIf (N4, M7, ..., M? ) = (N7", M} ,.., M _)), we
have Vl] = VZ _1, and by our assumption, this output block cannot be the
authentication tag. So OJ* is the first len(MJ )-bit substring of V2 _, = V7 | If
len(M? ) =0, then OJ = ¢, then V| is independent with OJ Otherw1se we
still have len( M. ) < n. Because V/_| is uniformly random, we have that the last
n-bit substring of Vf_ 1, Which is Vi_1 ln.2n is uniformly random and independent
with the first len(M»j: )-bit substring of V-J;*_l, which is Oj:.

If the adversary always querles with umque header, then len(M ) = 0 for
all (NI, M7, ..., M7 ) = (N3" MI" ..., M%_)). So VY | is mdependent with all
previous outputs (from O} to O7_,), hence V7 | is independent with M/. So
S = V7 @u(M?) is uniformly random and independent with Sg,/, and Pr(S! =
S9) = 1/22n,

If the adversary does not query with unique header, we still have Vl 1ln.2n
is 1ndependent with all previous outputs, hence independent with M] Then
2 = Vi,
previous states. So Pr(S7 |, 2, = Sf, ln.2n) < 1/27, which means Pr(S7 = S’f, ) <
1/2™ for all (¢/,5") < (4,7).

¢) 8! € 83,50 i = 0. Since badl}, = false, N7 # N7’ for all j' < j, we

have Sg #+ Sél. If the adversary always queries with unique header, then Sg/’ is

® u(M)|n.2n is umformly random and independent with all

uniformly random for ¢’ > 0. Like we discussed in case b), Sf,/ I, 2n is independent
with all outputs, hence independent with N7 and S) = v(N7). By Lemma 4.3,
we have Pr(S} € §; USy) < EA(2™,|S; USs|)/2™ < EA(2™, qf)/Q”

If the adversary does not query with unique header, S !, is still uniformly
random if Si, € 81, so by Lemma 4.3, we have Pr(S} € 8;) < EA(2",|S;])/2" <
EA(2™,q5)/2". Also, Sf,/|n’2n is uniformly random if Sf,, € Ss, as we discussed
in case b), also independent with S. So Pr(Sf,l =S} <1/2m.

Now we calculate the probability. We have Pr(bad = true) < X, jPr(badOz =
true,badl} = falselbad) = false) = X; jPr(S! € {Sg,/\(i’7j’) < (i,5)}). It
we consider the unique header security, then Pr(S! = Sg,') < 1/2™ holds for
i >0, and Pr(bad = true) < Xy~ Pr(S! € {Sf,/|(z",j’) < (4,§)}) + X;Pr(S] e
{SU1.3) < (1.4)}) < g3/2"+ + 4BA@Q", qp)/2".

For non-unique header security, we have that Pr(S? = SJ ) =1/2% (¢,5) <
(i,7) except the following cases: (1) S/ € Sy or S/ € S3,Si, € 8S,. This occurs
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only when Sg € S, or Sg// € S, and the total count is no more than ¢f|Sa|.
For each query (Nj,Mlj, ...,Mglj,eoz'), if badli = true, there exists j/ < j such
that (N9, M3, .., MJ) = (N9, MI', .., M), so for all k' < k, badl’, = true.
Then, there is at most one Sf for each j such that badlg_1 = true and badlg =
false, which means for each j there is at most one Sg € Ss. Then |S2| < gq.
In this case, Pr(S! = Sg,/) < 1/2™, and the total probability is no more than
qqp/2". (2) Pr(S) € S1) < EA(2",q;)/2" for each 1 < j < ¢, and the total
probability is no more than ¢ EA(2", g5)/2™. Then, Pr(bad = true) < q}%/22"+1+
qEAQ2", q5)/2" + qqp /2" O

Now we discuss the cases where the random function f in I'f is replaced by a
block cipher (which is supposed to be a pseudorandom permutation), and define
its security as:

Definition 4.4. Let I" be a JAMBU-like online blockwise PRNG, Perm(2n) is
the set of 2n-bit permutations. Then the obp-security of I' with a secret random
permutation is defined as:

ob ob
AdvTP(A) = Advg P peperm(zn (A)-

Theorem 4.2. Adv,P(A) < AdvoiP(A) + q7 /2>t
Proof. See the PRP-PRF transformation lemma [9]. O

Corollary 4.1. Suppose that Ex in JAMBU can be considered as a pseudoran-
dom permutation. Let q be the total queries, p be the total number of plaintext
blocks, h be the total number of AD blocks. Let M = p+ h+ 3q. Then:

a) AdvPRNY o (A) < gzij + W + L for A with non-unique nonce-AD
pair;

b) AdvPRY L (A) < %: + w for A with unique nonce-AD pair.

Proof. For the j-th query (IV7, AD’, P7), we suppose that ADJ = AD%||...||AD{LJ-_17
Pi = PJ|...| P, _,, each AD] or P} is an n-bit block. We let ' € {0,1}", M €
{0,1}"x{1,2,3,4}, enc be defined as: enc(IVI, ADI, Pi) = (IV7,(0",1), (AD},2), ...,
(AD{LJ-_17 2),(PI,3), ..., (ng_17 3),(0™,4)). It can be simply verified that enc is
valid, and is a prefix encoding, since (0", 4) only appears as its last element.

We let v(IV7) = IVI||0", u(0", 1) = 0"—3[|101]|0", u(AD?,2) = 0"~ |[1||AD?,
u(P3,3) = 07| PY, u(0",4) = 0" 2|[11[0", len(I) — n for I = (P/,3) or
I = eoi, and len(I) = 0 for others. So for each (IVJ ADJ P7), there is a
total of A7 4+ p? + 3 input blocks excluding eos, then for all encryption queries,
the number of total input blocks is h + p + 3¢ = M. Also, we construct E’ as:
E(X) = Ex(X|n 20l X |n)|n20 | Ex (X|n,2n]| X |n)|n, which means that we swap
the first n-bit and the last n-bit for both input and output. It is obvious that
E’. is still a pseudorandom permutation.

Now we can see that the definition above fits our definition for JAMBU-
like online blockwise PRNG perfectly, and the JAMBU scheme can be viewed
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as an AEAD scheme based on online blockwise PRNG, the JAMBU-like online
blockwise PRNG has unique header if and only if JAMBU has unique nonce-AD
pair. So we use Theorem 4.1, Theorem 4.2 and Theorem 3.3 to get the security
result of JAMBU. a

The exact value for EA(x,y) is hard to calculate. But it has been proven in
[16, 18], if y/x = c is a constant, then lim,_,o EA(x,y) = [logz/loglogx]. So
we suggest that EA(27,q¢) ~ r/logr. Although it is not a strict bound, it can
still be used to estimate the security result.

We can see that, for nonce misuse case, JAMBU has confidentiality of n/2-
bit. Since a distinguisher for JAMBU with complexity O(2"/?) has been given

[22], our security bound is tight. For nonce respecting case, Advhimpy(A) <

M? + gEA(M2™) . M? + qn/logn
22n on ~ 92n on

n — log n-bit.

, which means its confidentiality is at about

5 Conclusion

In this paper, we presented a new cryptographic model called online block-wise
PRNG, and used it to define a new online nonce misuse security notion for
authenticated encryption, which is weaker than the existing online AE security,
and use it to prove the security of JAMBU under both nonce respecting and
nonce misuse cases. Since the designers did not give the security proof in their
submission, we believe that our work is an important complement, especially in
the nonce misuse case, where the original security claim of designers has been
overthrown by other researchers.

In the nonce misuse case, we show that the security is n/2 bits, and since
there is an attack with O(2"/2) queries, this security bound is tight. However
for the nonce respecting case, by using standard provable security method, we
can only prove a security up to its birthday bound. That does not necessarily
mean that there exists an attack with O(2™) queries. We believe that JAMBU
does have a beyond-birthday-bound security for more than n-bit, and this shall
be our future work.

We also hope that, by giving security proofs on JAMBU under both nonce
respecting and nonce misuse case, we can help the designers of JAMBU, and
bring the scheme further to practical use.
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