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Abstract. Proxy re-encryption (PRE) is a cryptographic primitive introduced by Blaze, Bleumer and Strauss [4]
to provide delegation of decryption rights. PRE allows re-encryption of a ciphertext intended for Alice (delegator)
to a ciphertext for Bob (delegatee) via a semi-honest proxy, who should not learn anything about the underlying
message. In 2003, Al-Riyami and Patterson introduced the notion of certificateless public key cryptography which
offers the advantage of identity-based cryptography without suffering from the key escrow problem. The existing
certificateless PRE (CLPRE) schemes rely on costly bilinear pairing operations. In ACM ASIA-CCS SCC 2015,
Srinivasan et al. proposed the first construction of a certificateless PRE scheme without resorting to pairing in the
random oracle model. However, in this work, we demonstrate a flaw in the CCA-security proof of their scheme.
Also, we present the first construction of a CLPRE scheme without pairing which meets CCA security under the
computational Diffie-Hellman hardness assumption in the random oracle model.
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1 Introduction

Due to segregation of data ownership and storage, security remains as one of the major concerns in the public cloud
scenario. In order to protect the stored data from illegal access and usage, users encrypt their data with their public
keys before storing it in the cloud. To enable sharing of the stored data, a naive approach would be that a user Alice
shares her secret key with a legitimate user Bob. However, this would compromise the privacy of Alice. As a solution
towards providing delegation of decryption rights, Blaze et al. [4] in 1998 proposed the concept of proxy re-encryption,
which allows a proxy server with special information (re-encryption key) to translate a ciphertext for Alice into an-
other ciphertext (with the same message) for Bob, without learning any information about the underlying plaintext.
Besides, this approach also offloads the costly burden of secure data sharing from Alice to the resource-abundant
proxy. As Alice delegates her decryption rights to Bob via a proxy-server, Alice is termed as the ”delegator” and Bob
as the "delegatee”. Ever since, PRE has found a lot of applications such as encrypted email forwarding, distributed
file systems, digital rights management(DRM) of Apple’s iTunes, outsourced filtering of encrypted spam and content
distribution [2I3I5/16].

Based on the direction of the delegation, PRE schemes are classified into bidirectional and unidirectional schemes.
In unidirectional schemes, a proxy can re-encrypt ciphertexts from Alice to Bob but not from Bob to Alice, while in
the bidirectional schemes, the proxy is allowed to re-encrypt ciphertexts in both the directions. PRE schemes are also
classified into single-hop and multihop schemes. In a single-hop scheme, a proxy cannot re-encrypt ciphertexts that
have been re-encrypted once. In a multi-hop scheme, the proxy can further re-encrypt the re-encrypted ciphertexts.
In this paper, we focus on single-hop unidirectional PRE schemes.

Several PRE constructions have been proposed in the literature, either in the Public Key Infrastructure (PKI) or iden-
tity based (IBE) setting. The schemes in the PKI setting entrusts a third party called the Certification Authority(CA)
to assure the authenticity of a user’s public key by digitally signing it and issuing Digital Certificates. However, the
overhead involved in the revocation, storage and distribution of certificates has long been a concern, which makes pub-
lic key cryptography inefficient. As a solution to the authenticity problem, Identity-based cryptography was introduced
by Shamir in 1984 [12], which involves a trusted third party called the Private Key Generator (PKG) to generate the
secret keys of all the users. Yet again, due to the unconditional trust placed on the PKG, identity based cryptography
suffers from the key-escrow problem. To avoid both the certificate management problem in the PKI setting and the
key-escrow problem in the ID-based setting, certificateless cryptography was introduced in 2003 by Al-Riyami and
Patterson [I]. Certificateless cryptography splits the task of key-generation of the user between a semi-trusted entity
called the Key Generation Center (KGC) and the user himself. This approach no longer relies on the use of certificates
for the authenticity of keys and hence does not suffer from the certificate management problem. Also, the KGC does



not have access to the secret keys of the users, which addresses the key-escrow problem inherent in IBE setting. Thus,
certificateless cryptography setting enjoys the benefits of both PKI-based and ID-based cryptography.

In this paper, we study proxy re-encryption in the light of certificateless public key cryptography. Consider the fol-
lowing scenario that motivates the need for proxy re-encryption in the certificateless setting. Suppose Alice stores her
encrypted data in the cloud, which provides services to billions of users. We note that the number of cloud users is large
and therefore, management of certificates for public key authenticity is an overhead. This makes proxy re-encryption in
the PKI setting unfit for cloud services. On the other hand, entrusting a third party PKG with the power to generate
the secret keys of the users makes the cloud vulnerable to key-escrow problem. A malicious PKG can decrypt the
confidential data of the users, due to which PRE in IBE setting is highly impractical. Certificateless PRE affirmatively
solves both the certificate management problem and key-escrow problem in the above scenario.

The existing certificateless PRE scheme [9] in the literature is based on bilinear pairing. Note that bilinear pairing
is an expensive computation when compared to modular exponentiation operation in finite fields. In this work, we
propose the first pairing-free unidirectional single-hop CCA-secure CL-PRE scheme in the random oracle model.

1.1 Related Work and Contribution

While several schemes achieving PRE have been proposed in the literature, a majority of these schemes are either in
the Public Key Infrastructure (PKI) setting or Identity-Based (IBE) setting. Certificateless public key cryptography
introduced in [I] offers the advantage of identity-based cryptography without suffering from its inherent key-escrow
problem. In 2010, Sur et al. [I4] introduced the notion of certificateless proxy re-encryption (CL-PRE) and proposed a
CCA secure CL-PRE scheme in the random oracle model. However, in 2013, their scheme was shown to be vulnerable
to chosen ciphertext attack by Zheng et al. [I7]. In 2013, Guo et al. [9] proposed a CL-PRE scheme in the random
oracle model based on bilinear pairing which satisfies RCCA-security, a weaker notion of security. In 2014, Yang,
Xu and Zhang [I5] proposed a CCA-secure CL-PRE scheme without pairing in the random oracle model, which was
later shown to be vulnerable to chain collusion attack in [I3]. In 2015, Srinivasan et al. [I3] proposed a CCA-secure
unidirectional certificateless PRE scheme without pairing under the computational Diffie-Hellman assumption in the
random oracle model. In this paper, we expose a critical weakness present in the security proof of the scheme and
provide a potential fix to make the scheme provably secure.

Another major contribution of this work is we propose an efficient pairing-free unidirectional single-hop certificateless
proxy re-encryption scheme in the random oracle model. As stated, all the existing CL-PRE schemes are vulnerable
to attacks except for [9]. The CL-PRE scheme due to Guo et al. [9] is based on bilinear pairing which is an expensive
operation as compared to modular exponentiation operations in finite fields. Besides, their scheme [9] satisfies a weaker
notion of security, namely the RCCA-security and is based on g-weak Decisional Bilinear Assumption. Our scheme
satisfies CCA security against both the Type-I and Type-II adversaries and is based on a much standard assumption
called the Computational Diffie Hellman (CDH) assumption.

2 Definition and Security Model

2.1 Definition

We describe the syntactical definition of unidirectional single-hop certificateless proxy re-encryption and its security
notion. We follow the model given in [I3] for a certificateless proxy re-encryption scheme. A PRE scheme consists of
the following ten algorithms:

— Setup(1*): A probabilistic polynomial time (PPT) algorithm run by the Key Generation Center(KGC), which
takes the unary encoding of the security parameter A as input and outputs the public parameters params and the
master secret key msk.

— PartialKeyExtract(msk, ID;, params): A PPT algorithm run by the KGC which takes the master secret key
msk, user identity I D; and public parameters params as input, and outputs the partial public key and partial
secret key pair (PPK;, PSK;).

— UserKeyGen(ID;, params): A PPT algorithm run by the user, which takes the identity I.D; of the user and the
public parameters params as input, and outputs the user generated public key and secret key pair (USK;, UPKj;).

— SetPrivateKey(ID;, PSK;, USK;, params): A PPT algorithm run by the user, which takes as input the identity
ID; of the user, partial secret key PSK;, user generated secret key USK; and public parameters params, and
outputs the full secret key SK; of the user.

— SetPublicKey(ID;, PPK;, PSK;,UPK;, USK;,params): A PPT algorithm run by the user, which takes as
input the the identity ID; of the user, partial public key PPK;, partial secret key PSK;, user generated public
key UPKj;, user generated secret key USK; and public parameters params, and outputs the full public key PK;
of the user.



— Re-KeyGen(ID;,ID,, SK;, PK;, params): A PPT algorithm run by the user (delegator) with identity ID; which
takes as input the identity ID; of the delegator, identity ID; of the delegatee, the full secret key SK; of ID;,
full public key PK; of ID; and public parameters params, and outputs a re-encryption key RK;_,; or an error
symbol 1.

— Encrypt(ID;, PK;, m,params): A PPT algorithm run by the sender which takes as input the identity ID; of
the receiver, full public key PK; of ID;, a message m € M and the public parameters params, and outputs the
ciphertext C' or an error symbol L. Note that C' is termed as the first level ciphertext.

— Re-Encrypt(ID;,ID;,C, RK;_.;, params): A PPT algorithm run by the proxy which takes the identities I.D;, ID;,
a first level ciphertext C' encrypted under identity I.D;, a re-encryption key RK,_,; and public parameters params
as input, and outputs a ciphertext D or an error symbol 1. Note that D is termed as the second-level ciphertext.

— Decrypt(ID;, SK;, C,params): A deterministic algorithm run by the receiver (delegator) which takes the identity
1D, secret key SK; of identity ID;, first-level ciphertext C' and public parameters params as input, and outputs
the message m € M or an error symbol L.

— Re-Decrypt(ID;,SK;, D,params): A deterministic algorithm run by the receiver (delegatee) which takes the
identity ID;, secret key SK; of identity ID;, a second-level ciphertext D and public parameters params as input,
and outputs the message m € M or an error symbol.

The consistency of a CL-PRE scheme for any given public parameters params and full public-private key pairs
{(PK;,SK;),(PK;,SKj;)} is defined as follows:

1. Consistency between encryption and decryption; i.e.,
Decrypt(ID;, SK;, C,params) = m, Ym € M,

where C =Encrypt(ID;, PK;, m, params).

2. Consistency between encryption, proxy re-encryption and decryption; i.e.,
Re-Decrypt(ID;,SK;, D,params) = m, Ym € M,

where D =Re-Encrypt(ID;,ID;,C, RK;_,;,params) and C =Encrypt(ID;, PK;, m, params).

2.2 Security Model

Due to the existence of two types of ciphertexts in a PRE scheme namely first level and second level ciphertexts, it
is essential to prove the security for both levels [I0]. Again, there exists two types of adversaries specific to CL-PRE:
Type-I adversary and Type-II adversary. The Type I adversary models an attacker who can replace the public keys of
the users by fake keys of its choice because of the absence of authenticating information for public keys [1]. However,
the security proof demonstrates that the adversary cannot learn anything useful from this attack as it cannot derive
the partial keys and in turn the full private keys needed for decryption without the cooperation of the KGC (who
possesses the master secret key). The Type-II adversary models the semi-trusted KGC, who possesses the master
secret key and tries to break the security of the system by eavesdropping or making decryption queries. Note that,
the KGC is restrained from replacing the public keys of the users.

The security of a CL-PRE scheme is modelled in the form of a security game between the two entities : the challenger C
and the adversary A. A can adaptively query the oracles as listed below which C answers and simulates an environment
running CL-PRE for A. C maintains a list P.y.ene 0of the public keys to keep a track of the replaced public keys.
Peyrrent consists of tuples of the form (ID;, PK;, PAKZ), where PK; denotes the current value of the public key. To
begin with, PK; is assigned the value of the initial public key PK; = PK;. A can make queries to the following oracles
which are answered by C:

— Public Key Extract(O,.(ID;)): Given an ID; as input, compute the partial public key and secret key pair:
(PPK;, PSK;) = PartialKeyExtract(msk, I D;, params), the user public key and secret key pair: (USK;, UPK;)
= UserKeyGen(ID;, params), the full public key PK; = SetPublicKey(ID;, PPK;, PSK;,UPK;, USK,, params).
Return PK;.

— Partial Key Extract(Oppe(ID;)): Given an ID; as input, compute (PPK;, PSK,;) = Partial KeyExtract(msk,
ID;, params) and return (PPK,;, PSK;).

— User Key Extract(Oy.(ID;)): Given an ID; as input, compute (UPK;, USK;) = UserKeyGen(ID;, params) and
return (USK;,UPK;).

— Re-Key Generation(O,,(ID;,ID;)): Compute RK;_,; = Re-KeyGen(ID;,1D;,SK;, PK;,params) and return



— Re-Encryption(O,..(ID;,ID;,C)): Given a first-level ciphertext C' and two identities ID;,ID; as inputs, com-
pute RK;,; = Re-KeyGen(ID;,ID;, SK;, PK;, params) and compute the second level ciphertext as D = Re-
Encrypt(ID;,ID;,C, RK;_;, params).

— Decryption(Oge.(ID;, C)): Given a first level ciphertext C' encrypted under the public key of I D; as input, compute
the decryption of the ciphertext to obtain m € M. Return m or return L if the ciphertext is invalid.

— Re-Decryption(O;egec(ID;, C)): Given a second level ciphertext D re-encrypted under the public key ID; as input,
compute the decryption of the ciphertext to obtain m € M. Return m or return L if the ciphertext is invalid.

— Public Key Replacement(O,ep(ID;, PK;)): Replace the value of the third component PK; in the PKeyrrent list
with the new value PK;, provided PK; is a valid public key.

Security against Type-I adversary Aj

The Type-I adversary models an outside attacker without access to the master secret key, trying to learn some
information about the underlying plaintext, given the ciphertext. We consider separate security models for the first
level and second level ciphertexts against Aj.

First Level Ciphertext Security: We consider the following security game where A; interacts with the challenger
C in following stages.

e Initialization: C runs the Setup(\) algorithm to generate the public parameters params and the master secret key
msk. It sends params to A; while keeping msk secret.

e Phase 1: The challenger C sets up the list of corrupt and honest users, initialises PK,; to PK; for all the users in the
public key list P.yrrent- Ag issues several queries to the above stated oracles simulated by C, with the restriction
that A; cannot make partial key extract queries (Opp.) or user key extract queries (Oy.) of the users whose public
keys have been replaced as it is unreasonable to expect C to respond to such queries for the public keys replaced
by A; [1].

e Challenge: Once A; decides that phase 1 is over, it outputs two equal length messages mg and m; in M and the
target identity ID.j, with the following adversarial constraints:

— ID.j should not be a corrupt user.
— A; must not query the partial key extract oracle (Opp.) or user key extract oracle (O,.) of ID., at any point
in time.
— A; must not query O, (ID.y, ID;), where I1D; is a corrupt user.
— If A; replaces the public key of 1Dy, it should not query the partial key extract oracle (Oppe) for IDy,.
On receiving {mg, m1 }, C picks § € {0, 1} at random and generates a challenge ciphertext C* = Encrypt(ID.p, PK.p,
ms, params) and gives to Aj.

e Phase 2: A; issues the queries to the oracles similar to Phase 1, with the same adversarial constraint as mentioned
in Phase 1 and the added constraints on the target identity I D, as mentioned in the Challenge phase. Additionally,
there are other constraints as below:

— A; cannot query Ogec(IDep, C*), for the same public key of I D), that was used to initially encrypt ms.
— Aj cannot query the re-decryption oracle Oycgec(ID;, C) if (ID;,C) is a challenge derivativd']
— Aj cannot query O,.(ID;,ID;,C), if (ID;,C) is a challenge derivative and ID; is a corrupt user.
— A; cannot query O,(ID.p,ID;), if ID; is a corrupt user.
o Guess: Aj outputs its guess §’ € {0,1}.

We define the advantage of A; in winning the game as:
AdvfNDZQEPREZCCA — 9| Pr(s’ = 5|1

where the probability is over the random coin tosses performed by C and A;. The scheme is said to be (¢,e)IND —
CLPRE — CCA secure for the first level ciphertext against Type-1 adversary A; if for all ¢-time adversary A; that
makes gpe queries to Ope, gppe queries to Oppe, que queries to Oye, gre queries to Oy, gy queries to Ok, ec queries

. . . IND-CLPRE—CCA
t0 Odec, Gredec queries t0 Oregec and qrep queries to Oyep, the advantage of Ay is AdvAI’fiTSt <e.

! The definition of challenge derivative (ID;, C) is adopted from [6] as stated below:
% Reflexitivity: (ID;,C') is a challenge derivative of itself.
* Derivative by re-encryption: (ID;,C") is a challenge derivative of (ID;,C) if C' + O,.(ID;,ID;,C).
* Derivative by re-encryption key: (ID;,C’) is a challenge derivative of (ID;,C) if RK;—; + O.x(ID;,ID;) and C' =
Re — Encrypt(ID;,ID;,C, RK;_,;, params).



Second Level Ciphertext Security: We consider the following security game for security of the second level
ciphertext against Type-I adversary Aj, where A; interacts with the challenger C in following stages.

e Initialization: C runs the Setup()\) algorithm to generate the public parameters params and the master secret key
msk. It sends the params to A; while keeping msk secret.

e Phase 1: The challenger C sets up the list of corrupt and honest users, initialises PK,; to PK; for all the users and
updates the public key list P rent. Ag issues several queries to the above stated oracles simulated by C with the
restriction that it cannot make partial key extract queries (Oppe) or user key extract queries (O,) of the users
whose public keys have already been replaced.

e Challenge: A; outputs two messages mg and m; in M where |mg| = |my|, the target identity ID.y, and the
delegator’s identity I Dge; with the adversarial constraints as follows:

— ID.j should not be a corrupt user.
— A; must not query the partial key extract oracle (Oppe) or user key extract oracle (Oy.) of ID., at any point
in time.

If Ar replaces the public key of I D, it should not query the partial key extract oracle (Oppe) for ID,.

— Ay must not query O, (IDger, IDep,).

— A; must not query O, (ID.p, ID;), where I1D; is a corrupt user.
On receiving {mg, m1 }, C picks § € {0, 1} at random and generates a challenge ciphertext D* = Re—Encrypt(ID i,
ID.p, Encrypt(ID.p, PK.p, mg,params), RKrp, ,1p.,,params) and gives to A;.

e Phase 2: Aj issues the queries to the oracles similar to Phase 1, with the same adversarial constraint as mentioned
in Phase 1 and constraints on the target identity ID.; mentioned in the Challenge phase. Additionally, A; cannot
query Oyedec(IDep, C*), for the same public key of ID.;, that was used to initially encrypt ms.

e Guess: A outputs its guess ¢’ € {0,1}.

We define the advantage of A; in winning the game as:

IND—CLPRE—CCA _ Lo
AdvAhsecond —2|Pr[5 _5J_§

where the probability is over the random coin tosses performed by C and A;. The scheme is said to be (t,¢)IND —
CLPRE — CC A secure for the second level ciphertext against Type-I adversary A;j if for all ¢-time adversary A; that
makes gpe queries to Ope, @ppe queries to Oppe, que queries to Oye, ¢re queries to Oy, grr queries to Ork, e queries

. . . IND—-CLPRE—CCA
t0 Ogecs Gredec queries to Oredec and grep queries to Oyep, the advantage of Ay is AdvAI’second <e

Security against Type-II adversary Ajj

The Type-II adversary models an honest-but-curious KGC who has access to the master secret key msk, but is not
allowed to replace the public keys of the users. We consider separate security models for the first level and second level
ciphertexts.

First Level Ciphertext Security: We consider the following security game where Aj; interacts with the challenger
C as follows.

e Initialization: C runs the Setup()\) algorithm to generate the public parameters params and the master secret key
msk. It sends both params and msk to Aj;.

e Phase 1: The challenger C maintains the list of honest and corrupt users and initialises PAKi to PK; for all the
users in the public key list P.yprent. Arr issues several queries to the above stated oracles simulated by C with the
restriction that it cannot make partial key extract queries (Oppe) or user key extract queries (Oy.) of the users
whose public keys have been replaced.

e Challenge: Once Aj; decides that phase 1 is over, it outputs two equal length messages {mg, m1} in M and the
target identity ID.j, with the adversarial constraints as follows:

— ID.j should not be a corrupt user.

— Aj; must not replace the public key of I Dy,

— Aj; must have not queried O, (ID¢p, ID;), where ID; is a corrupt user.
On receiving {mg, m1 }, C selects § € {0, 1} at random, generates a challenge ciphertext C* = Encrypt(IDen, PK o,
ms, params) and gives C* to Ap;.

e Phase 2: Aj; issues the queries to the oracles similar to Phase 1, with the same adversarial constraints as mentioned
in Phase 1 and the constraints on the target identity ID., as mentioned in the Challenge phase. Additionally,
there are other constraints as below:



— Ay cannot query Ogec(IDep, C*), for the same public key of ID,, that was used to initially encrypt ms.
— Ajr cannot query the re-decryption oracle O,.cqec(ID, C) if (ID,C) is a challenge derivative.
— Ajyr cannot query O,.(ID;,ID;,C), if (ID;,C) is a challenge derivative and ID; is a corrupt user.
— Aj; cannot query O (ID.p,ID;), if ID; is a corrupt user.
— Guess: Ay outputs its guess ¢’ € {0,1}.

We define the advantage of Aj; in winning the game as:

IND—CLPRE—CCA 1
AdvAmﬂrst =2|Pr[d" =6]—3

where the probability is over the random coin tosses performed by C and A;;. The scheme is said to be (t,e)IND —
CLPRE — CC A secure for the first level ciphertext against Type-II adversary Aj; if for all t-time adversary A;; that
makes gpe queries to Ope, gppe queries to Oppe, que queries to Oye, gre queries to Oy, gy queries to Oy, dec queries

: . . IND—CLPRE—CCA
t0 Odecs Gredec queries to Oredec and grep queries to Oyp, the advantage of Ajy is AdvAmfimt <e.

Second Level Ciphertext Security: We consider the following security game where Aj; interacts with the chal-
lenger C in the following stages.

e Initialization: C runs the Setup()\) algorithm to generate the public parameters params and the master secret key
msk. It sends both params and msk to Aj;.

e Phase 1: The challenger C sets up the list of corrupt and honest users, initialises PAKi to PK; for all the users and
updates the public key list P,y rent- Arr issues several queries to the above stated oracles simulated by C with the
restriction that it cannot make partial key extract queries (Oppe) or user key extract queries (Oy.) of the users
whose public keys have been replaced. Also, Ar; cannot place queries to Oppe as it already has access to msk and
can generate the partial keys itself.

e Challenge: Once Aj; decides that phase 1 is over, it outputs two messages mg and my in M where |mg| = |my|,
the target identity ID.p, and the delegator’s identity I Dgy.; with the adversarial constraints as follows:

— ID.j should not be a corrupt user.

— Ajr must not query the user key extract oracle (O,.) of ID,, at any point in time.

— Aj; must not replace the public key of I D.j,.

— Ajr must not query O, (IDgei, IDep).

— Aj; must have not queried O, (ID¢p, ID;), where ID; is a corrupt user.
On receiving {mq, m1 }, C picks § € {0, 1} at random and generates a challenge ciphertext D* = Re—Encrypt(ID e,
ID.p, Encrypt(ID.p, PK.p, mg,params), RKip, ,1p.,,params) and gives to Aj;.

e Phase 2: A;; issues the queries to the oracles similar to Phase 1, with the same adversarial constraint as mentioned
in Phase 1 and the added constraint on the target identity I D, as mentioned in the Challenge phase. Additionally,
Apr cannot query Opegec(ID.p, C*), for the same public key of 1D, that was used to initially encrypt my.

— Guess: Aj; outputs its guess ¢’ € {0,1}.

We define the advantage of A;; in winning the game as:

Adv[ND*CLPRE*CCA — 2|Pr|'6/ — 6J_%

Arr,second

where the probability is over the random coin tosses performed by C and Aj;. The scheme is said to be (t,e)IND —
CLPRE — CC A secure for the second level ciphertext against Type-II adversary Ay if for all ¢-time adversary Ajy
that makes gpe queries to Ope, @ppe queries to Oppe, que queries to Oye, Gre queries to Ore, ¢y, queries to Ork, qdec

. . - . IND—-CLPRE—CCA
queries to Ogec, Gredec queries to Oregec and grep queries to Opp, the advantage of Ary is Adv Arr second <e.

Hardness Assumption

We state the computational hardness assumption we use to prove the security of our scheme. Let G be a cyclic group
with a prime order q.

Definition 1. Computational Diffie-Hellman (CDH) assumption : The Computational Diffie-Hellman (CDH)
assumption for group G says that, given the elements {P,aP,bP} € G, there exists no probabilistic polynomial-time
adversary which can compute abP € G with a non-negligible advantage, where P is a generator of G and a,b €r Zy;.



3 Analysis of a Certificateless PRE Scheme by Srinivasan et al.[13]

We review the scheme due to Srinivasan et al. [I3] and point out the weakness of the scheme in this section.

3.1 Review of the scheme

e Setup(1?):
— Choose two large primes p and ¢ such that ¢|p — 1 and the security parameter A defines the bit length of q.
Let G be a subgroup of Z; of order ¢ and g is a generator of G.
— Pick z €g Z; and compute y = g*.
— Choose the following cryptographic hash functions:
H:G—Zy,
Hy {0, 1}" x G — Zy,
. * 3 *
I‘IQ.{O7 1} x G —>Zq,
Hs: G — {0, 1}loth,
Hy {0, 1} x {0, 1}'* — 7z,
Hs : G* x {0, 1}loth — 7%,
. * 2 *
Hg.{o, 1} x G —>Zq
Here Iy = log ¢ and I; is determined by the security parameter A. The message space M is set to {0, 1},

— Return the public parameters params = (p,q, G, g,y, H, H1, Hy, Hs, Hy, H5, Hg) and the master secret key is
msk = x.

PartialKeyExtract(msk, I D, params):
— Pick s1, 82,53 €r Z;; and compute Q1 = g™, Q2 = g%, Q3 = g**.
— Compute Sl =351 + I'Hl(ID,Ql), 52 = S9 + {EHl(ID,QQ) and Sg = 83 + (EHQ(ID7Q1,Q2,Q3).
— Return the partial public key PPK = (Q1,Q2,Qs,S3) and the partial secret key PSK = (S1,.52).

UserKeyGen(ID, params):
— Pick 21,22 €r Z}; and compute (g**, g*2).
— Return USK = (Uy,Us) = (21,22) and UPK = (Py, P5) = (9%, 9*2).

SetPublicKey(ID, PPK,PSK,UPK, USK, params):
— Pick t1,t3 €r Z;. Compute Ty = ¢g"* and T, = g*>.
— Compute pu; =t1 +S1Hg(ID, Py, T1) and pg = to + SoHg(ID, Po,Ts).
— Return the full public key of the user as PK = (Py, Py, Q1,Q2,Qs,S55,T1, T, i1, ft2).

Public Verify(ID, PK, params):
— Parse PK as (P, P2, Q1,Q2,Q3, 53,11, 15, 1, o).
— Compute Ry = Q1 -yHl(ID’Ql) and Ry = Qs - yHl(ID*Q2).
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— Check if g £ (Ty)(Ry) HoUP-PUT) | gun L (D) (Ry)HUDPT) | g L () (yH2UIDQ1.Q2Q1)),
— If all the above checks are satisfied, return success, else return failure.

SetPrivateKey(ID, PSK,USK, params):
e Output the full secret key of the identity ID as SK = (U, Ua, S1, S2).

Re-KeyGen(ID;,ID;, SK;, PK;, params):

— Parse SKZ as (Ui717 Ui727 Si71, Si72) and PK]‘ as (Pj71, Pj,g, Q]‘J, Qj72, Qj,3, Sj73, Tj,1, 1}72, i1, Uj,Z) and verify
the validity of the public key of ID; by checking if Public Verify(ID;, PK;, params) = success. If the check
fails, return L.

— Compute R;; = QjJ(yHl(IDj’Qj*l))7 X1 = Pj,1(Rfl(Pj’l))7 X = Pj’l(Pj’Q)H(Pj*l) and o = H(X)

— Select h €g {0,1}!0 and 7 € {0,1}!1. Compute v = Hy(h, 7).

— Compute V = (X7)?, W = H3(g") @ (h||7) and rk =

— Output the re-encryption key RK,_,; = (rk,V,W).

h
Uia+H(P; 1)U 2+a(S;1+H(R;i1)Si2) "



e Encrypt(ID,, PK;, m,params):
— Parse PKZ as (Pi,la P7;72, Qi,l, Qi72, Qiyg, Si’g, Ti,la TLQ, Hji1, p,l',g) and verify the vahdlty of the pubhc key PKl
by checking if Public Verify(ID;, PK;, params) = success. If the check fails, output L.
- Compute R@l = Qi71(yH1(IDi’Qi*1)) and Ri72 = Qi72(yHl(IDi’Qi’2)). Compute X = H71(E72)H(Pi’l) and Y =
Ri1(R;2)1) Compute o = H(X) and set Z = (X(Y)®).
— Select u € Z} and w g {0,1}". Compute r = Hy(m, w).
Compute D = (2)*, E=Z", F = H5(9") ® (m|jw) and s = u+ rHs(D, E, F).
— Return the ciphertext C' = (D, E, F, s) as the first level ciphertext.

e Re-Encrypt(ID;,ID;,C, RK,_,;, params):
— Parse RK;_,; as (rk,V,W) and C = (D, E,F,s). Check the validity of the ciphertext by computing Z as
shown in Encrypt(ID;, PK;, m,params) and performing the following checks.

(2) 2 p.pHs(D.EF) (1)

If the check fails, return L.
— Else, compute E' = R"™*.
— Output D = (E', F,V,W) as the second level ciphertext.

e Decrypt(ID;, SK;, C, params):

— Obtain the public key PK; corresponding to ID; and parse it as (P; 1, Pi 2, Qi1, Qi,2, Qi3,5i.3, Ti1, Ti2, i1, 1i2)-
Parse SK; as (U;1,Ui2,Si1,S:2) and C as (D, E, F,s). Check the validity of the ciphertext by checking if
equation [I] holds. If the check fails, output L.

— Else, compute R, ; = Qm(yHl(ID“Q“)) and R; o = Q@g(yHl(ID“Q’%Q)). Compute X = pi71(pi72)H(P1:,1) and
Y = Ri1(R;2)"F1). Compute o = H(X) and set Z = (X(Y)®). Set K = U;y + H(P;1)Uio + a(Siq +
H(R;1)Si2).

— Compute (m|jw) = F @ H3(E®). Output m if E L (Z)Hs(mw) holds. Else, return L.

e Re-Decrypt(ID;, SK;, D, params):
— Parse D as (E/a F7 V7 W)7 PKJ as (P]}l? Pj,2> Qj,h Qj,Qu Qj,?n Sj,?n Tj,17 Tj,27 M1, /’Lj,Q) and SKJ as (Uj’h Uj’27 Sj’h Sjﬁ)'
— Compute R;1 = Qju(y™ P2, Xy = Py (R ).
1
— Compute (h||7) =W @ H(V7a 7 #5051 ) and (m||w) = F @ Hz(E'/").
— Output m if V < (X)fl4(h’7r), E < g"(Ha(mw)) Else, return L.

3.2 Our Attack

In this section, we highlight the flaw in the security reduction of the CLPRE scheme due to Srinivasan et al. [13].
We demonstrate that the simulation of the random oracles does not comply with the real system due to which, the
adversary can distinguish the simulation of the challenger from the real system. Note that the flaw is observed in the
proof for both Type — I and Type — I adversary and we refer to both the two types of adversaries as A in general.
Consider that the adversary constructs a first level dummy ciphertext Cy = (D, E, F, s) in the following way under a
public key PK;. Let us denote this technique to construct dummy ciphertexts as Encrypt foke-

Compute Z as given in the Encrypt(ID;, PK;, m,params) algorithm in the scheme.
Select u €p Z; and compute D = (Z)".

— Pick r €r Z; and compute E = (Z)".

Choose F €g {0, 1}oth,

Compute s = u+rHs(D, E,F) mod q.

Note that the computation of F' and r in Cy using Encrypt fax. violates the definition of the Encrypt(ID;, PK;, m, params)
algorithm. But Cy clears the ciphertext validity check of equation . In fact,
RHS = D - Hs(D:B.1)
_ (Z)u . (Z)T-Hs(D,E,F)
=2y
=LHS.
The decryption algorithm Decrypt(ID;, SK;, Cy4, params) detects the ciphertext Cy as invalid and returns L. However,

the ReEncrypt(ID;,ID;,Cq, RK;_,;, params) algorithm accepts Cy as a valid ciphertext. We use this knowledge to
construct a distinguisher for the simulated environment from the real system described stepwise as follows:



1. After the Challenge phase, A generates a dummy ciphertext Cy = (D1, Eq, F, s) under the target identity PK.,
using Encrypt fqre as shown:

— Compute Z., as shown in the Encrypt(ID;, PK;, m, params) scheme.
— Select uy €g Z; and compute Dy = (Zep)™.

— Pick r €g Z; and compute Ey = (Zep)™™.

— Choose F; €g {0, 1}loth,

— Compute s1 = uy + r1Hs(D1, Eq, F1) mod q.

2. A generates another dummy ciphertext Cy = (Da, Es, F», $2) in the same way described above considering random
values 1y € Z% and F, €g {0, 1}t similarly.

3. A queries the re-encryption oracle O,ene(IDep, ID;, C1, RKcp— ;). As per Opene, C searches the Hy list for a tuple
of the form ((m,w),r) such that Ey = (Z7,). If no such tuple exists, Orene outputs L. Note that, on an output L,
A can distinguish between the simulation and the real system, since C1 is a valid ciphertext as per the definition
of ReEncrypt(IDen,IDj,C, RK ., params) algorithm and should produce a valid second level ciphertext D;.

— If Opene returns L, A aborts.
— Else, Oyene computes Dy = (Ej, Fy, Vi, W7) as specified in the scheme and output D;.

4. Similarly, A queries the re-encryption oracle Oyene(IDep, ID;j, Coy RKcp— ;). As per Opene, C searches the Hy list
for a tuple of the form ((m,w),r) such that Ey = (Z7,). If no such tuple exists, Oye,. outputs L. Note that, on
an output L, A can distinguish between the simulation and the real system, since C; is a valid ciphertext as per
the definition of ReEncrypt(IDen,ID;,C, RK p—j;, params) algorithm and should produce a valid second level
ciphertext Ds.

— If Opepe returns L, A aborts.
— Else, Oyene computes Dy = (Eb, Fy, Vo, W5) as specified in the scheme and output Ds.
1 1

5. On receiving D1 and Dy, A computes 77 = E’F and Th = E’;?.
6. If Ty ~ T, does not hold, ReEncrypt(ID.y,ID;,C, RK s, params) # Orene and A learns that it is not the real

system and aborts. Else, if T ~ T5 holds, A cannot distinguish between the simulated environment and the real
system.

Hence, we have pointed out that the adversary (both Type I and Type II) will be able distinguish between the
simulation run by the Challenger C and the real system. This makes the security proof incomplete and makes the
scheme provably insecure.

3.3 A Possible Fix

The flaw in the scheme can be fixed by modifying the encryption algorithm Encrypt(ID;, PK;, m,params) along
with additional ciphertext validity checks in both the Re-Encrypt and the Decrypt algorithm. The modified scheme
is shown below.

e Setup(1*): The Setup algorithm remains the same as in [I3] described in Section Add another cryptographic
hash function to the existing public parameters as defined:

H:G* x {0,1}lo* 5 G

Return the public parameters params = (p,q,G,g,y, H, H, H, Hy, Hs, Hy, Hs, Hg) and the master secret key is
msk = x, which is generated as decribed in Section [31]

e The PartialKeyExtract, UserKeyGen, SetPublicKey, Public Verify, SetPrivateKey algorithm remains
the same described in Section B.11

e Encrypt(ID,, PK;, m,params):

— Parse PKl as (Pi71, Pi,27 Qi,lv Qi,27 Qi73, 51‘737 1—‘2‘717 1—‘1‘727 Hji 1, /,Li,g) and verify the Vahdlty of the public key PKz
by checking if Public Verify(ID;, PK;) = success. If the check fails, output L.

— Compute R;; = Q;1(y1UP:Qi1)) and R; 5 = Q;o(y™1UP1@i2)). Compute X = P;1(P; )" (1) and Y =
Ri1(R; )7 (1) Compute o = H(X) and set Z = (X(Y)%).

— Select u € Z} and w €g {0,1}". Compute r = Hy(m, w).

— Compute D = (Z)*, E=Z".

— Compute D= H(X,Y,D,E,F)*, E=H(X,Y,D,E,F)".

— Compute F = H3(g") ® (m||lw) and s = u +rHs(E, E, F).



— Return the ciphertext C' = (E, E, F, s) as the first level ciphertext.

e Re-Encrypt(ID;,ID,;,C, RK,_,;,params):On input a re-encryption key RK,_,; = (RK;i)j, V,W), an original
ciphertext C; = (E, E, F, s) encrypted under public key PK; = (P; 1, P;2,Qi.1, Qi2, Qi3,5:3, Tin, Ti2, pri1, i 2),
re-encrypt C' into a ciphertext D under the public key PK; = (P} 1, Pj2,Qj1,Qj2:Q;.3,55,3, Tj.1,Tj2, i1, 1h,2)
as follows:

— Compute R;1 = Qiﬁl(yHl(ID'“QU)) and R; o = Qi,g(yHl(ID“in"‘)). Compute X = PZ'J(R',Q)H(P“) and Y =
Ri1(R;2)H (R, Compute o = H(X) and set Z = (X(Y)%).
— Compute D and D as follows:

D= (Z)s . (EH5(E,E7F))—1
— Zu. Zr~H5(E,E‘,F) . Z—r-H5(E,E‘,F)

(2)".

D=H(X,Y,D,E, F)*- (EH(EE))~1
= H(X,Y,D,E,F)"-H(X,Y,D,E,F) " TEEF) (XY, D, E,F)~"HsEE)
= H(X,Y,D,E,F)".
— Check the validity of the ciphertext by performing the following checks.
(Z) 2 p.EHs(EEF) 2)

H(X,Y,D,E,F)* =D . EH(E.EF) "

If the check fails, return L.
— Else, parse RK;_,; as (rk,V,W) compute E' = R"".
— Output D = (E', F,V,W) as the second level ciphertext.

e Decrypt(ID;, SK;, C, params):
— Obtain the public key PK; corresponding to I.D; and parse it as (P; 1, Pi 2, Qi1, Qi,2, Qi3, 5.3, Ti1s Ti2, fhji 1, Mhi2)-
Parse SK; as (U;1,U;2,5:1,5:,2) and C as (D, E, F,s). Check if the ciphertext is well-formed by computing
the values of D and D and checking if equations [2| and [3| holds. If they do not hold, return L.
— Else, compute R; 1, R; 2, X,Y, «, Z, K and retrieve m as described in the Decrypt(ID;, SK;, C,params) algo-
rithm in Section [3.11

e Re-Decrypt(ID;, SK;, D, params): Same as described in the original scheme.

4 Our Proposed Unidirectional CCA-secure CL-PRE Scheme

4.1 Owur Scheme

e Setup(1*): Given \ as the security parameter, choose a group G of prime order q. Let P be a generator of G.
Pick s €r Z; and compute P, = sP. Choose cryptographic hash functions :

H:{0,1}l'P x G? x {0,1}o*r - G

Hy:{0,1}'"" x G* = Z;

Hs: ZZ X ZZ — Z;

H;: G — Z,

Hy:{0,1}"° x {0, 1}" — Z?

Hs : G* — {0,1}loth

Hg : G* x {0,1}oth — 7%
where {0, 1}! is the size of the message space M, [; is determined by the security parameter A and {0, 1}!12
is the size of the identity of a user.

Return the public parameters params = (G,q, P, Ppub,H,Hl,HQ,Hg,H4,H5,H6) and master secret key
msk = s.
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e PartialKeyExtract(msk, ID;, params):
e Choose x;,y; €r Z;.
Compute X; = x,; P, Y; = y; P.
Compute ¢; = H1(ID;, X;,Y;).
Compute d; = (x; + ¢;s) mod q.
Return the Partial Public Key PPK; = (X;,Y;,d;) and the Partial Private Key PSK; = y;.

e UserKeyGen(ID;, params):
e Pick z; €g ZZ
e Compute Z; = z; P.
e Return the user private key-public key pair (USK;,UPK;) = (z;, Z;).

e SetPrivateKey(ID;, PSK;, USK;, params): Set the full secret key as SK; = (z;, y;).
e SetPublicKey(ID;, PPK;, PSK;,UPK,;, USK;, params): Set the full public key as PK; = (X,,Y;, Z;, d;).
e PublicVerify(ID;, PK;, params): We additionally provide public verifiability of the public keys of each user.
This is done by the following check:
d;P < X; + H\(ID;, X;,Y;) - Ppub (4)
In fact,

RHS = X, + Hy(ID;, X;,Y;) - Ppub
@;P+ H(ID;, X;,Y;) - sP
(2; + s Hi(ID;, X;,Y;)) P
= LHS.

If the check is satisfied, return valid, else return invalid.

Remark 1. Our public key verification algorithm PublicVerify(ID;, PK;, params) ensures the validity of the
public keys, since an adversary can replace the public keys with false keys of its choice.

e Re-KeyGen(I/D;,ID;,SK;, PK;, params):
x Pick afjl)7ﬁ(1) €r Zy.
* Compute agj) such that a( ).
x Compute ﬂi(j) such that ,6’ 1) BS) = z; mod q.
* Compute v;; = Ho(ax (2)||ﬂ(2)).
« Compute Vj; = v;; - Y and W;; = H3(v;; P) @ (af?)Hﬁg))

Return RK;_,; = ( Q;; 7/3” aVz‘ijij)-

1(32-) =1y; mod q.

*

e Encrypt(ID;, PK;, m,params):
Check the validity of the public key of identity I D; by checking if PublicVerify (I D;, PK;, params)=valid.
If invalid, return L.
Else, pick o € {0,1}", u € Z;.
Compute r = Hy(m,0) € Z;.
Compute the ciphertext C' = (C1, Cs, Cs, Cy) where:
- Compute C; =rP € G.
- Compute C; = uP € G.
- Compute Cy = ’I“H(IDL,Ol,Cl,ng) eG.
- Compute Cy = uH(IDz,Cl,Cl,C’g) e G.
- Compute C3 = H5(rY;,rZ;) @ (ml|o) € {0,1} o+,
- Compute Cy = u+rHg(C1,C2,C3) € Zy.

*

* X X %
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* Return C = (01,02,03,04).

e Re-Encrypt(ID;, ID;,C, RK;_j, params):To verify that C is well-formed, parse C' to obtain (C1, Cy, C3, Cy)
and compute C; and Cs as given:
C1 = Cy4P — Hg(Cy,05,C3) - Cy
= uP + Hg(Cy, Cy, C3)rP — He(C1,C,C3) - Cy
= ubP.

Cy=Cy-H(ID;,C1,C1,C3) — Hg(Cy,Cy, C3) - Co
H(ID;,Cy,C1,Cs) +rHg(Cy,Cy, C3)H(ID;, C1,Cy,C3) — He(Ch,C, C3) - Oy
:uH(IDi,Cl,Ol,Og).

We verify if the ciphertext is well-formed by performing the following checks:

Ci-PLC + Hg(Ch,Cs,C3) - Cy (5)

Cy - H(ID;,Cy,Cy,C3) = Ty + Hg(Cy, Cs, Cs) - Cy (6)

If verification is successful, do the following computatlon

% Parse the re-encryption key RK;_,; to obtain ( ;i ’Bza ,Vijs Wig).
Compute Dy = 04( ) - (.
Compute Dy = Bij

* Return the re-encrypted ciphertext as D = (D1, D2, D3, Dy, D5) = (D1, Do, C3, Vij, Wij).

*

*

e Decrypt(ID;, SK;,C,params): Verify that C is a valid ciphertext by checking if equations [5| and |§| holds. If
satisfied, compute:

(mllo) = C3 ® Hs(y; - C1, 2 - C1) (7)
o Re-Decrypt(ID;, SK;, D, params):
* Compute (« (2)||ﬂ )— ij @Hs( Vi i)
* Check if Vij = g(ozij Hﬁ” )Y,
x If satisfied, output the plaintext as :

(mllo) = Cs @ Hs(a)) - D1, 8% - D2) ®)

4.2 Correctness

e Correctness of Ciphertext Verification from equation
RHS = C; + Hg(Cy,C5,C3) - C4
= UP + HG(Ch 027 Cd) . TP
= (u +7r- H6(Ol, Cz, Cg))P
=Cy-P
= LHS.

e Correctness of Ciphertext Verification from equation [G}

RHS = Cy + Hg(Cy, Cs,C3) - Cy
= uH(ID;,Cy,C1,Cs) +1rHg(Cy, Ca, C3)H(ID;,Cy,Cy, Cs)
= (u+7rHg(Cy,Cy,C3))H(ID;,C1,C1, Cs)
=Cy-H(ID;,C,,Cy,Cs)
=LHS.
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e Consistency between Encryption and Decryption from equation [7}

RHS =C3® Hs(y; - C1,2; - C1)
= Hs5(r-Y;,r-Z;) ® (ml|o) @ H5(y; - 7P, z; - rP)
= Hs(r-Yi,r-Z;) ® (m||o) © Hs(r - Yy, r- Z;)
=LHS.

e Consistency between Re-Encryption and Re-Decryption from equation

RHS = Cs @ Hs(al) - D1, 8 - Dy)
= H(r-Yi,r - Z) & (mllo) & Hs(aY - ol C1, 87 B C1)

ij
= Hs(r-Yi,r-Z;)® (m||lo) ® Hs(y; - C1,z; - Cy)
= Hs(r-Yi,r-Z;)® (m||lo) ® Hs(r - Y, - Z;)

=LHS.

4.3 Security Proof
First-level Ciphertext Security against Type I adversary :

Theorem 1. Our proposed scheme is CCA-secure against Type-I adversary for the first level ciphertext under the
CDH assumption and the EUF —CM A security of Schnorr signature scheme [I1)]. If a (t,e)IND—CLPRE—-CCA
Type-1 adversary Ay with an advantage € breaks the IND-CLPRE-CCA security of the given scheme, C can solve
the CDH problem with advantage € within time t' where:

1 ((1 - UJ)1+quE o qH, 7 QHG 7 QP'I —qa ( qHs/q + qH4/(2l0+l1) + 2))
ecC
qrs \ e(qppe +1) 2ol 2bFh  9loth 1—(qm,/(th))  1—(qus/q) «

e >

where w is the advantage of an attacker against the EUF-CMA security game of the Schnorr signature scheme and
e is the base of the natural logarithm. Time taken by C to solve the CDH problem is:

t<t+ (Tq)O(l) + (TO)tea:p

where Tq =dg + qH, + qdH, + qH; + qH, + 4H; + dHg TO = 4tpe + 4tppe + 4tue + 2trk + 8tre + 8tdec + 6tredec- We
denote the time taken for exponentiation operation in group G as teqp.

Proof. 1f a Type-I adversary A; for the first level ciphertext with access to the random oracles H, Hy, Hy, Hs, Hy, H,
Hg breaks the IND-CLPRE-CCA security of the given scheme, we can construct an algorithm C which breaks the
CDH problem given the instance (P, aP,bP).

o Initialisation: C sets P,,, = sP, where sP is the public key of the Schnorr Signature Scheme. C maintains
a list Peyrrent Of the public keys to keep a track of the replaced public keys. Py rent consists of tuples of the
form (ID;, PK;, PAKi>, where PK; denotes the current value of the public key of I D;. C maintains a list of all
the keys in the following lists:

1. Ly, : Maintains a public key list with tuples of the form (ID;, PK;,¢;). Note that ¢; is used to identify
the corrupt and honest public keys respectively, as explained later.
Lpqre : Maintains a partial key list with tuples of the form (ID,, PPK,;, PSK;,c;).
Lyser : Maintains a user key list with tuples of the form (ID;, UPK;, USK;, ¢;).
L,y : Maintains a private key list with tuples of the form (ID;, SK;,c;).
1) (2) 5(1)

ij 0 Xij o Pij s

CUk

L, ekey: Maintains a list of re-encryption keys RK;_, ;, consisting of tuples of the form (ID;, ID;, o
2
B Vis, Wij).

6. Lschnorr—pk : Maintains a Schnorr public key list with tuples of the form (ID;, X;, Y;, m;, ;).

e Phase 1: C interacts with A; in the following ways:
- Oracle Queries:

-fI(IDZ-, C1,C1,C3) Oracle: C responds to the queries of A; by maintaining a list L5 with tuples of the
form <Il)z € {0, 1}IID, C: € G, 61 €eG, C3¢€ ZZ, h; € Z;, Vi € G> If the tuple <ID1‘,C1,61,C3,]’LZ‘,’)/¢>
already exists in L, retrieve and return fI(IDi, C1,C1,C3) = ;. Else, C retrieves the tuple (ID;, PK;, c;)
from L,y list and computes H (ID;,C1,C1,C3) according to the following cases:
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- If ¢; =0, C picks h; €g Zj and sets v; = h; P.
- If ¢; =1, C picks h; €g Zj and sets v; = h;aP.

-Hy(ID;, X;,Y;) Oracle: C responds to the queries of .A; by maintaining a list Ly, with tuples of the form
(ID; € {0,1}*, X; € G, Y; € G, k € Zy). If the tuple (ID;, X;,Y;, k) already exists in L, , retrieve and
return the value k. Else do the following:
- Check for the existence of the tuple (ID;, PK;, PAKZ> in the list P.yrrent and the tuple (ID;, PK;, ¢;)
in Lpub-
. If PK; = PK; in Peyrrent, pick k €pg Zj and return H\(ID;, X;,Y;) = k.
- Else if PAKi # PK; in Peyrrent and ¢; = 1 € Lpy, select m; € Zy. Check if there exists a tuple
(ID;, X;,Y;,mi, ;) in list Lgchnorr—pk- If exists, repeat by considering fresh value of m;.
- Query the Schnorr hash Hgcpnorr for ¥; = Hgchnorr(mi, X;).
- Update list Lschnorr—pt With the tuple (ID;, X;,Y;, m;, ).
- Return k = v; as the value of Hy(ID;, X;,Y;) and store tuple (ID;, X;,Y;, k) in Ly, .

-H, (agjz-)”@(;)) Oracle: C maintains a list Ly, with tuples of the form (ag) € Zy, Bg) € Z;, e €Ly).

If the tuple (ozl(?), ﬂi(f), e) already exists in Ly,, retrieve and return the value e. Else, choose e « Z;, set
Hg(az(?)Hﬂg)) = e, store tuple <Oéz(-]2-),5¢(]2), e) to Ly, and return e.

-H3(R) Oracle: C maintains a list Ly, with tuples of the form (R € G, n € Z;). If the tuple (R,n)
already exists in Ly, retrieve and return the value n. Else, choose n < Z7, set H. 3(R) = n, store the tuple

(R,n) to Ly, and return n.

-Hy(m, o) Oracle: C maintains a list Ly, with tuples of the form (m € {0,1}°, o € {0,1}11, r € Zy).
If the tuple (m,o,r) already exists in Lp,, retrieve and return the value r. Else, choose r + Ly, set
Hy(m,o) = r, store the tuple (m,o,7) to Ly, and return r.

-Hs5(S,U) Oracle: C maintains a list Ly, with tuples of the form (S € G, U € G, u € Zj). If the tuple
(S,U,u) already exists in L, retrieve and return the value u. Else, choose u < Z7, set H5(S,U) = u,
store the tuple (S, U, u) to Ly, and return u.

-Hg (C4,C5,C3) Oracle: C maintains a list Ly, with tuples of the form (C; € G, Cy € G, C5 €
{0,1} o+l ¢ € Z7). If the tuple (Cy,Cs,C3,t) already exists in Ly, retrieve and return the value ¢.
Else, choose t - Z, set Hg(C1, C2,C3) = t, store the tuple (C1,C2, C3,t) to Ly, and return ¢.

Public Key Extract Query (Ope(ID;)): C generates the keys using Coron’s coin-tossing technique [8] by
tossing a biased coin ¢; which takes the value ¢; € {0,1}. The probability that the coin takes the value
0 is Pr[c; = 0] = 6, which is to be determined later. The Coron’s technique is used to implant the hard
problem instance into the partial keys of the honest users.

If ¢; = 0, C chooses z;,yi,d; €r Zj. It computes X; = x;- Ppup+d; P, Y; = y; P, and sets H(ID;, X;,Y;) =
—x;. It sets the user secret key by picking z; € Z; and setting Z; = z; P. Note that the public key generated
by C satisfies the public verifiability in equation [ as:

RHS =X, + Hi(ID;, X;,Y;) - Ppyu
=x;-sP+d;P+ (—z;) - sP
=d;P
=LHS.

If ¢; =1, C chooses x;,¥;,d; €r ZZ. It computes X; = x; - Pyup + d; P, Y; = y; P where y; = ay; and sets
H,(ID;, X;,Y;) = —x;. It sets the user secret key by picking z; € ZZ and setting Z; = z; P. It is easy to
follow that, similar to the keys generated for ¢; = 0, the public key generated by C satisfies the public
verifiability.

Update the above given lists Lyyup, Lpart, Luser, Lpriv With the new key values by adding tuple (ID;, PK;, P}(i =
PK1> to list Pcurrenta <IDZ, PKl = (X,',)/Z‘, Zi,d,;),ci> to public key list Lpuba tuple <ID1, PPK“PSKZ, Ci>

to partial key list Lpqre, tuple (ID;,UPK;,USK;,¢c;) to user key list Lyq.r and tuple (ID;, SK;, ¢;) to
private key list Ly, -
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« Partial Key Extract Query (Oppe(ID;)): When A queries for the partial key for user I.D; whose public
keys have not been replaced, C searches the list Ly, for the existence of a tuple of the form (ID,, PPK;, PSK;, c;).
If found, C checks the value of the coin ¢;. If ¢; = 1, C aborts and reports failure. If ¢; = 0, return the
partial keys (PPK,;, PSK;) to A;. If such a tuple does not exist, C generates the partial keys using the
Coron’s coin tossing technique as described in the Public Key Extract Query Op..
If ¢; =0, C calls the Public Key Extract Query oracle to generate the keys which updates the lists
Lpub, Lpart, Luser and Lypi,. C returns (PPK;, PSK;).
If ¢; = 1, C aborts and reports failure.

x User Key Extract Query (Oyu.(ID;)): When A; queries for the user key for user ID; whose public keys
have not been replaced, C searches the list L. to check the existence of a tuple (ID;, UPK;, USK;,¢c;)
and returns the user keys (USK;, UPK;) to A;. If such a tuple does not exist, C sets the user secret key by
calling the Public Key Extract Query oracle to generate the keys which updates the lists Lyup, Lpart, Luser
and Lp,iy. C returns (USK,;, UPK;).

x Re — Key Generation Query (O (ID;,I1D;)): When A; sends a re-key generation query from user ID;
to ID;, C computes the re-encryption key according to the following cases:

- Check if the re-encryption key RK;_,; already exists by searching for a tuple (ID;, ID; agjl), Z(JQ), ijl), ﬂi(]?),

Vijs Wij) in Lyegey. If present, return RK;_,;.
- If ¢; = 0, compute RK;_,; by running the Re-KeyGen(ID;,1D;, SK;, PK;, params) algorithm. Add
t0 list Lyegey the tuple (ID;, ID;, o'V, o 81 82 v, W;,).

z]’z]’z]’z]7

- If (¢c; =1 A ¢j = 1), choose a(jl) S),B Vep Zy. Retrieve the user secret key USK = z; from the list

Ly ser and compute B( such that 3;; (1) ,6’(2) = z; mod ¢. Compute v;; = H2( ||ﬁ ), i = vm Yj,

W,; = Hs(v;; P)® ( a;; ||Bij ). Return RK;_,; to A; and add the tuple (IDi,ID], @ ), 55)7,8” ,6” Vi,
Wij,> in list Lrekey-

Remark 2. Note that querying for a re-encryption key for (¢; =1 A ¢; = 0) is a violation of our secu-
(1)

ij
and can also acquire a(j) from V;; and W;; as demonstrated in the Re — Decrypt(ID;, SK;, D, params)
algorithm. Consequently, with the possession of ;1 and a2, user 1.D; can compute the prwate key of the
honest user I D; as y; = a;1 + a2, which compromises the privacy of I D;.

rity model. This is because, the corrupt user ID; receives «;;’ as a part of the re-encryption key RK;_,;

* Re — Encryption Query (Ore(ID;,1D;,C)): When Aj queries decryption of a first-level ciphertext C' from
ID; to ID;, the Challenger C first computes C; and C3 and checks if equations |5{and |§| hold to verify the
well-formedness of the ciphertext C. If the validation fails, it outputs L. Else, C performs re-encryption
according to the following cases:

-If¢g =0o0r (6 =1 A ¢; = 1), C computes the second level ciphertext D by obtaining the
re-encryption keys RK;_,; by running the Re — Key Generation oracle O, and calling the Re-
Encrypt(ID;,ID;,C, RK;_,;, params) algorithm.

~If (¢; =1 N ¢j =0), C picks aS% 61-(]-1) €r Zj; and sets ozl(-?) =7 - (« 8)) 1. C retrieves the user

secret key USK; = z; from the list L4, and compute ﬁ-(?) such that ﬂq -ﬁg) = z; modgq. C
computes v;; = Hy (o (2)||5<2)), j = v;; - Y; and W;; = Hs(vi;P) & (o (2)||ﬁ(2)) and updates Lyckey
w1th (ID;,ID; a(l) (2) ﬁm ,/31] ,Vijs Wiz, ). C computes Dy —a( )h Lo, —a( )raP Dy = BS)Cl,

’L]7 7]7

= Cs, Dy =V, Ds = W;;. C returns the second-level 01phertext D (D, D27 Ds, Dy) to A;.

x Decryption Query (Ogec(ID;,C)): For decrypting a first level ciphertext C' under identity ID; whose
public key has not been replaced (1f replaced, A should provide with value of sk; = z; of ID;), the Chal-
lenger C first computes C; and Cs and checks if equations [5 I and |§| holds to verify the well-formedness
of the ciphertext C. If it holds and ¢; = 0, C runs the Decrypt(ID;, SK;, C,params) algorithm to re-
trieve the plaintext m. Else, if ¢; = 1, C retrieves the value of sk; = z; of ID; from L. C computes
yih; oy, = yih; YrhiaP = rY; to obtain the value of rY; and retrieves the plaintext m by computing
C3 ® Hs(rY;, 2,C1) = (m||o). It computes r = Hy(m, o), computes the values of C; and Cy as shown in
Re-Encrypt(ID;,ID;,C,RK;_,;, params) algorithm and performs the following checks:

. Cl ;’I“P.
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- Cy =rH(ID;,C1,C1,Cs).
- Cy = Hs(rYs,rZ;) @ (m|o).
If all the checks are satisfied, C returns m.

% Re — Decryption Query (Oregec(ID;, C)): For decrypting a second level ciphertext under identity ID;, C
checks if ¢; = 0 and the public key has not been replaced. If so, it runs the Re—Decrypt(ID;, SK;, D, params)
2
i(j )7 €>
and (R,n) respectively such that: Dy Ze. Y;, Ds Zne (ag)HﬁS)) and R = eP. Check the re-key list

L., for the existence of a tuple of the form (IDi,IDj,al(.;),az(-jz-),,b’g),ﬁg), V = Dy, W = Dj). Compute

C = (ag;))’l - Dy and check Ly, and Ly, for tuples (m,o,r) and (rY;,rZ;, u) respectively such that:

algorithm to retrieve the plaintext. Else, if ¢; = 1, C searches lists Ly, and Lg, for tuples (ag), I}

?
Cl =rP
Cs =u® (m||o).
If all the checks are satisfied, C returns m.

« Public Key Replacement Query (Oyep(ID;, PK;)): When A; wants to replace the public key of identity
ID;, C checks if the public key is valid by verifying equation [d] If the check fails, it outputs L.

e Challenge: Once A; decides that Phase-1 is over, it outputs two messages mg, m; and the target identity
ID.; on which it wishes to be challenged. C checks if ¢., = 1, else it aborts. It tosses a coin and chooses
6 € {0,1} uniformly at random. It then simulates the challenge ciphertext for ms in the following steps:
Pick o* € {0,1}", 4, f €g Z; and implicitly define Hy(ms,0) = b.
Compute C7 =bP =rP.
Set u £ % — bf. Compute 6’1‘ =aP — fbP = uP.
Cintends to set H(IDp, Cf,C1, C5) = Yen = hen P, where hey, €g ZE and include the tuple (ID.p,, Cf, C, C5,
Rehs Yen) to L g list. C checks if a tuple of the form (I Dy, C5, Cy, C5, By Yen) of (ID e, CF, Ch, Ciy hens V)
already exists in the Ly list. If it exists, including (I Dep, Cf,é;, C3%, hehyYen) to the Ly list is incorrect
and hence GOTO step 1 and re-compute with fresh random values. If no such tuple exists in list Lz, C
stores the tuple (I D, Cf,é;, C3, hen,Yen) in L list.
5. Compute C§ = hep,bP = bhey P =1 - H(IDgp,, Cy,C1, Cs).
Pick C3 €g {0,1}o and define Hs(yen - abP, 2.,bP) = C & (ms|o™)
7. Check in Ly, if the tuple (CF,C5,C5,t) already exists. If so, GOTO step 1 and recompute with fresh
random values.
8. Define Hg(Cy,C5,C%) = f . Set C; = @. From the definition of u, we have Cf = u + bf = u +
TH6(CT’ C;, Cg)
Note that the challenge ciphertext is identically distributed to the real ciphertext generated by the encryption
algorithm. Hence, the challenge ciphertext is a valid ciphertext.

W o=

e

e Phase-2: The adversary A; continues to query the oracles maintained by C with the restrictions stated in the
security model.

e Guess: The adversary A; eventually produces its guess ¢’ € {0,1} to C. C randomly picks a tuple (S, U, u)
from Hj list and outputs .S as the solution to the CDH instance.

e Probability Analysis: Our analysis closely follows the probability analysis of the simulations given in [7].
We first analyse the probability with which the Challenger C aborts during the simulation, which can occur
during the partial key extraction query, re — key generation query or the challenge phase. In the context of
these two occurrences, C does not abort in case of the following two events:

— FEj : In the partial key extract query, ¢; = 0.
— F5 : In the re — key generation query, the public keys of the users ID; and ID; have not been replaced.
— FEj3: In the Challenge phase, ¢, = 1 and the public keys of the target user I D., has not been replaced.

Note that, a valid public key replacement indicates that the Schnorr signature has been compromised. We
denote the advantage of an attacker in breaking the Schnorr signature as w. Therefore, the probability that C
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does not abort Pr[—abort] = §%»<(1 — §)(1 — w)!T9* which has a maximum value at 0ppr = ﬁ- Using

f0opr, we obtain:
Pr[—abort] = (i(“’)ﬁ
dppet1)

Next, we analyse the simulation of the random oracles. The simulation of the random oracles takes place
perfectly unless the following events take place:

— EHZ: Event that (ms,o*) was queried to the Hy hash function.

— Ep:: Event that (yenabP, z.,bP) was queried to Hs.

— Ep;: Event that (C7, C3,C3) was queried to Hg before the Challenge phase.

— FEj.: Event that (IDcp, Cf,é:, C%) was queried to H before the Challenge phase.
We derive the probabilities of the above events. Since Cj is chosen at random from {0,1}*4  we have
Pr[Eg;] < {O,f}%. Similarly, we have Pr[Egz.] < {0,1%%'
We further analyse the simulation of the re-decryption oracle. Note that the simulation of the decryption
oracle runs correctly unless valid ciphertexts are rejected, which occurs when A; queries the re-decryption
oracle without querying Hy and Hs. Let E,4;4 denote the event that the ciphertext is a valid ciphertext. Let
Epy, denote the event that (m, o) has been queried to Hy and Ej5 denote the event that (rY;,rZ;) has been
queried to Hs. We have PT[Evalid|(_‘EH4 V _‘EHs)] < Pr[Evalidl_‘EH4] + PT[Evalid|_‘EH5}-

Pr(Eyaia|~Fm,| = Pr[Eyaid N Exy|~Enr,] + Pr{Evaia N ~Ew |- FEm,)
< Pr[Eyaia N En, |- En,] + Pr[Evaiid|~Eag, AN —Eg,]
. Pr[Evalid A\ LCH5 A EH;J n 1

PT[_'EHA q
Pr|Ey. 1
r[En,] n

a Pr[_'EH4] q
qm5/q 1

ST (g /@) T g

lo+1
With a similar analysis, we obtain Pr[Eyquq|Em,] < VA ] + 1

1—(qm5/9) q
We obtain:

PriEyaiid|(mEw, vV FEu,)] < Pr[Eyaid—Em,] + Pr[Eyaid ~Em,]
qm; /4 qu, /(20) . 2

ST (am/@ ) T 1—(amfa) 4

Let us denote Eg.. denote that the event E,q1q4|(—Fpq, V 7 Fpg,) occurs during the entire simulation, and we
obtain:

4 /4 qu,/(2°"") 2
PriEgec] < qd“(l - (QHIj/ @) * 1H* (D) 5)

Let Ee, denote the event (Ey; V Ep: V Epy V Eg. V Egec)|mabort. If E.,. does not occur, the adversary A;

does not gain any advantage greater than % in guessing 0 due to the randomness in the output of Hs oracle.
Therefore, Pr[¢’ = 6|=E.,] = 5. Note that:

Pr[§’ = 6] = Pr[6' = §|-E..|Pr[=E..] + Pr[§’ = §|Ee,|Pr[E.,]
< 1/2Pr[~E.,] + PrlE..] = 1/2 + 1/2Pr[E.,].

Also,
Pr[§' = 6] > Pr[§ = §|-FEer|Pr[—=Ee] > 1/2 —1/2Pr[E,,].
By the definition of the advantage of IND-CLPRE-CCA adversary, we have the advantage:

€= [2Pr[§ =4§] —1]
< Pr(E..| = P’I“[(EHI \/EHg VEHE; V Eg. V Egec)|mabort)
< PT[EHZ] =+ P’I‘[EH;] + P’/‘[EHg] + P’I“[EH*} + PT[Edec]
- Prl=abort].
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Therefore, we obtain the following bound on Pr[Ep:] as:

P’/‘[EHg] > Prl[-abort] - € — P’I“[EHI] — PT‘[EHG*] — Pr[Eg.] — Pr[Eqge.]

(1—w)1+que_ qH,  9Hs 4975 ( qus/q qm, [ (20Fh) 2)
e((Jppe+1) 2lo+1y 2lo+1l1 9lo+l1 Qdec 17(

4/ @) YT (a0 T q

Note that, if event Epy: occurs, then the challenger C solves the CDH instance with advantage:

1
6/ 2 PT[EHg}
qHs
> 1 ((1_w)1+qu€ _ qH, _ 4Hs _ d5 —qq ( qHs/q qH4/(2l0+ll> +2>>
T qm \ e(ppe +1) 2ot 2okl gl TEERY (g, /(20F0)) 1~ (gm,/q) g

We bound the time taken by C using ¢':
t' < t+ (T,)O1) + (To)teap

where Tq =df +qH, + 4, + qH; +qm, + qH; + qH) To = 4tpe + 4tppe + 4tye + 260k + 8lre + 8tgec + Olredec
and t.s;, denotes the time taken for exponentiation operation in group G.

Second-level Ciphertext Security against Type I adversary :

Theorem 2. Our proposed scheme is CCA-secure against Type-I adversary for the second level ciphertext under
the CDH assumption and the EUF — CM A security of the Schnorr signature scheme. If a (t,e)IND — CLPRE —
CCA Type-I adversary Ar with an advantage € breaks the IND-CLPRE-CCA security of the given scheme, C can
solve the CDH problem with advantage € within time t' where:

> L (Ao R - B}

€ = — - qdec(
qm; \ e(qppe +2)? L= (qu,/(20*)) 1 —(qu,/9) ¢

where w is the advantage of an attacker against the EUF-CMA security game of the Schnorr signature scheme and
e is the base of the natural logarithm. Time taken by C to solve the CDH problem is:

t' <t+(T,)01) + (To)texp

where Tq = qﬁ + qH, + qH, + qH; + qH, + qHs + dHg TO = 4tpe + 4tppe + 4tue + 2trk + St're + 8tdec + 6tredec- We
denote the time taken for exponentiation operation in group G as teqp.

Proof. 1f a Type-I adversary A; for the second level ciphertext with access to the random oracles H,H,, H, Hs, Hy, H;,
Hg breaks the IND-CLPRE-CCA security of the given scheme, we can construct an algorithm C which breaks the
CDH problem given the instance (P, aP,bP).
e Initialisation: C sets P,,;, = sP, where sP is the public key of the Schnorr Signature. Similar to Theorem
1, C maintains a list of all the keys in the following lists Lyuy, Lparts Lusers Lpriv a0d Lschnorr—PK -

e Phase 1: C interacts with A; in the following ways:
- Oracle Queries:
C responds to the hash function queries of A; in the same way as it responded in the first level ciphertext
security.

x Public Key Extract Query (Ope): C generates the keys using Coron’s coin-tossing technique [8] by toss-
ing a biased coin ¢; which takes the value ¢; € {0,1}. The probability that the coin takes the value 0 is
Prlc; = 0] = 0, which is to be determined later.

For ¢; = 0 and ¢; = 1, C sets the values of the keys in the same manner as shown in the first level ciphertext
security game and initialises the above lists with the key values.
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« Partial Key Extract Query (Oppe): When A; queries for a partial key for an ID; whose public keys have
not been replaced, C responds exactly as shown in the first level ciphertext security proof.

* User Key Extract Query (Oye): When Aj queries for a user key for an ID; whose public keys have not
been replaced, C responds exactly as in the first level ciphertext security game.

x Decryption Query (Oge.): Given a decryption query for a user with ID; where ¢; = 0, C runs the
Decrypt(ID;, SK;, C,params) algorithm to retrieve and return the plaintext m. For an ID; such that
¢; =1, C responds exactly as shown in the first level ciphertext security game.

The Re-Key Generation query Ok, Re-Encryption query O,.., Re-Decryption query O;.eq4e. and the Public Key
Replacement query Oy, are handled in the exact manner as demonstrated for the first level ciphertext secu-
rity game.

Challenge: Once A; decides that Phase-1 is over, it outputs two messages mg, mi, the delegator identity
1D 4e; (whose public keys have not been replaced) the target identity I D, (whose public keys have not been
replaced) on which it wishes to be challenged. (We note that if the public keys are replaced, the simulation
would have aborted in the public key replacement query O, and compromised Schnorr Signature Scheme.)
C checks if c., = 1 and cqe; = 1 else it aborts. It tosses a coin and chooses 6 € {0, 1} uniformly at random. It
retrieves the value of sk.p = zcp of I D¢y, from Ly and generates the re-encryption key RK ge;—cn by picking

1 2 1 . 2 1 2
a;e)l cho Ele)l cho ((ie% ch €r Zy and computing ﬁéeg_ch such that ﬁée;_ch- éeg_ch = Zcp. C computes the values

Vaetsen = Ha(al)_ 1B )y Vietseh = Vaeisch - Yens Waeisen = Ha(vaersenP) ® (ale)_ B o)- T
simulates the challen%e ciphertext for mgs as shown stepwise:
1. Pick 0" €r {0,1}", u €g Z; and implicitly define Hy(ms,o) = b.
Compute D] = O‘Se)z P = O‘Ezt)lfch -C1.
Compute D3 = ¢(12—chbp = Bc(li;_ch -C1.
Pick D3 €x {0,1}:lr and define Hs(yge; - abP, zgeibP) = D3 @ (ms||o).
Set Di = Vier—ch-

Set D = Waei—en
Note that the challenge ciphertext D* = (D7, D3, D3, D}, D¥) is identically distributed to the real ciphertext

generated by the encryption algorithm. Hence, the challenge ciphertext is a valid ciphertext.

SO N

Phase-2: The adversary A; continues to query the oracles maintained by C with the restrictions stated in the
security model.

Guess: The adversary A; eventually produces its guess ¢’ € {0,1}. C randomly picks a tuple (S, U, u) from
Hj list and outputs 74,5 as the solution to the CDH instance.

Probability Analysis: We first analyse the probability with which the Challenger C aborts during the
simulation, which can occur during the partial key extraction query, re — key generation query or the
Challenge phase. In the context of these three occurrences, C does not abort in case of the following three
events:

— FEj : In the partial key extract query, ¢; = 0.

— Ey : In the re — key generation query, the public keys of the users /.D; and ID; have not been replaced.

— FEs5: In the Challenge phase, c.p, = 1, cgep = 1 and the public keys of the target user ID.; and delegator

IDg.; have not been replaced.
The probability that C does not abort Pr[-abort] = §9r<(1 — )?(1 — w)?T9* which has a maximum value at

bopr = ::p . Using 6o pr, we obtain:

Pr[-abort] = 7& we) +;'k

We analyse the simulation of the random oracles. The simu ation of the random oracles occur perfectly unless

the following event take place:
— Epg:: Event that (yenabP, z.,bP) was queried to Hs.
The analyms of the simulation of the re-decryption oracle remains the same as shown for the first level ciphertext

security. The probability of the decryption oracle rejecting valid ciphertexts throughout the entire simulation
is denoted by Fg4e. and from previous calculations, we obtain:

qm;/4q qm,/(2th) 2
1 — (qm,/(20F0)) = (qr5/9q) + 7)

Pr[Edec] S qdec(
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Let E, denote the event (Epy V Egec)|—abort. If E, does not occur, the adversary A; does not gain any

advantage greater than % in guessing § due to the randomness in the output of Hs oracle. Therefore, Pr[d’ =
8|-FEer] = %. Note that:

Pr[s' = 6] = Pr[§' = §|~Ee,)Pr[=E.y] + Pr[6' = 6|Eey) Pr(E,]
< 1/2Pr[-E.] + Pr[Ee] = 1/2 + 1/2Pr[E.].

Also,
Pr[§’ = 6] > Pr[§' = §|~Ee|Pr[-E.] > 1/2 — 1/2Pr[E,,].
By the definition of the advantage of IND-CLPRE-CCA adversary, we have the advantage:

e=[2Pr[6 = 8] —1]
< Pr[Ee;] = Pr[En: V Egec)|mabort]
PT‘[EH;:] + Pr[Egec]
Pr[-abort].

Therefore, we obtain the following bound on Pr[Ep:] as:

Pr[Eg:] > Pr[-abort] - € — Pr[Eqc.]

2(1 — w)?trre qus/q qm, /(2011) 2
= < e(qppe +2)2 qdec(l — (qm, /(20Fh)) - (qms/q) * q)>

Note that, if event Ep: occurs, then the challenger C solves the CDH instance with advantage:

1
e > Pr[Eg+|
qHs °
— 2+qrk lo+11
> 1 <2(1 w) 267%%( (IHs/ql z +(IH4/(2 )+2))
dHs e(qppe +2) 1 —(qm, /(2 th)) 1 —(qus/q) q

We bound the time taken by C using ¢':
t' <t 4+ (Ty)O(1) + (To)texp

where Tq = qf{ + qH, + qH, + qH, + qH, + qH; + dHyg, TO = 4tpe + 4tppe + 4tue + 2trk + 8tre + 8tdec + 6tredec
and .z, denotes the time taken for exponentiation operation in group G.
O
First-level Ciphertext Security against Type II adversary :

Theorem 3. Our proposed scheme is CCA-secure against Type-II adversary for the first level ciphertext under the
CDH assumption and the EUF —CM A security of the Schnorr signature scheme. If a (t,e)IND—CLPRE—-CCA
Type-1I adversary Arr with an advantage € breaks the IND-CLPRE-CCA security of the given scheme, C can solve
the CDH problem with advantage € within time t' where:

6/> 1 ( (1_w)1+qu6 o qH, 7 dHg . QI:I — g4 ( qH5/q qH4/(2lo+ll)+2)>
~ qm, \e(@ppe + que + 1) 2o+l 2loth lothy TN (g /(20Hh)) T 11— (qu,/q) g

where w is the advantage of an attacker against the EUF-CMA security game of the Schnorr signature scheme and
e is the base of the natural logarithm. Time taken by C to solve the CDH problem is:

t <t+ (Tq)O(l) + (TO)tea:p

where Tq =dg + 9y, + 9y, + qu; + qH, T QHS T QHg, To = 4tpe + 4tppe + 4t ye + 21 + 8ty + 8laee + 6lredec. We
denote the time taken for exponentiation operation in group G as teqp.

Proof. If a Type-IT adversary A;; for the first level ciphertext with access to the random oracles H, Hy, Hy, Hs, Hy, H,
Hg breaks the IND-CLPRE-CCA security of the given scheme, we can construct an algorithm C which breaks the
CDH problem given the instance (P, aP, bP).
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e Initialisation: C chooses n € Zj and sets Pp,, = nP. C maintains a list of all the keys in the lists
Lpubs Lpart, Lusers Lpriv and Lschnorr—pr exactly the same way as shown for the first level ciphertext se-
curity game against A;j.

e Phase 1: C interacts with A;; in the following ways:
- OracleQueries:
C responds to the oracle queries of Aj; in the same manner as shown in the first level ciphertext security
game for Type-I adversary.

% Public Key Extract Query (Ope): C generates the keys using Coron’s coin-tossing technique [8] by tossing
a biased coin ¢; which takes the value ¢; € {0,1}. The probability that the coin takes the value 0 is
Pr[c; = 0] = 60, which is to be determined later. The Coron’s technique is used to inject the hard problem
instance into the partial keys and user keys of the honest users.

If ¢; = 0, C chooses x;, y;,d; €r Z;. It computes X; = ;- Ppup +d; P, Y; = y; P, and sets Hy(ID;, X;,Y;) =
—x;. It sets the user secret key by picking z; € Z; and setting Z; = z; P. Note that the public key generated
by C satisfies the public verifiability in equation [ as:

RHS =X, + Hi(ID;, X;,Y:) - Ppuw
=xz;-nP+d;P+ (—x;)-nP
—d;P
= LHS.

If ¢; =1, C picks x;,%;, Zi,d; €Er Z; and computes X; = x; Py, + di P = xynP + d; P, Z; = ;P = z;aP,

Y, = y;P = §;2;P = §;Z;aP. C sets H(ID;, X;,Y;,T;) = —z;. Note that, the public keys set by C satisfies

the public verifiability from equation [

Update the above given lists Lyup, Lpart, Luser, Lpriv With the new key values by adding tuple (ID;, PK;, PAKl- =
PK;) to list Poyrrent, (ID;, PK; = (X;,Y5, Z;,d;), ¢;) to public key list Lyus, tuple (ID;, PPK;, PSK;, c;)

to partial key list Lyqt, tuple (ID;,UPK; USK;,¢;) to user key list L,z and tuple (ID;, SK;, ¢;) to
private key list L.

* Partial Key Extract Query (Oppe): When Aj; queries for a partial key for an ID; whose public keys
have not been replaced, C responds exactly the same way as shown in the first level ciphertext security
game.

x User Key Extract Query (Oye):When A queries for the user key for an I D; whose public keys have not
been replaced, C searches the list Ly, for the existence of a tuple of the form (ID;,UPK; USK;,¢;). If
found, C checks the value of the coin ¢;. If ¢; = 1, C aborts and reports failure. If ¢; = 0, return the user
keys (USK;,UPK;) to Ajs. If such a tuple does not exist, C generates the user keys using the Coron’s
coin tossing technique as described in the Public Key Extract Query.

If ¢; =0, C calls the Public Key Extract Query oracle to generate the keys which updates the lists
Lyub, Lpart, Luyser and Lyyg,. C returns (USK;, UPK;).
If ¢; = 1, C aborts and reports failure.

x Re — Key Generation Query (O,r): When Ajr sends a re-key generation query to C from user ID; to
ID;, C computes the re-encryption key according to the following cases:
- If ¢; = 0, compute RK;_,; by running the Re-KeyGen algorithm. Add to list L,cke, the tuple

<H)ID @?,
zg 761] 7613 s Vigs > W @
- If (¢; = 1 Aej = 1), choose ;s ” ,5” :Bi;’ €r Zy. Compute v;; = HQ( HB ), i = vij - Y,

Wij = Hs(vi;P)® (ol ||8). Return RK;_,; to A7y and add the tuple (ID;, IL) agjﬂhzagkzﬁ?,ﬂg%
V;j7 W1j> in list Lrekey

* Re — Encryption Query (O,.): When Aj; queries decryption of a first-level ciphertext C from ID; to
ID;, the Challenger C first computes C; and C» and checks if equations |5 and |§| hold to verify the well-
formedness of the ciphertext C'. If validation fails, it outputs L. Else, C performs re-encryption according
to the following cases:
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- Ifeg =0o0r (¢ =1 A ¢;j = 1), C computes the second level ciphertext D by obtaining the
re-encryption keys RK;_,; by running the Re — Key Generation oracle O,; and calling the Re-
Encrypt(ID;,ID;,C,RK;_,;, pamms) algorithm.

~If (=1 A ¢; =0), C picks afj), 6( €r Z;; and sets aﬁj) =7 - (« Ej))_l and ﬁi(f) =z (ﬂf;))_l. C
computes D1 = a{})z:h;'Cy = af) )zlraP Do = B hi'Cy = Bi)raP, Dy = C3, Dy = Vij, Ds = Wy
and returns the second level mphertext D = (Dy, DQ, Ds, D4, Ds) to Aj.

x Decryption Query (Oge.): For decrypting a first level ciphertext C' under identity ID; (its public key has
not been replaced), C first checks for the validity of the ciphertext. If valid and ¢; = 0 it runs the Decrypt
algorithm to retrieve the plalntext m. Else, if ¢; = 1, C computes rY; = y;Z;h; 02 = YiZih; Yrh;aP
and rZ; = z;h;'Cy = Zh; 'rh;aP. Tt compute the value of (m||lo) = Cs @ Hs(rYi,rZ;). It computes
r = Hy(m, o), computes the values of C; and Cy as shown in Re-Encryption algorithm and performs the
following checks:

. Cl ; rP.
. CQ = Tﬁ([Di,Cl,él,Cg).
- Cs = Hy(rYi,vZ;) & (ml|o).
If all the checks are satisfied, C returns m.

x Re — Decryption Query (Opedec): C responds to the queries in the exact manner as shown in the first level
ciphertext security game against Type I adversary.

« Public Key Replacement Query (Oyep): C C responds to the queries in the exact manner as shown in the
first level ciphertext security game against Type I adversary.

e Challenge: Once Aj; decides that Phase-1 is over, it outputs two messages mg, m; and the target identity
ID.;, on which it wishes to be challenged. C checks if ¢., = 1, else it aborts. It tosses a coin and chooses
6 € {0, 1} uniformly at random. It then simulates the challenge ciphertext for ms in the following steps:
Pick o* € {0,1}", 4, f €r Z; and implicitly define Hy(ms,0) = b.
Compute C} = bP =rP.
Set u £ % — bf. Compute 6’1‘ =aP — fbP = uP.
C intends to set ﬁ(IDCh, C’f,?i, C3) = Yeh = hen P, where hep, € Z;; and include the tuple (I Dy, C’f,éf, C3,
Rehs Yen) to L g list. C checks if a tuple of the form (I Dy, C5,Cy, C5, By, Yen) oF (IDen, CF, Ch, Ciy hens Vo)
already exists in the L list. If it exists, including (I De, Cf,é;, C35, henyYen) to the Ly list is incorrect
and hence GOTO step 1 and re-compute with fresh random values. If no such tuple exists in list Ly, C
sets H(IDep, Cf,C1,C5) = Yen = hen P and include (IDgy, Cf, Cy, C5, heny Yen) in L list.
5. Compute C§ = hepbP =1 - H(ID,p,, Cy,C1,Cs).
Pick C3 €g {0, 1}l and define Hs(ZepYen - abP, Gep - abP) = C5 @ (ms]|o™)
7. Check in Ly, if the tuple (C},C5,C5,t) already exists. If so, GOTO step 1 and recompute with fresh
random values.
8. Define Hg(C5,C5,C5) = f . Set C§ = 4. From the definition of u, we have Cj = u + rHg(C5, C5, C%).
Note that the challenge ciphertext is identically distributed to the real ciphertext generated by the encryption
algorithm. Hence, the challenge ciphertext is a valid ciphertext.

W o=

S

e Phase-2: The adversary Aj; continues to query the oracles maintained by C with the restrictions stated in
the security model.

e Guess: The adversary Aj; eventually produces its guess ¢’ € {0,1} to C. C randomly picks a tuple (S, U, u)
from Hj list and outputs Z.,y.nS as the solution to the CDH instance.

e Probability Analysis: We first analyse the probability with which the Challenger C aborts during the
simulation, which can occur during the partial key extraction query, the user key extract query, the re —
key generation query or the challenge phase. In the context of these four occurrences, C does not abort in
case of the following four events:

— FEj : In the partial key extract query, ¢; = 0.
— FEs5 : In the user key extract query, ¢; = 0.
— B3 :In the re — key generation query, the public keys of the users /.D; and ID; have not been replaced.
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— FE4 : In the Challenge phase, ¢; = 1 and the public keys of the target user I D., has not been replaced.
The probability that C does not abort Pr[-abort] = §9re@dee (1 — ) (1 — w) T+ which has a maximum value

_ QppetQue : LIS
at lppr = FRET— Using 0o pr, we obtain:

(1—w) T ark
Prl[-abort] > s

The analysis of the simulation of the random oracles is exactly the same as shown for the first level ciphertext
security. The simulation of the random oracles occur perfectly unless the events Eyx, By, Egz or Ej. take
place as described for the first level ciphertext security analysis. exactly as shown for the first level ciphertext
security against Aj: From previous calculations, we have Pr[Ep;] < {071‘1}% and Pr{Eg.] < {0,1%%'

The analysis of the simulation of the re-decryption oracle is the same as shown for the first level ciphertext
security against Aj. The probability that valid ciphertexts are rejected atleast once in the entire simulation is
derived previously as shown:

45 /4 am, /(2070 | 2
PT[Edec] < Qdec(l — (qH4/(2l0+ll)) + 1-— (QH5/Q) - §>

Let Ee, denote the event (Ex; V Ep: V Ep; V Eg. V Egec)|mabort. If E,, does not occur, the adversary Ajy

does not gain any advantage greater than % in guessing 0 due to the randomness in the output of Hs oracle.

Therefore, Pr[¢’ = 0|-FE.] = % Note that:

Pr[§’ = 6] = Pr[¢' = §|-Ee|Pr[=E..] + Pr[d’ = §|Ee,| Pr[E.,]
<1/2Pr[-Eo] + PrlE.] = 1/2 +1/2Pr[E.].

Also,
Pr[§’ = 6] > Pr[§' = §|~Ee,|Pr[-E..] > 1/2 —1/2Pr[E.,].
By the definition of the advantage of IND-CLPRE-CCA adversary, we have the advantage:

e=[2Pr[§' =] — 1|
< PT[EC,«] = PT[EHZ vV EHg \ EHg vV EH* V Edec)|—|abo7‘t]
- Pr(Eg;] + Pr(Ey:] + Pr|Eu:] + Pr[Eg.] + Pr[Eac.]
- Pr[—abort].

Therefore, we obtain the following bound on Pr[Ep:] as:

Pr[Ey:] > Pr[-abort] - ¢ — Pr[Ey;] + Pr[En;] + Pr[Eg.] + Pr{Ee]

(1—w)™o%e  qu,  qus 45 _q ( qus/q QH4/(210+11)+2)
= e(Gppe + que +1)  200Fh  2oth gl T (g S0 0)) T T = (qu,/g) g

Note that, if event Ep: occurs, then the challenger C solves the CDH instance with advantage:

1
6/ Z P’I“[EH:]
qH, °
> 1 (17&))1+q”"’6 o qH, _ dHg . QI:I —q ( qHs/q qH4/(2lo+ll) +g)
= G, \e(Qppe + que + 1) 20l 24l T gloth M\ T (g J0IF)) T 1= (qu, [q) g

We bound the time taken by C using ¢':
t' <t+(T)0(1) + (To)teap

where Tq =4 +qH, + qu, + 9, + qH, + qH; T qH, To = 4tpe + 4tppe + 4lye + 2trp + 8tre + 8tgec + 6tredec
and t.zp denotes the time taken for exponentiation operation in group G. a

Second-level Ciphertext Security against Type II adversary :
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Theorem 4. Our proposed scheme is CCA-secure against Type-1I adversary for the second level ciphertext under
the DDH assumption and the EUF — C M A security of the Schnorr signature scheme. If a (t,e)IND — CLPRE —
CCA Type-II adversary Ar; with an advantage € breaks the IND-CLPRE-CCA security of the given scheme, C
can solve the CDH problem with advantage € within time t' where:

2(1 — w)>Hars . ( qm;/q N g, /(2011) N 2)
— {dec -
e(dppe + Gue +2)? 1= (qu,/(20Fh)) ~ 1—(qm/q9) «q

where w is the advantage of an attacker against the EUF-CMA security game of the Schnorr signature scheme and
e is the base of the natural logarithm. Time taken by C to solve the CDH problem is:

t' <t+ (Ty)01) + (To)tewp

where Tq = qH + qH, + qH, + qH; + qH, + qHS + dHg TO = 4tpe + 4tppe + 4tue + 2trk + St're + 8tdec + 6tredec- We
denote the time taken for exponentiation operation in group G as tegp.

Proof. If a Type-II adversary A; for the second level ciphertext with access to the random oracles H, Hy, Ho, Hs, Hy,
Hj;, Hg breaks the IND-CLPRE-CCA security of the given scheme, we can construct an algorithm C which breaks
the CDH problem given the instance (P, aP,bP).
e Initialisation: C picks  €g Z; and compute Py, = nP. Similar to Theorem 1, C maintains a list of all the
keys in the following lists Lyyup, Lpart,; Lusers Lprivs and Lsehnorr—PK -

e Phase 1: C interacts with A;; in the following ways:
- OracleQueries:
C responds to the hash function queries of A;; in the same way as it responded in the first level ciphertext
security.

% Public Key Extract Query (Ope): C generates the keys using Coron’s coin-tossing technique [8] by tossing
a biased coin ¢; which takes the value ¢; € {0,1}. For ¢; =0 and ¢; = 1, C sets the values of the keys in
the same manner as shown in the first level ciphertext security proof against A;; and initialises the above
lists with the key values respectively.

% Partial Key Extract Query (Oppe): When Aj; queries for a partial key for an ID; whose public keys
have not been replaced, C responds exactly as shown in the first level ciphertext security proof.

x User Key Extract Query (Oye): When Aj; queries for a user key for an I D; whose public keys have not
been replaced, C responds exactly as in the first level ciphertext security proof.

x Decryption Query (Oge.): Given a decryption query for a user with ID; where ¢; = 0, C runs the
Decrypt(ID;,
SK;, C,params) algorithm to retrieve the plaintext m. For an I.D; such that ¢; = 1, given the re-encryption
keys for all users,C can re-encrypt the first level ciphertext C' to a second level ciphertext D under a user
ID; such that ¢; = 0 and then re-decrypt it.
The re-key generation query O,, re-encryption query O,., re-decryption query O,cqec and the public key re-
placement queries are handled in the exact manner as demonstrated for the first level ciphertext security proof.

e Challenge: Once Aj; decides that Phase-1 is over, it outputs two messages mg,m1, the delegator identity
IDg4e; (whose public keys have not been replaced) the target identity ID,.,(whose public keys have not been
replaced) on which it wishes to be challenged. C checks if c., = 1 and cgep = 1 else it aborts. It tosses
a coin and chooses 0 € {0,1} uniformly at random. It generates the re-encryption key RKge;—cn by picking
O‘Eile)lfc}w a((ilelfc}w 55(1276ha file%fch €R Zg and computing the values vgei—ch = HQ(ange)lfchH/Bfiigfchij)’ Viel—ch =
Vael—ch Yeh, Wael—eh = Hg(vdel_chP)GB(oz&Qe)l_ch||56(12_ch). It simulates the challenge ciphertext for mg as shown
stepwise:

1. Pick 0* €5 {0,1}*, u €g Zy and implicitly define Hy(ms,0) = b.

Compute D} = aglle)l_cth = at(ile)l—ch -Ch.

Compute D3 = éigfcth = ﬁéigfch - (.

Pick D3 €g {0,1}oh and define Hs (Y0 Zdel - abP, Zger - abP) = D3 @ (ms]|o™).

Set D = Viei—sch-

Cr W
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6. Set Dg = Wdel—)ch
Note that the challenge ciphertext D* = (D7, D3, D%, D}, D) is identically distributed to the real ciphertext
generated by the encryption algorithm. Hence, the challenge ciphertext is a valid ciphertext.

Phase-2: The adversary Aj; continues to query the oracles maintained by C with the restrictions stated in
the security model.

Guess: The adversary Ay eventually produces its guess ¢’ € {0,1}. C randomly picks a tuple (S, U, u) from
Hj list and outputs ¥ ,;Z4e1S as the solution to the CDH instance.

Probability Analysis: We first analyse the probability with which the Challenger C aborts during the
simulation, which can occur during the partial key extraction query,the user key extract query, the re —
key generation query or the challenge phase. In the context of these four occurrences, C does not abort in
case of the following four events:

— FEj : In the partial key extract query, ¢; = 0.

— FEs : In the user key extract query, ¢; = 0.

— Fj3:In the re — key generation query, the public keys of the users ID; and ID; have not been replaced.

— E4 : In the Challenge phase, c., = 1, cqe; = 1 and the public keys of the target user I D.;, and delegator

IDg.; have not been replaced.

The probability that C does not abort Pr[-abort] = §9re9uec (1 —0)%(1 —w)?T9*  which has a maximum value

__9ppetQue . .
at Oppr = m. Using 6o pr, we obtain:

2(1—w)?tark
PT[_‘abort] = e(q(ppe::;ue"l‘2)2 !

We analyse the simulation of the random oracles. The simulation of the random oracles occur perfectly unless
the following event take place:

— EHg: Event that (ycpabP, z.pbP) was queried to Hs.
The analysis of the simulation of the re-decryption oracle remains the same as shown for the first level ciphertext
security against A;;. The probability of the decryption oracle rejecting valid ciphertexts throughout the entire
simulation is denoted by E4.. and from previous calculations, we obtain:

qm,/4 qr,/(2lFh) 2
PriEgec] < qd“(l = (qHIZ/ @) i (am.fa) * 5>

Let E., denote the event (EHg V Egec)|abort. If E.,. does not occur, the adversary A; does not gain any

advantage greater than % in guessing 0 due to the randomness in the output of Hs oracle. Therefore, Pr[d’ =

§|~Ee,] = %. Note that:

Pr[§' = 8] = Pr[0’ = 8|~Ee|Pr[~Ee,] + Pr(6' = §|Eer| Pr{Ee,]
< 1/2Pr|-E,,] + Pr[E.] = 1/2 + 1/2Pr|E.,].

Also,
Pr[§’ = 6] > Pr[§' = §|~Ee|Pr[-E.] > 1/2 — 1/2Pr[E,,].
By the definition of the advantage of IND-CLPRE-CCA adversary, we have the advantage:

e =[2Pr[6' =48] — 1]
< Pr[E.] = Pr[En: V Egec)|mabort]
Pr(Eg:] + Pr(Ege]
Prl[-abort].

Therefore, we obtain the following bound on Pr[Eg;]| as:

Pr[Ey:] > Pr[—abort] - € — Pr{Ege.]

2(1 — w)?Fark ( qus/4q 4 g, /(201) " 2)
el — qd —
e(qppe + Que + 2)2 “« 1- (QH4/(2lO+l1)) 1- (QH5/(]) q
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Note that, if event Ep: occurs, then the challenger C solves the CDH instance with advantage:
1
6/ Z 7P7’[EH;¥]
qH; ?

L( 2(1 = w)*+ an. /4 am, /(2o+1) 2))

- qdec( +
e(Qppe + Que + 2)2 1- (qH4/(2l0+l1)) 1- (QH5/C]> q

T QH;

We bound the time taken by C using ¢':
t' <t 4+ (T)O(1) + (To)texp

where Tq =dg + qH, + qH, + qH, + qH, + qH; + dHyg, TO = 4tpe + 4tppe + 4tue + 2trk + 8tre + 8tclec + 6tredec
and ¢z, denotes the time taken for exponentiation operation in group G.
O

4.4 Efficiency Comparison

We give a comparison of the efficiency of our proposed CL-PRE scheme with [I3] with the suggested fix as
described in Section In Table[I] we show the computational efficiency of our scheme and the modified scheme
by comparing the time taken by the different algorithms in our protocols. Note that we use t.;;, to denote the
time required for exponentiation in a group. The comparison reveals that our scheme is more efficient than the
existing scheme with our suggested fix.

Scheme Modified CLPRE scheme|Our CLPRE Scheme
of Srinivasan et al. [13]
Setup temp temp
PartialKeyExtract Bteap 2texp
UserKeyGen 2teap texp
SetPublicKey 2texp -

PublicVerify 8texp 2tea:p
Re-KeyGen Stexp 2teap
Encrypt 10tezp Ateap
Re-Encrypt 10texp 6terp
Decrypt 11tenp 6tewp
Re-Decrypt 6texp Atexp

Table 1: Efficiency comparison of the scheme [I3] with the suggested fix with our CL-PRE scheme
indicates that our scheme is more efficient.

5 Conclusion

Although several CL-PRE schemes were proposed in the literature, to the best of our knowledge, only one scheme
[9] has reported the certificateless property without any known attacks to the scheme. However, the scheme is based
on costly bilinear pairing operation and satisfies a weaker notion of security, termed as RCCA security. Recently,
Srinivasan et al. [I3] proposed a CL-PRE scheme without resorting to bilinear pairing in the random oracle model.
However, we demonstrated that their security proof is flawed by presenting a concrete attack. We then presented a
unidirectional CL-PRE scheme which is pairing-free and satisfies CCA-security against both the Type-I and Type-II
adversaries for the first and second level ciphertexts. We remark that a potential fix to [I3] is also suggested in our paper
but our proposed algorithm is more efficient as noted from our efficiency comparison. Our work affirmatively resolves
the problems faced by PKI-based and IB-based PRE schemes by proposing an efficient pairing-free certificateless Proxy
Re-encryption scheme.
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