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Abstract. Design of ultra-lightweight authentication protocols for RFID systems conformed with the EPC
Class-1 Generation-2 standard is still a challenging issue in RFID security. Recently, Maurya et al. have
proposed a CRC based authentication protocol and claimed that their protocol can resist against all known
attacks in RFID systems. However, in this paper we show that their protocol is vulnerable to tag imperson-
ation attack. Moreover, we show that how an attacker can easily trace a target RFID tag. Our analyses show
that the success probability of our attacks is “1” while the complexity is only one session eavesdropping,

two XORs and one CRC computation.
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1 Introduction

The Electronic Product Code Class-1 Generation-2 specification (EPC-C1G2 in short) specification is a stan-
dard [1] for RFID protocols, which only supports an on-chip 16-bit Pseudo-random Number Generator (PRNG)
and a 16-bit Cyclic Redundancy Code (CRC). In this standard, tags are assumed to be passive and communi-
cate at the UHF band (800- 960 MHz), and their communication range is from 2 to 10 meters. A brief analysis
of the EPC-C1G2 standard reveals serious security problems. Authentication is one of the main topics of re-
search in the RFID security field, where a tag and a reader must identify each other and ensure the legitimacy
of each other. Several authentication protocols conformed with EPC-C1G2 standard have been published, but

most of them suffer from various security vulnerabilities [12, 14, 15, 19, 27, 34, 35, 3].
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In the recent decade, several ultra-lightweight authentication protocols have been proposed for RFID sys-
tems which are designed for EPC-C1G2 standard. In these schemes, some designers have used CRC and
PRNG [14, 15] and some others have designed their schemes based on bitwise operations like AND, XOR
and OR [25, 26, 20]. Although these protocols are ultra-lightweight and conformed with EPC-C1G2 standard,
they are vulnerable against attacks such as tag and reader impersonation, secret disclosure, tag traceability
and de-synchronization attacks. Moreover, some schemes have proposed in the literatures which use simple
operations such as bitwise XOR, modular addition and also shift operation [17, 16, 13,28]. However, these
protocols are vulnerable to several attacks such as secret disclosure and impersonation attacks [2, 4, 10, 8].

Recently, Maurya et al. proposed a coding theory based ultra-lightweight RFID authentication protocol
with CRC [23]. They claimed that their protocol is ultra-lightweight and owned the security properties neces-
sary for RFID systems. In this paper, we show that this protocol has serious vulnerabilities.

The rest of this paper is organized as follows. Section 2 briefly introduces the related work. Notations and
preliminaries used in the paper are introduced in Section 3. We describe Maurya et al. [23] authentication pro-
tocol in Section 4. In Section 5, we analyze the security of Mauryar et al. protocol and propose two important

attacks against this protocol. Finally, in Section 6 we present the conclusion.

2 Related Work

So far, many authentication protocols conformed to EPC-C1G?2 standard have been proposed in the litera-
ture [9,12,14,15,19,18,22,27,34,35] but most of them cannot provide security robustness and suffer from
various security vulnerabilities [12, 14,15, 19,27, 34, 35]. In this section, we briefly review some recent ultra-
lightweight RFID authentication protocols compatible to the EPC-C1G2 standard.

In 2007, Chien proposed the first ultra-lightweight protocol called SASI [13] which is based on bit-wise
functions such as XOR and rotation operations. However, Cao et al. [10] showed that this protocol has several
vulnerabilities such as denial-of-service and traceability based on a compromised tag.

In 2009, another ultra-lightweight protocol was proposed called Gossamer [28]. This protocol was de-
signed to improve the security weaknesses of previous ultra-lightweight protocols. Later, in [8] the authors
showed that Gossamer protocol is also vulnerable to several attacks.

Duc et al. published a mutual authentication scheme for EPC-C1G2 RFID tag, their protocol is based on

CRC and PRNG functions, which supports EPC-C1G2 RFID tags [15]. However, due to the lack of forward
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security, Chien and Chen proposed a new method to solve these problems [14]. They claimed that their scheme
is secure against known attacks to RFID systems. But later cryptanalysis of their scheme by Peris-Lopez et
al. showed that it cannot guarantee forward secrecy and location privacy of tags and it does not resist against

tag and back-end database impersonation attacks [24].

In 2012, Tian et al. [32] used bitwise XOR, left rotation and a very lightweight permutation function to
propose an ultra-lightweight protocol called RAPP. Although that function was ultra-lightweight, the scheme

was vulnerable to traceability, secret disclosure, and de-synchronization attacks [95, 6, 30, 7].

In 2016, Tewari and Gupta [31] proposed an RFID authentication protocol and claimed that their protocol
is robust against de-synchronization, secret disclosure and traceability attacks. But later, secret disclosure
attack was presented against it [29, 33]. Moreover, Fan et al. [17] presented a protocol called ULRMAPC and
claimed that their protocol has strong security compared with other existing protocols. However, the authors
in [2] showed that ULRMAPC protocol is vulnerable against denial of service (DoS), impersonation and

de-synchronization attacks.

Recently, Maurya et al. [23] proposed an ultra-lightweight authentication protocol. They used CRC and
PRNG functions and claimed that their protocol is conformed with the EPC-C1G2 standard and robust against
most attacks presented in RFID systems. In this paper, the security of this protocol is investigated and several

weaknesses are presented against it.

3 Notation and Preliminaries

In this section we describe the preliminaries and notations used in this paper. The notations used in the paper

are depicted in Table 1.

Definition 1: syndrome decoding The syndrome decoding is an error correction method of coding theory.
In this theory, a linear code C of length n and dimension k over F, by distance d of the code C is called
[n,k,d]—binary linear code, in which F}' is a binary linear code C of length n over F> and F> is a binary field
with two elements 0 and 1. The Hamming weight of ¢, denoted by wz(c) is the number of non-zero elements

in ¢, where ¢ is a codeword in C.
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A matrix G is the generator of the binary linear code C whose rows form a basis of C. A matrix H is a

parity-check matrix of the linear code C which is a generator matrix of the dual code C*. The coset leader

G
u € FJ' is in the code C if and only if the rank of G’ = is k.
u

For any w € F}, the word S(w) =wH' € an—k is the syndrome of w with respect to the parity-check matrix

H. Constructing a syndrome look-up table is as follow.

— List all cosets for the code C, choose a word of least weight as coset leader u from each coset;
— Use the parity-check matrix H for the code C, and calculate its syndrome S(u) = uH for each coset leader

u.

(For more details, the reader can refer to [21]).

Definition 2: Cyclic Redundancy Code (CRC) A Cyclic Redundancy Code (CRC) is a checksum algo-
rithm and is completely linear. The EPC-C1G2 standard supports on-chip 16-bit CRC. This code has a linear

property which can be discribed as follows. For any binary strings a,b,c,d, e and f, it holds that [24]:

CRC(al|b||c) & CRC(d||e| f) = CRC(a & d|[b®e||c® f) 1)

Table 1. Notation

Notation Description

C The binary code generated by G

c A codeword of the code C

n The bit-length of each parameter

wt(c)  The hamming weight of the codeword ¢

G The generator matrix of the code C

k The dimension of the code C

d The hamming distance of the code C

t The error correction capability of the code C
Rt Random numbers generated by the tag

R, Random numbers generated by the reader
ID; The identity of the ith tag

K The secret key shared between the reader and the tag
&) Exclusive OR operation

I Concatenation operation
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Server Reader Tag

— O

Generates R,
V; «— R®K

1.v;

Extracts R, from V,
Generates Ry

V, < CRC(ID|R7 || Ry)
V; «— ID®R;

3.Vy, V3, R, 2.V, Vs

N

Calculates V3 H'
Computes Ry and ID' from syndrome of Vs
V3 CRC(ID'[|R7|| Ry)
If V, =V, then
Tag is authenticated
Else: Fail

Fig. 1. Maurya et al. authentication protocol

In this paper we use Eq. (1) and show that Maurya et al. [23] authentication protocol is vulnerable to tag

impersonation attack. Moreover, we show that how an attacker can easily trace a target RFID tag.

4 Maurya et al. Authentication Protocol

Maurya et al. in [23] have proposed an ultra-lighweit authentication protocol conformed to the EPC-C1G2
standard. This protocol employs a syndrome decoding, a CRC which is a lightweight permutation function

and a 16-bit PRNG. In this section we briefly review this protocol which has two phases.
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4.1 Phase 1: Initialization

In this phase, a binary linear code C with a generator matrix G of order k X n with a minimum distance d
and the corresponding parity-check matrix H are stored to a legitimate server. The initiator uses the generator
matrix to generate 2% codewords as unique identification numbers for all tags. (Note: In this scheme, maximum
number of the tags are 2X). The initiator also shares a secret key K between any legitimate tag and the legitimate

reader. Finally, the server stores all syndromes and corresponding coset leaders on its database.

4.2 Phase 2: Authentication
The authentication protocol, as shown in Fig. 1, runs as below:

1. The reader generates a random number R, and uses the stored secret key K to compute V| = R, ® K and
then starts the protocol by sending V; to the target tag;
2. Once the tag received V| does as follow:

Generates a random number Ry, (wt(Ry) <t);

— Extracts R, = V| ®K;

Computes Vo = CRC(ID||Rr||R;) and V3 = ID ® Rr;
— Forwards V, and V3 to the reader.
3. The reader forwards the tuple (V»,V3, R,) to the server.
4. Once the server received the tuple (V», V3, R,), it acts as follow:
— Calculates the syndrome of V; by using the equation S(V3) = V;H ;
— Uses the stored syndrome V3H and finds the corresponding coset leader Rr;
— Computes ID = V3 G Rr;
— Computes V5 = CRC(ID||Rr||R,);

— If V; =V, then it authenticates the expected tag, otherwise the authentication fails.

5 Security Analysis of the Maurya et al. Protocol

In this section, we show how Maurya et al. authentication protocol suffers from tag impersonation and tag
traceability attacks. In this scheme the authors use the CRC function that has the property presented in Section
3 (Eq. (1)). Therefore, the adversary uses this linear property to execute his/her attacks. (Note: In these attacks
the superscript j shows the jth run of protocol, j = 1,2). In addition, in Maurya et al. protocol the values of

ID and K are constant and neither tag nor server/reader update these important secret parameters.
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5.1 Tag Impersonation Attack

In this attack, an adversary can cheat the reader to authenticate him/her as a legitimate tag. This attack consists

of two phases: learning phase and execution phase which is described as follow:

1. Learning Phase: In this phase, an adversary stores required information by eavesdropping only one run of
the protocol as below.
— The adversary eavesdrops one complete run of the protocol;
— The adversary stores V| = Rl ®K, V' = CRC(ID||R}||R}) and V! = ID® R}
2. Execution Phase: In this phase, an adversary uses the information stored in learning phase and executes
the attack as below.
— The reader generates a random number R, and computes V12 = R?2 ® K and starts another run of the
protocol by sending V12 to the target tag which now is the adversary;
— Once the adversary received V> does as follow:
e Computes V; = V! @V} =R} ®R?;
e Computes V> =V, @ CRC(0||0||V1) = CRC(ID||RL||R?);
e Forwards V; and V3 to the reader.
— The reader forwards the tuple (V2, V3, R?) to the server.
— Once the server received the tuple (Va, V4, R?), it acts as follow:
e Calculates the syndrome of V4 by using the equation S(V3) = Vi HT;

e Uses the stored syndrome V3' HT and finds the corresponding coset leader R};

Computes ID = V] ®RL;

Computes Vy = CRC(ID||R}||R?);

Now the checking process V, = V; is passed and it authenticates the adversary as an expected tag.
Hence, following the given attack the tag is impersonated by the adversary. The success probability of this

attack is “1" while the complexity is only “2" runs of protocol.

5.2 Tag Traceability Attack

In this attack, an adversary is trying to trace the target tag. This attack consists of two phases: learning phase

and decision phase which is described as follow:
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1. Learning Phase: In this phase, an adversary stores required information by eavesdropping one runs of
protocol as below.
— The adversary eavesdrops the messages transmitted between the tag and the reader in one run of the
protocol;
— The adversary stores V! = Rl & K, V) = CRC(ID||R%||R}) and V{ = ID ® R},
2. Decision Phase: In this phase, an adversary uses the information stored in the learning phase and executes
the attack as below.
— When the reader computes the message V12 = R? @ K and sends Vl2 to the target tag, the adversary
eavesdrops this message;
— According to the sequence of the protocol, once the tag received Vlz, it does as follow:
e Computes V12 = R? DK,
e Computes V} = CRC(ID||R%||R?) and V} = ID ® R%;
e Forwards V22 and V32 to the reader.
— Now, the adversary eavesdrops messages V22 and V32 and acts as follow:
e Computes V; = V! @V2 =Rl @ R;
e Computes V3 = V) © V7 =Rl & R3;
e Now, if the checking process V' @ V7 = CRC(0||V3||V;) is passed, it concludes the current tag is

the one in the learning phase. This checking process is passed as below by considering Eq. (1).

V) © V3 = CRC(ID|[Ry||R;) & CRC(ID||R%|RY)
= CRC(ID ® ID||R:- ® R%||R! @ R?)
= CRC(0||R} ® R7||R; © R?)

= CRC(0[|V3]W1)

One can see that the adversary can trace the target tag with probability “1” and with the complexity of only
one session eavesdropping, two XORs and one CRC computation.

In this paper, we showed that all the security weaknesses of Maurya et al. protocol are related to the use
of the 16-bit CRC. It cannot be solved by using larger CRCs and it is because of the bad (linear) properties
of CRC functions. So, we pass up to propose an improved version of this protocol and we suggest to look for

another alternative solutions.
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In Table 2, we lists some CRC based RFID protocols. These protocols cannot provide any basic security
features. In this table, the symbol “Yes” represents that the scheme prevents attack and the symbol “No” rep-
resents that the scheme does not resist against that. We denote resistance against server/reader impersonation
attack by RRI, resistance against tag impersonation attack by RTI, forward security by F'S, resistance against
replay attack by RR, resistance against denial of service attack by RD, resistance against traceability attack by

RT and finally resistance against secret disclosure attack by RS.

Table 2. Security features of some CRC based RFID protocols

Protocol RRI [RTI |[FS |RR |RD |RT |RS
Duc et al. [15] Yes |Yes [No [No [No |Yes |Yes
Chien and Chen [14] |[No |No |No |Yes |Yes |[No |Yes
Chen and Chien [11] |Yes |[No |Yes |Yes |Yes |[No |No
Maurya et al. [23] Yes [No |Yes |Yes |Yes |[No |Yes

6 Conclusion

In this article, we investigated the security of the Maurya et al. authentication protocol. This CRC based
protocol was recently proposed for ultra-lightweight RFID systems. We showed that Maurya et al. protocol
is vulnerable to tag impersonation and tag traceability attacks. Our attacks are based on the linear property of
CRC function. The success probability of presented attacks is “1" while the complexity is only one session

eavesdropping, two XORs and one CRC computation.
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