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Abstract

In this paper, we propose new non-monotonic attribute-based encryption schemes with com-
pact parameters. The first three schemes are key-policy attribute-based encryption (KP-ABE)
and the fourth scheme is ciphertext-policy attribute-based encryption (CP-ABE) scheme.

e QOur first scheme has very compact ciphertexts. The ciphertext overhead only consists of
two group elements and this is the shortest in the literature. Compared to the scheme by
Attrapadung et al. (PKC2011), which is the best scheme in terms of the ciphertext overhead,
our scheme shortens ciphertext overhead by 33%. The scheme also reduces the size of the
master public key to about half.

e Our second scheme is proven secure under the decisional bilinear Diffie-Hellman (DBDH)
assumption, which is one of the most standard assumptions in bilinear groups. Compared to
the non-monotonic KP-ABE scheme from the same assumption by Ostrovsky et al. (ACM-
CCS’07), our scheme achieves more compact parameters. The master public key and the
ciphertext size is about the half that of their scheme.

e Our third scheme is the first non-monotonic KP-ABE scheme that can deal with unbounded
size of set and access policies. That is, there is no restriction on the size of attribute sets and
the number of allowed repetition of the same attributes which appear in an access policy.
The master public key of our scheme is very compact: it consists of only constant number
of group elements.

e Our fourth scheme is the first non-monotonic CP-ABE scheme that can deal with unbounded
size of set and access policies. The master public key of the scheme consists of only constant
number of group elements.

We construct our KP-ABE schemes in a modular manner. We first introduce special type of
predicate encryption that we call two-mode identity based broadcast encryption (TIBBE). Then,
we show that any TIBBE scheme that satisfies certain condition can be generically converted into
non-monotonic KP-ABE scheme. Finally, we construct efficient TIBBE schemes and apply this
conversion to obtain the above new non-monotonic KP-ABE schemes.
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1 Introduction

In many systems, a server monitors access to sensitive data so that only certain users can access
it. If the server is not fully trusted, the data must be encrypted. However, a standard public key
encryption scheme is not appropriate, because it severely limits the users who can access the contents.

To solve this problem, Sahai and Waters [31] were the first to study attribute-based encryption
(ABE). In ABE, one can encrypt data for a set of receivers that satisfy certain condition. In Sahai and
Waters’ scheme, a ciphertext and a private key are associated with a set of attributes, and the key can
decrypt the ciphertext if and only if these sets overlap more than certain threshold. Goyal, Pandey,
Sahai, and Waters [16] further extended their result and proposed schemes that support finer-grained
access control. In their scheme, a ciphertext is associated with a set of attributes, and a private key
is associated with an access structure that is specified by a Boolean formula. Decryption is possible
when the set satisfies this Boolean formula. Their schemes are called key-policy ABE (KP-ABE),
because the key specifies the access structure. Ciphertext-policy ABE (CP-ABE) is complementary
form to KP-ABE in the sense that a ciphertext specifies an access structure while a key is associated
with a set of attributes. The first studies of CP-ABE appear in [5, 12].

The above schemes can express a wide class of access structures, but they are still limited because
they only support a monotonic access structure. In particular, they cannot deal with an access
structure that is associated with a Boolean formula that includes the negation of attributes. This
is not convenient for real world applications. One possible solution to this problem is to explicitly
include attributes that express absence of attributes in the attribute space, as suggested in [16].
For example, in the KP-ABE case, to encrypt a message for an attribute x1, one should encrypt the
message for a set that includes 1 and attributes “Not x;” for all attribute x; such that x; # z1, using
the underlying monotonic KP-ABE system. Then, a key with the attribute “Not x5” can decrypt
the ciphertext and recover the message as desired, because “Not xo” € {x1, “Not x2”, “Not x3”,
..., }. This solution is not appropriate for many applications, because the scheme becomes inefficient
as the total number of attributes increase. Furthermore, it does not work in the setting where
attribute space is exponentially large. Ostrovsky, Sahai, and Waters [28] addressed this problem
and constructed the first KP-ABE scheme that supports a non-monotonic access structure by using
an idea from the Naor-Pinkas revocation scheme [25]. Following their work, several non-monotonic
KP/CP-ABE schemes have been proposed [21, 26, 3, 27].

Our Contributions. In this paper, we propose new non-monotonic ABE schemes. Our new schemes
either improve efficiency or achieve a new functionality that was previously not possible. We propose
the following four schemes. The first three schemes are KP-ABE schemes and the last one is CP-ABE
scheme.

e The first scheme has very compact ciphertexts. The ciphertext overhead of our scheme consists
of only two group elements, which is even shorter than the currently shortest scheme of [3].
Furthermore, the scheme also reduces the size of master public key to about half while the
private key size is slightly larger.

e The second scheme is proven secure under the decisional bilinear Diffie-Hellman (DBDH) as-
sumption, which is one of the weakest number theoretic assumptions in bilinear groups. The
public key and the ciphertext size of our scheme are about half the size of the scheme in [28],
which is secure under the same assumption. The encryption algorithm of our scheme is at least
two times faster than the existing scheme, but our decryption algorithm is somewhat slower.

e The third scheme is the first non-monotonic KP-ABE scheme in the standard model that
supports fully unbounded attribute sets and access policies. That is, there is no restriction
on the size of the attribute set, or on the number of times the same attributes can appear in
an access policy. The master public key of the scheme is very compact: it consists of only



constant number of group elements. Such a construction has previously only been possible in
the random oracle model [21]. *

e The fourth scheme is the first non-monotonic CP-ABE scheme that supports fully unbounded
size of attribute sets and access policies. The master public key of our scheme consists of only
constant number of group elements.

We construct the above KP-ABE schemes in a modular way. First, we define a new predicate encryp-
tion that we call two mode identity based broadcast encryption (TIBBE). In TIBBE, a ciphertext is
associated with a set of identities. A private key is associated with an identity and certain “type”.
There are two types of keys in the system. First type keys can decrypt the ciphertext iff the identity
is included in the set, while the second type keys can iff the identity is not included. The notion of
TIBBE is an extension of identity based broadcast encryption (IBBE) and identity based revocation
(IBR). We show that any TIBBE scheme with a certain property can be generically converted into a
non-monotonic KP-ABE scheme. This can be seen as an extension of the previous result in [3] that
converts any IBBE scheme with certain properties into a (monotonic) KP-ABE scheme. Finally, we
construct efficient TIBBE schemes. By applying our conversion to these schemes, we obtain our new
non-monotonic KP-ABE schemes.

While we construct KP-ABE schemes in a modular way, our construction of the above non-
monotonic CP-ABE scheme is more direct. Our construction is based on the (monotonic) CP-ABE
scheme recently proposed by [30]. We extend their scheme to support a non-monotonic access
structure by applying an idea from the IBR scheme in [21] to the CP-ABE setting.

Finally, we remark that all our schemes are selectively secure. Constructing adaptively secure
schemes with similar property is left open for future research.

Other Related Works. After the work of Sahai and Waters [31], many CP/KP-ABE schemes
have been proposed [16, 15, 32, 17]. The first adaptively secure ABE schemes were proposed in [20]
using composite order groups. Later, schemes on prime order groups were proposed [26, 27, 19, 24].
The settings with multiple-authorities are investigated in several works [10, 1, 11, 22]. To construct
a scheme with even more general access structure is an important direction of research. Recently,
there are significant progress toward this direction [33, 13, 14].

2 Preliminaries

2.1 Notation

We will treat a vector as a row vector, unless stated otherwise. For any vector a = (a1,...,a,) € Ly,
T
g

2= (g9",...,9"). For a,z € Z, we denote their inner product as (a,z) =a-z' =" a;2;. We

denote by e; the i-th unit vector: its i-th component is one, all others are zero. We also denote by [n]
aset {1,...,n} for an integer n > 0 and [n1,...,ny] = [n1] X -+ X [n,] for integers ny,...,n, > 0.
For a set U, we define 2V = {S|S C U} and (<Uk) = {S|S CU,|S| < k} for k < |U|.

2.2 Definition of Predicate Encryption

Here, we define the syntax of predicate encryption. We emphasize that we do not consider attribute
hiding in this paper.

SYNTAX. Let R = {Ry : Ax X By — {0,1} | N € N¢} be a relation family where Ay and By
denote “key attribute” and “ciphertext attribute” spaces and c is some fixed constant. The index

*Unbounded non-monotonic schemes were recently mentioned in [23, 30], but only monotonic constructions were
given.
TThis is called “public-index” predicate encryption, categorized in [9].



N = (n1,n2,...,n.) of Ry denotes the numbers of bounds for corresponding parameters. If an index
N is not required, we say that R is an unbounded relation. A predicate encryption (PE) scheme for
R consists of the following algorithms:

Setup(A, N) — (mpk, msk): The setup algorithm takes as input a security parameter A and a index
N of the relation Ry and outputs a master public key mpk and a master secret key msk.
KeyGen(msk, mpk, X) — skx: The key generation algorithm takes as input the master secret key
msk, the master public key mpk, and a key attribute X € Ay. It outputs a private key skx.

We assume X is included in skx implicitly.

Encrypt(mpk, M,Y) — C: The encryption algorithm takes as input a master public key mpk, the
message M, and a ciphertext attribute Y € By. It will output a ciphertext C.

Decrypt(mpk, C,Y,skx) — M or L: We assume that the decryption algorithm is deterministic. The
decryption algorithm takes as input the public parameters mpk, a ciphertext C, ciphertext
attribute Y € By and a private key skx. It outputs the message M or | which represents that
the ciphertext is not in a valid form.

We require correctness of decryption: that is, for all A, N, all (mpk, msk) produced by Setup(\, V),

all X € An,Y € By such that R(X,Y) = 1, and all skx returned by KeyGen(msk, mpk, X),

Decrypt(mpk, Encrypt(mpk, M, Y"), Y, skx) = M holds.

SECURITY. We now define the security for an PE scheme II. This security notion is defined by the
following game between a challenger and an attacker A.

At first, the challenger runs the setup algorithm and gives mpk to A. Then A may adaptively
make key-extraction queries. We denote this phase Phasel. In this phase, if A submits X to
the challenger, the challenger returns skx < KeyGen(msk, mpk, X). At some point, 4 outputs two
equal length messages My and M; and challenge ciphertext attribute Y* € By. Y™ cannot satisfy
R(X,Y*) =1 for any attribute X such that A already queried private key for X. Then the challenger
flips a random coin B € {0, 1}, runs Encrypt(mpk, Mg, Y*) — C* and gives challenge ciphertext C*
to A. In Phase2, A may adaptively make queries as in Phasel with following added restriction:
A cannot make a key-extraction query for X such that R(X,Y™*) = 1. At last, .4 outputs a guess
B’ for . We say that A succeeds if 5/ = 3 and denote the probability of this event by Prﬁ%. The
advantage of an attacker A is defined as Advi% = ]Pri% —% . We say that II is fully secure if
Advi% is negligible for all probabilistic polynomial time (PPT) adversary .A.

A weaker notion called selective security can be defined as in the above game with the exception
that the adversary A has to choose the challenge ciphertext index Y* before the setup phase but
private key queries X1, ..., X, can still be adaptive. All schemes proposed in this paper are selectively
secure.

2.3 Linear Secret Sharing Scheme and Attribute-Based Encryption

Here, we first define linear secret sharing scheme (LSSS) following [4] and then define key/ciphertext-
policy atrribute based encryption scheme as an instance of PE.

Definition 1 (Access Structure). Let P = {Py,..., Py} be a set of parties. A collection A C 27 is
said to be monotone if, for all B,C, if B € A and B C C, then C € A holds. An access structure
(resp., monotonic access structure) is a collection (resp., monotone collection) A C 2P\{0}. The
sets in A are called the authorized sets, and the sets not in A are called the unauthorized sets.

Definition 2 (Linear Secret Sharing Scheme). Let P be a set of parties. Let L be an £ x m matriz.
Let 7 : {1,...,0} — P be a function that maps a row to a party for labeling. A secret sharing scheme



m for access structure A over a set of parties P is a linear secret-sharing scheme (LSSS) in Z, and
is represented by (L, ) if it consists of two efficient algorithms:
Sharer, . There exists an efficient algorithm which takes as input s € Z, which is to be shared. It

chooses Sa,. .., Sm & Zyp and let s = (s,82,...,8m). It outputs L -s as the vector of { shares.
The share \; = (L;,s) belongs to party 7(i), where L; denotes the i-th row of L.

Recony, . The algorithm takes as input an access set S € A. Let I = {i|n(i) € S}. It outputs a set
of constants {(i, j1;) }icr which has a linear reconstruction property: » . pii - Xi = 5.

TERMINOLOGY FOR NON-MONOTONIC ACCESS STRUCTURE. We recall a technique by Ostrovsky
Sahai, and Waters [28] to move from monotonic access structures to non-monotonic access structure.
They assume a family {IIp}acas of linear secret sharing schemes for a set of monotonic access
structures A. For each such access structure A € AS, the set P of underlying parties has the
following properties: The names of the parties in P may be of two types: either the name is normal
(like x) or it is primed (like 2’), and if € P then 2/ € P and vice versa. Conceptually, prime
attributes are associated with negation of unprimed attributes.

A family AS of non-monotone access structures can be defined as follows. For each access
structure A € AS over a set of parties P, one defines a possibly non-monotonic access structure
NM(A) over the set P of all unprimed parties in P. For every set S C P, N(S) is defined as
N(S) = SU {z'|z € P\S}. Then, NM(A) is defined by saying that S is authorized in NM(A) if
and only if N(S) is authorized in A. For each access set X € NM(A), there is a set in A containing
the elements in X and primed elements for each party not in X.

KEY-(CIPHERTEXT) POLICY ATTRIBUTE-BASED ENCRYPION. Let U = {0, 1}* be an attribute space
and N = (n, ) specify the corresponding bounds (the maximum numbers) on the size of attribute
sets, the number of allowed repetition of same attributes which appear in a policy, respectively.
Let AS, be a collection of access structures over U such that every access structure in AS, is
specified by an access formula in which same attributes do not appear more than ¢ times. A
bounded key (resp. ciphertext)-policy attribute-based encryption for AS, is a predicate encryption
for REP 0 AS, x (4) = {0,1} (resp. REF )« (&) x AS, — {0,1}) defined by R{Y  (A,w) =1
(resp R(n o) (w,A)=1)iff w € A (for w C U such that |w| < nand A € AS,). Let AS be a collection
of access structure over Y. An unbounded key (resp., ciphertext)-policy attribute-based encryption
scheme is a predicate encryption for RXP : AS x 24 — {0,1} (resp., RP : 24 x AS — {0, 1}) defined
by RXP(A,w) =1 (resp. R°P(w,A) =1)iff w € A (for w C U and A € AS).

We note that the scheme of [27] (which was called unbounded ABE) can achieve the unbounded
attribute set size, but it is still limited to the number of allowed repetition. Currently, only few
KP-ABE schemes that are unbounded in full sence are known [21, 23, 30]. Note that the scheme in
[21] uses random oracle model. In the CP-ABE setting, only scheme that is unbounded in full sense
is recently proposed [30].

2.4 Number Theoretic Assumptions

We use groups (G, Gr) of prime order p with an efficiently computable mapping e : G x G — Gy s.t.
(g%, h®) = e(g, h)® for any (g,h) € G x G, a,b € Z and e(g, h) # 1g, whenever g,h # 1g.
Decisional Bilinear Diffie-Hellman (DBDH) Assumption. We say that an adverbary A breaks
the DBDH assumption on (G, Gr) if A runs in polynomial time and 3| Pr[A (g,g ,9%, 9% e(g,9)%%%) —

0] — Pr[A(g, 9% ¢°, ¢°,T) — 0]| is negligible where g & G, T & Gr, a,b, s & Z,,.

n-Decisional Bilinear Diffie-Hellman Exponent (n-DBDHE) Assumption [7]. We say that
an adversary A breaks the n-DBDHE assumption on (G,Gr) if A runs in polynomial time and



L PrlA(g, {9” Viepnpfniny» 9% €(9,9)* ) — 0] — 1| PrlA(g, {9” Yicn)\fns1}, 9% T) — 0]] is negli-
gible where g EG TEG a5 L.

3 Linear Two-Mode Identity Based Broadcast Encryption and Con-
version to Non-monotonic KP-ABE

In this section, we first introduce the two mode inner product encryption scheme (TIPE) and two
mode identity based broadcast encryption schemes (TIBBE) and explain how the latter can be
derived from the former. Then, we propose a general transformation that transforms any TIBBE
scheme that satisfies a certain condition into a non-monotonic KP-ABE scheme. Our transformation
is an extension of the generic transformation proposed in [3], which converts any IBBE scheme with
certain conditions into (monotonic) KP-ABE scheme.

3.1 Definition of TIPE and TIBBE

In a TIPE scheme, a ciphertext is associated with a vector y. A private key is associated with
type € {ZIPE,NIPE} and a vector x. Decryption is possible iff type = ZIPE and (x,y) = 0, or
type = NIPE and (x,y) # 0. In a TIBBE scheme, a ciphertext is associated with a set of identities
S. A private key is associated with type € {IBBE,IBR} and an identity ID. Decryption is possible iff
type = IBBE and ID € S, or type = IBR and ID & S.

Here, we formally define TIPE and TIBBE as instances of PE as follows.

Two-MoDE INNER PrRODUCT ENCRYPTION SCHEME. TIPE is a predicate encryption for R&'F;E :

(Z1 x {ZIPE,NIPE}) x Z — {0,1} defined by R(T:;E((X,type),y) = 1iff ((x,y) = 0 A type =
ZIPE) V ((x,y) # 0 A type = NIPE).

Two-MODE IDENTITY BASED BROADCAST ENCRYPTION SCHEME. TIBBE is a predicate encryption
for R}'BBE . (Zx {IBBE, IBR})x (<In) — {0, 1} defined by RT'BBE((ID, type), S) = 1iff (ID € SAtype =
IBBE) Vv (ID ¢ S A type = IBR).

In later sections, we construct TIPE schemes instead of TIBBE schemes when it is simpler to
describe. TIBBE scheme can be derived from TIPE scheme by the following technique due to [18].
The setup algorithm of the TIBBE scheme is the same as TIPE scheme. To generate a private key for
(ID,1BBE) (resp. (ID,IBR)), one runs key generation algorithm of TIPE scheme to obtain a private

key for (x,ZIPE) (resp. (x,NIPE)) where x = (1,ID,...,ID"!). To encrypt a message M for a set
S = (IDy,...,IDg), one defines y = (y1,...,yn) as a coefficient vector from
k+1
Ps(z1=> wiZz ' = ] (z-1Dy)
i=1 ID;eS
where, if £k + 1 < n, the coordinates yxi1,...,yn are all set to 0. Then, one runs encryption

algorithm of TIPE scheme to encrypt M for a vector y. To decrypt a ciphertext, one first defines x
and y as above and runs the decryption algorithm of the TIPE scheme. Since ID € S < Pg(ID) =
0 & (x,y) = 0, the correctness of the resulting TIBBE scheme follows from the correctness of the
underlying TIPE scheme. Furthermore, by the embedding lemma [8], the resulting TIBBE scheme
is selectively secure if the underlying TIPE scheme is selectively secure.

3.2 Linear Two-Mode Identity Based Broadcast Encryption Template

We define a template for two-mode IBBE schemes that ensures that they give rise to selective
secure non-monotonic KP-ABE schemes. We call this a linear TIBBE template. Let G,Gp be



underlying bilinear groups of order p. The identity space of the scheme is Z = Z,,. A linear TIBBE
scheme is determined by parameters n,ni,no,n1, € N, a distribution G on vectors of functions, and
functions D'BBE DIBR " G’s output is tuple of functions (fBBE, fIBBE fIBR ¢IBR ) where f|BBE .
I—-G,fiBBE.T -~ Gm fIBR. 7 G, fIBR: T - G™,F: ()" xZ, — G="2. Here, we allow F
to be probabilistic whereas all other functions are assumed to be deterministic. D'BBE and D'BR are

functions such that D'BBE . G+l x 7 x G2 x (<n) — Gp, DBR . G+l x T x G™ x (<Zn) - Gr.

Setup(A,n) : Given a security parameter A € N and a bound n € Z on the number of identi-
ties per ciphertext, the algorithm selects bilinear groups (G,Gr) of prime order p > 2*

and a generator ¢ & G. It computes e(g,9)* for a random « & Z, and chooses functions
(f|BBE, fIBBE fIBR fIBR ) & G. The master secret key consists of msk = a while the master
public key is mpk = (g,e(g,9)*, { /77", 3" }ypec(1BBE,1BR}, Fs 11y 111, 112, 7).

KeyGen(msk, mpk, (ID, type)) : To generate a private key for ID of type type € {IBBE, IBR}, it chooses
ré& Zy. Then, it computes the private key as

sk(iD,type) = (d1,d2) = (9 - fYPE(ID), gype(m)r)-

Encrypt(mpk, M, S) : To encrypt M € G for a set of identities S = (ID1,...,IDg) where k < n, it
chooses s < Z,, and computes the ciphertext as

C=(Cy,C1)=M-e(g,9)*, F(IDq,...,IDg,s)).

Decrypt(mpk, C, S, sk(p type)) : It parses sk(p type) = (d1,d2) and C = (Cop, C1) then runs
Dtype((dl, dy),ID, C1, S) — e(g,9)"?,
and obtains M = Cp/e(g, 9)®.

We also require that for all ( fl'BBE, féBBE, fl'BR, féBR, F) & G, the following property must hold. ¥
Correctness. Forall a,r, s € Zy, randomness for F', (1D, type) € Zx{IBBE,IBR}, S = {IDy,...,ID;} €
(<n) such that (type = IBBEAID € S) V (type = IBRAID ¢ S) and randomness for F', we have

Dtype((ga : f{ype(lo)’",f;ype(lD)’“),|D,F(|D1,...,|Dk,s),s) = e(g, 9)*

3.3 Generic Conversion from Linear TIBBE to Non-monotonic KP-ABE

Let IITigge = (Setup’, Keygen’, Encrypt’, Decrypt’) be a linear TIBBE system. We construct a non-
monotonic KP-ABE scheme from Iltggg as follows.

Setup(\, n) : It simply outputs Setup’(\,n) — (mpk, msk).

KeyGen(msk, mpk, A) The input to the algorithm is the master secret key msk, the master public
key mpk, and a non-monotonic access structure A such that we have A = NM(A) for some
monotonic access structure A over a set P of attributes and associated with a linear secret
sharing scheme (L, 7). Let L be an ¢ x m matrix. First, it generates shares of o with (L, 7).
Namely, it chooses a vector s = (s1,...,8y) such that s = « and s,..., sy & Zy and
calculates \; = (L;,s) for each ¢ = 1,...,¢. The party corresponds to share \; is (i) = &;,

HIn [3], the authors also assume a property called linearity. However, we do not need this property.



where z; is underlying attribute, and can be primed (i.e., negated) or unprimed (non-negated).

Then for each i = 1,..., ¢, it picks r; & Zy, and sets D; for each @ = 1,...,¢ as follows.
o[ @ = g IPRE dy = @) () =,
L d/ N . IBR AT U _ rIBR AT f A
( i1 =9 ()", i2 = J2 €) ) if (i) = ;.

It then outputs the private key as sk; = {D;}_,
Encrypt(mpk, M, w) : It simply outputs Encrypt’(mpk, M, w).

Decrypt(mpk, C,w,sk;) : Assume first that the policy A is satisfied by the attribute set w, so that
decryption is possible. Since A = NM (A) for some access structure A associated with a
linear secret sharing scheme (L, ), we have w’ = N(w) € A and we let I = {i|n(i) € w'}.
Since w’ is authorized in A, the receiver can efficiently compute reconstruction coefficients
{(i, i) Yier = Reconp (w') such that 3., X = a. It parses C = (Co, Ch), sky = {D;}f_,
where D; = (d; ,,d},) and computes e(g, g)*? for each i € I as follows. (The correctness is
shown later.)

D'BBE(( ;71, dgg),xi, Cl,w) — e(g,g)s')‘i if w(i) = x4 (1a)
DIBR(( ;,17 ;,2)7'7}7?’ wa) - 6(979)8./\i if W(Z) = . (1b)

7

Finally, it recovers message by Co - [ [;c; (e(g,g)s')‘i)fm =M.

CORRECTNESS. We now verify that equations (1a) and (1b) are correct. (la) and (1b) follow from
the correctness of the underlying TIBBE scheme by seeing D; as a private key for (ID = z;,type €
{IBBE,IBR}) that is derived from msk = \; using randomness ;.

The security of the resulting scheme is established by the following Theorem. We prove it in
Appendix B.

Theorem 1. If the underlying TIBBE scheme is selectively secure, then the resulting KP-ABE
system above is also selectively secure.

REMARK. We have described the conversion for TIBBE scheme with a restriction that the number
of identities per ciphertext is bounded by n. However, the same conversion also applies to a TIBBE
scheme without such a restriction. In particular, we can apply the above conversion to our TIBBE
scheme in Sec. 6.

4 TIPE Scheme with Compact Ciphertexts

In this section, we propose a TIPE scheme with compact ciphertext size. As we explained in Sec. 3.1,
we can obtain a TIBBE scheme from the TIPE scheme. By applying the conversion in Sec. 3 to this
TIBBE scheme, we obtain a new non-monotonic KP-ABE scheme with very short ciphertexts. We
give a concrete description of the resulting scheme in Appendix C. The ciphertext overhead is 33%
shorter than the non-monotonic KP-ABE ciphertext in [3] (the shortest in the literature). It also
reduces the number of pairing operations in the decryption algorithm from 3 to 2. The public key
size of our scheme is about half that of the existing scheme, but the private key of our scheme is
slightly longer.



Setup(\,n) : It chooses bilinear groups (G,Gr) of prime order p > 2* with g & G. It also picks
v,a & Zy and u = (ug, ..., u,) & Zy. Then it sets V = g” and U = (Uy,...,U,) = g". It
finally outputs the master public key mpk = (g,Uy,...,Up,V,e(g,9)%) and the master secret
key msk = a.

KeyGen(msk, mpk, (x,type)) : To generate a private key for (x =(r1 #0,...,7,) € ZyX Zg_l, type €
{ZIPE,NIPE}), it chooses r & 7, and computes

sk(x,zIPE) = (Dl =g°V", Dy =g" {K; = (U, T U) Fizo n) if type = ZIPE

sk (x NIPE) = <D1 — U, Dy ="\ Dy = V', {Ki = (U, ** U) Vico. ) if type = NIPE.

Encrypt(mpk, M,y) : To encrypt M € Gr for the vector y = (y1,...,yn) € Zy, it picks s & Zy, and
computes the ciphertext as

C = (Co=M-e(g,9)",C1 = g*,Cy = (VU - UZ") 7).

Decrypt(mpk, C,y, sk(x type)): It computes

e(C1, Dy - HKyZ e(Ca, Do) = e(g,9)* if type = ZIPE
1=2
21
6(017171)'( Cl,D?,HKy' : 027D2)> Y =e(g,9)*  if type = NIPE
1=2

and recovers the message by Cy/e(g,9)** = M.

The correctness of the scheme is proven in Appendix D.

We construct the above scheme by combining the IPE scheme derived from the spatial encryption
scheme in [8, 2] and a variant of the NIPE scheme proposed in [3] so that they share the master
public key and the ciphertext. The non-monotonic KP-ABE scheme derived from the above TIPE
scheme has compact parameters, because of this share of parameters. The main technical challenge
in the proof of the security of the scheme is to simulate the key generation oracle for two different
types (i.e., ZIPE and NIPE) of keys simultaneously. To achieve this, we use a significantly different
strategy to simulate NIPE keys than the security proof in [3]. The following theorem addresses the
security of the scheme.

Theorem 2. The above TIPE scheme s selectively secure under the n-DBDHE assumption.

Before proving the theorem, we recall following useful lemma that is implicit in [8]. We prove
the lemma in Appendix A.

Lemma 1. (/8]) Let G be a multiplicative group with prime order p and g be its generator. Let
n,m be some integer bounded by polynomial of X\, a be a = (a,a?,...,a") € Ly, a,{wi}i%, be
elements in Zp, {z;}i~, be vectors in Zy. We also assume that h = (hi,...,hy) € Zj satis-
fies (h,zo) # 0 and (h,z;) = 0 for i € [m]. Then, there exists an PPT BHSim which takes
~ % . n+1l 5 r ) ]

(@, {20, {wi} o, 1, {g" Yicn)\(ns1}y) @8 input and outputs (g +&.(gl=oTwo)r {(gleealtunyrym )
where r & L.



Proof. (of Theorem 2.) We construct an algorithm B that receives (g, {g“i}iepn}\{nﬂ},gs,T) €

G?**! x Gr and decides if T = e(g, g)an+1s using the selective adversary A against our scheme. We
denote by a a vector (a,a?,...,a").

Setup of master public key. At the outset of the game, the adversary A declares the challenge

vector y* = (y7,...,yn) € Zy. B picks &, & Ty, 0= (..., 0,) & Zyy and sets mpk as
mpk = (9 = g,e(g,9)" = e(g", ") - e(9,9)*, U = ¢ - g*, V = g~ @¥") . ¢"),
and gives it to A. Here, we implicitly set a = & + o™, u=a+ 1@, and v = —(a,y*) + 0.

Phasel and 2. When A queries private key for (x = (z1,...,7,), type) € Zj x Z;“l x {ZIPE,NIPE},
B answers as follows.

o If type = ZIPE, we have (x,y*) # 0. In this case, B first sets zg = —y*,z1 = 0,z; = —T*e1 t+e;

for i = 2,...,n, wg = v,w; = 1, and w; = —%ﬂl—i—ﬂi for i = 2,...,n. Then B runs

BHSim(, {2}/, {wi}ig: X, {9 Yiclan)\(n11}) = (Z0.{Zi}};) and returns (Dy, Do, {K;}],) =
(Zo, Z1,{Z;}!5). We claim that (D1, Do, {K;}!_,) is distributed the same as real private key.

At first, we check that the input to BHSim is in a valid form. To see this, it suffices to check that

(x,20) = (x,—y") #0, (x,21) = (x,0) = 0, and (x,2;) = (x, —;‘e1+e;) = —x1-7*+z; = 0 for

i =2,...,n. Since the input to BHSim is in a valid form, Dy = 7y = gé“““nH(g_<*"’y*> g0 =

¢OV", Dy = Z; = (g<0,a>+1)r =g¢", and

Tq

Ki = Z; = (g e TR Iy o (i ) et = (g gy
for i € {2,...,n} where r <& Z, as desired.

e If type = NIPE, we have (x,y*) = 0. In this case, B first sets zg = e1,z1 = 0,2; = —%61 +e
for i = 2,...,n, Zpy1 = -y, wg = U, w; = 1, w; = —%ﬂl + u; for ¢ = 2,...,n, and
wWp+1 = 0. Then B runs BHSim(&, {zi}:-fol, {wi}?iol,x, {gal}ie[gn}\{nﬂ}) — (2o, {Zi}:-fll) and
returns (Dl, D>, Ds, {KZ}:L:Q) = (Z(), Z1, Zn+1, {ZZ}:L:Q) We claim that (Dl, D>, Ds, {KZ}:L:Q)
is distributed the same as real private key. At first, we check that the input to BHSim is in a
valid form. To see this, it suffices to check that (x,z¢) = (x,e1) = x1 # 0, (x,21) = (x,0) =0,
(x,2;) = (x,—7te1 + ;) =0fori=2,...,n, and (x,2zp+1) = (x,—y*) = 0. Since the input
to BHSim is in a valid form, we have

o ) )
Dy = Zy = gote" L (gl@er) gl = g (gt = gouT

where r & Z,. We can also check that Dy = ¢g" and {K;}?, = {(U;; -U;)" "}y by exactly
the same computation as in the case of type = ZIPE. Finally, we have that D3 = Z,1 =
(g~ @Y+ — V7 a5 desired.

Challenge. At some point in the game, A submits a pair of ciphertexts (Mg, M;) to B. B flips a
random coin 8 & {0,1} and returns (Cp, C1, Co) = (Mg -e(g%,¢%) - T, g°, (¢°) =" ®+9)) to A. Since

*

(¢°)Ww+0) — (glmaym)+i. platiyT)y—s _ (VUff L UYYTS

an+1 an+l s

and e(g®, g%) - e(g,9)*" * = e(g, 9)**, the ciphertext is in a valid form if T = e(g, g)
Guess. Finally, A outputs its guess 3 for 3. If 8/ = 3, A outputs 1 for its guess. Otherwise,
it outputs 0. If T' = e(g, g)sanﬂ, the above simulation is perfect and thus A has non-negligible
advantage. On the other hand, If T' is a random element in G, A’s advantage is 0. Therefore, if
A breaks our scheme with non-negligible advantage, B has a non-negligible advantage against the
n-DBDHE assumption. O



5 TIPE Scheme from the DBDH assumption

In this section, we propose a TIPE scheme from the DBDH assumption, which is one of the weakest
assumptions in bilinear groups. By sequentially applying the conversions from TIPE to TIBBE in
Sec. 3.1 and from TIBBE to non-monotonic KP-ABE in Sec. 3 to the scheme, we obtain a new
non-monotonic KP-ABE scheme from the DBDH assumption. We give a concrete description of the
resulting scheme in Appendix C. Compared to the Non-monotonic KP-ABE scheme from the same
assumption in [28], the public key and ciphertext size of our scheme are approximately half the size
of theirs, and the private key size is comparable.

Setup(\,n) : It chooses bilinear groups (G,Gyr) of prime order p > 2* with g & G. It also picks
w0 & Zy and v = (vy,...,0,) & Zy. Then it sets U = g and V = (V1,..., V) = g". It
finally outputs the master public key mpk = (g,U, V1,...,Vy,e(g,9)%) and the master secret
key msk = a.

Encrypt(mpk, M,y) : To encrypt M € Gr for the vector y = (y1,...,yn) € Z

»» it picks s & Zy, and
computes the ciphertext as

C= (CO =M- e(g’g)as’ Cl = gs’ {Ez = (inW)_S}iZI,...n)-

KeyGen(msk, mpk, (x,type)) : To generate a private key for (x = (z1,...,2,) € Zy,type € {ZIPE,
NIPE}), it chooses r & Z,, and computes

sk(x,zIPE) = (Dl =g% - (V" Vi)', Dy = gr) if type = ZIPE

sk(x,NIPE) = (D1 =g%U", Dy = (V" --- Vi)' D3 = g’“) if type = NIPE.

Decrypt(mka C? Yy, Sk(x7type)): It Computes

n

e(C1,Dy) - e(H E D) =e(g,9)°" if type = ZIPE
i=1
n 1
6(01, Dl) : (€(H Efla D3) : 6(015 DQ)) b’ = e(g’g)sa if type = NIPE
i=1

and recovers the message by Cy/e(g,g)** = M.

The correctness of the scheme is proven in Appendix D. The following theorem addresses the security
of the scheme.

Theorem 3. The above TIPE scheme is selectively secure under the DBDH assumption.

Before proving the theorem, we recall following useful lemma that is implicit in [6]. We prove
the lemma in Appendix A.

Lemma 2. (/6]) Let G be a multiplicative group with prime order p and g be its generator. There
exists an PPT BBSim which takes as (A, B,z # 0,w) € G? x Ly, X Ly where (A, B) = (g%, g and

outputs (g°° - (A%g¥)", g") where r & Lp.

10



Proof. (of Theorem 3.) We construct an algorithm B that receives (g, g%, g% ¢°,T) € G* x Gr and
decides if T' = e(g, g)*** using the selective adversary A against our scheme.

Setup of master public key. At the outset of the game, the adversary A declares challenge vector
y* = (41,--,yn) € Zy. B picks v = (U1,...,0p) & Zy, sets mpk as

mpk = (9= g,e(g,9)* = e(g",9"), U = ¢*, V = (¢") " - ¢"),
and gives it to A. Here, we implicitly set a = ab, u = a, and v = —ay* + V.
Phasel and 2. When A queries private key for (x = (z1,...,7,),type) € Z; x {ZIPE,NIPE}, B
answers as follows.
e If type = ZIPE, B runs BBSim(g?, ¢*, —(x,¥*), (x,V)) — (D1, D3) and returns (D1, Ds) as a
secret key for (x,ZIPE). Since type = ZIPE, (x,y*) # 0 holds, the input to BBSim is in a valid
form. The output of BBSim is (D1, Dg) = (g® - ((g)~%¥") . g&¥)yr g7 for r & Z,,. Since

*

D1 _ gab . ((ga)—(x,y*> ) g(x,{r>)r _ gab . (H((ga)—yi* . gﬁi)xi> — goa(vlm .. ann)r
=1

holds, (D1, D2) is distributed exactly the same as real private key.
e If type = NIPE, B first runs BBSim(g?, ¢*,1,0) — (D1, D3). Then B computes Dy = Déx’w and

returns (D1, Dy, D3) as a secret key for (x, NIPE). Since the input to BBSim is in a valid form,
the output of BBSim is (D1, D3) = (g% - (¢*)",¢") = (¢® - U",g") for r & Z,,. We can see that

Dy = (g")%%) = ((g) =% g*) = (f[((g“)‘yl‘* )T = (V)

1=

holds and thus (D1, D, D3) is distributed exactly the same as real private key. In the second
equality above, we used the fact that (x,y*) = 0.

Challenge. At some point in the game, A submits a pair of ciphertexts (Mg, M;) to B. B flips a
random coin 8 <& {0,1} and returns (Co, C1, {E;}7_,) = (Mg - T, g%, {(¢°) % }1,) to A. Since

(¢°) " = ((9“)” (g -g“)

for i =1,...,n, it can be seen that the ciphertext is in a valid form if T = e(g, g)®*.

—S

(v vy

Finally, A outputs its guess 8’ for 5. If 3’ = 3, A outputs 1 for its guess. Otherwise, it outputs
0. If T = e(g, g)™*, the above simulation is perfect and thus .4 has non-negligible advantage. On the
other hand, if T" is a random element in Gp, A’s advantage is 0. Therefore, if A breaks our scheme
with non-negligible advantage, 5 has a non-negligible advantage against the DBDH assumption. O

6 Unbounded TIBBE Scheme

In the TIBBE schemes derived from the TIPE schemes in Sec. 4 and 5, the number of identities per
ciphertext is bounded by a parameter n. In this section, we propose a TIBBE scheme without such
a restriction. The structure of the construction can be seen as a combination of the IBBE scheme
implicit in KP-ABE scheme in [30] and the IBR scheme in [21]. By applying the conversion in Sec. 3
to the scheme, we obtain the first non-monotonic KP-ABE scheme in the standard model that does
not restrict the number of attributes per ciphertext or the number of times the same attribute can
be used in an access formula associated with a private key. We give a concrete description of the
resulting scheme in Appendix C.
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Setup()) : It chooses bilinear groups (G,Gr) of prime order p > 2* with ¢ & G. It also picks
H,UV,W & G and b,a & Zy. Then it sets B = gb, B’ = ¢, V' = Vb. It finally outputs the
master public key mpk = (g, H,U,W, B, B", V.V’ e(g, ¢)*) and the master secret key msk = .

Encrypt(mpk, M, S) : To encrypt M € Gr for the set of identities S = (ID1,...,IDy) C Zp, it chooses

S b, ..ty & Zy, and random $1,...,s, € Zp such that sy + ...+ s = s and computes the
ciphertext as

O = [ComM elg.gpe.cy = gr, ] Cr =W WH)TE, - Ciz=g"
= = - e y y = y
0 9,9 1 g 5’1 _ (B/IDiV,)_si, 1{12 — BSi -

KeyGen(msk, mpk, (ID, type)) : To generate a private key for ID € Z,, it chooses r & Z,, and computes
the private key as

sk(ip,IBBE) = <D1 =g¢*-W",Dy = (UPH)" , Ds = gT) if type = IBBE
sk(p,iBR) = (Dl =g¢*-(B')",Dy = (B®V)", D3 = g’") if type = IBR.
Decrypt(mpk, C, S, sk(iptype)): We assume that in the case of type = IBBE, ID is contained in ID €

S = {IDy,...,IDg}, so that decryption is possible. Therefore, there is an 7 € [k] such that
ID = ID,. It computes

e(C1, D1) - e(Cry1, Ds) - e(Cr2, D2) = e(g,9)** if type = IBBE
k
e(C1,D1) - [[(e(Cly, Ds) - e(Cly, D2)) /1% = e(g,9)**  if type = IBR

i=1
and recovers the message by Cy/e(g,g)** = M.

The correctness of the scheme is proven in Appendix D. We can prove selective security of the scheme
under the new assumption that we call n-(A) assumption which is secure in the generic group model.
The definition of the assumption and the proof appear in Appendix E.

7 Unbounded Non-monotonic CP-ABE Scheme

In this section, we propose the first non-monotonic CP-ABE scheme that does not restrict the size of
the attributes set or the number of times the same attribute can be used in an access formula. Our
starting point for the construction of the scheme is the unbounded (monotonic) CP-ABE scheme
in [30]. To support the non-monotonic access structure, we first construct a suitable revocation
mechanism, which can be seen as a ciphertext-policy version of the IBR scheme in [21]. Then, we
combine this with the CP-ABE scheme in [30] to obtain our new scheme. Because some parameters
are shared between the two schemes, the public key of our scheme is only one group element longer
than that of the scheme in [30], while our scheme supports a more general access structure.

Setup()) : It chooses bilinear groups (G,Gr) of prime order p > 2* with ¢ & G. It also picks

b, & Ly and H,U,V,W & G. Then it sets V! = UP and outputs the master public key
mpk = (g, H,U,V, V', W,e(g, 9)*) and the master secret key msk = (a, b).

12



KeyGen(msk, mpk,w) : To generate a private key for a set of attributes w = {w1,...wi} C Zp, it
chooses 7,71,...,7), & Z, and random ..., € Z, such that | + ... 4+, = r. It then
outputs the private key as

K=V "(U“H)", K;2=4g"
sko= | D1 =¢"W",Da=g",q b by I b
= (UHYS Ky =g ]y

1y

Encrypt(mpk, M, A) : The input to the algorithm is the master public key mpk, the message M € G
and a non-monotonic access structure A such that we have A = NM(A) for some monotonic
access structure A over a set P of attributes and associated with a linear secret sharing scheme

(L, 7). Let L be an £x m matrix. First, it picks random s = (s, 82, ..., §m) & Zy' and computes
share of s for 7(i) by A; = (L;-s) for i = 1,...,£. It then computes Cyp = M-e(g,9)**, C1 = ¢°.
It also computes (Cj1,Cj2,Ci3) for every i =1,...,¢ as follows.

Ci1 =WV Cig= (U"H)™, Ciz=g" if w(i) =

Ci71 = Wki(vl)ti, 0@2 = (UxiH)_ti, Ci73 = gt" if 7I‘(Z) = l’;

where t; & Z,,. The final output is C = (Co, C1,{Ci1,Ci 2, Cisticin)-

Decrypt(mpk, C,w, sk ) : Assume first that the policy A is satisfied by the attribute set w, so that
decryption is possible. Since A=NM (A) for some access structure A associated with a linear
secret sharing scheme (L, ), we have w’ = N(w) € A and we let I = {i|n(i) € w'}. Since v’ is
authorized in A, the receiver can efficiently compute reconstruction coefficients {(4, p;) }ier =
Recony, »(w') such that D ,c;uiAi = s. It parses C = (Co,C1,{Ci1,Ci2,Ciz}ticn), ko =
(D1, D2, {K;1, K2, Kiy, KZ{,Q}iG[k]) and computes e(g, g)™ for each i € I as

e(Ci1, D2) - e(Cia, Kr9) - e(Cig, Krp) — e(g, W)™ if 7(i) = x;
1
e(Ci1, Do) - H (e(Cs3, 71) - e(Cig, KJ,Q)) e = e(g, W)™ if m(i) = a
JE(K]

where 7 is the index such that w, = x;. Such 7 exists if i € I and 7(4) is non-negated attribute.
Next, it computes e(C1, D1) - [T;c;(e(g, W)™) ™" = e(g%, g*)e(g, W)*"e(g, W)™ Zier idi =
e(g,9)**. Finally, it recovers the message by Cy/e(g,g)** = M.

The correctness of the scheme is proven in Appendix D. We can prove selective security of the scheme
under the new assumption that we call n-(B) assumption which is secure in the generic group model.
The definition of the assumption and the proof appear in Appendix F.

8 Comparisons

Here, we compare our schemes with existing schemes. In Table 1, we compare non-monotonic KP-
ABE schemes with compact ciphertexts. In Table 2, we compare non-monotonic KP-ABE schemes
from the DBDH assumption. In Table 3 (resp., 4), we compare the KP (resp., CP)-ABE schemes
which allow unbounded size for set of attributes associated with ciphertext (resp., private key). In
these tables, n = |attribute set| = |w]|, n is the maximum bound of 7 (i.e., |w| < n), ¢ is the number
of allowed repetition of the same attributes which appear in a policy, and ¢; and 9 are the number of
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non-negated and negated attributes that apper in an access policy. We also let ¢t = ¢1 +t3. The terms
“reg-exp.” and “mult-exp.” refer to regular and multi-exponentiation in G and Gr. The Pippenger
algorithm [29] can efficiently compute the latter. The term “pair” refers to pairing computation.
The columun “unbounded set” in Table 3 (resp., 4) states whether unbounded attribute set size is
allowed for ciphertext (resp., for key) or not. The columun “unbounded multi-use” states whether
unboudned reuse of the same policy for a key (resp., ciphertext) is allowed or not.

In Table 2, we only highlight the encryption cost. As for the efficiency of the decryption algorithm,
our scheme in Sec. 5 is somewhat slower than [28], because of the additional exponentiations. Note
that the schemes in [27] achieve adaptive security, whereas all the other schemes achieve only selective
security.

Table 1: Comparison of non-monotonic KP-ABE with compact ciphertexts

Schemes Master public  Ciphertext Private Computational cost for Assumption
key size overhead key size encryption decryption
(IG|, |Gr]) |G| |G| (reg,mult)-exp  (pair,mult-exp)
ALP [3] (2n+2,1) 3 (n+1)t (2,2) (3,3%) n-DBDHE
Ours in Sec. 4. (n+2,1) 2 (n+1)t+t2 (2,1) (2,27) n-DBDHE

* These multi-exponentiation is heavier than that needed in the encryption algorithm.

Table 2: Comparison of non-monotonic KP-ABE schemes from the DBDH

Schemes Master public key size  Ciphertext overhead Private key size Encryption cost
(IG|, |Grl) |G| |G| reg-exp. mult-exp.

OSW [28] (2n +2,0) 2n — 1 2t1 + 3to 2 ont

Qurs in Sec. 5 (n+2,1) n+1 2t1 + 3t2 2 n

T For simplicity, we compare these schemes in a most basic form. However, we can modify the schemes so that the
ciphertext size only depends on 7 instead of n, which might be preferable in many case, by the technique in [28].
As a result, master public key and the private key becomes larger, whereas it makes ciphertext size smaller and
encryption/decryption cost lower.

¥ These multi-exponentiations are heavier than that of our scheme in Sec. 5.

Table 3: Comparison of KP-ABE schemes with unbounded attribute set size

Schemes Access Ciphertext Private key Assumption

structure overhead (|G|) unbounded size(G) unbou.nded

set multi-use

LSWI21] non-monotone 3n+1 Yes 2t + to Yes RO-+n-MEBDH
OT[27] non-monotone 14np +5 Yes 14t +5 No DLIN
RW|[30] monotone 2n+1 Yes 3t Yes n-lassumption
LW/[23] monotone 3n+1 Yes 4ty Yes assumption 1-4
Ours in Sec. 6 non-monotone 4n +1 Yes 3t Yes n-(A) assumption

8 LW scheme [23] is constructed in composite order group.

Table 4: Comparison of CP-ABE schemes with unbounded attribute set size

Schemes Access Ciphertext Private key Assumption
structure overhead (|G]) unbognded size(G) unbounded
multi-use set
OT[27] non-monotone 14t +5 No ldnep +5 Yes DLIN
RW([30] monotone 3t1+1 Yes 2n + 2 Yes n-2 assumption
Ours in Sec. 7 non-monotone 3t+1 Yes 4n + 2 Yes n-(B) assumption

14



References

1]

2]

[12]

[13]

[14]

[15]

[16]

[17]

Nuttapong Attrapadung and Hideki Imai. Conjunctive broadcast and attribute-based encryp-
tion. In Pairing, pp. 248-265, 2009.

Nuttapong Attrapadung and Benoit Libert. Functional encryption for inner product: Achiev-
ing constant-size ciphertexts with adaptive security or support for negation. In Public Key
Cryptography, pp. 384-402, 2010.

Nuttapong Attrapadung, Benoit Libert, and Elie de Panafieu. Expressive key-policy attribute-
based encryption with constant-size ciphertexts. In Public Key Cryptography, pp. 90-108, 2011.

Amos Beimel. Secure Schemes for Secret Sharing and Key Distribution. PhD thesis, Israel
Institute of Technology, Technion, Haifa, Israel, 1986.

John Bethencourt, Amit Sahai, and Brent Waters. Ciphertext-policy attribute-based encryption.
In IEEE Symposium on Security and Privacy, pp. 321-334, 2007.

Dan Boneh and Xavier Boyen. Secure identity based encryption without random oracles. In
CRYPTO, pp. 443-459, 2004.

Dan Boneh, Craig Gentry, and Brent Waters. Collusion resistant broadcast encryption with
short ciphertexts and private keys. In CRYPTO, pp. 258-275, 2005.

Dan Boneh and Michael Hamburg. Generalized identity based and broadcast encryption
schemes. In ASTACRYPT, pp. 455-470, 2008.

Dan Boneh, Amit Sahai, and Brent Waters. Functional Encryption: Definitions and Challenges.
In TCC, pp. 253-273, 2011.

Melissa Chase. Multi-authority attribute based encryption. In TCC, pp. 515-534, 2007.

Melissa Chase and Sherman S. M. Chow. Improving privacy and security in multi-authority
attribute-based encryption. In ACM Conference on Computer and Communications Security,
pp- 121-130, 2009.

Ling Cheung and Calvin C. Newport. Provably secure ciphertext policy abe. In ACM Conference
on Computer and Communications Security, pp. 456-465, 2007.

Sanjam Garg, Craig Gentry, Shai Halevi, Amit Sahai, and Brent Waters. Attribute-based
encryption for circuits from multilinear maps. In CRYPTO (2), pp. 479-499, 2013.

Sergey Gorbunov, Vinod Vaikuntanathan, and Hoeteck Wee. Attribute-based encryption for
circuits. In STOC, pp. 545-554, 2013.

Vipul Goyal, Abhishek Jain, Omkant Pandey, and Amit Sahai. Bounded ciphertext policy
attribute based encryption. In ICALP (2), pp. 579-591, 2008.

Vipul Goyal, Omkant Pandey, Amit Sahai, and Brent Waters. Attribute-based encryption for
fine-grained access control of encrypted data. In ACM Conference on Computer and Commu-
nications Security, pp. 89-98, 2006.

Susan Hohenberger and Brent Waters. Attribute-based encryption with fast decryption. In
Public Key Cryptography, pp. 162-179, 2013.

15



[18]

[19]

[20]

[21]

[29]

[30]

[31]

32]

[33]

Jonathan Katz, Amit Sahai, and Brent Waters. Predicate encryption supporting disjunctions,
polynomial equations, and inner products. In EUROCRYPT, pp. 146-162, 2008.

Allison B. Lewko. Tools for simulating features of composite order bilinear groups in the prime
order setting. In FUROCRYPT, pp. 318-335, 2012.

Allison B. Lewko, Tatsuaki Okamoto, Amit Sahai, Katsuyuki Takashima, and Brent Waters.
Fully secure functional encryption: Attribute-based encryption and (hierarchical) inner product
encryption. In FEUROCRYPT, pp. 62-91, 2010.

Allison B. Lewko, Amit Sahai, and Brent Waters. Revocation systems with very small private
keys. In IEEE Symposium on Security and Privacy, pp. 273-285, 2010.

Allison B. Lewko and Brent Waters. Decentralizing attribute-based encryption. In FURO-
CRYPT, pp. 568-588, 2011.

Allison B. Lewko and Brent Waters. Unbounded hibe and attribute-based encryption. In
EUROCRYPT, pp. 547-567, 2011.

Allison B. Lewko and Brent Waters. New proof methods for attribute-based encryption: Achiev-
ing full security through selective techniques. In CRYPTO, pp. 180-198, 2012.

Moni Naor and Benny Pinkas. Efficient trace and revoke schemes. In Financial Cryptography,
pp. 1-20, 2000.

Tatsuaki Okamoto and Katsuyuki Takashima. Fully secure functional encryption with general
relations from the decisional linear assumption. In CRYPTO, pp. 191-208, 2010.

Tatsuaki Okamoto and Katsuyuki Takashima. Fully secure unbounded inner-product and
attribute-based encryption. In ASTACRYPT, pp. 349-366, 2012.

Rafail Ostrovsky, Amit Sahai, and Brent Waters. Attribute-based encryption with non-
monotonic access structures. In ACM Conference on Computer and Communications Security,
pp. 195-203, 2007.

Nicholas Pippenger. On the evaluation of powers and related problems (preliminary version).
In FOCS, pp. 258-263, 1976.

Yannis Rouselakis and Brent Waters. Practical constructions and new proof methods for large
universe attribute-based encryption. ACM Conference on Computer and Communications Se-
curity, pp. 463-474, 2013.

Amit Sahai and Brent Waters. Fuzzy identity-based encryption. In EUROCRYPT, pp. 457473,
2005.

Brent Waters. Ciphertext-policy attribute-based encryption: An expressive, efficient, and prov-
ably secure realization. In Public Key Cryptography, pp. 53-70, 2011.

Brent Waters. Functional encryption for regular languages. In CRYPTO, pp. 218-235, 2012.

16



A Proof of Lemmas

Proof. (of Lemma 1.) We define h' as h' = (hy, ..., h1). It holds that for all z € Z}, the coefficient

of a"™! in (a,h’)(a, z) seen as a polynomial in a is (h,z).

BHSim samples r/ < Z, and implicitly sets r = r’ — éﬁ’l;(;é r is distributed uniformly random

an+1+a/ .

over Zj, as desired. In the following, we show that it is possible to efficiently compute (g
(g(zo7a>+wo)7"’ {(g(zi7a>+wi)r zn;l)
We first show that (g% 2+%)" can be computed efficiently for i € [m]. To see this, it is enough
to show that (o) > b
) R '_aa a, Z; '/_wiav
T(<Zla a> + wl) r <a7 ZZ) <h, Z0> + w;r <h, Z0>

is a polynomial in a with degree at most 2n and the coefficient of a”*! is 0. It is straightforward to
check that the degree of the polynomial is at most 2n. We can also see that the coefficient of a™*!
is — <(}}11;;)> = 0. We next show that g@"" & . (g(=0:2)Two)r can be computed efficiently. To see this, it
is enough to show that

h/ h/
a"! + &+ r((z,a) +wo) = a"! + & + 1/ (zg, a) — (a W'){a, 20) + wor’ — w((’}fa’>>
» 20

<hv Z0>
is 0. It is straightforward to

is a polynomial in a with degree at most 2n and the coefficient of a™*!
n+1

check that the degree of the polynomial is at most 2n. We can also see that the coefficient of a

is 1 — fe20) — ), O

Proof. (of Lemma 2.) We define BBSim as follows: It chooses i’ & Z,, and outputs (A*" B~ = g*"", Bfigrl).

We claim that the output is correctly distributed. To see this, let r = r’ — g. We can see that

B iq" = g" and
A7 BT I g = gab‘*‘(m*‘w)'(—g”,) = g% (A7g")"

holds as desired. O

B Proof of Theorem 1

Proof. We construct an adversary B against selective security of TIBBE Il ggg scheme assuming that
an adversary A against selective security of the KP-ABE system has non-negligible advantage.
Setup of master public key. At the outset of the game, the adversary A declares attribute set
w* that it intends to attack. Then, the TIBBE adverasary B announces S* = w* as its challenge set.
The master public key mpk is generated by the challenger and given to B. B gives mpk to A as the
master public key of the KP-ABE scheme.

Phasel and 2. Throughout the game, 4 may ask for a private key of any access structure A such
that w* ¢ A. By assumption, A = NM (A) for some monotonic access structure A, defined over a
set of parties, associated with a liner secret sharing scheme II = (L, 7). Let L be an ¢ x m matrix.
Since w* ¢ A = NM(A), we have w’ = N(w) € A. Therefore 1 = (1,0,...,0) does not lie in the row
space of L, which is the submatrix of L formed by rows corresponding to attributes in w’. Hence,
due to the proposition 11 in [16], we have that there must exists an efficiently computable vector
z € Zy' such that (1,z) = 1 and Ly - z' = 0. Now B picks ws, ..., wn & Zy, and implicitly defines
v = (v1,...,0m) = oz + w where w = (0, ws, ..., wy). Note that we have that v; = « and that
V2, ...,V € Zyp are uniformly distributed, as required in Definition 2. Next B implicitly defines each
share of a as A\; = (L;, v), corresponding to a party named 7 (i) = &; € P where z; is the underlying
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attribute (Z; being primed or unprimed). Although B cannot compute A\; = (L;, v) for all i € [¢], it
can compute D; = (d; ;,d; ) for all i € [¢] as follows.

e For non-negated parties (i) = x;, B proceeds as follows.

— If ; € w*, \; = (L;,v) = (L;,w) holds since (L;,z) = 0 and thus \; can be efficiently
computed by B. In this case, B picks r; < Zy, and computes

D= (dhy, i) = (9 - (A%5(@) ™ (A%5(0)")

— Ifz; ¢ w*, Bisallowed to query its challenger to extract (dy, ds) < KeyGen'(msk, (z;, IBBE)).
Also, we have \; = (L;, v) = py-a+pug where the coefficients p; = (L, z) and po = (L;, w)
are both efficiently computable. B can compute well formed D; = (dg,p d;,2) by setting

Di = (df" - g" - (P (i)" dy* - (3°%5(x)™)
where 7; < L.
e For negated parties 7 (i) = z, B proceeds as follows.

— Ifz; € w*, Bis allowed to query its challenger to extract (dy, da) < KeyGen'(msk, (x;, IBR)).
Also, we have \; = (L;, v) = p1-a+pug where the coefficients p; = (L;, z) and pg = (L;, w)
are both efficiently computable. B can compute well formed D; = (dé,p dg’z) by setting

D; = (d* - g - (FIBR (2)) " " - (18R (20))")

where 7; & L.
— If o; & w*, s = (L;,v) = (L;,w) holds since (L;,z) = 0 and thus \; can be efficiently
computed by B. In this case, B picks r; <& Zy, and computes

Dy = (1 dig) = (g - (SR @)", (AR )").

Finally, B returns private key sk; = {D;}’_, to A.

Challenge. At some point in the game, A submits a pair of ciphertexts (Mg, M;) to B. Then B
declares the same message for its challenger. B is given a challenge ciphertext and relays it to A.
Guess. Finally, A outputs its guess 8’ for 8. Then B outputs 3’ as its guess. It is easy to see that
B is successful whenever A is so, and thus B has the same advantage as A. O

C Concrete Descriptions of Our KP-ABE Schemes

Here, we give concrete descriptions of our KP-ABE schemes obtained by applying our conversion in
section 3 to our TIPE schemes in Sec. 4, 5 and TIBBE scheme in Sec. 6.

C.1 The KP-ABE Scheme Derived from the TIPE Scheme in Section 4

We can derive a TIBBE scheme from the TIPE scheme proposed in Sec. 4 as we explained in Sec. 3.1.

Then we can apply the conversion in Sec. 3 to this TIBBE, by setting ( {BBE, %BBE, {BR, féBR, F) as

x

BBE(ID) — 1, fIBBE(ID) = (g, (U, " Uibica..n),
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Tq

1PR(ID) =Un, fBR(D) = (g, Vi {U; " Ui}iza,..n)
F(|D1,,|Dk) = (957(‘/[]{41[]72{71)—8)

where x = (z1,...,2,) = (1,ID,...,ID" ) and y = (y1,...,yn) is a vector whose first k + 1
coordinates are the coefficients of the polynomial P[Z] = Zfﬂl yZt = [Tjep(Z —1Dj). As a
result, we obtain a new non-monotonic KP-ABE scheme with very short ciphertext. We give the
concrete description of the resulting scheme below.

Setup(\,n) : It chooses bilinear groups (G,Gyr) of prime order p > 2* with g & G. It also picks
v,a & Zp and u = (ug,...,uy) & Z2. Then it sets V = g* and U = (Uy,...,U,) = g% It
finally outputs the master public key mpk = (g,Ui,...,U,,V,e(g,9)*) and the master secret
key msk = a.

KeyGen(msk, mpk, A) The input to the algorithm is the master secret key msk, the master public
key mpk, and a non-monotonic access structure A such that we have A = NM(A) for some
monotonic access structure A over a set P of attributes and associated with a linear secret
sharing scheme (L, 7). Let L be an ¢ x m matrix. First, it generates shares of o with (L, 7).

Namely, it chooses a vector s = («, s2,...,sy) where sa,...,Sp, & Z, and calculates \; =
(L;,s) for each i = 1,...,¢. The party corresponds to share Ai is w(i) € P, where 7T(7,) =z
(i.e., non-negated) or 7T(z) = z} (negated). Then for each 1 = 1,. ,E, it picks ; & Z, and
defines p; = (pit,s-.., pin) = (L, m5,22,... 2! ~1). That is pij = :c . It computes D; for each
1=1,...,¢ as follows.

o If 7(i) = x;, it computes

Pij

1 1 Diyn i T T4 %, Tiyn
Di = (anl)aDZ(’Q)?{Kzsj)}j:Q) = (g)\l -V g {(Ul o U]) }j=2)'

e If w(i) = z} where z; is underlying attribute, it computes

Pi,j

2 n i T; T T e, TN
D; = (D 1(1)7D12’ 13 { }j:2): (9)‘ Uyt gt vV {(U1 ’ 1Uj) }j:2>-

It then outputs the private key as sk; = {D;}_,

Encrypt(mpk, M,w) : To encrypt M € Gy for the set of attributes w (with |w| < n), it first defines
y = (Y1, .- .,Yn) as the vector whose first |w|+1 coordinates are the coefficients of the polynomial
P,[Z] = Z|w|+1 2 = [[jcw(Z =) If lw+1 <n,set y; =0for lw|+2 < j <n. Then it

picks s & Z,, and computes the ciphertext as

= (Co=M-e(g,9),C1 = g°,Co = (VU}* - UI") ™).

Decrypt(mpk, C,w,sk; ): Assume first that the policy A is satisfied by the attribute set w, so that
decryption is possible. Since A=NM (A) for some access structure A associated with a
linear secret sharing scheme (L, 7), we have w’ = N(w) € A and we let I = {i|r(i) € w'}.
Since w’ is authorized in A, the receiver can efficiently compute reconstruction coefficients
{(i, i) }ier = Reconp (w') such that Y. ; uiA; = a (although the shares are not known to
the receiver). Let y = (y1,-...,yn) be the vector containing the coefficients of the polynomial
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PulZ) = [1;e0(Z — 5) = X1 4271 Then, it parses C = (Cy, C1, Ca), sk = {D;}{_; and
retrieves e(g, g)** for each i € I as follows.

Cl, H K(l)y] . Cr D( )) — e(g’g)s)\i if 71-(1) =z

Pi,1

e(C1, D) - (e(c1, DY H e(C5, D))" =elg. 9N it (i) =i,

Finally, it recovers the message by M = Cp - [ [;¢; (e(g, g))‘is)_’“.

If we split [ into IgU 17, where Iy and I; correspond to unprimed and primed attributes, respectively,
decryption can more efficiently compute

e(Cl, TT (o8& ™y T D& (%) -ng))lx’?p’% _€<027 10" ] % 2) Tory) y>> — (g, g)*

i€lp i€l i€ly i€l

where K H] o K i K @ _ H;LZQ Ki(j)yj in the above. Thus, we need only two pairing
evaluatlons in the decryptlon algorithm.

C.2 The KP-ABE Scheme Derived from the TIPE Scheme in Section 5

We can derive a TIBBE scheme from the TIPE scheme proposed in Sec. 5 as we explained in Sec. 3.1.
Then we can apply the conversion in Sec. 3 to this TIBBE, by setting ( f{EBE, fIBBE fIBR fIBR [} as

1PPE(ID) = VeV, fPPR(ID) =g,
PR(ID) = U, fPRID) = (V™ ---V;i"g)
F(IDy,...,1Dx) = (¢°.{(UYVi)"*}icm)

where x = (z1,...,2,) = (1,ID,...,ID" ') and y = (y1,...,ys) is a vector whose first k + 1
coordinates are the coefficients of the polynomial P[Z] = Zfill yZl = Hje[k](Z —IDj). As a
result, we obtain a new non-monotonic KP-ABE scheme from the DBDH assumption. We give the
concrete description of the resulting scheme below.

Setup(\,n) : It chooses bilinear groups (G,Gr) of prime order p > 2* with g & G. It also picks
u, o & Zyp and v = (vq,...,v0p) & Zy. Then it sets U = g* and V = (V1,...,V,,) = g¥. It
finally outputs the master public key mpk = (g, U, Vi,...,Vy,e(g,9)*) and the master secret
key msk = a.

Encrypt(mpk, M,w) : To encrypt M € Gr for the set of attributes w (with |w| < n), it first defines
y = (y1,-..,Yn) as the vector whose first |w|+1 coordinates are the coefficients of the polynomial

P,[Z] = Zi‘jrl y 2 = =[Ljeo(Z —J)- I jw[+1 <mn, set y; =0 for |w[+2 < j <n. Then it
picks s & Z,, and computes the ciphertext as

C= <CO =M- e(gvg)asa Cl = gsa {EZ (Uyl ) 8}1 1,. )
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KeyGen(msk, mpk, A) The input to the algorithm is the master secret key msk, the master public
key mpk, and a non-monotonic access structure A such that we have A = NM(A) for some
monotonic access structure A over a set P of attributes and associated with a linear secret
sharing scheme (L,7). Let L be an £ x m matrix. First, it generates shares of {\;};c[q of a.
The party corresponds to share \; is 7(i) € P, where 7 (i) = z; (i.e., non-negated) or 7 (i) =
(negated). Then for each ¢ = 1,...,¢, it picks r; & Zy, and defines p; = (pi1,...,pin) =

(1,2z;,22,...,271). Tt computes D; for each i = 1,..., ¢ as follows.

(D) =g (v vy, DY — g it () =

D; =

2 . . 2 i, i,n\T; 2 . N
T T S R

It then outputs the private key as sk; = {D;}_,

Decrypt(mpk, C,w,sk; ): Assume first that the policy A is satisfied by the attribute set w, so that
decryption is possible. Since A=NM (A) for some access structure A associated with a
linear secret sharing scheme (L, 7), we have w’ = N(w) € A and we let I = {i|r(i) € w'}.
Since w’ is authorized in A, the receiver can efficiently compute reconstruction coefficients
{(i, i) }ier = Reconp r(w') such that > .., uidi = a. Let y = (y1,...,yn) be the vector
containing the coefficients of the polynomial F,[Z] = [];c,(Z —Jj) = ZMH ;Z L. Then, it
parses C' = (Cp, C1, {E;}1,), sky = {D;}:_, and retrieve e(g, g)** for each i € I as follows.

EP DY) = e(g, 9)* if (i) =

’:]:

e(C1, DY) - e
1

<.
Il

1
B9, D) e(Cr, D)) Y = elg,g)™ it 7(i) = ai.

)

e(Cr, DY) (e

,::13

Il
=

J

Finally, it recovers the message by M = Cy - [;;(e(g, g)Ais)f‘”.

C.3 The KP-ABE scheme Derived from the TIBBE scheme in Section 6

We can apply the conversion in Sec. 3 to a TIBBE scheme in Sec. 6, by setting (f|5BE, fIBBE fIBR ¢IBR )

as
PPE(ID) = W, £°°5(ID) = (UH, g)
BR(D) — B, fER(ID) = (BV, g)
and
Ci — WS UlDiH 7257;7 Cl — gl
F(s,ID1,...,IDp) = | €1 = gs,{ ! ”D( ) g
11—(3 W i =B e[k]
where t1...,t, & Zyp and si, ..., s are random elements in Z, such that s; +--- + s, = s. As a

result, we obtain a first non-monotonic unbounded KP-ABE scheme in the standard model. We give
the concrete description of the resulting scheme below.
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Setup()) : It chooses bilinear groups (G,Gr) of prime order p > 2* with ¢ & G. It also picks
H,UV,W & G and b,a & Zy. Then it sets B = gb, B’ = ¢, V' = Vb. It finally outputs the
master public key mpk = (g, H,U,W, B, B", V.V’ e(g, ¢)*) and the master secret key msk = .

Encrypt(mpk, M,w) : To encrypt M € Gr for the set of attributes w = (wi,...,wg), it chooses

Syt1y ..., g & Z;, and random si, . .., s such that s;+...+5s, = s and computes the ciphertext
as
Cipn=W (U H)™", Cig=g"
C=1Cr=M-e as o = g8 )
0 (gv.g) s V1 g 7{ 11 _ (B/qu) Si, 2{72 _ psi "

KeyGen(msk, mpk, A) The input to the algorithm is the master secret key msk, the master public
key mpk, and a non-monotonic access structure A such that we have A = NM (A) for some
monotonic access structure A over a set P of attributes and associated with a linear secret
sharing scheme (L,7). Let L be an £ x m matrix. First, it generates shares of {\;};c[q of a.
The party corresponds to share \; is (i) € P, where 7 (i ) = x; (i.e., non-negated) or m(i) =
(negated). Then for each i = 1,...,¢, it picks r; & Z, and computes D; as follows.

(el =g nly =) et -

/L‘ pu—

(D% =g (B, DY = (B=Vy", DY —g7) it nli) =,

It then outputs the private key as sk; = {D;}_,

Decrypt(mpk, C,w, sk; ): Assume first that the policy A is satisfied by the attribute set w, so that
decryption is possible. Since A = NM (A) for some access structure A associated with a
linear secret sharing scheme (L, ), we have w’ = N(w) € A and we let I = {i|r(i) € w'}.
Since w’ is authorized in A, the receiver can efficiently compute reconstruction coefficients

{(4, i) Yier = Recony, (w') such that >~ ; pidi = o
Then, it parses C = (Co, C1, {E;}?,), ski = {D;}{_; and retrieves e(g, g)** for each i € I as
follows.

e(Ch, DY) - ) - e(Cra, DY) = elg, 9)* it 7 (i) = @

( Tla
i 1
2) 2 w;—x; s)\; . .
Cl, H ]laDE?, ( ]27DEQ)>) s ) (gvg) A if 77(1) :JT;

In the above, 7 is a index such that w, = z; = 7w(¢). Such 7 exists if i € I and (i) is
non-negated attribute. Finally, it recovers the message by M = Cy - [ [;¢; (e(g,g))‘is)_m.

D Proof of Correctness

CORRECTNESS OF THE SCHEME IN SECTION 4. In the case of (x,y) = 0 and type = ZIPE, we have

n Ty —(xy) M
Dy - HKZyz =g°V" . (Ul Ty H Uyz — VH Uyz
=2 =2
and thus
e(Cr, Dy - [ [ K") - e(Ca, Do) = e(g®, g% - (V- [T UF)) - e((V - [T UF) 7. 9) = elg.9)**
1=2 — i
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In the case of (x,y) # 0 and type = NIPE, we have

z1Y1—(x,¥) n —r{x,y)

pol[Kr=ve @5 ey =v o Loy
1=2 =2 1=1

and thus

x

e(C,Dy) - < CI’D?)HKyZ ) C27D2)><x,1y>

T<x3y>

= e(¢°,9%-U7)- <€(gs, U, (V- HUlyz)r) . 6((‘/ . HUlyi)—s’gr>) )
i=1 i=1

= e(9,9)"° -e(g,U1)" -e(g,U1)"" =e(g,9)**

CORRECTNESS OF THE SCHEME IN SECTION 5. We first observe that [/, EF* = (U7 Vi) ~°
In the case of (x,y) = 0 and type = ZIPE, we have

n n

e(C1, D1) - HE:C”D2 = (g g"([TV) - eIV 7) = elg. 90

i=1 i=1
In the case of (x,y) # 0 and type = NIPE, we have

1

01,D1( HE“,DB. Cl,DQ)) v

n 1
= e(g' g™ UT) - (e((U) [TV 9) el [Tvi) ™
i=1 i=1

= e(9,9)" -e(g,U)*" -e(g,U)"*" =e(g,9)°"

CORRECTNESS OF THE SCHEME IN SECTION 6. In the case of ID € S and type = IBBE, we have

e(C,D1) - e(Cr1, D3) - e(Cro, Do) = e(g®,g"W") - e(W*(UPTH) ™", g") - e(g", (U H)")
= e(9,9)° -e(g. W) -e(g, W)™ =e
In the case of ID ¢ S and type = IBR, we have

k

e(Cy,Dy) - H(G(C£,17D3) e( 127D2))1/(ID—|D1-)
i=1
) —s; 7 5. - 1/(ID;—ID)
= e(g%, 9% .ngT) H <e((gb2|Dsz) ig ) -e(gb 1’(gbIDV) ))
i€[k]

2 e.h2
= e(9,9)* - e(9, 9" [ elg: 9)7*"" = e(g,9)*

i€[k]

CORRECTNESS OF THE SCHEME IN SECTION 7. It suffices to show that the decryption algorithm
correctly recovers e(g, W)™ for each row i € I. In the case of 7(i) = x;, we have
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e(Cin, D) - e(Cio, Kr2) - e(Cis, Krn) = e(WNV g") - e(UH) ™, g™) - e(¢", V™" (U*TH)™"™)
= e(gv W)TAT : e(ga V)Tti ' 6(9, V)_Tti
= e(g, W)™

In the case of (i) = z}, we have

1
e(Cix, Do) - [ (e(Cis, K}y) - e(Cig, Kjp))

JE(K]
1
= e 0, g) - TT (e(nm) ™, g") - e(g™, (Ut HEY5) ) 7
JE(K]
= (g, W) e(g, UM T elg, U) 73" = e(g, W)™,

JEK]

E Proof of Security of Our TIBBE Scheme in Section 6

In this section, we first introduce a new assumption that we call the n-(A) assumption. Then we
show the assumption to hold in the generic bilinear group model. Finally, we show that our scheme
in Sec. 6 is secure under the n-(A) assumption.

E.1 Definition of the n-(A) Assumption

n-(A) Assumption. Let z,7, 2, a1,...,an,b1, ..., by & Z, and g & G*. We define ¥ as ¥ =
9.9°,9%,9°
(x2)?
g, T, gmE e gt gulel v lel i € [n]
9 gyl g e (i, g) € [nynl,i #
g, g?, g g™ (i, 5) € [

xza;/a; gyai/a
>

We say that an adversary A breaks n-(A) assumption on (G,Gr) if A runs in polynomial time
and 3| Pr[A(¥, e(g, g)™*) — 0] — Pr[A(¥,T) — 0]| is negligible where T & Gr.

One can think that terms in ¥ comes from the ¢-MEDDH assumption in [21] and the ¢-1 ssump-
tion in [30].

E.2 Generic Security of the n-(A) Assumption

Here, we briefly show that the assumption to hold in the generic group model. Actually, the assump-
tion can be seen as an instance of Gy-monomial assumption introduced in [30]. Thus, by the corollary
D.4 in [30], it suffices to show that pairing result of any two elements from ¥ is not (symbolically)
equivalent to e(g, g)*¥*. We can divide V¥ into theree parts as

\Ijl = {g’g$’ gyhgz}’
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(22)?

g
Wy = g, g=oa, g7o/e gotaes gulel gv*/at i e ] ,
grRailas | guail i grvzai/ i o@%ai/a (i 5y € [n,n),i # j}

.  bobs 2 .
o 9", g7, g7, g™ (i, ) € [n,n]
3= .
g, grIb b qEb b L GmIY (i, k) € [nynnl,i #

One can think that the terms in ¥; and W9 comes from the ¢-1 ssumption in [30] while ¥; and U3
comes from the ¢-MEDDH assumption in [21]. We can show that the pairing computation of any
two elements within Uy U Wy (resp., U3 U ¥3) does not give rise to the element e(g, g)*¥* as in [30]
(resp., [21]). Tt is easy to see that the paring computation of any two elements within W9 U W3 does

not give rise to the element either, since a; and b; in the exponent never cancel out. Therefore, the
assumption is secure in the generic group model.

E.3 Proof of Security for Our TIBBE Scheme in Section 6

Theorem 4. Suppose the n-(A) assumption holds. Then, no PPT adversary can break the selective
security of our scheme with non-negligible advantage with a challenge set of size k < n.

Our proof proceeds similarly to that of the IBR scheme in [21] and that of KP-ABE scheme in
[30].

Proof. We construct an algorithm B that receives problem instance of the n-(A) assumption and
decides if T' = e(g, g)*¥* using the selective adversary A against our scheme.

Setup of master public key. At the outset of the game, the adversary A declares challenge set
S* = (ID%,...,1D%) where k < n. B then picks @, h, 7 & Z, and computes

g=g. U=g"[[e” H=¢" T[] [, elg.9)"=e(g"g")
ic[k] i€[k] i€[k]
w=g*, B=]]¢" V=g 1"

ic[k] i€[k]

In;clhe above, B implicitly sets @« = xy and b = Zie[k] b;. B also computes B’ = gb2 = H(i’j)e[k,k} gb"bj
an
Vb — (ga. H(gbi)—m;)zje[k] b (11 AL I ()"
le[k] ]G[k] (7'7j)€[k7k]

Then B gives master public key mpk = (¢, H,U,W, B, B, V, V' e(g,9)®) to A.
Phasel and 2. When A queries private key for (ID,type), B proceeds as follows. There are two
cases to distinguish.

e In the case of type = IBBE and ID & S*, B chooses 7 < Zy and implicitly sets r as

We remark that r is well-defined because ID ¢ S* = {ID]...,ID;} and thus the denominators
{ID — D7 };¢[x) are non zero. Furthermore, 7 is properly distributed due to 7. B then computes
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the private key sk(p,igge) = <D1 =g -W", Dy = (UPH)", D3 = g”) as follows:

D, = ga W = gxy . (g$)_y+zie[k] zza;/(ID—ID})+7 _ H (ngzai)l/(lD—lDf) . (g$)'F
i€[k]
D2 — (UIDH)T

— (WPH). (gmmii_ IEEREI g(mqo;)y/ag)‘ﬁzjem wza;/(ID-ID)
i€ k] i€[k]
— WPHY . ((gy)_1_ 11 (g:pza]-)l/lD—lD;)ﬂlDJrh. T o=/
JEk] i€[k]
o,
. H(gyZ/a?)lD:—lD. 11 (g0 /as)1/(1ID-1D}) 11 (V737 (ID=1D})/(1D~1D})
i€ (k] (4,5) €[k K] (4,5) €k, K]
(03
— @@y [ (grve/er)iooon o))
(i.4) € k]
7]
Dy = g =(g")1 [ (g% /=D . 4.
1€[k]

Finally, B gives SkID,IBBE = (Dl,Dg, Dg) to A.

e In the case of type = IBR and ID € S*, we have ID = ID} for some 7 € [k]. In this case, B
chooses 7 & Zy, and implicitly sets r as

r=7—xy/b2.

We have that r is properly distributed due to 7. B then computes the private key sk(|D,|BR) =
(Dl =g®-B'" Dy = (BPV)", D3 = g”") as follows:

b —ley/bg. 7
Dy = go‘ . (B/)r = gxy . ( H gbeJ) . /
(i.5)€lk,k]
— H g—xybibj/bf . (B/)F _ H (gmybibj/bﬁ)—l . H (gxybf/bi)—l . (B/)f
(1,9 E[k,k] (i,5) €k, k] i€[k\ {7}
(&,3)#(7,7) i#]
=1 ~ * «\ % b72—
D2 — (BIDV)T _ (BIDV)T . <gv . H (gbi)an-*lDi> v/
1€[k]
_ (BIDV)f . (g:r:y/bZ)—ﬁ . H (g:r:ybi/bg)lDi*—lD’;
i€[k]\{7}

Dy =
Finally, B gives sk(p gr)y = (D1, D2, D3) to A.

Challenge. At some point in the game, A submits a pair of ciphertexts (Mg, M;) to B. B flips a
random coin 8 & {0,1} and sets (Cp, C1) = (Mg - T, ¢%) where T is the challenge term and g* is
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the corresponding term of the assumption. Additionally, it has to compute {C; 1, Ci2,C 1, C},} for
i€ [k].

e B chooses &, & Z,, and implicitly sets t, = t. — a,. Then B can compute Cr1 and C; 5 for all
7 € [k] as follows.

C., = Wfs(UID:H)ft
_ g_$z ) (ng:_H} . H gCCZ/ai . H (gy/a?)lD:—lD;>ar . (UID.*FH)—fT

1€[k] i€[k]
— gfmz . (gaf)ﬂlDfr+f~L . H g:pzaf/ai . H (gyaq—/a%)ID;(_fID;k . (UID:_H)fﬂ—
1€[k] i€[k]
_ ( aT alDx +h H g:z:zaq—/az . H (gyaq—/a?)lelef . (UIDIH)ft;
i€[k]\{r} i€[k]\{r}
Cro = g7 (g") "
e B chooses random 31, ..., 8 such that ), 1 5; = 0 and implicitly sets s; as s; = §; 4 b;z/b for

all i € [k]. We have > oy si = 3 ey (5i + biz/b) = 0+ bz/b = z and {s;};cx) are properly
distributed. B can compute C; ; and C; , for all T € [k] as follows.

= (B/|D;V/)—ST = (g b2|D*Vb) —zbr /b (BAD:V/)—ET
_ (gf;_ H (gbi)ID;—ID;) —zbr (BAD:V/)%T
i€[k]
— (g)7 ( H (gzbibT)lfolD‘;> ) (B/lojvl)—ér
ic[k\{r}
;,2 — BST — B§-,— i gaT-

After all the above steps, B gives the challenge ciphertext (Cy, C1,{C;1,Ci2, C’l e 2}iek) to A

Guess. Finally, A outputs its guess 3’ for 3. If 8/ = 8, A outputs 1 for its guess. Otherwise,
it outputs 0. If T = e(g,g)*¥*, the above simulation is perfect and thus .4 has non-negligible
advantage. On the other hand, If T' is a random element in G, A’s advantage is 0. Therefore, if A
breaks our scheme with non-negligible advantage, B has a non-negligible advantage in breaking the
n-(A) assumption. 0

F  Proof of Security for Our CP-ABE Scheme in Section 7

In this section, we first introduce a new assumption that we call the n-(B) assumption. Then we
show the assumption to hold in the generic bilinear group model. Finally, we show that our scheme
in Sec. 7 is secure under the n-(B) assumption.

F.1 Definition of the n-(B) Assumption
n-(B) Assumption. Let s,a,b;...,b, & Zy and g & G*. We define U as ¥ =

9,9°

gal7gbj7ngj’ngibj

ip . i /p2 ..
Lg%, g™/ (i, 5) € [n,n)
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g™ 9(i,j) € 2n,n] i # n +1
“GY (i, 4,5) € [2n,mon),§ # 7

g
ip . /p2
gl g (i, € [nynynl, G #
g GG ") € Inynunanl, g # 55 #
We say that an adversary A breaks n-(B) assumption on (G, Gr) if A runs in polynomial time and
2| PrA(, e(g,9)*" ") = 0] — Pr[A(®, T) — 0]| is negligible where T' & Gr.
The assumption is very similar to ¢-1 assumption introduced in [30]. The difference is that in
the n-(B) assumption above, we have some additional terms in the problem instance.

F.2 Generic Security of the n-(B) Assumption

Here, we briefly show that the assumption to hold in the generic group model. Actually, the assump-
tion can be seen as an instance of Gr-monomial assumption introduced in [30]. Thus, by the corollary
D.4 in [30], it suffices to show that pairing result of any two elements from @ is not (symbolically)
equivalent to e(g, g)anHS. Note that our assumption is the same as ¢-1 assumption in [30], which is
proven secure in the generic group model, except that there is additional terms ¢®%% and gsalb 051 Vo

in the problem instance These additional terms does not harm the security of the assumption since
there is no term as ¢¢" /%% nor ¢° W lbibir o any 14, 7,5, 7" such that j # j” Aj’ # 7" in the problem

instace. Therefore, n-(B) assumption is secure in the generic group model.

F.3 Proof of Security for Our CP-ABE Scheme in Section 7

Theorem 5. Suppose the n-(B) assumption holds. Then, no PPT adversary can break the selective
security of our CP-ABE scheme in Sec. 7 with non-negligible advantage with a challenge matriz of
size £ x m where £, m < n.

Since our scheme is an extension of the CP-ABE scheme proposed in [30], the basic strategy
for the security proof is similar. The difference is that we have to simulate components related to
negation of attribute. This can be done by extending the proof technique in [21] to our setting.

Proof. We construct an algorithm B that receives problem instance of the n-(B) assumption and
decides if T = e(g, g)*""'* using the selective adversary .4 against our scheme.
Setup of master public key. At the outset of the game, the adversary A declares challenge
policy A* where A* = NM(A*) and A* is specified by (L*,7*). We have that L* is an £ X m
matrix, where £,m < n. We divide [¢] into two sets. We define posi = {i|i € [¢] A 7*(i) = z;} and
nega = {ili € [{] A7*(i) = 2;}. That is, posi (resp., nega) is a set of indices that is associated with
non-negated (resp., negated) attribute by 7*.

B then picks &, 4, U, h& Z, and computes

7 ak /b2 —m* () L* i ak /b2\ L*
g=9. H=g"- J[ @) "9 v=g" [ "5
G k)ele;m] G k)ele;m]
a D] ak b\ L% a a a _a”
W=g* V=g"- [ (/%)  elg.9)*=elg,9)" elg",9").
(4,k)€posix [m]

We remark that in the computation of H above, we treat primed (i.e., negated) attributes in expo-
nents as elements in Z,. That is, for a group element A € G and a primed attribute 2, we defne
AT = A%,
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n+l B also implicitly sets b= Y

(I )
Il

(g %) e
(4:k)Enegax [m]

Here, B implicitly sets a = a + a b; and computes

[I

(J:k)€[l;m]

(I ")

i€Enega

i€nega

[1

(3,9,k)Enegax [¢,m]

(g2 /b)Y Fin

V! (gakbi/b?- ) Ly

(gak/b?)L; ) ’LEnega

B ||

(2,5,k)Enegax[¢,m]
i#]
Then B gives mpk = (g, H,U,V, V', W,e(g,9)%) to A. One can easily verify that mpk computed as

above is properly distributed.

Phasel and 2. When A queries private key for an attribute set w = {wy,...
follows. In both phases, the treatment is the same.

Since w & A*, we have that ' = N(w) & A*. Therefore 1 = (1,0,...,0) does not lie in the row
space of LY,, which is the submatrix of L* formed by rows corresponding to attributes in w’. Hence,
due to the proposition 11 in [16], we have that there must exist an efficiently computable vector
Zm) € Zy such that (1,z) =1 and Ly

,Wie|}, B answers as

z=(z1,..., T =0. B chooses 7 & Z,, and implicitly sets

zia”H_’.

r=F— (210" + 20"+ 4 2pd ) = F = Y
i€[m]

This is properly distributed due to 7. Then using the suitable terms from the assumption it can

computes
m
Dy = g*W" :ganﬂgdgm: H g*zia"“ g H qnt2-i —Z¢
i€|m] =2
Dy = g =g [[ ()
1€[m]
Additionally, it has to compute {K; 1, K 2, KZ(,17K1(,2} for i € [|w]].

o At first, we explain how to compute K, The

common part V" is as follows:

V(U H)" Ko = g for 7 € [Jw]].

SR I | G
(k) eposix[m]
= n+l—i\ 0z, L* n+l+k—i b
_ y-F. H (ga +1 )vz1 . H gzlLLka /b;
i€[m)] (4,4,k)€[m] x posix [m)]
_ V_qz H (gan+1 Z)Uzl H (ga"+l+k_i/bj)ziL;,k, H gziL;,ia”Jrl/bj
1€[m)] (%,5)€[m]x posi

(4,5,k) €[m] x posix [m]

@.Ilgwwmwvw
jEposi

o 11w

JEposi

m(j)gw

n+1/b

(]

L’ .2)
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The ® part can be computed by the simulator using appropriate term, while the second term
has to be canceled by the (U7 H)™ part. So for 7 € [|w]|], the simulator sets implicitly

~ Zibi/an+1_l
=t ) wr — (i)

(4,5")€[m] x posi

(i) gw

where 7, & Zy, and therefore 7 is properly distributed. We remark that r; is well-defined
because w, # 7*(¢') for all ¢/ such that (i € posi) A (7*(i') € w) and thus the denominators
wr — 7*(¢’) are non zero. The second part of V=" (U¥"H)"™ are as follows:
zib./a"+17i
B ) 7Z(i,i/)€[m]><posi w.:—fr*(i’)
(U“THY" = (U H)™" - (gm”h‘ 11 g(“*‘”*(”)Lik“k/b?) o (i) g
(4:k)€[€;m]

— (UwTH)FT . ( H (gbi/a"+1_i)2i/(wrn*(i’)))awT—"—E

(i,4")€[m] X posi

7 (i) gw
(31
11 g (@r =T (DL by a” T (wr — (1))0
(¢ ,i,,k)Eposix [m,€,m)]
(i) gw
= & 11 (gbi/a"“““—i/b?)f(wﬁr*(j))L;kzi/(waﬂ*(if»
(i’ i,5,k) Eposix [m,£,m)]
(i) gw, (£ V (i#k)
)
H (gbi/a”“”‘i/bi) —(wr=m*(§))L} .2/ (wr —7* (i)

(ilzivjzk)GPOSi X [mvévm]
T (1) g, (=1 )\ (i=Fk)

= e d [ (@)
(4,k)€posix [m]
T (5)¢w

T | A I

JjEposi
T (§)¢w
One can verify that ®; and ®» are efficiently computable using appropriate terms given to B.
Since the problematic part of V=" cancels out with (U¥7 H)"", B can compute K, 1 = ®-®; - P9
for 7 € [Jwl|] efficiently. B can also effciently compute K as follows.
ng _ gFT . H (gbi/a”""l_i)—zi/(w.,-—ﬂ'*(i’))
(i,4")€[m] X posi

(i) gw

e Next, we explain how to compute K, = (Ui HOY, Ki,= g% for i € [Jw]] (with the constraint
that Zieﬂw” r; = r). These terms are computed step-by-step. At first, B sets K|, = 1g, K], =
1g for i € [Jw|] and updates these values as follows. For all 7 € nega, B executes the following
steps. There are two cases to distinguish:
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— In the case that there is v € [|w|] such that 7*(7) = 2/ Az = w, € w (.., 7(7) &€ N(w)),
B updates K, and K, , as

;/,1 — Kz//,1 (U H) T 1/1,2 — K{/,z g
In the following, we show that (U“» H)?"™ and ¢g®" can be computed efficiently. First, we

can see that i s
g = (") [T )
1€[m)]
can be computed efficiently. Next, we see that
(Uw,,H)b.rr _ (UW*(T)H)I)T’I’
(g™ Dt ( I1 g<ﬂ*<v>—w*(j>>L;,kak/b?)bT(f_ZiE[mJ
(7,k)€lt,m]
b-rr)ﬂ'*(T)ﬁ—H;' H (gakbf/b?)f(w*(r)—w*(j))L;yk
(4,k)€l;m]

N~

(]
[ (/s oo
(4,5,k) €[m,€,m]
_ (I) ‘ H (gan+1+kfzb7_/b?)7(71'*(7')771'*(]'))[/;,]@21' .

(Z7J7k)e [m7£7m]
J#T

n+17i)

= (g

In the last equation above, the terms g " "br/b7 = ga" " br g1 (i k) € [m,m] (in
particular, the problematic term ganﬂ/ b7) disappears. Thus, B can compute (U H)b"
efficiently.

— In the case that 7(7) = 2. Az, g w (i.e., 7(7) € N(w)), B updates K7 ; and K{’2§ as
Ki,l — KLI : (leH)bTT, KLQ A Ki,z : ngT-

In the following, we show that (U1 H)*" and g*=" can be computed efficiently. As previous
case, ¢"" can be computed efficiently using appropriate terms. Next, we see that

(leH)b,.r _ (gbfr)wlﬂ-i-iz . H g(&)l*ﬂ'*(j))L;’kak/b?)bT(/F_ZiE[m] Zian-H—i)

(J,k)€le;m]
— (ngT)w1ﬂ+/~1. H (gakbq—/bi)F(Wlfﬂ*(j))LJ*.JC
(7.k)€ll,m]
3]
H (gan+1+k7ib7_/b?)_(wl _W*(j))L;,kzi
(2,5,k)€[m,l,m)]
= @ [ ()Nt
(4,3,k)E[m,£,m]
(k#£)V(G#T)
o)

$Here, the choice K1 ;, K1 5 is rather arbitrary. One can update any (K7, K/ ,) as K/, < K|, - (U~ H)"" K|,
K, g"" instead.

31



11 0 L e G O
(,5,k)E[m,£,m]
(k=) A(j=7)
— (I)1 . (I)2 . H (gan+1/b7)_(WI_W*(T))L:_’iZi
1€[m)]
= Dy By (g0 /)T () (L g

Since 7*(7) € N(w), we have (L, z) = 0 from the property of z and thus the problematic
term g“"H/ br disappers in the last equality above. One can verify that ®; and ®, are
efficiently computable using appropriate terms.

After the above step, we have that (K7, Kj,) for i € [|w|] is in the form of (Kj, K],) =

((U“ H)"i,g") for some 7, € Z, such that ZM Tl = D renega Or7 = br. By setting 7} = 7}/,

i=174
we have
!

(Ki 1 K7 p) = (UH"), (6")7)

and lei'1 o= ( L“;'l 7)/b = r. Thus, {Kl’l,KZ’Q}lﬂl can be seen as a part of private key
generated using randomness {f;}ii'l However, {F;}lf;ll depend on {b;}icnega and thus B needs
to rerandomize {Kh, K{Q}‘Zﬂl so that it is independent from {b; }icnega. To accomplish this, B

Y o g o o / r el
chooses random 77, ..., 7, such that 7 4 --- 47 = 0 and updates {Ki1, Ko}, as

KZ{J A Kz{,l : (UwiH)ﬁa K{,Q A Kz{,Q ‘gﬁ-

(2

Here, B implicitly sets r, = 7, 4+ 7 /b for i € [|w]].

After all the above steps, B gives private key sk,, = (Dl, Dy, {Kiq1,K; 2, K£,17K£,2}ie[|wu) to A.
Challenge. At some point in the game, A submits a pair of ciphertexts (Mg, M;) to B. B flips a
random coin B & {0,1} and sets (Cp, C1) = (Mg -e(g°, %) - T, g°) where T is the challenge term and
g°® is the corresponding term of the assumption.

B chooses 3 ..., 8m <& Z, and implicitly sets s = (s, sa + 39,8a> + 33,...,5a™ " + §,). s is
properly distributed due to {5;}",. We have that the share A, for 7*(7) is

m
A= (Lps) = > Ligsa ™ 4} Lyisi= ) Ligsa™' + )
i€[m] =2 i€[m]

for 7 € [(] where A\, = > ey L% ;3; is known to B. B then implicitly sets ¢, = —sb; +1, and computes
(Cr1,Cr2,Cr3) for each T € [{] as follows. There are two cases to distinguish.

e In the case of 7 € posi (i.e., the 7-th row is associated with non-negated attribute), B computes
(Cr1,Crp,Cr3) as follows:

Cri = WMV =W . 11 ghrasa vt (g7 I1 (g /o) Fiy =t

1€[m] (j,k)€posix [m]
A 2 sbr\—v * sat —sak L
fr WAT . VtT . (g b") . H gLT,’L . H (g bT/bJ) J.k
1€[m] (4,k)€posix [m]
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_ W/\-r . qu— . (gst)—ﬁ . H ngyisai . H g_L:’ksaka/bT . H (gsakbq—/bj)*l/;k
i€[m] ke[m] (4:k)€(posi\{7})x[m]

— W}\-,- . VET . (ngT)—@ . H (gsakbf/b]‘)_[/j,k
(4,k)€(posi\{T})x[m]

In the last equation above, the problematic terms {gsai M cancel out.

0772 — (UTI'*(T)H)ftT — (gsb-r)fnr*(T)Jrﬁ . ((]W*(T)E[)fﬂr . H (g(ﬂ'*(T)—W*(j))L;’kak/b‘?)SbT

(J,k)€ll;m]
sG> (1) +h w* (T —% sakb, b2\ (7 (7) =7 (7)) L]
_ (ng) ()+h_(U ()H) i H (g b/b])( (r)=m* ()L
(7,k)E[t,m]
JFT

In the equation above, the problematic terms {g“”“i/ bf}?ll cancel out. Finally, C;3 can be
computed as
Crs=(g"7)"" - g".

e In the case of 7 € nega (i.e., the 7-th row is associated with negated attribute), B computes
(Cr1,Cr2,Cr3) as follows:

CT,I _ W)\.,— '(V/)tT
= WM. H ghrisa (Vb

1€[m]
. a ky. /p2N\ L* k . L*, —sbr
(( H gbz) . H (ga bz/b]) Gk H (ga /bj) J,k)
icnega (i,j,k)enegax [£:m] (jk)enegax m]
i#]
~ - —0 T
— W (V’)tT . ( H gsbfbi> . H (gsakbfbi/b?.) L%,
i€nega (4,4,k)Enegax [¢,m]
i#]
®q
H (gsakbf/bj)—L;’k . H gL;,isai
(j,k)Enegax[m] 1€[m]
kp b /b2\ —L* k. —L*,
_ q)l . H (gsa b.,—bl/bj) ik H (gsa bz/bT) Tk
(4,5,k)Enegax [¢,m] (i,k)Enegax [m]
i#J,JFET iFT
Do
H (gsakbf/bj)*lz;k ) H gLf_’isai
(j,k)Enegax[m)] 1€[m]
— Py -Dy- H (gmka/bj)—LJﬁk . H (gsaka/bT)—L;k . H ng’iSai
(4,k)€(nega\{7})x[m] ke[m] i€[m]
= (p]_ . @2 . H (gsakbf/b]')_L;ak

(J,k)€(nega\{7})x [m]

In the last equation above, the problematic terms {gsai ™, cancel out. Thus, B can compute

(1 efficiently using appropriate terms. B can also compute Cr 2 and C; 3 by the same way as
in the previous case.
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Finally, B gives the challenge ciphertext C' = (Cy, C1,{Ci 1, Ci2,Ci3}icpg) to A.

Guess. Finally, A outputs its guess 3’ for 3. If 3/ = 8, A outputs 1 for its guess. Otherwise,
it outputs 0. If 7' = e(g, g)S“nH, the above simulation is perfect and thus .4 has non-negligible
advantage. On the other hand, If T is a random element in Gp, A’s advantage is 0. Therefore, if A
breaks our scheme with non-negligible advantage, B has a non-negligible advantage in breaking the
n-(B) assumption. O
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