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Abstract

Composite-order bilinear groups provide many structural features that are useful for both con-
structing cryptographic primitives and enabling security reductions. Despite these convenient fea-
tures, however, composite-order bilinear groups are less desirable than prime-order bilinear groups
for reasons of both efficiency and security. A recent line of work has therefore focused on translating
these structural features from the composite-order to the prime-order setting; much of this work fo-
cused on two such features, projecting and canceling, in isolation, but a result due to Seo and Cheon
showed that both features can be obtained simultaneously in the prime-order setting.

In this paper, we reinterpret the construction of Seo and Cheon in the context of dual pairing
vector spaces (which provide canceling as well as useful parameter hiding features) to obtain a
unified framework that simulates all of these composite-order features in the prime-order setting. We
demonstrate the strength of this framework by providing two applications: one that adds dual pairing
vector spaces to the existing projection in the Boneh-Goh-Nissim encryption scheme to obtain leakage
resilience, and another that adds the concept of projecting to the existing dual pairing vector spaces
in an IND-CPA-secure IBE scheme to “boost” its security to IND-CCA1. Our leakage-resilient BGN
application is of independent interest, and it is not clear how to achieve it from pure composite-order
techniques without mixing in additional vector space tools. Both applications rely solely on the
Symmetric External Diffie Hellman assumption (SXDH).

1 Introduction

Since their introduction in 2005 by Boneh, Goh, and Nissim [10], composite-order bilinear groups
have been used to construct a diverse set of advanced cryptographic primitives, including (hierarchical)
identity-based encryption [30, 32|, group signatures [13, 14], functional encryption [27, 29], and attribute-
based encryption [31]. The main assumptions used to prove the security of such schemes are variants
of the subgroup decision assumption, which (in the simplest case) states that, for a bilinear group G of
order N = pq, without an element of order ¢ it should be hard to distinguish a random element of G
from a random element of order p. Such assumptions crucially rely on the hardness of factoring N.
Beyond this basic assumption and its close variants, many of these schemes have exploited addi-
tional structural properties that are inherent in composite-order bilinear groups. Two such properties,
projecting and canceling, were formally identified by Freeman [19]; projecting requires (roughly) that
there exists a trapdoor projection map from G into its p-order subgroup (and a related map in the tar-
get group Gr), and canceling requires that elements in the p-order and g-order subgroups cancel each

*Parts of this work were completed while this author was a postdoctoral researcher at Microsoft Research.
TParts of this work were completed while this author was a graduate student at UC San Diego.


alewko@cs.columbia.edu
s.meiklejohn@ucl.ac.uk

other out (i.e., yield the identity when paired). Additionally, Lewko [28] identified another property,
parameter hiding, that requires (again, roughly) that elements in the p-order subgroup reveal nothing
about seemingly correlated elements in the g-order subgroup.

While therefore quite attractive and rich from a structural standpoint, the use of composite-order
bilinear groups comes with a number of drawbacks, both in terms of efficiency and security. Until a recent
construction of Boneh, Rubin, and Silverberg [12], all known composite-order bilinear groups were on
supersingular, or Type-1 [20], curves. Even in the prime-order setting, supersingular curves are already
less efficient than their ordinary counterparts: speed records for the former [4, 43] are approximately
six times slower than speed records for the latter [5]. In the composite-order setting, it is furthermore
necessary to increase the size of the modulus by at least a factor of 10 (from 160 to at least 1024 bits) in
order to make the assumption that IV is hard to factor plausible. Operations performed in composite-
order bilinear groups are therefore significantly slower; for example, Guillevic [23] recently observed
that computing a pairing was 254 times slower. (This slowdown also extends to the non-supersingular
construction of Boneh et al., and indeed to any composite-order bilinear group.) Furthermore, from
a security standpoint, a number of recent results [24, 26, 22, 1, 2] demonstrate that it is possible to
efficiently compute discrete logarithms in common types of supersingular curves, so that one must
be significantly more careful when working over supersingular curves than when working over their
non-supersingular counterparts.

One natural question to ask is: to what extent is it possible to obtain the structural advantages
of composite-order bilinear groups without the disadvantages? Although the structural properties de-
scribed above might seem specific to composite-order groups, both Freeman and Lewko are in fact able
to express them rather abstractly and then describe how to construct prime-order bilinear groups in
which each of these individual properties are met; they also show how to translate the subgroup decision
assumption into a generalized version, that in prime-order groups is implied by either Decision Linear [9]
or Symmetric External Diffie Hellman (SXDH) [6]. Lewko’s approach is based on the framework of dual
pairing vector spaces, as developed by Okamoto and Takashima [39, 40]. This framework has been
particularly useful for enabling translations of cryptosystems employing the dual system encryption
methodology in their security reductions.

In contrast, Meiklejohn, Shacham, and Freeman [37] showed that it was impossible to achieve pro-
jecting and canceling simultaneously under a “natural” usage of Decision Linear; as a motivation, they
presented a blind signature scheme that seemingly relied upon both projecting and canceling for its
proof of security. Recently, Seo and Cheon [45] showed that it was actually possible to achieve both
projecting and canceling simultaneously in prime-order groups, and Seo [44] explored both possibility
and impossibility results for projecting. To derive hardness of subgroup decision in their setting, how-
ever, Seo and Cheon rely on a non-standard assumption and show that this implies the hardness of
subgroup decision only in a very limited case. They also provide a prime-order version of the Meikle-
john et al. blind signature that is somewhat divorced from their setting: rather than prove its security
directly using projecting and canceling, they instead alter the blind signature, introduce a new property
called translating, and then show that the modified blind signature is secure not in the projecting and
canceling setting, but rather in a separate projecting and translating setting.

Subsequently, Herold et al. [25] presented a new translation framework called “polynomial spaces”
that achieves projecting in a natural and elegant way, and can also be augmented to simultaneously
achieve canceling. Like the prior result of Seo and Cheon, they employ a non-standard hardness as-
sumption to obtain subgroup decision hardness when projecting and canceling are both supported.
Interestingly, their approach does not seem to provide a way of achieving just canceling with subgroup
decision problems relying on standard assumptions like SXDH or DLIN, as is achieved by dual pairing
vector spaces. Integrating the benefits of dual pairing vector spaces into something like the polynomial
spaces approach remains a worthwhile goal for future work. The framework in [25] also extends to



the setting of multilinear groups, as do approaches based on eigenspaces, as demonstrated for example
in [21].

Our contributions. In this paper, we present in Section 3 an abstract presentation of the projecting
and canceling pairing due to Seo and Cheon [45]. Our presentation is based on dual pairing vector
spaces (DPVS) [39, 40], and it can be parameterized to yield projection properties of varying strength.
This perspective yields several advantages. First, all the power of DPVS is embedded inside this
construction and can thus be exploited as in prior works. Second, we observe that many instances of
subgroup decision problems in this framework are implied by the relatively simple SXDH assumption.

The advantages of our perspective are most clear for our BGN application, which we present in
Section 4. If one starts with the goal of making the composite-order BGN scheme leakage resilient
(i.e., providing provable security even when some bits of the secret key may have been leaked), the
first obstacle one faces is the uniqueness of secret keys. Since the secret key is a factorization of the
group order, there is only one secret key for each public key, making the common kind of hash proof
argument for leakage resilience (as codified by Naor and Segev [38], for example) inapplicable. The
DPVS techniques baked into our projecting and canceling prime-order construction remove this barrier
quite naturally by allowing secret keys to be vectors that still serve as projection maps but can now be
sampled from subspaces containing exponentially many potential keys. This demonstrates the benefits
of adding canceling and parameter hiding to applications that are designed around projection.

As an additional application, in Section 5, we present an IND-CCA1-secure identity-based encryp-
tion (IBE) scheme that uses canceling, parameter hiding, and weak projecting properties in its proof
of security. Although efficient constructions of IND-CCA2-secure IBE schemes have been previously
obtained by combining IND-CPA-secure HIBE schemes with signatures [16], we nevertheless view our
IBE construction as a demonstration of the applicability of our unified framework. Furthermore, our
new construction does not aim to amplify security by adding new primitives; instead, it explores the
existing security of the IND-CPA-secure IBE due to Boneh and Boyen [8] (which cannot be IND-CCA2
secure, as it has re-randomizable ciphertexts), and observes that, by modifying the scheme in a rather
organic way and exploiting the (weak) projecting and canceling properties of the setting, we can prove
IND-CCA1 security directly. Hence, we view this as an exploration of the security properties that can
be proved solely from the minimalistic spirit of the Boneh-Boyen scheme.

Our two applications serve as a proof of concept for the usefulness of obtaining projecting and
canceling simultaneously in the prime-order setting, and a demonstration of how to leverage such prop-
erties while relying only on relatively simple assumptions like SXDH. We believe that the usefulness
of our framework extends beyond these specific examples, and we intend our work to facilitate future
applications of these combined properties.

Our techniques. To obtain a more user-friendly interpretation of the projecting and canceling pairing
construction over prime-order groups, we begin by observing that it is essentially a concatenation of
DPVS. Dual pairing vector spaces were first used in prime-order bilinear groups by Okamoto and
Takashima [39, 40] and have since been employed in many works, in particular to instantiate dual system
technique [46] in the prime-order setting [29, 41, 28]. These previous uses of DPVS typically relied on
the canceling property, variants of subgroup decision problems, and certain parameter hiding properties
that are present by design in DPVS. One particularly nice feature of DPVS constructions is that a
large family of useful subgroup decision variants can be proven to follow from standard assumptions like
SXDH for asymmetric groups and DLIN for symmetric groups; viewing the construction of a projecting
and canceling pairing as a natural extension of DPVS therefore has the twin benefits that it provides a
clear guide on how to derive certain subgroup decision variants from standard assumptions, and that it
comes with all the built-in tools that DPVS offers.



In particular, DPVS includes a suite of vector-space-based tools for proving leakage resilience, similar
to ones used in previous works [38, 15, 17, 36, 34, 18]. This enables us to combine the projecting-
supported limited homomorphic functionality of the BGN encryption scheme with provable leakage
resilience. DPVS also supports a toolkit developed for dual system proofs (e.g., [35, 41, 42]), which is
what enables us to boost our IBE to full IND-CCA1 security with just the addition of projection.

2 Definitions and Notation

In this section, we define bilinear groups and the three functional properties we would like them to satisfy:
projecting, canceling, and parameter hiding. For the first two, we use the definitions of Freeman [19]
(albeit in a somewhat modified form); for parameter hiding, on the other hand, we come up with a new
formal framework. In addition to these functional properties, we consider the notion of subgroup decision
in bilinear groups, in which a random element of a subgroup should be indistinguishable from a random
element of the full group. The variant we define, called generalized correlated subgroup decision, is
very general: in addition to seeing random elements of subgroups, we allow an attacker to see elements
correlated across subgroups (e.g., elements of different subgroups with correlated randomness), and
require that it is still difficult for him to distinguish between correlated elements of different subgroups.
We then see in Sections 3 and 6 that many specific instances of this general notion are implied by
standard notions of subgroup decision in both prime-order and composite-order groups. that many
specific instances of this general notion are implied by more standard notions of subgroup decision in
both prime-order and composite-order groups.

2.1 Bilinear groups

In what follows, we refer to a bilinear group as a tuple G = (N, G, H,Grp, e, uu), where N is either prime
or composite, |G| = |H| = kN and |Gp| = ¢N for some k,/ € N, and e : G x H — Gr is a bilinear
map; i.e., e is an efficient map that satisfies both bilinearity (e(x®,y®) = e(x,y)® forallz € G, y € H,
a,b € Z/NZ) and non-degeneracy (if e(z,y) = 1 for all z € G then y = 1 and if e(z,y) = 1 for all
y € H then x = 1). In some bilinear groups, we may additionally include generators g and h of G and
H respectively (if G and H are cyclic), information about meaningful subgroups of G and H, or some
auxiliary information p that allows for efficient membership testing in G and H (and possibly more).
In what follows, we refer to the algorithm that is used to generate such a G as BilinearGen. Beyond the
security parameter, BilinearGen takes in an additional parameter n that specifies the number of desired
subgroups; i.e., for (N,G, H,Gr,e, ) & BilinearGen(1*,n), we have G = @ ,G; and H = o H;
(where typically G; and H; are cyclic).

In terms of functional properties of bilinear groups, we first define both projecting and canceling;
our definitions are modified versions of the ones originally given by Freeman [19]. We give three flavors
of projecting. The first, weak projecting, considers projecting into a single subgroup of the source group,
without requiring a corresponding map in the target group. The second, which we call simply projecting,
most closely matches the definition given by Freeman, and considers projecting into a single subgroup
in both the source and target groups. Lastly, we define full projecting, which considers projecting into
every subgroup individually. As we will see in Section 3, we can satisfy all of these flavors by tweaking
appropriate parameters in our prime-order construction.

Definition 2.1 (Weak projecting). A bilinear group G = (N,G, H,Gr,e, ) is weakly projecting if
there exist decompositions G = G1 ® G2 and H = Hy ® Ho, and projection maps wg and wg such that
mg(x1) =z for all xy € Gy and 7 (x2) = 1 for all xo € Ga, and similarly 7 (y1) = y1 for all y1 € Hy
and 7 (y2) = 1 for all yo € Ho.



Definition 2.2 (Projecting). A bilinear group G = (N,G,H,Gr,e, ) is projecting if there exist
subgroups G' C G, H' C H, and G'» C Gr such that there exist non-trivial maps 7¢ : G — G,
7w H— H', and 7p : Gp — Gl such that mp(e(z,y)) = e(ra(x), 7u(y)) for allx € G, y € H.

Definition 2.3 (Full projecting). A bilinear group G = (N, G, H,Gr,e, pn) is fully projecting if there
exists some n € N and decompositions G = ®}_,G;, H = ®}_H;, and Gr = ®}_ G714, and non-
trivial maps 7q; : G — Gy, mg; - H — H;, and ©p; : Gp — Gr; for all i such that wri(e(z,y)) =
e(rngi(x), mgi(y)) forallx € G, y € H.

Definition 2.4 (Canceling). A bilinear group G = (N,G, H,Gr,e, i) is canceling if there erists some
n € N and decompositions G = ®}_G; and H = ®}_ H; such that e(x;,y;) =1 for all x; € Gy, y; € H;,
i

2.2 Parameter hiding

Beyond projecting and canceling, we aim to define parameter hiding. As mentioned in the introduction,
this property roughly says that elements in one subgroup should not reveal anything about related
elements in other subgroups, and was previously used, without a formal definition, by Lewko [28]. In
essence, parameter hiding in composite-order groups is a simple consequence of the Chinese Remainder
Theorem, which tells us that if we sample a random value modulo N = pgq, its reductions modulo p and
q are uncorrelated. In the prime-order setting, a form of parameter hiding can be instantiated from dual
pairing vector spaces, leveraging the fact that if one commits to only certain parts of dual orthonormal
bases over F), there is remaining ambiguity in the hidden basis vectors.

The main difficulty in providing a formal definition for parameter hiding is that it is not as self-
contained a feature as projecting and canceling: elements within subgroups may be related to elements
in other subgroups in a myriad of ways, and their relation to one another may depend both on the form
of the element (which can involve any function on the exponents) and on the subgroups. We therefore
do not try to consider all types of correlations, but instead focus on one simple type, defined as follows:

Definition 2.5. For a bilinear group G = (N,G = &G, H = & 1 H;,Gr,e, {gi}7—1,{hi}~1), an
element x € Z/NZ, and indices 1 < iy,i2 < n, an z-correlated sample from the subgroup G;; ® G, is

an element of the form gi; - gi.* for a & Z/NZ.

We also consider correlated samples in H, but for convenience we define a y-correlated sample from

the subgroup H;, & H;, to be an element of the form hfly : hi for g & Z/NZ. Although we choose
this type of correlation mainly for ease of exposition (and because we encounter it in Section 5), our
discussion below could be adjusted to accommodate more general types of correlation, which would
remain compatible with our prime-order construction in Section 3.

Intuitively then, parameter hiding says that, under certain restrictions about which subgroup ele-
ments one is allowed access to, the distributions over z-correlated samples and random samples should
in fact be the same, even when z is known. (We need some restrictions because there may be testable re-
lationships between the images of various generators in the target group.) To consider the distributions
we can use—i.e., what additional information we might give out besides the samples—we consider
distributions D parameterized by sets Sgh = {nggen, Sg:sam, ngcor}, SEIh = {S[p;’gen, Sﬂ:sam, S[p;:cor}, and
C; intuitively, Sgh and Slp; tell us which elements to include in the distribution, and C tells us which
correlated samples to change to random. Formally, these sets are defined as follows:

° S’g'jgen indicates which subgroup generators to include: For all s; € S’gjgen, include g5, in D.
° Scp;jsam is a multiset that indicates which random samples to include: For all ¢; = (t14,...,tm, ) €

ngsam, include a random sample from Gy, , @ ... ® Gy, , in D.

my,t



° Sgljcor is a set that indicates which correlated samples to include: For all ¢; = (4, ¢1,4,¢24) € Sg:cor,

include gg . - get in D, where a il Z/NZ.

C2.4

° S}’; is defined analogously to SG
e ( indicates which correlated samples to change: For all ¢; = (b;,¢}) € C, if b; = 0 then ¢ € SG cor
and if b; = 1 then ¢, € S?I i.e., we require that C' C {0 x SG cort U {1 SHcor}

c0r7

Given all these sets, we now require that they are well-behaved in the following two ways: (1) for
any changed z-correlated sample, do not reveal the corresponding subgroup generators on either side
of the pairing, and (2) do not change correlated samples for the same value x in the same subgroups on
opposite sides of the pairing. Formally, we express these requirements as

e Don’t include generators for switched samples: For all (b;, (x;,c1,4,¢24)) € C, s; € SG ‘gen’ and

50 € SH gens 5j 7 Cli; €23 and sg 7 €14, €24
e Don’t switch z-correlated samples in overlapping subgroups of G and H: For all (0, (x;, ¢1,4,¢2,)),
(1,(zj,c1,5,¢2,5)) € C, either x; # x; or ¢1; # c15,c25 and ca; # ¢1,5,C2 5.

To see why these restrictions can be necessary, consider trying to establish that an x-correlated
sample in G1 @ G+ is identical to a random sample in G @ G2, and suppose we are given hq and ho. If
we are given g{'¢g$”® (for some random, unknown «), then —assuming we are using a canceling pairing —
we can compute e(gi, h1)® and e(ga, ho)*®. When working with specific instantiations, there may be
a known relationship between e(g1, h1) and e(ga, h2). (In fact, for our IBE construction, e(gi, hi) =
e(ga, h2)~1.) In this case, if  is known then we can test for an z-correlation in the target group, and
hence distinguish an z-correlated sample from a random one. Similarly, if we have x-correlated samples
97 95" and hthg , then pairing these yields the identity, which distinguishes them from random.
Definition 2.6 (Parameter hiding). We say that a group G = (N, G, H,Gr,e, p) satisfies parameter
hiding with respect to a well-behaved distribution D = (Sgh, Sgh, C) if D is identical to the distribution
in which the correlated samples indicated by C' are replaced with random samples.

Example 2.7. As an example, consider the distribution D defined by Sgh ={{1,2},0,{(x,1,2), (z,3,4)}},

S = {{1,2,5,6}.{(3,4),3.4)}, {(y.1.2). (4,3, 4)}}, and C = {(0, (,3,4)), (1, (4.3,4)} for any x,y €
Z/N 7Z such that = # y; we can easily check that these sets are well-behaved in the sense defined above.

Then parameter hiding holds for G = (N, G, H,Gr, e, u) if for a,b,c,d, s, t,u,v,w, z il Z/NZ,
(N, G, H,Gr,e, 11, 1,92, h1, ha, hs, he, h§hh, h§hg, ki hly, ki b3, g1 g5, g4 gi™*)

is identical to
(N,G, H,Gr, e, 11, 91,92, h1, ha, hs, he, R§hh, h§hY, KR, B3hE, 93957, g5 g4t ).

In our uses of parameter hiding in Section 5, we restrict ourselves to this one example. Again,
this is due to the difficulty of providing a fully general definition of parameter hiding, as certain types
of correlated samples require more entropy than others. We nevertheless do not find it to be overly
limiting to consider this one example, as it keeps our constructions in Section 5 simple and tailored to
the requirements that we need. We also use a variant of parameter hiding in the proof for our leakage-
resilient BGN variant presented in Section 4. Here, the flexibility in the hidden parameters is leveraged
to allow the simulator to a leak on a secret key before fully committing to a complete basis (i.e., before
determining how to form an appropriate ciphertext).



2.3 Generalized correlated subgroup decision

Beyond functional properties of bilinear groups, we must also consider the types of security guar-
antees we can provide. The assumption we define, generalized correlated subgroup decision, consid-
ers indistinguishability between subgroups in a very general way: given certain subgroup generators
and “correlated” elements across subgroups (i.e., elements in different subgroups that use the same
randomness), it should still be hard to distinguish between elements of other subgroups. Formally,
we consider sets Ssgh = {SSG%EQH, Sngam} Ssgh = {S;%gen, ;?:am} Ti = {(l1, M), (lm; Am)}, and
Ty = {(¢},N\)), - .-, (Em T A1) b and an mdlcator bit b. (We assume without loss of generality that

T5 is the larger set.) Intuitively, Ssgh and S;_fh tell us which group elements an adversary is given, and
(Th,T3,b) tell us what the challenge terms should look like. We have the following requirements:

indicates which subgroup generators to include: Give out g, for all s; € gen

SG G,gen*

SG sam indicates which samples to include: For each

gen

ti = ((C1i, M4)s -+ (Umasiy Amai)) € seeh

T%

, give out gZ SN g?;"zl and g)\1 C gi:’ for a1,...,am Z/NZ. These elements are
correlated, in that the same randomness is used for both.

e The bit b indicates which group the challenge element comes from: b = 0 indicates G, and b = 1
indicates H.

e The sets T1 and T must differ in exactly one pair; i.e., there must exist a unique pair P such
that P ¢ T7 but P € T,. For this pair P = (¢, \), we cannot give out the subgroup generators on

sgh Ssgh

either side of the pairing, so we require s; # £ and s; # A for any s; € S Or 8i € SY gen-

G,gen
If P € t; for some t; € SN SN then Ty Nt; # 0; i.e., P can appear only in random samples

G,sam H,sam>
that also contain another component in the challenge term. Then, assuming b = 0 (and replacing
g with h if b = 1), our challenge elements are of the form T := (g - ... g™, g5 ...~ gy") and
m am $
T = (gglll - -gg,mill,gi,i RERREOVE “) for ai,...amy1 < Z/NZ.

Assumption 2.8 (Generalized correlated subgroup decision). For all tuples (Ssgh, Ssgh,Tl,Tg, b) sat-

isfying the requirements specified above and for any n € N, for any PPT adversary A given G &
BilinearGen(1*,n) and the elements specified by Ssgh and Ssgh, it is hard to distinguish between values
T defined by (b, T1) and values T” defined by (b, Tg)

As an example, consider the case in which n = 6 and SSGgh = {{1,2},{((1,2),(3,4))}}, S;%h =
£41,2,5,61,{((1,2), (3,4)), ((3,4), (5,6)}}, T1 = {(1,2), (5,6)}, T = {(1,2), (3,4), (5,6)}, and b = 0.
In this case, the concrete assumption is: Given G and generators g1, g2, h1, ho, hs, hg, correlated samples
from G1 ® G3 and G4 @ Gy, correlated samples from Hy @ Hs and Ho @ Hy, and correlated samples from
Hs & Hs and Hy & Hg, it should be hard to distinguish correlated samples from G1 @ G5 and Go @ Gg
from correlated samples from G1 & Gs & G5 and Go & G4 D Gg.

3 A Prime-Order Bilinear Group Satisfying All Features

Our ultimate goal in this section is to define a prime-order bilinear group that satisfies all three of the
properties defined in the previous section: projecting, canceling, and parameter hiding; additionally, we
want to require that subgroup decision is hard in this group. Our construction can be viewed as an
abstraction of the construction of Seo and Cheon [45], which they prove satisfies (regular) projecting,



canceling, and a somewhat restrictive notion of subgroup decision. In contrast, our construction satisfies
canceling and parameter hiding, is flexible enough to achieve any of the three flavors of projecting
we defined in the previous section (depending on the parameter choices), and comes equipped with
reductions for more general instances of subgroup decision.

Notationally, we augment the bilinear groups G discussed in the previous section: we now focus
only on the case when the group order is some prime p, and consider G = (p, By, B2, By, E, i1) built on
top of G = (p, G, H,Gr,e); this means By, By, and Br may contain multiple copies of G, H, and Gr
respectively, and that the map F uses e as a component. Because we are moving to bigger spaces, we also
include a value u that allows us to test membership in By and Bs; as an example, consider B; C G X G.
Then, while an efficient membership test for G implies one for G x G, additional information p may be
necessary to allow one to (efficiently) test for membership in Bj.

Our construction crucially uses dual pairing vector spaces, which were introduced by Okamoto and
Takashima [39, 40] and have been previously used to provide pairings E : G" x H" — G, built on top
of pairings e : G x H — G, that satisfy the canceling property. As we cannot have a cyclic target space
if we want to satisfy projecting, however, we instead need a map whose image is G% for some d > 1.
Intuitively, we achieve this by piecing together d “blocks,” where each block is an instance of a dual
pairing vector space; the construction of Seo and Cheon is then obtained as the special case in which
d = n, and regular dual pairing vector spaces are obtained with d = 1. We begin with a key definition:

—

Definition 3.1 (Dual orthonormal). Two bases B = (by,...,by) and B* = (b%,...,b%) of ) are dual
orthonormal if l_;j . I;}“ =1modp forallj, 1 <j<n, and gj . 5]’; = 0 mod p for all j # k.

We note that one can efficiently sample a random pair of dual orthonormal bases (B, B*) by sampling
first a random basis B and then solving uniquely for B* using linear algebra over F,; we denote this
sampling process as (B, B*) & Dual (F}). By repeating this sampling process d times, we can obtain a
tuple ((IB%l, BY), ..., (Bq,B})) of d pairs of dual orthonormal bases of F}). We denote the vectors of B; as
(511 . bn i), and the vectors of B} as (b Tire- b* ;). We then give the following definition:

7TL’L

Definition 3.2 (Concatenation). The concatenation of bases (Bq,...,By) of [y, is a collection of n
vectors (U1, ..., Un) in FI", where each U; := ﬁjJH . ng,d- Alternatively, we can view each Uj as a d xn
matriz, where the i-th row is I_)'j,i. We denote the concatenation of (By,...,By) as Concat(By,...,By).

To begin our construction, we build off G = (p, G, H,Gr,e, g,h), where g and h are generators of G
and H respectively, and consider groups By C G and By C H%. Notationally, we write an element of
B as ¢g*, where A = (ai’j)?f:l is a d x n matrix and g4 := (go11, ..., g%, ..., gYn, g2, ... gYn).
We similarly write elements of By as h” for a d x n matrix B = (,6,])1 ’j—1, and furthermore define the
bilinear map E : B; X By — GT as

n

(g hB (He a1k hﬂuc ) H ad,k’hﬂd,k))‘ (1)

Observe that the i-th coordinate of the image is equal to e(g, h)Ai'Bi modp where A; and B; denote the
i-th rows of A and B respectively. Then, to begin to see how our construction will satisfy projecting
and canceling, we have the following lemma:

Lemma 3.3. Let (01,...,0,) = Concat(By,...,Bq) and (v7,...,7;) = Concat(Bj,...,B}), where
(B, B;) are dual orthonormal bases of F),. Then

E(g%,h"%) = (e(g,h),....e(g,h)) Vi and E(g%,h%) = (17,...,17) Vj # k.



Proof. By definition of the pairing,

— -

B(g% 1% = (elg P, e, )i

for any j and k. If j = k, then the fact that (B;, B}) are dual orthonormal for all ¢ implies by definition
that bj; - b5, = 1 mod p for all 4 and j, and thus E(g¥%,h%) = (e(g,h),...,e(g,h)). For the second
property, we again use the definition of dual orthonormal bases to see that EN . 5};2 = 0 mod p for all

j # k, and thus E(g%,h%) = (1,...,17). O

*
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While Lemma 3.3 therefore shows us directly how to obtain canceling, for projecting we are still
mapping into a one-dimensional image. To obtain more dimensions, it turns out we need only perform
some additional scalar multiplication. We give the following definition:

Definition 3.4 (Scaling). Define C' = (Cz',j)i’le to be a n x d matriz of entries over I, \ {0}. Given

bases (B1,...,Bq) of F), we define the scaling of these bases by C to be new bases (D1,...,Dy),
where D; = (Cl,igl,i,---,cn,ign,i) for all i, 1 < i < d. We denote the scaling of (By,...,By) by C
as Scale(C, By, ...,By).

Intuitively then, we use the entries in the i-th column of C' to scale the vectors in the basis B; and
obtain the basis D;. As we still have 5], . I_)',‘;Z = 0 mod p for j # k, multiplication by a scalar will not
affect this and we still satisfy canceling. The scalar values do, however, build in extra dimensions into
the image of our pairing, as demonstrated by the following lemma;:

Lemma 3.5. Let (By,...,By) and (BY,...,B)) be sets of bases for F such that (B;,B}) are dual
orthonormal for all i. Define (Uy,...,v,) := Concat(Dy,...,Dy) and (47, ...,7;) := Concat(B],...,B}),
where (Dy,...,Dy) = Scale(C,By,...,By) for some C € M, xq(Fp). Then

E(g",h7) = (e(g, W), ... e(g, 1)) Vj and

E(g%,h%) = (1r,...,17) Vj # k.
Proof. By definition of the pairing,

E(gﬁj ) hﬁz) - (6(97 h)%laj’l.gz’la cee 6(97 h)cjﬂgj,d.gzyd)

for any j and k. If j = k, then the fact that (B;,Bf) are dual orthonormal for all i implies by
definition that bj,; - b

- —

= 1 mod p for all i and j, and thus ¢;;b;; - b7 ; = ¢;; mod p and E(g%, hﬁj) =

K
(e(g,h)%1, ... e(g,h)%d). For the second property, we again use the definition of dual orthonormal
bases to see that b;; - b ; = 0 mod p for all j # k, and thus ¢;;b;; - b ; = 0 mod p and E(g% ,h%) =
(Ip,...,1p). O

We are now ready to give our full construction of an algorithm BilinearGen’, parameterized by integers
n and d, and a distribution D,, 4 on n x d matrices, to achieve a setting G = (p, B1, B2, Br, E, j1) such
that B; C G, B, ¢ H™, and By = GdT. We present this construction in Algorithm 1, and demonstrate
that it satisfies projecting, canceling, parameter hiding, and subgroup decision.

The generality of this construction stems from the choices of d, n, and D; in fact, by choosing
different values for these parameters, we can satisfy each of the different flavors of projecting from
Section 2. To satisfy fully projecting, we choose C from a distribution over matrices of full rank n and
use d > n. If we use a less restrictive distribution, we obtain weaker projection capabilities and a more
efficient construction (as we can have d < n) when projecting onto all subgroups individually is not
needed: to achieve (regular) projecting, we can use d > 1 and pick C' to be of rank > 1, and to achieve
weak projecting we can in fact use d = 1 and pick C to be the vector consisting of all 1 entries. (This
last case is equivalent to working in regular dual pairing vector spaces.)



Algorithm 1 BilinearGen’: generate a bilinear group G that satisfies projecting and canceling

Input: d,n € N; distribution Dg,, over matrices in M,,«4(Fp); security parameter 1%,

1. (p,G,H,Gr,e) & BilinearGen(1*,1).

2. Pick values g and h such that G = (g) and H = (h).

3. Sample d pairs (B;, B}) & Dual(FF}) to obtain two sets (By,...,Bg) and (B7,...,Bj) of bases of
), where (B;, B}) are dual orthonormal.

4. Sample C = (cw)fjn 1 & D and compute (D1, ...,Dg) := Scale(C, By, ...,By).

5. For all4, 1 <i < n, define By ; := (g%) and By, := (h% ), where (1, ..., ,) := Concat(Dy,...,Dy)
and (¥f,...,7;) := Concat(Bj, ..., B}).

6. Define By := @®" B1; C G™, By := @' By; C H™ and By := G%. Define the pairing
FE : By X By — Br as in Equation 1.

7. Finally, to be able to check that an element g™ € G for M = (m”)d ", is an element of By, we
observe that the vectors v7,..., ¥, span an n-dimensional subspace V of Fg". Thus, there must be

another subspace, call it W, of dimension dn—n, that contains all vectors in F)) that are orthogonal to

vectors in V. Given ,ug = (¥, ..., h%@-1n) where the {wi}gi‘ll)” are a basis of W, one can therefore

efficiently check if g™ € By by checkmg if BE(gM,h") = (1p,...,17) foralli, 1 <i < (d— 1)n.

Analogously, given p1 := (¢%1,...,g Wa- n), one can check if h4 € By by checking if E(g% ,h4) =
(d— 1)

(17,...,17), where {w},—

to vectors in the span of o] vl, R T

s Yn-

8. Output G := (p, B1, B2, Br, E, (p1, pi2)).-

are a basis for the subspace W* of F}} consisting of vectors orthogonal

Theorem 3.6. For all values of n > 2, the bilinear group G & BilinearGen' (1%, n, d, Dyy) satisfies
canceling, fully projecting as defined in Definition 2.3 for d > n when Dy, is defined over full-rank
matrices, projecting as defined in Definition 2.2 for d > 1 when Dy, is defined over matrices of rank
> 1, and weak projecting as defined in Definition 2.1 for d = 1.

Proof. Given that our construction was specifically designed to satisfy the conditions for Lemma 3.5, we
immediately obtain canceling. To satisfy projecting, we additionally need to construct the projection
maps m;; and argue that they satisfy the requirements of Definition 2.3 (in the case that C is full rank).
By the way our subgroups are defined, each projection map 7y; within the group B; must map an
arbitrary element g1+ +antn of B to ¢g%% € Bi,; similarly, mg; must map A% Ta% ¢ B, to
R € By ;. For my;, we observe that it can be computed efficiently by anyone knowing ¥; and another
vector in Fg” that is orthogonal to o}, for all k # ¢. The situation for ms; is analogous.

As for the projection maps mr; required for the target space, we define mr; to map an element
e(g, h)mCrtFanCn to ¢(g, h)*C | where we recall C; denotes the i-th row of the scaling matrix C (C;
is thus a vector in Iﬁ‘g for all 7).

Finally, we show that the required associativity property holds, namely that E(my;(gM), m Q,i(hA)) =
mri(E(gM, 1)) for all elements g™ € By, h* € By, and for all i, 1 < i < d. To see this, observe
that g™ € B implies that gM = gM¥1++an¥u for some ay,...,a, € F,, and similarly that h4 =
RO+ +Bntn  We therefore have that

E(Trl,i(gM), 77271-(}114)) = E(gaﬁi7 hﬁiﬁf) — 6(97 h)aiﬁici7

where this last equality follows from Lemma 3.5. On the other hand, we have that

n
mri(E(g™, h) = mri(I] elg, b)) = e(g, h)*#
k=1

10



and the two quantities are therefore equal.
A similar argument applies to obtaining more limited projections when C has lower rank. O

It remains to prove that our construction also satisfies parameter hiding and subgroup hiding.
For the latter property, our definition in Section 2.3 is highly general and we cannot prove that all
instances of generalized correlated subgroup decision reduce to any one assumption. Instead, we show
that certain “nice” instances of the assumption follow from SXDH.
Before we define a nice instance, we first restrict our attention to the case where n = 8, d = 1,
C is a matrix with all 1 entries. For succinctness here and in later sections, we use BasicGen(1%) =
BiIinearGen’(lk, 8,1,D), where D produces matrices with all 1 entries; i.e., we use BasicGen to produce
the specific setting in which we are interested in Section 5.

We consider two variants of this setting, which differ only in the auxiliary information u. For u as
defined above in Algorithm 1, we show that the required instances of the correlated subgroup decision
assumption are implied by SXDH. We additionally consider a case where i is augmented to contain the
following three pieces of information: (1) the vectors vz, U5, U3, and ¥§; (2) a random basis for the span
of (¥,...,Us) inside IF]%; and (3) a random basis for the span of (¢7,...,7f) inside IF;. With this u, one
can then perform a membership test for G; @ ... ® Gg on some element g% by computing a basis for
the orthogonal space of the span of (¥,...,7s), pairing against h raised to these vectors, and taking a
dot product in IF‘?,. While this additional information in u makes some instances of subgroup decision
easy, instances entirely within G; ®...® Gg and H & . .. Hg are still implied by SXDH. To refer to this
instance with augmented p in what follows, we call it the augmented construction. Now, by “nice,”
we mean that the instance of the assumption behaves as follows: if the challenge terms are in H (the
situation is analogous if they are in ), then there is a single pair in S that is common to the challenge
sets 11 and T5 that appears in all tuples in SSngam that also contain the differing pair. In other words,
the given correlated samples from the opposite side of the challenge that include the differing space must
also be attached to a particular space that is guaranteed to be present in the challenge term. As we will
see, this feature turns out to be convenient for reducing to SXDH, as demonstrated by the following
lemmas. For the augmented construction, we additionally restrict to instances where each correlated
sample ¢; in Séizam or S;%:am is contained within the set S := {(1,2),(3,4), (5,6)} (this is to avoid the
additional information in p from compromising the hardness).

Lemma 3.7. For the augmented construction, the nice instances of the generalized correlated subgroup
decision assumption, where additionally each correlated sample t; in nggam or S;ﬁf;am s contained within
the set {(1,2),(3,4),(5,6)}, are implied by the SXDH assumption.

Proof. We consider a nice instance of the generalized correlated subgroup decision assumption param-
eterized by sets Sngh and S;%h containing singletons and tuples of the pairs (1,2), (3,4), (5,6) and
challenge sets 17 and T differing by one pair. We assume without loss of generality that the differing
pair is (3,4), that (1,2) is a common pair to both 77,75, and the challenge terms are in G.

We assume we are given an SXDH challenge of the form (g, h, g%, ¢°, T'), where T = ¢ or is random
in G. We will simulate the specified instance of the generalized correlated subgroup decision assumption.
We first choose a random dual orthonormal bases pair F, F* for IFS. We then implicitly define B, B* as
follows:

glzaﬁ+ﬁv52:aﬁ+ﬁ753:ﬁ,54:ﬁ5
55:.]%786:.]%757:.];%’58:]%
b= fi, b5 =f3, by =f5 —afi, by = fi —af5,

by =[5, bs = fs, bz = f7, bs = fs.

11



We note that (B, B*) are properly distributed, since applying a linear transformation to randomly sam-
pled dual orthonormal bases while preserving orthonormality produces equivalently distributed bases.
We observe that o7, Us, 0%, U§ are known, as are the spans of {¥,...,7} and {77, ..., ¥§}. Thus we can
produce the specified auxiliary information pu.

Since we have h, g, g%, we can produce all generators except hs, hy. Since (3,4) is the differing pair
for the challenges, these generators cannot be required. Since all generators are known on the G side,
any correlated samples in G are easy to produce. To produce correlated samples for tuples containing
(1,2) and (3,4) in H, we simply choose random exponents t', z € F,, and implicitly set ¢t = az +t'. We
can then produce

Bing = WUTER ) R = ot

To produce the challenge terms, we compute

TR (g, TF (g

If (5,6) is also common to T1,Ts, we can use the generators gs, gs to add on properly distributed terms
in these subgroups as well. O

The same proof can also be applied more generally when g is not augmented, resulting in:

Lemma 3.8. For G & BasicGen(1%), all nice instances of the generalized correlated subgroup decision
assumption are implied by SXDH.

Finally, we prove that parameter hiding holds for the augmented construction as well.
Lemma 3.9. Parameter hiding, as in FExample 2.7, holds for the augmented construction.

Proof. This is essentially Lemmas 3 and 4 in [28], and is a consequence of the following observation. We
consider sampling a random pair of dual orthonormal bases F, F* of ]Fg, and let A be an invertible 2 x 2
matrix over IF,,. We consider the 8 x 2 matrix F' whose columns are equal to fz;, and fj; Then F'A is also
an 8 X 2 matrix, and we form a new basis B from F and A by taking these columns in place of fg, f4 To
form the dual basis B*, we similarly multiply the matrix with columns f3 , f4 by the transpose of A71.
It is noted in [28] that the resulting distribution of B, B* is equivalent to choosing this pair randomly,
and in particular, this distribution is independent of the choice of A. Lemma 4 in [28] observes that
if we take x # y and define Z to be the transpose of (1,z) and ¥ to be the transpose of (y,—1), then
choosing random scalars v, A in F,, and a random matrix A over F, yields that the joint distribution
of AA™1Z and yAT{ is negligibly close to the uniform distribution over IE‘I% X IF‘IQ). This is precisely our
parameter hiding requirement, where A represents the ambiguity in our precise choice of the generators
bs, b, Eg, gj, conditioned on the span of {53, 54} and the span of {l_):i,, EZ} being known (in addition to the
other individual b; and b¥ vectors for i ¢ {3,4}). O

Finally, although we do not use any non-nice instances of the generalized correlated subgroup decision
assumption in this work, it is interesting to ask which of the more complex instances can be reduced
to SXDH or other static assumptions. For values of d > 1, the additional structure required to achieve
projecting seems to make directly reducing a large space of assumptions to SXDH difficult. Nonetheless,
we are able to rely only on SXDH for our projecting leakage-resilient BGN variant through the use
of hybrid transitions that incrementally change the rank of the scaling matrix C. We leave it as an
interesting question for future work to further explore the minimal assumptions for supporting a broader
class of subgroups decision variants.

12



4 A Leakage-Resilient BGN Variant

A very elegant use of the projecting property in the composite-order setting is the public key encryption
scheme of Boneh, Goh, and Nissim [10], a scheme that is designed to allow arbitrary additions and one
multiplication of ciphertexts. The basic group operation is used for ciphertext addition, while the
bilinear map is applied during ciphertext multiplication. The secret key is then a projection map
(which equates to a factorization of the group order) that allows the decryptor to strip off the blinding
factors of the underlying ciphertexts, even after their interaction has migrated to the target group.

While these limited homomorphic properties make the BGN scheme appealing, the rigid structure
of keys can be a source of frustration when one attempts to augment its functionality or security
guarantees. Having the secret key reveal a factorization of the group order means that different users
must generate different groups, and it additionally means that the secret key is uniquely determined
(information-theoretically) from the public key. This presents a challenge, for instance, if one wants to
design a variant with provable guarantees of leakage resilience.

Proofs of leakage resilience for public key encryption schemes typically follow a strategy inspired by
the hash proof paradigm of Naor and Segev [38]. This paradigm starts with a scheme that has many
possible secret keys for each public key. A hybrid argument is used, where the first step changes to a
malformed — or invalid — ciphertext, that decrypts to different messages under the different secret keys
associated to a fixed public key. A bound on the total leakage of the secret key is then used to argue
that the adversary cannot tell which of the many possible secret keys the challenger is holding. Thus,
even though the challenger may be holding a secret key that decrypts the challenge ciphertext correctly,
he may as well be a holding a key that decrypts it to a random message. It is then possible to argue
that the scheme remains secure under leakage.

If we wish to apply this kind of proof strategy to a version of the BGN scheme, we first need a way
of allowing many secret keys for each public key. The DPVS framework we described in the previous
section provides a natural answer. In this framework, the projection map is no longer a factorization, but
rather a vector that comes from a suitably high-dimensional space to allow for many possibilities. This
makes it rather easy to imagine a BGN variant that preserves the somewhat-homomorphic properties
of ciphertexts, yet allows for an exponential number of secret keys per public key.

It is already well-known that applying DPVS and similar techniques for designing vector spaces in
the exponent is a useful approach for achieving leakage resilience. For example, Lewko et al. [36] demon-
strated that leakage resilience can be incorporated quite easily into dual system encryption proofs by
combining mechanisms for canceling, parameter hiding, and the fact that the dot product of sufficiently
long vectors over F), has convenient information-theoretic properties (roughly, the dot product modulo p
is a good two-source extractor). The same high level of compatibility exists between our framework and
the pre-existing leakage resilience techniques, thus allowing us to repurpose the same linear algebraic
underpinnings that implement projecting and canceling in our framework to achieve leakage resilience
for a BGN-type scheme.

4.1 The scheme

As in the original BGN scheme, we will assume that the message space is small to allow efficient
decryption. We use our framework from Section 3 with n = d = 4. For the matrix distribution D, we
consider all matrices whose second and third rows form a rank-1 submatrix. The setting we then work
inis G & BilinearGen’(1*, 4,4, D). Rather than use this framework generically, as we do in Section 5, we
re-purpose the matrix C' and basis vectors (U1, U2, U3, Us), (07, U5, U5, U}) € F},ﬁ—deﬁned in Step 4 and
Step 5 of Algorithm 1 respectively — and use them explicitly in our construction and proofs. Below, we
use C; to denote the i-th row of the scaling matrix C' (for i € {1,2,3,4}).

13



e Setup(G): Pick r,r* & F, and define @ := ), 0j, ©* := >, U7, W := rva, and w* := r*v5. Choose ¥

uniformly at random from the set of vectors in IE“% such thatmy_’ -Cy = 0, noting that /- C'5 = 0 then
holds automatically as well. Output pk = (g, g%, g, h% ,h®") and sk = (g’, sk = e(g, h)g'(zi Ci)).
Note that, by construction, 7 - (3;C;) = ¥ - (C1 + C4) and, by Lemma 3.5, E(g%, h%) =
(e(g, h)zj G ey, h)zi Cj"‘).

e Enc(pk,m): We have two types of ciphertexts: Type A and Type B. If we want to be able to
perform homomorphic operations on any pair of ciphertexts, a single ciphertext could include
both types. To form a Type A ciphertext, choose s & F, and compute cty := gMtsT To form a
Type B ciphertext, choose s* & F, and compute ctp := A™% +5"" Qutput ct = (cta,ctp). (Or
just ctg or ctp, depending on the desired homomorphic properties.)

e Eval(pk,cty, cte): We describe two evaluation cases: addition of Type A ciphertexts (the operations

are analogous for Type B ciphertexts), and multiplication of a Type A and Type B ciphertext
(which can then be further added in the target space Br).

First pick a random value ¢ ﬁ Fp. If ct; and cty are Type A, then return ct = cty - cty - g“ﬁ. If cty
is Type A and cty is Type B, then return ct = E(cty, cty) - E(g”, h¥")t.
e Dec(sk,ct): To decrypt a ciphertext (cty, cto, ct3, cty) € GF., compute

4
Yi __ m
H Ctil = SkT .
i=1

Using knowledge of sk, exhaustively search for m (this is possible since we have a small message
space). If ct is Type A, then compute ct’ = E(ct, Enc(pk, 1)) and decrypt ct’ (and analogously for
a Type B ciphertext).

To see that decryption is correct, observe that

[Tett = TLe(g. )™ 20 = (g, )™ v

— (g, h)"™ 25 2 — (g, )" 2 PO
= skT.
To see that evaluation is correct, observe that if ct; encrypts m; and cty encrypts ms then

ct = gmlﬁ+51u7 . gmgﬁ—i-sgtﬁ . gtu'f _ g(m1+m2)ﬁ+(s1+sg+t)1ﬁ
Y
which is a properly distributed Type A encryption of mq + msy. Pairing a Type A ct; and a Type B cty
similarly yields a properly distributed encryption of mims in the target space, just as in BGN.

4.2 Security analysis

The security model we use is leakage against non-adaptive memory attacks, as defined by Akavia et
al. [3, Definition 3]. Briefly, the attacker first declares a leakage function f mapping secret keys to
{0, 1}5 for a suitably small ¢. The attacker then receives pk and f(sk), and proceeds as in a standard
IND-CPA game; i.e., it outputs two messages mg and mq, receives an encryption of my, and wins if
it correctly guesses b. As in the case of the original BGN scheme, it suffices to argue security for
challenge ciphertexts generated in G/H, as security for the ciphertexts generated via the multiplicative
homomorphism follows from the security of ciphertexts in the base groups. While there are several
other interesting models for leakage-resilient PKE security, we choose to work with this one, as it is
clean and simple and thus allows us to give a concise demonstration of the use of our framework.
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Theorem 4.1. If SXDH holds in G and ¢ < log(p — 1) — 2k, the above construction is leakage resilient
with respect to non-adaptive memory attacks.

As in the typical hash proof system paradigm, we first define invalid ciphertexts that have more
blinding randomness than honestly generated ciphertexts. Initially, these are still decrypted consistently
by the set of secret keys corresponding to a fixed public key. After having transitioned to a game with
an invalid challenge ciphertext, however, we gradually adjust the respective distributions of secret keys
and ciphertexts to arrive at a game where, in the adversary’s view, it seems that the secret key decrypts
the ciphertext randomly.

In the course of these game transitions, we use SXDH in multiple ways. First we use it to change
from an honest to an invalid ciphertext by bringing in an additional blinding factor in a new subgroup.
This is just a “nice” instance of subgroup decision. We will also use it to make changes to the rank of
particular submatrices inside the scaling matrix C'. This technique is inspired by the observation in [11]
that DDH implies a rank-1 matrix in the exponent is hard to distinguish from a rank-2 matrix. To
make the crucial switch from a secret key that properly decrypts the challenge ciphertext to a key that
decrypts it incorrectly, we rely on an information-theoretic argument leveraging a form of parameter
hiding, along with the leakage bound. Essentially, the simulator uses the remaining ambiguity in the
underlying parameters (conditioned on the public key) to help it create an invalid challenge ciphertext
after supplying the leakage.

We begin by defining the invalid encryption algorithm that blinds a ¢"™% payload with a random
term ¢°, where § is sampled uniformly from the span of v, U3, instead of just the 1-dimensional span
of ¥, within this. Similarly, it blinds a h™%" payload with a random term h’" where 5* is sampled
uniformly from the span of U5, 73 instead of the 1-dimensional span of ¥j;.

We let Gameg denote the real security game, and Game; denote a game where the invalid encryption
algorithm is used to create the challenge ciphertext. Note that the secret key still properly decrypts an
invalid challenge ciphertext. We argue that the attacker’s advantage can change only negligibly as we
transition from Gameg to Game:

Lemma 4.2. Under the SXDH assumption, no PPT adversary can obtain a non-negligible change in
advantage between Gamey and Game;.

Proof. We show how to accomplish this transition for Type A ciphertexts, relying on the DDH assump-
tion in GG. This is essentially an instance of Lemma 3.8, but we include the proof here for completeness.
The case for Type B ciphertexts is analogous, relying on the DDH assumption in H. If one wants to
produce a joint ciphertext that includes both a Type A and Type B encryption, then one can simply
think of these two separate arguments as forming a hybrid argument for this transition that first changes
the Type A part of the ciphertext and then the Type B part.

Suppose there exists a PPT adversary A whose advantage changes non-negligibly between Gamey
to Game; (with a Type A challenge ciphertext). We create a PPT algorithm B that achieves a non-
negligible advantage against SXDH. B is given group elements g, g% ¢°,7 in G, and it is B’s task to
determine if T = ¢ or is random.

B first samples dual orthonormal bases (Fi,F7),..., (F4,F}) & Dual(]Fg). It then samples matrix

rows C1,C5,Cy ﬁ Ff,, and a random row ég from the span of Cs. It implicitly sets Cy = aé'g. ‘We note
that the resulting C' is properly distributed for Gameg and Game;.
B implicitly sets:

U1 = ci1fullaiafizlleis fisllciafia, 07 = Ll fiall fisl| fias

Ty = eo1(far + afa)||eaz(fon + afaz)l|cas(fas + afss)l|coa(fos + afas), T5 = afs||afasllafss||afas,
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U3 = c31f31]|es2 fa2]|ess fasl|esafza, U3 = f31 — aforllfs2 — afanllfss — afasll faq — afays
Uy = ca1 farl|caz fazllcas fazllcaa faa, Uy = farllfaall fasll foa-
We note that B can compute ¢”', ¢”2, g%, and g™, and hence can compute ¢g%. It can also choose a
random scalar r < [, and compute g"” := g"". We observe that @* = ﬁl—i—ﬁl +ﬁ1"1\| o Hfﬁ—l—fél%—ﬁl

is known to B, so it can also compute h% . It chooses a random 7 & [F, and sets Y = prUall-llf30),
Observe that this results in properly distributed public parameters, which it gives to A.

Since it knows the span of Cy,C5 as well as C; + C4 it can also honestly sample the secret key
and respond to A’s leakage query. B also has the ability to produce either valid or invalid Type
B ciphertexts (even though it cannot produce h% by itself, it can sample random combinations of
U3, U5 in the exponent, which are identically distributed to random combinations of ( Fall- - 11fz,) and
(Fll - 175

To create the challenge ciphertext of Type A, B computes:

gmbﬁT(Cmf:nH---H024f34) (gb)621f21||---||024ﬁ4'

If T = ¢, this is equal to ¢g™%*+*%2 which is a Type A ciphertext that is properly distributed for Gamey.
If T is random, this is distributed as ¢™%+® where § is a random linear combination of @ and . To
see this, recall that Cj is the span of Cy. Hence, if T = ¢?, B has properly simulated Gamey, and if T is
random, then B has properly simulated Game; (with a Type A challenge ciphertext). So B can leverage
A’s difference in advantage between these games to achieve a non-negligible advantage in solving DDH

in G. O

We now define Games. In this game, the scaling matrix C' is chosen to be a uniformly random 4 x 4
matrix over F,, (note that it has full rank with high probability). The ciphertext is still produced as
an invalid encryption, and the secret key % is sampled so that §- Co = 0 = - C3. (There is now a
2-dimensional space of such ¥.)

To transition between Game; and Games, we use the fact that DDH in G implies the hardness of
distinguishing a random rank one from a random rank two matrix in the exponent. This was previously
observed in [11].

Lemma 4.3. Under DDH in G, no PPT adversary can attain a non-negligible difference in advantage
between Game; and Games.

Proof. We suppose there is a PPT adversary A that exhibits a non-negligible difference in advantage
between Game; and Games, and create a PPT algorithm B that breaks DDH in G with a non-negligible
advantage. B receives g, g% g%, h, T = g*. Tts task is to guess if t = ab or is random.

B chooses a random 2 x 4 matrix M over [F,, (note with high probability this has rank 2). It implicitly
sets (', C3 equal to the rows of:

1 a mi1 Mz miz Mg\ [ M1 +amar miz2+ame2 M3z +ame3 Mg+ amoy
b t) \mo1 moa maz mo bmiy +tmar bmig +tmaoa  bmiz 4 tmaoz  bmig + amay

B can form ¢, g for each i using its knowledge of M and g, g%, g°, ¢*. If t = ab, this is distributed
as a random rank-1 matrix. If ¢ is random, this is distributed as a random rank-2 matrix. We further
note that B can sample a vector 4 uniformly from the orthogonal space of the rows of M, which remain
orthogonal to the implicitly determined rows Cy, C'5. We claim that 7 is distributed as a random vector
orthogonal to Cy, (3 for either case of t. In the case that ¢ is random, this is clear because the span
of Cy,C3 is equal to the span of the rows of M. In the case that ¢ = ab, note that My, the second
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row of M, is random conditioned on M; + aMs, so choosing ¢ such that it is also orthogonal to the
freshly random vector Ms does not change its distribution as a uniformly random vector orthogonal to
My + alMs.

B samples dual orthonormal bases (B, B}),. .., (B4, B}) & Dual (F3). It samples the first and fourth
rows C7 and Cy of C' randomly from IF;‘,. B defines:

1 = ciibii||ciabiacisbis||ciabia, T = bl1||01[075]074,

Vo = 621621||C22522||623523||C245241 Vg = g§1|‘g§2|’g§3||g§4a
T3 = c31031||c32b32[c33b33][caabsa, T = by ||Bho| Dag B3
Ty = carbar||cazbaz||casbaz||casbaa, T = by ||iol 5] |-

B can produce all of ¢™,...,¢" and h"I,...,h%. It can then form g¢% g%, k% ,h"" appropriately
and give A the public parameters.

B sets § := 7 for the secret key. It can then compute e(g,h) It then responds to A’s
declared leakage function f by computing f(7,e(g, h)“*+t¢4¥) and returning the result to A. Again
using knowledge of ¢”', ..., ¢" and h'1,...,h%, B can produce a properly distributed ciphertext.

If t = ab, then B has properly simulated Game;. If ¢ is random, then B has properly simulated Games,.
Hence B can leverage A’s non-negligible difference in advantage to achieve non-negligible advantage
against DDH in G. O

C1+Ca-y

We next define Games. This is the same as Games, except that the secret key ¢ is sample from the
larger space of vectors such that - Cy = 0 (note that i - C3 will no longer be zero). The element of
G then included along with 7 in the secret key will still be e(g, h)7(C1+C2+C3+C1) " though 47 - C3 now
makes a non-zero contribution to this. It is crucial to observe that in Games, the secret key no longer
properly decrypts the challenge ciphertext, but it continues to properly decrypt normal ciphertexts
(such as those the adversary can make for itself using the public parameters). We transition between
Gamey and Games by using the following information-theoretic tool, commonly invoked in arguments
for leakage resilience (see [15, 36], for instance).

Lemma 4.4. Let m € Z, m > 3, and let p be a prime. Let ¥, T be chosen independently and uniformly
at random from F", and let 7 € F}' be chosen uniformly at random from the set of vectors orthogonal
to 7y (w.r.t the dot product modulo p). Let ' : F)' — W be some function. Then:

-
/

dist (7. F (7)), (7, F(7))) < e,

as long as

1
W] <4 (1 - ) P2l
p

Lemma 4.5. No adversary can attain at most a negl(\) difference in advantage between Games and
Games as long as ¢ <log(p — 1) — 2.

Proof. We suppose there is an adversary A whose advantage changes noticeably between Games and
Games. We use this to create a function F and a distinguisher B that violate Lemma 4.4 for m = 3.

B first picks dual orthonormal bases (F1,F7),..., (Fyq,F}) & Dual(F,) and a row Cs & F3. Tt also

picks a random vector C' = (C1,...,¢4) to be equal to C7 + Cy + C3 + C4. (Observe that it is not
necessary to commit individually to the rows of C' in order to fix the public parameters.) It chooses
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random values «j, Oéfj € F, for i,j € [4] up to the constraints that as; = 1 and 0433' = cy; for each j,
and Oéz'ja;kj = ¢; for each j. It sets:

Uy := fo1l|fazl| f23] foa,

Uy 1= 21 for||eaz foallcas fa3]|coa fou,
U= oq1fi1 +agifor + -+ aarfall - f|lonafia o 4 s faa,
U= ol fii oo foa + ot anfall - lledafis o+ adafay
This allows it to produce public parameters, which it gives to A. )

Next, A declares a leakage function f to be applied to 7 and e(g, h)©"Y. B fixes a 4 x 3 matrix M
over I, such that M is a bijection from 3-dimensional vectors over IF,, into the orthogonal space of Cs
inside IF;‘, and also that MT M is equal to the 3 x 3 identity matrix over F,. It implicitly sets ¥ = M7
and defines F such that F(7) = f(#,e(g, h)¢"Y). It then receives 7, F(7) and forwards F(7) to A as the
response to the leakage query.

B now chooses a random scalar ¢ <- F, and sets C3 = M~ +tCs. Note that with high probability, C
is not self-orthogonal, and hence not in the image of M, and this will then be properly distributed as a
random vector. The task for B is now to find settings for 01, U3, U, U7, U3, Uy that are consistent with the
values of C, C3, 4, u*, v, U5. This is an instance of parameter-hiding: essentially B will take advantage
of the fact that the values it previously committed to did not in fact determine C'5. We show how it is
able to leverage the remaining degrees of freedom in the parameter settings to now accommodate this
freshly chosen value of Cj.

We consider the first four coordinates of the #; and @} first (and then we consider the next block of

four coordinates, etc.). Our goal is to define suitable values of ¢11,¢41 and suitable matrices A, A* of
the form

a1 0 a3 aus aj; 0 ajs ajy
) 0 1 0 0 . 0 c1 O 0

asi azs as4 asy gz  Q3q

aql 0 a43 QA44 aZl 0 azg az4

such that

— —k

P s r * ok *  pk * ok
1= a1 fu +a3fa +aafa, U = cii(al fi +aisfsy +ajyfi),
_ 7 s r — *  pk *  pk * Ik
U3 = az1fi1 + azsfs1 +asafa, U3 = cai(asy fiy +aszfa + a3 fi),
. r g g —nk P * Ik * ok
Uy = aq1f11 + as3f31 + aaafar, Uy = car(ayy fiy + aizf3r + aiyfay)
is a valid setting. For this, we need A* = (A~1)7, and we need
* * * *
@11 = a11 + a31 + a41, Qqp = C11077 + C31037 + C410y1,
* * * *
031 = @13 + a33 + a43, (37 = C11013 + €31033 + C410y43,
* * * *
Q41 = @14 +a34 + aqq, Oy = C11074 + C31A34 + C410y4-

To see how to solve this system of equations, we first define the matrix

B =

— O
- o O
_ o O
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We then observe that a matrix A will satisfy the linear restrictions above imposed by aj1, @31, a4

whenever A is of the form
r t U

A=B"1.| s v w |,
o11 031 4]

where r,t,u, s, v, w are free variables. We can then express the other constraints as:
Afl T * * *
(c11 e31 ean)(A7)" = (aq; azy o),

which we may rewrite as

T S
(criesrcar)B=(aj; a3 ay) [t v asn
U W oyl

It is easy to see that by choosing r,t,u, s, v, w appropriately, we can make the right-hand side of this
expression equal to any vector in IE‘;’, whose final coordinate is o107 + as1a3; + as1aj;. Thus, for any
choice of ¢11 and ¢471 such that ¢11 + ¢31 + ¢41 equal this value, we can solve for r, s, ¢, u, v, w, and hence
for the first four coordinates of the vectors vy, v, U4, U7, U3, 0.

B can similarly solve for suitable values for the remaining 12 coordinates of these vectors by consid-
ering each 4-coordinate block in a similar fashion. Note that applying different matrices A and (A~H)T
as a change of basis for each (IF;,F}) still results in a proper distribution of random dual orthonormal
bases in each block of 4 coordinates. Once B has determined properly distributed values of ¥, U3, Uy,
UT, Us, Uy, it can easily form a properly distributed challenge ciphertext.

We observe that when 7"’,5 are orthogonal, § and C5 are also orthogonal (and ¥ is distributed
randomly up to the constraint that it is orthogonal to Cy and C3). In this case, B properly simulates
Gamesy. However, when 7, § are uniformly random, then ¢ is distributed randomly up to the constraint
that it is orthogonal to C2, and hence B properly simulates Games. Lemma 4.4 thus implies Lemma 4.5.

O

We next define Game4, which is the same as Games except that C is sampled so that C7,Cs are
random, and C5, Cy are sampled randomly from the span of Cf.

Lemma 4.6. Under DDH in GG, no PPT adversary can attain a non-negligible difference in advantage
between Games and Gamey.

Proof. We accomplish this transition in two phases, first moving to a Gamess where C1,Csy, Cy are
random, and Cj3 is sampled from the span of ;. We start by supposing there is a PPT adversary A
that exhibits a non-negligible difference in advantage between Games and Games s, and create a PPT
algorithm B that breaks DDH in G with a non-negligible advantage. B receives g, g%, g%, h, T = g*. Its
task is to guess if t = ab or random.

As in the proof of Lemma 4.3, B chooses a random matrix M and implicitly sets C, Cs equal to the

rows of
I a mip M1z M1z Mg
b t Mol Moz Moz Moy |
B samples dual orthonormal bases (B, B7),..., (B4, B}) & Dual (Fﬁ). It samples Co, Cy & IF‘;;.
B defines:

1 = ciibit||ciabiacisbis||cabia, T = bl1||03[075]1074,

Ty = ca1bo1||canbon|[casbas||cosbos, T3 = by ||b5y||Das (D3,
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U3 = c31b31||c32b32||c33b3s||c34b3a, Tz = b3y ||b3y|[b33]|034,

Uy = c41b41||caoban||cazbaz||casbas, U = biy||bia||bis||bly-
BB can produce all of g™, ..., g™ and A", ..., h¥ using g, h, g%, ¢°, ¢*. It can then produce g%, g%, h% , h%"
appropriately and give A the public parameters.

To form the secret key, B samples a random vector g such that i - Co = 0. We note that it can
compute e(g, h)(C1TC3+C) T because it can compute each e(g, h) and e(g, h) and it knows ¢. This
allows B to respond to the leakage query made by A.

Using knowledge of ¢”',...,¢% and h%,... k%, B can produce a properly distributed ciphertext.
Now, if ¢ = ab, B has properly simulated Games. If ¢ is random, B has properly simulated Gamess.
Hence it can leverage A’ difference in advantage to break DDH. We can similarly rule out a PPT
adversary that distinguishes between Games s and Gamey. O

Finally, we define Games, which is the same as Gamey except that the (invalid Type A) ciphertext is
distributed as ¢7 for a completely random Z in the span of @1, ..., ¥, independent of the message to be
encrypted. (Similarly for a Type B ciphertext it would be A%~ for a random Z* in the span of 7}, ..., 7.

Lemma 4.7. Under the SXDH assumption, no PPT adversary can obtain a mon-negligible change in
advantage between Gamey and Games.

Proof. As in the proof of Lemma 4.2, we show how to accomplish this transition for Type A ciphertexts
relying on the DDH assumption in G. This is again essentially an instance of Lemma 3.8, but we
include the proof here for completeness. The case for Type B ciphertexts is analogous, relying on the
DDH assumption in H. We also break this transition for a Type A challenge ciphertext into two stages,
first moving to a Gamey 5 where only the coefficients of ¥, U, U3 in the exponent vector of the challenge
ciphertext are randomized. (In Games, the coefficient of ¥4 is additionally randomized.)

Suppose there exists a PPT adversary A whose advantage changes non-negligibly between Gamey
to Gamey 5 (with a Type A challenge ciphertext). We create a PPT algorithm B that achieves a non-
negligible advantage against SXDH. B is given group elements g¢,¢%, ¢°, 7 in G, and it is B’s task to
determine if T = ¢g* or is random.

B first samples dual orthonormal bases (F1,F}),..., (Fy,F}) & Dual (F3). It sample random matrix

rows C1,C5,Cy ﬁ IF';L,. It samples Cj randomly from the span of Cy. It implicitly sets C3 = aCs. We
note that the resulting C is properly distributed for Gamey and Games.
B implicitly sets:

U1 = cufullezfizlles fislleiafia, 01 = fiy — afaillfia — afsallfis — afssll fia — afsy,
Uy = co1fa1l|coz fazllcas fazl[caafoa, U5 = forllfaall f33l] fous
U3 = C31(f31 + afir)l|Cs2(fa2 + afi2)||é33(f33 + afis)|[Caa(f3a + afra), V3 = afsi|lafssllafssllafsy,
Uy = ca1farl|caz faz||cas fasl|caa faa, U5 = fa1ll faall a5l faa-

We note that B can compute g%, ¢%2, g%, and ¢", and hence can compute g%. It can also choose a
random scalar r < F, and compute g% := ¢g""2. We observe that 7* = oA+l N+ fo+ o
is known to B, so it can also compute % . It chooses a random r* & F, and sets R = B2, This
results in properly distributed public parameters, which it gives to .A.

Since it knows Cs, B can sample a 4 randomly such that Cy - = 0. It also must compute
e(g, h)7(©1+Cs+C) Tt knows Oy, Cy, so it easily can produce e(g, h)7(€1+C41) It can then produce

e(g, h)7Cs as e(g?, h)ﬁé3 and multiply this in. This allows it to form a properly distributed secret key
and respond to A’s leakage query.

20



We note that B also has the ability to produce invalid Type B ciphertexts, as it can sample random
combinations of ¥5,v5 in the exponent, which are identically distributed to random combinations of

(fall - 11/%24) and (f5,]]...||f%,)). Furthermore, it can produce Type B ciphertexts as they would
be distributed in Games, as random linear combinations of ¥7,..., 7} are identically distributed to
random linear combinations of (f{i||...||f14), -+, (fi1ll---l|f41). (This would be needed to do a hybrid

argument for a joint ciphertext that has both Type A and Type B parts.)
To create the challenge ciphertext of Type A, B chooses a random ¢ & [, and computes:

gmbﬁgt172T(631f11|\~.-|\C34f14) (gb)c3lf31H.-~H034ﬁ4.

If T = ¢, this is equal to ¢g™¥Ht%2+0  which is a Type A ciphertext that is properly distributed for
Gamey. If T is random, this is distributed as ¢"*%*+® where § is a random linear combination of U1, Vs,
and ¥3. To see this, recall that C; is the span of C3. Hence, if T' = ¢®°, B has properly simulated Gamey,
and if T" is random, then B has properly simulated Game, 5 (with a Type A challenge ciphertext). So B
can leverage A’s difference in advantage between these games to achieve a non-negligible advantage in
solving DDH in G.

The transition from Gamey s to Games with a Type A ciphertext is analogous, just with the roles of

Cy and Cjy reversed (note that both are in the span of C3). O

This completes the proof of leakage resilience for our scheme.

5 An IBE with IND-CCA1 Security

The second application we provide is an IND-CCA 1-secure identity-based encryption scheme. Although
IND-CCAZ2-secure IBE schemes have already been constructed, we believe our techniques are more
generally useful beyond this single application.

At its heart, our construction can be thought of as a variant on the Boneh-Boyen scheme, which
is IND-CPA secure (and is clearly not IND-CCA2 secure, as it has re-randomizable ciphertexts). By
adding in various components in different subgroups, we first show (using canceling, parameter hiding,
and subgroup decision variants) that our construction satisfies a weak notion of IND-CCA1 security,
in which the adversary does not even get to see the public parameters. While such a notion might
not seem to be very useful on its own, we next show that, by folding in weak projecting for additional
subgroups, we are able to boost up to full IND-CCA1 security. This is a new application of projecting
that requires only a mild expansion of the structure of the original scheme and fits in nicely with the
evolution of dual system encryption techniques.

The high-level idea of the construction and proof is as follows. We start with the core Boneh-Boyen
construction and embed it into groups with several canceling subgroups; we then add decryption checks
to confirm that the ciphertext conforms to the appropriate structure in certain subgroups. Now, we
observe that if an adversary is not given the public parameters, it can attempt to produce well-formed
decryption queries only using the information it gains from key requests. We can apply a dual-system
encryption approach to add random components to these keys in a subgroup that we also add to the
ciphertext. Now, since everything in this “semi-functional” subgroup is randomized, the adversary
cannot learn the appropriate structure that is being tested for by the decryption oracle. Hence, the
only successful decryption queries it can produce must avoid this semi-functional space; we can use an
adversary who produces such a query while receiving elements with random semi-functional components,
however, to break a variant of subgroup decision. In this weak security game where no public parameters
are given out, we can therefore prove IND-CCA1 security. Our notion of the weak game here is inspired
by the new interpretation of dual system encryption techniques developed by Lewko and Waters [33].
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To reduce full IND-CCAT1 security to this weak version, we enlarge the space of our weakly secure
scheme by adding two more subgroups so that we can project separately onto the components of the
embedded scheme and the additional space; our construction then places meaningful components only
in this additional space. To prove security, we first expand into the embedded space using a variant of
subgroup decision. We now have a “shadow” copy of the scheme, attached to both keys and ciphertexts,
that is not reflected in the public parameters, and we can project separately onto the real copy and
onto this shadow copy. Thus, we can reduce full security to the weak security of the shadow scheme
by having the reduction create the components in the real space itself and use projection to interpolate
between an adversary on the full game and a challenger for the weak game.

5.1 An IBE with weak IND-CCA1 security

We first define a weak version of IND-CCAT1 security for IBE, in which the adversary does not get to
see the full public parameters, but only the bilinear group:

Definition 5.1. For a bilinear group generator BilinearGen, an IBE (Setup, KeyExt, Enc, Dec), an ad-
versary A, and a bit b, let p;f‘(k‘) be the probability of the event that b’ = 0 in the following game:

o Step 1. G & BilinearGen(1%,n); (params, msk) & Setup(G).

° Step 2. (state,mo,ml,z’d*) i ADeC(pamms,msk,~;),KeyExt(pamms,msk,~)(g)'

o Step 3. If |mo| # |mi| or A queried its KeyExt oracle on id*, output L. Otherwise, output
ot & Enc(params, id*, my).

o Step 4. b il AKeyBxt(params,msk,) (state ct*).

We say that the IBE satisfies weak IND-CCA1 security if for all PPT algorithms A there exists a
negligible function v(-) such that |pgt(k) — pt(k)| < v(k).

For our bilinear group, we require six subgroups on each side of the pairing; this means we run G =
(N, G, H,Gr,e,{gi}i, {hi}i, 11) < BilinearGen'(1%,6), where G := &6_,G; = (g:), H = &% H; = (h;),
e: G x H — Gr, u allows one to check membership in both G and H, and N is the maximum order
of any element in these groups. We require that the message space is the cyclic subgroup generated
by e(g1,h1) in Gp. Our construction relies generically on the structure of the group and thus can be
instantiated, as we see below, in either composite-order groups, using N as a product of distinct primes,
or prime-order groups, using N as a prime. In addition to the regular canceling (and parameter hiding)
requirements, we also require that specific generators g; € G; and h; € H; for all i, 1 <1 < 4, are chosen
such that

e(g192, hih2) = e(g3ga, haha) = 1. (2)

Although this might seem like an additional requirement, as we see below and in Section 6, this property
can be trivially constructed in prime-order and composite-order settings that satisfy the regular notion
of canceling. This same sort of reorganization could also be applied to the original Boneh-Boyen
construction by conceptualizing keys and ciphertexts as single elements in G x G instead of as pairs of
elements in GG, and more generally we consider the distinction between single group elements in a larger
group and tuples of elements in a smaller group a matter of taste. (Of course, thinking of G x G as
a single group results in certain cases of subgroup decision problems being easy, such as distinguishing
G x 1g from G x G, but these cases will not come up.) Armed with such a bilinear group, we begin by
presenting our IBE construction.

e Setup(G): Parse G = (N, G, H,Gr,e,{gi}}_1, {hi}¢_,, n) and pick « & Z/NZ. Output params :=
((N7 Ga Hv GT7 €, M)’ 91,92, A= e(gla hl)a) and msk := (h(lxﬂ {h’t}zﬁzl)
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o KeyExt(params, msk,id): Pick t,t',~v,~', 5,5 & Z/NZ and compute skiq1 := h‘f‘hﬁidhéhghg and
skigo 1= hﬁ’idhg’hg'h§’ Output sk;q := (skid 1, skiq2)-

e Enc(params,id, M): Pick s & Z/NZ and compute ct; := M - A® and cty := g¢f - ggid. Output
ct := (cty, cta).

o Dec(params, skiq,ct): Check that cty € G and that e(cty, skig2) = 1; output L if either of these
does not pass. Otherwise, output M := ct; - e(cta, skig1) '

We note that msk can be used to decrypt directly; i.e., rather than form sk;; and decrypt in the
usual way, we can instead compute M = ct - e(cta, h§) L.

Lemma 5.2. If canceling and Equation 2 hold in G, then the above construction describes a correct
identity-based encryption scheme.

Proof. To see that, for all identities ¢d and messages M, sk;q & KeyExt(params, msk, id) correctly
decrypts a ciphertext ct ﬁ Enc(params, id, M), we first observe that the decryption check will pass, as

elcta, W Wy hY he ) = (g} - g5, hitha)" = e(gi, W) - (g™, ha)!" = (e(g1, h)elga, ha))* ™ =1,

where the first equality follows from canceling and the last equality follows from Equation 2. Addition-
ally, decryption succeeds in recovering the message, as

cty - e (cty, skig1) ' = M- A® - e(gigs hs - hbd . ph . hY - hE)

=M -e(gr, ) - e(g, h - BT 7 - e(g5™, hh) ™!
- M- 6(91, hl)as . 6(91, hl)—ocs . 6(91, hl)—stid . 6(92, hZ)—stid
- M 6(91, hl)iStide(QQ, hQ)*Stid
=M- (e(glv hl)e(ng h2))_8tid
= M,
where the second equality again follows from canceling and the last from Equation 2. O

Theorem 5.3. If canceling, parameter hiding, Equation 2, and generalized correlated subgroup decision
hold in G, then the above construction describes a weakly IND-CCA1-secure identity-based encryption
scheme.

To actualize these abstract requirements, for completeness we consider in Section 6 how they are
satisfied in a composite-order bilinear group. In the prime-order setting, we already gave our augmented
BasicGen construction in Section 3 (which we recall uses n = 8, d = 1, a scaling matrix C with all 1
entries, and auxiliary information g that allows for a membership test in the first six subgroups),
and proved that it satisfied canceling and parameter hiding, and that all nice instances of generalized
correlated subgroup decision hold if SXDH holds. Our construction also uses g; = g% and h; = h™% |
so the definition of dual orthonormal bases ensures that Equation 2 holds as well. As all the instances
we use in our proof are nice, we have the following corollary:

Corollary 5.4. If SXDH holds in G & BasicGen(1%) and G uses augmented information p, where
BasicGen and augmented p are as specified in Section 3, then the instantiation of the above construction
in G is a weakly IND-CCA1-secure identity-based encryption scheme with identity space F,, and message
space Gr.

To prove Theorem 5.3, we proceed through a series of game transitions as follows; formal descriptions
of the games and proofs of their indistinguishability can be found in Appendix A.
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e Gamey. The honest weak IND-CCA1 game.

e Game;. Switch to adding in a “duplicate” component in G3 @ G4 to the challenge ciphertext ct3;
i.e., the value g§/ gilid. This is indistinguishable from Gameg by subgroup decision.

e Gamey. Switch the G3 ® G4 component in ct; to be uniformly random. This is identical to Game;
by parameter hiding.

e Games. Switch the keys returned by KeyExt to have random components in Hz @® Hj4 on sk;q1 and
on sk, 2; i.e., values hg’ hy" (different values of s, s for skiq1 and sk;q ). This is indistinguishable
from Gamesy using a hybrid argument relying on subgroup decision and parameter hiding.

e Gamey. Switch from performing the decryption check with a term of the form hﬁlidhghg/hg/ to
using a term of the form ht/’dht/ ht”’dhtﬁ h7/ hg/. This is indistinguishable from Games by subgroup
decision.

e Games. Switch the Dec oracle to return L on every query in which cty # 1, and 1 if cty = 1. This
is indistinguishable from Game4 by subgroup decision and parameter hiding.

e Gameg. Switch to encrypting a random message in the challenge ciphertext. This is indistinguish-
able from Games by subgroup decision; furthermore, as there is now no information about the bit
b, any adversary playing this game has advantage exactly zero.

5.2 Boosting to full IND-CCA1 security

With a weak IND-CCA1l-secure IBE in place, we now consider how to augment it to achieve full IND-
CCAL1 security. Briefly, we do this by adding extra subgroups: to start, we assume we have a bilinear
group G : = (N, G,H,Gr,é, D) & BilinearGen(1%,8); i.e., a group such that G = @§:1C~;z‘ = (9i),
H = @Z_IH (hi>, and¢: G x H — G’T, and [ allows one to efficiently test membership in G and
H. Once again, these subgroups should all be canceling, and satisfy

€(G1G2, hah) = &(§3Ga, haha) = €(Grgs, hrhg) = 1. (3)

for a particular choice of generators ﬁ,,ﬁi. Additionally, the group generation process should also
produce a trapdoor 7 that allows for the efficient computation of projection maps m¢ and 7y such that
Ta GoGid...® G6 and 7 : HoHi&...® H6, i.e., these map into subgroups analogous to the
ones that we used in our construction of a Weak IND- CCAl -secure IBE.

Finally, if we consider explicitly the group G = (N, ®%_,G;, ®¢ _1Hi,Gr,e ,u) from our weakly secure
construction, then it should be the case that from G one can create G := (NN, G,H,Gr,é , ft) such that
G; = C:’z and H; = f[z for all ¢, 1 < ¢ <6, and 7 can be derived from knowledge of u. The message space
and the space of possible identities are the same for the full scheme and the embedded weak scheme.

In our reduction to the weak IND-CCA1 security, we crucially rely on these projection maps, as
well as one other property: if the groups G and H are generated from scratch, then generators for
every subgroup will be known. If the groups are instead generated from the group description for the
weak scheme, however, then not all such generators are known; we require that knowledge of suitable
generators gv, gs, h7, and hg be incorporated in 7, but the rest of the generators may be unknown.

We now give our construction in this framework:

o Setup(G) Parse G = (N, G, H, GT,e i, {38, {hi}o 1) and pick a & Z/NZ. Output params :
(N,G,H,Gr,é¢, @), 7,98, A = &(Gr, h)® ) and msk := (h$ {h} 1)

o KeyExt(params, msk,id): Pick t,t',~,~', 0,0’ il Z/NZ and compute sk;q 1 := ﬁ‘% '7Lt7id : ﬁg Eg -Eg
and skiq o := 71’57%‘1 . ﬁg Eg/ -}ngl. Output skig := (skia 1, skia2)-

e Enc(params,id, M): Pick s & Z/NZ and compute ct; := M - A% cty := g5 - g5*. Output
ct := (cty, cto).

24



e Dec(params, sk;q,ct): First check that cty € G and that é(cta, skig2) = 1; output L if equality
does not hold. Otherwise, output M := cty - é(ctz, skig1) '

We note that decryption can again be simplified using msk; in this case, we compute M = ct; -
é(cta, hg)~ L.

Lemma 5.5. If canceling and Equation 3 hold in @, then the above construction describes a correct
identity-based encryption scheme.

Proof. To see that, for all identities ¢d and messages M, sk;q & KeyExt(params, msk, id) correctly

decrypts ct & Enc(params, id, M), we first observe that the decryption check will pass, as e(cts, Eg/i;g/) =
1 by canceling, and

elcta, Wy 'R ) = @(gs - g3, 1 hE) = (&(gr, hr)e(Gs, )™ = 1.

by canceling and Equation 3.
To additionally see that decryption will succeed in recovering the message, we have

cty - e(cty, skig1) " = M- A° - (€5 - g3, hg - Wb hb - hY - RE)T!
= M - &(Gr, hr)** - €G3, b - hY) - &g )
= M - e(Gr, 7)™ - e(Gr, hr) ™" - e(Gr, hy) "1 - e(Gs, hg)
= M - (e(gr, hr)e(gs, hs)) "

where the second equality again follows from canceling and the last from Equation 3. O

Theorem 5.6. If weak projecting, canceling, parameter hiding, Equation 3, and generalized correlated
subgroup decision hold in G, then the above construction is a IND-CCA 1-secure identity-based encryption
scheme.

As we did for our weak IBE construction, we consider how to actualize these abstract requirements in
both the composite-order and prime-order settings; for completeness, our composite-order construction
and proofs that it satisfies these requirements can be found in Section 6. For the prime-order setting, we
can now use our BasicGen construction from Section 3; here, as G = G3, we can use our non-augmented
construction, as testing membership in G reduces to testing membership in G. We have already proved
this setting satisfies weak projecting, canceling, and parameter hiding, and that the nice instances of
generalized correlated subgroup decision hold if SXDH holds. As with our weak IBE, Equation 3 holds
trivially by the definition of dual orthonormal bases.

We must also consider how to embed G into G as described above; this is also quite simple, however,
as we can simply use G; = G;. The augmented auxiliary information p for the weak scheme furthermore
enables computation of the projection maps g and 7, as knowledge of the spans of {71,...,7s} and
{7}, ...,7¢} allows one to compute a linear transformation that projects from Ff; onto these spans, which
can then be applied in the exponent to map onto G1 ® ... ® Gg and H1 @ ... S Hg.

As all of the instances of generalized correlated subgroup decision that we use in our proof of
Theorem 5.6 are nice, we obtain the following corollary:

Corollary 5.7. If SXDH holds in @, where G is constructed from G & BasicGen(1¥) as described above,
then the instantiation of the above construction in G is an IND-CCA 1-secure identity-based encryption
scheme with identity space F), and message space Gr.
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To prove Theorem 5.6, we proceed through the following series of game transitions:

e Gamey. The honest IND-CCA1 game.

e Game;. Switch the secret keys returned by KeyExt to have additional “duplicate” elements in
H, & H, attached; i.e., elements of the form Efﬁﬁlidﬁg on skig1 and Eﬁ”idﬁg” on sk;q2. Switch Dec
to use hh< in place of just 12, and use a term of the form ht"“hs htidRtRY hE for the decryption
check. This is indistinguishable from Gamey by subgroup decision.

e Gamey. Switch the challenge ciphertext to add “duplicate” terms 5@1,711)55/ to ct} and g5 g3
to ctj. This is indistinguishable from Game; by subgroup decision.

Finally, we show that if an adversary can win Games then, using weak projection, it can be used
to construct an adversary that breaks the weak IND-CCA1 security of the underlying scheme (i.e., the
scheme constructed in the previous section). We therefore reduce the full IND-CCAL1 security of this
scheme to the weak IND-CCA1 security of the embedded scheme.

Following this outline, we begin by adding in extra components to secret keys, and changing de-
cryption accordingly.

Gamey, | Gamey

1 (N,G, H,Gr,é {35, {hi}3,) & BilinearGen(1*,8); G « (N, G, H,Gr,?)
a & Z/NT, |0, B E ZINT]; A &(Gr, he)®, msk < hS, | msk < hPhg
params < (@,§I,§Q,E1,EQ, A)

(state, My, My, id”*) & AKeyExt.Dec ()

b & (0,1}

s & TINT; ctf « My - A3, cth « g - g3id”

y & AReYEX (state, (ctf, ct))

N O Ot e W N

Procedure KeyExt(id)

tt,7,7,6,6 & ZINL, [t,¥ ¢, ",7,6,7',8' & Z/NZ
return sk, := E? . E@ld . Eg . E’g Ry, sk, = ﬁgid : Eg : }ng/ . Eg/

. RBTVdTY  TaFtid Tt . 7Y .70  ptdT Tid T Y T

Procedure Dec(id, (cty, cta))

10 t,7,6 & Z/NZ, |t,t,~,5 & Z/NZ
11 if &(cty, RECRERIRG) # 1 return L | if &(cty, hY “RE RECREATAS) # 1 return L
12 return cty - &(cte, msk) ™!

Lemma 5.8. If the generalized correlated subgroup decision assumption holds, then Gameq is computa-
tionally indistinguishable from Gamey.

Proof. We assume there exists an adversary A that can distinguish between Gamey and Game; with
some non-negligible advantage and use it to construct an adversary B that solves an instance of the
generalized correlated subgroup decision problem with related non-negligible advantage. We invoke
the instance of the assumption parameterized by sets Sggh = {{7,8}, 0}, Sz%h = {{3,4,5,6,7,8},0},
T, ={(7,8)}, and T, = {(1,2), (7,8)}, with challenge terms in H.
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B receives as input G= (N, G,H,Gr, €) and elements
(§7, §8a E?ﬂ ceey EBa T7 T,)a

where either (7,7") = (h%,hy) or (T, T") = (hh7, hih3) for v,z il Z/NZ. B implicitly sets a = v and
gives params := (G, g7, gs,€(g7,T)) to A.
On KeyExt queries for an identity id, B picks random t,t,6,¢",0,0',1,7 & Z/NZ and returns

Note that if (T,T") = (h%, hY), this is distributed as in Gameg. If instead (T,T") = (h2h?, h§h3), then
this is distributed as in Game;, with 3 := z.

On Dec queries for (id, (cty,ctz)), B picks random values t',d', o',/ & Z/NZ and checks that
&(cty, T (T RE“RE RS RS ) = 1 and outputs L if this check fails. Otherwise, it returns

M :=ct; - g(Ctg, T?L%d}vlg)_l.

Note that if T" = E?, this will produce the same responses as the decryption oracle in Gamey, and if
T = h¥hj, this will produce the same responses as the decryption oracle in Game;.

Since B knows the public parameters, it can simply use the regular encryption algorithm to produce
the challenge ciphertext. It can therefore leverage A’s non-negligible advantage in distinguishing between
Gamey and Game; to achieve a non-negligible advantage against this instance of the correlated subgroup
decision problem. O

Next, in Gamey, we add in duplicate components to the challenge ciphertext as well. This means
changing Game; as follows:

Gameq, | Gamey

6 s Z/NZ, | s, 8 & LINT| et « My - A, | ctt « My - A% - &(g1, )P |

~sid* ~sid* | ~s'  ~s'id*

cty < g7 -g3'* ,|cts < g7 - gs 91 " 92

Lemma 5.9. If the generalized correlated subgroup decision assumption holds, then Gamey is computa-
tionally indistinguishable from Games.

Proof. We assume there exists an adversary A that can distinguish between Game; and Games with some
non-negligible advantage and use it to construct an adversary B that solves an instance of the generalized
correlated subgroup decision problem with related non-negligible advantage. We invoke the instance
of the assumption parameterized by sets Ségh = {{7,8},0}, Sz%h = {{3,4,5,6,7,8,{((1,2),(7,8))}},
Ty = {(7,8)}, and T» = {(1,2), (7,8)}, with challenge terms in G.

To start, B receives as input G = (N, G,H,Gr, €) and elements

(7,085 h3, - - - s hg, hag := Wik, hog := h3h%, T, T'),

where either (T,7") = (¢8,93) or (T, T") = (¢33}, 959%) for z,t,s,w & Z/NZ. B then picks a random

o & Z/NZ and implicitly sets a := ta’ and 8 := za/. It then gives params := (@,57,58, 5@7,%177)0‘/)
to A.
On KeyExt queries for an identity id, B chooses random 4,8, c,0’,n,m", v, & Z/NZ and returns
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2 idy id7Y'76'T Tan'id Ftn'id Fan' TAid T'Ty T8
skig h"’hngh”hvh —h’im R N ~h$’7i[y h "
which, for 3 := zd/, is distributed identically to the key computed in both Game; and Games,.

On Dec queries of the form (id, (ct1,cte)), B chooses random 7n’,+', ¢, o’ & Z/NZ and checks that
é(cta, h77 Zdh 8h7 deiy hY'hg') =1, and outputs L if any of this check fails. Otherwise, it returns

M :=ct; - g(CtQ,}NLilr?}Nlédﬁg)_l
To produce the challenge ciphertext for id*, B picks b & {0,1} and computes
cty := Mpe(T,h$7) and  cty == T(T")".

If (T,7") = (g5,4%), this is a properly distributed encryption of M, for Game;. If instead (7,7") =
(G591, 959%), this is a properly distributed encryption of M, for Games (with s’ = w). Thus, B can
leverage A’s non-negligible difference in advantage between these games to achieve a non-negligible
advantage against this instance of the generalized correlated subgroup decision problem. O

Lemma 5.10. If the embedded scheme is weakly IND-CCA1 secure and weak projecting holds in G,
then mo PPT adversary can achieve a mon-negligible advantage in Games.

Proof. We assume there exists an adversary A that achieves a non-negligible advantage in Gameg, and
use it to construct an adversary B that has related non-negligible advantage in the weak IND-CCA1
game for the embedded scheme. To start, B receives as input G = (N, G, H,Gr, e, j1). It then constructs
G = (N,G,H,Gr,¢, i) with the properties described above; as a reminder, this is done in such a way
that B knows the trapdoor information 7 and suitable generators g7, gs, h7, and hg It then picks

ad Z/NZ, and gives params := (G,g7,gg, (g7,h7) ) to A.
On KeyExt queries for an identity id, B first outputs id as its own KeyExt query to receive back

skid 1, skia2 € Hi & Hy @ Hs @ Hg. It then chooses ¢,/ <i Z/NZ and computes its response as
((skjan) = h - 1" RE - skign, (skia2) = BY™ - Bk - skiaz).

We note that this produces properly distributed keys.

On Dec queries of the form (id, (ct,ct2)), B first chooses a random ¢t l Z/NZ and checks if
&(cta, hE@hL) = 1. If this check fails, it outputs L. (Since ¢ is randomly chosen, there is only a negligible
chance that A can produce a query that fails this check but pass the decryption check with the additional
terms in H present.) Otherwise, it outputs its own Dec query

(id, 1, ma(ct2)),

where here 1 denotes the identity element in Gp. If it receives L in response, it replies with 1 to A. If
instead it receives some X € Gr, it returns to A the message

M:=ct;- X - ((ctg,h7h hs))

To see that this properly simulates the decryption oracle, note that when the decryption checks
pass, we have

Dec(sk, (ct1, cta)) = ctr - &(cta, (skig1)) ™ = ctr - &(cta, shig1) ™" - (e(cta, A hihs) )~

Moreover, we have
g(Ctg, Skid71)_1 = e(ﬂg(ctg), Skid71)_1 =X
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(by construction of the decryption algorithm for the embedded weakly secure scheme).
Finally, when A outputs its challenge (My, My, id*), B outputs My, M;,id* as its own challenge to

receive back a ciphertext (ct},ct)). It then picks s & Z/NZ and computes

cth :=ct) - &(Gr, h7)®® and cty = cth - g5 - g3,

and gives (cty,cty) as the challenge ciphertext to A. We note that this is a properly distributed
ciphertext. When A outputs its guess bit ', B outputs the same bit. ]

6 A Composite-Order Instantiation of Our IBE

To show that we can instantiate our IBE constructed in Section 5 (both the weakly and fully IND-CCA1
variants), we must construct a composite-order bilinear group that satisfies weak projecting, canceling,
parameter hiding, and generalized correlated subgroup decision.

We begin with a symmetric bilinear group (N, G’, G/, €’), where N = pqrs for distinct primes p, g,
r,and s, and G' = G, ® G, ® G, ® G5 for G = (gp), Gq = (9¢), Gr = (gr), and G5 = (gs). The first
three primes are used in our weak scheme, and the last prime s is used to embed the weak scheme into
the full scheme.

We then pick random values a, b & Z/NZ and define G := G1 @ ... ® Gg to be GGG, x G,G4G,
where G1 = (g, %)) G2 = ((1,g0), Gs = (9 92))s Ga i= (L, gh)), Gs = (g, 1)), and Gy :=
((1, gr)). To provide a membership test for G, we assume that we are given the prime s as part of u, so
pqr and s are separately known, but it is still hard to factor pgr.

Similarly, we define H = H; ® ... ® Hp to be GGG, x G,G4G,, where Hy := ((gz, 1)), Hy :=
((g8,9,")), Hz := ((g5,1)), Ha := ((45,9,")), Hs := ((gr,1)), and Hg := ((1,g,)). We define e :
G x H— Gr by

e((9,9'), (h, 1)) == €'(g,h) - €'(¢', W) Vg, 9’ . 1. I € &,
and set G = (N,G, H,Gr = G/p,e,p). It is easy to verify that e satisfies both bilinearity and non-
degeneracy. In addition, as pairing elements in any of the two subgroups (e.g., G, and Gy) yields the
identity, a case-by-case analysis reveals that canceling is satisfied as well; for example, to show that

e(G1, H3) = 1, we observe that, to have order p, we must have g, = (¢')*?"* for some o € Z/NZ, and
similarly have g, = (¢')?P"* for some 3 € Z/NZ, where ¢’ is a generator of G’. We therefore have

2.2 .
6((9;;,9;), (gg’ 1)) _ el(gp’gg) . e/(gZ; 1) _ e(<gl)aqrs, (g/)bﬁprs) _ e(g/7gl)baﬁpqr 5% e(g/’g/)ba,@rs N _ 1.

Projecting is also satisfied, as the Chinese Remainder theorem implies that we can efficiently construct,
for example, a value A, such that
1 mod p
Ap =4 Omodg
0 mod r,

and thus project G’ into G, and, incorporating the values a and b as well, into the subgroups G; and
H; accordingly. Finally, Equation 2 is satisfied, as

e(g192, hih2) = € (g, 9}) - € (g0, 9, ) = 1,

and
e(g3ga, haha) = €'(94.95) - € (98, 97") = 1,
so that e(g192, h1h2) = e(g394, haha) = 1 as required.
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We note that the message space for the scheme will be the subgroup of G of order p. This is
not the usual case, as messages are typically be assumed to come from the larger group Gr. However,
this strange feature is circumvented in the prime-order case, where we can adjust things to work with
the typical message space of Gp. We view this composite-order construction mostly as an instructive
demonstration of our proof techniques rather than as a scheme recommended for practice, so we are not
overly concerned with the oddity of the message space here.

We show that parameter hiding is satisfied as well in the following lemma:

Lemma 6.1. The parameter hiding requirement in Example 2.7 holds for G = (N,G, H,Gr, e, u) defined
as above.

Proof. To prove that the distributions in Example 2.7 are equivalent, we observe that h3’hj = (ggzy .

9%, 977) = (g5 g%) and g¥ g = (g2, go - gbvr) = (g, g5 ***)). By the Chinese Remainder

Theorem, the values of a,b modulo ¢ are uniformly random and independent of their values modulo the
other primes. Thus, when x # y, the values ax + b and ay + b are distributed uniformly at random
modulo g, since f(¢) = a¢ + b is a pairwise independent function modulo q. O

All it remains to show is that generalized correlated subgroup decision holds in this setting. To
do this, we use the generalized subgroup decision assumption, formalized by Bellare et al. [7]. Our
formalization also allows for a single prime s to be revealed, and requires subgroup decision hardness
only within the subgroups of the other prime orders. We state this as follows:

Assumption 6.2. [28] Let (S, Si,...,Sk) be non-empty subsets of [m] such that for each 2 < j <k,
either S; NSy =0 =5;NS; or S;N Sy # 0 #S;NS;. Given a bilinear group generator BilinearGen,
define the following distribution:

G=(N=p1...pmPm+1,Pm+1,G,Gr,€) BiIinearGen(lk),

Zo & Gy 21 & Gy, ..., Z
D= (G, 2o, ..., Z1).

S
$
— Gg,

(Here, the notation G, denotes the subgroup of order [];cg, p;.) Then for any PPT algorithm A there
exists a negligible function v(-) such that

IPr[A(D, Zo) = 1] — Pr[A(D, Z1) = 1]| < v(k).

Lemma 6.3. If the generalized subgroup decision assumption holds in G, so does generalized correlated
subgroup decision.

Proof. We consider an arbitrary instance of generalized correlated subgroup decision described by sets
S;%h, S;gh, T1, and T5; without loss of generality we assume the challenge terms are in G. We associate
the pair (1,2) with the prime p, the pair (3,4) with the prime ¢, and the pair (5,6) with the prime r.
In this way, we can re-interpret 77 and Tb as subsets of {p, ¢, r} that differ in precisely one element. We
then consider an instance of the generalized subgroup decision assumption for the composite-order group
G’ where the challenge term is either a random element of the subgroup whose order is the product of
the primes in 77 or a random element of the subgroup whose order is the product of the primes in 75.
We may assume that generators of all prime-order subgroups are given out except for the prime that
differs between T} and Ty. Also, for any subset Z of {p,q,r} such that Ty N Z # 0 # Th, N Z, we may
assume that a random element is given out from the subgroup whose order is the product of the primes
in Z.
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We now observe that such elements must suffice to produce the elements of G and H prescribed

by S. We choose a,b & Z/NZ and can then produce all of the required generators, since S cannot
include single numbers corresponding to the prime that differentiates between 77 and T5. Now, any
tuple of pairs that appears in S and involves the prime for which we are not given a generator must
also include a pair that is common to 77 and T5. Hence, we have been given a random element X
from the subgroup whose order is the product of the primes corresponding to the pairs in the tuple. To

produce the correlated samples, we simply choose a random exponent ¢ & Z/NZ and take X raised to
appropriate powers in terms of a and b. For example, suppose that X is a random element of G\,G4, and
we are tasked with creating correlated samples from G1 @ G5 and Gy @ Gy; then we produce (X, X'?)
and (1, X™). The fact that this is properly distributed as a correlated sample follows from the Chinese
Remainder theorem, as the values of ¢ modulo p and ¢ are independent and each uniformly random. [

By construction, we have now proved the following theorem:

Theorem 6.4. If generalized subgroup decision holds in G as described above, then the instantiation of
the construction in Section 5.1 in G is a weakly IND-CCA 1-secure identity-based encryption scheme.

We would also like to prove the corresponding theorem for the fully secure variant. To do this, we
need to show that a group G of order N = pgrs can be constructed using the previously defined group
G’ of order pgr. We observe that we could treat G’ as a subgroup of this larger group G = G’ @ G,
and restrict ourselves to computations within this subgroup, letting a generator g, for this additional
subgroup be known. (While this process of restricting computation to strictly within G’ might reveal
s, we allow s to be known anyway.) We assume that this process of thus “embedding” a group of order
pqr into a group G of order pgrs for known s generates the trapdoor knowledge 7 that allows one to
efficiently compute projection maps from G into G'.

We then define G = él ®...P ég = G?, with the generators g, ..., g and El, .. ,Eﬁ defined
as before, and the additional generators defined as g7 := (gs,9%), gs := (1,97) hy := (¢¥,1), and

hg = (9%, gt) for ¥/ & Z/NZ, where N = pqrs. We define € by

e((9,9"), (h, 1)) =€ (g,h)-€'(g', W) Vg, ¢, h, 1 € G,

and thus use G = G’.. Finally, knowledge of s allows one to project onto Gpgr and Hpg,, and the
correlated subgroup decision assumption for this expanded setting follows from the generalized subgroup
decision assumption for G of order N = pgrs by the same argument applied above for the case of three
primes, which proves the following theorem:

Theorem 6.5. If generalized subgroup decision holds in @, then the instantiation of the construction
in Section 5.2 in G is an IND-CCA 1-secure identity-based encryption scheme.
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A Proofs for Our Weak IND-CCA1-Secure IBE (Section 5.1)

To prove Theorem 5.3, which says that our IBE construction is weakly IND-CCA1 secure, we proceed
through the following series of game transitions:

e Gameg. The honest weak IND-CCA1 game.

e Game;. Switch to adding in a “duplicate” component in G5 ® G4 to the challenge ciphertext ct3;
i.e., the value g§/ gi/id. This is indistinguishable from Gamey by subgroup decision.

e Gamey. Switch the G3 ® G4 component in ct; to be uniformly random. This is identical to Game;
by parameter hiding.

e Games. Switch the keys returned by KeyExt to have random components in Hz @ Hj4 on sk;q1 and
on skiq o; i.e., values h§/ hj" (different values of s', s” for sk;q 1 and sk;q2). This is indistinguishable
from Gamesy using a hybrid argument relying on subgroup decision and parameter hiding.

e Gamey. Switch from performing the decryption check with a term of the form hﬁ,idhg/hg/hg/ to
using a term of the form A% *ht bt @ pY’ hg/ hg/. This is indistinguishable from Games by subgroup
decision.

e Games. Switch the Dec oracle to return L on every query in which cty # 1, and 1 if cty = 1. This
is indistinguishable from Games by subgroup decision and parameter hiding.

e Gameg. Switch to encrypting a random message in the challenge ciphertext. This is indistinguish-
able from Games by subgroup decision; furthermore, as there is now no information about the bit
b, any adversary playing this game has advantage exactly zero.

Following this outline, we begin in Game; by adding a “duplicate” Gs & G4 component to the
ciphertext.

Gamey, | Game;

(NG, H,Gr,e, {gz‘}?:p {hi}?zl,,u) ﬁ BilinearGen’(lk,G); G <+ (N,G,H,Gr,e, 1)
a & ZINT, A e(gr,h)®, msk < hg

(state, Mo, My, id*) i AKeyExt.Dec ()

b {0,1}

s & Z/NZ, |s,8' & L/NLj et « My- A%, cty  gigy™, | ct; < gigs 301"

& AKeYEXt (state, (ctf, ct}))

S Ot s W N =

Procedure KeyExt(id)
t,t', v, 5,8 & Z/NZ
8  return (skigy < h$ - BU4 - hh - h) - b, skigo < hY - hY - hY - hd)

Procedure Dec(id, (cty,ct2))
9 t4.p8Ez/NT
10 if e(cty, hﬁlidhghglhg/) # 1 return L
11  return cty - e(cty, msk)~!

Lemma A.1. If the generalized correlated subgroup decision assumption and canceling hold in G, then
Game; is computationally indistinguishable from Gameg.
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Proof. We assume there exists an adversary A that can distinguish between Gamey and Game; with some
non-negligible advantage and use it to construct an adversary 3 that solves an instance of the generalized
correlated subgroup decision problem with related non-negligible advantage. We invoke the instance of
the assumption parameterized by sets SSGgh = {{1,2},0}, S;%h = {{1,2,5,6},{((1,2),(3,4))}}, T1 =
{(1,2)}, and Ty = {(1,2), (3,4)}, with challenge terms in G.

To start, B therefore receives as input the bilinear group G = (N, G, H,Gr, e, uu), and elements

(91,92 h1, ha, hs, b, ha g == hih3, hoy := B5RE, T, T),

where either (T,T) = (g5, 93) or (T, T) = (¢i9%, g59%) for t,z,s,w & Z/NZ. B then chooses a random

ad Z/NZ and implicitly sets A := e(gq, h1)®; it then gives G to A. On KeyExt queries, B can use
its knowledge of o to compute h{ and thus answer queries honestly. To answer decryption queries, B
performs the check in line 10 and executes line 11 honestly.

Finally, to produce the challenge ciphertext, B picks b & {0,1} and computes
ctt =M, -e(T,h)* and cth:=T.-T"%.
If (T,T) = (g5, ¢5), then ctt = My -e(g1, h1)** and ct} = g5 - 5", and thus this is distributed identically

to the honest ct* in Gamey. If instead (T',7T") = (g{9%’, 959%), then

ct] = My - e(g7g5’, h1)™ = My - e(g1, h1)?,

where this last equality follows from canceling, and ctj = g5 - ¢3¢ - g¥ - g%*¢", and thus (ct},ct})
is distributed identically to the ct* in Game;. At the end of the game, if A guesses it is in Gameg
then B therefore guesses that (7, T) = (gf,95), and if A guesses it is in Game; then B guesses that
(T,T) = (459%,959%). As B perfectly simulates the interaction that A expects in either game and
furthermore guesses correctly whenever A does, B succeeds with an advantage negligibly different from

that of A, and thus succeeds with non-negligible advantage. O

Next, in Gamesy, we switch to using a random component in Gs & G4 as opposed to a duplicate
component. This means switching one line of Game; as follows:

Gameq, | Gamey

5 s,8 & ZJ/NZ,|s,ss,s4 & ZJ/NZ|; ct} < My - A%, ctl gfggid*gg/gi/id*, cty gfggid*ggsgi“

Lemma A.2. If parameter hiding holds in G, then Gamesy is information-theoretically indistinguishable
from Game;.

Proof. Given the distribution D defined in Example 2.7 for = id*, one can simulate an honest
interaction in Gamey, as it provides the id*-correlated samples S; := g§g5'¢" and Sy := g¥'gy*®", which
can be used to form ctj := S; - S2. By parameter hiding, S; is distributed identically to g¢§ g} for
u ﬁ Z/NZ, and thus Game; and Gamey are identical. O

Next, in Games, we transition to adding in random components in H3 ¢ H, to the keys. This means
changing two lines of Gamey as follows:

Games, | Gameg

7 t7t/7777/7/875/£Z/NZ7 t7t/7t37t47tl7t/47777/757ﬂ/ﬁZ/NZ

8 return (skigq < h$ - A4 - hb - BT - WG, skigo < hY - bl - h) - hE),

. . . . ! ’
return (skigy < h§' - hiid - hb - B84 .t BY - Bl skigo < B Y g gt BT R
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To now show that adding in random Hs & Hy components to extracted keys goes unnoticed, we
proceed through a series of ¢ hybrids, where ¢ is the number of queries made to the KeyExt oracle. In
the i-th hybrid, we answer the first ¢ queries with additional component hg hi/, and we answer the last
q—1 queries without such components; in fact, in the reduction we answer the queries using id-correlated
components in Hs & Hy4, but we argue using parameter hiding that this is distributed identically to the
keys in Gamez. We can therefore see that the first hybrid Games is equivalent to Games, while the
last hybrid Games, is equivalent to Games; to show the indistinguishability of Game; and Games, it
therefore suffices to show the following lemma:

Lemma A.3. If the generalized correlated subgroup decision assumption and parameter hiding hold in
G, then Games; is computationally indistinguishable from Games;_1 for all i, 1 <i <gq.

Proof. We break the transition from Gamesz;_1 to Games; into two nearly identical steps. In the
first step, we change the i-th key to have a random component in Hz @ Hy on sk;g1. In the sec-
ond step, we also make this change on sk;s2. We assume there exists an adversary .A that, for
some ¢, can distinguish between the first step and Games;_; with some non-negligible advantage and
use it to construct an adversary B that solves an instance of the generalized correlated subgroup
decision problem with related non-negligible advantage (assuming parameter hiding holds). We in-
voke the instance of the assumption parameterized by sets Szgh = {{1,2},{((1,2),(3,4))}}, Szg,;h =

{{L 2,5, 6}7 {((37 4)7 (57 6))7 ((17 2)7 (37 4))}}7 = {(17 2)7 (57 6)}7 and Tp = {(17 2)7 (37 4)7 (57 6>}7 with
challenge terms in H.
To start, B therefore receives as input the bilinear group G = (N, G, H, G, e, 1) and elements

(91,92, 1, ho, s, s, 913 = 939% 5 92,4 7= 9394, b5 = B§hY, hag := h§h§, hn g := hihg, hoy := h5hY, T, T),
where either (T,T) = (hthY, hih]) or (T,T) = (hLhih1, hshih]) for s,w,a,b,r,v,t, 2,y & Z/NZ. Tt

then chooses a random a < Z/NZ and implicitly sets A := e(g1, h1)®; it also gives G to A. For the
first 7 — 1 KeyExt queries, B picks t,t',0,¢,0,¢,8,¢',0', ¢’ & Z/NZ and returns

skia,y = h§ - By - bl - hg,s : hzﬁﬁ : hghg‘) and
skiaz == Y- b - hg:5 : hzf,le g h?;/.
To respond to the i-th query, B instead chooses o, ¢,t',0’, ¢/ & Z/NZ and returns
skig1 = h$ T . T-hg hg and
skigo = h{" BY - hg - e
For the rest of the queries, B picks t,t',0,¢,0', ¢ & Z/NZ and returns
skig1 :=h$ -t pb g hE and
skiaz == ht" - hY - hg - hY .

To respond to decryption queries, B picks ¢, 0, ¢ & Z/NZ and checks that e(cta, hi*“hbhg hg) =1.1If
this check fails, it outputs L. Otherwise, it decrypts honestly using h{ and outputs the result.
Finally, to create the challenge ciphertext for message M, and identity id*, B computes

*

ctf =M, - e(gi3,h1)® and cts = g13(g2.4)"
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If A guesses it is in Games ;_1, then B guesses that (T, T ) has no Hs or H4 component, while if it guesses
that it is in the game with the first step applied B guesses that it does have this additional component.
To see that B guesses correctly whenever A does, we observe that if (T, T) = (h{hl, hih{) then, for the
i-th query,

skigq = h$ - hE-hb - RTRE R - hE = hS - Ry RY - W g = RS R4 R - hg Ry

where o’ and ¢' are distributed uniformly at random; this is therefore distributed identically to a key
in Gamey. Similarly, if (T',T) = (h{h3hY, hbhih]) then, for the i-th query,

skigg =BT -T-hg - hg = h§ - R4 - Ry - W3- b - h1 - hg - hg - h§ = h§ - Wi - hb - k3 h% - hg - hy

which is distributed identically to a key in Games, except an id-correlated sample is used in Hz @
H, in place of a random sample. As knowledge of the distribution D in Example 2.7 allows one to
simulate A’s view, however, the requirement that id # id" means parameter hiding implies that this
is in fact distributed identically to a key in Games. As B therefore perfectly simulates Games;_; in
the case that (T,7) = (hihl, hbhy) and perfectly simulates sk, 1 keys in Games; in the case that
(T, T ) = (hih3hd, hhh3hY), it succeeds in guessing whenever A does, and thus succeeds with non-
negligible advantage.

The second step of this transition adds a random component onto sk;q2 in an analogous way, and
thus the reduction here is analogous to the one just presented (using the same instance of the generalized
correlated subgroup decision assumption). O

Next, in Gamey4, we change the decryption check as follows:

Gamegs, | Gamey
9 4,8 Ez/NT, |t A, B ETNT
10 if e(cto, hﬁlidh’é/hg/hgl) # 1 return L,
if e(cty, B RY BE @R B hE') # 1 return L

Lemma A.4. If the generalized correlated subgroup decision assumption holds in G, then Gamey is
computationally indistinguishable from Games.

Proof. We assume we have an adversary A that distinguishes between Games and Game, with some non-
negligible advantage, and use it to create an adversary B that solves an instance of the generalized cor-
related subgroup decision problem with related non-negligible advantage. We invoke the instance of the
assumption parameterized by sets S := {{1,2},{((1,2), (3,4))}}, S32" := {{1,2,5,6}, {((3,4), (5,6)),
((1,2),(3,4))}}, T = {(1,2),(5,6)}, and T» = {(1,2), (3,4), (5,6)}, with challenge terms in H.

To start, B therefore receives as input the bilinear group G = (N, G, H, Gr, e, 1) and elements

(91, 92, h1, ha, his, b, g1.3 7= G190, 2.4 := 959, has := hSh%, hag := hGh, his := hihY, hog = h5RY, T, T),

where either (T,T) = (hthY,hbhy) or (T,T) = (hthihy, hbhihY) for s,w,a,b,rv,t, 2,7 & Z/NZ. Tt
then chooses a random o & Z/NZ and implicitly sets A := e(g1, h1)“; it also gives G to A.
To respond to KeyExt queries, B picks t,t',d,¢,0,0,8,¢',0", ¢ & Z/NZ and returns

skigy = S Wi hh - hS 5 hig - hZhg  and

. t'id 3t 18 ! ! !
skigo = h" Y RS s hig - hg - Ry
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To respond to decryption queries, B chooses o, ¢,t',t,0’, ¢ & Z/NZ and checks that
e(cty, W44 - b - TV . T hg . hE) = 1.

If this check fails, it outputs L. Otherwise, it decrypts honestly using h{ and outputs the result. If 7'
and T have no Hs @ H, components, this check matches the one in Games, and otherwise this matches
the check in Gamey.

Finally, to create the challenge ciphertext for message M, and identity id*, B computes

*

ctf i= Mye(g13,h1)* and  cty = g1,3(g24)™

If A guesses that it is in Games, B guesses that (T,T) = (hh2, hbhY), and if A guesses that it is in
Gamey, B guesses that (T, T) = (hth3h?, h4h3hY). By our argument above, and the fact that B perfectly
simulates either Games or Gamey, B guesses correctly whenever A does and thus guesses with the same
non-negligible advantage. O

Next, in Games, we switch to returning L on all decryption queries, unless cto = 1 (in which case
we return 1). As we will see, this reduction is where we crucially leverage the weak IND-CCA property
that the parameters are not given to the attacker.

Gamey Games
9 if e(cty, A REhY hE) # 1 return L | if cty = 1 return 1
10 return ct - e(cty, msk) ™1 return L

Lemma A.5. If the generalized correlated subgroup decision assumption and parameter hiding hold in
G, then Gamey is computationally indistinguishable from Games.

Proof. Looking at the difference between the games, we can see that the only way for an adversary
to distinguish between them is to produce a decryption query (id, (cty,ctz)) for which cty # 1 but the
decryption check e(cta, hﬁidhghgidhzhghg) = 1 passes. By parameter hiding, we argue that, given the
elements that an adversary sees in the course of the game, this probability must be negligible unless
cto is an element of G @ Go. If this is the case, we will use cty to break an instance of the correlated
subgroup decision assumption.

We consider the instance of the generalized correlated subgroup decision assumption parameterized

by sets SeE" = {{3,4}, {((1,2), (3,4))}}, SF" := {{3,4.5,6},{((1,2), (5,6))}}, T := {(3,4),(5,6)}, and
Ty :={(1,2),(3,4), (5,6)}, with challenge terms in H.
To start, B therefore receives as input the bilinear group G = (N, G, H,Gr, e, 1), and elements

(937943 h37 h4a h5a h67gl,3 = giggéuaglél = 959}1”, h1,5 = h(llhga h2,6 = hghbaT) T)a

where cither (T, T) = (h2hl, hihy) or (T, T) = (hthihi, hihihy) for s,w,a,b, z,v,t & Z/NZ.
B implicitly sets o = a and gives G to .A. On KeyExt queries, B chooses random values o, 8,1, ¢, v, o', ¢,
',y v & Z/NZ and returns

skig,1 == his - h?fg : hgﬁhghihfhg and

. pnid g gyl Y
skig2 == hig - hyghg hy hs hg .

By inspection, we can see that this produces keys that are distributed identically to the honest keys in
both Gamey and Games. For the challenge ciphertext, B similarly computes it honestly.
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When A queries its Dec oracle on (id, (cty, cta)), B first checks that e(cta, hs) = e(cte, hg) = 1 and
e(cta, hs) = e(ctg, hy) = 1. If these checks pass, then cto is contained entirely in G; @ G2. In this case,
either cto = 1, in which case Gamey and Games return the same answer and thus are identical, or cty
can be paired against 7 and T to determine the presence of H; and Hy terms; i.e., if e(cta, T) =1 then
T = h3hl, and if e(cty, T') # 1 then T = hihjhl. In the case that the checks pass and cty # 1, B can
therefore break this variant of subgroup decision.

To argue that if cty # 1 this case must happen with non-negligible probability, we claim that A
can, with only negligible probability, produce a query such that e(ctg,hﬁidhghgidhf;hghg) = 1 and
e(cte, hs) = e(cte, hy) = e(cta, hs) = e(cta, hg) = 1 does not hold; this implies that the case we want will
happen with overwhelming probability, and thus we are done. To see this, we again use the parameter
hiding in Example 2.7: in A’s view, only random elements of H3 @& H, appear, and hz and hy are never
used individually. One can thus simulate A’s view using the distribution D in Example 2.7, and hgidhg
for a fixed id is distributed identically to a uniformly random element of Hs @& H4 by parameter hiding.
Hence, A has only a negligible chance of passing the decryption check unless cts € G1 @ Ga, in which
case either cty = 1, in which case the games are identical, or cto # 1, in which case B succeeds in
breaking subgroup decision. O

Finally, in Gameg, we switch to encrypting a random message in Gr.

5 s,83,81 & LINZ, | M & Grls ctf « My A%, [ctf « M - A%, oty « gig5" g3 g5

Lemma A.6. If the generalized correlated subgroup decision assumption holds, then Gameg is compu-
tationally indistinguishable from Games.

Proof. We assume there exists an adversary A that distinguishes between these games with non-
negligible advantage, and use A to construct an adversary B that solves an instance of the correlated
subgroup decision assumption with related non-negligible advantage. We invoke the instance of this as-
sumption parameterized by sets S = {{3,4},{((1,2), (3,4))}}, S := {{3,4,5,6},{((1,2), (5,6))}},
T1 ={(3,4),(5,6)}, and T» = {(1,2),(3,4), (5,6)}, with challenge terms in H.

B is therefore given as input the bilinear group G = (N, G, H,Gr,e, i), and elements

(935 94, b3, hay hs, By 913 = G195 92,4 = 9395, has = ht BE, hajg := hb hE, T),

where either T = hih) or T = h'hihl for s,w,t',z, o/, 7,7 & Z/NZ.
B implicitly sets « =t + o’ (where o' is 0 if T" has no hy component) and gives G to A. On KeyExt

queries, B chooses random values o, 0’,8,8 0,7 ,1¢, ¢, v,/ & Z/NZ and returns
id
skigq =T his-hi's - hi shShih Y,

pn'id g’ ol 8
skid2 == hig - hyghg hyhs hg .

By inspection, we can see that this produces properly distributed keys for both Games and Gameg. On
decryption queries, B simply replies with | whenever cte # 1 and with 1 whenever cto = 1. This also
matches the specifications of both Games and Gameg.

Finally, to form the challenge ciphertext, B chooses random values 3, ¢ &z /NZ and computes

ct] := Mye(g1,3,h15) and ct :=g13 'gé(ﬁggﬁgf'
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Now, if T = hih], then a = ¢, and this is a properly distributed encryption of M, as in Games. If
T = h‘f‘/ hih?, however, then o = ' + o’ for a fresh random value ¢/, which means, using the fact that the
message space is the subgroup generated by e(g1, k1), this is distributed as an encryption of a random
message as in Gameg. If B therefore guesses that T = h3h) when A guesses it is in Games, and that
T= h?/ hih) when A guesses it is in Gameg then, because B has furthermore perfectly simulated honest
interactions in either game, B succeeds in guessing with the same non-negligible advantage as A. O

As there is no longer any information about M, and thus the bit b, in the challenge ciphertext
(or anywhere), A therefore has advantage exactly zero in Gameg. Furthermore, as each game was (at
least) computationally indistinguishable from the previous one, A can have at most negligibly different
advantage in each, and thus must have negligible advantage in the weak IND-CCA1 game.
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