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Abstract

Identity-based cryptography has attracted attention in the cryptographic research
community in recent years. Despite the importance of cryptographic schemes for ap-
plications in business and law, the legal implications of identity-based cryptography
have not yet been discussed. We investigate how identity-based signatures fit into the
legal framework. We focus on the European Signature Directive, but also take the
UNCITRAL Model Law on Electronic Signatures into account. In contrast to previ-
ous assumptions, identity-based signature schemes can, in principle, be used even for
qualified electronic signatures, which can replace handwritten signatures in the member
states of the European Union. We derive requirements to be taken into account in the
development of future identity-based signature schemes.

1 Introduction

Digital signatures are among the most widely used cryptographic schemes. A traditional
cryptographic signature scheme allows anyone to create a key pair, consisting of a public
key and a private key. The private key, which is to be kept secret, is used by the signatory
to sign messages; signatures can be verified with the corresponding public key. Successful
verification of a digital signature guarantees integrity and authenticity of the corresponding
message. Non-repudiation is also achieved, i.e. it can be proven that the message was signed
by the signatory. Only the public key, the message, and the signature are needed for this
proof.

For digital signature schemes to become practical, a public key must be securely bound
to the identity of its owner. Traditionally, Public Key Infrastructures (PKIs) have been
used for this purpose. The core element of a PKI are so-called certification authorities
(CAs)—also referred to as certification service providers (in the legal context). CAs certify
the mapping between a public key and its owner by digitally signing a certificate, i.e. a
data structure that contains both the identity and the public key. This way, if a CA
is sufficiently trusted, users only need the CA’s public key to verify the identity of any
signatory who presents a certificate issued by that CA. The sender of a signed message



can send the certificate along with the message itself (and the recipient must verify both
the sender’s signature and the certificate); under normal circumstances, this overhead is
considered acceptable, but specific application scenarios may require a limitation of both
message sizes and computational effort.

Digital signature schemes have proven useful, among others, for e-business and e-government.
Legislation in many countries defines requirements for signatures of electronic documents
(also called electronic signatures) to have legal effect (both to fulfill formal requirements
and for use as evidence in court). Digital signature schemes are a common technique for the
creation of electronic signatures. The goal of this paper is to investigate the suitability of
a certain class of digital signature schemes, so-called identity-based signatures, for fulfilling
legal requirements.

1.1 Identity-Based Signatures

The paradigm of Identity-Based Cryptography (IBC) was proposed by Shamir [31], and
partially solves the problem of retrieving certificates or public keys that exists in Public-
Key Infrastructures. It is based on the idea of using identities (represented by arbitrary
data, such as e-mail addresses, full names or social security numbers) as public keys. This
way, a signature can be verified with knowledge of some public, system-wide parameters
and the signer’s identity.! Identity-based signature schemes can be more efficient and easier
to use than classical schemes. They achieve the same security properties as traditional
signature schemes, except for a major drawback: The corresponding private keys cannot
simply be generated by their respective users themselves. Identities are public knowledge,
so allowing self-generated private keys would imply that anyone could generate these keys.?
Therefore, a central authority is introduced that generates private keys on behalf of the
users. This authority is referred to as Private Key Generator (PKG). It must be trusted
to provide these private keys only to authorized users; if compromised, it would enable
attackers to decrypt documents independent of the identity used for their encryption, and
sign on behalf of any user in the system.

The combination of a traditional signature and the signatory’s certificate can be seen as an
identity-based signature, as only the certification authority’s public key (which is a public,
system-wide parameter) is required for verification: The signatory’s public key is contained
in the certificate. This construction has the advantage that users can generate private keys
themselves. It has been referred to as “folklore construction” [28, p. 208]. The existence of
the scheme does not imply equivalence of identity-based and traditional signature schemes;
the concept of identity-based signatures is still for the PKG to generate the private keys.

dentity-Based Encryption (IBE), on the other hand, means that an identity, along with some system-wide
parameters, is sufficient to encrypt a message, which can be decrypted with the private key associated to
that identity. The private key need not have been generated when the message is encrypted. Note that,
while the first practical identity-based encryption scheme was only published in 2001, an identity-based
signature scheme was already suggested by Shamir in his 1984 paper.

2At least conceptually; there is a way around this problem for identity-based signature schemes, which we
will discuss later on.



1.2 Outline

So far, identity-based cryptography has been discussed almost exclusively in the technical
community; however, to better understand its applicability, the legal consequences must be
considered as well. We deal with the legal classification of identity-based signatures, not
identity-based cryptography in general.

We provide an introduction to the legal regulation of digital signatures in Section 2 and
discuss whether identity-based signatures can fulfill these requirements in Section 3. Our
analyis is based on the European Signature Directive, but also takes into account the German
Signature Act (discussed in Section 4) as a specific transposition as well as the UNCITRAL
Model Law on Electronic Signatures. As it turns out, identity-based signature schemes can,
in principle, fulfill all requirements of electronic signatures that exist in European Law,
though details of the German national transposition appear more problematic. While the
legal aspects of identity-based signatures have not been discussed in literature, we present
related work bridging law and technnology of signature schemes in Section 5. We conclude
the article in Section 6.

2 Electronic signatures

The application of digital signature schemes promises a significant economic potential if
handwritten signatures can be replaced and business processes be digitized. Legislators in
many countries have therefore specified conditions under which digital signatures are ac-
cepted as evidence and for the fulfillment of formal requirements. Cryptographic definitions
of signature schemes usually do not take into account how the identity of the holder of
a key pair is originally established, or how cryptographic keys are protected from abuse.
These gaps are filled by legal definitions, which describe how “digital signatures” can be
used to realize different classes of “electronic signatures”. They also clarify in which cases
cryptographic schemes are required for electronic signatures.

2.1 United States

Different national legislations adopt different paradigms. In the United States, the FElec-
tronic Signatures in Global and National Commerce Act (E-SIGN Act) [34] is a federal law
containing regulations about the legal effect of electronic signatures in interstate and for-
eign commerce. The E-SIGN Act defines an electronic signature as “an electronic sound,
symbol, or process, attached to or logically associated with a contract or other record and
executed or adopted by a person with the intent to sign the record” (Section 106). Section
101 (subsection a) states that a contract relating to a “transaction in or affecting interstate
or foreign commerce” may not be denied legal effect “solely because an electronic signature
[...]” was used in its creation.

The E-SIGN Act’s definition of electronic signatures is very general and does not require
the use of any cryptographic scheme. The Act does not contain any variants of electronic
signatures with additional requirements. Blythe [7] refers to the U.S. approach as a “mini-
malist”, “extremely market-oriented and permissive” law and notes that this approach has
been adopted in most common law jurisdictions.



2.2 European Union

The European Union, on the other hand, has chosen to regulate electronic signatures more
strictly. The directive on electronic signatures was adopted in 1999 [16]. It distinguishes
four classes of electronic signatures:

e Electronic signatures are defined in article 2 of the directive as “data in electronic form
which are attached to or logically associated with other electronic data and which serve
as a method of authentication”. Electronic signatures that only meet this definition
(and none of the following ones) are often referred to as “simple electronic signatures”.
Note that no security requirements are mentioned; it is sufficient for the signature to
serve as a method of authentication, so a scan of a handwritten signature included in
an electronic document is considered as an electronic signature?. In this respect, the
definition of electronic signatures is similar to the one of the American E-SIGN Act.

e Article 2 of the directive also defines advanced electronic signatures; an electronic
signature is an advanced signature if

— “it is uniquely linked to the signatory;
— it is capable of identifying the signatory;

— it is created using means that the signatory can maintain under his sole control;
and

— it is linked to the data to which it relates in such a manner that any subsequent
change of the data is detectable.”

Thus, advanced electronic signatures require both the use of a cryptographic signature
scheme and organizational measures, including a mapping between the signature and
an identity.

e Article 5 (Section 1) introduces the additional category of “advanced electronic sig-
natures which are based on a qualified certificate and which are created by a secure-
signature-creation device”; signatures of this category are sometimes referred to as
“qualified signatures” (for brevity, we adopt this term). The term “certificate” (de-
fined in article 2 of the directive) is used in the same sense as introduced in Section
1. The directive lists requirements for qualified certificates (i.e., the required content)
in Annex I, for their issuers in Annex II and for secure signature-creation devices
(typically realized as smartcards) in Annex III.

e Article 3 of the directive allows member states to introduce voluntary accreditation
schemes for certification service providers. Qualified signatures for which a certificate
has been issued by an accredited certification service can therefore be considered as a
fourth category, though details of the accreditation and its legal consequences are left
to the individual member states.

3This assessment is non-controversial, see e.g. [24, p. 69] and [12, p. 4].



2.3 Transposition in German Law

As a member state of the European Union, Germany has transposed the European Signature
Directive in national law. The Signature Act (Signaturgesetz), passed in 2001 to supersede
the previous Signature Act and to comply with the European Directive, defines core concepts
and regulates the business of certification service providers. It uses a translated version of
the directive’s definition of advanced electronic signatures.* It defines qualified signatures
in a similar way to the above-mentioned category of the directive, but explicitly states that
the qualified certificate must have been valid at the time of signing (this requirement, while
not explicitly mentioned in the directive, appears self-evident and does not play a role in
our further discussion). Moreover, the German law makes use of the directive’s provision
that allows introducing a voluntary accreditation scheme.

The Signature Act authorizes the government to pass an ordinance to regulate details
concerning the Signature Act’s execution: The Signature Ordinance (Signaturverordnung)
contains, for example, security requirements that certification service providers have to com-
ply with. Finally, based on appendix 1, Section 1 no. 2 of the Signature Ordinance, the
Federal Network Agency (Bundesnetzagentur) publishes a catalogue of algorithms consid-
ered suitable for qualified electronic signatures, based on assessments by the Federal Office
for Information Security (Bundesamt fiir Sicherheit in der Informationstechnik) and taking
into account international standards.

The German Code of Civil Procedure (Zivilprozessordnung), Section 371a (subsection
1) governs the use of qualified electronic signatures as evidence. A qualified signature
constitutes a prima facie evidence: If a declaration is signed with a qualified electronic
signature, it has to be considered authentic unless facts justify serious doubts that the
declaration was made by the signatory. The Civil Code (Section 126a) defines the so-called
“electronic form” of a document, which requires usage of qualified electronic signatures and
which can replace the “written form” in many cases. The classification of digital signature
schemes concerning their ability for usage in qualified electronic signatures is therefore highly
relevant—Dboth the validity of declarations and the potential to prove their authenticity in
court depend on this classification.

2.4 UNCITRAL Model Law

The UNCITRAL Model Law on Electronic Signatures can be seen as a suggestion for the
regulation of electronic signatures, provided by the United Nations Commission on Inter-
national Trade Law. Its definition of electronic signatures differs slightly from the one in
the European Directive. A requirement for all electronic signatures (which is not present
in the European Directive’s definition of simple electronic signatures) is that they “may be
used to identify the signatory in relation to the data message and to indicate the signatory’s
approval of the information contained in the data message” (article 2 of the model law).
Electronic signatures are considered as reliable (article 6) if

e “The signature creation data are, within the context in which they are used, linked
to the signatory and to no other person;

4Note that the translation differs between the German Signature Act and the German version of the
FEuropean Signature Directive, but the differences do not affect the legal interpretation.



e The signature creation data were, at the time of signing, under the control of the
signatory and of no other person;

e Any alteration to the electronic signature, made after the time of signing, is detectable;
and

e Where a purpose of the legal requirement for a signature is to provide assurance as
to the integrity of the information to which it relates, any alteration made to that
information after the time of signing is detectable.”

Effectively, this means that a “reliable” signature is equivalent to an “advanced electronic
signature” as defined by the European Directive.

3 Legal classification of Identity-Based Signatures

In this section, we investigate whether identity-based signatures can be used as electronic
signatures according to different regulations.

As the United States (and other common law jurisdictions) have adopted a minimalist
approach in the E-SIGN Act, using identity-based schemes to generate electronic signatures
is not problematic. The “intent to sign” (Section 106 of the E-SIGN Act) an electronic
record is sufficient, and cryptography is not required. The same holds for simple electronic
signatures according to the European Signature Directive.

We therefore focus on the directive’s definitions of advanced and qualified signatures, an
example of its transposition in national law, and the UNCITRAL Model Law. Voluntary
accreditation schemes, mentioned in the directive, pose organizational requirements con-
cerning certification service providers. Since they do not add any requirements to signature
algorithms, we do not take them into consideration.

We start our investigation with a look at the requirements of advanced electronic signa-
tures, as defined by the European Signature Directive, as well as the model law’s comparable
concept of “reliable” signatures.

3.1 Advanced electronic signatures

The European Signature Directive lists four requirements, as mentioned in Section 2.2, for
advanced electronic signatures (in addition to the definition of simple electronic signatures).

Two of these requirements can be trivially fulfilled by identity-based signature schemes®:

e They must be capable of identifying the signatory. As mentioned above, the UNCI-
TRAL Model Law contains a similar requirement (relating to all electronic signatures):
It is required that they “may be used to identify the signatory in relation to the data
message”. Just like traditional digital signatures, identity-based signatures do not
provide the identification feature per se. Though an “identity” (i.e. arbitrary text) of
the signatory must be known to verify the signature, this is not necessarily a useful
identity. However, adding the signatory’s full name and, if necessary, other identifying
attributes to the signed data is trivial.

SKutylowski et al. [23, p. 271] get to the same result concerning asymmetric schemes in general.



e An advanced electronic signature must also be “linked to the data to which it relates
in such a manner that any subsequent change of the data is detectable”. This is
also a requirement for the definition of cryptographic signature schemes, including
identity-based ones. The integrity requirement for reliable signatures contained in the
UNCITRAL Model Law applies only in cases “where a purpose of the legal requirement
for a signature is to provide assurance as to the integrity of the information to which
it relates”. It is also fulfilled by any cryptographic signature scheme.

The two remaining requirements warrant a more detailed discussion.

3.1.1 Unique link to the signatory

Advanced electronic signatures must also be “uniquely linked” to the signatory. Note that
a unique link between the signatory and a cryptographic key is not sufficient. The signature
must only be linked to the signatory and not to any other person (as illustrated by Struif
[33], Figure 1). In other words, a signature should be valid for one signatory only.

The requirement is not typically taken into account in the definition of cryptographic
signature schemes. As a consequence, even schemes proven to be secure can be susceptible
to the creation of a link to a second entity: A second public key can be generated for which
the signature is also valid. Blake-Wilson and Menezes [6] call this property the “duplicate-
signature key selection property”. The property was later investigated and formalized by
Menezes and Nigel [27], who coined the term “key substitution attack”. Signature schemes
vulnerable to key substitution attacks are not suitable for generating advanced electronic
signatures; this is discussed, for German law, in [9]. For practical scenarios (in which a
traditional digital signature scheme is used), a potential countermeasure is to include the
certificate as part of the message to be signed. Bohli et al. [8] have proven the EC-KCDSA
scheme [25], which uses this principle, to be secure against key substitution attacks.

For identity-based signatures, Choon Cha et al. [11] suggest the property of security
against “existential forgery on adaptively chosen message and ID attacks”. Bellare et al. [4]
apply this notion to a number of identity-based signature schemes that have been proposed
in literature. An attacker is considered successful, and the respective scheme considered
insecure under this security notion, if he can generate a valid tuple of message, identity,
and signature. For that purpose, the attacker is allowed (among others) to retrieve the
private keys for any other identity. A successful key substitution attack on an identity-based
signature scheme implies that a signature is valid for more than one identity; an attacker
could thus retrieve the private key of one identity and, via the key substitution attack, get
a second identity for which the signature is valid. This violates the claim of of security
against existential forgery on adaptively chosen message and ID attacks. We conclude that
key-substitution attacks cannot be successful against schemes that resist existential forgery
on adaptively chosen message and ID attacks. As this is a widely acknowledged design goal,
key substitution attacks are even less of a problem for identity-based signature scheme than
for traditional ones.

Other legal literature does not take the problem of key substitution attacks into account.
Despite the explicit wording of the directive, most sources consider the “unique link” re-
quirement to be relevant for certification service providers® only, which must make sure

5The use of certification service providers is not required for advanced electronic signatures, but of course,



that no key pair is assigned to more than one person, and must know the link between the
(public) key and the respective person’s identity [17]. In practice, the assignment of a key
pair to several persons does not occur if the certification service provider is honest, and if
some basic precautions are taken. A cryptographically secure random number generator
should be used during key generation; if that is the case, the probability of accidentally
generating the same key pair for two persons is negligible. Some instances of implementa-
tion flaws in random/pseudorandom number generators have been reported [15, 21]. So far,
the impact on advanced electronic signatures has been very limited. Key pairs for qualified
electronic signatures are usually generated on special hardware, such as smartcards. We are
not aware of any significant flaws in the cryptographic random number generators used on
such hardware.

Mason [26, pp. 119-120] states the unique link of a signature to a person was impossible to
achieve, as the required private key cannot be memorized and must be stored in a computer
or on a smart card. The consequence is that third parties cannot be excluded from signature
generation with absolute certainty. Following this opinion, advanced electronic signatures
would not be possible at all—a result that was obviously not intended by the legislator. As
a consequence, the problem pointed out by Mason is not considered in most legal literature.
Assuming that the unique link requirement can be fulfilled by traditional signature schemes,
the only potential reason to get to a different assessment for identity-based schemes is the
existence of the PKG, which might provide another person, aside from the original signatory,
with the capability to sign messages valid for the same identity.

We discuss this issue in the next section, as it is more closely related to the issue of “sole
control” over the user’s cryptographic key material. With the exception of this issue, we
conclude that the “unique link” requirement of the Furopean Signature Directive can be
fulfilled by identity-based signature schemes.

Note that the corresponding requirement of the UNCITRAL Model Law requires a unique
link of the “signature creation data” to the signatory, while the European Directive refers
to the signature. The difference is subtle, but it means that schemes susceptible to key
substitution attacks are not excluded from the UNCITRAL definition of reliable electronic
signatures. On the other hand, the requirement can be easily fulfilled by identity-based
schemes, assuming the PKG does not assign the same private key to more than one signatory.

3.1.2 Sole control

As a final requirement, advanced electronic signatures must be “created using means that
the signatory can maintain under his sole control”. The “means” to create the signature are
private cryptographic keys; the wider wording of the directive was chosen for the directive
to account for possible technical innovations. As pointed out by Kutylowski et al. [23],
there are schemes that allow multiple private keys to be used with the same public key; in
that case, the signatory must be able to keep all of them under his control.

The “sole control” requirement directly relates to the security of signature creation, both
concerning technical measures (like access control to cryptographic keys) and concerning
cryptographic schemes.

With respect to technical measures, there must be a way for the signatory to prevent
others from using the “means” required for signing. There is, however, a broad consensus

they can be used.



that “sole control” does not imply a requirement to use special hardware, such as smartcards,
to generate signatures [17]. If this were the case, it would not make sense to introduce the
use of such “secure signature-creation devices” as an additional requirement for qualified
signatures. Mason [26, p. 123f] points out the problematic nature of the “sole control”
concept. Real-world IT systems are too complex to technically guarantee that security
measures are not circumvented. Recitals 14 and 15 of the Signature Directive help in
the interpretation of the clause, stating that “it is important to strike a balance between
consumer and business needs” (recital 14) and that even the technical requirements for
secure signature creation devices do “not cover the entire system environment” (recital 15).
They indicate that absolute security is not required. The extent of the technical security
level that is required is difficult to define; however, purely software-based solutions (like
PGP) are generally considered acceptable’. In addition, the directive only requires the
ability to keep private cryptographic keys under one’s sole control; still, any signatory can
decide to give up this control and to allow others to sign on his behalf (see also Kutylowski
et al. [23, p. 272]). As long as secure cryptographic schemes are used, a signatory has the
theoretic ability to exclude others from signing. Therefore, the focus on abilities instead
of actual behaviour makes it easier to fulfill the requirements of advanced signatures. One
might argue that if a signatory gave up the sole control over his private key, there would no
longer be a “unique link” from the signature to the signatory; this argument is flawed, since
the unique link to the original signatory still exists. Though he did not sign the document,
the signature still allows identifying him.

At first glance, cryptographic schemes have to make sure that no one except the legitimate
signatory can generate a valid signature. If this is true, identity-based signature schemes
cannot be used for the generation of advanced electronic signatures: They use the PKG
as a central authority which generates the private keys for all involved parties; obviously,
this implies that the PKG can also generate signatures on behalf of anyone. Consequently,
Anderson [2, Section 1.3] states that identity-based schemes “are not signature schemes in
terms of the usual legal definition of an electronic signature”.

The result becomes much less clear when looking at the “folklore construction” of identity-
based signatures, as mentioned in Section 1.1. In this construction, an identity-based sig-
nature consists of a traditional signature and the signatory’s certificate. Sending the signa-
tory’s certificate along with a signed document is common practice, so it seems that most
advanced electronic signatures are, in fact, identity-based. Of course, this does not imply
that all identity-based signature schemes are suitable for the generation of advanced elec-
tronic signatures. To find the delineation, we analyze the commonalities and differences
between the identity-based paradigm and traditional signatures concerning the signatory’s
sole control over signature generation.

As already mentioned, the PKG of an identity-based scheme can generate signatures
on behalf of any user of the system. However, the same is true for certification service
providers of traditional schemes: They can generate a new key pair and a corresponding
certificate containing any identity they choose. Prevention of such action is based on legal
(not technical) measures, laid down in the general liability rules of civil law and specific
regulation for certification service providers. The latter, such as Article 6 and Annex II

"As stated, for example, in the official justification [14] of the German Signature Act, which is based on
the directive.



of the European Signature Directive, only apply to providers issuing qualified certificates.
One might argue that the attack could be uncovered more easily in a traditional signature
scheme, as certificates are usually stored in a directory, and additional certificates for a
given identity would be noticed; this is not the case if the PKG of an identity-based scheme
uses a signatory’s private key. Since the purpose of the directory in a traditional scheme is
to check the status of individual certificates, checking the whole directory for anomalies is
not normally supported. As a consequence, the use of certificate directories does not help to
detect fraud in traditional digital signature schemes, and does not constitute an advantage
in comparison to identity-based schemes.

The main conceptual difference between traditional and Identity-Based Signature schemes
is that in the latter, the central authority has the task to generate private keys for the users,
while in traditional schemes, its task is only to provide certification. However, it is also
possible for the certification service provider in a traditional scheme to generate key pairs
on behalf of its users. This possibility is explicitly mentioned, even for certification service
provides issuing qualified certificates, in Article 6, Section 1, bullet point ¢ of the European
Signature Directive. To maintain the signatory’s sole control over signature generation,
certification service providers are not allowed to store these private keys; for those issuing
qualified certificates, this requirement is made explicit in Annex II, bullet point j, of the
directive.

We conclude that the European legislator considers it

e acceptable for certification service providers to have the technical ability of generating
signatures on behalf of users (by generating and certifying new key pairs). This is not
surprising, as preventing that form of abuse with technical means is not feasible.

e unacceptable for certification service providers to possess the private keys of their
users. This must include any means to generate signatures that cannot be distin-
guished from those generated with the user’s private key. Generation of private keys
by certification service providers, on the other hand, is allowed if they do not retain a

copy.

The challenge is to make sure that if the PKG generates signatures on behalf of its users,
these signatures can be distinguished from those generated by the users themselves. This
does not imply that the PKG cannot generate the private key for a user. It is sufficient for
the PKG to delete that key immediately after making it available to the user, provided the
PKG cannot generate this key (or another one leading to identical signatures) later on.

Cryptographers have come up with schemes which have similarities with identity-based
signatures, but which fulfill this property. The core idea of self-certified public keys [18] is to
remove the distinction between a public key and a certificate. The public key is computed by
the central authority and the user in collaboration, and the authority does not have access
to users’ private keys. While a specific construction proposed by Girault has a flaw [30],
the concept itself is still valid. Besides schemes developed for public-key authentication,
there are also actual signature schemes based on self-certified public keys [36]. Signatures
based on different private keys can be distinguished, and the central authority does not get
access to the key itself. Traditional signature schemes also have this advantage; the benefit
of self-certified signatures is a potentially improved efficiency, as validation of signatures

10



can be performed in one step, and as the public keys require less storage space than the
combination of a public key and a certificate.

So-called certificateless signature schemes [1] are similar to self-certified signatures. They
use a central entity, similar to the PKG, to generate partial private keys. However, each
user adds some secret information to generate a private key unknown to the central entity.
In contrast to identity-based schemes, the user’s public key cannot be derived if only his
identity is known. As opposed to traditional signature schemes, no certificate is required; a
user’s identity and the central entity’s public parameters are sufficient for the verification
of his public key. A key difference between certificateless schemes and Girault’s concept
of self-certified public keys is that the former allow the public key to be generated by the
user without contacting the central entity; the private key can be computed later on. This
difference, while important for certificateless encryption, has little practical relevance for
signature schemes. We can therefore consider certificateless signature schemes and self-
certified schemes as equivalent for the purpose of this article. In particular, both classes of
signature schemes fulfill the “sole control” requirement of the European Signature Directive,
as the central authority has no access to the users’ private keys.

As opposed to the two aforementioned classes of signature schemes, identity-based schemes
do not need signatory-specific public keys for signature verification®, and the central au-
thority (PKG) generates the private keys on behalf of users. As discussed above, they can
still fulfill the “sole control” requirement, just like traditional signatures. To achieve this,
the PKG must delete its copy of the user’s private key, and must not be able to generate the
same private key afterwards (even assuming that it has access to signatures generated with
the original private key). Signatures generated using any private key generated by the PKG
later on must be distinguishable from signatures generated using the original private key.
Goyal [19] introduces the notion of Traceable Identity-Based Encryption, in which there is
a large number of potential decryption keys, and the PKG does not get to know which one
was selected by the user. The author states that the “analogue for identity based signatures
appears straightforward to achieve”. If it is achieved, such a scheme would be suitable for
the use as an advanced electronic signature scheme.

Yuen et al. [35] present a model for identity-based signatures which allows proving the
PKG’s misbehaviour in an interactive “blame” algorithm between a judge, the PKG and
the signatory; they present a corresponding construction based on an underlying traditional
signature scheme. The scheme requires a trusted third party in addition to the PKG. As
an obvious advantage, the chance of getting caught in case of fraud constitutes an incentive
for the PKG to behave honestly. On the other hand, the scheme has drawbacks in practical
applications. Signatures have to be considered as valid as long as the “blame” algorithm is
not executed (otherwise, the signatory could invalidate his own signature by refusing to take
part in the algorithm, does removing the non-repudiation property). Loss of the signatory’s
private key can therefore get problematic.

From a legal perspective, the scheme by Yuen et al. is acceptable for the generation of
advanced electronic signatures. The means to generate signatures can be kept under the
signatory’s sole control; execution of the “blame” algorithm can be seen as part of signature
verification, so it is possible to distinguish between signatures generated by the signatory
and signatures generated by the PKG under the same identity. There is no requirement that

80nly system-wide public parameters and an identity are required.
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excludes the use of an interactive algorithm (even involving the signatory and the PKG)
during signature verification—especially considering that non-repudiation is achieved by the
scheme.

3.1.3 Intermediate Result

We conclude that identity-based signature Schemes can, in principle, fulfill the requirements
of advanced electronic signatures according to the European Signature Directive. This
assumes that, analogous to Goyal’s traceable identity-based encryption, a traceable identity-
based signature scheme can be defined: After generating a private key for a user (signatory),
the PKG must not be able to generate signatures that cannot be distinguished from those
generated with the original private key. In contrast to design goals usually considered
by cryptographers (and also by Goyal), it is acceptable for the PKG to learn the user’s
private key—just like a certification service provider, the PKG can be trusted to delete
that key after generation. The “folklore construction” of identity-based signatures fulfills
the requirements of advanced electronic signatures for the same reason. Despite problems
concerning its practical application, the identity-based signature scheme by Yuen et al. [35]
can also be used for the generation of advanced electronic signatures.

The UNCITRAL Model Law is less restrictive than the European directive, so if an
identity-based signature scheme qualifies as appropriate for advanced signatures under Eu-
ropean law, it is also a reliable signature scheme (as defined by the Model Law).

3.2 Qualified electronic signatures

For qualified electronic signatures, two additional requirements are defined in the directive:

e They must be created using secure signature creation devices.

e They must be based on a qualified certificate.

While the first requirement can be fulfilled (as smartcards suitable for that purpose can,
at least in principle, execute identity-based algorithms just like they can execute tradi-
tional signature algorithms), the latter requirement is problematic. The main advantage
of identity-based signatures is that they do not need certificates in general (though specific
instantiations do); instead, the signer’s identity and the public, system wide parameters (in
particular: the PKG’s public key) suffice to verify a signature.

The European Signature Directive (article 2, item 9) defines a certificate as “an electronic
attestation which links signature-verification data to a person and confirms the identity of
that person”. In identity-based schemes, at least part of the “signature-verification data”
can be chosen arbitrarily and represent an identity. Whether the mentioned attestation
exists is a matter of perspective. The PKG’s task is to make sure that a private key for a
certain identity is only given to someone whose identity is described by the corresponding
signature verification data. Though the directive was written with a traditional PKI in
mind, the legal definition of a certificate can be interpreted to cover identity-based schemes.
The PKG’s public key is insufficient for the purpose, as it does not establish the link to a
person—not even in combination with the person’s identity. However, the combination of
the PKG’s public key, the representation of an identity and a signature fulfills the definition

12



Concept Definition Identity-based
version
Certificate electronic attestation which links | PKG public
signature-verification data to a per- | key, identity-
son and confirms the identity of that | based signature,
person identity
Signature of a | data in electronic form which are | PKG public key,
certificate attached to or logically associated | identity-  based
with other electronic data and which | signature
serve as a method of authentication

Table 1: Concepts for identity-based signatures

of a certificate. This result holds despite a major difference to normal certificates, as our
identity-based version of a certificate is not generated beforehand and not only by the
certification service provider. Unlike a traditional certificate, the “certificate” of identity-
based schemes is specific to each signature; however, this is not problematic. In fact,
certificates for one-time use have been discussed for traditional PKIs as well [13].

Annex I of the directive specifies additional requirements for qualified certificates, as de-
fined in article 2, item 10. Most requirements relate to information which must be contained
in certificates and which can be encoded, for example, in the identities (i.e. the identity
which is used as input to the cryptographic scheme is composed of the user’s identity and
the information which must, for legal reasons, be included). In general, the inclusion of
“signature-verification data” (item (e)) is straightforward, as all data required for signa-
ture verification are already contained in the construction above—mnote, however, this is
not true for the scheme by Yuen et al. [35]. Its “blame” algorithm is part of the signature
verification, and requires private inputs from several parties. As a consequence, not all
“signature-verification” data can be included in a certificate, and the scheme is not suitable
for generation of qualified signatures.

For other schemes, in which a certificate can be constructed, fulfilling requirement (h)
seems problematic: The certificate must contain the advanced electronic signature of the cer-
tification service provider. Surprisingly, the PKG’s public key, combined with the identity-
based signature, can be considered as an electronic signature. They are logically associated
with the data to be verified (i.e. the certificate), which consists of the PKG’s public key,
the identity-based signature and the identity. The first two elements of the certificate are
identical to its own electronic signature (see Table 1), and an association of these elements
with the identity must be available to verify the identity-based signature.

The combination of the PKG’s public key and the identity-based signature also serves as
a method of authentication for the certificate—serving as a method of authentication is a
major design goal of identity-based signature schemes. Usually, the goal of such a scheme
is to authenticate a message with respect to an identity, using the PKG’s public key and
the identity-based signature. However, verification of the identity with respect to a certain
identity-based signature and PKG public key is also enabled.

Moreover, the combination of the public key with the identity-based signature is even
an advanced electronic signature: It is uniquely linked to the PKG, as no other party can
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generate private keys which can in turn be used to generate correct signatures for an identity.
Obviously, there is also some relation to the individual signatory, but the link to the PKG
(in this role) is still unique. Given additional information encoded in the PKG’s public key,
or known to all system participants, the “signature” is also capable of identifying the PKG.
As the identity-based signature is only valid for one particular identity, any changes to
either the identity, the signature or the PKG’s public key cannot go undetected. However,
the final property required is more problematic: An advanced electronic signature must be
generated using means that the signatory can keep under his sole control. At first glance,
this requirement cannot be fulfilled: An arbitrary amount of identity-based signatures can
be generated without involvement of the PKG. However, the aspect that needs to be secured
is only the link between the identity and the certificate, as defined above.

Annex II of the directive contains requirements to be met by the certification service
provider. Most of these relate to management and security management issues, including the
need for a revocation infrastructure. None of these requirements are particularly problematic
for identity-based signature schemes. At first glance, bullet point (b), which requires the
certification service provider to operate “a prompt and secure directory and a secure and
immediate revocation service” might appear problematic, but approaches for revocation in
identity-based signature schemes exist (as discussed, for example, by Boneh and Franklin
[10]). In addition, the directive does not specify what the directory service must contain (in
particular, it does not have to contain the certificates; providing a directory of identities for
which private keys have been generated, on the other hand, is easily possible).

Annex IIT deals with secure signature-creation devices. In practice, smartcards (contain-
ing a secure key storage and the ability to compute the signature on the card) are used.
While current smartcards do not typically support identity-based cryptography, this is not a
problem in principle. As a consequence, Annex III does not restrict the use of identity-based
signatures. The same is true for the recommendations concerning signature verification in

Annex IV.

3.2.1 Intermediate Result

Surprisingly, an identity-based signature scheme is suitable for the generation of quali-
fied electronic signatures according to the European directive, assuming that it fulfills the
requirements of an advanced electronic signature scheme. This result is based on an in-
terpretation of the term “certificate” that differs from the common use of the term, but is
within the wording of the Signature Directive. As an exception to our result, schemes which
require private inputs as part of the signature verification process (like Yuen et al.’s scheme
[35]) cannot be used to generate qualified electronic signatures.

The UNCITRAL Model Law does not contain a direct equivalent of qualified electronic
signatures, but there are regulations to be met by signatories, relying parties and certifi-
cation service providers if they generate, verify, or provide certification services for signa-
tures that have legal effect. Article 9, concerning the “Conduct of the certification service
provider”, also includes requirements for the contents of certificates. The definition of cer-
tificates in the Model Law is similar to the one in the European directive, so we can use a
combination of the PKG’s public key, the representation of an identity and a signature (as
discussed above). In contrast to the European directive, however, there is no requirement to
use certificates: Article 8, paragraph 1, bullet point c) explicitly states requirements “where
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a certificate is used to support the electronic signature”, implying that this use is optional.

4 Identity-Based Signatures in
German Law

Given that Germany’s Signature Act is based on the European Signature Directive, it uses
very similar concepts. The definition of advanced electronic signatures contained in the
German Signature Act (Section 2 no. 2) is a direct translation of the corresponding definition
from the European Directive. As a consequence, our result concerning the assessment of
identity-based signatures as advanced electronic signatures (Section 3.1) directly applies to
German law.

The category of “advanced electronic signatures which are based on a qualified certificate
and which are created by a secure-signature-creation device” is referred to as “qualified
signatures” in the German Signature Act (Section 2 no. 3). The requirements for qualified
certificates are mostly identical to the ones already discussed above, with respect to the Eu-
ropean Directive. However, one detail leads to a mismatch between the properties required
by law and the design of identity-based signature schemes: Section 5, subsection 1 of the
Signature Act requires certification service providers to keep qualified certificates publicly
verifiable and retrievable, with the latter requirement only applying if the respective sig-
natory agrees. A qualified certificate for identity-based signature schemes, as constructed
above, can easily be kept verifiable, but the certification service provider cannot guarantee it
to be retrievable, as the signature itself is part of the certificate—keeping all signatures in a
directory is theoretically possible, but not desirable for most practical applications. Retriev-
ability of the certificate is only supposed to ensure verifiabiliy, and adding the certificate
to the message—thereby achieving the equivalent of an identity-based signature scheme—is
considered sufficient in literature [20, margin number 9]. Given that retrievability is only
conditionally required, and considering the purpose of the regulation, it does not prevent
the use of identity-based schemes.

The Signature Ordinance, on the other hand, contradicts this result in its section 4, which
explicitly requires the certification service provider to keep a directory of the qualified certifi-
cates it has issued. A wide, teleologic interpretation of this regulation could be considered,
but given the explicit wording, we consider such an interpretation as problematic. Section
4 refers to a “directory according to the requirements of Section 5, subsection 1, sentence
3 of the Signature Act”, which might be considered to imply that the Signature Ordinance
does not introduce additional requirements. However, it is the purpose of the Signature Or-
dinance to provide more detailed specifications, and narrowing down the choice of accepted
technologies is within that purpose. The same argument applies in relation to the European
Directive: At first glance, a national regulation that excludes certain technologies which are
allowed by the directive may appear as a breach of European law. As member states have
some maneuvering room when transposing a directive, the German Signature Ordinance
can be considered acceptable.

Note that a wider interpretation of the Signature Ordinance is not excluded. Even with
our narrower interpretation, identity-based schemes could be easily introduced in Germany,
as the process for changing the Signature Ordinance is easier than for the Signature Act
itself. Such a change would also have to be reflected in the catalogue of suitable algorithms,
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which is updated yearly, anyway.

5 Related Work

To the best of our knowledge, we are the first to discuss the legal classification of identity-
based signatures. Most of the research on requirements for electronic signatures focuses on
management, policy, and architectural aspects of electronic signatures. There are, however,
some publications trying to bridge technical and legal aspects—similar to the paper at hand.
Rossnagel [29] introduces two approaches for signature generation using mobile phones and
discusses whether they meet the requirements of qualified signatures according to the Euro-
pean Signature Directive. Kutylowsky et al. [23] discuss how the signatory’s “sole control”
over the signature creation process, as required by the European Directive, can be improved
by providing evidence for fraud. The sole control requirement is also relevant for the classi-
fication of electronic signatures autonomously created by electronic agents: Bergfelder et al.
[5] show that these signatures can be qualified signatures according to German law. With
the exception of Mason [26], the requirements for advanced electronic signatures (and the
“sole control” requirement in particular) are interpreted very similarly in legal literature,
and our discussion of these requirements follows the consensus.

Bohli and Sorge [9] discuss if vulnerability to key substitution attacks affects the suitability
of digital signature schemes for the generation of advanced and qualified signatures according
to German law. We explain the applicability of this result to identity-based signatures in
Section 3.1.1. Hohne et al. [22] deal with the legal classification of sanitizable [3] and
redactable [32] signatures, also based on German law.

While not dealing with legal aspects per se, Girault [18] suggests three levels of trust
in central authorities of public-key cryptography schemes. Level 1 means that the central
authority knows the users’ private keys (or is able to compute them). In level 2 schemes, the
central authority does not know the private keys, but can impersonate users e.g. by issuing
false certificates. Level 3 schemes have to provide proof of the authority’s misbehaviour
if it generates “false guarantees”. Girault classifies traditional certificate-based schemes as
level 3 schemes, stating that the existence of two or more different certificates for the same
user proved that the authority had cheated. In practical applications, it is not uncommon
for one user to possess more than one certificate issued by the same authority. Under
these circumstances, only an approximation to Girault’s level 3 can be achieved by means
of cryptography: A signature scheme can allow distinguishing between signatures based on
different private keys (in an identity-based scheme, this must hold even if they are issued for
the same identity). This approximation corresponds to the requirement we have identified
for identity-based signatures to be used for qualified electronic signatures.

6 Conclusion

In this article, we have shown that—contrary to Anderson’s assumption [2]—identity-based
signature schemes can, in principle, be used as the basis for electronic signatures. This
result even applies to qualified electronic signatures according to the European signature
directive. However, while it is acceptable for the PKG to generate a private key on behalf of
the user, it must delete its copy of the private key, and must not be able to reconstruct this
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key later on. If the PKG generates signatures using a legitimate signatory’s identity, there
must be means available to distinguish the PKG’s signatures from the legitimate signatory’s
ones. For qualified signatures, the distinction must be possible by only using the messages,
signatures, and public parameters, but no private inputs from the signatory or the PKG.

Qualified signatures are highly relevant to practical applications, as they are considered
equivalent to handwritten signatures, and they are admissible as evidence in legal proceed-
ings (Article 5, Section 1 of the directive). This applies to all member states of the European
Union, though exceptions may apply in specific fields of law.

Our interpretation of the European Signature directive may appear excessively wide, but
given the directive’s stated goal of being technology-neutral, and given that our intepretation
is within the directive’s wording, we believe our approach to be reasonable. Still, while the
directive has been transposed into national law in the member states, details of the national
laws may prevent the adoption of identity-based schemes.
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