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The Perils of Repeating Patterns:
Observation of Some Weak Keys in RC4

Joachim Stréombergson’, Simon Josefsson?

Abstract
We describe some observed trivially weak keys for the stream cipher RCA4.
Keys with repeating patterns are found to be key length invariant. The cause of the problem is the
simplistic key dependent state permutation in the RC4 initialization.

Introduction
While writing the draft for RFC 6229 [1] and testing suitable test vectors, we observed that for
some keys with different lengths, the stream cipher RC4 [2] generated identical keystreams.

Typical test patterns we tested were patterns where odd or even bits are set, as well as repeated
sequences of byte values. What we saw was that these patterns generated the same keystream
irrespectively of the key length used. The following two sets of keys illustrates the behaviour:

Key k1 [ Ox55, 0x55, 0x55, 0x55, 0x55] (40 bit)
Key k2 [ Ox55, 0x55, 0x55, 0x55, 0x55, 0x55, 0x55, 0x55] (64 bit)
Gener at ed keystream 0x06, Oxfe, 0x68, 0xd8, 0x0, Oxf 9, . ..

Key k3 [ 0x01, 0x02, 0x03, 0x04] (32 bit)
Key k4 [ 0x01, 0x02, 0x03, 0x04, 0x01, 0x02, 0x03, 0x04] (64 bit)
Cenerat ed keystream Oxlc, Oxea, 0x91, 0x61, Oxee, Oxbc, . ..

Problem Description and Analysis
The RC4 stream cipher contains a Key Scheduling Algorithm (KSA) as given by the following
pseudo code:

for i fromO to 255
S[i] =i

j =0

for i fromO to 255
j =(j + 9i] + key[i mod keylength]) nod 256
swap(S[i], S[j])
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The only key dependent operation of the KSA is the update of the j pointer in (5). Using the values
of the bytes in the key, we add a displacement to j, which then affects the byte swap operation of
the state S in (6).

Since the byte values in the key are accessed in sequence and cyclicly in (5), any key that consists
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of a repeated pattern can be reduced to the length of the pattern. That is:

key A=1[P, P, P, P, Pl = key B =[P]
where P is a pattern [pl, p2, p3, p4,...] of the length L.

In the asymptotic case that the pattern length L is one byte, that is the key consists of a number of
equal bytes, the the operation in line (5) is reduced to a fixed displacement C:

i =(j + 9] + O nod 256 (5')

This means that the for these types of keys, the key is length invariant. The effective key length for
the key n* P (i.e a key with n instances of the pattern P) is not n* L, but L no matter how large the
value of n is. A 128 bit key that consists of Oxdeaddeaddeaddead is just Oxdead.

Discussion
Since the observed behaviour and the simplistic, cyclic behaviour caused by the MOD operation is
so obvious it seems improbable that this problem has not been seen before.

We have tried to survey the literature and research to see if the behaviour has previously been
documented. There are a huge number of papers published on RC4 and applications such as the
WEP wireless security standard. We therefore by no means claim to have done a complete survey.

The papers [3]...[27] describes analysis of and attacks on the KSA as well as the Pseudo Random
Generator Algorithm (PRGA) part of RC4. The problems found can be divided into categories such
as internal state recovery, secret key recovery, key and state leakage in the keystream as well as
bias and patterns in the generated keystream.

But we have not been able to find any book or paper describing the behaviour we have observed.
Neither have we found any documented recommendations that recommends users to avoid RC4
keys based on repeated patterns.

We note that the key dependent part of the KSA, where the key material is applied in a cyclic
pattern is similar to the key dependent initialization of the P-array in the block cipher Blowfish. In
the specification for Blowfish [28], Bruce Schneier notes that: For every short key, there is at least
one equivalent longer key; for example, if A is a 64-bit key, then AA, AAA, etc., are equivalent keys.

This is basically the same observation as what we have seen with RC4. Albeit we believe that the
important thing is not that for a key with pattern P, there exists longer keys PP, PPP that are
equivalent. No, the important thing is that PP and PPP can be reduced to P.

Conclusions

Pointing out flaws in RC4 might seem like flogging a dead horse. But RC4 is still widely used and
we have also observed keys that consists of repeated patterns used in the wild. We therefore
believe that this is a real problem that need to be properly documented.

If you are going to use RC4, use a key with a pattern length equal to the effective key length you
need. In other words — don't use keys like ABCDABCDABCDABCD or 1111111111111111.
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