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Abstract. This paper presents a new bit-parallel multiplier for the finite
field GF(2™) generated with an irreducible all-one polynomial. Redun-
dant representation is used to reduce the time delay of the proposed
multiplier, while a three-term Karatsuba-like formula is combined with
this representation to decrease the space complexity. As a result, the
proposed multiplier requires about 10 percent fewer AND/XOR gates
than the most efficient bit-parallel multipliers using an all-one polyno-
mial, while it has almost the same time delay as the previously proposed
ones.

1 Introduction

The arithmetic operations in GF(2™) are frequently desired in many areas of
computer algebra and public-key cryptosystems [1]. Thus it is necessary to design
efficient algorithms for finite field operations such as addition, multiplication, ex-
ponentiation, and multiplicative inversion. In particular, efficient design of the
multiplier is required by hardware implementation of multiplication, since other
time consuming operations such as exponentiation and inversion can be carried
out by iterative multiplications. The multiplication in a polynomial basis con-
sists of multiplying two polynomials and then reducing the result modulo an
irreducible polynomial. The choice of corresponding irreducible polynomial is
important to perform the reduction efficiently. The most used irreducible poly-
nomials are the all-one polynomials (AOP) [2, 3] and the sparse polynomials such
as trinomials [4,5] and pentanomials [5, 6].

In hardware implementation, the efficiency of the architecture is always e-
valuated by space and time complexity. The former is expressed as the number
of logic gates (XOR and AND) and the latter is expressed as the sum of gates
delay of the critical path. Based on the special form of AOP, efficient bit-parallel
multipliers are proposed using polynomial basis (PB)[2], normal basis (NB) [3,
7,8], weakly dual basis [9] and non-conventional basis [10]. These multipliers are
known as the most efficient ones among the previous bit-parallel multipliers and
require m? AND gates, m? — 1 XOR gates and T4 + (1 + [logy(m — 1)])Tx
delays. Some other bit-parallel multipliers using an AOP have been proposed in
[11-14].



In a recent paper, Chang et al. [15] has proposed a low complexity bit-parallel
multiplier for AOP using redundant representation. A redundant representation
[16] was derived from the minimal cyclotomic ring. In this case, the field GF'(2™)
is represented as a subring of a residue class ring Fo[z]/(2™ + 1) with n > m.
Advantages of using redundant representation include free squaring operation
and elimination of the modular reduction step in the field multiplication. Based
on this representation, Chang et al. can apply Karatsuba approach to reduce
the space complexity without increasing gates delay. Consequently, with nearly
the same time complexity, the proposed multiplier only requires approximately
3/4 gates compared with previous multipliers.

In this paper, we present an improvement of Chang et al. approach. Unlike
previous multipliers, we apply a three-term Karatsuba-like formula [17, 18] to the
polynomial multiplication which can save even more logic gates. On the other
hand, it still maintains a relatively low time complexity with the use of redun-
dant representation. In consequence, we can obtain a bit-parallel multiplier with
approximately 8/9 gates of Chang et al. multiplier, while the time complexity
is T'a 4 (3 + [logy 3 ])Tx. For a large number of AOPs, this delay is equal to
T4 + (1 + [logy(m — 1)])Tx which matches the best results.

The rest of this paper is organized as follows: In Section 2, we briefly review
the redundant representation for GF(2™) defined by the AOP. Then we propose
a new bit-parallel multiplier architecture using the redundant representation in
Section 3. Section 4 presents a comparison between the proposed multiplier and
some others. Finally, some conclusions are drawn.

2 Redundant representation

The notion of redundant representation was firstly used by Itoh and Tsujii [16]
for design of efficient multiplier. Later, such representation had been applied
in many multipliers [19-21]. The idea was to use the minimal cyclotomic ring
Fo[z]/ (2™ + 1) where the current field can be embedded and the field arithmetic
operations are performed in such ring. If the field GF(2™) is generated with an
irreducible AOP, we have n = m + 1 which has the minimal redundant bits.

The irreducible AOP in the form f(z) = Y./, 2" over Fy exist if and only if
m+1 is prime and 2 is primitive modulo m + 1 [1]. The definition of redundant
representation with respect to AOP is presented as follows:

Definition 1. [15] Let x be a root of the irreducible AOP f(x) of degree m.
Then the set {1,z,22,---, 2™ 1} induce a polynomial basis of GF(2™). Expand

such set as {1,xz,22%,--- a™}. Any element o € GF(2™) is represented as
m
o= Zaiz’, a; € Fy.
i=0

The representation is called as a redundant representation of GF(2™).



The modular reduction using redundant representation is very simple. Since
g™t =1, for any A=Y" a;x' € GF(2™), we have

A-z'mod 2™ +1=ap_ ™+ +apx’ +anz -+ apoii

Therefore, A - can be computed by an i-bit left cyclic shift of A. In hardware
implementation, this can be carried out by a simple rewiring and does not cost
any logic gates.

3 Multiplier based on 3-term Karatsuba-like formula

The classic Karatsuba method [24] has been used to improved the efficiency of
bit-parallel multiplier for GF(2™) generated by an AOP [15] and a trinomial
[22,23]. This method starts with a way to multiply two 2-term polynomials
using three scalar multiplications, thus it can reduce the space complexity by
approximately a factor of 3/4. However, there is also a way to multiply two 3-
term polynomials using six scalar multiplications [17, 18]. In Fa[z], we can check
that
(a22® + a1z + ag) (bax® + by + by)
= agby(x* + 23 + 22) + ayby (23 + 22 + 1)
+ agbo(z® + 2 + 1) + (ag + ay)(by + by)a3
+ (ag + ag) (b + bo)x? + (a1 + ag) (b1 + bo).

In the following, we will use this approach, referred as 3-term Karatsuba-like
formula, to computed the polynomial multiplication and to reduce the space
complexity even further. Moreover, based on the property of redundant repre-
sentation presented in Section 2, the proposed multiplier can also obtain a low
time complexity.

Consider the field GF(2™) generated with an irreducible AOP f(x). Let
x be a root of f(x), then we represent the field element U € GF(2™) as U =
i w;xt, u; € Fy. Since m+1is a prime, m+1 mod 3 =1 or m+1 mod 3 = 2,
then we have 3|m or 3|m—1. In order to apply the 3-term Karatsuba-like formula,
we split the polynomial into two blocks with one contains m bits (or m — 1 bits)
and another contains the left bits, then use this formula to m-bit (or m — 1-bit)
polynomial multiplications. We deal with these two cases separately.

(i) when 3|m : Assume that A = A’z + o/, B = B'z + b where A’ =
S tairt, B = S bt ag, by, al b € Fy. The multiplication AB can be
computed as:

AB = (Ax+d)(B'z+V) 1
:A/B/xZ _|_ (A/b/+B/a/)x+a/b/. ( )

Let k = m/3 and we partition A’ = Azx?* + Ayx¥ + Ay, B’ = Bsx?* + Boxk + By

where A; = Z;:é ajJr(i,l)ka:j, B; = Zf;é bj+(i,1)kxj, for i = 1,2,3. Then we
multiply A, B’ with the 3-term Karatsuba formula and do some transformation



as follows:

A,B/ = Ag.’ﬂzk —+ AQCEk —+ Al) . (Bgiﬂzk + ngk + Bl)
— Ay By(z + 2% 4 22%) 4 AgBy(2 + 22F 1 2F)
+ A1 B; (Z‘Qk + xF + 1) + Cngl‘Sk + CQDQQ,‘Qk + ClDlxk
= (Angsz + AQBQZL'k —+ AlBl)(l’Qk + l‘k —+ ].)
—|—(03D31‘2k + 02D213k + ClDl)l‘k.

where 03 = A3 +A2702 = A3 —f—Al,Cl = AQ +A1 and D3 = B3 +BQ7D2 =
Bs + B1, Dy = By + By. Thus (1) can be rewritten as:

AB = (A3B3$2k + AQBQJCk + AlBl)(I2k+2 + $k+2 + ,132)
+ (CngJ?Qk + CQDQl‘k + 01D1)$k+2 (2)
+(A'Y + B'd')x + a'l.

Let S; = (A3Bsz?* + AyBox® + Ay By)(2?*2 4 2%+2 4 22) and S, denote the
left parts of (2). Then the modular multiplication AB mod 2™+ +1 = S; +
Sy mod 2™ *! 4 1. We compute Sy, So modulo 2™+ + 1 separately.

Firstly, we consider the computation of (A3B3x?* 4+ AsByx* 4+ A1 B;) mod
™t 4 1. Let AyB; = (Zf:ol a;zt) - (Zi:ol bizt) = Zfﬁgz r;z'. These 7;s can
be calculated as following equation:

p= 4 Dymqaibig  0<is<kol, -
' Zj;il—k_l,_l ajbi_j, k <1 <2k —2.
Similarly, we get the coefficients of A3 By = 222262 sizt and Az Bz = Zin_Q tixt
as:
o — Z%:o ajtkbimjtk, 0<i<k—-1, )
' Zj;q;l_k+1 Qjtibimjir, k<0 <2k —2.
and _
b= Z%:o aj1orbi—j12m, 0<i<k-1, 5)
' Zj/;il—lc-&-l ajtorbijion, b <1 <2k —2.

Note that & = m/3 and m + 1 = 3k + 1, the expression (A3Bsz?* + Ay Box® +
A1Bi) mod 2™t +1 = Z?ﬁo zx' can be obtained as follows:

7y +tivkt, 0<i<k-—3,
e, k—2<i<k-—1,
Si—k + 1y, k<i<2k-2,
S I i=2k—1, (6)
Si—k +ti—ok, 2k <i<3k—2,
tion, 3k —1<i< 3k

According to (3), (4), (5) and (6), we can find that, for 0 < ¢ < k — 2 and
1 = 3k, z; consists of sums of k — 1 elements, for kK — 1 < i < 3k — 1, z; consists
of sums of k£ elements. Therefore, circuit implementation of Zfﬁo 2;z' requires



Table 1. Space and time complexities of S; mod ™ + 1, if 3|m

Operation # AND #XOR Time delay
A3B3.1,‘2k + AQBQZ’k =+ A1Bl 3]{,‘2 3](12 TA —+ “0g2 k-‘TX
Sy mod ™ + 1 - 5k+1 2Tx

k(k—1)+(2k+1)k = 3k? XOR. Note that the computation of A3 B3, Ay Ba, A1 By
also need 3k? AND gates. Consequently, the space complexity for this operation
is equal to 3k% XOR and 3k? AND, and time delay is T4 + [logy k]Tx.

Moreover, based on previous description, the operation (A3 Bsx?* + Ay Box* +
A1By) - 2™, for n =2,k 4+ 2,2k 4+ 2 can be computed by a n-bit left cyclic shift
of Z?io z;x®, we can obtain the result by a simple rewiring without using any
gates. Therefore,

m
Sl mod xm+1 +1= Zi:O (Zi+2 mod m+1

, (7)
+2i+k+2 mod m+1 T Zi+2k+2 mod m+1)l’z-
It can be seen that the partial sums can be reused in the addition of (7) and k+1
XOR gates can be saved. The space and time complexities of S; mod z™*+! + 1
are summarized in Table 1.

Then we consider the computation of

Sy mod ™1 + 1
= (03D3372k + CQDQl‘k + ClDl).’EkJ'_Q (8)
+(A'Y + B'a’)x + a’b’ mod ™t + 1.

Since (C3D32%* 4+ CyDyx* + C1D1)2*+2 modulo 2™ +! + 1 can be carried out
by a k + 2 -bit left cyclic shift of C3D3x%* + CoDox® + C1 D1 mod 2™ + 1,
we only need to computed this expression. Note that C;, D;,i = 1,2, 3 consist of
the same bits as A;, B;, we just follow the same line as the computation in (6)
to obtain the result. It also costs 3k XOR plus 3k* AND, with time delay is
Ty + |—10g2 kj—‘ Tx.

Table 2. Space and time complexities of S mod ™! + 1, if 3|m

Operation # AND #XOR Time delay
C1,Cs,Cs - 3k Tx

D1, D2, D3 - 3k

C3Dsz?® + CyDox® + C1 Dy 3k2 3k2 Ta + [logy k]Tx
(A'Y + B'a’)x + a'b’ 2m+1 m Ta + Tx

So mod z™ T +1 - m+1 Ty




Furthermore, note that deg A’ = deg B’ = m — 1, the computation of (A’d’ +
B'a’)x + a’t’ do not need any reduction. Thus such expression totally requires
2m+1 AND gates plus m XOR gates and the time delay is Ty + T'x. The space
and time complexities of the two expressions are presented in Table 2.

As seen in Table 1 and 2, the two operations have the same time delay thus
they can be computed in parallel. Finally, we add together (7) and (8). This
addition requires m 4+ 1 XOR gates and T'x gate delay. Thus the total space and
time complexities of the proposed architecture can be calculated from Table 1
and 2 plus extra gates for the final addition:

# AND = 22° 4 9 1,

_ 2m® | 20m
# XOR = 22 | 20m 4 3
Time delay = T4 + (3 + [log, k] Tx).

Since k = m/3, we have [log, k] < [log, m] — 1. But this is interesting only
if
[logy k] < [logy m] — 1. 9)

This happens frequently when m = 2" + ¢ where c is less than 2771, In this
case, the time delay of our architecture becomes T4 + (1 + [log, m]Tx ). Since
m is even, [logom] = [logy(m — 1)], the time complexity can be rewritten as
Ta + (1 + [logy(m —1)]Tx).

(ii) when 3|/m — 1: In this case, assume that A = A'z? + ajz + af), B =
B'a? 4+ Wiz + by where A’ = " % a;at, B = Y7 2 biat, for all the coefficients
in Fo. Let k = (m — 1)/3 and we partition A’ = Azx?* + Asz® + A} B’ =
Bsx?f + Byx* 4+ By with each part consists of k elements. Similar with previous
case, the multiplication AB is computed as:

AB = (A3B31'2k + AQBQLL‘k + AlBl)($2k+4 + ahtd + {E4)
+(03D3$2k —+ CQ.DQZL’k + 01D1)$k+4 —+ A/(b’lx?’ —+ bél’z)
+B'(ay2® + apa?) + (af@ + ap) (by@ + b).

where Cg = A3 +A27CQ = A3 +A1701 = AQ +A1 and Dg = Bg +BQ,D2 =
Bs + By, Dy = By + By. Then we divide above expression into two blocks and
compute each block modulo ™! 4 1, separately.

Sl = (AngLEQk + AQBQCEk + AlBl)($2k+4 + l’k+4 + 1'4)

and
SQ = (Ongl‘Zk + CQDQZZ?k + OlDl)l‘k+4 + A’(b’lxg + b/OIQ)
+B'(ayz® + apx?) + (a)x + af) (V)z + b)).

The computation processes are nearly the same as those presented in the case of
3|m. We can easily compute S1, Sz modulo 2™+ + 1 using the similar strategy.
The space and time complexities with respect to the two expressions above are
summarized in Table 3 and Table 4.



Table 3. Space and time complexities of S; mod ™" + 1, if 3|m — 1

Operation # AND #XOR Time delay
A3B3a®® + Ay Box® + A1 By 3k? 3k Ta+ [log, k] Tx
Sy mod ™ 41 - 5k +3 2Tx

Table 4. Space and time complexities of Sz mod ™" + 1, if 3|m — 1

Operation # AND #XOR Time delay
C1,C5,C3 - 3k Tx
D1, D3, D3 - 3k

CsD3x™ + CoDox™ + C1Dy  3K? 3k Ta+ [log, k|Tx
A'(b2® + bpx?) + B (alax? dm —2 3m —2Ta + 3Tx
+apz®) + (aix + ap) (bix + b)

Sa mod 3,’m+1 +1 - m-+1 Tx

Note that, in practical application [log, k] is usually larger than 3, thus
operations of the third and forth row in Table 4 can be carried out in parallel with
time delay T4 + [log, k]Tx . In the end, another m + 1 XOR gates and T'x delay
should be added to compute the final result. Thus the total space complexity
and time complexity of the proposed architecture can be calculated from Tables
3, 4 and extra gates on adding S; mod z™*! + 1 and S mod ™! + 1 together:

_2m? | 8m _ 4
# AND = Zg= + 5 — 3,

#XOR - 2+ 2
Time delay = T4 + (3 + [logy(™51)]Tx).

Furthermore, if m — 1 = 2" + ¢ with ¢ < 2"7!, the time delay of our archi-
tecture can be rewritten as T4 + (1 + [logy(m — 1)]Tx).

4 Comparison

Table 5 gives a comparison of different implementations of bit-parallel multipliers
in the class of fields defined by an irreducible AOP. From Table 5, we can see
that our multiplier requires about 33% fewer circuit gates than the previous five
architectures and about 10% fewer circuit gates than Chang et al. multiplier.
On the other hand, the time complexity of the proposed multiplier is T4 + (3 +
[logo(%)])Tx . In fact, we have searched all irreducible AOP with degree m less
than 8000 and it is found that for more than 50% AOPs satisfy the inequality
(9). In this case, the time delay of our architecture is equal to T'a + (1+ [log,(m—
1)])Tx which matches the best results.
In addition, there are many general bit-parallel multipliers for the field GF'(2™)

generated with other irreducible polynomials. Those multipliers can be divided



Table 5. Comparison of bit-parallel Multipliers for GF(2™) generated with AOP

Multiplier # AND #XOR Time delay

Hasan [3] m? m? — 1 Ta+ (1 + [logy(m —1)])
Kog [2] m? m? —1 Ta + (2 + [logy(m — 1)])
Wu [9] m? 2 -1 Ta 4 (1 + [logy(m — 1)])Tx
Kim [10] m? 2 -1 Ta 4 (1 + [logy(m — 1)])Tx
Reyhani-Masoleh [8] m? 2 -1 Ta + (14 [logy(m — 1)7)
Chang [15] 8% L om+1 322 £ 3m 41 Ta + (1+ [logy(m + 1)])Tx
3\m 22 4 9m 41 225 4 20m (3 + Mog, (2))Tx
8m — 1 25 S g2t 2 Ty (34 [logy (M) x

into two categories according to space complexity, namely, quadratic multipliers
and subquadratic multipliers. The best multiplier for the first type contains at
least m? AND and m? — 1 XOR gates with time delay of T4 + (1 + [log, m])Tx
[25] (for good field it is equal to T4 + [logy m|Tx ). The multiplier of the sec-
ond type contains about O(m!°823) circuit gates and usually requires at least
T4 + (14 2[logy, m])Tx gates delay [26,27]. It is obvious that our architecture
still has certain advantage compared with other general multipliers. The time
complexity of our multiplier is comparable to the fastest bit-parallel multiplier
and much faster than the subquadratic multipliers, but the space complexity
is smaller than the fastest ones [5]. Therefore, our architecture offers a proper
tradeoff between space and time complexity.

In [28], Ciet et al. resuscitate elliptic curve cryptography (ECC) over the field
which is generated with an irreducible AOP. They have proposed a sequence of
such finite fields which are secure for ECC. Among the four examples suggested
for ECC in [28], there are two fields, namely, GF(2!"®) and GF(2!'%5), which
satisfy the inequality (9). In these cases, our architecture outperforms Chang et
al. approach by saving 10% logic gates with the same time delay. The details are
presented in Table 6.

Table 6. Complexity for practical field defined by irreducible AOP

Field our method Chang et al.
#AND #XOR, Time #AND #XOR Time
GF(2'8) 21596 22428 T4 +9Tx 24120 24298 Ta + 9Tx

GF(2'1%) 940892 946428 T + 12Tx 1057320 1058506 T4 + 12T

5 Conclusion

In this paper, a new bit-parallel multiplier architecture for all-one polynomial
is proposed. In the proposed architecture, redundant representation and a 3-



term Karatsuba-like formula are combined which can reduce the time complexity
and space complexity, respectively. This multiplier can be used in area-critical
occasion because it has low space complexity but maintains a relatively low time
delay.

Moreover, besides the 3-term Karatsuba-like formula, other Karatsuba-like

formulas could also be used for the optimization. We are currently working on
applying the five and seven term Karatsuba-like formulae to the AOP multiplier.
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