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Abstract

This paper proposes a new fault attack technique on the LED block cipher using a single
fault injection by combining algebraic side-channel attack (ASCA) and differential fault attack
(DFA). We name it as algebraic differential fault attack (ADFA). Firstly, a boolean equation set
is constructed for LED using algebraic techniques. Then, the fault differences of the S-Box inputs
in the last round of LED are deduced by DFA and represented using algebraic equations by the
multiple deductions-based ASCA (MDASCA) technique proposed in COSADE 2012. Finally, the
key is recovered by solving the equation set with the CryptoMiniSat solver. We show that, as to
ADFA on LED under the single nibble-based fault model, the 64-bit key can be recovered within
one minute on a common PC with a success rate of 79%, which is more efficient than previous
work. We modify the CryptoMiniSat solver to count and output multiple solutions for the key, and
conduct ADFA to calculate the reduced key search space for DFA. The key search space of LED
is reduced to 2% ~ 2!, which is different from previous work. We also successfully extend ADFA
on LED to other fault models using a single fault injection, such as byte based fault model and
nibble based diagonal fault model, where traditional DFAs are difficult to work. The results show
that ADFA is an efficient and generic fault analysis technique which significantly improves DFA.

Keywords: Algebraic cryptanalysis, Differential fault analysis, Single fault injection,
CryptoMiniSat, LED.

1. Introduction

1.1. Background

The emerging pervasive computing demands have made low-end devices, such as smart cards,
RFID tags, IC-printing applications become more and more popular. Such tiny computing devices
are used in many applications and environments, leading to an ever increasing need for security in
resource constrained environments. This has spurred the development of lightweight cryptography.
Many ultra-lightweight block ciphers have been developed, such as mCrypton [21], DESXL [20],
PRESENT [4], MIBS [12], KLEIN [8], PRINTcipher [16], Piccolo [26] and LED [9].

LED [9] is a hardware-optimized ultra-lightweight block cipher presented by J. Guo et al. in
CHES 2011. It applies an AES-like design with the SPN structure, and only 966 GE are required
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for its implementation. The authors analyzed the security of LED under the main cryptographic
analysis, and showed that LED is quite secure. However, the recent side-channel attacks (SCAs)
bring a great number of threats on the implementation of cryptographic algorithms. Examples of
practical SCAs are timing attacks [17], power attacks [18], electromagnetic radiation attacks [23],
fault attacks [5] etc. It is necessary to investigate the security of LED against SCAs. LED has
two variants with different key lengths: LED-64 and LED-128. In this paper, we mainly focused
on the cryptanalysis of LED-64 against fault based active SCAs. In the rest of this paper, LED
stands for LED-64 if not explicitly mentioned.

1.2. Previous work

Fault attacks retrieve the secret information by injecting a computational fault into the cryp-
tosystem. Faults can be generated by changing the power supply voltage or the frequency of the
external clock, varying the environmental temperature, and exposing the circuits of the device to
intense lights or lasers during the computation [1]. The first idea was reported by Boneh et al.
against the implementations of RSA-CRT in 1996 [5]. After that, Biham and Shamir proposed the
differential fault analysis (DFA) attack by combining the fault attack with the differential crypt-
analysis [3]. Since then, DFA has been applied to break public ciphers such as ECC [2], block
ciphers such as AES [22] and CLEFIA [28], and stream ciphers such as RC4 [10] and Trivium [11]
etc. Nowadays, DFA is considered as one of the most threatening attacks for the cryptographic
systems.

DFA on LED was studied in [13] and [14] based on the main idea of DFA on AES in [29]. Both
can break LED assuming a single nibble-based fault is injected into the 30-th round. However,
different results on the reduced key search space are achieved. The work in [13] simply acclaimed
the key search space can be reduced to 2% assuming the fault location is known. No experimental
results were provided. The work in [14] showed that the key search space can be reduce to 219 ~ 22°
with simulation experiments on an Opteron workstation having 48 GB RAM. Under the same fault
model, the work in [19] studied algebraic fault attack (AFA) on LED, and on average 13.60 hours
were required to reveal the key.

1.3. Our work

This paper makes a comprehensive study about DFAs on LED with algebraic techniques using
a single fault injection. We initiate our study to improve the efficiency of fault attacks on LED
under the same nibble-based fault model in [13, 14, 19]. A new technique called algebraic differential
fault attack technique (ADFA) is proposed. ADFA combines DFA and algebraic techniques [6] (or
algebraic side-channel attack: ASCA [24]) together. The fault differences of the S-Box inputs
in the last round of LED are derived by DFA and represented with algebraic equations by the
multiple deductions-based ASCA (MDASCA) technique proposed in COSADE 2012 [30]. The key
is recovered by solving the equation set with a SAT solver. To accelerate the solving procedure, we
show that it is important to build the algebraic equations for every reverse operation in LED instead
of the original one. In our simulation experiments, the full master key can be recovered within one
minute on a common PC for 79% cases, which is more efficient than previous work [14, 19].

Similar to [13] and [14], it is interesting to calculate the reduced key search space for ADFA
on LED where an automatic and mathematic solver (the SAT-based CryptoMiniSat solver [27])
is used. However, the original solver will stop once a solution is found, and the solution may not
be correct. To overcome this, we modify the CryptoMiniSat solver to count and output all the
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possible solutions. Under nibble-based fault model, the key search space of LED can be reduced
to 26 ~ 217 which is different from 2% in [13] and 2'9 ~ 22° in [14].

As ADFA is inherited with the generic feature of algebraic attacks, we are also interested in
ADFAs on LED under other fault models where traditional DFAs are difficult to work. We consider
byte-based fault model, diagonal-based fault model as in [29, 25] and only one fault injection is
required to break LED.

The paper is organized as follows: Section 2 describes the design of LED. Section 3 presents
our ADFA on LED. Section 4 describes the experimental results. Section 5 concludes the paper.

2. The LED Block Cipher

LED [9] is a lightweight block cipher with SPN structure, whose design has several AES-
like features, for example, S-Boxes, ShiftRows, and MixColumns operations. The cipher state is
conceptually arranged as a 4 x 4 matrix where each nibble represents an element from GF(2%).
For a 64-bit plaintext m, the 16 four-bit nibbles mq||m1]]...||m15 are arranged as a 4 x 4 matrix.
Likewise, the key is arranged as a 4 x 4 matrix and denoted as K = ko||k1]] ... ||k15-

mog mp M2 M3
mg4 M5 Me M7
mg Mg Mio Mi1
mi2 Mi3 Mig Mi5

Like other block ciphers, LED is executed in a state updating trend. In the addRoundKey (AK),
the plaintext P is Xored with K and then fed into a step operation. The value after repeating the
step operation eight times will be Xored with K again, which is the ciphertext.

AddConstants SubCells ShiftRows MixColumnsSerial
Xj SIS|S|S Yj ZJ Qi
S|S|S|S o
S|S|S|S
S|S|S|S
Nibble (4-bit)

One round

K K K K

A’ A* s
4 rounds }—é—{ 4 rounds ’—d} ———————— c

LED-64 p

One step

Figure 1: The specification of LED

The encryption procedure is illustrated in Fig. 1. Note that, there is no key schedule in LED.
And one step operation consists of four round operations, each of which has four inner operations.

1. AddConstants (AC). The round constants are Xored with the state.
2. SubCells (SC). Each nibble in the state is updated by a lookup using the S-Box of PRESENT [4].
3. ShiftRows (SR). Row i of the state is rotated i distance to the left, for i = 0, 1, 2, 3.
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4. MixColumnsSerial(M C'). Each column of the state is updated by the multiplication of itself
with the corresponding column of a fixed Matrix M.

4 1 2 2
8 6 5 6
M_BEAQ
2 2 F B

3. Algebraic Differential Fault Analysis(ADFA) on LED

In this section, we describe the four phases of the Algebraic Differential Fault Analysis (ADFA)
on LED. At first, we introduce the notations and fault model to be used in this paper.

3.1. Notations

We denote the output of the i-th AK as A?, and the output of the j-th AC,SC,SR,MC function
as X7,Y7, 77,7, and the I-th nibble of A, X7, Y7, Z7 (7 as Ai,XlJ,Y/,Zl],Q{, where 1 < m <9,
1<n<32,0<1<16.

3.2. Fault Model

We assume that an attacker can inject only one random and nibble fault into Y3°, the output
of SC in the 30-th round, as noted in [14, 19]. The value of the random fault is unknown. Fig. 2
depicts the propagation of injecting one nibble fault at the first nibble of Y3Y in the last three
rounds of LED. Every square in Fig. 2 depicts fault difference of one nibble of the intermediate
state.
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B.f
2f
r=31 X1 i z0 Q"
4.f fo fo 4f | 13| 2.F, | 2.f;
AC 8 sC Iy SR f | MC gt |6t |58 |6
B.f f2 f Bfy|Efa| Af| 9.fy
2.f fa s 2fo | 26 |F.f|B.fy
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Figure 2: Fault model of ADFA on LED

We can see that: (1) AC and AK affect neither the values nor the locations of the fault
difference. (2) SC only changes the values of the fault difference, (3) SR only changes the locations
of the fault difference, (4) MC' changes both the the values and locations.
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Among the four operations, only the fault differences of the outputs of SC are associated with
both the state and its inputs, which can be used to recover the value of the state and then reveal
the key. As the output fault difference of SC' in the 32-th round, AY?? can be computed directly
from the ciphertext difference. The key issue of fault attacks on LED is to derive the input fault
difference AX3? from AY32. We will present the details in Section 3.4.

3.8. Building the equation set of LED

The goal of this phase is to transform LED into a big system of low degree boolean equations.
In this system, the key bits appear as variables and solving the system is equivalent to recovering
them. Two strategies can be considered. The first is to directly build the equations for every
forward operation, and the second is to build the algebraic equations for every reverse operation.
Differences of solving time for these two strategies will be discussed in Section 4.1.

When building the equation set of LED, how to represent SC' and MC (and their reverse
functions SC~! and MC~1) is the most challenging among all operations. We describe them in
the following.

(1) Represent SC and SC~!.

SC' can be described by 16 table lookups to a S-Box. In this paper, we exploit the techniques
in [15] to derive every S-Box output bit with high-degree equations from the four S-Box input bits.
Suppose (zg, 1,22, x3) and (yo, y1, Y2, y3) denote the input and output of the 4-bit S-Box. Then,
the S-Box lookup can be denoted as

Yo =1+ x0+ T2 + 23 + 2102 + ToT123 + ToT2T3 + T1T273
y1 =1+ xo+ 21 + Tox2 + Tox3 + T2x3 + ToT1T3 + TT2T3
Y2 = Ty + T2 + ToxT1 + ToT2 + TeT1X3 + TX2T3 + T1T2X3

Y3 = To + 1+ T3+ T129

The reverse of S-Box lookup can be denoted as

To = Yo + Y1+ Y2 + Y3 + Y2y2 + YoY1y3 + Y1Y2y3

z1 =14 yo+ v1y2 + Yoy2 + v1ys + Y2y3 + yoys + Y1Y2y3 + Yoy1y3 + Yoy2y3
T2 = Yo + Y2 + Y3 + Yoy1 + YoY2 + Y1¥Y3 + Y1Y2y3 + Yoy1y3 + Yoy2y3

z3 =14 y1 +y3 + Yoy2

(2) Represent MC and MC~!.
Firstly, we present M !, the revise matrix of M.

4
)
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o e

D

When representing M C and MC~!, the comparatively difficult part is to represent the element
multiplication in M and M~!. Suppose (wg,z1, 22, 23) and (yo,y1,¥2,y3) denote the input and
output of the element multiplication in M, M. Their relations can be represented in Table 1.
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Table 1: Represent element multiplication in M, M ~*

Matrix element Y0 Y1 Yo Y3

1 o Tl xTo T3

2 T X9 Ty + X3 )

3 To + T1 Ty + T zo+ T2 + T3 To + T3
4 T2 T + 23 o + 11 1

5 zo + T2 To+ 21+ T3 To+ 1+ T2 1+ 23
6 xr1 + X9 xro + X2 + 3 r1 + 3 xo + 21

7 To+ 21+ 22 To+ 21 + X2+ 23 x4+ 29 + 23 To+ 21+ 73
8 Ty + T3 To + 1 T+ T2 T

9 xs3 ) x1 xo + X3
A o+ 1 + T3 xo + 21 + T2 zo + x1 + 22 + T3 20 + T2
B r1+ a3 o + 2 To+ 1+ T3 To + T2 + 23
C To+ T2 + 23 1+ x3 xro + T2 T )
D To + T3 T3 xo r1 + a2 + 73
FE xo+x1 + X2 + T3 xr1 + a2 + 23 T2 + X3 xo + x1 + 2
F x4+ x9 + a3 T + T3 T3 Ty + 21 + X2 + T3

3.4. Deducing the fault differences with DFA

Let A denote the function of computing the fault difference of the interemidate state. As noted
in Section 3.2, deducing AX32 from AY3? is the crucial part for the key recovery of DFA on LED.
From Fig. 2, AY32 = ug||u1]|...||lu1s can be easily calculated from the ciphertext difference AC.

AY3 = SRTY(MCTHAC)) (3)

From Fig. 2, we need to deduce the value of four nibbles fy, f1, fo, f3 in order to calculate
AX32. We use ug, ug, ug, w12 to deduce fy, ui, us, ug, u13 to deduce fs, us, ug, w10, w14 to deduce fo,
us, U7, u11, w15 to deduce fi. Next, we take deducing fp as an example to describe our technique.

Step 1: For each possible candidate of fy (1 < fop < 15) and S-Box element a (0 < a < 15),
compute the differential S-Boxes So[fo — 1], Sa[fo — 1], Ss[fo — 1], S12[fo — 1] corresponding to
4 f0,8 fo, B f0,2 - fo

Solfo—1]la] = S[4-a] & S[4- (a & fo)]
Salfo—1]la] = S[8-a] ® S8+ (a & fo)] (4)
Sslfo—1]la] = S[B-a]® S[B - (a ® fo)]
Siz[fo —1]la] = S[2-al & S[2- (a & fo)]

Step 2: For each possible fy candidate, if ug, uq, ug, u12 are all in the joint set composed by
elements of Sp[fo — 1], Sa[fo — 1], Ss[fo — 1], S12[fo — 1], then this candidate is kept for fy. Else,
just discard it.

Applying the two steps above, 1-4 candidates of fy can be deduced and used for further key
recovery. fi, fa, f3 can be deduced using the similar steps. Details of statistics on the number of
candidates for fo, f1, f2, f3 will be described in Section 4.1.

3.5. Representing the fault differences with MDASCA

Representing the fault difference AX3? with algebraic equations is easy if AX?? is single and
correct. However, this does not hold in fault attacks on LED. Multiple deductions on the value of
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AXZ»32 (0 <4< 15) can be deduced in practice. How to represent these multiple deductions is
very important in ADFA on LED.

In COSADE 2012, Zhao et al. proposed the multiple deductions-based algebraic side-channel
attack (MDASCA) [30] to represent multiple deductions of the intermediate states in the cryp-
tosystems, which can also be used to tolerate errors and exploit new leakage model (e.g., cache
leakage models). In this section, we adopt MDASCA to represent the multiple values of AX3? and
exploit fault models.

Let d = d°,d',d?,d® denote the correct deduction of AXEQ. Let D = dy,do,...,d, denote
the possible deduction set on d, d; be the i-th element in D, the size of D is n. Then, algebraic
equations about d and d; can be built as followings.

Step 1: Representing d;. Let d be the j-th bit of d;, then 4n new one-bit variables are
introduced to represent d;.

Step 2: Representing the relations on d and d;.

A one-bit variable ¢; is introduced to represent whether d; is equal to d or not. Another one-bit
variable e is also introduced to represent whether di’ is equal to d’. Then ¢; can be represented
with Eq.(5), where = denotes the NOT operation.

b
o =-(deod), «=]]d (5)
j=1
As only one d; is equal to d (¢; is 1 then), which can be represented as:
citVeaV... Ve, =1, —¢Voc=1, 1<i<j<s, (6)

As shown in this section, the algebraic equations for new constraints are quite simple. They
can be easily fed into a solver to recover the key.

3.6. Solving for the master key

Many automatic tools can be used for this phase, such as Grobner basis-based [7], or SAT-
based solver [27]. In this paper, we use a SAT-based solver, CryptoMiniSat 2.9.4 [27], running on
a quad-core Intel I5 2400 clocked at 3.10 GHz and 32-bit Windows XP operating system.

4. Experimental results

To verify the effects of ADFA on LED, we conduct many experiments and report the results
in this section. How to inject a real fault was widely studied in many previous work [1, 29] and
is not the major concern of this paper. We simulate the fault injection by the computer software
and calculate the solving time under the setup in Section 3.6. One full ADFA on LED is denoted
as an instance.

4.1. ADFA on LED under nibble-based fault model

For each instance, we first generate a random plaintext P, secret key K and get the correct
ciphertext C. Then, we inject one random nibble fault at Y3° when encrypting P with the same
K and get the faulty ciphertext C*. Finally, we use P, C' and C* to deduce K.

To calculate the distributions of the number of fy, f1, fo, f3 in ADFA on LED, we generate
random keys, plaintexts and faults for 10000 times and use the proposed DFA technique to deduce
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Table 2: Comparisons of ADFA on LED with previous work

Attack Technique Time complexity Attack setup Key search space
[13] DFA - - 21
[14] DFA 45s in preprocessing phase Opteron workstation having 48 GB RAM 219 ~ 225
[19] AFA 13.6 hours eight-core Xeon processor 1
This paper ADFA 1-3 minutes quad-core Intel processor 1

fo, f1, f2, f3. The distributions on the number of fy, f1, f2, f3 are shown in Fig. 3(a). We can see
that multiple candidates (1-4) of fo, f1, f2, f3 can be deduced in practice, and the distributions on
the number of fy, f1, f2, f3 are slightly different (affected by the MC function).

In ADFA on LED, we build the algebraic equations of a full round LED for the correct en-
cryption (both P and C' are fed into the equations) and the last 3 rounds for the faulty encryption
(only C* is fed into the equations). At the beginning, we adopt the first strategy in Section 3.3
to build the algebraic equations and run the instances for about 10 times. On average 15 hours
are required to recover the correct key, which is also consistent with the results in [19]. Then, we
adopt the second strategy to build the algebraic equations for the reverse operations in LED and
run the instances for about 100 times. The calculated distribution of time complexity of the attack
is shown in Fig. 3(b).

8000 w w \ ‘ 30
7000 f
251
6000 r
201
§ 5000 5
3 4000} 3215
3 13
& 3000 3
© © 10
2000 -
1000 r S
0 0
0 1 2 3 4 0 50 100 150 200
number of fO, fl, f2, f3 solving time (seconds)
(a) Distribution on the number of fo, f1, fo, f3 (b) Distribution of the time complexity

Figure 3: Results of ADFA on LED

From Fig. 3(b), we can see that (1) the equation solving time of ADFA on LED seems to follow
an exponential distribution (as noted in [24, 30]) and most of the instances can be solved within
one minute, (2) the correct key can be solved within one minute with a success rate of 79%, and
three minutes with that of 92%. In fact, if we set the threshold as 10 minutes, the success rate is
100%. The comparisons of ADFA on LED with previous work are shown in Table 2.

As [13] provides no results and details of DFA on LED, we just compare our result with [14]
and [19]. Compared with [14], the CryptoMiniSat solver in ADFA can automatically solve for key
and output the whole key at a time, and no extra search on the master key is required, as in
[19]. Meanwhile, the attack setup of our ADFA is less costive and the time of the full attack is

8



also comparable. Compared with [19], the time required in ADFA is much less. The experimental
results also indicate that to use the second strategy can significantly improve the efficiency of
ADFA on LED.

4.2. Evaluating the key research space of DFA on LED with ADFA

To evaluate the key search space to be reduced in DFA for a given fault model is very important
to test the resistances of ciphers against fault attacks. We are interested in finding an automatic
way to do this. Compared with the manual calculation, the solver approach in ADFA is more
reliable and robust.

In DFA, the key search space is only calculated by analyzing correct and faulty ciphertexts. To
calculate the reduced key research space of DFA on LED with ADFA, we only build the algebraic
equations for the last 3 rounds of LED. The value of C and C* is also fed into the solver. Under this
attack scenario, the original CryptoMiniSat sovler always outputs a satisfiable but wrong solution
and stops, which foils the attack.

30 w w w w w w 30
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|
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o
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10} 101
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(a) Nibble-based fault model (b) Byte-based fault model

Figure 4: Reduced key search space of ADFA on LED

Thanks to the help from Mate Soos and Martin Maurer, the designers of CryptoMiniSat. We
modify the source code of the solver, and enable it to support counting and outputting all the
possible key solutions in ADFA on LED automatically. We run the instances for about 100 times
and calculate the distribution on the number of the possible solutions for the master key, as shown
in Fig. 4(a). The key search space of LED is reduced to 2° ~ 217 which is less than 2! ~ 2%° in
[14] and more than the theoretical value 24 in [13].

4.8. Extending ADFA on LED to other fault models

Inherited with the advantages of algebraic attacks, ADFA is much more generic than the tra-
ditional DFA. We are also interested in extending ADFA on LED to other fault models where
traditional DFAs are difficult to work. More specifically, two fault models are considered.

(1) Byte-based fault model. Under this model, the fault propagation pattern is much more
complicated than nibble-based fault model. It is difficult to derive the AX32 from AY3? with the
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DFA method in [13] and [14]. In out attack, we just represent the ciphertext difference and all
the zero fault differences in the fault propagation procedure. We run the instances for about 100
times. The solver can output the 64-bit master key with on average one hour. We also evaluate the
reduced key research space of DFA on LED under byte-based fault model, as shown in Fig. 4(b).
It is interesting to find out that the key search space can be reduced to 26 ~ 214, which is even less
than that in nibble-based fault model.

(2) Diagonal-based fault model. Diagonal-based fault model is a classic fault model in DFA on
AES[25], in which the fault is induced into the diagonals (one to four matrix elements) of the state
matrix, as proposed in [25]. Different from [25], we adopted the nibble-based fault model instead
of the byte-based fault model.

Let S = si||s2||...]||s15 denote the state matrix in LED. A diagonal is a set of four elements
of S, where the i-th diagonal D; is defined as: Dy = so, ss, s10, S15, D1 = S1, S¢, S11, S12, Do =
S9, 87, S8, S13, D4 = S3, 84, S9, S14. Under the assumptions of injecting one diagonal fault ( one to
four nibbles become faulty), we run the ADFA instances for about 100 times and on average one
hour is enough to break LED.

5. Conclusions and Future Work

This paper presents a new fault analysis technique, named as algebraic differential fault attack
technique (ADFA) and applies it to LED block cipher. We show that LED can be broken with only
one fault injection with less cost and time complexity than previous work [14, 19]. In addition, we
modified CryptoMiniSat solver to support multiple solutions and apply it in ADFA to evaluate the
reduced key search space in DFA. Different results have been achieved compared to previous work.

Meanwhile, we also successfully extend ADFA on LED to other complicated fault models.
Note that ADFA can also be extended to improve DFA on other lightweight block ciphers. Using
a single nibble fault injection, we have also successfully conducted ADFA on MIBS [12], Klein [§]
and Piccolo [26]. More details will be reported in upcoming papers.

The experimental results of this paper show that ADFA is both efficient and generic. How to
analytically estimate the reduced key search space of DFA on LED under different fault models
in this paper, how to apply ADFA on AES and how to use CryptoMiniSat solver to evaluate the
reduced key search space under different leakage models in ASCA [24, 30] are interesting problems
to explore in the future. Meanwhile, we are also planning to implement LED in hardware and
conduct the attacks with physical devices using different fault models.
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