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Abstract

We develop a new methodology for utilizing the prior techniques to prove selective secu-
rity for functional encryption systems as a direct ingredient in devising proofs of full security.
This deepens the relationship between the selective and full security models and provides a
path for transferring the best qualities of selectively secure systems to fully secure systems.
In particular, we present a Ciphertext-Policy Attribute-Based Encryption scheme that is
proven fully secure while matching the efficiency of the state of the art selectively secure
systems.

1 Introduction

Functional encryption presents a vision for public key cryptosystems that provide a strong
combination of flexibility, efficiency, and security. In a functional encryption scheme, ciphertexts
are associated with descriptive values x, secret keys are associated with descriptive values y,
and a function f(z,y) determines what a user with a key for value y should learn from a
ciphertext with value x. One well-studied example of functional encryption is attribute-based
encryption (ABE), first introduced in [31], in which ciphertexts and keys are associated with
access policies over attributes and subsets of attributes. A key will decrypt a ciphertext if and
only if the associated set of attributes satisfies the associated access policy. There are two
types of ABE systems: Ciphertext-Policy ABE (CP-ABE), where ciphertexts are associated
with access policies and keys are associated with sets of attributes, and Key-Policy ABE (KP-
ABE), where keys are associated with access policies and ciphertexts are associated with sets
of attributes.

To achieve desired flexibility, one strives to construct ABE systems for suitably expressive
types of access policies over many attributes. Current constructions allow boolean formulas or
linear secret sharing schemes as access policies. This high level of flexibility means that keys and
ciphertexts have rich structure, and there is a very large space of possible access policies and
attribute sets. This presents a challenge to proving security, since a suitable notion of security
in this setting must enforce collusion resistance, meaning that several users should not be able
to decrypt a message that none of them are individually authorized to read. Hence a security
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proof must consider an attacker who can collect many different keys, just not a single one that
is authorized to decrypt the ciphertext.

This requires security reductions to balance two competing goals: the simulator must be
powerful enough to provide the attacker with the many keys that it adaptively requests, but
it must also lack some critical knowledge that it can gain from the attacker’s success. The
first security proofs in the standard model for ABE systems (e.g. [31, 19, 36]) followed a very
natural paradigm for balancing these two goals known as partitioning. This proof technique was
previously used in the context of identity-based encryption [9, 11, 6, 7, 34]. In a partitioning
proof, the simulator sets up the system so that the space of all possible secret keys is partitioned
into two pieces: keys that the simulator can make and those that it cannot. To ensure that
the keys the attacker requests all fall in the set of keys the simulator can produce and that
any key capable of decrypting the challenge ciphertext falls in the opposite set, the prior works
[31, 19, 36] had to rely on a weaker security model known as selective security. In the selective
security model, the attacker must declare up front what the challenge ciphertext will be, before
seeing the public parameters.

This notion of selective security is quite useful as an intermediary step, but is rather unsat-
isfying as an end goal. In the setting of identity-based encryption, the need for selectivity was
overcome by arranging for the simulator to “guess” a partition and abort when the attacker
violated its constraints [34]. However, the richer structure of attribute-based systems appears
to doom this approach to incur exponential loss, since one must guess a partition that respects
the partial ordering induced by the powers allocated to the individual keys.

Dual System Encryption With the goal of moving beyond the constraints of the parti-
tioning paradigm, Waters introduced the dual system encryption methodology [35]. In a dual
system security proof, the simulator is always prepared to make any key and any challenge
ciphertext. The high level idea of the methodology is as follows. There are two types of keys
and ciphertexts: normal and semi-functional. A key will decrypt a ciphertext properly unless
both the key and the ciphertext are semi-functional, in which case decryption will fail with
all but negligible probability. The normal keys and ciphertexts are used in the real system,
while the semi-functional objects are gradually introduced in the hybrid security proof - first
the ciphertext is changed from normal to semi-functional, and then the secret keys given to the
attacker are changed from normal to semi-functional one by one. Ultimately, we arrive at a
security game in which the simulator only has to produce semi-functional objects and security
can be proved directly.

The most critical step of the hybrid proof is when a key turns semi-functional: at this
point, we must leverage the fact that the key is not authorized to decrypt the (now semi-
functional) challenge ciphertext in order to argue that the attacker cannot detect the change in
the key. However, since we are not imposing a partition on the simulator, there is no constraint
preventing the simulator itself from creating a key that is authorized to decrypt and testing
the nature of the key for itself by attempting to decrypt the semi-functional ciphertext. In the
first application of dual system encryption to ABE [23], this paradox was averted by ensuring
that the simulator could only produce a key that would be correlated with the semi-functional
ciphertext so that decryption would succeed in the simulator’s view, regardless of the presence
or absence of semi-functionality. This correlation between a semi-functional key and semi-
functional ciphertext was called nominal semi-functionality. It was argued that this correlation
was hidden information-theoretically from the attacker, who cannot request keys authorized
to decrypt the challenge ciphertext. This provided the first proof of full security for an ABE
scheme in the standard model.



The One-Use Restriction The information-theoretic argument in [23] required a one-use
restriction on attributes in access formulas/LSSS matrices, meaning that a single attribute
could only be used once in a policy. This can be extended to a system which allows reuse of
attributes by setting a fixed bound M on the maximum number of times an attribute may be
used and having separate parameters for each use. This scales the size of the public parameters
by M, as well as the size of secret keys for CP-ABE systems!. This approach incurs a very
significant loss in efficiency, and has been inherited by all fully secure schemes to date ([25, 29]
employ the same technique). This loss in efficiency is costly enough to limit the potential
applications of fully secure schemes. As an example, the recent work of [2] building verifiable
computation schemes from KP-ABE systems only produces meaningful results when one starts
with a KP-ABE scheme that can be proven secure without incurring the blowup of this encoding
technique.

Our work eliminates this efficiency loss and allows unrestricted use of attributes while still
proving full security in the standard model. Our main observation is motivated by the intuition
that the information-theoretic step of the prior dual system proof is ceding too much ground
to the attacker, since a computational argument would suffice. In fact, we are able to resurrect
the earlier selective proof techniques inside the framework of dual system encryption in order
to retake ground and obtain a wholly computational proof of full security.

Our Techniques Dual system encryption is typically implemented by designing a “semi-
functional space” where semi-functional components of keys and ciphertexts will behave like a
parallel copy of the normal components of the system, except divorced from the public param-
eters. This provides a mechanism allowing for delayed parameters in the semi-functional space,
meaning that relevant variables can be defined later in the simulation instead of needing to be
fixed in the setup phase. The hybrid structure of a dual system encryption argument is imple-
mented by additionally providing a mechanism for key isolation, meaning that some or all of the
semi-functional parameters will only be relevant to the distribution of a single semi-functional
key at a time.

In combination, these two mechanisms mean that the semi-functional space has its own fresh
parameters that can be decided on the fly by the simulator when they become relevant, and they
are only relevant for the semi-functional ciphertext and a single semi-functional key. Previous
dual system encryption arguments have used the isolated use of these delayed semi-functional
parameters as a source of entropy in the attacker’s view to make an information-theoretic
argument. We observe that these mechanisms can also be used to implement prior techniques
for selective security proofs, without needing to impose the selective restriction on the attacker.

To explain this more precisely, we consider the critical step in the hybrid security proof when
a particular key becomes semi-functional. We conceptualize the unpublished semi-functional
parameters as being defined belatedly when the simulator first issues either the key in question
or the semi-functional ciphertext. For concreteness, we consider a CP-ABE system. If the
ciphertext is issued first, then the simulator learns the challenge policy before defining the
delayed semi-functional parameters - this is closely analogous to the setting of selective security
for a CP-ABE system. If the key is issued first, then the simulator learns the relevant set of
attributes before defining the delayed semi-functional parameters, and this is closely analogous
to the setting of selective security for a KP-ABE system. This provides us an opportunity to
combine the techniques used to prove selective security for both CP-ABE and KP-ABE systems
with the dual system encryption methodology in order to obtain a new proof of full security
that maintains the efficiency of selectively secure systems.

'For KP-ABE systems, it is the ciphertext size that will grow multiplicatively with M.



Our Results Since our approach utilizes selective techniques for both CP-ABE and KP-ABE
in order to prove full security for either kind of system, we inherit the kinds of complexity
assumptions needed to prove selective security in both settings. The KP-ABE scheme of [19]
is proven selectively secure under the decisional bilinear Diffie-Hellman assumption, and so we
are able to rely on the relatively simple 3-party Diffie-Hellman assumption for this part of our
proof. The most efficient selectively secure CP-ABE scheme that is known is provided in [36],
and it is proven secure under a g-based assumption (meaning that the number of terms in the
assumption is parameterized by a value ¢ that depends on the behavior of the attacker). Hence
we inherit the need to rely on a g-based assumption in our security proof as well.

The dual system encryption methodology has previously been implemented both in prime
order bilinear groups (e.g. in [35, 29]) and in composite order bilinear groups (e.g. in [24, 23]).
The two settings provide different but roughly interchangeable mechanisms for executing delayed
parameters and key isolation, and our techniques are compatible with either setting. We first
present a CP-ABE construction and security proof in composite order groups, relying on a few
instances of the general subgroup decision assumption to execute the delayed parameters and
key isolation mechanisms. We then present an analogous CP-ABE construction and security
proof in prime order groups, relying on the decisional linear assumption for these functions.
To translate our construction from the composite order setting to the prime order setting, we
employ the dual pairing vector space framework developed in [27, 28, 29], along with the relevant
observations in [22]. The formal statements of our complexity assumptions for each setting can
be found in Sections 2.2 and 5.1. Though we present only CP-ABE schemes in this work, we
expect that our techniques are equally applicable to the KP-ABE setting.

We view our work as providing a new view of the relationship between the selective and
full security models, as we illustrate a methodology for using techniques in the selective context
as direct building blocks for a full security proof. We suspect that any new improvements in
selectively secure systems may now translate to improvements in the full security setting. In
particular, a new proof of selective security for an efficient CP-ABE system relying on a static
(non g-based) assumption could likely be combined with our techniques to yield a fully secure
scheme of comparable efficiency under similar assumptions. This remains an important open
problem.

1.1 Other Related Work

The roots of attribute-based encryption trace back to identity-based encryption (IBE), which
was first conceived by Shamir [32] and then constructed by Boneh and Franklin [9] and Cocks
[14]. This concept was extended to the notion of hierarchical identity-based encryption (HIBE)
by Horwitz and Lynn [20], and this was first constructed by Gentry and Silverberg [17]. Sub-
sequent constructions of IBE and HIBE can be found in [11, 6, 7, 8, 15, 16, 24, 1, 12, 26].

There have been several prior constructions of attribute-based encryption which have been
shown to be selectively secure in the standard model [31, 19, 13, 30, 18, 36] or proven secure in
the generic group model [5] (this is a heuristic model intended to capture an attacker who can
only access group operations in a black-box fashion).

1.2 Organization

In Section 2, we give the relevant background on CP-ABE systems and composite order bilinear
groups, as well as formal statements of the complexity assumptions we rely on in the composite
order setting. In Section 3, we present our CP-ABE system in composite order bilinear groups.
In Section 4, we prove its full security. In Section 5, we give the relevant background for prime
order bilinear groups, state our complexity assumptions in this context, present the prime order



variant of our CP-ABE construction, and prove its full security. In Appendix A, we provide a
reduction between assumptions that we use in in the prime order setting. In Appendix B, we
justify our ¢-based assumption in the generic group model.

2 Preliminaries

2.1 Composite Order Bilinear Groups

We will first construct our system in composite order bilinear groups, which were introduced in
[10]. We let G denote a group generator - an algorithm which takes a security parameter A\ as
input and outputs a description of a bilinear group G. We define G’s output as (N, G, Gr,e),
where N = pipaps is a product of three distinct primes, G and G are cyclic groups of order
N, and e : G*> = G is a map such that:

1. (Bilinear) Vg, f € G, a,b € Zn, e(g?, f°) = e(g, f)®
2. (Non-degenerate) dg € G such that e(g, g) has order N in Gr.

We refer to G as the source group and G as the target group. We assume that the group
operations in G and G and the map e are computable in polynomial time with respect to A,
and the group descriptions of G' and Gt include a generator of each group. We let G, Gp,,
and G, denote the subgroups of order pi, p2, and p3 in G respectively. We note that these
subgroups are “orthogonal” to each other under the bilinear map e: if f; € Gj, and f; € Gp,
for i # j, then e(f;, f;) is the identity element in Gp. If gi generates Gy, g2 generates Gp,,
and g3 generates Gp,, then every element f of G can be expressed as g7 g5%gs> for some values
c1,¢2,c3 € Zn. We will refer to gi* as the “G,, part of f”, for example.

2.2 Complexity Assumptions

We now present the complexity assumptions we will use in composite order bilinear groups. We

use the notation X <°— S to express that X is chosen uniformly randomly from the finite set
S. We will consider groups GG whose orders are products of three distinct primes. For any non-
empty set Z C {1,2,3}, there is a corresponding subgroup of G' of order [[,., p;. We denote
this subgroup by Gz. Our first assumption has been previously used in [24, 23], for example,
and holds in the generic group model:

Assumption 1 Given a group generator G, we define the following distribution:
R
G= (N = P1p2p3, Ga GT7 6) A gv

g1 £ Gp,, 92, X2,Ys L Gp,, 93 £ G,
Qa, s <i 7N,
D = (G, g1, 92, 93, 97 X2, 91 Y2),
Ty = e(g1, 91)*, Ty < Gr.

We define the advantage of an algorithm A in breaking this assumption to be:

Advg 4(N) == |PrlA(D,Ty) = 1] — PrlA(D,Ty) = 1]|.



We say that G satisfies Assumption 1 if Advé, 4(A) is a negligible function of A for any PPT
algorithm A.

We next define the General Subgroup Decision Assumption for composite order bilinear
groups with three prime subgroups. This was first defined in [4] more generally for groups with
an arbitrary number of prime order subgroups, but three will be sufficient for our purposes. We
will only use a few specific instances of this assumption, but we prefer to state its full generality
here for conciseness. We note that for our prime order construction, Assumption 1 and all
instances of the General Subgroup Decision Assumption will be replaced by the Decisional
Linear Assumption.

The General Subgroup Decision Assumption We let G denote a group generator and
2o, 21, Za, . .., Zy, denote a collection of non-empty subsets of {1,2,3} where each Z; for i > 2
satisfies either Zy N Z; # 0 # ZyNZ; or ZyNZ; = 0 = Z1 N Z;. We define the following
distribution:

G = (N = pipops, G, Gr, ) £ G,

R R
92y — Gzyy .., 9z, <— Gz,
D: (G7gZQ""7ng)7
Ty <& Gy, T1 <& Gy,

Fixing the collection of sets Zy, . . ., Zj, we define the advantage of an algorithm A in breaking
this assumption to be:

Advg5(N) = |Pr[A(D,Ty) = 1] — PrlA(D, T1) = 1]|.

We say that G satisfies the General Subgroup Decision Assumption if Advga()\) is a negli-
gible function of A for any PPT algorithm A and any suitable collection of subsets Zy, ..., Z.
This can be thought of as a family of assumptions, parameterized by the choice of the sets
20, ..., 2. All of these individual assumptions hold in the generic group model, assuming it
is hard to find a non-trivial factor of N. We will assume that p%_ is negligible in the security
parameter for each prime factor p; of N. In particular, this means we may assume (ignoring
only negligible probability events) that when an element is randomly chosen from a subgroup
of G, it is in fact a generator of that subgroup.

We next introduce an assumption that we call The Three Party Diffie-Hellman Assumption
in a Subgroup. This is a close relative of the standard Decisional Bilinear Diffie-Hellman As-
sumption, but it has a challenge term remaining in the source group and takes place in a prime
order subgroup of a composite order bilinear group. These adjustments from the usual DBDH
assumption allow us to use our assumption in the semi-functional space for a particular key -
without affecting the normal space or the other keys.

The Three Party Diffie-Hellman Assumption in a Subgroup Given a group generator
G, we define the following distribution:

R
G = (N = ppop?nGa GT,G) — gu
R R R
g1 <— Gpla g2 <— GP27 g3 <— Gp3

R
ZL’,y,Z<—ZN,

D = (G,91,92,93, 93,95, 95);



R
TO = g;:yz’ T1 <— GPQ‘

We define the advantage of an algorithm A in breaking this assumption to be:
Advg&H()\) = }PT[A(D,TO) =1] - PrlA(D,T}) = 1H_

We say that G satisfies The Three Party Diffie-Hellman Assumption if Advg&H (A) is a
negligible function of A for any PPT algorithm A.

We next introduce a g-based assumption that we call The Source Group g¢-Parallel BDHE
Assumption in a Subgroup. This is a close relative of The Decisional g-parallel Bilinear Diffie-
Hellman Exponent Assumption introduced in [36], except that its challenge term remains in the
source group and it takes place in a prime order subgroup of a composite order bilinear group.
In Appendix B, we prove that the prime order variant of this assumption holds in the generic
group model (the proof for this version follows analogously). Below, we use the notation [g], for
example, to denote the set {1,2,...,q}.

The Source Group g-Parallel BDHE Assumption in a Subgroup Given a group gen-
erator G and a positive integer ¢, we define the following distribution:

G= (N = p1p2p37Ga GT,@) i g7

R R R
g1 < GPI’ g2 < sza g3 <— Gps

c,d, f,b, ... by = Ty,
The adversary will be given:
D = (G.g1,0592.95,95 . 95,95 .95 .95 ,....g5",
g5 " vi € [24)\ {g + 1}.5 € [q).
3 vi € la g Vi€ g €l st 5 £ ).
We additionally define
Ty =gd T & Gy,

We define the advantage of an algorithm A in breaking this assumption to be:
Advg 4(N) := |PrlA(D, To) = 1] = PrlA(D,Ty) = 1]].

We say that G satisfies The Source Group ¢-Parallel BDHE Assumption in a Subgroup if Advg A
is a negligible function of A for any PPT algorithm A.

2.3 Background for ABE

We now give required background material on access structures, the formal definition of a
CP-ABE scheme, and the security definition we will use.



2.3.1 Access Structures

Definition 1. (Access Structure [3]) Let {Py,...,P,} be a set of parties. A collection A C
2P Pn} s monotone if YB,C: if B € A and B C C, then C € A. An access structure
(respectively, monotone access structure) is a collection (respectively, monotone collection) A
of non-empty subsets of {Py,..., P}, i.e., A C 2WPPe\ A The sets in A are called the
authorized sets, and the sets not in A are called the unauthorized sets.

In our setting, attributes will play the role of parties and we will consider only monotone
access structures. One can (inefficiently) realize general access structures with our techniques
by having the negation of an attribute be a separate attribute (so the total number of attributes
doubles).

Linear Secret-Sharing Schemes Our construction will employ linear secret-sharing schemes
(LSSS). We use the following definition adapted from [3].

Definition 2. (Linear Secret-Sharing Schemes (LSSS)) A secret sharing scheme I1 over a set
of parties P is called linear (over Z,) if

1. The shares for each party form a vector over Zy.

2. There exists a matrix A called the share-generating matrix for II. The matriz A has £
rows and n columns. For all j = 1,...,¢, the j row of A is labeled by a party p(4) (p is
a function from {1,...,£} to P). When we consider the column vector v = (s,72,...,Ty),
where s € Zy, is the secret to be shared and ro,...,r, € Zy, are randomly chosen, then Av
is the vector of € shares of the secret s according to II. The share (Av); belongs to party

p(7)-

We note the linear reconstruction property: we suppose that II is an LSSS for access struc-
ture A. We let S denote an authorized set, and define I C {1,...,¢} as I = {j|p(j) € S}
Then the vector (1,0,...,0) is in the span of rows of A indexed by I, and there exist con-
stants {w; € Zp}jer such that, for any valid shares {\;} of a secret s according to II, we
have: »_,cywjA; = s. These constants {w;} can be found in time polynomial in the size of the
share-generating matrix A [3]. For unauthorized sets, no such constants {w;} exist.

For our composite order group construction, we will employ LSSS matrices over Zy, where
N is a product of three distinct primes. As in the definition above over Z,, we say a set of
attributes S is authorized if the rows of the access matrix A labeled by elements of S have the
vector (1,0,...,0) in their span modulo N. However, in our security proof for our composite
order system, we will further assume that for an unauthorized set, the corresponding rows of A
do not include the vector (1,0,...,0) in their span modulo p2. We may assume this because if
an adversary can produce an access matrix A over Zy and an unauthorized set over Zy that
is authorized over Z,,, then this can be used to produce a non-trivial factor of the group order
N, which would violate our general subgroup decision assumption.

2.3.2 CP-ABE Definition

A ciphertext-policy attribute-based encryption system consists of four algorithms: Setup, En-
crypt, KeyGen, and Decrypt.

Setup(\,U) — (PP,MSK) The setup algorithm takes in the security parameter A and the
attribute universe description . It outputs the public parameters PP and a master secret key
MSK.



Encrypt(PP,M,A) — CT The encryption algorithm takes in the public parameters PP, the
message M, and an access structure A over the universe of attributes. It will output a ciphertext
CT such that only users whose private keys satisfy the access structure A should be able to
extract M. We assume that A is implicitly included in CT.

KeyGen(MSK,PP,S) — SK The key generation algorithm takes in the master secret key
MSK, the public parameters PP, and a set of attributes S. It outputs a private key SK. We
assume that S is implicitly included in SK.

Decrypt(PP,CT,SK) — M The decryption algorithm takes in the public parameters PP, a
ciphertext CT, and a private key SK. If the set of attributes of the private key satisfies the
access structure of the ciphertext, it outputs the message M.

2.3.3 Security Model for CP-ABE

We now give the full security definition for CP-ABE systems. This is described by a security
game between a challenger and an attacker. The game proceeds as follows:

Setup The challenger runs the Setup algorithm and sends the public parameters PP to the
attacker.

Phase 1 The attacker adaptively queries the challenger for private keys corresponding to sets
of attributes S1,...,5¢,. Each time, the challenger responds with a secret key obtained by
running KeyGen(MSK, PP, S).

Challenge The attacker declares two equal length messages My and M; and an access struc-
ture A. This access structure cannot be satisfied by any of the queried attribute sets 51, ..., 5,
The challenger flips a random coin b € {0, 1}, and encrypts M, under A, producing CT. It sends
CT to the attacker.

Phase 2 The attacker adaptively queries the challenger for private keys corresponding to sets
of attributes Sq, 41, ..., 5@, with the added restriction that none of these satisfy A*. Each time,
the challenger responds with a secret key obtained by running KeyGen(MSK, PP, Sy).

Guess The attacker outputs a guess b for b.
The advantage of an attacker is this game is defined to be Pr[b = b/] —

N[

Definition 3. A ciphertext-policy attribute-based encryption system is fully secure if all poly-
nomial time attackers have at most a negligible advantage in this security game.

Selective security is defined by adding an initialization phase where the attacker must declare
A before seeing PP.

3 CP-ABE Construction

We now present our CP-ABE scheme in composite order groups. This closely resembles the
selectively secure CP-ABE scheme in [36], but with a one extra group element for each key and
ciphertext. This extra group element is helpful in performing a cancelation during our security
proof (when we are dealing with Phase II queries). We note that the freshly random exponent ¢



for each key serves to prevent collusion, since it “ties” together the user’s attributes. Our main
system resides in the G, subgroup, while the G,,, subgroup is reserved as the semi-functional
space, and the G, subgroup provides additional randomness on keys that helps to isolate keys
in the hybrid argument. We assume that messages to be encrypted as elements of the target
group Gr.

Setup(\,U) — PP,MSK The setup algorithm chooses a bilinear group G of order N = p1paps
(3 distinct primes). We let Gy, denote the subgroup of order p; in G. It then chooses random
exponents o, a,k € Zy, and a random group element g € G),. For each attribute i € U, it
chooses a random value h; € Zy. The public parameters PP are N, g, g%, g%, e(g, 9)®, H; = g"Vi.
The master secret key MSK additionally contains g% and a generator gz of Gp,.

KeyGen(MSK, S,PP) — SK The key generation algorithm chooses random exponents ¢, u €
Zy, and random elements R, R, R”,{R;}ics € Gp, (this can be done by raising a generator of
Gp, to random exponents modulo N). The secret key is:

S7 K:gagatgnuR, K/ :guR/, K// :gtR”, Kz _ HfRz Vi c S

Encrypt((4,p),PP,M) — CT For A an ¢ x n matrix and p a map from each row A; of
A to an attribute p(j), the encryption algorithm chooses a random vector v € Z%;, denoted
v = (S,v2,...,0y). For each row A; of A, it chooses a random r; € Zy. The ciphertext is (we
also include (A, p) in the ciphertext, though we do not write it below):

OO :Me(gag)asv C:gsv C,: (gﬁ)s’

Cj=(g")y4"H, 5, Dj=g"" Vjell.

(The notation [¢] denotes the set {1,...,¢}.)
Decrypt(CT,PP,SK) — M For a secret key corresponding to an authorized set S, the de-

cryption algorithm computes constants w; € Zy such that Zp(j)es w;Aj = (1,0,...,0). It then
computes:

e(C,K)e(C/,K')*l/ H (e(Cj,K”)e(Dj,Kp(j)))wj:e(g,g)o‘s.
p(h)es

Then M can be recovered as Cy/e(g, g)*°.

Correctness We observe that
e(C, K)e(C’,K')_l = e(g,g)o‘se(g,g)sat.

For each j,
e(Cj, K")e(D;, K 7)) = e(g, 9)*,

so we have:

[T (e(Ci E"e(Dj, K y3)) = elg, g) oties “idi? = e(g, g)**t.
p(4)€S

10



4 Security Proof

We now prove the following theorem:

Theorem 4. Under Assumption 1, the general subgroup decision assumption, the three party
Diffie-Hellman assumption in a subgroup, and the source group q-parallel BDHE assumption in
a subgroup defined in Section 2.2, our CP-ABE scheme defined in Section 3 is fully secure (in
the sense of Definition 3).

Our security proof is obtained via a hybrid argument over a sequence of games. We let
Game,., denote the real security game as defined in Section 2.3.3. To describe the rest of
the games, we must first define semi-functional keys and ciphertexts. We let go denote a fixed
generator of the subgroup Gp,.

Semi-functional Keys To produce a semi-functional key for an attribute set S, one first calls
the normal key generation algorithm to produce a normal key consisting of K, K', K", {K;}ics-
One then chooses a random element W € G, and forms the semi-functional key as:

KW7 Kla KI/? {KZ}ZES

In other words, all of the elements remain unchanged except for K, which is multiplied by a
random element of G, .

Semi-functional Ciphertexts To produce a semi-functional ciphertext for an LSSS matrix
(4, p), one first calls the normal encryption algorithm to produce a normal ciphertext consisting
of Cy,C,C",{Cj,D;}. One then chooses random exponents a,x’,s' € Zy, a random vector
w € Z7; with s’ as its first entry, a random exponent 7; € Zy for each attribute ¢, and a random
exponent v; € Zy for each j € [(]. The semi-functional ciphertext is formed as:

Co, Cgs, C'g5™, {Cjgs ™ gy ™ Djg}.

We observe that the structure of the elements in G, here is similar to the structure in G, ,
but is unrelated to the public parameters. More specifically, s’ plays the role of s, w plays
the role of v, a’ plays the role of a, k' plays the role of , Mp(;) Plays the role of h,;), and v;
plays the role of r;. While the values of a, , and the values h,;) are determined modulo p;
by the public parameters, the values of da’, /, Mp(;) are freshly random modulo ps. These values
a', k', {n;} are chosen randomly once and then fixed - these same values will also be involved in
additional types of semi-functional keys which we will define below.

We let Q denote the total number of key queries that the attacker makes. For each k from
0 to @, we define Gamey, as follows.

Game;, In this game, the ciphertext given to the attacker is semi-functional, as are the first
k keys. The remaining keys are normal.

The outer structure of our hybrid argument will progress as follows. First, we transition
from Game,., to Gamey, then to Game;, next to Games, and so on. We ultimately arrive at
Gameg, where the ciphertext and all of the keys given to the attacker are semi-functional. We
then transition to Gameyi,q, which is defined to be like Gameg, except that the ciphertext
given to the attacker is a semi-functional encryption of a random message. This will complete
our security proof, since any attacker has a zero advantage in this final game.
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The transitions from Game,., to Gamey and from Gameg to Gamey;,q are relatively
easy, and can be accomplished directly via computational assumptions. The transitions from
Gamey_1 to Gamey require more intricate arguments. For these steps, we will need to treat
Phase I key requests (before the challenge ciphertext) and Phase II key requests (after the
challenge ciphertext) differently. We will also need to define two additional types of semi-
functional keys:

Nominal Semi-functional Keys These keys will share the values a’, ', 7; modulo py with
the semi-functional ciphertext. To produce a nominal semi-functional key for an attribute set
S, one first calls the normal key generation algorithm to produce a normal key consisting of
K,K',K" {K;}ics. One then chooses random exponents t',u' € Zy and forms the nominal
semi-functional key as:

'm; .
Kgg/t/"'”/“/, K'gg,, K"gg, Kigém Vi e S.

We note that a nominal semi-functional key still correctly decrypts a semi-functional ciphertext,
since the terms in the G, will cancel out upon completion of the decryption algorithm.

Temporary Semi-functional Keys These keys will still share the values 7; modulo py with
the semi-functional ciphertext, but the G, component attached to K will now be randomized.
More formally, to produce a temporary semi-functional key for an attribute set .S, one first calls
the normal key generation algorithm to produce a normal key consisting of K, K/, K" {K;}ics.
One then chooses a random W € G), and random exponents t',u’ € Zy. The temporary
semi-functional key is formed as:

KW, K'g¥ K"gl | Kigi" Vi€ 8.
For each k from 1 to @), we define the following additional games:

Game]kv This is like Gamey, except that the k' key given to the attacker is a nominal semi-

functional key. The first £k — 1 keys are still semi-functional in the original sense, while the
remaining keys are normal.

Game% This is like Gamey,, except that the k* key given to the attacker is a temporary

semi-functional key. The first k — 1 keys are still semi-functional in the original sense, while the
remaining keys are normal.

The fact that the values a’,x’,7; are shared among semi-functional ciphertexts, nominal
semi-functional keys, and temporary semi-functional keys means that these values are fixed
whenever they first appear in a security game. This could be when the semi-functional ciphertext
is generated, when a nominal semi-functional key is generated, or in the case of the 7; values,
when a temporary semi-functional key is generated. The structure of temporary semi-functional
keys is designed to fit the outcome of applying selective proof techniques to a single key and
ciphertext pair within our hybrid game sequence.

In order to get from Gamey_1 to Gamey, in our hybrid argument, we will transition first from
Gamey_1 to Gameév, then to Gamef, and finally to Gamey. The transition from Game]kv to
Gamefkr will require different computational assumptions for Phase I and Phase II key queries.
We let Q1 denote the number of Phase I queries, and we will address this transition separately
for £k < @1 and k£ > Q1. Our handling of Phase I queries will closely resemble the selective
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security proof strategy for KP-ABE in [19], while our handling of Phase II queries will closely
resemble the selective security proof strategy for CP-ABE in [36].

The original versions of these arguments in [19, 36] relied on assumptions very close to ours,
with the main difference being that the assumptions in [19, 36] had challenge terms in the target
group G instead of G. This is because the selective security arguments could afford to deal
with all keys at once, and hence could use an assumption with a challenge in the target group to
change the ciphertext to an encryption of a random message. This kind of change simultaneously
affects the interaction of the ciphertext with all keys. In our hybrid framework, we need to
handle keys individually, and hence we use an assumption with a challenge in the source group
to change the nature of individual keys one at a time, saving our progress incrementally until
we arrive at the final step and can afford to change to an encryption of a random message.

Our hybrid argument is accomplished in the following lemmas.

Lemma 5. Under the general subgroup decision assumption, no polynomial time attacker can
achieve a non-negligible difference in advantage between Game,qq; and Gamey.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Game,..,; and Gameg, we will create a PPT algorithm B to break the general subgroup decision
assumption with sets Zy := {1}, Z; := {1,2}, 25 := {1}, Z3 := {3}. Our B is given gi,93,7,
where g1 is a generator of G, g3 is a generator of G,,,, and T' is either a random element of G,
or a random element of G, ,,. B will simulate either Game,., or Gamey with A, depending on
the nature of 7.

B chooses random exponents a, a, k, {h;} € Zx and sets the public parameters as:

PP ={N, g=g1, 9" = ¢%, ¢" = gf, e(9,9)® = e(g1,91)*, H; = g Vi}.

It gives these to .A. We note that B knows the MSK. When A requests a secret key, B can call
the normal key generation algorithm to create one.

At some point, A requests a challenge ciphertext for an access matrix (A, p) and messages
My, M. We let £ x n denote the dimensions of A. B chooses a random bit b and encrypts My
as follows. It implicitly sets g° equal to the G, part of T'. It chooses a random vector v € Z%;
with first entry equal to 1. It implicitly sets v = s0. It also chooses random exponents 7; € Zy
for each j from 1 to ¢. It implicitly sets r; = s7;. We note that the values of s,v,r; Vj are
properly distributed modulo p;. The ciphertext is formed as:

Co = Mbe(gl,T)a, C = T, C/ = TH,
Cj = T4V kot | D; = 173 V5.

If T € G),, this is a properly distributed normal ciphertext, and B has properly simulated
Game,¢q with A. If T € G),p,, then this is a semi-functional ciphertext, with components in
Gy, set as: gg/ is the G, part of T, £’ is equal to the value of x modulo ps, @’ is equal to the
value of a modulo py, w is equal to s'0 modulo ps, and for each 7, Mp(;) is equal to the value
of h,;) modulo py and +; is equal to the value of §'f; modulo ps. We note that these values
are properly distributed, since the modulo p; and po values of an element chosen uniformly
at random modulo N are distributed as independent uniform random values by the Chinese
Remainder Theorem. We also note that the public parameters only information-theoretically
reveal the values of a, k, h; modulo p;. Hence when T' € G, ;,, B has properly simulated Gameg
with A. Thus, B can leverage the non-negligible difference in A’s advantage between these games
to achieve a non-negligible advantage against the general subgroup decision assumption. O
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Lemma 6. Under the general subgroup decision assumption, no polynomial time attacker can
achieve a non-negligible difference in advantage between Gamep_1 and Gamefcv for any k from

1to Q.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Gamep_; and Gamey for some k between 1 and @), we will create a PPT algorithm B to
break the general subgroup decision assumption with sets Zy := {1,3}, 71 := {1,2,3}, 7, :=
{1}, Z3 := {3}, Z4 := {1,2},Z5 := {2,3}. Our B is given g1, g3, X1 X2, Y2Y3, T, where g1, X3
are generators of G, g3,Y3 are generators of G, Xo is a generator of Gp,, and T' is either a
random element of G,,,, or a random element of G, p,p,. B will simulate either Gamey_; or
GamekN with A, depending on the nature of T
B chooses random exponents «, a, k, {h;} € Zy, and sets the public parameters as

hi \y:
PP ={N, g=g1, 9" =91, 9" = g7, e(91,1)", H; = g{" Vi}.

It gives these to A. We note that B knows the MSK, and so can use the regular key generation
algorithm to produce normal keys in response to A’s later key queries.

To respond to A’s first £ — 1 key queries, B produces semi-functional keys as follows. First
it uses the regular key generation algorithm to produce a normal key K, K', K", {K;}ics. Then
it chooses a random exponent 7 € Zy and forms the semi-functional key as:

K(Y2YE’))T7 Kl) KH) {Kl}ZGS

We note that these semi-functional keys are properly distributed, as Yy is distributed as a
uniformly random element of G,,.

To form the semi-functional challenge ciphertext for an £xn access matrix (A, p) and message
My, B chooses random exponents 7; € Zy for all j from 1 to £. It also chooses a random vector
v € Zn with first entry equal to 1. It will implicitly set ¢°* = X1, v = sv, and g7 = Xlrj. It
computes the ciphertext as:

Co = My(g1, X1X2)", C = X1 Xo, C' = (X1X2)",
Cj = (Xng)aAj.ﬁ(XlXQ)_h/’(j)fj, Dj = (X1X2>Fj Vj
We note that this implicitly sets ggl = X», ¥ = k modulo ps, @’ = a modulo po, M) = M)
modulo po for all j, and g;j = X;j . To see that this is a properly distributed semi-functional
ciphertext, note that the values of a, k, and {h;} modulo ps are not revealed by the public
parameters.

To create the k' requested key for an attribute set S, B chooses a random exponent i € Zy
and random elements R, R', R, {R;} € Gp,. It sets:

K = g?TaTﬁnR’ K/ _ TﬁR/, K/I — TRI/, K'L — Tthz Vi c S.

This implicitly sets ¢g' to be the G, part of T, and g“ to be the G, part of T". We note that
these are properly distributed as (independently) random elements of Gp,,. Now, if T' € Gy, ps.,
this is a properly distributed normal key. If T' € G, p,p,, this is a properly distributed nominal
semi-functional key, with the values a’ = a modulo py, ¥’ = k modulo ps, and each 7; equal to
the value of h; modulo py as in the semi-functional ciphertext.

Thus, when T' € G,p,, B has properly simulated Gamey_1, and when T € G, p,p,, B has
properly simulated Gameév . Hence B can leverage A’s non-negligible difference in advantage to
achieve a non-negligible advantage against the general subgroup decision assumption.

O
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Lemma 7. Under the three party Diffie-Hellman assumption in a subgroup (and assuming it is
hard to find a non-trivial factor of N ), no polynomial time attacker can achieve a non-negligible
difference in advantage between Game{j and Gameg for an k from 1 to Q1 (recall these are all

the Phase I queries).

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Game{cv and Game{ for some k between 1 and ()1, we will create a PPT algorithm B to break
the three party Diffie-Hellman assumption in a subgroup. B is given g1,92.93,9%,95,95, T,
where T is either g;”* or a random element of G,. B will simulate either Game} or Game}
with A depending on the nature of T

B first chooses random exponents «, a, k, {h;} € Zx and sets the public parameters as:
PP = {N, g=g1, ¢" = g%, ¢" = g7, e(g1,91)", Hi = g} Vi}.

It gives these to A. We note that B knows the MSK, and hence can use the normal key
generation algorithm to make normal keys in response to A’s key requests from the k£ + 1
request and onward. To respond to A’s first k — 1 key requests, B creates semi-functional keys
by first creating a normal key and then multiplying K by a random element of G, (this can
be obtained by raising the generator g, to a random exponent modulo N).

We let S denote the attribute set requested in the k" key query by A. Since we are
assuming the k*" key query occurs in Phase I, S is declared before B must produce the challenge
ciphertext. This allows B to define the values 7; modulo ps to be shared by the k* key and
the semi-functional ciphertext after learning the set S. To set these values, B chooses random
exponents 1; € Zy for each i € S. For i ¢ S, it implicitly sets 7; modulo py to be equal to z7;
modulo ps, where random exponents 7; € Zy are chosen for each i ¢ S. It also implicitly sets
a’ equal to zy modulo ps.

To form the k" key, B first calls the normal key generation algorithm to produce a normal
key, K, K', K" {K;};cs. It then chooses random exponents «',u’ € Zy and implicitly sets ¢’
modulo ps equal to z modulo po. It sets the key as:

Kg5™'T, K'g¥, K"g5, K; = (g3)" Vi € S.

We observe that if T = ¢;¥*, this will be a properly distributed nominal semi-functional key,
and when 7" is random in G,,, this will be a properly distributed temporary semi-functional
key.

To create the semi-functional challenge ciphertext for an ¢ x n access matrix (A4, p) and
message My, B first runs the normal encryption algorithm to produce a normal ciphertext,
Co, C, C", {Cy, Dj}je[é}- We note the attribute set S cannot satisfy the access policy of (4, p).
As a result, B can efficiently find a vector w € ZY; such that w- A; = 0 modulo N for all j such
that p(j) € S and the first entry of @ is nonzero modulo each prime dividing N. Such a vector
will exist as long as (1,0,...,0) is not in the span of {A;},;)cg modulo each of p,ps, p3. We
may assume this holds with all but negligible probability, since we are assuming it is hard to find
a non-trivial factor of N. This vector w can be efficiently found by performing row reduction
modulo N (we note that if one encounters a nonzero, non-invertible element of N during this
process, then one has found a nontrivial factor of N). Once @ is found, its first entry can be
randomized by multiplying the vector by a random value modulo N. Thus, we may assume the
first entry of @ is random modulo py. We call this first entry s’

B also chooses a random vector w' € Z% with first entry equal to 0. It will implicitly set
the sharing vector w modulo py so that a’w = zyw +w' (i.e. w =@ + (zy) " w’). We note that
w is randomly distributed since the first entry of @ is random and the remaining entries of w’
are random. B also chooses random values ; € Zy for each j such that p(j) € S, and random

15



values 7; € Zy for each j such that p(j) ¢ S. For these j’s such that p(j) ¢ S, it will implicitly
set y; = yﬁp_(} Aj -+ 7. We note that all of these values are properly distributed modulo ps.
It forms the semi-functional ciphertext as:

CU: Cgs/) C/ggllﬂ/’

!
Ajw

i o ,
Cigy’ " g "V Djgy’ Vi s.t. p(j) €S,

-’ S s—1 4 = A
Cigy” ™ (g8) 0%, Dy(gh) 0™ g Vi st p(j) & S.

To see that this is a properly formed semi-functional ciphertext, note that for j such that

p(j) ¢ S:
a'Aj - w —nyy7 = 4Aj - (zyw +w') - xﬁp(j)(yﬁ;(;)Aj W+ 75) = Ay w' = 2T

Here, B has embedded a y into the ; term and used the x embedded in the 7,;) term to cancel
out the zy term in a’A4; - w that it cannot produce.

When T = g3%%, B has properly simulated Game}', and when 7T is random in G,,, B has
properly simulated Gamefkr. Hence B can leverage A’s non-negligible difference in advantage be-
tween these games to achieve a non-negligible advantage against the three party Diffie-Hellman
assumption in a subgroup. O

Lemma 8. Under the source group q-parallel BDHE assumption in a subgroup (and assuming
it is hard to find a non-trivial factor of N ), no polynomial time attacker can achieve a non-
negligible difference in advantage between GamekN and Gameg for a k > Q1 using an access

matriz (A, p) of size £ X n where {,n < q.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Game{cv and Gamez for some k such that @1 < k < @ using an access matrix with dimensions
< g, we will create a PPT algorithm B to break the source group ¢g-parallel BDHE assumption in
a subgroup. Our Bis given: g1, g3, g2. 93, 95 .95 Vi € [2a)\{g+1}, g5 /" i € [2q)\{g+1}.J € [a],

, dfciby [b;
g;ifb; Vi € [q], g2fc 510 Vi € [q],4,7" € [q] such that j # j/, and T, where T is either equal

to ggcq+l or is a random element of Gp,. B will simulate either Game} or Game] with A,
depending on T
B chooses random exponents «a, a, k, {h;} € Zx, and sets the public parameters as

PP ={N, g=g1, g = g% " = g}, elg1, )%, H; = gl Vi}.

It gives these to A. We note that B knows the MSK, and hence can use the normal key
generation algorithm to make normal keys in response to A’s key requests from the k + 1
request and onward. To make the first £ — 1 semi-functional keys, B can first make a normal
key and then multiply the K by a random element of G, (this can be obtained by raising go
to a random exponent modulo N).

Since we are assuming the k™ key query is a Phase II key query, A will request the challenge
ciphertext for some £ x n access matrix (4, p) before requesting the k' key. This allows B to
define the exponents a', /', {n;} after seeing (A, p). B chooses random values &, {7;} € Zn. It
will implicitly set @’ = e¢d modulo py and k" = d + & modulo ps. For each attribute i, we let .J;
denote the set of indices j such that p(j) =i. B define g as:

’ s b\ Ad1 2 /p\ 45,2 n oy \ Ajn

JE€Ji

16



We note that all of these terms gg/ bi yeees ggn/ % are available to B, since we are assuming n, { < q.

We note that o’ is uniformly random because d is random, ' is randomized by &, and each n;
is randomized by ;.

To form the challenge ciphertext, B chooses random exponents {;} € Zy. It creates
the normal components of the ciphertext as in the encryption algorithm. To create the semi-
functional components (the parts in G, ), it implicitly sets s’ = f modulo ps and v; = dfb; +7;
for each j from 1 to £. We note that these values are properly distributed because f,7; are
random. It also chooses random values ys,...,y, € Zxn and implicitly sets the sharing vector
w as:

w = (f, fe+ya(a) 7o f T (@) ).

This is properly distributed as a random vector up to the constraint that the first entry is s’ = f
(note that a’ is nonzero with all but negligible probability).
For each j from 1 to ¢, we observe that

a'Aj W= NV = df(CAjJ + ...+ CnAjm) + ygAjQ + ...+ ynAj,n (1)
—dfbj Z CAj/J/bj/ 4+ ...+ CnAj/m/bj/ (2)
J'€dp)

_dfb]ﬁp(j) — ﬁ]ﬁp(]) — S/j Z CAj/,l/bj/ + ...+ CnAj/,n/bj’ (3)
J'€dp(5)

Since j € J,(;), the first quantity in (1) will be canceled by (2). What is left of (2) will be

terms of the form dfcibj/bjf, where 1 < n < g and j # j/. We note that B is given all of these
: /by
in the exponent of gs in the assumption. B also has ggf % for all j from 1 to ¢ > ¢ and gg /6

' A w— A
for all j’ € Jo),t < n < gq. Thus, B can form gg 70 for each j. It can also compute

’ ’ ot R : CAs T
g5 = gg , 95" = ggf (gg ) , and ggj = ggf bi g;]. B multiplies these G, components by the

)

normal ciphertext to produce the semi-functional ciphertext, which it gives to A.

Now, when A later requests the k' key for some attribute set S not satisfying (4, p), B
responds as follows. It first creates a normal key by calling the usual key generation algorithm.
To create the semi-functional components, it first chooses a vector 6§ = (01,...,6,) € Z}; such
that - A; = 0 modulo N for all j such that p(j) € S and the first entry of 6 is nonzero modulo
each prime dividing N. Such a vector will exist as long as (1,0,...,0) is not in the span of
{A;}p(j)es modulo each of p1, pa, p3. As in the proof of the previous lemma, we may assume this
holds with all but negligible probability and we note that such a 6 can be efficiently computed.

B chooses a random value @ € Zy and implicitly sets

U = —09¢? — 03¢0 — . — 0,72 1 fa,

t'=01¢7 + Ooc? L 4 0,

We note that these are random modulo ps because @ and ; are random (and ¢, f are nonzero
with all but negligible probability). We observe that B can now form ggl and gg as follows:

’ —6 —1\ 93 —n42 —6n U
g5 = (os) " (o) T (eTT) T (o)
’ ] -1 02 —n+1 On
gy = (8" (o8 ") " (o8
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For each attribute i € S, we recall that the vector ¢ is orthogonal to A; for all rows j such
that p(j) = (i.e. all j € J;). Thus, we observe:

n
t/m _ t/ﬁi + Z Z emlAj,me;lcq+1+m2_ml'

jeJ; mi,mo=1
mi1#ms

Since ¢ + 1 + mg — my is always in the set [2¢] \ {¢ + 1}, B can compute ggm from the terms it
is given in the assumption. We also have that

a't + K = 01dc® — R (62¢7 + ...+ 0, ") + df U+ fRA.

Therefore, B creates the semi-functional term for key component K as:
Tel (ggq)—féeg . (g§q7n+2> —I’%gn (gg}c)ﬂ (gg) R .

IfT = gngH, then this is a properly distributed nominal semi-functional key. If T" is a random
element of G,,, this is a properly distributed temporary semi-functional key. Hence, B has
properly simulated either GamekN or Game}g, depending on T, and can therefore leverage A’s
non-negligible difference in advantage to break the source group ¢-parallel BDHE assumption

in a subgroup. O

Lemma 9. Under the general subgroup decision assumption, no polynomial time attacker can
achieve a non-negligible difference in advantage between Gameg and Gamey, for any k from 1

to Q.

Proof. This is nearly identical to the proof of Lemma 6, except that B uses Y2Y3 to place a
random G, component on the K part of the k" key to make it a semi-functional key in the
case that 7" has no G, component.

O]

Lemma 10. Under Assumption 1, no polynomial attacker can achieve a non-negligible differ-
ence in advantage between Gameg and Gamefinq.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Gameg and Gamey;yq;, we will create a PPT algorithm B to break Assumption 1. B is given
91,92, 93, 9 X2, g;Ya, T, where T is either e(g1, g1)®® or a random element of Gp. B will simulate
either Gameg or Game i, with A depending on the nature of T'.

B chooses random exponents a, k, {h;} € Zxn and sets the public parameters as:

hi \y:
PP ={N, g=g1, 9" =g, 9" = g7, €(9,9)" = e(97 X2, 91), H; = g\" Vi}.

It gives these to A.

When A requests a key for an attribute set S, B creates a semi-functional key as follows.
It chooses random exponents t,u,y € Zy and samples random elements R, R, R”,{R;} € G,
(this can be done by raising g3 to random exponents modulo N). The key is formed as:

K = (¢ X2)gMg{"Rgy, K' = gt R/, K" = giR", K; = g}"' Vi € S.

We note that this is a properly distributed semi-functional key.
To produce the semi-functional ciphertext for some ¢ x n access matrix (A4, p), B chooses
random exponents 7; € Zy for each j from 1 to £ and a random vector v with first entry equal
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to 1. It implicitly sets v = sv and r; = s7;. We note that these values are properly distributed.
It forms the ciphertext as:

CO = MbT7 C = gfyv% C/ = (ngQ)Ha
Cj = (giYp) 71U D = (g7Y2)".

We note that this is a semi-functional ciphertext with gg’ equal to Ys, k' equal to the value of
x modulo ps, w equal to s’ modulo po, g;j = Y;j, and 7,(;) equal to the value of h,;) modulo
po for each j. We note that these values are all properly distributed because Y is a random
element of G,,, and the values of x, h;,7;, v modulo py are distributed independently of their
values modulo p;. Therefore, if T = e(g1, g1)®°, this is a properly distributed semi-functional
encryption of M;, and B has properly simulated Game,. If T is a random element of Gr,
then this is a properly distributed semi-functional encryption of a random message, and B has
properly simulated Game ;. Hence B can leverage A’s non-negligible difference in advantage
to achieve a non-negligible advantage against Assumption 1. O

This completes our proof of Theorem 4. We note that it is not necessary to include explicitly
in the statement of the theorem that we are assuming it is hard to find a non-trivial factor of
N, since this is implied by the general subgroup decision assumption.

5 Our System in Prime Order Groups

In this section, we will present a prime order analog of our composite order result. This is
obtained by combining our composite order construction and proof with the translation tech-
niques developed in [22]. We first present the necessary background and state our complexity
assumptions in the prime order setting.

5.1 Background and Complexity Assumptions

We let G denote a group generator - an algorithm which takes a security parameter A as input
and outputs a description of a bilinear group G. We define G’s output as (p, G, Gr,e), where p
is a prime, G and G are cyclic groups of order p, and e : G?> — G is a map such that:

1. (Bilinear) Vg, f € G, a,b € Z,, e(g”, f*) = e(g, f)
2. (Non-degenerate) 3g € G such that e(g, g) has order p in Gp.

We will refer to G as the source group and Gr as the target group. We assume that the
group operations in G and Gt and the map e are computable in polynomial time with respect
to A, and the group descriptions of G and G include a generator of each group.

Our complexity assumptions in the prime order setting will be nearly identical to our as-
sumptions in the composite order setting, except that the general subgroup decision assumption
and the assumption used for the final game will be replaced by the decisional linear assumption.

The Decisional Linear Assumption Given a group generator G, we define the following

distribution:
G = (pa G7 GT76) i ga

R R
g, f,v — G, c1,co «— Ly,

D = (G’g7f7v7f017UC2)7
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TO = gcl+62, T1 (i G.

We define the advantage of an algorithm A in breaking this assumption to be:
AdvgEy(\) = [P[A(D, Tp) = 1] — P[A(D, T1) = 1]| .

We say that G satisfies the Decisional Linear Assumption if Advg% “1(A) is a negligible function
of the security parameter A for any PPT algorithm A.

The Three Party Diffie-Hellman Assumption Given a group generator G, we define the
following distribution:

G = (p,G,Gr,e) <= G,
g<i G, :c,y,z(in,
D = (G,g,9",9",9°),
Ty = g"%, Ty <= G.

We define the advantage of an algorithm A in breaking this assumption to be:
AdvgPT(N) == |Pr[A(D, Tp) = 1] — Pr[A(D,Ty) = 1]|.

We say that G satisfies The Three Party Diffie-Hellman Assumption if Advgef (A) is a
negligible function of A for any PPT algorithm A.

The Source Group ¢-Parallel BDHE Assumption Given a group generator G and a
positive integer g, we define the following distribution:

G= (paGaGTae) i g,

g5 G, ed, fiby, . by S T,

The adversary will be given:

ca+2 c24

2
D = (ngjgf’gdf’g%gc"”7gcq7g N/
g°/% i € [2q)\ {q + 1}, € [d],
g1y € lal, g7t Vi€ ), g7 € lal st G # ),

We additionally define

+1 R
e , 11— G.

Ty = g*
We define the advantage of an algorithm A in breaking this assumption to be:
Advg 4(N) = [Pr[A(D,To) = 1] — PrlA(D,Ty) = 1]| .

We say that G satisfies The Source Group g-Parallel BDHE Assumption in a Subgroup if Advg A
is a negligible function of A for any PPT algorithm .A.
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Dual Pairing Vector Spaces In order to simulate an analog of the orthogonal subgroups
present in composite order groups, our construction will use dual pairing vector spaces, a tool
introduced by Okamoto and Takashima [27, 28, 29]. We will replace single group elements
with tuples of group elements, denoted by ¢¥, where ¥ = (vy,...,v,) is a vector over Zy,. This
notation should be interpreted as:

g’ :=(g", ..., g").
When we write something like “raise g” to the power ¢’ for a scalar ¢ € 2y, we mean raising
each component to the power c, i.e.:

(917)0 — gcﬁ _ (gcm’ o 7gcvn)‘

We define a bilinear map e, on n-tuples of G by pairing componentwise and multiplying the
results in Grp:

n
en(g”, ") = [[ elg™, 9") = elg.9)™",
=1

where the dot product is computed modulo p.
For a fixed (constant) dimension n, we say two bases B := (by,...,b,) and B* := (b7,...,b})
of Z;, are “dual orthonormal” when:

-

+- 55 = 0 (mod p),

=

whenever ¢ # j, and

bi b =%
for all 7, where ¢ is a nonzero element of Z,. (This is a slight abuse of the terminology
“orthonormal”, since 1 is not constrained to be 1.) For a generator g € G, we note that

en(g¥,g%) =1

whenever ¢ # j, where 1 here denotes the identity element in Gr.
We let Dual(Zy,1)) denote the set of pairs of dual orthonormal bases of dimension n with

dot products bi - gj = 1. We let (B,B*) £ Dual(Zy,) denote choosing a random pair of
bases from this set.

Dual pairing vector spaces provide a workable analog to the prime order subgroups present in
composite order groups, since they come equipped with orthogonal subspaces under the pairing
en- The notion of a subgroup can now be replaced by a subspace in the exponent, particularly
a span of a subset of the basis vectors in a pair of dual orthonormal bases.

We will use a lemma noted in [22] which roughly states that if one starts by sampling a
random pair of dual orthonormal bases and then applies a linear change of basis to a subset of the
basis vectors (maintaining the orthonormal properties), the resulting bases are also distributed
as a random pair, independent of the change of basis that was applied. More formally, we let
(B,B*) denote a pair of dual orthonormal bases over Zy, and we let A € Z"*™ be an invertible
matrix for some m < n. We let S,, C [n] be a subset of size m. We then define new dual
orthonormal bases B4,B% as follows. We let B,, denote the n x m matrix over Z, whose
columns are the vectors l;z € B such that 7 € S,,,. Then B,,A is also an n X m matrix. We form
B4 by retaining all of the vectors 5; € B for ¢ ¢ S,, and exchanging the l_); for i € S,, with the
columns of B, A. To define B%, we similarly let B}, denote the n x m matrix over Z, whose
columns are the vectors gf € B* such that i € S,,. Then B, (A7) is also an n x m matrix,
where (A™1)! denotes the transpose of A~1. We form B* by retaining all of the vectors 5: € B*

for i ¢ Sy, and exchanging the b; for i € Sy, with the columns of B¥ (A1)t We have:
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Lemma 11. For any fized positive integers m < n, any fived invertible A € Z;"*™ and set

Sm C [n] of size m, if (B,B*) nin Dual(Zy,), then (Ba,BY) is also distributed as a random
sample from Dual(Zy, ). In particular, the distribution of (Ba,BY) is independent of A.

This follows simply from noting that one can recover B, B* uniquely from B, B* (with A
fixed).

In [22], the “Subspace Assumption” is introduced as a prime order substitute of the general
subgroup decision assumption in composite order groups. It is based on the observation that
if one a given ¢¥ say, then one cannot tell if ¥ is in the span of 5“{,5; or the larger span of
_"{, ﬁ;, 5§ when one is not given gg3 (though one can be given ¢" for 7 in the span of 51, 52, 53, for
example). The subspace assumption is implied by the decisional linear assumption and helps
clarify how DLIN allows one to expand/contract spaces in the exponent in the dual pairing
vector space framework, similar to the effect of the general subgroup decision assumption in the
composite order setting.

The statement of the subspace assumption in [22] involves one dual orthonormal basis pair
of dimension n, and is also parameterized by a positive integer k& < % which controls how
many 2-dimensional subspaces of the total n-dimensional space are expanding to 3-dimensional
subspaces. It is remarked that one could additionally generalize the assumption to involve
multiple bases - we will use such a generalization here, and we let the parameter m denote
the number of bases. Fach basis pair has its own dimension n; and its own parameter k;. For
completeness, we include a proof that our statement of the subspace assumption here is implied
by DLIN in Appendix A, though the proof is essentially the same as given in [22]. We note that
this reduction holds for any valid choices of the parameters m, n;, k;. For the simpler statement
of the subspace assumption without the clutter of multiple bases pairs, see [22].

Our m dual orthonormal bases pairs will be denoted by (By,B7Y),...,(By,B},). For each
i from 1 to m, the basis vectors comprising (B;,B;) will be denoted by 5171,...,5ni,¢ and

_)* _)*
PN

n;i respectively.

Definition 12. (The Subspace Assumption) Given a group generator G, we define the following
distribution:

R R R
G:= (p>G7GT76) ¢ ga g« Ga ¢>7775771,T27737M17M2,M3 < Zp7
By, BY) <& Dual(Z™ By, B:,) < Dual(Z"™
( 1y 1) ua(p71/1),,,,,( m m) ua(p ,¢),
by iFpaby 41 iFusbor 41 o pabo itpaby 4o itpsbog 42
Ul,i pp— gm 1,itH2bg, 41,5+ 1302k, 41, , Ugﬁ' P g,ul 2,i 020k, 42,4 +13 2kl+2,z’
by s pobog. i+pabsk. i s
., Ukm = gFPki, tHuzbok; i tr3bak i v [m]’
b bE br b b bE .
‘/LZ, = ngn 1,2+T26 ki+1,z’ ‘/271. = ngn 2,1+T26 ki+2,z’ ceey Vk’i,i = ngn ki,l+T2ﬁ 2k;,i VZ c [mL
. by 7285 | HTsb 1 . NS A+ T2Bb% o T3 o
Wy, =g""n ki+1, 2itli Wy, =gt ki+2, 2kit2,i
bY  4ToBbE. AT3bE, .
o Wkﬂ' — g7'177 k; i 723 2k;,i T T3%3k;,0 \Yg c [’I’)’L],
D := (Gag7 {g L » g % yeon g Qk“lvg 3k1+1’17 S g agn N klﬂ?.g k’+l’z7
Bbsy s b1, by
g ki, yg Zhitl, yeeey gty 7U17i7 UQ,i? st Uki,i}?;h ,LL3)
We assume that for any PPT algorithm A (with output in {0,1}),
Advg g = |P[A(D, V1, - Vigitiza) = 1 = PLAD, Wi, ..., Wiy ibizg) = 1]|

1s negligible in the security parameter .
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To help the reader identity the important features of this assumption, we include heuristic
illustrations of the m =1, n =3,k =1and m =1, n = 6, k = 2 cases below, reproduced from
[22] (with permission).

B [of [o] X

LNONORt

Figure 1: Subspace Assumption with m=1,n=3,k=1

U U,

BE.E.E. OBOBOE
B*@o@o?{_'_o:‘,o o@o@o?ﬁ‘,

Figure 2: Subspace Assumption with m =1,n =6,k =2

In these diagrams, the top rows illustrate the U terms, while the bottom rows illustrate
the V,W terms. The solid ovals and rectangles indicate the presence of basis vectors. The
crossed rectangles indicate basis elements of B that are present in Uy, Uy but are not given out
in isolation. The dotted ovals with question marks indicate the basis vectors whose presence
depends on whether we consider the V’s or the W'’s.

5.2 Construction

Our prime order construction very closely resembles our composite order construction, replacing
the subgroups in the composite order setting with dual pairing vector spaces. The basis vectors
which do not appear in the exponents of the construction are reserved as the semi-functional
space. We note that there is no need to simulate the additional randomness provided by the
G, subgroup in the composite order setting. This is due to the asymmetry of the dual pairing
vector spaces, since there are different bases for the ciphertexts and keys. In our security proof,
knowledge of the full basis on the key side will allow the simulator to create other properly semi-
functional keys while a single key is being isolated to change from normal to semi-functional.
In most other respects, our security proof will be very closely analogous to the proof for our
composite order system, with the subspace assumption playing the role of the general subgroup
decision assumption.

Since the subspace assumption allows us to expand 2-dimensional spaces to 3-dimensional,
we duplicate random exponents in our composite order construction in order to start with
2-dimensional random objects in the normal space. Our construction is influenced by taste
and convenience - there are alternate choices one could make in translating our composite
order scheme into the dual pairing vector space setting, but we have chosen to work with a 1-
dimensional semi-functional space on some terms and a 2-dimensional semi-functional space on
others. For the terms with a 2-dimensional semi-functional space, we have expanded the normal
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space to be 4-dimensional. This allows us to expand simultaneously into both dimensions of
the semi-functional space by a single application of the subspace assumption (with n;’s equal
to 6 and k;’s equal to 2).

We assume that messages to be encrypted are elements of the target group Gr. We also
conflate notation and consider the attribute universe to be [U] = {1,2,...,U}, so U serves both
as a description of the attribute universe and as a count of the total number of attributes.

Setup(\,U4) — PP,MSK The setup algorithm chooses a bilinear group G of prime order p
and a generator g. It randomly chooses two pairs of dual orthonormal bases (B,B*), (Bo, Bf)
of dimension 3 and U pairs of dual orthonormal bases (By,B7}),..., (By,B;,) of dimension 6,
subject to the constraint that all of these share the same value of 1. We let (3;-, 5f denote the

—

basis vectors belonging to (B,B*), and b, ;, 5;*] denote the basis vectors belong to (B;, B}) for

each j from 0 to Y. The setup algorithm also chooses two random exponents o, as € Zj,. The
public parameters consist of:

PP :={G,p,g", 9", 9", g"°, g", ..., g" Vi € U], e(g,9)"¥, e(g,9)"*"}.
The master secret key additionally contains:

T e e T g* l_)'* B’*_ B*. .
MSK := {ga1b179a2b2vgblagb279 1’079 2’0,9 1,1’ - g L Vi€ [Z/{] }

KeyGen(MSK, S,PP) — SK The key generation algorithm chooses random exponents ¢1, t2,
u1, ug € Zy and computes:
K = g(al+t1+ul)gf+(a2+t2+UQ)g§

. u b tuosbt
KO =y 101 o T U2 2,07
K = ghblattds il 4ol vy ¢ g

The secret key is
SK := {S, K, Ko, {Ki}ies}-

Encrypt((4,p),PP,M) — CT We assume M € Gp. For an ¢ x n access matrix A, the
encryption algorithm chooses random exponents s1, s2, {rjl», 7”]2- gzl € Zy. It also chooses random
vectors vy, vo € Zg with first entries equal to s; and ss respectively. The ciphertext is formed
as (it additionally includes (A, p)):

M = Me(g,g)alslwe(g,g)oms?w, C = gslgl‘FSQgQ’

s1b1,0+s2b2,0
)

Co:=yg
Cj:= g(Aj'”““”]l')ng(j)—7”31-52,p<j)+(Aj‘“2+7“]2-)53,p(a’>—7"]2-54,90') Vi=1,...,L.

Decrypt(CT,PP,SK) — M For a secret key corresponding to a satisfying set S, the decryp-
tion algorithm computes constants w; € Zj, such that >, cqw;jA; = (1,0,...,0). It then
computes:
X = H e6(Cy, Kpj))"
p(7)eS
It then computes:
Y = 63(K, C)/@G(Ko, Co)

The message is recovered as:
M=MX)Y.
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Correctness We observe that for each 7,
e6(Cj, K ;) = e(g, g) Ao tizdyv)v,
Thus,
Xo= H e6(Cj, Kp(j) = 6(979)w(t1 2pes widivitta Y, es widjva) e(g,g)w(tlsl‘*‘t?@).
p(H)ES
We note that

Yy — e(g’g)¢(51(0<1+t1+u1)+82(0¢2+t2+u2))/e(g’ g)¢(81u1+82u2) = ¢(g, g)¢(81(a1+t1)+82(a2+t2))7

and therefore:

M/X/Y _ Me(g7g)¢(51a1+52a2)6(97g)w(t151+t252)/6(g7g)dJ(s1(o¢1+t1)+52(o¢2+t2)) — M.

5.3 Security Proof

We now prove:

Theorem 13. Under the decisional linear assumption, the three party Diffie-Hellman assump-
tion, and the source group q-parallel BDHE assumption defined in Section 5.1, our CP-ABE
scheme defined in Section 5.2 is fully secure (in the sense of Definition 3).

Our security proof here is quite similar to the proof for our composite order scheme. We
begin by defining our various types of semi-functional keys and mphertexts The semi-functional
space in the exponent will correspond to the span of bg, bg, the span of b3 0, b3 0, and the span

Of eaCh b57j? b67], b5,j7 bﬁ,j'

Semi-functional Keys To produce a semi-functional key for an attribute set S, one first calls
the normal key generation algorithm to produce a normal key consisting of K, Ko, {K; }ics. One
then chooses a random value v € Z, and multiplies K by ¢"%. The other components of the
key remain unchanged.

Semi-functional Ciphertexts To produce a semi-functional ciphertext for an LSSS matrix
(4, p), one first calls the normal encryption algorithm to produce a normal ciphertext consisting
of M',C,Cy,{C;}. One then chooses random values s3, {7“5’} € Zp and a random vector vz € Zy
with first entry equal to s3. The semi-functional ciphertext is:

abe abe . Nbe oo —r3bs .
1 Cghs, g3, ng(AJ vatT)s,00) T3 060G) Wj = 1,..., .

Nominal Semi-functional Keys To produce a nominal semi-functional key for an attribute
set S, one first calls the normal key generation algorithm to produce a normal key consisting of
K, Ko, {Ki}ics. One then chooses random values t3, ug € Z,. The nominal semi-functional key
is:

(t3+u3) K gu3b30 th3b5 1+t3b61 Vie S,

We note that a nominal semi-functional key still correctly decrypts a semi-functional ciphertext.

25



Temporary Semi-functional Keys A temporary semi-functional key is similar to a nominal
key, except that the semi-functional component attached to K will now be randomized (this
will prevent correct decryption of a semi-functional ciphertext). More formally, to produce a
temporary semi-functional key for an attribute set S, one first calls the normal key generation
algorithm to produce a normal key consisting of K, Ky, {K;}ics. One then chooses random
values t3,u3,v € Zy,. The temporary semi-functional key is formed as:

T e Tk ) T ) 3
Kg%, Kog“bo, K;g"b%T%,: vi e .

We define Game,..,;, Gamey, GamekN , Game{, and Game;,, as before. The hybrid security
proof is accomplished in the following lemmas.

Lemma 14. Under the subspace assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Game,eq and Gameg.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Game,.,; and Gameg, we will create a PPT algorithm B to break the subspace assumption.
We will employ the subspace assumption with parameters m = U + 2, n; = 3,k; = 1 for
two values of 4, and n; = 6,k; = 2 for the rest of the values of 7. In order to reconcile the
notation of the assumption with the notation of our construction as conveniently as possible,
we will denote the bases involved in the assumption by (D,D*), (Dg,Df) € Dual(Zg,ip) and
(D1,D3), ..., (Dy,D};) € Dual(Z3,v). B is given (we will ignore the U terms and p3 because
they will not be needed):

di d» d; d di da;
vavgag L9790 g 2'07{9 gt }iG[Z/{]v
G s & ondiy pdsy dg gondt, ands, 8, pdi, &, db
g, g% g% g"%io, gFto g%o (g1 g1 gPU gPTi g% g%y,
Ty, Tv0, AT, ToiYicp)-

The exponents of the unknown terms T4, T1 o are distributed either as Tlncff +79 ﬁcfg and TlT]Cin‘F
7'25@"0 respectively, or as Tlnaff + TQBJ;‘ + Tgcifrg and 7'1776?{,0 + Tgﬂd_é’o + ng_:% respectively.
Similarly, the exponents of the unknown terms 71 ;, 75 ; are distributed either as 7 ncfii +7 ﬁdg“,’i
and Tlnd_;i + TQ,BCELZ- respectively, or as 7'17]6?1(71- + TQﬁCZ;Z- + 7'36{;1- and 7'177(;’2‘71- + Tgﬁcﬁﬂ- + Tg,d*g’i
respectively. It is B’s task to determine if these 73 contributions are present or not.

B implicitly sets the bases for the construction as:

gl = 77d_:{a 52 = Bd_; Z_7’3 = d_;n ET = n_ljly l_)é = 6_1(527 53 = Jgﬂa
bio = 7767’1‘,0, bao = ﬁdé,o, b30 = J?,,o, gﬂf,o =" tdi, 53,0 = B dap, 530 = d3,
b = nCZ;{,ia bo;i = Udé,m by = 561_55@ ba; = Bcﬁ,p b5 = Cfg,i, be; = d_éi Vi,
_‘T,i = Uﬁldqu‘a 5§,¢ = 777161#2,1‘, 532- = 5716@,4, 521- = 571651,2‘, 531 = 075,@ Eai = Czﬁ,i Vi.

We note that these are properly distributed because (D, D*), (Do, D), etc. are randomly chosen
(up to sharing the same 1) value).

B can use the terms given in the assumption to produce g%, g%, gb10, gb20, {gblvi, - ,gb4vi}
for the public parameters. B chooses random values &1, a2 € Zp. It implicitly sets a1 = nay
and ag = fBas. This allows it to produce

P m \ % 7 7
e(g,9)™V = (en(gdl,g”dl)) , e(g,9)*?Y = (en(gd"”gﬁd?))

az
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B gives the public parameters to A.

To produce a normal key for an attribute set S, B proceeds as follows. It chooses random
values t1,to, U1, Uy € Zy. It implicitly sets t1 = nt1, to = Pto, U1 = Niy, us = Plo. It forms the
key as: i i

K— g(al+t1+u1)5’1‘+(a2+t2+UQ)g’2‘ _ (gj1)d1+t1+al (g@)&z-f—tz-i-ﬂz ,

Ko=g™ 0+U2b20 - (yﬁ,o)al <gt{2,o)ﬂ2’

K, = gt1gf,i+t1g§,i+t25§,i+tzgz,i - (gi,i>tl <g(fz,i>t1 (gdé,i)tQ (g@,z‘)Q Vi e S.

To produce the challenge ciphertext for an access matrix (A, p) of size £ x n, B implicitly
sets s = 7 and sy = 7. It chooses a random vector v € Zg with first entry equal to 1.
It also chooses random vectors 01,03 € Z;, with first entries equal to 0. It will implicitly set
v1 = $1v + U1 and vy = s9v + Us. We note that these are properly distributed as independent,
random vectors with first entries equal to s; and sa respectively. For each j from 1 to ¢, B also
chooses random values rjl, TJQ, 75 € Zp. It implicitly sets r1 = f371 + fl ]2 = r T + r . We note
that these values are properly distributed because 7“]1, ]2 are random The mphertext is formed
as:

, a ai & Qg
M' =M, <€3(g >T1)) (63(9 ,Tl)) , C =11, Cy =Ty,

_ _ =, Ay +7) =, —l =, AjOatis —72
~)Af'””33 (T27p(j))7r? (gndlm(j)> 7 <g”d2,p<j>> ! (g d:s,p(j)) ’ (gﬂ 4pm> !
for all 5 from 1 to /.

If the exponents of the T' terms do not include the 73 terms, then the exponent vector of C'
is s1b1 + s2b2, the exponent vector of Cy is s1b1,0 + s2b2,9, and the exponent vector of Cj is:

= (4 - v+ A4 -0+ 7'17“ + 7 )77al1 o) T (= 7'17" )nd2 20)
+(Aj v+ AUy + 7'27* + 7 )Bd3 o) T (= ’7'27“? - rj)ﬁdj’p(j)
= (A v 1)bupgy = 1iba0) (A o2+ )b 0) = 1)

Thus we have a properly distributed normal ciphertext in this case.

If the _exponents of the T terms do include the 735 terms, then the exponent vector of C is
31b1 + 82b2 + 53b3, where sz := 73, the exponent vector of Cj is 51b1 o+ Sng o+ 53b3 0, and the
exponent vector of each Cj is:

(Aj - o1 +7)b1 () = Tb2,p() + (Aj - v2 +75)b3 p(5) = 7704 4(5)

+(4; v+ "Z?)T?’gfw(j) - 7;5')7-356700)'

This is a properly distributed semi-functional ciphertext with v3 = m3v and 7“3 = Tgffg. (Note
that these values are distributed randomly and independently from vy, vs, rjl, r]2 )

Thus, when the 73 terms are absent, B properly simulates Game,q,, and when the 73
terms are present, B properly simulates Gamey. As a result, B can leverage A’s non-negligible
difference in advantage between these games to gain a non-negligible advantage against the
subspace assumption.

O

Lemma 15. Under the subspace assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gamey_1 and GamekN for any k from 1 to Q.
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Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Gamey_1 and Gamek for some k, we will create a PPT algorithm B to break the subspace
assumption. We will employ the subspace assumption with parameters m =U+2,n; = 3,k; =1
for two values of 4, and n; = 6,k; = 2 for the rest of the values of i. In order to reconcile the
notation of the assumption with the notation of our construction as conveniently as possible,
we will denote the bases involved in the assumption by (B,B*), (By,Bj) € Dual(Zg,i/}) and
(B1,BY),..., By, B}, € Dual(Zg,w). B is given (we will ignore ps because it will not be
needed):

by b b by by
G.p,g, 9", g%, g"0, g™, {9, -..794’ }ieu

b b3 b by
gnbl gIBbZ gb3 gn 1,0 gﬁ 2,0 gBO {gn 1,% gn 2,1 g 37, g 47, 951 gﬁz}ze[u]’

_p1bi+pobotpush b1 o+paba o+push
U1—g’“1 p2b2+pusbs U1o—g’“ 1,0Fp2b2,0+13 3.0,

{Ul ;= M1b1 i+2bs i+ psbs,i ,Uai gmbz i+12ba,i+p3be, il )

T, T10, AT, TojiYicpa-

The exponents of the unknown terms 71, 71 o are distributed either as 7'1171;’1‘ +79 B5§ and 71775{70+
T 65370 respectively, or as 7'1175"1‘ +7o 6534—7'353 and 7‘1775’{704-7'2 553,0 —1—735;70 respectively. Similarly,
the exponents of the unknown terms T} ;,T5; are distributed either as 7177(_)2{,2- + Tgﬂgg’i and
7'17755,1"‘7'2551,1 respectively, or as 7‘1171_)’*{,1-4—7‘25537;4—7‘35;71- and T1Ug§7i+7'25517i+7'352,i respectively.
It is B’s task to determine if these 73 contributions are present or not.

B implicitly sets (B,B*), (Bo,Bg), {(B;,B})} as the bases for the construction. It chooses
random values &1,a2 € Z, and implicitly sets a; = na; and ay = Bag. This allows it to
compute e(g,g)*'¥ as e3(g¥, ¢g"™1)31, and e(g, g)2¥ as e3(¢®?, ¢%%2)%. B can thus produce the
public parameters, and it gives these to A.

To respond to A’s first k—1 key queries, B acts as follows. To produce a semi-functional key
for an attribute set S, it chooses random values 1, o, i1, @2, Y € Zyp. 1t implicitly sets t1 = nt1,
ty = fto, up = Ny, ug = Pug. It forms the key as:

o 1+ i o\ Qottotis oy
K= (g b ) (g%) 9%,

Ko = (g7%50)" (4%0)"
% £1 % El % £2 e £2
K; = (gﬂbl,i> (gnbm‘) (gﬁbs,z) (gﬁbél,i) Vie S.

In this way, B produces properly distributed semi-functional keys in response to the first £ — 1
key requests. We note that B can similarly produce normal keys in response to key requests
k + 1 and onward using the same procedure except leaving off ¢7% from K.

To create the k' key for some attribute set S, B proceeds as follows. It chooses random
values w1, Ug, U3 € Z,. It implicitly sets t1 = n7i, to = 1, w1 = n(nas + 1), and up =
B(maus + u2). We note that these values are independently random because 71,72, U1, Uy are
independently random. The key is formed as:

K= (,_q’7"*)m+u1 (9555>&2+ﬁ2 Ty(T1)™,

e’ ul T ug -
KO = (gnbl,o) (gﬁb2,0> Tﬁ%’
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K, = T17Z'T27Z' Vi € S.

If the exponents of the T terms here do mnot include the 73 terms, then this is a properly
distributed normal key. If they do include the 73 terms, then this is a properly distributed
nominal semi-functional key with t3 = 73 and usz = 73u3. (Note that these values are random
and independent of 1, ta, u1, us.)

To create the semi-functional ciphertext for some n x ¢ access matrix (A, p), B chooses
random values 7“]1, 327 . € Zyp for each j from 1 to £. It also chooses a random vector v € Zy
with first entry equal to 1, and random vectors 01,02 € Z, with first entries equal to 0. It
implicitly sets s1 = p1, So = W2, S3 = 3, v1 = S1vV + 01, V3 = S9U + V2, U3 = S30, 7“ = ,u17“ —I-r

3

7’]2- = /Lgf? + f]z, and 7'33 = pgr;. We note that these values are properly dlstrlbuted The

ciphertext is formed as:

M = Mbea(UlvgngI)dles(Ulagﬂb;)dQ, C ="U, Cp= Uy,

- Aj o +7E -7l - Ao+, Ajoti
- blm(j)) ! J ( bz,p(j)) J ( bs,pu)) ’ I < b4,p<j>) I
G (g 9 9 9 U 1,p(5) U 70(3)

for all j from 1 to ¢.

Thus, when the 73 terms are absent, B properly simulates Gameg_1, and when the 73
terms are present, B properly simulates GamelY. As a result, B can leverage A’s non-negligible
difference in advantage between these games to gain a non-negligible advantage against the
subspace assumption. O

Lemma 16. Under the three party Diffie-Hellman assumption, no polynomial time attacker can
achieve a non-negligible difference in advantage between Game{f and Game{ for any k from 1
to Q1 (recall these are all the Phase I queries).

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Gamek and Gamek for some k between 1 and @1, we will create a PPT algorithm B to break
the three party Diffie-Hellman assumption. B is given g, g%, g¥, g%, T, where T is either g*¥
a random element of G. B will simulate either Gameé\f or Game{ with A depending on the
nature of 7.
B chooses random dual orthonormal bases (D,D*), (Dg, D) of dimension 3 and (D1, D7),
, (D, ;) of dimension 6, all with the same value of 1. It then implicitly sets (B,B*) and
(Bo, Bj) as follows:

gl = Cfla 52 = dé? 53 = (552/)_1(1_;’;7 52{ = d_:L g; = d:;: gg = xyd_i"kn

R I . I 5 e, =
bio = di1,0, b2o = da, b3 = (2y)” dsp, bl,O = d1707 52,0 = d2707 d3,o = :Uyd370.

We note (B,B*) and (Bg, Bj;) are properly distributed.
B sets the normal portions of (By,BY), ..., (By,B;,) as follows:

bii=di, ba; =do;, b3; =d3;, ba;=ds; Vi=1,...,U,

dll’ le_dZ'u b31—d317 bZ’Z:CZi’lVZzl,,Z/{

The semi-functional portions of these bases will be set later (at which point we may verify that
all of (By,B}), ..., (By,B;,) are properly distributed).

B chooses a1, g € Z, randomly. We observe that B can now produce the public parameters,
and also knows the master secret key (enabling it to create normal keys). It gives the public
parameters to A. To create the first k—1 semi-functional keys in response to A’s key requests, B
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first creates a normal key, then raises ¢% to a random exponent in Z,, and multiplies this by K.
We are using here that B does not need to know gf’g precisely in order to create well-distributed
semi-functional keys - it suffices for B to know g for some (nonzero) c € Z,.

A requests the k" key for some attribute set S C [U]. At this point, B implicitly defines
the semi-functional parts of the bases (Bi,BY), ..., (By,B;,) as follows (note that these have
not been involved in the game before this):

- 4 = o 5 o %
bs,; = x ™ ds i, bei = dgi b5; = xds 4, bg; = dg; Vi ¢S,

bsi = ds, bei = de, bs; = ds;, bg; = dg; Vi € S.
We observe that all of (B,B*), (Bo,Bj), (B1,B7}), ..., (By,B},) are properly distributed, and
their distribution is independent of z, y, and S (the involvement of x, y, and S is only present
in B’s view and is information-theoretically hidden from A, see Lemma 11).
To create the k" key, B first creates a normal key with components K, Ko, {K;}ics. To
create the semi-functional components, it chooses a random value 3 and implicitly sets t3 = z,
u3 = (zy)~'s. It then forms the semi-functional component for K as

u3b§’0 _ gﬂ3d§,0

9

and the semi-functional component for each K; as

gt3b5,i+t3b6,i = (gz)ds,i+d6,i Vi e S.
It forms the semi-functional component for K as:
7 gﬁ:”dg.

If T = ¢®Y#, then the exponent vector here is xyzc@j—H]gc% = (z+U3)5§, as required for a nominal
semi-functional key. Otherwise, this exponent vector is distributed as a random multiple of l;’;,
as required for a temporary semi-functional key. B multiplies these semi-functional components
with the normal K, K¢, {K;}ics to produce the key it gives to .A.

At some later point, A requests the challenge ciphertext for some ¢ x n access matrix (A, p)
that is not satisfied by the attribute set S. B first creates a normal ciphertext with components
M, C,Coy, {C; }le. To create the semi-functional components, B first computes a vector v € Zj
that has first entry equal to 1 and is orthogonal to all of the rows A; of A such that p(j) € S
(such a vector must exist since S fails to satisfy A, and it is efficiently computable). B also
chooses a random vector U3 € Z;, subject to the constraint that the first entry is zero. It
implicitly sets s3 = zy and sets vs = xyv + x03. We note that sz is random because all of the
dual orthonormal bases are distributed independently of x, y, and v3 is distributed as a random
vector with first entry equal to s3. B also chooses random values r? € Zy for all j such that
p(j) € S and random values 7 € Z, for all j such that p(j) ¢ S. For values of j such that
p(j) ¢ S, it implicitly sets r3 = xv*;’. B can then produce the semi-functional components of the

J
ciphertext as:
gs3b3 — gd37 98353,0 — gd3,07

g(Aj-U3+r§?)55,p(j)—r§56,p(j> _ (gy)Aj'Vd's,pm g(Aj'733+f?)Js,p(j> (gw)*fﬁ&ﬂ(ﬂ Vi s.t. p(j) ¢S,
g(Aj~v3+7"§-’)55,p<j>*1“§-’56,p<j> - (gx)Aj'@?)Js,p(j) gf‘?fs,purrfcfes,pu) Vj s.t. p(j) € S.
Here we have used the fact that A; - v = 0 modulo p to avoid needing to produce a multiple of

¢™¥5.00) for j such that p(j) €S.
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B multiplies these semi-functional components by the normal components to form the semi-
functional ciphertext, which is gives to A. It can respond to the rest of A’s key queries by calling
the normal key generation algorithm. If "= g™, then B has properly simulated Game%, and if
T is a random group element, then B has properly simulated Gamefkr. Thus, B can leverage A’s
non-negligible difference in advantage between these games to gain a non-negligible advantage
against the three party Diffie-Hellman assumption. O

Lemma 17. Under the source group q-parallel BDHE assumption, no polynomial time attacker
can achieve a non-negligible difference in advantage between Game{cv and Gamef for a k> Q
using an access matriz (A, p) of size £ x n where ¢,n < q.

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Gameé\f and Gameg for some k such that @1 < k < ) using an access matrix with dimensions
< g, we will create a PPT algorithm B to break the source group g-parallel BDHE assumption.
Our B is given: g,97, 9%, g Vi € [2¢] \ {g+ 1}, ¢°/% Vi € [2)\ {g + 1}, j € [q], ¢%* Vj € [d],
g¥eti /b i e lq],7,7" € [q] such that j # j', and T, where T is either equal to ¢ oris a
random element of G,,. B will simulate either Game{cv or Game}g with A, depending on T

B chooses random dual orthonormal bases (D,D*), (Dg, D) of dimension 3 and (D, D7),
.o+, (Dy,j;) of dimension 6, all with the same value of ¢. It then implicitly sets (B, B*) and
(Bo, Bj;) as follows:

L. L L T .
by = di, by = da, b3 = (cd) " d3, by = dy, b5 = d5, by = (cd)d3,

. L. L. I S T -

bio = di10, b = d20, b3o = (¢) "dzp, bjg=di, b59=d3, b3o = (c)d3y-

We note that (B, B*) and (Bo,Bf) are properly distributed.
B sets the normal portions of (By,B7), ..., (By,B;,) as follows:

bi; =di;, ba; =ds;, b3;=d3;, byj=dy;Vi=1,...,U,

qii = ngk,b 551 = dé,iv ggz = d::;,iv 52‘“ = Ji,i Vi=1,...,U.
The semi-functional portions of these bases will be set later (at which point we may verify that
all of (By,BY), ..., (By,B;,) are properly distributed).

B chooses a1, o € Zy randomly. We observe that B can now produce the public parameters,
and also knows the master secret key (enabling it to create normal keys). It gives the public
parameters to A. To create the first k — 1 sgmi—functional keys in response to A’s key requests,
BB first creates a normal key, then raises g% to a random exponent in Z,, and multiplies this
by K. As in the proof of the previous lemma, we note here that B does not need to know ¢’
precisely in order to create well-distributed semi-functional keys.

Before requesting the k" key, A will request the challenge ciphertext for some access matrix
(A, p) of size ¢ x n, where both ¢,n < g. For each attribute i, we let J; denote the set of indices
J € [£] such that p(j) = i. For each i, B chooses a random value 7}; and defines a value n; € Z,
by

mi=1i+ Y cAji/bj+ ...+ " Ajn/b;.
JE€J;
At this point, B implicitly sets the semi-functional portions of the bases (B1,B7), ..., (By,B};)
as follows (note that these have played no role in the game before this point):

. o IR I .
bsi = dsi, bei = m; de; by ; = ds;, bg; = nidg ; Vi

We observe that (By,BY), ..., (By,Bj,) are properly distributed.
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To create the challenge ciphertext, B first creates a normal ciphertext using the normal
encryption algorithm. To create the semi-functional components, it implicitly sets s3 = cdf.
It also chooses random values yo,...,y, € Z, and random values f? € Zy, for each j € [{]. Tt
implicitly sets vs = (cdf,dfc® + ya, ..., dfc™ + y,). This is distributed as a random vector with
first entry equal to s3. For each j € [¢], B implicitly sets r} = —dfbjn,j) + F%np(j). These are
distributed as uniformly random elements because each f;’ is random and 7,;) # 0 (with all
but negligible probability). We observe:

Aj -v3 + 7’5’ = df(CAjJ + CQA]‘,Q +...+ CnAj,n) + Ajgyg +...+ Ajmyn

—dfb; [ Togy + D cAya/bi+ .+ Ay /by | + i)
J'€Jp3)

By definition, j € J,;), so we have some cancelation here:

Aj-Ug—F'I’? = Aj72y2+. . +Aj’nyn—dfb] ﬁp(]) + Z CAj',l/bj' + ...+ CnAj/n/bj/ +f§)77p(j)
J'€dpn\it

Aj-’U3+T‘3

We now see that B can compute g 5 using the terms it is given in the assumption, enabling

it to produce g(Aj'”3+r?)d5«P<” = g(Aj'”SJrr?)b“. We also see that

- Ly o
—1706,0(5) = —731,5d6.i = (dfbj — 73)de.i,
so B can also produce g_T? %.0). In this way, B produces the semi-functional component of C;
for each j with the proper distribution.

B also produces the semi-functional components of C' and Cy as:

95353 — <gf> % 7 98353,0 — (gdf)dB’O.

It gives the resulting properly distributed semi-functional ciphertext to A.

At some later point in the game, A requests the k" key for some attribute set S. B can
create the normal parts of the key using the normal key generation algorithm. To create the
semi-functional parts, B proceeds as follows. Since S does not satisfy (A, p), B can (efficiently)
compute a vector w € Z, such that its first entry is non-zero and w is orthogonal (modulo p)
to all rows A; of A such that p(j) € S. We may assume the first entry of w is randomized. B
implicitly sets t3 = wi1c? + ... + w,c? "', which is properly distributed because w; is random
(and c¢ is nonzero with all but negligible probability). B also chooses a random value 43 and
implicitly sets ug = —wac?™t — ... — w,c? "t 4 fc~luz. This is properly distributed because
@13 is random (and fc! is nonzero with all but negligible probability).

We observe that

(tg + u;»,)gg = (wldch -+ dfﬂg)d_é.

B forms the semi-functional part of K as: T widj (gdf )agdg. If T = gdcq+l, this is equal to

g(t3+“3)g§, as required for a nominal semi-functional key. Otherwise, this exponent is distributed
as a random multiple of b3, as required for a temporary semi-functional key. We also have

uzbs g = (—wac? — ... — Wy 4 fus)ds

enabling B to produce g“?’b;vo using the terms given in the assumption.
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- -

* * .
Now, B can also produce g3, and hence can compute gt3b5»i = gt3d5»i for each 7 € S. We
observe
7% 7%
t3bg; = tamids ;,

and

t377i = (wlcq + ...+ wncq_"+1) ﬁl + Z CAjJ/bj + ...+ CnAjm/bj

JE€J;
For each j € J;, we have p(j) =1i. So for i € S, we have A; - w = 0 modulo p for every j € J;.
Thus, all of the terms involving ¢! cancel, and we are left with terms that can be created
in the exponent from the group elements given in the assumption (note that n < ¢, so 2q is
an upper bound on the powers of ¢ involved here). This shows that B can create gt3gﬁﬂ' for all
i € S, and hence can produce properly distributed semi-functional components for each K; of
the k" key.

B can respond to the rest of A’s key requests by producing normal keys via the normal key
generation algorithm. If 7' = gdcqﬂ, then B has properly simulated Gamefcv . If T is distributed
randomly, then B has properly simulated Gameg. Thus, B can leverage A’s non-negligible
difference in advantage between these games to achieve a non-negligible advantage against the
source group g-parallel BDHE assumption. ]

Lemma 18. Under the subspace assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Game{ and Gamey for any k from 1 to Q.

Proof. This proof is almost identical to the proof of Lemma 15, except that B adds an additional
term of g7 to K for the k' key (where it chooses y € Zp randomly). This ensures that when
the 73 terms are not present, the k** key will be a properly distributed semi-functional key. [J

Lemma 19. Under the subspace assumption, no polynomial time attacker can achieve a non-
negligible difference in advantage between Gameg and Gamefging -

Proof. Given a PPT attacker A achieving a non-negligible difference in advantage between
Gameg and Game f;y,4;, we will create a PPT algorithm B to break the subspace assumption. We
will employ the subspace assumption with parameters m =U + 2, n; = 3, k; = 1 for two values
of i, and n; = 6, k; = 2 for the rest of the values of ¢. To coincide with our notation for the con-
struction, we will denote the bases involved in the assumption by (B, B*), (Bo, Bj) € Dual(Z, 1)
and (By,B}),..., (By,B},) € Dual(Zg,w). B is given (we will ignore u3 and T1,0, {T%i, T2, }icju)
because they will not be needed):

B B o gheo (i o
G,p,9,97,97%,9"°,9° g™ 97 Yies
b; pby by bt vy, by b, by, Bb5,  Bbr. br. bE
gn lngB 2,9 37977 1’0795 20,9 3,0’{977 1’Z7gn 2’17918 3717918 Li,95% 9 ﬁ’l}iE[Z//]a

U, = gmbﬁuzbzﬂtsb:ﬂ, Ui = gmbl,o+#2b2,o+u3b3,07

B i-+paBs,i-+psBs 0 B, i-+i2ba,i-+psbe i
{ULi — gm 1,itp2b3,i+p3bs, 7U27i — g‘“ 2,i+12b4,i+ 1306, }ie[u]7 7).

The exponent of the unknown term 7j is distributed either as 7177(_)"{ + 7'2,355, or as Tlngf +
72553 + 7353. It is B’s task to determine if this 73 contribution is present or not.

B sets (B,B*), (Bo,Bj), {(Bi,B})} as the bases for the construction. It will implicitly set
a1 = nr and a = Br. It forms e(g, g)*¥ as 63(T1,ggl) and e(g, g)*?¥ as 63(T1,gg2). It gives
the public parameters to A.
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To create a semi-functional key for an attribute set S, B proceeds as follows. It chooses
random values fl,fg,ﬂl,ﬂg,ﬁ € Zp. It implicitly sets t1 = 772?1, ta = Bfg, up = nuy, and
ug = Pus. It creates the key as:

=\ t1+a1 2.\ tatiio 7\ ¥
K= (") (o) 77 (o)

Ko = <g’7gi°)u1 <gﬁggv°>U27

T 51 Tk tNl T t2 e t2
o () (05)° (5 (5 e

We note that the multiple of 5§ appearing in the exponent of K is either equal to ¥ or 4 + 73,
depending on the nature of T;. Either way, this is a properly distributed semi-functional key
(whose distribution is independent of 73 even if it is present).

To create the semi-functional ciphertext for some n x ¢ access matrix (A, p), B can use
the same procedure employed in the proof of Lemma 15 to use the U terms to provide the
semi-functional components. We repeat the description of this procedure below for the reader’s
convenience. The only difference here comes in computing the blinding factor for M’.

B chooses random values 7*]1-, f?,f? € Zy for each j from 1 to £. It also chooses a random
vector v € Zj; with first entry equal to 1, and random vectors 01,02 € Zj with first entries
equal to 0. It implicitly sets s; = w1, sa = po, sS3 = p3, v1 = $1v + U1, V3 = SV + V9,
V3 = S3V, le» = ,ulf? —|—f]1-, 7“]2- = /Lgf;’ —l—f?, and 7’5? = M3f§?. We note that these values are properly
distributed. The ciphertext is formed as:

M' = Myes3(Uy, Th), C = Uy, Cy = Uy,

> NAGDATL o2 N—FF ooz NAjTe+ o o2 N Ap4i3 73
Cj = (gbl,p(a)) ’ (gblp(ﬂ) ’ (gb3vP<J)) ’ (gb‘lvP(J)) ! Ul,/]J(]') JUZ,pgj)’
for all j from 1 to £.
If the exponent of 17 is equal to Tinb] 4+ b3, then we have

es(U1, Th) = e(g, g)(@rs1tozs2)v

and hence we have a properly distributed semi-functional encryption of My, as required in
Gameg. If instead the exponent of 77 is equal to Tinb] + T28b5 + T3b3, then we have

63(U17 Tl) - e(g, g)(a131+a232+u37.3)w.

Since 73 is random (and independent of the semi-functional keys and the rest of the ciphertext),
this blinding factor is distributed as a freshly random group element of G7. Therefore the
ciphertext is distributed as a semi-functional encryption of a random message, as required in
Game fipq. Thus, B can leverage A’s non-negligible difference in advantage between these games
to achieve a non-negligible advantage against the subspace assumption. O

Combining the above lemmas with Lemma 20 in Appendix A, we have completed the proof
of Theorem 13.
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6

Conclusion

We have presented CP-ABE schemes in composite order and prime order bilinear groups that
are fully secure and allow arbitrary reuse of attributes in access policies. Along the way, we
have developed a methodology for combining proof techniques in the selective setting with dual
system encryption in order to obtain full security proofs. As a consequence of the limitations of
current selective techniques for CP-ABE systems, we inherit a reliance on a g-based complexity
assumption. Obtaining a proof of full security in the standard model from static assumptions
without imposing any efficiency-losing restrictions remains an important open problem.
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A Proof that DLIN Implies the Subspace Assumption

Lemma 20. If the decisional linear assumption holds for a group gemerator G, then the sub-
space assumption stated in Definition 12 also holds for G (for any fized values of m,n; >
3k1,...,nm Z 3km).

Proof. We assume there exists a PPT algorithm A breaking the subspace assumption with
non-negligible advantage (for some fixed positive integers m,ni,...,ny, ki,..., ky, satisfying
ny > 3ki,..., Ny > 3ky,). We create a PPT algorithm B which breaks the decisional linear
assumption with non-negligible advantage. B is given g, f, v, ft,v°?, T, where T is either g¢11¢2
or T is a uniformly random element of G. We let /¢ denote the discrete logarithm base g of f
and ¢, denote the discrete logarithm base g of v, i.e. f = ¢‘f and v = g.

B simulates the subspace assumption for A as follows. B first chooses ¢ at random from
Zp, then (independently) samples random dual orthonormal bases (D1, D}) € Dual(Z;*, %), ...,
(D, Dy,) € Dual(Zy™, ). B then implicitly sets:

O % Z o R Fe
nbi; = dog1, + Lpdi gy sy = dop o+ Lpds gy ooy by, = dsg, i+ Lrdy, 5,
I Tk T Tk Tk s Tk Tk T
B, 41 = o, 1.4 + Codp 150 B, 0 = dog, o + lody, 1045 « -y By i = dgy, ; + Lodoy, 4
7% _ 3k ko Tk
b2ki+1,i - d2k1‘-‘rl,’i7 et bni,i - dni,i

-

for each ¢ from 1 to m. In other words, B has set n = £y and 8 = £,,, with 5’{Z = n_ldgk#l Z—HZ;{Z
for example.
B sets the dual basis as:

bi; =di;, ba; =da;, ..., bap,; = doy, ;,
Dok, 1.5 = dog 410 — 07 d1i — 05 Vg1 bag, i = dag, i — €7 dp, i — 0 dog, 4
2k;+1,0 — W2k;+1,1 f 1, v Qki4+145 -y U3k;0 — W3k, f kit v W2k
b3ki+1,i = d3k¢+1,i) R bni,i = d’n“l
We note that each pair (B, B7),..., (B, B,) is a indeed a pair of dual orthonormal bases.
P E’* ) l_)‘* _ g* ) g* ) B’* )
We also note that B can produce 2}11 of g"blﬂ, ey g R gﬁ kitla L, ,gﬁ ot gkt g
gl ,gb%z‘*i, and gb3’%‘+1vi, ..., " for each i from 1 to m, but cannot produce gb%i“vi, . ,gbB’%‘vi.

We now observe that n = ¢, B = {,, l;l,...,l;n and (By,B7),...,(Bn,B},) are properly
distributed. Indeed, this follows from the fact that ¢, /, are randomly distributed and from
Lemma 11, since we have applied a change of basis to each (D;, D}).

Now B creates Uy, ..., Uy, ; for each i as follows. It chooses random values pi, pih, p € Zy.

It sets: B B B
Ui = gﬂllbl,i+ﬂ/2bki+1,i+ﬂéd2ki+1,i.
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We note that
pibLG A+ Dk, 41+ Hydakr1a = (1 + €7 ) + (b + €57 1) bk 1.6 + phbok, 1.4

In other words, B has implicitly set u1 = p} + 5}71/%;,, po = ph + 01l and ps = ph. We
note that these values are uniformly random, and p3 is known to . B can then similarly form
U2’Z‘, ceey Uki,i as:

Us; = gﬂllgli‘f‘ﬂlggki+2,i+ﬂéj2ki+2,i7 o Upi = guﬁgki,i+uégzki,i+uéfizski,i'
k] (2]
B then implicitly sets 7 = ¢; and 7 = co. We note that for each ¢ from 1 to m:

% 7% 7% % 7%
bl + 12Bby 1, = (e1+ea)doyp; + calydy; + caludy g

ﬁani,i JrT?Bb;ki,z‘ = (a+ CQ)d;)k:,-,i +Cl€fdzi,i + Cvadei,i'

The terms which are multiples of ¢1£; and c2f, are not difficult for B to produce as exponents
of g, since B has f¢1 = ¢g°1%f and v* = ¢***. For the multiples of ¢; + ¢2, B needs to use 7.
B computes for each i:

TLi — T‘fgk#u (fcl) ifl (,UCQ) 4192#1,1' s, Tki,i — Tigki,i (fcl)‘izi,z‘ (002)53/91-,1‘ .
If T = g“ " then these are distributed as Vi ;, ..., Vj, ;. If T = g7+ (for random w), then
these are distributed as W1y, ..., Wy, ;, with 73 implicitly set to w.

B gives

- e e

(L b1 b2 bok. i b3k +1.i b, i b nby . Bbr 1 Bb3)..
D= ({g 1’1792’17"'79Zkl’zmgBkﬁ_l’zv""gn“l?gn Ligooo,g ket gt kit gk

B B
g 2k7'+1'17 o g Tt Ul,ia U2,i7 ey Uki,i}irilu MS)

to A, along with {T%;...,T},;}/~,. B can then leverage A’s non-negligible advantage in dis-
tinguishing between the distributions {Vi,..., Vs, ;} and {Wy,,..., Wy, ;} to achieve a non-
negligible advantage in distinguishing 7" = ¢g“17¢2 from T = g1t *%  violating the decisional
linear assumption. ]

B Proof of Our g-Based Assumption in the Generic Group
Model

We prove a lower bound for the complexity of our source group parallel BDHE assumption in
the generic group model. We do this for the prime order version of the assumption, though the
proof for the composite-order version in a subgroup is analogous.

In the generic group model [33], an adversary is not given direct access to the group, but
rather only receives “handles” representing elements. It must interact with an oracle to perform
the group operation (multiplication and division are both enabled) and obtain handles for new
elements. It is assumed that it can only use handles which it has previously received from the
oracle. We consider an experiment where an adversary is given handles for the group elements
given out in the assumption as well as a handle for the challenge term T (here, 3 is a uniformly
random bit). The adversary may then interact with the oracle to perform group operations and
pairings. It is then given the handles for the group elements resulting from these operations.
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Finally, the adversary must guess the bit 8. The difference between the adversary’s success
probability and one half is defined to be its advantage. For other examples of uses of the
generic group model to justify assumptions in bilinear groups, see [8, 21].

We now develop some convenient notation. We consider ¢, d, f,b1,...,b; as variables over
Zy, and we define M to be the following set of rational functions over these variables:

M = {17f7df7clv‘"7qucq+27'”762q7 cl/b]VZE [2Q]\{Q+1}7 vje [q]a

dfb; ¥j € [a], df'by /b i € [q], Vj,j" € [a] s.t. j # '}

These are the exponents of the group elements given out in our source group g-parallel BDHE
assumption. We let F(M) denote the set of all pairwise products of functions in M. This set of
rational functions represents the exponents of elements in G that can be obtained by pairing
elements with exponents in M.

We say a function T is dependent on a set of functions & = {S,...,Sk} if there exist
constants r1,...,7 € Zjy such that T' = r1.S1 + - - - 4+ r;.S). This is an equality of functions over
Zy,, and hence must hold for all settings of the variables. If no such constants exist, we say that
T is independent of S. We begin by establishing the following lemma.

Lemma 21. For each function M € M U {dc®1}, the product M - dc?™! is independent of
E(M)Udct™(M\ M). (Here, dc?1(M\ M) denotes the set formed by removing M from M
and then multiplying all remaining elements by dci™!.)

Proof. We note that every element of MU{dc?*!} and every element of E(M)Udc?™H(M\ M) is
a ratio of monomials. Hence, the only way M (dc?™!) can be dependent on E(M)Udc?t(M\ M)
is if it is in fact contained in the set E(M) U dc?™ (M \ M). First, we note that d?c?1+2 is
not contained in E(M) U dc?™' M. For any M € M, it is clear that dc?™1M ¢ dc?™H (M \ M).
Thus it suffices to prove that for each M, dc?™'M ¢ E(M). In other words, we must show that
E(M) does not intersect with the set dc?t! M (the set formed by multiplying each element of
M by dc?tl. To see this, we examine the set dcdtI M.
By definition, we have that

ded P M = {dct df T A2 fetT et L dePT dPTT3 L deat

dc'/b; Vi € [q], Vi € {g+2,...,3¢+ 1} \ {2¢ + 2}, d*fb;c?™ Vj € [q],
d*fc'by /bi Vi€ {q+2,...,2¢+ 1}, V4,5 € [q] s.t. § #5'}.

We now must check if any of these are in E (M), which is the set of pairwise products of things
in M. We observe that in M, every occurrence of d is accompanied by f and f~! never appears:
so it is impossible for E(M) to contain any elements which have higher powers of d than f.
This rules out all of the elements in dc?*' M above except for dfcit!.

To also rule out dfc?t!, we consider all the possible ways it might be formed as a product
of two elements of M. Since this term contains f, one of the two factors in M must be a term
containing f. We note that neither f or df can be one of the factors, since dcit!, ™! ¢ M.
We note that an element of the form dfb; cannot be one of the two factors, since ¢ /b; ¢ M.
Similarly, an element of the form df c‘b; /b; cannot be one of the two factors, since ¢, /b, ¢
M. We have thus dismissed all ways the f could be obtained, and we conclude that dfc?*! ¢
E(M). O

We now proceed similarly to the proof strategy in [8, 21] to establish the following theorem:
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Theorem 22. For any adversary A that makes ) queries to the oracles computing the group
operations in G,Gr and the bilinear map e : G X G — G, the advantage of A against the

source group q-parallel BDHE assumption in the generic group model is at most O <Q72q>.

Proof. In the real experiment, the variables c,d, f,b1, ..., b, are first set randomly, and then the
adversary is given handles for the group elements corresponding to the terms given out in the
assumption and to T3. A can then issue oracle queries for handles corresponding to products,
divisions, or pairings of elements that it already has handles for. We define a new experiment
in which the variables are never concretely instantiated, but instead the handles correspond to
formal functions. Two elements are now given the same handle if and only if they are equal as
formal functions over the variables.

This differs only from the real experiment when it happens that two formal functions are
unequal, but happen to coincide for the particular choice of the variable settings. All of the
functions created in the course of the experiment are linear combinations of rational functions
whose numerators are polynomials of degree < 4¢ and whose denominators are always among
{b1,...,by}. Multiplying such a rational function by the product b;---b, will thus yield a
polynomial of degree < 5¢g. The probability that two formal polynomials of degree < 5q are
unequal but happen to be equal for a random setting of the variables modulo p is upper bounded
by % by the Schwartz-Zippel Lemma. Thus, the probability of the particular setting of the

2
variables causing a difference between the two experiments is O (%).

Now, in this new experiment where formal variables are maintained, the only way for the
adversary to have any advantage in guessing f3 is for it to generate a two formal functions during
the course of the experiment that are the same only when § takes a particular value. In our
case, this must mean that the attacker generates two functions that are equal only when the
challenge term is gdcqﬂ. We can rearrange terms and express this equality as dc?thy = hoy for
functions h; and hs satisfying the following constraints: h; must be non-zero and generated in G
(so without using pairings). Thus, h1 must be a linear combination of elements of M U {dct1}.
Also, hg must be a linear combination of elements in E(M) (note that this set includes M
since 1 € M). But this means that for some M € M U {dc?*'}, dc?™1M is dependent on
E(M)Udctt (M \ M), contradicting Lemma 21. O
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