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Abstract

In this paper, we introduce the abstraction of Dual Form Signatures as a useful framework for proving
security (existential unforgeability) from static assumptions for schemes with special structure that are
used as a basis of other cryptographic protocols and applications. We demonstrate the power of this
framework by proving security under static assumptions for close variants of pre-existing schemes:

e the LRSW-based Camenisch-Lysyanskaya signature scheme
e the identity-based sequential aggregate signatures of Boldyreva, Gentry, O’Neill, and Yum.

The Camenisch-Lysyanskaya signature scheme was previously proven only under the interactive LRSW
assumption, and our result can be viewed as a static replacement for the LRSW assumption. The
scheme of Boldyreva, Gentry, O’Neill, and Yum was also previously proven only under an interactive
assumption that was shown to hold in the generic group model. The structure of the public key signature
scheme underlying the BGOY aggregate signatures is quite distinctive, and our work presents the first
security analysis of this kind of structure under static assumptions. We view our work as enhancing our
understanding of the security of these signatures, and also as an important step towards obtaining proofs
under the weakest possible assumptions.

Finally, we believe our work also provides a new path for proving security of signatures with embedded
structure. Examples of these include: attribute-based signatures, quoteable signatures, and signing group
elements.

1 Introduction

Digital signatures are a fundamental technique for verifying the authenticity of a digital message. The
significance of digital signatures in cryptography is also amplified by their use as building blocks for more
complex cryptographic protocols. Recently, we have seen several pairing based signature schemes (e.g.,
[22, 18, 29, 71]) that are both practical and have added structure which has been used to build other
primitives ranging from Aggregate Signatures [20, 58] to Oblivious Transfer [30, 44]. Ideally, for such a
fundamental cryptographic primitive we would like to have security proofs from straightforward, static
complexity assumptions.
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Meeting this goal for certain systems is often challenging. For instance, the Camenisch and Lysyanskaya
signature scheme [29]' has been very influential as it is used as the foundation for a wide variety of advanced
cryptographic systems, including anonymous credentials [29, 9, 8], group signatures [29, 7], ecash [27], un-
cloneable functions [26], batch verification [28], and RFID encryption [6]. While the demonstrated utility
of CL signatures has made them desirable, it has been difficult to reduce their security to a static security
assumption. Currently, the CL signature scheme is proven secure under the LRSW assumption [60], an
interactive complexity assumption that closely mirrors the description of the signature scheme itself. In
addition, the interactive assumption transfers to the systems built around these signatures.

The identity-based sequential aggregate signatures of Boldyreva, Gentry, O’Neill, and Yum [14, 15] were
also proven in the random oracle model under a interactive assumption (justified in the generic bilinear group
model), which again closely mirrors the underlying signature scheme itself. (This can be viewed as providing
a proof of the scheme only in the generic group model.) Proofs of complicated interactive assumptions in
the generic group model have several disadvantages. First, they are themselves complex and prone to error.
In fact, the original version of the BGOY identity-based sequential aggregate signature scheme [14] relied on
an assumption that was shown to be false, and the scheme was insecure [50]. This scheme and proof were
corrected in [15]. Secondly, such proofs do not tend to provide much insight into the security of the scheme.
This lack of insight tends to hinder transferring schemes to other settings. For example, many schemes
developed in bilinear groups now have lattice-based analogs, and these transformations reused high-level
ideas from the original security proofs in the bilinear group setting. Techniques from [71] were used in the
lattice setting in [25], techniques from [31] were used in [32], and techniques from [17] were used in [2]. This
kind of transference of ideas from the bilinear setting to the lattice setting is unlikely to be achieved through
generic group proofs.

In this work, we develop techniques that can be applied to prove security from static assumptions for
new signature schemes as well as (slight variants of) pre-existing schemes. Providing new proofs for these
existing schemes provides a meaningful sanity check as well as new insight into their security. This kind of
sanity check is valuable not only for schemes proven in the generic group model, but also for signatures (CL
signatures included) that require extra checks to rule out trivial breaks (e.g. not allowing the message signed
to be equal to 0), since these subtleties can easily be missed at first glance. Having new proofs from static
assumptions for variants of schemes like CL signatures and BGOY signatures gives us additional confidence
in their security without having to sacrifice the variety of applications built from them. Ultimately, this
provides us with a fuller understanding of these kinds of signatures, and is a critical step towards obtaining
proofs under the simplest and weakest assumptions.

Dual Form Signatures Our work is centered around a new abstraction that we call Dual Form Signatures.
Dual Form Signatures have similar structure to existing signature schemes, however they have two signing
algorithms, Sign 4 and Sign g, that respectively define two forms of signatures that will both verify under the
same public key. In addition, the security definition will categorize forgeries into two disjoint types, Type I
and Type II. Typically, these forgery types will roughly correspond with signatures of form A and B.

In a Dual Form system, we will demand three security properties (stated informally here):

A-I Matching. If an attacker is only given oracle access to Sign 4, then it is hard to create any forgery that
is not of Type 1.

B-I1 Matching. If an attacker is only given oracle access to Signg, then it is hard to create any forgery
that is not of Type II.

Dual-Oracle Invariance. If an attacker is given oracle access to both Sign, and Signg and a “challenge
signature” which is either from Sign , or Sign;, the attacker’s probability of producing a Type I forgery
is approximately the same when the challenge signature is from Sign 4, as when the challenge signature
is from Signpg.

IThroughout, we will be discussing the CL signatures based on the LRSW assumption, which should not be confused with
those based on the strong RSA assumption.



A Dual Form Signature scheme immediately gives a secure signature scheme if we simply set the signing
algorithm Sign = Sign 4. Unforgeability now follows from a hybrid argument. Consider any EUF-CMA [43]
attacker A. By the A-I matching property, we know that it might have a noticeable probability € of producing
a Type I forgery, but has only a negligible probability of producing any other kind of forgery. We then show
that e must also be negligible. By the dual-oracle invariance property, the probability of producing a Type
I forgery will be close to € if we gradually replace the signing algorithm with Signp, one signature at a time.
Once all of the signatures the attacker receives are from Sign g, the B-II Matching property implies that the
probability of producing a Type I forgery must be negligible in the security parameter.

We demonstrate the usefulness of our framework with two main applications, using significantly different
techniques. This illustrates the versatility of our framework and its adaptability to schemes with different
underlying structures. In particular, while dual form signatures are related to the dual system encryption
methodology introduced by Waters [72] for proving full security of IBE schemes and other advanced encryp-
tion functionalities, we demonstrate that our dual form framework can be applied to signature schemes that
have no known encryption or IBE analogs. Though all of the applications given here use bilinear groups,
the dual form framework can be used in other contexts, including proofs under general assumptions.

Our first application is a slight variant of the Camenisch-Lysyanskaya signature scheme, set in a bilinear
group G of composite order N = pipops. This application is surprising, since these signatures do not have
a known IBE analog. We let G, for each i = 1,2,3 denote the subgroup of order p; in the group. The
Sign 4 algorithm produces signatures which exhibit the CL structure in the G,, and G,, subgroups and are
randomized in the G,, subgroup. The Signp algorithm produces signatures which exhibit the CL structure
in the G,, subgroup and are randomized in the G,, and G,, subgroups. Type I and II forgeries roughly
mirror signatures of form A and B. The verification procedure in our scheme will verify that the signature
is well formed in the G, subgroup, but not “check” the other subgroups.

We prove security in the dual form framework based on three static subgroup decision-type assumptions,
similar to those used in [56]. The most challenging part of the proof is dual-oracle invariance, which we
prove by developing a backdoor verification test (performed by the simulator) which acts as an almost-
perfect distinguisher between forgery types. Here we face a potential paradox, which is similar to that
encountered in dual system encryption [72, 56]: we need to create a simulator that does not know whether
the challenge signature it produces is distributed as an output of Sign, or Signg, but it also must be able
to test the type of the attacker’s forgery. To arrange this, we create a “backdoor verification” test, which
the simulator can perform to test the form of all but a small space of signatures. Essentially, this backdoor
verification test acts an almost-perfect type distinguisher which fails to correctly determine the type of only
a very small set of potential forgeries.

The challenge signature of unknown form produced by the simulator will fall within the untestable space;
however, with very high probability a forgery by an attacker will not, because some information about this
space is information-theoretically hidden from the attacker. This is possible because the elements of the
verification key are all in the subgroup G,,, and the space essentially resides in G,,. Thus the verification
key reveals no information about the hidden space. The only information about the space that the attacker
receives is contained in the single signature of unknown type, and we show that this is insufficient for the
attacker to be able to construct a forgery that falls inside the space for a different message. This is reminiscent
of the concept of nominal semi-functionality in dual system encryption (introduced in [56]): in this setting,
the simulator produces a key of unknown type which is correlated in its view with the ciphertext it produces,
but this correlation is information-theoretically hidden from the attacker. This correlation prevents the
simulator from determining the type of the key for itself by testing decryption against a ciphertext.

We believe that the existing techniques and systems built around CL signatures should apply to our
variant with modest modifications. While our assumptions are not strictly comparable to the LRSW as-
sumption, they have the qualitative feature of being static. Moreover, the security of our modified scheme
can “fall back” on the LRSW assumption in the G, subgroup, so security cannot be any worse. One can
also view our proofs as a heuristic argument for gaining more confidence in the security of the prior scheme
and the LRSW assumption.

As a second application of our dual form framework, we prove security from static assumptions for



a variant of the BGOY identity-based sequential aggregate signature scheme. Aggregate signatures are
useful because they allow signature “compression,” meaning that any n individual signatures by n (possibly)
different signers on n (possibly) different messages can be transformed into an aggregate signature of the
same size as an individual one that nevertheless allows verifying that all these signers signed their messages.
However, aggregate signatures do not provide compression of the public keys, which are needed for signature
verification. In the identity-based setting, only the identities of the signers are needed — this is a big
savings because identities are much shorter than randomly generated keys. However, identity-based aggegate
signatures have been notoriously difficult to realize.

We first prove security for a basic public-key version of the scheme, and then show that security for its
identity-based sequential aggregate analog reduces to security of the basic scheme (in the random oracle
model, as for the original proof). Our techniques here are significantly different, and reflect the different
structure of the scheme (it is this structure that allows for aggregation). The core structure of the underlying
public key scheme is composed of three group elements of the form g®+*™gm72 g™ g™ where m is a message
(or a hash of the message), a,b are fixed parameters, and ry,rs are randomly chosen for each signature.
There are significant differences between this and the core structure of other notable signatures, like CL and
Waters signatures [29, 71]. Here, the message term is not multiplicatively randomized, but rather additively
randomized by the quadratic term ri7ry. It is the quadratic nature of this term that allows verification via
application of the bilinear map while thwarting attackers who try to combine received signatures by taking
linear combinations in the exponents. This unique structure presents a challenge for static security analysis,
and we develop new techniques to achieve a proof for a variant of this scheme in our dual form framework.

We still employ composite order subgroups, with the main structure of the scheme reflected in the Gy,
subgroup and the other two subgroups used for differentiating between signature and forgery types. However,
to prove dual-oracle invariance, we rely on the fact that the scheme has the basic structure of a one-time
signature scheme embedded in it, in addition to the quadratic mechanism to prevent an attacker from forming
new signatures by taking combinations of received signatures. We capture the security resulting from this
combination of structures through a static assumption for our dual-oracle invariance proof, and we show
that this assumption holds in the generic group model. Though we do employ the generic group model as
a check on our static assumptions, we believe that our proof provides valuable intuition into the security of
the scheme that is not gleaned from a proof based on an interactive assumption or given solely in the generic
group model. Also, checking the security of a static assumption in the generic group model is much easier
(and less error-prone) than checking the security of an interactive assumption or scheme. We believe that
the techniques and insights provided by our proof are an important step toward finding a prime order variant
of the scheme that is secure under more standard assumptions, such as the decisional linear assumption.

In Appendix C, we provide one more application: a signature scheme using the private key structure in
the Lewko-Waters IBE system [56]. The LW system itself can be viewed as a composite order extension of
the Boneh-Boyen selectively secure IBE scheme [16], although the structure of the proofs of these systems
are very different (LW achieves adaptive security). For this reason, we call these “BB-derived” signatures.
While the existing LW IBE system can be transformed into a signature scheme using Naor’s ? general
transformation, our scheme checks the signature “directly” without going through an IBE encryption. The
resulting signature has a constant number of elements in the public key and signatures consist of two group
elements.

Given that several interesting applications have arisen from CL signatures, a natural question is to ask if
one can follow in the same path using BB-derived signatures. BB-derived signatures share desirable structural
features with CL signatures, making them prime candidates for use in building the many applications that
have been built from CL signatures. Using BB-derived signatures as a base scheme would also have several
advantages. First, BB-derived signatures contain only two group elements, while CL signatures contain
three. In addition, CL signatures require additional checks to rule out degenerate cases (i.e. the message
cannot be 0, and the first signature element cannot be the identity). These additional checks percolate up to
the applications that are built upon CL signatures, and might require more diligence to avoid errors easily
made, whereas the BB-derived signature verification does not need to check for any such degenerate cases.

2Naor’s observation was noted in [19].



Further Directions While we have focused here on applying our techniques for core short signatures,
we envision that dual form signatures will be a framework for proving security of many different signature
systems that have to this point been difficult to analyze under static assumption Some examples include
embed additional structure, such as Attribute-Based signatures [61] and Quoteable signatures [3]. Attribute-
based signatures allow a signer to sign a message with a predicate satisfied by his attributes, without revealing
any additional information about his attribute set. Our framework could potentially be applied to obtain
stronger security proofs for ABS schemes, such as the schemes of [61] proved only in the generic group model.
Quoteable signatures enable derivation of signatures from each other under certain conditions, and current
constructions are proved only selectively secure [3]. Another future target is signatures that “natively” sign
group elements [1].

The primary goal of our work is providing techniques for realizing security under static assumptions,
and we leverage composite order groups as a convenient setting for this. A natural future direction is to
complement our work by discovering prime order analogs of our techniques. Many previous systems were
originally constructed in composite order groups and later transferred into prime order groups [21, 46, 23,
45, 24, 70, 47, 52, 51, 38, 39, 55, 66]. The general techniques presented in [38, 54] do not seem directly
applicable here, but we emphasize that our dual form framework is not tied to composite order groups and
could also be used in the prime order setting.

1.1 Related Work

Goldwasser, Micali, and Rivest [43] gave the first formal definitions of security for signature schemes. Most
early signature systems proved secure in the standard model were “tree-based”. This included schemes built
from general assumptions [11, 63, 68] as well as some that proposed more efficient solutions [37, 34, 35] that
traded off the tree depth with the size of the public key.

The term “hash and sign” has been informally associated with more efficient signature schemes where the
signature is compact and not built in a tree form. There exist several hash and sign systems in the random
oracle model from different assumptions such as [69, 65, 12, 67, 22, 41], among others. In the standard model,
there have been signature schemes with short signatures based on the Strong RSA assumption by Gennaro,
Halevi, and Rabin [40] and Cramer-Shoup [36] and the RSA assumption by Hohenberger and Waters [48, 49].

Using bilinear groups, there are notable signature constructions by Boneh and Boyen [18], Camenisch
and Lysyanskaya [29], and Waters [71]. The proofs of each of these schemes do not apply the random oracle
heuristic. Boneh and Boyen [18] introduce a non-static “q-type” assumption called g-Strong Diffie-Hellman
to prove security and Camenisch and Lysyanskaya prove their security based on the interactive LRSW
assumption. The Waters’ signature scheme proves security on the weaker Computational Diffie-Hellman
assumption, but requires a larger public key in the scheme. As noted above, several advanced cryptosystems
have been built using these signature schemes as building blocks.

Aggregate signatures were first introduced and realized in [20]. Due to the savings on bandwidth and
storage that signature compression permits, aggregate signatures have proven useful in many practical appli-
cations, including PKI certificate chains and route attestation in Secure BGP. There has been a significant
amount of work on aggregate signatures in the public-key setting [20, 59, 58, 64, 4]. In the identity-based
setting, the first progress was made by Gentry and Ramzan [42], who presented a “synchronized” (using
the terminology of [4]) identity-based aggregate signature scheme, meaning that signers are required to have
synchronized clocks. However, it is desirable to avoid this requirement. The BGOY scheme that we modify
[15] employs “sequential” aggregation (first introduced by [59]) instead of requiring synchronization. This
means that the aggregation process cannot be carried out by anyone, but it must be done by the signers
themselves one-by-one at the same time they produce their signatures. This turns out to be sufficient for
many practical applications.

As previously noted, our dual form abstraction bears some resemblance to the dual system encryption
technique introduced by Waters [72]; however, there are several important distinctions. While Naor showed
that the private keys for IBE systems give immediate rise to signature schemes, the converse is not known
to be true and several dual form signature systems such as CL signatures have no known IBE analog. In
addition, even the signatures derived from IBE systems will typically have different verification algorithms



than the generic one derived from Naor’s technique. Finally, we note that our dual form signature system is
formally given as an abstraction. Our techniques are also related to techniques which have been employed
recently in the area of leakage-resilience, e.g. [53, 62, 5]. In these works, the form of signatures or ciphertexts
changes as the security proof progresses, similar to our strategy of changing signatures from one form to
the other. There is also some relation to the work of Bellare and Goldwasser [10], who present signatures
containing a (simulation-sound) NIZK proof of knowledge, and one can think of using the NIZK simulator
as an alternate signing algorithm. The main contribution of our work is formalizing such techniques into an
abstraction which can be broadly applied to signature schemes, particularly useful schemes like CL signatures.

2 Dual Form Signatures

We now define dual form signatures and their security properties. We then show that creating a secure
dual form signature system naturally yields an existentially unforgeable signature scheme. We emphasize
that the purpose of the dual form signature framework is to provide a template for creating security proofs
from static assumptions, but the techniques employed to prove the required properties can be tailored to the
structure of the particular scheme.

2.1 Definition

We define a dual form signature system to have the following algorithms:

KeyGen()\): Given a security parameter A, generate a public key, VK, and a private key, SK.
Sign 4(SK, M): Given a message, M, and the secret key, output a signature, o.

Sign;(SK, M): Given a message, M, and the secret key, output a signature, o.

Verify(VK, M, 0): Given a message, the public key, and a signature, output ‘true’ or ‘false’.

We note that a dual form signature scheme is identical to a usual signature scheme, except that it has
two different signing algorithms. While only one signing algorithm will be used in the resulting existentially
unforgeable scheme, having two different signing algorithms will be useful in our proof of security.

2.2 Forgery Classes

In addition to having two signature algorithms, the dual form signature framework also considers two disjoint
classes of forgeries. Whether or not a signature verifies depends on the message that it signs as well as the
verification key. For a fixed verification key, we consider the set of pairs, S x M, over the message space,
M, and the signature space, S. Consider the subset of these pairs for which the Verify algorithm outputs
‘true’: we will denote this set as V. 3 We let V; and V;; denote two disjoint subsets of V, and we refer to
signatures from these sets as Type I and Type II forgeries, respectively. In our applications, we will have the
property V = V;y UV in addition to V;y NV;; = 0, but only the latter property is necessary.

We will use these classes to specify two different types of forgeries received from an adversary in our proof
of security. In general, these classes are not the same as the output ranges of our two signing algorithms.
However, Type I forgeries will be related to signatures output by the Sign 4 algorithm and Type II forgeries
will be related to signatures output by the Signg algorithm. The precise relationships between the forgery
types and the signing algorithms are explicitly defined by the following set of security properties for the dual
form system.

3Here we will assume that the Verify algorithm is deterministic. If we consider a nondeterministic Verify algorithm, we could
simply take the subset of ordered pairs that are accepted by Verify with non-negligible probability.



2.3 Security Properties

We define the following three security properties for a dual form signature scheme. We consider an attacker
A who is initially given the verification key VK produced by running the key generation algorithm. The
value SK is also produced, and not given to A.

A-I Matching: Let O4 be an oracle for the algorithm Sign 4. More precisely, this oracle takes a message
as input, and produces a signature that is identically distributed to an output of the Sign 4, algorithm
(for the SK produced from the key generation). We say that a dual form signature is A-I matching if
for all probabilistic polynomial-time (PPT) algorithms, A, there exists a negligible function, negl(\),
in the security parameter A such that:

Pr[A°4(VK) ¢ Vi] = negl()).
This property guarantees that if an attacker is only given oracle access to Sign ,, then it is hard to

create anything but a Type I forgery.

B-II Matching: Let Op be an oracle for the algorithm Signg (which takes in a message and outputs a
signature that is identically distributed an output of the Signp algorithm). We say that a dual form
signature is B-II matching if for all PPT algorithms, A:

Pr[A°® (VK) ¢ V1] = negl()).
This property guarantees that if an attacker is only given oracle access to Signg, then it is hard to
create anything but a Type II forgery.
Dual-Oracle Invariance (DOI): First we define the dual-oracle security game.

1. The key generation algorithm is run, producing a verification key VK and a secret key SK.

2. The adversary, A, is given the verification key VK and oracle access to Oy = Sign,(-) and
O, = Signg(-).
3. A outputs a challenge message, m.

4. A random bit, b < {0, 1}, is chosen, and then a signature o <— Oy(m) is computed and given to
A. We call ¢ the challenge signature.

5. A continues to have oracle access to Oy and O;.

6. A outputs a forgery pair (m*,o*), where A has not already received a signature for m*.

We say that a dual form signature scheme has dual-oracle invariance if, for all PPT attackers A, there
exists a negligible function, negl()), in the security parameter A such that

|Pri(m*, ") € Vi|b = 1] — Pr[(m*,c%) € Vi|b = 0]| = negl(A).
We say that a dual form signature scheme is secure if it satisfies all three of these security properties.

2.4 Secure Signature Scheme

Once we have developed a secure dual form signature system, (KeyGenD E SigngF , SigngF , VerifyDF), this
system immediately implies a secure signature scheme. The secure scheme is constructed as follows:

Construction 1.

e KeyGen = KeyGen””



e Sign = SigngF
e Verify = Verify?"

Our new secure signature scheme is identical to the dual form system except that we have arbitrarily
chosen to use Sign, as our signing algorithm. We could have equivalently elected to use Signg. (In which
case, we would modify the dual-oracle invariance property to be with respect to Type II forgeries instead of
Type I forgeries. Alternatively, we could strengthen the property to address both forgery types.) Now we
will prove that this signature scheme is secure.

2.5 Proof of Security
We prove:

Theorem 2.1. If 1T = (KeyGenDF,SigngF7SigngF,VerifyDF) is a secure dual form signature scheme,
then Construction 1= (KeyGenD E SignﬁF , Verify ¥ ) is existentially unforgeable under an adaptive chosen
message attack.

We begin by defining some additional games. We denote the first game as Gamegeq;- Gamepgeq is the
usual existential unforgeability security game for the digital signature scheme described in Construction 1.
We denote the advantage of an algorithm A in Gamepgeq as Advﬁe‘”. The next game, Gameoniyr, is the
same as Gamegeal, except the attacker is limited to producing Type I forgeries. Finally, Gameoniyr,p, will
be defined in exactly the same way as Gameoniyr except that all of the attacker’s queries are answered with
signatures from the Signg algorithm.

We now introduce an additional property, oracle invariance, which we will show is implied by dual-oracle

invariance through a hybrid argument.

Oracle Invariance: We say that a dual form signature scheme satisfies oracle invariance if for all PPT
algorithms, A:

|Pr[A°4(VK) € V;] — Pr[A°®(VK) € V;]| = negl(\).

In other words, given access to an oracle for either signature algorithm, an attacker is nearly equally likely
to output a Type I forgery. Here, we must also restrict the output of A to be a forgery in the traditional
sense of existential unforgeability: this means that A is not allowed to output a signature on a message it
has queried to the signing oracle. We now prove that dual-oracle invariance implies oracle invariance.

Theorem 2.2. If a dual form signature scheme, II = (KeyGen??', Sign¥" SignB¥' Verify”"), has dual-
oracle invariance, then it must have oracle invariance.

To prove Theorem 2.2, we will use a hybrid argument over a sequence of games. Suppose that there
exists an attacker, A, on Gameoniyr, and that A makes a polynomial number of queries, g, to the signature
oracle. Then, for 0 < k < ¢, we define Gamey, to be the same as Gameoniyr, except the first k signatures
are answered by the Signp oracle and the last ¢ — k signatures are answered by the Sign, oracle. We will
denote the attacker’s advantage in Gamey, by Adv¥,.

Lemma 2.1. Suppose that there exists an algorithm, A, such that Advﬁ — Advﬁl—l = ¢ for some 0 < k <gq.
Then, we can construct an algorithm, B, that breaks dual-oracle invariance.

Proof. B is given oracle access to O4 = Sign,(-) and Op = Signg(-) and passes the corresponding public
key to A. Suppose that A requests a signature for message m; for 0 < i < q. If i < k, B will return Og(m;).
If ¢ > k, B will return O4(m;). However, if ¢« = k, then B will pass m; to the dual-oracle challenger and
receive a challenge signature for m;. B can then pass the challenge signature to A. A then outputs a forgery,
(m*,0*), which B forwards to the challenger.



If the challenge signature that B receives is from the Sign 4 algorithm, then A will be playing Gamey_1,
and if the challenge signature is from the Signg algorithm then A will be playing Gamey. Therefore, if
the challenge signature is from Sign 4, then the probability that A creates a valid, Type I forgery is exactly
Advﬁ\_l. Since B simply forwards this signature to the challenger, the probability that B outputs a forgery
in V; is equal to Advi_l. Likewise, if the challenge signature is from Signp, then the probability that B
outputs a forgery in V; is equal to Adv%. Hence,

Pr((m*,c*) € Vi|b= 1] — Pr[(m*,0*) € Vi|b = 0] = Adv¥ — Ado¥ " = e.
This proves the lemma. O
Using Lemma 2.1, we can prove Theorem 2.2.

Proof of Theorem 2.2. Suppose that there exists an attacker, A, that breaks the oracle invariance of the
dual form system, attaining a probability difference of e. We will construct an algorithm B, such that
Advly — Adv} = e.

B is given access to an oracle for either the Sign 4 algorithm or the Sign ; algorithm, depending on whether
it is playing Gamegy or Game,, respectively. B can use the oracle to sign any queries made by algorithm A.
A will return a forgery (m*,o*), that B can output as a forgery. If B is playing Gameyp, then the probability
that it is successful is exactly equal to the probability that A produces a Type I forgery given access to a
Sign 4 oracle. Likewise, if B is playing Game,, then the probability that it is successful is exactly equal to
the probability that A produces a Type I forgery given access to a Signg oracle. That is,

PrlA®4(VK) € Vi] = PrlA9®(VK) € Vi] = Advg — Adv}y = c.

However, if there exists an attacker, namely B, that can distinguish between Gamey and Game, with
advantage €, then there is some 0 < k < ¢ such that B can distinguish between Game, and Gamey_;
with advantage at least €/q. However, we know from Lemma 2.1 that if there exists an attacker that can
distinguish between Gamey, and Gamey_; with advantage €/q, then we can create an attacker that breaks
dual-oracle invariance with advantage €/q.

Since ¢ is polynomial, if € is non-negligible, then ¢/q is also non-negligible. Thus, if there exists an
attacker that breaks oracle invariance, then there exists an attacker that breaks dual-oracle invariance. This
proves the theorem. O

We now prove Theorem 2.1. Our proof consists of a hybrid argument over a series of games. Between each
step, we use the attacker against Construction 1 to break A-I matching, B-II matching, or oracle invariance.
We begin by correctly simulating the signature scheme and limiting the attacker to Type I forgeries using
the A-I matching property of the dual form system. Then, using the oracle invariance property of the dual
form system, we change the simulation of the signature scheme to use the Signp algorithm to respond to
the attacker’s queries. However, since the attacker is still limited to Type I forgeries, if it produces a forgery
then it violates the B-II matching property of the dual form system.

Lemma 2.2. Suppose there exists an algorithm A, such that Adufzwl — Advgnlyl = e. Then, we can
construct an algorithm, B, with advantage € in breaking the A-I matching property of the dual form system.

Proof. This follows directly from the definition of A-I matching. Given oracle access to Sign 4, B can simulate
Gamepgeq with A. With probability €, A produces a valid forgery, m* ¢ V;. B can pass this forgery to the
A-T matching challenger. O

Lemma 2.3. Suppose that there exists an algorithm, A, such that Advfi"lyl - AdvgnlyI’B = €. Then, we

can construct an algorithm B, that breaks the oracle invariance of the dual form system with advantage e.



Proof. This follows from the definition of the oracle invariance of a dual form system. B will be given oracle
access to either Sign, or Signg from the oracle invariance challenger. B will use this oracle to answer all of
the signing queries made by algorithm A. If B receives an oracle for Sign 4 from the challenger, then it will
be simulating Gameoniyr, and if B receives an oracle for Signg, it will be simulating game Gameoniyr,B-

Eventually, B will return the forgery output by A. When the output of A is a Type I forgery, the output
of B must be a Type I forgery and in particular,

Pr[BO+(VK) € V] — Pr(B°®(VK) € V] = Adv3""" — Adv™"""F = .
Thus, B breaks the oracle invariance of the dual form system with advantage e. O

Finally, we now show that the advantage of any attacker against Gameoniyr,p is negligible.

Lemma 2.4. Suppose that there exists an algorithm, 4, such that AdvgnlyI’B = €. Then, we can construct

an algorithm, B, with advantage € in breaking the B-II matching property of the dual form system.

Proof. Again, this follows from the definition of B-II matching for the dual form system. If we simply let
B = A, we know that with probability ¢, A will create a valid Type I forgery given only oracle access to the
Sign p algorithm. This means that B will succeed in breaking B-II matching with probability e. O

Theorem 2.1 now follows.

3 Background on Composite Order Bilinear Groups

Composite order bilinear groups were first introduced in [21]. We define a group generator G, an algorithm
which takes a security parameter A as input and outputs a description of a bilinear group G. In our case, we
will have G output (N = p1paps, G, Gr, e) where p1, p2, p3 are distinct primes, G and Gr are cyclic groups
of order N = p1pops, and e : G2 — G is a map such that:

1. (Bilinear) Vg,h € G, a,b € Zy, e(g®, h*) = e(g, h)*®
2. (Non-degenerate) 3g € G such that e(g, g) has order N in Grp.

Computing e(g, h) is also commonly referred to as “pairing” ¢ with h.

We assume that the group operations in G and Gp as well as the bilinear map e are computable in
polynomial time with respect to A, and that the group descriptions of G and G include generators of
the respective cyclic groups. We let G,,, Gp,, and G,, denote the subgroups of order pi,p2, and p3 in G
respectively. We note that when h; € G, and h; € Gy, for i # j, e(h;, hy) is the identity element in Gp. To
see this, suppose we have h; € G,, and hy € G,. Let g denote a generator of G. Then, gP'P? generates G,,
gP"Ps generates G,,, and ¢gP?P3 generates G,,. Hence, for some a1, a9, hy = (¢7*?%)* and hy = (gPPs)2.
Then:

e(hl’ h2) — e(gmps(ll’gplpaaz) — 6(901’9P302)P1P2P3 =1.

This orthogonality property of Gy, , Gy,, G,, is a useful feature of composite order bilinear groups which we
leverage in our constructions and proofs.

If we let g1, g2, g3 denote generators of the subgroups G,,, G,,, and G, respectively, then every element
h in G can be expressed as h = g{g4gs for some a,b,c € Zy. We refer to g¢ as the “G,, part” or “G,,
component” of h. If we say that an h has no G,, component, for example, we mean that b = 0 mod p,.
Below, we will often use g to denote an element of G,, (as opposed to writing g1).

The original Camenisch-Lysyanskaya scheme and BGOY identity-based sequential aggregate signature
scheme both use prime order bilinear groups, i.e. groups G and Gp are each of prime order ¢ with an
efficiently computable bilinear map e : G — Gr.
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4 Camenisch-Lysyanskaya Signatures

Now we use the dual form framework to prove security of a signature scheme similar to the one put forward
by Camenisch and Lysyanskaya [29]. The Camenisch-Lysyanskaya signature scheme was already shown to
be secure under the LRSW assumption. However, the scheme can be naturally adapted to our framework,
allowing us to prove security under static, non-interactive assumptions. Our result is not strictly comparable
to the result under the LRSW assumption because our signature scheme is not identical to the original.
However, this is the first proof of security for a scheme similar to the Camenisch-Lysyanskaya signature
scheme from static, non-interactive assumptions.

Our signature scheme will use bilinear groups, G and Gr, of composite order N = pipsps, where pq,
p2, and ps are all distinct primes. Our construction is identical to the original Camenisch-Lysyanskaya
signature scheme in the G, subgroup, but with additional components in the subgroups G, and G,,. The
signatures produced by the Sign, algorithm will have random components in G,, and components in G,,
which mirror the structure of the scheme in G,,. The signatures produced by the Signpy algorithm will have
random components in both G, and G,,. Type I forgeries are those that are distributed exactly like Sign 4
signatures in the G, subgroup, while Type II forgeries encompass all other distributions.

To prove dual-oracle invariance, we develop a backdoor verification test that the simulator can use to
determine the type of the attacker’s forgery. We leverage the fact that the simulator will know the discrete
logarithms of the public parameters, which will allow it to strip off the components in G,, in the forgery and
check the distribution of the G, components. This check will fail to determine the type correctly only with
negligible probability. In more detail, we create a simulator which must solve a subgroup decision problem
and ascertain whether an element T' is in G, p, or in the full group G. It will use T' to create a challenge
signature which is either distributed as an output of the Sign, algorithm or as an output of the Signg
algorithm, depending on the nature of T'. It will be unable to determine the nature of this signature for itself
because this will fall into the negligible error space of its backdoor verification test. When the simulator
receives a forgery from the attacker, it will perform the backdoor verification test and correctly determine
the type of the forgery, unless the attacker manages to produce a forgery for which this test fails. This will
occur only with negligible probability, because the attacker will have only limited information about the error
space from the challenge signature, and it needs to forge on a different message. This is possible because
the public parameters are in G,,, and so reveal no information about the error space of the backdoor test
modulo p;. We use a pairwise independent argument to show that the limited amount of information the
attacker can glean from the challenge signature on a message m is insufficient for it to produce a forgery for
a different message m* that causes the backdoor test to err.

4.1 Owur Dual Form Scheme

KeyGen(\): The key generation algorithm chooses two groups, G = (g) and Gr, of order N = pipaps
(where pi1, p2, and p3 are all distinct primes of length \) that have a non-degenerate, efficiently
computable bilinear map, e : G x G — Gy. It then selects uniformly at random g € G,,, g3 € Gy,
92,3 € Gp,py, and z,y, Te, Yo € Zn. It sets

SK = (2,9, Ze, Ye, 93, 92,3),

and
PK = (N,G,g, X =¢°,Y = ¢¥).

Sign 4 (SK, m): Given a secret key (x, ¥, Te, Ye, g3, 92,3), & public key (N, G, g, X,Y), and a message m € Z%;,
the algorithm chooses a random r,7" € Zy, R 3 € G,,p,, and random Rs, R, and RY € G,,, and
outputs the signature

0 = (g RysRa, (47)" (R 5)"" Ry (g7)" " (R 5)" * 7V Ry).
Note that the random elements of G, can be obtained by raising g3 to random exponents modulo N.

Likewise, the random elements of G,,,, can be obtained by raising g, 3 to random exponents modulo
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N. The random exponents modulo N will be uncorrelated modulo ps and modulo p3 by the Chinese
Remainder Theorem.

Signg(SK,m): Given a secret key (2, y, Te, Ye, 3, g2,3), a public key (N, G, g, X,Y"), and a message m € Z};,
the algorithm chooses a random r € Zy and random Ry 3, Rj 3, and Rj 5 € Gy,p,, and outputs the
signature

0 =(9"Ra3, (9")"Ro3, (9")" ™" Ry ).

The random elements can be generated in the same way as in Sign 4.

Verify(VK, m, c): Given a public key pk = (N, G, g, X,Y), message m # 0, and a signature o = (01, 02, 03),
the verification algorithm checks that:
e(o1,9) #1

(which ensures that o1 & G,,,,), and

e(01,Y) =e(g,02) and e(X,01) - e(X,02)™ = e(g,03).

As in the original CL scheme, messages must be chosen from Z3;, so that m # 0. If we allow m = 0, then
an adversary can easily forge a valid signature using the public key elements (g,Y, X). Also like the original
scheme, the Verify algorithm will not accept a signature where all the elements are the identity in G,,. It
suffices to check that the first element is not the identity in G,, and that the other verification equations
are satisfied. If oy is the identity in G,,, then it will be an element of the subgroup G,,,,. To determine if
o1 € Gyp,py, We pair o1 with the public key element g under the bilinear map and verify that it does not equal
the identity in Gr. Without this check, a signature where all three elements are members of the subgroup
Gp,ps would be valid for any message with the randomness 7 = 0 mod p .

Notice, until Sign 4 is called, no information about the exponents z. and y. is given out. Once Sign 4 is
called, these exponents behave exactly like the secret key exponents = and y, except in the G,, subgroup.
These exponents will be used to verify that a forgery is of Type I. The additional randomization with the
Gp, elements guarantees that there will be no correlation in the G,, subgroup between the three signature
elements. Unlike the signatures given out by the Sign , algorithm, signatures from the Signg algorithm will
be completely randomized in the G,, subgroup as well.

Forgery Classes We will divide verifiable forgeries according to their correlation in the G,, subgroup,
similar to the way we have defined the signatures from the Sign, and Signp algorithms. We let z be an
exponent in Zy. By the Chinese Remainder Theorem, we can represent z as an ordered tuple (z1, 22, 23) €
Zp, X Lp, X ZLy,, where z; = z mod p1, z2 = zmod pa, and z3 = z mod ps3. Letting (21, 22, 23) = (0 mod
p1,1 mod ps,0 mod p3) and go be a generator of G,,, we define the forgery classes as follows:

Type L. V; = {(m*,0*) € V|(0})* = g} , (03)* = gglye, and (03)* = g;/(me+m*zeye) for some 7'}
Type II. Vi = {(m*,0*) € V|(m*,0*) € Vr}

Essentially, Type I forgeries will be correlated in the G,, subgroup exactly in the same way as they are
correlated in the G,, subgroup, with the exponents z. and y. playing the same role in the G,, subgroup that
x and y play in the G,, subgroup. Type I forgeries will align with the Sign, algorithm, to guarantee that
our scheme is A-I matching. Type II forgeries include any other verifiable signatures, i.e. those not correctly
correlated in the G,, subgroup. Unlike the signatures produced by the Signp algorithm, Type II forgeries
need not be completely random in the G,, subgroup. However, we will show in our proof of security that
this is enough to guarantee B-II matching.
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4.2 Complexity Assumptions

We now state our complexity assumptions. We let G and G denote two cyclic groups of order N = p1paps,
where p1, ps, and p3 are distinct primes, and e : G> — Gr is an efficient, non-degenerate bilinear map. In
addition, we will denote the subgroup of G of order pips as Gy, p,, for example.

The first two of these assumptions were introduced in [56], where it is proven that these assumptions hold
in the generic group model, assuming it is hard to find a non-trivial factor of the group order, N. These are
specific instances of the General Subgroup Decision Assumption described in [13]. The third assumption is
new, and in Appendix B we prove that it also holds in the generic group model, assuming it is hard to find
a non-trivial factor of the group order, N.

Assumption 4.1. Given a group generator G, we define the following distribution:
R
(N = p1p2ps3, G,Gr,e) < G,
R R R
9, X1+ Gy, , Xo — Gy, X3 — Gy,
D = (Nv Gv (G’Tv €9, XlXQa X3)
R R
Ty Gpp,, To — Gy,
We define the advantage of an algorithm, A, in breaking Assumption 4.1 to be:
Adv’*(N\) = |Pr[A(D,Ty) = 1] — Pr[A(D, Ty) = 1]|.

Definition 1. We say that G satisfies Assumption 4.1 if for any polynomial time algorithm, A, Adv%*(\)
is a negligible function of .

Assumption 4.2. Given a group generator G, we define the following distribution:
(N = p1p2p3, G, Gr,e) & G,
R R R
gaXl — Gp17X27 Y2 <~ Gp27 X37Y3 ~ GpS’
D = (N5 Ga GT? €9, X1X27 X3a }/2Y3)7
T &G, T & Gy,
We define the advantage of an algorithm, A, in breaking Assumption 4.2 to be:
Advi?(\) == |Pr[A(D,Ty) = 1] — Pr[A(D,Ty) = 1].

Definition 2. We say that G satisfies Assumption 4.2 if for any polynomial time algorithm, A, Adv%?(\)
is a negligible function of .

Assumption 4.3. Given a group generator G, we define the following distribution:
R
(N = p1paps3, G,Gr,e) < G,
a,r &y, g & Gy, Xo, X, XY, Z & Gy, X5 & Gy,
D= (N7 Ga GT7 €9, gCL7 ngQa ng57 gra2X£/7 ZQa X3)7
We define the advantage of an algorithm, A, in breaking Assumption 4.3 to be:
Adv3(\) := PrlA(D) = (¢"“ Rs,g" Ry) and r’ # 0 mod py],
where R3 and R4 are any values in the subgroup G, .

Definition 3. We say that G satisfies Assumption 4.3 if for any polynomial time algorithm, A, Adv%3(\)
is a negligible function of \.
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4.3 Proof of Security

We will show that our signature scheme is secure under these assumptions by showing that it satisfies the
three properties of a secure dual form signature scheme.

Lemma 4.1. If Assumption 4.1 holds, then our signature scheme is A-I matching.

Proof. Suppose that there exists an attacker, A, that can create a Type II forgery (i.e. a non-Type I forgery)
with probability € given access to an oracle for the Sign, algorithm. Then we can create an algorithm B
that breaks Assumption 4.1 with advantage e.

B first receives g, X1 Xo, X3,T. B chooses random exponents z,y € Zy and passes (g, g", g¥) to A. B then
acts as an oracle for the Sign 4 algorithm, using (z,y, X3) as the secret key, where z, =  and y. = y. Note
that by the Chinese Remainder Theorem, x mod p; and x mod p, are uncorrelated, so the value £ modulo
p1 will not be correlated to the value of . modulo ps, and likewise, y modulo p; will not be correlated to
ye modulo ps. Also, notice that B does not actually need to know the secret key element in G,,,, because
it will be able to simulate the Sign 4 algorithm without it.

To sign a message m, B chooses random exponents r,t,u,v € Zy and returns

o= ((X1X2)" X, (X1 X) VXY, (X1 Xo) @Hmey) x vy,

A produces a forgery (m*, o*), where o* = (07,05, 0%). First B must check that Verify(m*, c*) = ‘true’,
if not then B will abort. In addition, B must verify that it has received a Type II forgery. To do this, B can
check the correlation in both the G,, components by pairing each signature element with X; X, as follows.
It checks if:

e(o], (X1X2)") = e(03, X1X2)
e(o, (X1 X2)"M™) = e(03, X1 Xo).

If and only if (m*,0*) is a Type I forgery, both of these equations will hold. Therefore, if both of these are
true, then B will abort. Notice that B can only create Type I forgeries, and it needs the output of A to be
a Type II forgery in order to defeat the Assumption 4.1 challenger.

Finally, if one or both of these equations fail, B will be guaranteed that it has a Type II forgery, which
it can use to determine what subgroup T is in. B can simply use T in place of X; X5 in the previous two
equations and checks if:

By the contrapositive of the previous argument, since (m*,c*) is a Type II forgery, if T € Gy, p,, then
one of these equations must fail. On the other hand, since the forgery must be verifiable, if T' € G,,,, the G,,
components will not affect the bilinear map and the correlation will correctly hold in the G,, components.
Thus, if (m*,0*) € Vir then B can determine what subgroup 7' is in with probability 1.

Hence, if A succeeds in creating a Type II forgery with non-negligible probability €, then B can achieve
a non-negligible advantage against Assumption 4.1. O

Lemma 4.2. If Assumption 4.2 holds, then our signature scheme has the dual-oracle invariance property.

Proof. Suppose that there exists an attacker, A, that can break dual-oracle invariance with a non-negligible
advantage. Then we can create an algorithm B that breaks Assumption 4.2 with non-negligible advantage.

B receives G, g, X1 Xo, X3,Y2Y3,T. B chooses random exponents x,y,x.,y. € Zyn and sets SK =
(2,9, Te, Ye, X3, YaY3) and PK = (G,g,X = ¢*,Y = ¢¥). Using the secret key, B can answer queries
from A to either oracle, by simply deciding whether to randomize the second two pieces of the signature in
the G, subgroup.
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For a query, m, to the Sign 4 oracle, B chooses 7,/ t,u,v € Zy and responds with:
o= (ggl (YQYE;)T/X;), g;? (YQYS)T,yeXg, g}cgm-k—mrcy) (Y2Y3>7‘/(-’Ee+m.’teye)X§).
For query, m, to the Signp oracle, B chooses r,t,u,v € Zy and responds with:

o= (g), (YaYa)!, gi¥(YaYs)", gimtmo) (Y, Yy)").

p1

Finally, for the challenge message, m, B chooses r,7’,t,u,v € Zy and returns:

o = (T7(YaYs)" X5, T"Y(YaYs)" Ve Xy, TrHmev) (v, yy)" (vetmeeve) xp),

If T € Gp,p,, then B has correctly simulated the Sign, oracle on the challenge message, and If T' € G,
then B has properly simulated the Signg oracle. We will now argue that B can use the output of A to
determine whether 7" has a G,, component or not.

In order to use the output of A to determine which subgroup 7" belongs to, B must be able to determine
whether A returns a Type I or a Type II forgery. First, B will check that A has not seen a signature for
m* before and that the forgery (m*,o*) verifies correctly, if not then B will guess randomly. Next, B will
try to distinguish between the two forgery types by checking the correlation in the G,, components of the
signature o* = (07, 0%, 0%). We call this our backdoor verification test.

If we let g; be a generator of the subgroup G,,, we can rewrite the signature elements as follows:

’
* _ or.r u
01 =9 92 93

’
* _ ry T Yetka v
05 =9"g5 " ""g3
’ *
x _ r(z+mray) v (TetmTTeye)tks w
oy =gt gy 94,

where r, 7/, ko, k3, u, v, and w are all constants from Zy. From the definition of our forgery types, in this
new representation, (m*,c*) is a Type I forgery if and only if ko = k3 = 0.

To determine if £y = k3 = 0, first B will need to isolate the G,, components of o5 and o3 by removing
their G, components. We will refer to o5 with its G,, component removed as sy, and o3 with its G,
component removed as s3. B is able to find s, and s3 by using the known correlation in the G,, components
as follows:

’
* ry 7 Yetka v
5y = % _ 9 Y9, 7 g3 _ gr/(yry)chgq/
(1) gggy ’
O.%k g’r‘(w+m*$y)g;/(ze+m*zeye)+k39g)
83 = =

(oF)ztm zy gr(w+m*wy)g;/(fﬂ+m*1y)gsu(r+m*zy)

r (Tetm*zeye)—(z+m*zy))+ks w'
92 93 )

where v/ = v —uy and w’ = w —u(z +m*zy). These constants will be unimportant since we only care about
the correlation in the G,, components. Next, we will use the expected correlation for a Type I forgery in
the G,, components of s and sz to try remove them from the remaining G,, components. Let

o (e + m*zeye) — (T + m*zy)

)

Ye — Y
then s
o 3 _ k3—C*k2 w”
s = Sc* - J2 g3 )

2

where w” = w’ — ¢*v'. Finally, B will check if s is indeed an element of G,, by computing the pairing of s
with X7 X5 and checking if it is the identity element in Gr,

e(s,Xng) ; 1€ Gr.
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Clearly, if (m*,o*) is a Type I forgery, then ks = k3 = 0, so s € G,,. However, s will be an element of
Gp, as long as k3 — c¢*ka = 0 mod p2. This gives us the criterion for a Type II forgery to pass this backdoor
verification test. In fact, notice that our challenge signature will meet exactly this requirement, regardless
of what subgroup T is in. This is important, because it means that B cannot break the assumption without
the output of A.

We claim that an attacker can only create a Type II forgery that satisfies this criterion with negligible
probability. We know that in a Type II forgery, ko or ks will be nonzero. However, in order to pass the
backdoor verification test, if k3 or ks is nonzero, they both must be nonzero. Thus, the attacker must be
able to produce a forgery with exponents ko and ks that non-trivially satisfy the equation k3 — c*ks = 0
(modulo ps). This requires the attacker to implicitly find the value of ¢* modulo ps.

During the query phase, x and y modulo ps are not given out by either signing oracle. The only place
they appear is in the challenge signature. The exponents z. and y. modulo ps are information-theoretically
revealed by B during the query phase, and the challenge message m will be known to the attacker. However,
in the challenge signature, there remains the freshly chosen random exponents r and ' and the values of =
and y modulo p,. No information could have previously been revealed about these exponents modulo ps.
(Note that the r and 7’ from the challenge signature are not the same as the r and r’ from the forgery o*.)

The challenge signature establishes three equations in Z,, from the exponents of the three G,, compo-
nents. In these three equations, there are four unknown values, x, y, 7, and 7’ modulo py. We will also need
to consider the constant exponents contributed by T and Y>Y3. We will represent these elements by their
subgroup components,

T = g" 95795
Y2Y3 = g5°93°,

where g; is a generator for the subgroup G,,.
Finally, if we define the three exponents of the three challenge signature elements to be a1, as, az, respec-
tively, then the equations available to the attacker are

tor + o1’ = ay (1)
tory + yor'ye = as (2)
t27"<3j + mxy) + QQT/<xe + mere) = as. (3)

Recall that all these equations hold modulo py. We will argue that from these equations, an attacker has
only a negligible chance of implicitly determining
* (xe + m*xeye) - (33 + m*xy)

c = .
Ye — Y

We will relabel some of our variables by defining s := tor +yar’, v := tor (which are distributed uniformly
randomly). We can then rewrite our three equations as:

I
e 9 o
w

S 1
SYe + v(y - ye) 2
S(xe'f'mxeye) —l—v(m—xe—i—m(gcy—:veye)) = as.

Now, information-theoretically, the attacker knows the values of aq, as, as, x., ye, m, so it additionally learns
the values v(y —ye) and v(x — ze + m(2zy — zye)) here, and nothing more. We introduce one more change of
variable, setting v' := v(y — y.), b := v(x — x.), and d := v(xy — x.y.). We argue that the joint distribution
of v/,b,d modulo p, is negligibly close to the uniform distribution on Zgz. To see this, note that given a
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triple of values for v',b,d in Z,, (with z.,y. fixed), one can (almost always) solve uniquely for v, z,y as:

v'b
v —
d—bye — x 0’
/
y—*+ye
T=— 14T,

With all but negligible probability, the denominators will be invertible. Now, information-theoretically, the
attacker knows only v’ and b + md modulo p, (and also knows m). If it correctly determines ¢* modulo ps,
then it can also determine v'c¢* = b + dm*. This can only happen with negligible probability when m* # m
modulo ps, since b+ dm is a pairwise independent function of m. Now, it is possible that m* is equal to m
modulo ps, but unequal to m modulo N. If this occurs with non-negligible probability, then B can extract
a non-trivial factor of N by computing the g.c.d of N and m — m*. This non-trivial factor can be used to
break Assumption 4.2 with non-negligible advantage, as proven in [56]. Thus, we may assume that m # m*
modulo pe, except with negligible probability.

Since the attacker has a negligible chance of creating a Type II forgery that will pass the backdoor
verification test, if the forgery does pass, then with probability negligibly close to 1, it must be a Type I
forgery. We already know that if the forgery fails the test, it must be a Type II forgery. Therefore, B will be
able to determine the forgery type with probability negligibly close to 1, and thus can break Assumption 4.2
with non-negligible advantage. O

Lemma 4.3. If Assumption 4.3 holds, then our signature scheme is B-II matching,.

Proof. Suppose that there exists an attacker, A, that can create a Type I forgery with non-negligible prob-
ability e given access to an oracle for the Signg algorithm. Then we can create an algorithm B that breaks
Assumption 4.3 with probability negligibly close to e.

B first receives g,g“,g’”XQ,ngé,gszé’, Za, X3. B chooses random exponents b, z.,y. € Zy, and sets
PK = (g,9% (9%)°) and SK = (z = a,y = ab, x¢, ye, X3, Z2X3). Clearly, B does not know a, so parts of the
secret key are set implicitly. Also, notice that the exponents x and y are distributed uniformly at random
modulo p;.

B can now simulate the Sign g oracle. If A queries on a message m, B chooses 7, uz, va, Wa, Uz, V3, W3 € Zy
and signs,

o = (9" X 232 X3, (9" X9) T Z32 X3, (97 Xp(g™ X5)™) 2= Xy).
The G,, components of the signature will all have the correct correlation, where z = a and y = ab and the
randomness is 7. Also, it is easy to verify that the G,, and the G,, components will all appear uniformly
distributed.

After it has finished making queries, A will return a forgery (m*,o*). First B will check that (m*,o*)
verifies, and if not B will abort. Then, B must check that (m*,o*) is a Type I forgery. To do this, B can
compute

) o3
S9 = W, S3 = W
It then checks if e(sy, Z3) = 1 = e(s3, Z3). If these checks pass, then it is a Type I forgery. Otherwise, it is
a Type II forgery, and B will abort.

However, with non-negligible probability €, A will return a Type I forgery. This implies that the forgery
has the correct correlation in x. and y. modulo ps. We observe that z. and y. are information-theoretically
hidden from A. Therefore, A can only produce a Type I forgery with the correct correlation in x. and y,
and nonzero G,, components with negligible probability, say ¢'.

Thus, with probability at least € — ¢’, B will receive a Type I forgery that has no G,, components. This
would mean creating a signature of the form:

o* = (gr X;;L ; gr yXé) , g'r (z+m a:y)Xéu )
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If A returns a forgery of this type and r’ # 0 mod p1, then B can return,

* v yvu'
oy =9 X3

J§ 1/m*b g'r,(a+m*a2b)X§U/ 1/m*b ., ,
<(U;)1/b) - (gT'aX;;//b) =9 " X5,

where w” = L (w' — %) This will defeat the Assumption 4.3 challenger.

If A returns a signature where v’ = 0 mod p;, then by the definition of the verification algorithm, it will
not be accepted. (Recall this was required in the definition of our original verification algorithm.)

Thus, with probability at least ¢ — §’, the forgery returned will allow B to defeat the Assumption 4.3
challenger. Therefore, B will be successful in defeating the Assumption 4.3 challenger with probability

negligibly close to e. O

5 BGOY Signatures

Here we give a public key variant of the BGOY signatures and prove existential unforgeability using our
dual form framework. In Appendix A, we show how this base scheme can be built into an identity-based
sequential aggregate signature scheme and reduce the security of the aggregate scheme to the security of this
base scheme, in the random oracle model. We will also employ the random oracle model in our proof for the
base scheme, although this use of the random oracle can be removed (see below for discussion of this).

Our techniques here are quite different than those employed for the BB-derived and CL signature variants,
and they reflect the different structure of this scheme. There are some basic commonalities, however: we
again employ a bilinear group of order N = pipop3, and the main structure of the scheme occurs in the
Gy, subgroup. The signatures produced by the Sign, algorithm contain group elements which are only in
G,,, while the signatures produced by the Signp algorithm additionally have components in G,,. These
components in G, are not fully randomized each time and do not occur on all signature elements: they
occur only on three signature elements, and the ratio between two of their exponents is the same for all
Sign ; signatures. Our forgery types will be defined in terms of the subgroups present on two of the elements
in the forgery.

We design our proof to reflect the structure of the scheme, which essentially combines a one-time signature
with a mechanism to prevent an attacker from producing new signatures from linear combinations of old
signatures in the exponent. In proving dual-oracle invariance, we leverage these structures by first changing
the challenge signature from an output of Sign 4 to a signature that has components in G,,, and then changing
it to an output of Signg. It is crucial to note that as we proceed through this intermediary step, the challenge
signature is the only signature which has any non-zero components in G,,. This allows us to argue that
as we make this transition, an attacker cannot change from producing Type I forgeries (which do not have
Gy, components on certain elements) to producing forgeries which do have non-zero G, components in
the relevant locations. Intuitively, such an attacker would violate the combination of one-time security and
inability to combine signatures, since the attacker has only received one signature with G,, elements, and
it cannot combine this with any other signatures to produce a forgery on a new message. These aspects
seem hard to capture when working directly in a prime order rather than composite order group. (We note,
however, that the one-time aspect was also implicit in the security proof of the Gentry-Ramzan scheme [42]
on which the BGOY scheme was based; however, differences in the schemes prevent capturing it in the same
way for the latter.) The techniques here are also quite different from those used in our proofs for CL and
BB-derived signatures: here there is no backdoor verification test or pairwise-independence argument.

5.1 The Dual Form Scheme

KeyGen()\) — VK,SK The key generation algorithm chooses a bilinear group G of order N = pypsps. It
chooses two random elements g, k € G,,, random elements g3, gg € G,,, and random exponents ay, az, by, b2,
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ay, a9, By, P2 € Zy. Tt also chooses a function H : {0,1}* — Zx which will be modeled as a random oracle.
It sets the verification key as

VK := {N,H,G, g,k, g**, g%, g"", ">, g™, g**, ¢"", g}

and the secret key as
SK :={N,H,G,g,k,g", g"", g*1*2, 9", g, g4}

Sign 4(m,SK) — ¢ The Sign4 algorithm takes in a message m € {0, 1}*. It chooses two random exponents
r1,79 € ZN, and computes:

a1a2+b1b2H(m)gr1r2 a1a2+51ﬁ2H(m)k7‘1’r‘2.

o1: =49 y 02 ::ng’ g3 ::gT27 04 1= kr2a 05 =g

It outputs the signature o := (01, 02,03, 04,05).

Signg(m,SK) — o The Signg algorithm takes in a message m € {0,1}*. It chooses two random exponents
71,72, T,y € Zn, and computes:

o1 1= gne M g gl gy i g gl 05 = g7, 04 = K2, 0 1= gt ARHIm i (e,
It outputs the signature o := (01, 02,03, 04,05).

Verify(m, o, VK) — {True, False} The verification algorithm first checks that:

e(o1,9) = e(g™, g")e(g", g"2) 1 ™e(a2, a3).

It also checks that:
e(05,9) = (g™, g**)e(g™, g™) "™ e(03, 04).
Finally, it checks that:
e(g,04) = e(k,03).

If all of these checks pass, it outputs “True.” Otherwise, it outputs “False.”

We note that the use of the random oracle H to hash messages in {0,1}* to elements in Zy in this
public key scheme that forms the base of our identity-based sequential aggregate signatures is not necessary,
and can be replaced in the following way. Instead of using @@ +H(m)bib> e can assume our messages
are n-bit strings (denoted mims...m,) and use g% [T, g% Here, g*,..., g%, g%,..., ¢’ will be
in the public verification key. In the proof, instead of guessing which random oracle query corresponds to
the challenge message, the simulator will guess a bit which differs between the challenge message and the
message that will be used in the forgery. This guess will be correct with non-negligible probability. However,
the use of the random oracle model to prove security for the full identity-based sequential aggregate scheme
is still required. Removing the random oracle model altogether remains an open problem.

Forgery Classes We will divide the forgery types based on whether they have any G,, or G,, components
on o1 or g5. We let zo € Zn denote the exponent represented by the tuple (0 mod p1,1 mod ps, 0 mod p3),
and we let z3 € Zy denote the exponent represented by the tuple (0 mod py,0 mod p2,1 mod p3). Then we
can define the forgery classes as follows:

Type L. V; = {(m*,0*) € V|(67)*2 = 1,(0])*® =1 and (0%)**> =1, (cF)* = 1}
Type II. Vi = {(m*,0*) € V|(c7)*> # 1 or (6%)*> # 1 or (6])* # 1 or (0%)*® # 1}

In other words, Type I forgeries have o7, 05 € G,,, while Type II forgeries have a non-zero component
in G,, or G, on at least one of these terms. We note that these types are disjoint and exhaustive.

19



5.2 Complexity Assumptions

We now state the static complexity assumptions which we will use to prove security of our scheme. The first
is a weaker version of Assumption 4.1 stated in Section 4.2. (Here, we do not give out the X7 X5 term.) The
third is another instance of the General Subgroup Decision assumption [13], and was previously used in [57]
(where it was also proven to hold in the generic group model, assuming it is hard to find a non-trivial factor
of the group order). The second and fourth assumptions are new, and we prove in Appendix B that they
hold in the generic group model, assuming it is hard to find a non-trivial factor of the group order, N.

Assumption 5.1. Given a group generator G, we define the following distribution:
(N = P1P2P3, G7 GT, 6) & g7
R R
9 Gy 95 < Gy,
D = (N,G,GT76,9793>
R R
T, < GP1P27T2 — Gpl
We define the advantage of an algorithm, A4, in breaking Assumption 5.1 to be:
Advit(\) == |Pr[A(D,Th) = 1] — PrlA(D,Ty) = 1]].

Definition 4. We say that G satisfies Assumption 5.1 if for any polynomial time algorithm, A, Adv5*(\)
is a negligible function of .

Assumption 5.2. Given a group generator G, we define the following distribution:
R
(N = p1paps3, G,Gr, ) < G,

R R R
gagCIangXl <~ Gp17X2 <~ Gp2793 <~ Gpg)
D= (N7G7GTaeagvgq?gczag?nXlX?)

Given D, we assume it is hard to produce group elements si,ss,s3 € G such that e(s1,g)/e(s2,83) =
e(g°, ¢g°%) and s1 has a non-zero component in G,,. More formally, we let 2z, € Zx denote the exponent
represented by the tuple (0 mod p;, 1 mod py, 0 mod p3) and we define the advantage of an algorithm, A, in
breaking Assumption 5.2 to be:

Advi‘2(/\) := Pr[A(D) = (s1, $2, 83) s.t. e(s1,9)/e(s2,s3) = e(¢, %) and s72 # 1].

Definition 5. We say that G satisfies Assumption 5.2 if for any polynomial time algorithm, A, Adv5?(\)
is a negligible function of .

We note that without the requirement of a non-zero G,, component on si, this is easy —set s; = 1,52 =
g 83 =9

Perhaps surprisingly, we are able to use the above simple assumption to in some sense capture both the
“one-time” security of the BGOY scheme and its mechanism to prevent taking linear combinations of old
signatures to prevent forgeries. We discuss this more in Section 5.3 where the assumption is used.

Assumption 5.3. Given a group generator G, we define the following distribution:
(N = p1p2p3, G, Gr,e) &£ G,
g’Xl & GPUYQ & szaX37Y3 & Gpg
D= (NszGT7eagvX1X37)/2Y3)
R R
T1 — GPIPS’ T2 — Gp1p2
We define the advantage of an algorithm, A, in breaking Assumption 5.3 to be:
Adv3P(N) = |PrlA(D, Ty) = 1] - PrlA(D, Tz) = 1]|.
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Definition 6. We say that G satisfies Assumption 5.3 if for any polynomial time algorithm, A, Adv53(\)
is a negligible function of \.

Assumption 5.4. Given a group generator G, we define the following distribution:
R
(N = p1p2ps, G,Gr,e) < G,
R R
97961vgcz <~ Gp1vg37X3 — Gpg

D= (Na Gv GTv e7g79617962agCIC2X3vg3)

Given D, we assume it is hard to compute g°1¢2. More formally, We define the advantage of an algorithm,
A, in breaking Assumption 5.4 to be:

Adv5* () := Pr[A(D) = g**2].

Definition 7. We say that G satisfies Assumption 5.4 if for any polynomial time algorithm, A, Adv%*(\)
is a negligible function of .

For the identity-based, aggregate version of our scheme, we will need one more assumption which is again
an instance of the General Subgroup Decision assumption. This is weaker than the Assumption 1 appearing
in [57].

Assumption 5.5. Given a group generator G, we define the following distribution:

(N = p1peps, G, Gr,e) & G,
D= (N,G,Gr,e)
&G, TG
We define the advantage of an algorithm, A, in breaking Assumption 5.3 to be:
Adv%P(N) = |PrlA(D, Ty) = 1] — PrlA(D, T5) = 1]|.
Definition 8. We say that G satisfies Assumption 5.5 if for any polynomial time algorithm, A, Adv5®(\)

is a negligible function of \.

5.3 Proof of Security

We now prove that our scheme has the A-I matching, dual-oracle invariance, and B-II matching properties,
when H is modeled as a random oracle.

Lemma 5.1. Under Assumption 5.1, our scheme is A-I matching.

Proof. We assume there exists a PPT attacker A which violates the A-I matching property. We will use A
to create a PPT algorithm B which breaks Assumption 5.1 (either the way it is written, or with the roles
of py and ps interchanged). B receives g, T (we will not need the gs term here, so we ignore it). B chooses
random exponents a1, as, b, ba, aq, s, B1, B2, v € Zy. It sets the verification key as:

VK :={N,G, g,k :=g", 9", 9", g", 9", g™, g%, ¢"*, g7 }.

For this portion of the proof, the random oracle is not really needed, so we can think of H as a publicly
available function here or just have B choose random responses to the random oracle queries and remember
its answers to maintain consistency. It is also easy for the simulator to respond to A’s signing queries by
calling the Sign 4 algorithm, since it knows all of the secret key needed in the Sign 4 algorithm.
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With non-negligible probability, A produces a forgery (o7, ...,0%), m* that is not of Type I (i.e it is of
Type II). This means that either of or o has a non-zero component in G,, or G,,. We let h* denote H(m*).
Whenever it receives a valid forgery, B computes:

S = (O,I . g—alag—h*blbz)v . (U* .g—alaz—h*ﬂlﬂg)—l
: 5 .

Since the forgery verifies correctly, this S has a zero G,, component. With non-negligible probability, S will
have a non-zero G,, or G,, component, since there is a non-zero G,, or G,, component on at least one of
oi and of whenever A produces a forgery that is not of Type I. We note that two non-zero G,, or G,
components will cancel out in the computation of S only with negligible probability, because the value of v
modulo ps and p3 is information-theoretically hidden from A.

Either S will have a non-zero G,, component with non-negligible probability, or S will have a non-zero
Gy, component with non-negligible probability. If the former happens, we will break Assumption 5.1 as it
is written, by having B compute e(T,S). If the result is 1, then B guesses randomly. If the result if not
1, then B knows that T' € Gy,,,. Thus, it achieves non-negligible advantage against Assumption 5.1. If S
instead has a G,, component with non-negligible probability, then we break Assumption 5.1 with the roles
of po and p3 interchanged in the same fashion. O

To prove dual-oracle invariance, we first define an intermediary security game. We let Game, denote
the dual-oracle security game where the challenge signature is produced by calling the Sign 4 algorithm, and
we let Gamep denote the dual-oracle security game where the challenge signature is produced by calling the
Signp algorithm. We now define:

Game,;;q This is like Game s and Gamep except that the challenge signature is distributed as:
o1 = ga1a2+b1b2H(m)gT1TzR2’ 0o 1= g7"1‘R/27 o3 := g™, 04 :=k", 05 := gOtlotz-l‘,gl,(azlLJ(("’l)leTz]%/Z/7

where Ry, Ry, Ry are random elements of G, .

We now prove:

Lemma 5.2. Under Assumption 5.1, for any PPT A, its probability of producing a forgery which has a
non-zero component in Gy, on either of or of is only negligibly different between Games and Gamepy;q.
Also, its total probability of producing a forgery is only negligibly different between Game 4 and Gamejz;q.

Proof. We assume there exists a PPT attacker A which achieves a non-negligible difference either in its
probability of producing a forgery at all or in its probability of producing a forgery which has non-zero com-
ponent in Gp, between Gamey and Gameps;q. We will create a PPT algorithm B which breaks Assumption
5.1. B receives g, g3, T, where T is either in G,, or Gy, p,. It will simulate either Gamey or Gameys;q with
A, depending on the value of T'.

It chooses random exponents aq, as, b1, ba, a1, o, 81, B2,v € Zy and forms the verification key as:

VK: {NaGagak = gvagalaga27gblagbzvgalaga2agﬁl7gﬁz}'

As in the proof of the previous lemma, modeling H as a random oracle is not needed here, so we can think
of H as a public function for this step, or simply imagine that B chooses random responses to the random
oracle queries and remembers its answers for consistency. Since B knows all of the G, elements in the secret
key, it can call the Sign, algorithm to produce signatures. It also chooses d € Zx randomly and sets the
rest of the secret key as g3, ¢ so it can call the Signy algorithm to produce signatures as well.

To produce the challenge signature on a message m with H(m) denoted by h, the simulator chooses a
random ro € Zy and implicitly sets g" to be the G,, part of T'. It forms the challenge signature as:

ga1a2+hb1b2T7”27 o a1a2+h/31/32Tm“2.

T T
o1 = 2:T7U3292304:k2705:g
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If T € G,,, this is identically distributed to the outcome of calling the Sign, algorithm, so B has properly
simulated Game, in this case. If T € G,,p,, then the G,, components on o1, o2, and o5 are uniformly
random here, since ry and v are random modulo ps. In this case, B has properly simulated Gamej;q4.

B can always perform the verification test to check whether or not .4 has produced a valid forgery. Now,
when A has produced a forgery, B tests if o], 0f have any G,, components by pairing each with g3. We note
that one of ¢}, cf has a non-zero G,, component if and only if one of the pairings e(c7, g3), e(cf, g3) does
not yield the group identity. Thus, B can observe when A is forging, and also when it is producing a forgery
with with a non-zero G,, component on either of of,cf. Thus, B can use the non-negligible difference in
A’s probability of satisfying whichever one of these conditions to achieve a non-negligible advantage against
Assumption 5.1. O

We next prove dual oracle invariance with respect to forgeries (o7,..., %) having a non-zero G,, com-
ponent on o} or of. This is where we use Assumption 5.2. As we mentioned, this will in some sense capture
both the “one-time” security of the BGOY scheme as well as its mechanism to prevent the adversary from
taking linear combinations of old signatures to create forgeries.

We give a bit more intuition about how this is possible. For simplicity, let’s ignore the last two elements
of the signature (i.e., corresponding exactly to the original scheme [15]) and and consider forgeries having
non-zero G, component on of; the remaining signature elements are not used in an essential way here.
Intuitively, we set up the simulation by embedding ¢°', ¢® in the assumption into g%, g2, g**, ¢*> in the
verification key of the scheme so that, to answer a signing query, the simulator produces (o1, 02, 03) where
the g°*“2 term embedded in oy is cancelled out by ¢!, g“> embedded in the 02,03 components. However,
for exactly one signature, the g“*“? term embedded in o already cancels out, which allows the simulator to
embed X7 X5 into g™ instead. Thus, the simulator can produce one signature with X; Xo embedded in oy,
but (necessarily) no g€¢2 term. However, observe that if the adversary could take a linear combination of
both kinds of signatures to produce a new one (or create one from scratch), this would have both g°*2 and
X1 X5 embedded in the first component, which is exactly the type of forgery we consider and could be used
to contradict the assumption.

Lemma 5.3. Under Assumption 5.2, for any PPT A, its probability of producing a forgery which has a
non-zero component in G,, on either o7 or o; is negligible in Gamejy;q.

Proof. We assume there exists a PPT attacker A who produces such a forgery with non-negligible probability
in Game,y;q. We will create a PPT algorithm B which breaks Assumption 5.2. B is given g, g°*, g2, g3, X1 X5.
B will simulate Gamej;;4. Here, we will use that H is modeled as a random oracle. B first chooses a random
value h € Zy, which it wants to be H(m) for the challenge message m. However, B does not know what
m will be at the start of the game, so it will guess which oracle query corresponds to the challenge message
m and respond with h to this query (B artificially inserts a random oracle query on the challenge message
once the challenge message is received in order to ensure that it queried at least once). It responds to all
other random oracle queries by choosing a random value in Zy (unless the query is repeated, in which case,
it repeats its previous response). Since the attacker A can only make a polynomial number of random oracle
queries, B’s guess will be correct with non-negligible probability. When the guess is incorrect, B will abort.

B chooses random exponents b}, by, o, ab, 81, 85, v, € Zn. It sets k = g¥ and implicitly sets a; = ¢1,a2 =
hea,by = ¢ + by,b0 = —co + by, 1 = vey + o, a0 = hea + o, 81 = vey + 51, B2 = —ca + S5, Tt forms the
verification key as:

VK : {N,G, g,k :=g",g" = g°, 9" = (¢°)", g = g“ g™, g"* = (¢°2) ' g™,

g™ = (g°)"g"1, 9™ = (¢°)"g°*, ¢ = (¢°)"9™, 9™ = (9°) 79"}
The parameters b}, bh, o}, b, B, 85 here are just used for re-randomization so that the parameters are prop-
erly distributed. The important thing to note is that ayas 4+ hb1bs and ayas + hf1 S will have no occurrences
of ¢ico, since these will cancel out.
To respond to a Sign 4 query on a message m’, B proceeds as follows. We let ' denote H(m'). B chooses
random values r,r5 € Zy and implicitly sets r1 = ¢1(h — h') + 1,72 = —ca + 75. Since 71,75 are random,
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these are well-distributed. The term —cyea(h — R') in 7179 will be used to the cancel the ¢jcy terms arising
from ajas + h'bi1by and ajas + h'B182. We note that

aias + h/blbg = (h — h')clcg — h/b/lCQ + hl /261 + h/bll /2,
arag + W B1B2 = v(h — B)crea + veral + o hes + ooy + B 8185 — B B1ea + W vey By.
rirg = —(h — h)crea — rica + rirh +ci(h — W)rh.
The signature is formed as:

o = (902)*h’b/1*T1 (gcl)h/b’2+(h7h/)rggh/b’1b’2+rir’2’ oy = (gcl)hfh/gr;7 o3 = (gcz)flgré,

o4 = (gcz)fvgvr;’ o5 = (gcl)va;Jrvh'ﬁéJrv(hfh')ré (gCQ)ho/lfhlﬁif'ur'l ga/la'2+h',31ﬁ;+vr'1r; )
To respond to Signp queries, the simulator chooses a random d € Zy and computes gg. For each query,
it first forms a signature (o,...,0%) in G,, as above, and adds on G,, components by choosing random

values x,y € Zy and computing:
o T . ! Y . ! . ’ . / d\z
01 :=01"g3, 02 := 05 g3, 03 := 05,04 := 04,05 := 05 - (g5)".

It returns (o1, ...,05), which is well-distributed as an output of the Signg algorithm.

If the simulator has guessed correctly so that the challenge message m satisfies H(m) = h, then the
simulator creates the challenge signature as follows (otherwise, it aborts). It leverages the fact that the ¢icq
terms in ajas + hb1bs and ajas 4+ hf31 52 cancel, so it no longer needs to embed ¢; and ¢y i}ato the 1 and
7o values. Instead, it chooses random exponents ), 75 € Zy and implicitly sets g™ to be X;*. It forms the

signature as:

a1 = (g°) M (g g (X1 X,) 17, 0 = (X0 Xo)'T, 05 = g7,

oy = k", 05 = (g01 )va’z—&-hvﬁé (902)ha1—hﬁiga’1a'2+hﬁiﬁé (Xng)vriw.
Note that since 7}, r2, and v are all random modulo po, the terms X;i, X;im and X;W;TQ are distributed
randomly in Gy,,. So B has properly simulated Gamej;;q. It is crucial to note here that the simulator can only
make this one signature with G,, components - this is a reflection of both the underlying one-time security
and the mechanism which prevents combining signatures. By the cancelation technique, the simulator can
only sign this one message with ps components, and it cannot combine this with other signatures.

Since the event that A produces a forgery which has a non-zero G,, component on oj or o is independent

of the event that B aborts, we have that with non-negligible probability, 3 does not abort and A produces
such a forgery (m*,o*). We let h* denote H(m*). When B receives a forgery, it computes:

of = o - (g2)" M (ger) T g T,
Ué — O'; . (gc1)fvo/27vh*5é (g¢:2)*ha'lJrh*Bigfa'la'th*,Bi,B;.
This strips off the extra randomizing terms, and the remaining G,,, parts of the forgery must be of the form:

* _ 7 * _ 7 * __ 17 /o
o5 =g", 05 =4g" 0, =k", o[ = (g

C1C2)h—h 5

7"17“2’ C102)U(h—h )k_rlrz

o1 = (g g

for some 71,19 € Zy.
Now, if of also has a non-zero G,, component, then B can compute:

_p*\—1 * _p*\—1 *
81 1= (ai)(h h70 ) sy = (02)(h R sy = O3,
and we then have that

e(gv 81)/6(827 83) = 6(9617902)7
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and s; has a non-zero G,, component, so this breaks Assumption 5.2. We note that either sy or s3 might
also have a non-zero G,, component, but both cannot have non-zero G,, components, since the original
forgery (m*, o*) verifies.

If instead of has a non-zero G, component, then B can compute:

_p*\y—1,,—1 _p*\—1
511 (ab) PR T g = (o) PR 53 = o,

which will satisfy
e(ga 81)/6(82a 33) = 6(961 ) gCQ)a

and s; has non-zero G, component. Hence, since at least one of these two events must occur with non-
negligible probability, B can break Assumption 5.2 with non-negligible probability. O

By Lemma 5.2, we see that a PPT attacker must have the same overall probability of forging in Game 4
versus Gameps;q, up to a negligible difference. By A-I matching, it can only produce Type I forgeries in
Game, with non-negligible probability. By lemmas 5.2 and 5.3, we see that a PPT attacker cannot start
producing forgeries of Type II with non-negligible probability as we move from Game, to Gameps;q4. This
allows us to conclude that any PPT attacker’s probability of producing a Type I forgery must differ only
negligibly between Game 4 and Gamej;;q. We now show that the same holds for the transition from Game;;q
to Gamep, and dual-oracle invariance then follows.

Lemma 5.4. Under Assumption 5.3, for any PPT attacker, its probability of producing a Type I forgery is
only negligibly different between Gamejs;q and Gamep.

Proof. We assume there exists a PPT attacker .4 which achieves a non-negligibly different probability of
producing a Type I forgery between Gamejs;q and Gameg. We will use this to create a PPT algorithm
B which breaks Assumption 5.3. B is given g, X1 X3, Y2Y3, T, and its task is to determine if 7" € G,,,, or
T € Gp,p,. It will simulate either Gameps;q or Gamep with A, depending on the value of T'. It will use the
term Y2Y3 to test if A is produces a Type I forgery.

B chooses random exponents aq, as, by, ba, a1, o, 81, B2, v € Zy and sets the verification key as:

VK : {N,G,g,k:=g",g"*, 9", ¢", 9", 9*, 9%, g"*, g7 }.

For this stage of the proof, modeling H as a random oracle is not needed, so we can again think of H as
a public function for this step, or simply imagine that B chooses random responses to the random oracle
queries and remembers its answers for consistency. Since B knows all of the G, elements in the secret key,
it can call the Sign 4 algorithm to produce signatures.

To produce signatures which are properly distributed as outputs of the Signg algorithm, B proceeds as
follows. To sign a message m’ with H(m') = h/, it chooses random exponents 7}, 7y € Zx and implicitly sets
g™ equal to X Tt will implicitly set the value d in the Signg algorithm equal to the value of v modulo p3
(this is uncorrelated from the verification key, which only involves the value of v modulo p;). It forms the
signature as:

’ ’ ’ ’ ’
o1 = ga1a2+h b1bo (Xng)rsz, o9 = (Xng)Tl, o3 = g’l’z’ o4 = sz’ 05 = ga1a2+h 5182 (X1X3)UT1T2.

This produces signatures identically distributed to outputs of the Signg algorithm.
To produce the challenge signature for a message m with H(m) = h, B chooses a random exponent
r9 € Zy and implicitly sets g"* equal to the G,, component of T'. It forms the signature as:

_ _aijas+hbb I8 _ T LT _ _ajas+h ur
o = g1 1272 Gy =T, 05 = g™, 04 = k™, 05 = ¥ B1B2rpurs

If T' € Gy, p,, this produces a signature identically distributed to an output of the Signp algorithm. If
T € Gy, p,, this produces a signature whose G,, components on o1, o2, and o5 are uniformly random, since
ro and v are random modulo ps. (Note that the value of v modulo ps is not involved in either the verification
key or the Signp signatures.) Thus, if T' € G, p,, then B has properly simulated Gamepg, and if T € G, p,,
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then B has properly simulated Gamejs;q. When B receives a forgery (m*,o*) from A, it can test whether
the forgery is of Type I or not by computing e(Y2Y3,07) and e(Y2Y3, 0f). The forgery is of Type I if and only
if both of these pairings produce the identity element. Hence, B can leverage the non-negligible difference
in A’s probability of producing a Type I forgery to achieve non-negligible advantage against Assumption
5.3. O

This completes our proof of dual-oracle invariance. Finally, we prove our scheme is B-II matching.
Lemma 5.5. Under Assumption 5.4, our scheme is B-IT matching.

Proof. We assume there exists a PPT attacker A who produces a non-Type II forgery (i.e. a Type I forgery)
with non-negligible probability when it is only given signatures produced by the Signg algorithm. We will
create a PPT algorithm B which breaks Assumption 5.4. B is given g, g°!, g2, g°*“2 X3, g3. It chooses random
exponents by, ba, a1, o, B1, B2 € Zy. It implicitly sets a; = ¢; and as = co. It forms the verification key as:

VK : {N,G, g,k :=g", ¢g" = g°, 9" = g, g", ", g™, g*2, g™, ¢ }.

As for many of the previous steps,, modeling H as a random oracle is not necessary here, so we can again
think of H as a public function for this step, or simply imagine that B chooses random responses to the
random oracle queries and remembers its answers for consistency.

To produce a signature for a message m with H(m) = h, B proceeds as follows. It chooses a random
value d € Zy which will be fixed for all signatures. For each signature, it chooses fresh random values 7}, rs.
It will implicitly set g"* as (gchQ)d(”’d)flrzflgri. (Note the v — d and r9 are invertible modulo N with all
but negligible probability.) Since r{, 7o are random, this makes 71, rs also randomly distributed, as required.
It also chooses random values ¢,y € Zy. It computes the signature as:

oy = ghble (90102X3)1+d(v7d)—1gr’lrzgg, oy = (gclcz‘ng)d(ufd)—1»p2—1grig‘g7 o3 = grz,

o4 = k’l‘27 o5 = ga1a2+h5152 (gclcgX3)ud(7jfd)’1gvr'1rgg§it.

To see that the G,, parts are well distributed, note that the ratio between the exponents of X3 is equal to d:
d(14+d/(v—d)) =vd/(v—d).

This equality is the reason we have used the value d/(v — d). To see how we arrived at this choice of
parameters, let the variable r denote the coefficient of g**“> X3 inside g""2. To make the G, parts well-
distributed and make the ratio between the X3 exponents equal to d simultaneously, we need r to satisfy:

d(1+7r) =or.

Solving for 7, we obtain r = d/(v — d), which is the value we have used above. The extra terms g4 and g3
ensure that the G,, components on o7 and o5 are random up to having this fixed ratio, and the gj term
ensures that the G,, component of o5 is always uniformly random. Thus, B is producing signatures which
are identically distributed to outputs of Signp.

When A produces a forgery (m*,c*) where H(m*) = h*, B computes the quantities:

0.; =0t g—h blb27 o.é_) = ot ,g—a1a2—h B1B2

Then, B computes:
vt
((01)"/(o5))" -
If A has produced Type I forgery (i.e. of, 0% € G,,), then this quantity is equal to g°*°>. Since this happens
with non-negligible probability, B breaks Assumption 5.4. O
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Our Identity-Based Sequential Aggregate Signature Scheme

We show that the public key signature scheme defined in Section 5 gives rise to a provably secure identity-
based sequential aggregate signature (IBSAS) scheme. The scheme is an extension of the BGOY scheme [15]
in composite order groups.
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A.1 Syntax and Security Definitions

We recall from [15] that an identity-based sequential aggregate signature (IBSAS) scheme consists of four
algorithms:

Setup(1*) — PP,MK The setup algorithm takes as input the unary encoding of security parameter A and
outputs the public parameters PP and master secret key MK.

KeyDer (MK, I) — SK; The key derivation algorithm takes as input the master key K and an identity I,
and outputs a signing key SK7j.

AggSign(SK;, m, ((I1,m1),...,(I;;m;)),0’) = o The sequential aggregate signing algorithm takes as in-
put a signing key SK;, a message m, a list of identity-message pairs (I1,m1), ..., (I;,m;) for i € Z*, and an
aggregate signature o', and outputs a new aggregate signature o or L.

AggVerify (PP, ((I1,my),...,(In,my)),0) = {True, False} The aggregate verification algorithm takes
as input public parameters PP, a list of identity-message pairs (I1,m1),..., (I, my) for n € Z*, and an
aggregate signature o, and outputs “ITrue” or “False.”

The scheme is required to be correct, meaning that for any n € Z* and list of identity-message pairs
(I1,mq), ..., (I, my), the aggregate verification algorithm when run on PP, ((I1, my),. .., (In,my)), o, out-
puts “True,” for any PP, o, generated as follows. We first generate PP, MK by running the setup algo-
rithm on 1*. For i = 1 to n we generate o; by running the aggregate signing algorithm run on inputs
SKy,,m;, ((I1,m1),...,(li—1,m;—1)),0i;—1, where ¢ is empty and each SKj, is itself generated by running
the key derivation algorithm on inputs MK, I;.

Now, the security definition for an IBSAS scheme considers a challenger interacting with an adversary
against the scheme as follows:

Setup The challenger runs the Setup algorithm to generate public parameters PP and master secret key
MK. It gives PP to the adversary.

Attack Phase The adversary may issue “CreateKey” and “Aggregate” queries to the challenger. For a
“CreateKey” query, the adversary provides an identity I, and the challenger responds with a signing key SK;
it generates by running the key derivation algorithm on inputs MK and I. For an “Aggregate” query, the
adversary provides an identity I, a message m, a list of identity-message pairs (I3, m1), ..., (I;,m;) for any
i € ZT of the adversary’s choosing, and an aggregate signature o’. The challenger responds with an aggregate
signature o it generates by running the aggregate signing algorithm on SK; (itself generated by running the
key derivation algorithm on inputs MK and I) and the remaining inputs provided by the adversary.

Forgery Finally, the adversary outputs an attempted forgery consisting of a list of identity-message pairs
(Ii,m1),...,(In,my), for any i € Z* of the adversary’s choosing, and an aggregate signature o. We say that
the adversary succeeds if (1) the verification algorithm returns “True” on inputs PP, ((I1,m1), ..., (In, mn)), 0,
(2) all of I,...,I, are distinct, and (3) there is some 1 < ¢* < n such that during the attack phase the
adversary made neither a CreateKey query on I;= nor any Aggregate query with the first two components
as I;« and my«.

We define the advantage of an adversary against an IBSAS scheme to be the probability it succeeds in the
above experiment. We say that an IBSAS scheme is secure if the advantage of any PPT adversary against
it is negligible.
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A.2 Our Scheme
We now define our IBSAS scheme.

Setup(1*) — VK,SK The setup algorithm chooses a bilinear group G of order N = p;pops. It chooses
a random elements g,k € G, and random exponents a,b,a,5 € Zpy. It also chooses hash functions
H,,H,,H3,Hy : {0,1}* — G and Hs : {0,1}* — Zpx, which will be modeled as random oracles. It sets the
public parameters as

PP = {N’ {Hi}izl,..,5’ G,9.k, g% gb7 g% gﬁ}

and the master secret key as
MK := {N, {Hi}i:l,..,éb G7 a, ba Q, 5}

KeyDer(MK,I) — SK; The key derivation algorithm outputs
SKy := (Hy(I)*, Ho(I)", Ha(I)®, Ha(I)")
as the signing key for identity I.
AgeSign(SKy,,m;, (I1,m1),...,(Li—1,m;—1)),0’) — o If i > 1, the sequential aggregate signing algo-
rithm first checks o’ verifies (according to the verification algorithm defined below) relative to PP and

(I1,m1),...,(Ii—1,m;—1); if not, it outputs L. If so, then it chooses two random exponents s,z € Zy, and
computes:

o1 = oy Hy (1) Ha(1)"50 (05), o9 := (05)"/°g", 03 := (05)",
o1 = (0)°, o5 = oL Hy (1) Hy (1)) (o)

where if i = 1 we let of = 1g, 04 = g, 04 = g, 0y = k, of = 1g. It outputs the new aggregate signature
o :=(01,02,03,04,05).

Note that if we define r} = dlog,(c5) and 74 = dlog, (%), then the new aggregate signature has random-
ness r; = s 17} +x and ro = srh. These values are random and mutually independent.

AggVerify (PP, ((I1,my),...,(In,my)),0) — {True, False} The aggregate verification algorithm first
checks that I1,..., I, are all distinct. It then checks that:

0'17 —6 HH1 HH2 H(ml )6(0’2,0’3).

It also checks that:

e(os,9) = e(H HH4 )51, 6P e (02, 04).

Finally, it checks that:
e(g,04) = e(k, 03).

If all of these checks pass, it outputs “True.” Otherwise, it outputs “False.”
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We show correctness of the scheme by induction on ¢ in the definition of correctness. For ¢ = 1 this is
straightforward. For ¢ > 1 we derive the first equation checked by aggregate verification algorithm as follows:

e(o1,9) = e<<_f1, 9)e(Hy(1;)" H(I)bH“mi)(og)”,g)

= 6(1:[ Hi(1;), 9 HH2 )0 gMe (o, of)e(Hy (1), g )e(Ha(I) () gP)e((0h)™, g)
= (] H1).9 H Hy(1;)"20m9), g")e((05)"/ 9", (05)*)
j=1

7
= B(H Hl(Ij HH2 Hr(mﬂ b)e(O'g,O'g)
Jj=1

where on the second line we use that by assumption the equation holds for (¢}, 0%, 0%) if we remove (I;,m;)
from the list of identity-message pairs. An analogous derivation pertains to the second equation checked
by the aggregate verification algorithm. Finally, the last equation checked by the aggregate verification
algorithm is easy to derive.

Discussion Our scheme can be viewed as an extension of the prior IBSAS scheme of [15] (BGOY) in
composite order rather than prime groups. Namely, the o1, 02,03 components of our aggregate signature
correspond exactly to a BGOY aggregate signature (in a composite order group). The additional oy, 05
elements in our aggregate signature may be viewed as a “second copy” of the BGOY scheme tied together
with the first copy by ¢g and by 1,72 (defined as dlogy(o2) and dlogy(o3) respectively). This second copy is
carried over to the corresponding public-key signature scheme in Section 5 and facilitates the security proof
of the latter.

However, note that the second copy is not “complete” in the sense that there is no component of the
form k™, which is crucial for our security proof but introduces a new challenge for aggregation. Namely,
it is important for the scheme’s security that the aggregation process independently re-randomize both rq
and ro. However, we cannot additively re-randomize r; and r9 as r; + s and ro + x for random s, x as done
in [15], since in our case the signing algorithm would then need to form a “cross-term” k™% to multiply into
o5, which is hard without k™. Instead we re-randomize o multiplicatively as sro but r1 as s~ 'r; + 2 in
order to allow updating the randomness in o; and o5 correctly without needing k™.

We also note that while our security model for IBSAS schemes requires that the signers in an aggregate
signature have distinct identities, this is mainly to simplify the security proof of our scheme. Indeed, it is
possible to circumvent this issue for our scheme by using a technique introduced in [58]. Namely, if a signer
I has previously added a signature on a message m to an aggregate (o1,...,0%) and wishes to add another
signature on a message m/, it can set oy := o} Hy(I)PHs(mlIm") / {y (1)?Hs5(m) and similarly for o5, and then
re-randomize the aggregate signature as above.

A.3 Security Analysis

Unlike the prior BGOY scheme, our IBSAS scheme is provably-secure under static assumptions. This is a
corollary of the following.

Theorem A.1. Under Assumption 5.5 and the assumption that the public-key signature scheme (using the
Sign 4 algorithm) defined in Section 5 is existentially unforgeable, our IBSAS scheme is secure in the sense
defined above.

Proof. Assume there is a PPT adversary A breaking the IBSAS scheme. In the first step of the proof, we
change the real IBSAS security game Game,qq; to a game Game,.q, where the elements g, k in the public
parameters as well as the outputs of random oracles Hy, ..., Hy belong to the G,, subgroup rather than the
full group G. For this we use Assumption 5.5 that given G, N and a challenge T" where either T" € G or
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T € Gy, , it is hard to guess which one is the case. We give a simulator S that breaks this assumption if
there is a non-negligible difference in A’s advantage in Game,.qq; versus Game,cqr. Simulator S given G, N
and T runs A on public parameters

PP = {Na {Hi}i:17..,5ang = Ta k= Td7Ta’Tb7Ta7TIB}

where it chooses d,a, b, a, 8 € Zy itself at random. When A makes a random oracle query to H; for any
1 < <4, it responds with 7" for a new random r € Zy, and when A makes a random oracle query to Hj,
it responds with a new random z € Zy. (However, S maintains consistent answers to any repeat queries.)
Since S knows the corresponding MK to PP it can easily answer any CreateKey or Aggregate queries from
A appropriately. Finally, if A produces a forgery then S outputs 1. It is easy to see that if there is a
non-negligible difference in A’s advantage in Game,q; versus Game,.q;r then S breaks the Assumption 5.5.

It remains to argue that if A’s advantage in Game,.qqy is non-negligible then there is an adversary B that
breaks the public-key signature scheme. We describe B as follows. On input

VK :={N,H,G, g,k g", 9", 9", 9", 9>, 9°%, ¢, g}
B runs A on public parameters
PP:={N,{H}iz1 5G9,k g* = g",¢" = g" g% = g™, ¢" :=g" };.

Let ¢; denote the maximum number of queries that A makes to H; for 1 < i < 4. Then B chooses random
numbers 1 < n} < g; for 1 < i < 4. To simplify the simulation, we assume that A never includes an identity
I anywhere in its CreateKey or Aggregate queries, or in its forgery, that it has not queried to H; for all
1 <4 < 4. We describe how B responds to the various queries A can make (it is understood that consistency
is maintained for repeat queries):

Queries to Hy,...,H; When A makes its j-th query to H;, which we denote by I ;, if j = n] it responds
with g*2 and otherwise with g* where t € Zy is a new randomly chosen value. The responses given by
B to A’s queries to Ha, Hs, Hy are analogous where ¢ is replaced with g*2, g®*, and ¢”* respectively.
As before we denote the j-th query to H; by I; ;.

Queries to H; When A makes a query to Hj, A forwards this query to its own oracle H and gives the
response to B.

CreateKey queries When A makes a CreateKey query on identity I, if I = I; ,» for any 1 <1 < 4 then
B aborts. Otherwise, let H;(I) = g% for 1 < i < 4 where the ¢; are known to B (by maintaining an
appropriate list). It sets

SK; := (ga1t17gb1t27galt37 gBItAL)

and gives SK; as the response to A.
Aggregate queries When 4 makes an Aggregate query on identity I, message m, list of identity-message
pairs (I1,m1),..., (Ix,mi) and aggregate signature o', if I; = Lin: forany 1 <j<kand1<i<4

then B aborts. Otherwise, B first checks that o’ verifies with respect to PP and (I1,mq), ..., (Ix, mg),
and otherwise responds to A with L. If so, if I = Ii)n;f for any 1 < i < 4 then B queries m to its own

signing oracle to receive (o1, ...,05). Otherwise, let H;(I) = g% for 1 < i < 4 where the t; are known
to B. Using VK it sets
oy = ga1t1+b1t2H5(m)gr1r270,2 = grl,O'g = gr270.4 = kT2’O,5 = ga1t3+51t4H5(m)kr1r2

where 1,79 € Zy are randomly chosen. Now let H;(I;) = g* for 1 <i <4 and 1 < j < k where the
t;,; are known to B. It updates o1 and o5 as follows

k k
o1 1= 01 H gtttz fslms) gy .= g H goitsatPitestsims)

j=1 j=1

and gives (o1,...,05) to A.

34



Finally, A outputs as its attempted forgery an aggregate signature o* = (o7,...,0%) and a list of identity-
message pairs (I1,m1),..., (I, m,). If this is not a successful forgery, then we can ignore this attempt.
Otherwise, let i* satisfy condition (3) of the forgery definition. If I; = I; ,» for any 1 < j # i* < n and
1 <i <4, orif Ij+ # I; pr for any 1 <i < 4, then B aborts. Otherwise, let H;(I;) = g% for 1 <i <4 and
1 < j < n where the ¢; ; are known to B Then B updates o7 and and o} as follows:

* o ok aity j+bita jHs(m; * . % aits,j+PBita,; Hs(m;
ol .701/1_[911; 1t2,5 Hs( J)’05'705/Hgl3,.7 1ta,; Hs(my)
Jix it

It outputs (o7, ..., 0%) as its own forgery. This concludes the description of B. Observe that unless B aborts,
it provides A with a perfect simulation of Game,..qy; in particular, this uses the fact that (as previously
noted) our aggregation procedure independently re-randomizes both ry and ry. Furthermore, it is not hard
to show that B outputs a forgery of its own whenever A does; this uses the fact that I, ..., I, in A’s forgery
are required to be distinct. Furthermore, B does not abort with probability at least 1/q1¢2g3q4, which is
inverse polynomial. (A somewhat tighter security reduction is possible using Coron’s technique [33].) This
is because due to the rules of the IBSAS security game, B will not abort as long as it guesses the correct
values of n} for all 1 <4 < 4, meaning that A queries I;« in its forgery as the n!-th query to H;, and all
these guesses are random and independent. The theorem follows. O

B Security of Our Assumptions in the Generic Group Model

Though the assumptions we use are static and compact, some fall outside of the usual class of “subgroup
decision” assumptions. As a check on these assumptions, we show they hold in the generic bilinear group
model extended to the setting of composite order groups as in [52], when it is hard to find a non-trivial
factor of the group order N.

The Model We briefly describe the generic bilinear group model for composite order groups (or just
“generic group model”) and refer the reader to [52] for more details. Fix groups G,Gr, each of the same
order p; - - - ps, equipped with a bilinear map e: G X G — Gp. In the generic group model, a group element
z € G is represented by a tuple (z1,...,x:) where each x; € Z,, is dlog,, (x) for a fixed generator g; of the
Gy, subgroup of G. Similarly, a group element in y € Gr is represented by a bracketed tuple [y1, ..., y:], with
respect to the generators e(g;, g;). An algorithm is not given access to the groups G, Gr directly, but rather
is provided with “handles” that correspond to group elements. The algorithm may query for the handle of
a new group element in a limited number of ways. First, it may submit two handles for elements both in
G or both in Gy and it will receive in return the handle corresponding to their product under the group
operation. It may also submit a handle and an exponent in Zy, and it will receive a handle corresponding to
that group element raised to that exponent. It can also query for the handle of a result of a pairing operating
by submitting the two handles of the elements in G to be paired. We limit the adversary to querying on
handles it has previously received (this can be enforced by choosing random handles from a large enough set
that the adversary can only a guess a new handle with negligible probability).

To show an assumption is hard in this model, we consider a game between an adversary and a challenger.
The challenger will generate group elements according to the distribution specified in the assumption, and
will give the adversary handles to the group elements that are given out in the assumption. The adversary
then makes queries for handles of new elements, according to the allowed operations of group multiplication,
exponentiation by an element of Zy, and pairing. It is the adversary’s task to break the assumption.

We employ the strategy developed in [52]. We represent any group elements that are randomly chosen
from a subgroup by a tuple with indeterminates (i.e., formal variables) in the corresponding positions. For
example, a random element a € G,,, would be represented by A = (A1, A3,0...,0) where Ay, Ay are
indeterminates. Dependencies between elements are expressed by re-using formal variables. In the original
game, these random variables are instantiated by choosing group elements from the appropriate distributions
and giving out these handles. However, we pass to an alternate game where the variables are never concretely
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instantiated, and the challenger instead keeps track of the formal variables, and only assigns group elements
equal handles if they are the same as formal polynomials in the variables. The difference between this and
the original game is negligible (assuming the polynomials in the formal variables have constant degree), since
two unequal formal polynomials will only happen to be equal when instantiated with negligible probability.
We can then make an additional change to the game by doing all computation modulo N instead of modulo
p; in each component, since if this causes a difference, then a non-trivial factor of N can be computed, which
we are assuming to be hard.

In addition to the terms explicitly given to the adversary in our assumptions, we will add a randomly
distributed element of the full group, G. We denote this element by (Y7, Y>,Y3). This models the fact that
the adversary may have the capability to sample randomly from the full group. To see that giving the
adversary a single randomly distributed group element suffices to model this sampling ability, consider an
alternate game where the adversary is additionally able to query for a fresh random sample from G. If there
exists an adversary A who breaks one of our assumptions in this model, then we can create an adversary
B which breaks the assumption given only one randomly generated group element. This is because B can
respond to the random sampling queries of A by taking its one group element and raising it to randomly
chosen powers. We do not claim that this applies to all assumptions, since the internal views of B and
A will differ. However, in our assumptions, the goal is merely to produce group elements with particular
distributions, so A’s success will always imply success for B.

We do not include a random generator for Gp, since all of the assumptions we consider here require
the adversary to produce elements in G, and elements of G clearly do not aid the adversary in this task.
We note that the theorems in [52] which were used in [56, 57] to show generic security for the subgroup
decision assumptions that we also employ do not explicitly include generators of G or G being given to the
adversary, but the theorems still hold if one were to add these terms.

Theorem B.1. Assumption 4.3 holds in the generic group model if it is hard to find a non-trivial factor of
N.

Proof. Here the adversary is given
(]-7 07 0)7 (A17 07 0)7 (Rh X27 0)7 (AlRla W27 0)7 (RIA%7 V27 0)7 (07 ]-7 0)7 (07 07 1)7 (Yla Yv27 Y3)

and must compute

a = (al, as, a3), b = (bl, bg, bg)
such that
ay = blA% (4)

and ag,be = 0, a; # 0. Since the adversary can only produce linear combinations in Zy of the terms it is
given, it must use the (R; A%, V4, 0) term to introduce a non-zero A% term in a. However, this introduces a non-
zero contribution from V5 in as, and this cannot be canceled out because V5 does not appear elsewhere. [

Theorem B.2. Assumption 5.4 holds in the generic group model if it is hard to find a non-trivial factor of
N.

Proof. Here the adversary if given
(13 07 0)7 (Cl7 Oa 0)3 (023 05 0)7 (01027 Oa X3)7 (07 Oa 1)7 (Yla YQ? }/3)

and must compute (C1C3,0,0). Since the adversary can only take linear combinations of the received terms,
it must use non-zero contribution from (CC3,0, X3), but this also yields a non-zero contribution from X3
in the third coordinate, which cannot be canceled out because X3 does not appear elsewhere. O

Theorem B.3. Assumption 5.2 holds in the generic group model if it is hard to find a non-trivial factor of
N.
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Proof. Here is the adversary given
(17 Oa O), (017 07 0)7 (C27 Oa 0)7 (07 07 1); (Xla X27 0)7 (Yla }f23 }/3)

and must compute
a = (CL176L27(13)7 b = (bl, bQ, b3), d = (dhdg, dg)

such that
ap — b1d1 = 0102 (5)
and ag # 0. Let’s write

a1 = agq + BaC1 + 702 + (X1 + 1. Y1
by = ap + BC1 +1Co + +G X1 + Y1
di = ag + BaC1 + 7vaCo + +Ca X1 + naYs

where the coefficients are in Zy. Consider the coefficients of X;C7, X1Cs,Y1C1,Y1C5 in bidy, which are
respectively 85Cq + Balo, V6Ca + VaCo, MoBd + NaP, MoYa + NaYe. We argue at least one of them is non-zero,
which contradicts equation 5. (This uses some ideas from the proof of [15, Lemma C.1].) By equation 5 we
have Byv4 + 784 = 1. In particular, this means at least one the pairs (8p,va), (75, 84) contains two non-zero
coefficients. But since the coefficients of C? and C3 on the RHS of equation 5 are zero and it is assumed to
be hard to find a non-trivial factor of N, exactly one of these pairs contains two non-zero coefficients and the
other pair has both equal to zero. Moreover, since as # 0, at least one of (,,n, must be non-zero. If (, is
non-zero then (yag + Caap, = —(, is also non-zero. But since the coefficient of X7 on the RHS of equation 5
is zero, similarly to before we have that exactly one of (p, (4 is non-zero and the other is equal to zero. If
Na 7 0, then an analogous statement holds for 7y, 74. In all cases we can derive the desired contradiction. [J

C BB-Derived Signatures

In this section, we will improve upon a signature scheme implied by a variant of the IBE scheme introduced
by Boneh and Boyen [16] as a final example of leveraging the dual form signature framework.

Naor observed that if an IBE scheme is adaptively secure, then the implied signature scheme is also secure
under the same complexity assumptions [19]. The IBE scheme originally proposed by Boneh and Boyen was
only shown to be selectively secure. However, Waters proposed a variant of the Boneh-Boyen scheme with
linear-size public keys that was shown to be adaptively secure [71]. Unfortunately, these linear size public
keys would carry over to the implied signature scheme.

Our starting point is a variant of the Boneh-Boyen IBE introduced by Lewko and Waters [56]. By
embedding the Boneh-Boyen scheme in composite order groups, Lewko and Waters were able to keep the
constant-size public keys and show that the scheme is adaptively secure. This yields an implied signature
scheme which has constant-size signatures and is existentially unforgeable. (By “constant-size”, we mean a
constant number of group elements. The group size will depend on the security parameter.) Our signature
scheme is a more efficient version of this, where verification is done directly instead of through IBE encryption.
Because of this modification, security for our scheme does not follow from the security of the related IBE
scheme.

In our scheme, the Boneh-Boyen structure takes place in G, while G, is used for additional random-
ization, and the difference between the two signing algorithms appears in G,,. Namely, signatures produced
by Sign, have no G,, components, while signatures produced by Signp have random G, components. We
define the forgery types similarly: Type I forgeries have no G,, components, while Type II forgeries have
at least one nonzero G,, component. As for CL signatures, we prove dual-oracle invariance by designing
a backdoor verification test that the simulator can perform to reveal the presence of G,, components in
the forgery produced by the attacker. To perform this test, the simulator uses knowledge of the discrete
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logarithms of some of the public parameters v and h that form the core of the Boneh-Boyen structure. More
precisely, in the G, group our signatures are of the form ¢", g*(u™h)", where g, u, h are public parameters,
« is secret, and r is chosen randomly each time. In the proof, the simulator will know the discrete logarithms
of u and h base g (denoted by a and b respectively), which will allow it to perform a backdoor verification
which is like the real verification, except that the base g has been replaced by another a group element of the
simulator’s choice. Since the public parameters reveal no information about a and b modulo ps and a + bm
is a pairwise independent function of m, we are able to show that the challenge signature does not reveal
enough information about the space on which the backdoor test fails to enable the attacker to produce a
forgery for some new message m* that causes the simulator to mistake its type.

C.1 Ouwur Dual Form Scheme

We now give our dual form version of BB-derived signatures.

KeyGen(\): The key generation algorithm chooses two groups, G and Gr of order N = pypops, where
p1, p2, and ps are distinct primes of length A and e : G x G — Gr is a non-degenerate, efficiently
computable bilinear map. It selects uniformly at random u, g,h € G,, and o € Zn. It sets

SK = (O{, 92,3, 93)

and
PK = (N,u,g,h,e(g,9)),

where g 3 and g3 are generators of the subgroups Gy,,, and G,,, respectively.

Sign 4 (SK, M): Given a secret key SK = (a, 92,3, g3), a public key PK = (N, u, g, h,e(g, g)*), and a message
m € Z}, the algorithm chooses r € Zy and Rs, R; € G, uniformly at random (we note that random
elements in Gp, can be generated by raising the generator gs to random exponents in Zy ). It outputs
the signature

o= (02,01) = (9" Rs, g (u™h)"R}).

Signp(SK, M): Given a secret key SK = («, g2.3, g3), a public key PK = (N, u, g, h,e(g,9)%), and a message
m € Zy, the algorithm chooses r € Zy and Ry 3, Ry 3 € Gy,p, uniformly at random. It outputs the
signature

o= (02,01) = (§"Ra3, g*(u™h)" R} 3).

Verify(PK,m,o): Given a publickey PK = (N, u,g, h,e(g,9)*), a message m, and a signature o = (02, 01),
the verification algorithm checks that
e(or,9) _ elg,g)%e(u™h, g)"

e(og, umh) e(g, um™h)" =e(g.9)".

Forgery Classes We will divide the forgery types based on whether they have a G,, component. We let
z € Zy denote the exponent represented by the tuple (0 mod p1, 1 mod ps, 0 mod p3). Then we can define
the forgery classes as follows:

Type I. V; = {(m*,0*) € V|(03)? =1 and (c})* =1}
Type IL. Vi = {(m*,0%) € V|(03)* # 1 or (07)* # 1}
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C.2 Complexity Assumptions

We employ the same three static assumptions used to prove security for the LW IBE scheme [56]. The first
two of these were previously stated in Section 4.2, so here we only state the third.

Assumption C.1. Given a group generator G, we define the following distribution:

(N = p1p2p3,G,Gr,e) & g,

a,s &Iy, g & Gy, X0, Ve, 2, £ G,y X3 £ G,
D= (GvgagaX27XBags}/2722)7

Ty = e(g,9)**, T & Gy

We define the advantage of an algorithm, A, in breaking Assumption C.1 to be:
Adv S (\) == |Pr[A(D, T1) = 1] — PrlA(D, Tz) = 1]|.

Definition 9. We say that G satisfies Assumption C.1 if for any polynomial time algorithm, A, Advﬁ'l()\)
is a negligible function of \.

C.3 Proof of Security

We will show that our new signature scheme is secure under these assumptions by showing that it satisfies
the three properties of a secure dual form signature scheme.

Lemma C.1. If Assumption 4.1 holds, then our signature scheme is A-I Matching.

Proof. Suppose that there exists an attacker, A, that can create a forgery that is not of Type I with
probability € given access to an oracle for the Sign, algorithm. Then we can create an algorithm B that
breaks Assumption 4.1 with advantage negligibly close to e.

B first receives g, X3,T. B then randomly chooses exponents «,a,b € Zy and sets SK = (a, X3) and
PK = (N,u=g%g=g,h=g"e(g,9)* = e(g,9)*). Notice that the Sign, algorithm does not use go 3, 50
B does not need it in the secret key. For a query m, B chooses r, u,v € Zy uniformly at random and outputs
the signature,

o= (9" X5, g% (u"h)" X3).

Eventually, A will output a forgery, (c*,m*). First, B will check that the forgery verifies, if not then
B will output b € {0,1} uniformly at random. If the forgery verifies, then B will try to use this forgery to
determine whether 7" is in G, or Gy, p,-

B sets

Co = B(T, g)a, 01 = Tam*+b, 02 =T.

Then B proceeds with a backdoor verification test using the C' values as follows,

e(o1,C3)

——= = ().
6(0’2,01) 0

Since it is guaranteed that (o*,m*) passes the real verification test, we know that it will pass this
verification equation with 7" = ¢g° for any exponent s € Zy. However, since we do not know if T' € G,
we do not know if we can express 1" simply as ¢g°. In general, we can break T into its separate subgroup
components as follows,

T = g¢°g%,
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where g9 is some generator for G,, and the exponents s and ¢, are random, unless 7' € G,,, in which case
to = 0. Likewise, we can divide the signature elements into their components,

* _ r S22 823
09 =9 92 J3

* __ _a+r(am*+b) Si1,2 51,3
01 =9 ( )92 g3

where r and each s; ; are some exponents in Zy. If B receives a Type I forgery, then sz 2 = 512 = 0.
Then the backdoor verification equation proceeds as follows,

6(0’17 CQ) _ 6(97g)ase(gam*+b’g)rse(92’92)31’2,32
e(02,C1)  e(gom +b, g)rse(ga, go) 222 (am  +0)

t2(51,2752,2(am*+b))

= e(g,9)* e(g2, 92)
= Coelga, go)2 (12 —s22@m™+0) L g

If this equality is false, then B will output 1. If the equality is true, then B will flip a coin b € {0,1} and
return b. Notice that if B tried to create its own signatures using 7', if they were verifiable then they would
always pass this additional verification test. This means that B cannot gain any advantage against the
Assumption 4.1 challenger without using the output of A.

It must either be the case that T € G, or T' € Gp,p,. If T' € Gy, then t3 = 0 and the equality will
always hold. In this case B will output 1 with probability 1/2.

It T € Gp,p,, then ty # 0, so B will pass the verification depending on the values of s3 9 and s; 5. If A
returns a Type I forgery, then soo = s12 = 050 $1,2 = s2,2(am™ + b) and the forgery will always pass both
verification tests. In this case B will output 1 with probability 1/2.

If T € Gp,p, and A returns a Type II forgery (i.e. any forgery that is not of Type I), then either
s1,2 = Sa2(am™ +b) or s12 # saa(am™ +b). If s12 = sa2(am™* +b), then the forgery will always pass the
second verification test and B will output 1 with probability 1/2. However, in order for an attacker to create
a Type II forgery where s12 = s22(am™ + b), the attacker must be able to implicitly determine am* + b
modulo py. Of course, m* will be known to the attacker, but ¢ and b modulo ps are not revealed at any
point during the query phase, so there is a negligible chance, d, of an attacker being able to create a Type
IT forgery that passes the second verification test.

Finally, if T € Gp,,, and s1,2 # sz 2(am* + b) then the test will always fail, so B will output a 1 with
probability 1. Thus, we can calculate the advantage of B agains the Assumption 4.1 challenger,

|PrB(D,Ty) = 1] = Pr[B(D,Tz) = 1]| =

e<6-;+(1—5)1>+(1—e);—;’

1 1
= 56 — 56(5
Thus, if € is non-negligible, then B has non-negligible advantage against the Assumption 4.1 challenger.
O

Lemma C.2. If Assumption 4.2 holds, then our signature scheme satisfies dual-oracle invariance.

Proof. Suppose that there exists an attacker, A, that can break dual-oracle invariance with non-negligible
advantage. Then we can create an algorithm B that breaks Assumption 4.2 with non-negligible advantage.

B receives G, g, X1Xo, X3,Y2Y3,T. B picks random exponents a,b,a € Zy and sets PK = (N,u =
9%,9=g,h=g"elg,9)* = e(g,9)%) and SK = (a, X3, Y5Y3). Using these keys, B will be able to simulate
both the Sign 4 and the Signp algorithms.

If A requests a signature from the Sign, oracle for a message m, B chooses r,u,v € Zy randomly and
outputs the signature

o=(9"Xs, g"(u™h)" X3).
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Likewise, if A requests a signature from the Signp oracle for a message m, then B chooses r,u,v € Zn
randomly and outputs the signature

o = (g" (YaYs)", g*(u™h)" (YaYs)").

Finally, A will query B on some challenge message, m. B will choose a random u € Zy, and return the
challenge signature
o= (T, g°T*™bXY).

Clearly, if T € Gy,p,, then the challenge signature will be a correctly formed signature from the Sign,
algorithm, and if 7' € G, then the challenge signature will be a correctly formed signature from the Signg
algorithm. Note that am + b modulo py will not be correlated with a and b modulo p1, so the second element
will be randomly distributed in the G,, subgroup.

Once A returns the forgery, (c*,m*), B must first check that A has not seen a signature for m* before
and that (o*,m*) verifies. If either of these checks fail then B will guess randomly. If both of these are true,
then B must determine what forgery class (¢*, m*) belongs to in order to determine what subgroup T is in.
To distinguish between the forgery types, B must use a backdoor verification test similar to the one used in
the proof of Lemma C.1. B sets

Co = e(Xng,g)O‘, 01 = (Xng)am*—i_b, 02 = XlXQ,

and checks if
e(oy,Ca) -
6(0‘2,01) o

As we did in the proof of Lemma C.1, we can separate X1 X5 into its subgroup components,
X1X2 = g°gy°,

where go is some generator for the subgroup G,, and s and x5 are random exponents from Z%. As before,
note that since (o*, m*) passes the real verification equation, it will pass this backdoor verification in the
Gp, subgroup. We can also rewrite the forgery elements in terms of their subgroup components,

0_; — grg;2,29§2,3

UT — ga+r(am*+b)g;1,2g§1,3

)

where g3 is a generator for G,, and r and each s; ; are exponents in Zy.
The backdoor verification equation then becomes,

e(01,Ca)  elg, 9)*e(g®™ T, g)"e(ga, go)*12"2
e(02,C1)  e(gam +b, g)rse(ga, go) 222 (am™+h)
=e(g,9)*%e(g2, 92)
= Coelga, go)™2 (5127 s220em™40) L oy

x2(s1,2—s2,2(am™+b))

This gives us a result similar to the proof of Lemma C.1. However, in this case we know that x5 is nonzero,
so a forgery will only pass this verification test if 51,2 = s 2(am™* +b). Thus, if the forgery fails the test, then
with probability 1 it is a Type II forgery. If the forgery passes the test then it can be either Type I or Type
II. If o* is a Type I forgery, then sg 9 = 519 = 0, and it will pass this backdoor verification test. We claim
that a Type II forgery can also pass the additional verification test, but only with negligible probability.

In order to create a Type II forgery where s12 = s22(am™ + b), an attacker must implicitly determine
am™® + b modulo ps. Of course, m* will be known to the attacker. However, during the query phase, no
information about the values of a and b modulo ps is revealed. Therefore, if an attacker is to determine the
values of ¢ and b modulo ps, it must be from the challenge signature.
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In the challenge signature, a and b are only included in the second signature element. Thus, from the
challenge signature, the attacker can derive the single value am + b modulo ps. However, this single equation
has two unknowns (e and b), and it is impossible to determine the unique values of a and b modulo ps.
Moreover, am + b is a pairwise independent function of m modulo ps. Therefore, the attacker has no better
than the negligible probability of achieving the correct value of am* + b modulo py, as long as m # m*
modulo ps. It is possible that m* is equal to m modulo ps, but unequal to m modulo N. If this occurs
with non-negligible probability, then B can extract a non-trivial factor of N by computing the g.c.d of N
and m —m*. This non-trivial factor can be used to break Assumption 4.2 with non-negligible advantage, as
proven in [56]. Thus, we may assume that m # m* modulo ps, except with negligible probability. Hence, if
a forgery passes the additional verification test, then with high probability it is a Type I forgery. O

Lemma C.3. If Assumption C.1 holds, then our signature scheme is B-1I Matching.

Proof. Suppose that there exists an attacker, A, that can create a Type I forgery with non-negligible prob-
ability € given access to an oracle for the Signp algorithm. Then we can create an algorithm B that breaks
Assumption C.1 with non-negligible advantage.

B first receives g, 9*Xa, X3, 9°Y2, Z3. B then chooses random exponents a,b, € Zy and sets PK = (u =
g% g9=9h=g"¢e(g9,9)* = e(9°X2,9)) and SK = (a, X3, ZX3). B does not know «, but can use g*X, to
correctly simulate the Signp algorithm.

If A requests the signature for a message m, B chooses exponents r,u,v,c,d € Zy and outputs the
signature

o = (g"Z5XY, 9" Xa(u™h) Z4X})

This is clearly a verifiable signature and it will be randomly distributed in the G,, and G,, subgroups.
After the query phase, A will output some forgery, (m*,o*). First, B will check that the forgery correctly
verifies. If the forgery fails verification, then B will guess randomly. If the forgery verifies, then B can use
this forgery to determine whether T' = e(g, g)*® or if it is randomly selected from Gp. B will use a backdoor
verification test similar to the one used in the proofs of Lemmas C.1 and Lemma C.2. First, BB sets

Co=T, C; = (¢°Y2)"™ **, Oy = ¢°Ys.

Since a and b are chosen randomly modulo N, there will be no correlation between the G,, and the G,,
components of Cy. Finally, B will check that

e(oq, C
7( ! 2) = Co.
6(0.27 Cl)

We can represent T' by )
T =e(g,9)™",

where ' = 1if T = e(g, g)** and 1’ # 1 with high probability if T" is randomly chosen from G7. We will use
the same representation of * as in the proof of Lemmas C.1 and C.2. If ¢* is a Type I forgery, we know
that sy 2 and s1,2 must be zero.

The backdoor verification equation now becomes:

e(o01,Ca)  elg,9)*e(g™™ **, g)"e(ga, Y2)*1
e(02,C1) — e(gem th, g)rse(ga, Ya) o2z (am +0)

= 6(9’9)0‘86(92’ Y'2)81,2*52,2(am*+b) ; C().

If the equation verifies correctly, then B will output 1. If the equation fails, then B will flip a coin b € {0,1}
and output b. As before, notice that if B attempted to create its own signatures using 7" that they would
always pass this verification test. This means that B cannot gain any advantage over the Assumption C.1
challenger without the output of A.
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Suppose that T is selected randomly from G, then with all but negligible probability r’ # 1. This means
that the additional verification equation will fail with all but with some negligible probability, . In this case
B will output 1 with probability 1/2.

On the other hand, consider the case where T' = e(g, g)**. With probability €, A will produce a Type I
forgery where it is guaranteed that sy = s12 = 0. In this case, since (¢*,m*) passes the real verification
test, it must pass the backdoor verification test, meaning that B will output 1 with probability 1.

If T = e(g,9)* and A produces a Type II forgery, where s12 # sq2a(am + b), then the verification
equation will be false and B will output 1 with probability 1/2. If A produces a Type II forgery where
s1,2 = Sa.2(am + b), since (0%, m*) passes the real verification test, the equation will be true and B will
output 1. However, a and b modulo ps are not given out at all during the query phase, so the probability of
A achieving this correlation will be some negligible probability, §’.

Given all these possibilities, we can calculate the advantage of B as follows,

\Pr[B(D,Ty) = 1] — PrlB(D, Ty) = 1]| = ‘Pr[B(D,Tl) 1] - (6Pr[B(D,T1) —1]+(1-6)- ;)‘

_ ‘(1 —5) (P’“[B(DTI) =1- ;N

(15)(<e+(1€> <5'+(15/);>) ;>

1 1 1
—(1— - VS )
( 6)(2e+25 265),

which is non-negligible. O
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