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SUMMARY:

I propose the new key distribution system and attribute-based encryption scheme on non-
commutative ring where the complexity required for enciphering and deciphering is small. As in
this system encryption keys and decryption keys involve the attributes of each user, the system
is adaptive for cloud computing systems. The security of this system is based on the complexity
for solving the multivariate algebraic equations of high degree over finite field, that is, one of NP
complete problems. So this system is immune from the Grobner basis attacks. The key size of
this system becomes to be small enough to handle.
key words: key distribution, attribute-based encryption ,multivariate polynomial, Grébner basis,
NP complete problems

1. Introduction

Since Diffie and Hellman proposed the concept of the public key cryptosystem (PKC) and key
agreement protocol (KAP) in 1976[1], various PKC and KAP were proposed [2],[3],[4].

Another new concept, attribute-based encryption (ABE) system was proposed in 2000’s. As in
ABE system encryption keys and decryption keys involve the attributes of each user, the system
is adaptive for cloud computing systems. As almost all ABE systems proposed until now are
based on the bilinear pairing, the complexity required for enciphering or deciphering is not small
enough [5].

I propose the new key distribution system and attribute-based encryption system over non-
commutative ring where the complexity required for enciphering and deciphering is small.

The security of our systems is based on the computational difficulty to solve the multivariate
algebraic equations of high degree while the almost all multivariate public key
cryptosystems[7],[8],[9],[10],[11] proposed until now are based on the quadratic equations
avoiding the explosion of the coefficients. Because this system is based on multivariate algebraic
equations of high degree, our scheme is against the Grébner basis[6] attack, the differential
attack, rank attack and so on.

Though I can construct this system over many non-commutative rings, I will adopt the ABE
system based on the quaternion ring as the typical example for showing how this system is
constructed.

In the next section, we begin with defining the multiplication and addition on quaternion
ring H over finite field. In section 3, we describe the inverse of the element in H. In section 4, we
classify users in cloud computing system. In section 5, we describe n-dimensional vector. In
section 6, we describe the list of the n quaternions on the centre of cloud computing system. In
section 7, we describe AND operation of enciphering keys. In section 8, we describe AND, OR and
NOT operations of enciphering keys. In section 9, we describe the concrete method for
enciphering/deciphering. In section 10, we describe cryptanalysis of the proposed system. In
section 11, we show the numerical example for proposed system. In section 12, we describe the
sizes of the keys and the complexity for enciphering/deciphering.

In the last section, we provide concluding remarks.

2. Multiplication and addition of A,B€ H

Let gbe a prime. Let n, ¢, rand s be positive integers. Let SP be system parameters|qg, n, c,
r, s.The centre (trusted third party, TTP) chooses arbitrary parameters X20=(qiz,qiz qis,qid €
H* (=1,..,n), qi € Fq(j=1234) where H* is the set on the quaternion ring over finite field,
Fq such that



H™ ={(hy,hy,hg,hy) | 2 +hy% + g2 +h,2 #0mod q,h; € Fq,(i =1234)} (1)
H=H"U(0000).
Let A=(as,azas a4 € H,B=(b1,bs,bs,bs) < H,
We define AB mod q such that
AB mod q=(aib;-azbz-ashs-asbs mod q,
arbztasbrtashs-asbs mod q,
aibs-azbrtasbrtasbz mod g,
aibrashs-ashradb; mod

A+B mod g=(ar+b: mod q, ar+b2mod q, as+bsmod q, artbsmod q).

3. Inverse of Q)

From (1) 1) I, the inverse of any X1) € H* exists such that

Q) T=(h Tqymodg, h T modg, h lgzmodg, h gj,modq)
where 2)
h=[Q() [ gis” +io” +ig” + i #Omod g.

4. Classification of users in cloud computing system

We assign the class and rank to the user according to his/her attribute.
For example, when user A belongs to the class a and rank 3, use A is given three n-dimensional
vectors mentioned in §5.

5. n-dimensional vector Wa,)
We define the n-dimensional vector Wa,)) as the encryption/decryption parameters such that

Wa,)=(vaji,vajs,....vaj) € Fg", vaps Fq (a=1,..cj=1,..rk=1,..,n) 3
where
c1s the number of the class of users in this system,
ris the number of the rank of users in this system.
User Ais given Wa,), Wa,j-1),..,Wa,]) relating with his/her attribute i.e. class and rank.
Let (a,) be the attribute where a is the name of class and j is the name of rank.
When user A belongs to the class a and rank 3,user Ais given Ma, 1), 4,2 and Wa,3) from the
supplier of information (SI).

6. List of n quaternions (LQ) to be non-commutative each other

The SI selects n quaternions such that

QG)EH" (i=1,...n), (4)
where
QM)QH) #Q(NQ) (i #i),
@A <i,j <n).

The SI publishes L, the list of the n quaternions, @(1)(7=1,..,n) on the centre of cloud computing
system.

7. Basic method for enciphering/deciphering by only AND operation



SI distributes Wa,) € Fg»to user A who belongs to the class a and rank j through the secure
communication line beforehand.

SI publishes cipher-text C corresponding to the message M & H on the centre of cloud
computing system such that

E(a,i) = Q(Vai;)Q(Vai,)..Q(Vai,)mod g, (5)
(=1,...,)

C=Ka,) + + - Ka,DMHKa, ) - - - Kaj) modq € H

where
M=M;, MM M) < H (6)
M€ Fq, (k=1,2,3,9)

We consider that plaintext M is enciphered by using “AND” of enciphering keys Ka,7) (i=1,...,)).
The user A downloads L& and Cfrom the centre of cloud computing system through the insecure

communication line and deciphers Cto obtain M by calculating the decryption key IXa, 1),..,IXa,))
using V(a, 1),.., Wa,)) such that

(I:_)(a,i)) = Q(Vai,)Q(Vai,)..Q(Vai,) mod g, (7
=1,..,
M'=D@1 .. D, j)LcD(, j).. D@l mod g. (8

Since M a,0=IXa,1) (i=1,..7), we obtain M=M.
L@ is replaced at the every set of cipher-texts Cor L@ 1is replaced periodically.

8. AND, OR, NOT operations

Here we define the AND, OR, NOT operations of encryption/decryption keys as follows.
8.1 AND operation of encryption keys
Let K a,j) and Kb,k be the encryption keys.
AND operation of Ha,)) and Kbk, ANDIEa,)), EXb,k)] is defined such that
ANDI K a,)), Xb,k)|=HK a,)) Kb,k mod q.
Note that in general,
ANDI K a,), EXb,k)]# ANDIEb,K),Fa,)].

8.2 OR operation of 2 encryption keys, (2-OR)
Let s be the positive integer to be published.
2-OR operation of K a,) and E(b,k), OR[HKa,), X b,k),X is defined such that
ORI K a,), bk, X1 =Eb,k)(1-Ka,)s Kb,k (1-Fa,jsX)+
HKa,)(1-Kb,k)sHKa,) ) (1-Kbk:X) mod q.
If and only if (Iff) X=Fa,),
ORI K a,), Kbk, Ka,) <= 0+ Kaj(1-EbksKa,) =) (1-KbksKa,j) =Ka,)mod q
where Xe H* 0=(0,0,0,00 € H.
Iff X=F(b,k) s,

ORI K a,)), X b, k), X b, k) <s|=E b,k)(1-Fa,)sEXb,k) =) (1-Ka,)s EXb,k) ) + 0=Eb,k) mod q.
(See <appendix> theorem 1)

8.3 OR operation of 3 encryption keys, (3-OR)
3-OR operation of M a,), b,k and Ec,)), OR[ K a,), X b,k),Kc,),Xl is given such that
OR|[ K a,)), K b,k), Ec,),X1=Ec,)(1-Ka,)sKc,) =) (1-F a,)sX)(1-E b,k sEc,) ) (1-E b,k)sX)
+ K a,)(1-Kb,BsEa,j) ) (1-Kb,k)sX)(1-Kc,)sKa,j) 9 (1-Fc,)sX)
+ Kb, k(1-Kc,)sKb,) %) ((1-Kc, X (1-F a,)s b, k) <) (1-Ka,)sX) mod q

3



where XE H*

If X=Ha,)~,

ORI K a,), bk, ), Ka,j)l

=+ K a,))(1-Eb,k)sKa,)) ) (1-Fb,ksHKa,j) ) (1-Kc)sEKa,) ) (1-Kc ) K a,) 9)+0=HKa,)) mod q.
If X=Fb,0)s,

ORI K a,), bk, Kc,), b,k

=0+ O+ FXb,)(1-Kc,)s EXb,k) =) 1(1-Kc,)s EXb,k) =) (1-Ea,))s X\ b, k) =) 1(1-F a,))s X b, k) =) = b, k) mod q.
If X=Hec,),

ORI K a,)), X b,k), Xc,1),Kc,)

=K, )(1-Ka,p)sHKe,) <) (1-FKa,p)sHKc,) <) (1-EbksHKc,) <) 1 1-FKb,kE(c,) sH0+ 0 =Ec,) mod q.

As 3-OR operation has the second order polynomial of X, some values of X exist that satisfy the
equation such that

ORI K a,)), X b,k), Kc,),X1=HKa,j) mod q.

But the probability is very small that the value of X selected randomly satisfies the above
equation because the value of modulus q is selected larger than O(220) as described in section 12.

t-OR operation is given by t-1 degree polynomials of X on H.

8.4 NOT operation of encryption key
NOT operation of Fa,7), NOT(Ea,j),X) is defined such that
NOTI K a,), X1=(1-Ka,)sX)(1-K a,j*X) mod q,
where we define
(0 mod @) =0 mod q.
Then Jlet X=(0,0,0,0) € H,
X=h10modq,-h0modgq, -h"’Omodq, -h0modq) =(0,0,0,0) = H.
where
h=0%+ 0%+ 0% (P=0 mod q,
from definition
h=0mod q.
If X=Ha,)~,
NOT(E(a,),X)=(1-K a,)s K a,))*) (1-K a,))s K a,))®) mod q=0"0 mod ¢=0.
If X=Hb,K),
NOT( K a,p),X)=(1-Fa,p)sEb,k) =) 1(1-Fa,)sF b,k ) mod ¢=1 mod ¢=1.

8.5 Complicated operations of AND and OR of encryption keys

Now we can calculate the logical expression of encryption keys as follows.

R(X, Y=ANDIOR| Kc,), Xd m),Xl,OR K a,)), Xb,k), Y]

=OR| Kc,), EXdm),X] ORlK a,)), bk, 1= {E\d,m)(1-Ec,)sEd,m)=)(1-FEec,)sX) +

K )(1-Ed m)sE(c,)s)(1-Ed m)<X)} { EXb,k)(1-Ea,)sEX b k) <) 1(1-Ka,psY) +
Ha,)(1-Eb,ksKa,)s)(1-Kb,kY)} mod q.

If X=Hc,)s and Y= Ka,)~+,

R(X, Y)=Hc,) Ka,).

We can also calculate the logical expressions of decryption keys, IXa,j), IXb,k) etc.
9. Proposed method of enciphering/deciphering

9.1 Key distribution system



1) The centre selects the system parameters SP=[g,n,c,zsl, and publishes them on the cloud
computing system, where let g be the prime, n be the number of X2, ¢ be the number of
the class, rbe the number of the rank, s be the positive integer.

2) All users (including the supplier of information) download SP.

3) The supplier of information (SI) selects n-dimensional vector Wa,1) (a=1,..,c;F=1,..,r ) where
SI is the centre or one of users in the cloud computing system.

4) SI classifies the users according to his/her attributes i.e. class and rank.

5) SI distributes the n-dimensional vector Wa,d), Na,d-1),.., Wa, 1) to the users whose attribute
is class a and rank d through the secure communication line beforehand, where
Wa,)=(vaiy,vais, -, vain) € Fg, van<i{12 .0, (=L.,dik=1,..,0 .

6) SI selects X1)(i=1,..,n and publishes the list of X2, LQ on the center of cloud computing
system.

SI changes the LLQ frequently.

7) The users with attribute (2,d) who received the n-dimensional vector Wa,d), Wa,d-

D),.., W a, 1) calculates the encryption keys Ha,d),..,/a, 1) by using (5).

9.2 Attribute-based encryption (ABE)
For example, in case of =2 and r=3 we show the enciphering/deciphering procedure.

8) SI who wants to send the massage M to the users with the attribute (a,3 or the attribute
(b,9, enciphers the message M to cipher-text (XX) as follows.
K(X)=ORIANDI K a,3), a2, a,D],ANDI E(b,2 E(b, 1)],X]
=OR|Ka,d a2 Ka,1),Kb2Hb1,X,
AX)=| KX | KX MKX) ! mod q,
where
let K(X)=(k;, ks ks ks and | K(X) | =ki* ko?+ ks?+ ks mod q.

Then O X)= (k1,ks ks k) Mk, ks, ks, k)
9) SI publishes O(X) on the center of cloud computing system.
The user A with the attribute (2,9 or the user B with attribute (5,2 who want to obtain the
message M accesses to the cloud computing system and download (XX), LQ and decipher
A X) to message M as follows.

10-1) The user A with the attribute (2,3 calculates Ka, 1),.., K a,d from Wa,1),.., Wa,3 and LQ.
10-2) The user B with the attribute (5,9 calculates Eb, 1), X b,2) from Wb, 1), Nh,2 and LQ.
11-1) The user A with the attribute (a,8) deciphers (XX) to obtain M as follows.

The following expression is obtained by substituting (K a, 1) M a,2 K a,d) sto Xof AX).

CM=C(Ka, 1) Ka,2 Ka,3)*)

=| K(Ha, 1) Ka,2 Ka,3)9 | K(Ka, 1) Ka2Ka,3) ) MK(Ha,l)Ka2HKad)s)}!

=|Ma, ) Ka,2Ha,3| OR a3 Kb2HKa,l), Kb2,Kb1), (KalHKadKasd) s M

{ORI K a,3 Kb,2 K a,1), Bb2,HKb,1), (Ka,1) Ka,2 Ha,3)sl} !

=| Ka, 1) Ka,2 Ka,| Ka,JdHKa2Ka l)MHKa,3)HKa2E@ D

Then

| Na, D INa,DIa,3) | 1 Ia, 1) 11 a,2) Ia,3) ! CMIXa,3) IXa, 2D Xa, )= M

is obtained because that

| Na, ) Xa,Da,3) | = | Ka, D) K a2 Ead3|.

11-2) The user B with the attribute (5,2 deciphers (XX) to obtain M as follows.

The following expression is obtained by substituting (Zb, 2 EXb, 1)) s to X of (A X).
CM=CO(EXb, 1) EXb,2)5)=| K(E b, 1) EXb,2)5) | K(Eb, 1 Eb,2) ) ME(ED, 1) ED,D)9)}!

= | Kb, 1) EXb,2 | ORI K a,3) F\a,2 Ka,1), Kb,2Eb,1D, (Eb 1) EKb2)| M

{OR| K a,3 Ra,2 Ka,1), Kb2HKhb,1), (Eb, 1) EKb2) s}

=| Kb DEDb2| Eb2Eb I)MEbIEb D}

Then

| DX(b, D IXb,2) | 1IXb, D1 IXb,2) 1 CMIb,2)D(b, V=M

1s obtained because that



| DXb, D DXb,2) | = | Kb, 1) Eb,2|.
10.Cryptanalysis of the current system

10.1 Solving M and Fa, 1) from C=| Ka,1)| Ea, ) M{E(a, 1)}

Cryptanalyst who tries to obtain M=(m;mzmsms) and HKa,]) from the value of C does not
have the separate information on Mor HMa, ).

C=|E(a,1)| Fa, DM Ea, 1)}

is able to be transformed to

C=|Kalg| Ka Dg(gMg{Fa,)g! where g<=H*and|g|=1.

Then cryptanalyst cannot determine the value of M or Fa,I) because many pairs of M and
Ha, 1) exist.

10.2 Grébner basis attacks for the proposed scheme
It is said that the Grobner basis attacks is efficient for solving multivariate algebraic
equations.
We calculate the complexity G to obtain the Grobner basis for our multivariate algebraic
equations over Fq so that we confirm immunity of our system to the Grébner basis attack .
1) Method for obtaining (X, Y from the expression of OX,Y)
XY= RX Y| RX YMRXY)!is given
where (X, V=ANDIOR|Hc,), Xd,m),X|,OR Ka,), bk, Y.
Then, we calculate the complexity required to obtain RX,Y) in case that n=32 and s=
(229).
R(X,Y) has 100 coefficients because the i-th element of £ X Y), ri has the form such that
ri=eigteinxrt.. Feiuxsteziyrt. eyt esuxiyrt. teissxeys (= 1,.., 4,
where X=(x1,..,x9), Y=(y1...,y9) and eio, ejie;x< Fq.
(R(X, Y)11is given such that
(RX, V) '=(hlrs,- hlrs,- h'lrs,- h'lry)
where
h=ri*ro#+rs#+r mod q,
| RX,Y) | =ri#+ro?+rs*rs mod q=h.

Then O X, Y)=(c1,czc3c9 has the form such that

Ci =Cig*rCitIXr+.. +CitaXt Cizryrt. .+ Cizay et cisuX1yrt. + cissaxayrt CAX, Y+ C4 X, Y),

(7=1,..,9,

where C3X,Y) is polynomial of xi,..,x4y7,...y2 of 3 degree and C#4X,Y) is polynomial of
X1,..,X4,V1,..,y4 of 4 degree.

We try to obtain the coefficients, e, ejejr of BX,Y) from (AX,Y) by using Grébner basis.
The number of variables is 104.

The number of equations is 90X=(1+&+ 36+ 80+ 100)* 4).

The degree of equation is 4.

G=(104C5) =263 (w=2.39) is not enough large.

But RX,Y) and M is able to substitute for RX Vg and g’Mg where |g|=1 Then
cryptanalyst cannot determine the value of M or R(X,Y) because (X¢9) pairs of M and R(X,Y)
exist.

It is said that it is not efficient to obtain the coefficients, e;ej,ejix of R(X Y) from OX,Y) by

using Grobner basis.
2) Method for obtaining a,)), FX\b,k), FXc,) and Ed,m) from the expression of AX,Y)

X V=|RX Y| RX YMAHRX,Y))is given where
R(X,Y)=AND|OR| Kc,), EXd m),X|,OR K a,5), EXb,k), Y1].
Then, we calculate the complexity required to obtain Ha,)), bk, c) and Hd m) in case
that n=32 and s=0(22)).

Considering that OR[HKa,)),F\b,k),Y] is polynomial of A a,) and Kb,k of more than 3s-

degree, we are not able to adopt Grobner basis attack.



It is shown that this scheme is immune from the Grébner basis attacks. Then it is said
that the polynomial time algorithm to break our scheme does not exist probably.

11. Numerical example of key distribution and attribute-based encryption
We show the simple example of key distribution and attribute-based encryption in this
section.
Centre of cloud computing system publishes the system parameters.
SI publishes ciphertext (XX) on the center of cloud computing system which only user A with
attribute (a, 7) or user B with attribute (b, ) can deciphers.
User A or B download (X from on the centre of cloud computing system and deciphers
plaintext M by using his attribute (&, 1) or (b, 1) independently.
The procedure is shown as follows.
1.Centre selects system parameters such that
5, n=6, =2, r=1, s=1
Center publishes them on the centre of cloud computing system.
2.91 selects L= QX 1), XD, X3), X4, 5)} such that
AD=(41,24), XI=(221,9, AI=(2,3,40, XD=(42,4,0, XH=0,3,22).
SI publishes LLQ on the center of cloud computing system.
3.81 selects Wa,1)=(1,2,3,1,4) and Vb, 1)=(4,3,1,2,5).
SI sends Wa, 1), WhD to user A and user B through security communication line,
respectively.
4.81 calculates M a,]) from LQ and Wa, 1) such that

Ha,D)=(D X2 X)X 1D mod ¢=(1,2,3,).
5.User A downloads L.Q from the center of cloud computing system.
User A calculates Ma, 1) from LQ and Wa, 1) such that

Ha, D=6X1) X2 X3 XD XD mod ¢=(1,2,3,3.
6.9I calculate £(b, 1) from LQ and Wb, 1) such that

Eb, D=9 X3 XD X X5 mod ¢=(32,1,2).
7. User B downloads LQ from the center of cloud computing system.
User B calculates b, 1) from LQ and Wb,1) such that

Hb, D)= X3 XD X XH mod ¢=(32,1,9).
8. SI publishes ciphertext C(X) for plaintext M on the centre of cloud computing system as
follows.

KX=OR{HKa,1),Hb,1)]
=Hb,D1-Ea, 1) Kb, D)) X(1-Ka, ) X)+Ea, D 1-Eb, D) E(a, 1)1 (1-Eb, D X).
=(32,1.911(1,2,33(32,1,2141{1,2,3 3(x1x2,x3 x4+
(,23314321,2(1,233 14143212 (x1,x2,x3,x4)
=(4+ 3x 1+ Oxz+ x5+ 3x4, 1+ Ox 1+ 3x 7+ x5+ 44, I+ 4X 1+ 2X 7+ x5+ Ox 4, I+ 2x 1+ X7+ OX 5+ 3% 1)
=(k1,ko ks k),
Let Mthe plaintext (4,3, 1, 1).
AX=| KX | KX MKX))1
=(k1,ko, ks, k) M ki, ks, ks, ks
=(4+3x1+0xo+x3+3x4, 1+0x1+3Xo+3x3+4x4, 1 +4x1+2X0+3x3+0x4, 1+2x1+X2+0x3+3x4)(4,3,1,1)
((4+3x1+0x2+x3+3x4), -(1+0x1+3x2+3x3+4x4), -(1+4x1+2x9+3x3+0x4), -(1+2x1+x2+0x5+3X4))
=(1+4x1+3x2+0x3+2x4+X 1 2+X22+X 32+X42+0x1 X2+ 0x1 X3+ 0x1 X4+ 0xX2X3+0x2X 4+ 0X3X 4,
4+4x1+1x2+1x3+1x4+4%x12+0x22+2x32+4x42+2x 1X2+4X1X3+H0X1X 4+ 1 X2X 3+ 2X 29X 4 +4X3X 4,
4+4x1+2x2+0x3+2x4+3x12+4x22+4x32+4xX42+0x1X2+3x1X3+2X1X41H0x2x3+0X0X 4+ 4 X3X 4,
2+1x1+3x2+3x3+0x4+ 1xX12+0x 224X 32+ 83X 42+ 2x1Xo+0X1X3+4x1X4+3X 20X 3+ 4XoXa+ 1 X3X4).
9. User A downloads O(X) from the centre of cloud computing system.
User A calculates Ha, I)?and (X\Ha, 1)) such that
Ha,1)7=(1,2,33 -1=(1+4+4+4)1(1,-2,-3,-9=(2,1,4,4).
A Ea, 1) )=0(21,4,49)=(2,0,0,2).
User A deciphers M such that
| Ka,1) | 1Ka, D1 Ela, 1)) Ka, D= (1,233 |1(2 1,49 (2002 (1,239=(4,3,1, )=M.
User A obtains plaintext M.



10. User B downloads (XX) from the center of cloud computing system.
User B calculates (b, 1) ?and CLAb,1)?) such that

Eb,D)1=(321,9 =41+ D (3,-2,-1,-9=(1,1,3,1).
AEb,D)=C(1,1,31)=2,020.
User B deciphers M such that
| b, D | 1Eb, DO, D) Hb,D=1(32127(1,1,31 (2020 (32 1,2=4,5,1, D=M.
User B obtains plaintext M.

12. The size of the keys and the complexity for enciphering/deciphering
We consider the size of the system parameter q. We select the size of q such that the size of
the order of H, (g% is larger than O(2%°). And we select the size of n such that (n?) is larger
than ((2%). Then we need to select modulus ¢ = O(220) and n= 19,

In case of n=32, =128, 1=8, Ks)=XA229) and Kq= 229, the size of L, SV={W1,1),.., Vc,n)},
SE={K1,1),...,HKc,n)}, SD={IX11),..IXc,n)},SP are about 2.56kbits, 164kbits, 82kbits, 82kbits,
55bits respectively.

The complexity to obtain SE and SD is (X229 bit-operations each. The complexity to obtain

the cipher-text C=| K| KMK where K= AND[Ka,]),..,[Xa,39)] is (29 bit-operations.

The complexity to obtain the plaintext M=| K| 'K!CK where K= ANDIIXa,1,..,.IXa,39)] is
((279) bit-operations.

The complexity to obtain the cipher-text A X)=| K(X) | K{X) MK(X) ? where
KX)= OR(Ka,1,...la,16),Ka,17),..,.Ka,32,Xl is (2?) bit-operations.

On the other hand the complexity of the enciphering and deciphering in RSA scheme is
O Alogn)9)=259) where the size of modulus n is 2048bits.

Then our invention requires small memory space and complexity to encipher and decipher
so that we are able to implement our scheme to the mobile devices.

13.Conclusion

We proposed the key distribution system and attribute based encryption. It was shown that
our system is immune from the Grobner basis attacks by calculating the complexity to obtain the
Grobner basis for solving the multivariate algebraic equations.
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<Appendix>
Theorem 1

Let ORI K a,)), EXb,k),X] be
E(b,B(1-Ka,ps Kb,k s)(1-Ka,j)sX) + Ka,)(1-Ebk)sEa,jp) =) (1-Kb,k:X) mod q.

If and only if (Iff) X=X a,)),

ORI K a,)), Xb,k), X a,))s|=Fa,j)) mod q
where Haj)+ Kbk, X<H*, 0=(0,0,0,0< H.

Proof:
If X=Ha,)s,

ORI K a,),Eb.k), Kapsl= 0+ Ka,)(1-FbksHKa,p) ) (1-Eb,ksKa,)s) =Ka,)mod q
where 0=(0,0,0,0) < H.

If

Eb,B)(1-Ka,)sE(b k=) (1-Ka,psX) + Kaj)(1-Eb ks Kaj) ) (1- Kbk X)=HKa,y - - -+ D,
Eb,B)(1-Ka,ps Kb,k s)(1-Ka,ps X') + Ka,)(1-Kb ks HKa,)=)(1-KbksX)=Kay « + +©@,
Calculating O—©@ ,

Eb,k(1-Ka,ps Xb,k) ) (- Ka,)s(X-X)) + Fa,)(1-Kbk)sKaj) )1(- Xbk)(X-X)=0
Eb,B( Ka,)s Kbk 1(-(X-X)) + Ka)( bk - Ka,)=)1(-(X-X))=0

(E(b,k)- Ea))( EKa,) s Kbk )1 (-(X-X)) =0

(B(b,k)- Ha))( Ka,j) s Kbk)s)(X-X) =0

From K a,)# K(bk), then Ha,) s+ Kb,k) =.

We obtain

X=X q.e.d.



