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Abstract

We present in these papers a scheme, which bypasses the weakness presented in the existed scheme
of IBE with random oracle. We propose, a secure scheme which project into Z,, contrary to elliptic
curve as with Boneh and Franklin. More, our scheme is basing in its study of simulation in the
problem 4-EBDHP which is more efficient than ¢-BDHIP used by Skai Kasarah. We provide the
prove of security of our scheme and we show its efficiency by comparison with the scheme declared
above. Even if it we have a little cost in complexity, but as in the field cryptography we are more
interested to the security, this makes our proposition more efficient.
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1 Introduction

This article is devoted to present a 4" scheme of IBE in the random oracle model[1]. And since
this latter is a weaker notion [2] it will be interesting to reduce as possible the weaknesses of the
schemes of IBE under this model. That’s we will do in this article.

Problem of security with the existed scheme

Firstly we recap that we have three scheme of IBE under the notion of the random oracle : Boneh
and Franklin[3], Skai Kasarah[4], Boneh Boyen[5](full version).

Projection expensive of Boneh and Franklin : The identity-based cryptography (especially
IBE) was firstly introduced by Shamir[6] in 1984, but it is not realistic until the invention of the
scheme of Boneh and Franklin[3] in 2001. Even if this latter is drawn in the model of the Random
Oracle, it has some weakness. The hot one is that it can be dissociated of the projectin in the
elliptic curves. Which limits the use of these latter and this can influence in the security. To over-
come this problem, the work [7] [8] are proposed. In [7] Michael Scott suggested using Hy(ID) =
cHy(ID) with Hy hashed in the random point, c is the cofactor. The [7] may be attractive, but it
can be enjoyed, if we use the Tate pairing instead of the Weil pairing originally used by Boneh and



Franklin. In [8] the authors are based on [20] to project the hash in the ordinary curves instead of
super singular, their result is important. But, it was based on the fact that they suggest that the
proof of security remains valid if we integrate the random oracle, which requires a thorough study.
More than that they deal only with characteristic 3 which is a restrict.

Problem minor with Skai Kasarah The second efficient scheme in the randoms oracles is that
of Skai Kasarah [4] in 2003. This scheme poject into Z, contrary to elliptic curve as with [3], but it
has another problem. It is the use of a minor problem : g-BDHIP in the study of simulation which
has a security O(¢/q)(PDL has O(q)) according to the result of cheon [9]. And this pose a problem
of security against malicious attack and even against passive attack.

Organization

We firstly give some preliminaries we then present our scheme in section 3. In section 4 we test the
security of our scheme. Section 5 is dedicated to test the efficiency of our scheme by comparison
with the existed. And in the end we conclude.

2 Some Preliminaries

2.1 Elliptic Curves

In general the equation of an elliptic curve E over a finite field k, is of the form :

Y24+ a1 XY +a3Y = X3+ as X? + as X +ag (*)

The elliptic curve over a field k, is defined as follows :

Ek)={ (X,Y) € K?/(X,Y) verifies (*)}

A point P of coordinated (x, y) in an ellitpic curve E is singular, if %:O and % = 0. The curve
is called singular if it has at least one point singular.

The elliptic curve admits an element neutral noted universally by O, which has the form : (0,1,0)
in the projective coordinates.

2.1.1 Group law for elliptic curve

An elliptic curve is fitted with an internal law of composition additive :
Let P = (Xp,Yp) € E(k) and Q = (X, Yg) € E(k) so:
P+O=P,0+P=P

P+ (—P) =0 s —P= (Xp,—Yp —CL1XP —ag)

Explicit formula

Let P = (Xp,Yp) and Q = (Xq,Yq). The coordinates of P + Q are defined as :
XP+Q =\2 +a1A—as— Xp —XQ,
Ypig= —(\+ CL1)XP+Q — vV —as

. Yo—-Yp . 3X24+2a0 X ptas—a1Yp .
With, \ = XZ_XI; if P#Q and A\ = P2YQianPia31 2 if not .
In general, for a field k of characteristic different to 2 and 3, the coordinates will be as follows :
If Xp # Xg, P+Q is the point of coordinate (Xp4q,Yp+g) such that : XP+Q:)\2 - Xp—Xqg

. Yo-Y,

And, YP+Q = )\(Xp — XP+Q) —Yp with A = XZ—XFI’D
But if : Xp = Xg with Yp # Y, we will have P+Q=0. And if : Yp = Y, we will have a point
double 2P of coordinated (Xap, Yap), such that Xop = A2 —2Xp and Yaop = A\(Xp — Xpiq)—Yp,




with A = (3Xp + a)(2Yp)~!. Taking into account that the equation of the elliptic curve for a field
of characteristic different from 2 and 3 is in the form : Y2 = X3 + aX + b after using a suitable
change of variable.

2.2 Pairing

A pairing is a bilinear map that takes two points on an elliptic curve and gives an element of the
group multiplicative of n-th roots of unity.
Considering E(k)[r] (points of r-torsion on elliptic curve E)

2.2.1 Propriety

Bilinear : : V P1,P,Q1, Q2 € E[r], ¢;(PL+ P2, Q1) = ¢, (P1, Q1) - ¢ (P2, Q1) and ¢ (P1, Q1 + Q2)
= ¢ (P1, Q1) - ¢ (P1,Q2)

Identity : VP € E[r] ¢,(P,P) =1

Alternate : ¢,.(P,Q) = c.(Q, P)~!

Non-degenerate : If VP € E[r| ¢,(P,Q) = 1 then Q = O and if VQ € E[r] ¢,(P,Q) = 1 then
P=0

It is clear from these properties that we have ¢, € p, (set of the r** roots of unity), since ¢, (P, Q)" =
CT(TP, Q) - CT(OaQ) =1

Among the pairing we cited : Weil, Tate, Ate, n

2.2.2 Weil Pairing
The Weil pairing is defended as follows : e, :E[r] x E[r] — . (s, is the set of the 7" root of the

D
unity) such that : e, (P, Q) = ;zQ EDS;
P

2.2.3 Tate Pairing

The Tate pairing is the application :

t, :E(k)[r]xE(k)/rE(k) — k*/(k*)"

(P,Q)—t.(P,Q)=fpp(Dg) modulo (k*)". And to have an exact value, it can be defined as follows :
t(P,Q) = (fp, (D)@ V0"

2.3 Random Oracle & Standard Model

Random Oracle : In cryptography, an oracle is a random that answers all queries proposed at ran-
dom and specific request (for more details we send the interested to[1])

The oracle answers in the same way each time it receives such requests. In other words, a random
oracle is a mathematical function used in a mapping, but all its requests have the randomized
response within its area of output.

Virtually the Random Oracles are often used to produce hash functions (typically built). These
functions use in their regime Random Oracle with the mathematic hypothesis very strong but we
can say that there are hash functions which can’t operate with the Random Oracle. The opposite
of the random oracle is Standard Model.



2.4 IBE security notions

The security of a cryptographic scheme combining the possible goals and attack models. The most
important goal are : indistinguishability (IND), Semantic Security. Regarding attacks we have :
chosen-plaintext attacks (CPA), chosen-ciphertext attacks (CCA). The relation betwwen all this
was given in [21][22]
Definition :IND-ID /sID-{CCA, CPA}
Let I' = (S,X,E,D) be an IBE scheme, and let A = (Ay, A1, A2) be any 3-tuple of PPT oracle
algorithms. For ATK = ID/sID-CPA, ID/sID-CCA, we say I' is IND/sID-ATK secure if for
any 3-tuple of PPT oracle algorithms A,| pr(1)-pr(2) | € neg , where
(id,y) «— Ao(1")
(pms,mk) «— S(1%);
pr(i)= ¢ v="0| (MY, m®ide),0) — ATV (pms, id, )
¢ «— E(pms,ide, m(i));
v e— AQV% (o, (idup, €))
The expression represent the oracles Oy, Oy. Additionally, m(!) and m® are required to have
the same length ; neither A; nor Ay are allowed to query O; on the challenge identity id.;, and
Ay can not query Oz on the challenge pair (id.p, c). These queries may be asked adaptively
(like CCA2 after phase 2), that is, each query may depend on the answers obtained to the
previous queries.

2.5 Problem Bilinear of Diffie Hellman

During all this article we use the multiplicative expression instead of the additive one to simplify
the proof of security. So we will give the following definition in the multiplicative expression.
Definition 1 :

(k+2-Bilinear Diffie Hellman Exponent Problem (k+1-BDHIP) [see [13]]). Let k be an integer,
and x € Z;, g € G3, g = ¥(g), & : G1 x Gg — Gr. Given (g’,g,g””,gxz,...,gxk), compute
8(g, )" is difficult.

Definition 2 :
(k+2- Diffie Hellman Exponent Problem (k+1-BDHIP) [see [13]]). Let k be an integer, and x
€Z;,9€Gs5 g=1(d),é: G x Gy — Gr. Given (g’,g,gm,g””Q,...,g””k), compute ¢ is
difficult.

Definition 3 :
(k-Bilinear Diffie Hellman Inversion Problem (k-BDHIP) [see also[13]]). Let k be an integer,
and x € Z;, g € G5, g = ¥(g), & : G1 x Gg — Gr. Given (g’g,gx,ng,...,g“k), compute
&(g', g)x is difficult.

Definition 4 :
(k- Diffie Hellman Inversion Problem (k-DHIP) [see also[13]]). Let k be an integer, and x € Z,
geGE g=1(d),é: G x Go — Gr. Given (¢'g, ¢*, g* ...,g””k)7 compute gwl' is difficult.

Definition 5 :

(Bilinear Diffie-Hellman Problem BDHP [see[3]]). Let G, G2 two rings with prime order q. Let
é : G1 X G9 — G7 be an application admissible and bilinear and let g be a generator of G1.
The BDHP in < G1,Ga, é > is so : Given < g, ¢%, g, g¢ > for a, b, c € Zg. Calculate é(g, g)*e
€ (9 is difficult.



3 Our Proposition

We have two kind of Pairing : Asymmetric pairing and the Symmetric one. In this latter we use
the supersingular curve until in the first we use the ordinary curve. And it is proven in [10] that
the asymmetric pairing are more convenient to the security. So in the following version we use this
latter and we prove the security of our scheme under them.

Our scheme

Setup. Given a security parameter k, the parameter generator follows the steps. .

1. Generate four cyclic groups G1, G2, Gs and Gr of prime order g, two isomorphism 9, 13
from respectively G2 to G; and G3 to GGy, a bilinear pairing map é : Go x G; — G . Pick
a random generator g; € G1* and set go= 1¥2(g1), 93= ¥3(91)
2. pick : a random a which is the residue quadratics of s i.e a=s?, after pick Pub; = ¢1°, Puby =
g1”
3. Pick four cryptographic hash functions Hy : {0,1}* — Z7 , Hy : Gy — {0,1}",
Hjz :{0,1}" x {0,1}"" — Z7 and Hy : {0,1}" — {0,1}" for some integer n > 0.
The message space is M = {0, 1}". The ciphertext space is C= G} x {0, 1}" x {0, 1}". The master pu-
blic key is Mpk = { q, Gl, GQ, G3, GT s wg, 1#3, é, n, 91,92, 93, Publ, P’u,bg, e(gl, gg) = l, e(gl, gg)a = la‘,
Hy, Ho; Hs, Hy }, and the master secret key is My, = s, a.
Extract. Given a 1Dy € {0,1}* of an entity A, My, and Mgy, the algorithm pick a random 7;p

Hl(IDA)J’_ s
and returns dg = (rrp, (927 ""Pg3) ° Hi(IDy)),
Encrypt. Given a plaintext m € M, D4 and M, the following steps are performed.

1. Pick a random o € {0,1}" and compute r = Hz(o,m).
2. Choose an arbitrary r and compute g7, g{", g{"
3. The ciphertext is C = (g7, gi", ¢9", o @ Hy(I"@HH*UDA)) = &5 @ Hy(Iro(rHi*(UDa)) iy g
Hy(o))=(u,v,w,x,y)
Decrypt. Given a ciphertext C = (u,v,w,x,y) € C, ID4, d4 and My, follow the steps :
1. Compute z:é(le(IDA),dID)é(w”Du”DH12(IDA),gg)
2. Compute z @ Hy(z) = o’.
3. Compute y ® Hy(o') =m' and r'=H3(o’,m’)
4. Verify if u # g’l"/ or v#£ gfr/ or w# gi”/, output L, else return m’ as the plaintext.

4 Prove of Security

The security of our scheme can be reduce to the hardness of the 4-BDHEP problem. The reduction
is similar to the proof of BF-IBE [3] and Skai Kasarah [13] and as [3,13] we will take into remarque
the revision of Galindo [11] in our prove.

The following theorem represent the level of security of our scheme :

Theorem : Our scheme is secure against IND-ID-CCA adversaries with the fact that H;(1 < ¢ < 4)
are random oracles and 4-EBDHP assumption is rigid. Suppose that there exists an IND-ID-CCA
adversary A against our scheme that has advantage £(k) and running time t(k). Suppose also



that during the attack A makes at most g; decryption queries and at most ¢; queries on H; for
(1 <i < 4) respectively (note that H; can be queried directly by A or indirectly by an extraction
query, a decryption query or the challenge operation). Then there exists an algorithm Ajs to solve
the 4-EBDHP problem with advantage Adva,(k) and running time ¢4, (k) where :

Advay (k)= gt [+ 100 = 2% =1

T @3 (gztaqa) N @
tag (k) < t(k) + O((g3 + qa)(n + logq) + qa(T1 + 72 + X))

Proof : The prove follows immediately as the method of Boneh and Franklin three reduction.

4-EBDHP

Full-ldent BasicPuh™ BasicPub
: ‘ : .
Hes 1 : Hes 2 . Res 3 : .
Az =" Ailtr,e1) — = Az(tz,=2) As(fa, =3)

To distinguish these Res; i € {1,2,3} we combine three lemma :

In lemma 1 we prove that if there exists an IND-ID-CCA adversary, who is able to break our
scheme by launching the adaptive chosen ciphertext attacks as defined in the security model [13],
then there exists an IND-CCA adversary to break a scheme defined by BasicPub™. The goal of
this step is to shows that private key extraction queries do not help the adversary.

In lemma 2 we show that if such IND-CCA adversary exists, then there must exist an IND-CPA
adversary that breaks the corresponding BasicPub scheme by merely launching the chosen plain-
text attacks. The goal of this step will be end in lemma 3 and so that the adversary the not benefit
from the extraction of the private.

Finally, in Lemma 3 we prove that if the BasicPub scheme is not secure against an IND-CPA
adversary, then the corresponding 4-EBDHP assumption will be attacked.

Lemma 1 : Suppose that Hj is a random oracle and that there exists an IND-ID-CCA adversary
A against our scheme with advantage (k) which makes at most ¢; distinct queries to H; (note
that H; can be queried directly by A or indirectly by an extraction query, a decryption query
or the challenge operation). Then there exists an IND-CCA adversary A; which runs in time
O(A) + qq4(m1 + x) against the following BasicPub™ scheme with advantage at least 2(1—@
BasicPub™ is specified by three algorithms : keygen, encrypt and decrypt.

keygen :

Given a security parameter k, The challenger give the following parameters to Aj.
Kpuy=<q, G1, G2, G3,Gr , 2,3, ka = ord(¢2), ks = ord(1s3),é,n, h; forie {0, ...q1}, g1, g2, g3, Pubi =
gi, Pubs = g7 e(g1,93)" €(g1,93), Ho; Hy, Hy >
encrypt :
Pick a random o € {0,1}" and compute r = Hs(o,m).
Compute g1, 91", 91"
The ciphertext is C; = (¢, ¢{", ¢{", 0 & HQ((Z)T(G+(hi2(IDA))) =0 Hz(lralhiZ(IDA)),m @
Hy(o))=(us, vi, wi, 4, yi)
decrypt :
Given a ciphertext C' = (u;, vi, wi, xi,y;) € C, ID 4, da and My, follow the steps :



. 2
1. Compute zi:é(v?l(IDA),dID)é(wszungh’ (IDA),gg)

2. Compute z; ® Hy(z;) = o’.

3. Compute y; ® Hy(o') = m' and r’'=Hs(o’',m’)

4. Verify if u; # 9{/ or v;# ng/ or w;# g‘l”"/, output L, else return m’ as the plaintext.
We construct an adversary A; that mounts an IND-CCA attack on the BasicPub™ scheme with
the public key K,,; using the help of A. The attack will be as follows.

Firstly we note by BasicPub;_p, " when the adversary A; has the advantage to ask the challenger,
the queries of his Hy(IDy4,). If the challenger responds to him, the responds will be as follow :

Hi(ID4)) .

_ S +
(rpa,> (g2 Args) TPa)  Hy(IDg,))

So algorithm A; can calculate (go ' 41g3) "tUP41) as he know Puby, Puby, 15 and 13
H (1D o)) .

_ + _ s
Then he calculate (o 'PArgs) ° MDAy gy~ ""PALgg) MUPay)

0 =

So algorithm A; can compute easily (go  “41g3)

1
For an h; let ap, such that ry, + ap,=rip, we have so: (g2~ """ gs)*

We can calculate the exact key if kgz% or ap, = ord(gz), if not it can abort

A1 check this by verifying 1o (Publ)k2 = 1P9(g1) ™
Note that the second part of the key : (g2""i g3) R can be calculate easily as we know Puby, Pubs, 19, 13
Algorithm A; simulates the algorithm Setup of our scheme for A by supplying A with the master
public key My = { q, G1,G2,G3,Gr , 2,3, &, 1, g1, 92, g3, Pub1, Pubs, e(g1, 93)%, (g1, 93), Hi,
Hy; Hs, Hy } where H; is a random oracle controlled by A;. A; does not know the master secret
key {s,a}.
Adversary A can make queries on H; at any time. These queries are handled by the following
algorithm.
Hi-query (I1D;) :

A; maintains a list of tuples (ID;, h;, d;) indexed by ID; as explained below. We refer to this

list as H,“t. The list is initially empty. When A queries the oracle H; at a point ID;, A;
responds as follows :

1. If ID; already appears on the H;"*! in a tuple (ID;, h;,d;), then A; responds with
Hy(ID;) = h;.
2. Otherwise, A; selects a random integer h;(i > 0) from K, which has not been chosen
and use the method we announced above and stores the tuple into the list. A; responds
Phase 1 :

A launches Phase 1 of its attack, by making a series of requests, each of which is either an
extraction or a decryption query. A; replies to these requests as follows.

Extraction query (ID;) : A; first looks through list H 1Bt T ID; is not on the list, then A4;
queries Hi(ID;). A; then checks the value d; : if d; #1, A; responds with d;; otherwise, A;
aborts the game (Event 1).

Decryption query (ID;,¢;) : Ay first looks through list H,"t_If ID; is not on the list, then
Ay queries Hy(ID;). If d; =1, then A; sends the decryption query ¢; = (w;, vi, T4, ¥4, 2i) to C
and simply relays the plaintext got from C to A directly. Otherwise, A; decrypts the ciphertext
b

Challenge :



At some point, A decides to end Phase 1 and picks I D, and two messages (mg, m1) of equal
length on which it wants to be challenged. Based on the queries on Hp so far, A responds
differently.

1. If the query on H; has been issued, and so d.,=_1, A; continues,
— Otherwise, A; aborts the game (Event 2).

2. if the tuple corresponding to ID,, is on the list H;'"*! (and so d., #L), then A; aborts
the game (Event 3)

Aj passes C the pair (mg, m1) as the messages on which it wishes to be challenged. C randomly
chooses b € {0,1} encrypts my, and responds with the ciphertext C., = (v, v’ w’, x',y’). Then
A forwards Cy, to A.

Phase 2 :

Ap continues to respond to requests in the same way as it did in Phase 1. Note that the
adversary will not issue the extraction query on I D, (for which d., =L1) and the decryption
query on ({Dep, Cep).

Observation : A; will not abort the game in phase 2, as it is not allowed to answer the queries of
ID., and C,y,.
Guess :

A makes a guess b’ for b. A; outputs b’ as its own guess.
This simulation (study) is identical to the real attack if it does not abort.

Claim :

If the algorithm A; does not abort during the simulation then algorithm A’s view is identical
to its view in the real attack.

Proof : A;’s responses to H; queries are uniformly and independently distributed in Z, as in the
real attack because all response are random and are valid, if A; does not abort.

It remain to us, to calculate the probability of not aborting during simulation.
Pr[Aidoesnotabort] = Pr|— event; A — eventa N\ — events]

= Pr[— event; |. Pr[— event; / (— eventa A — eventg)]:q%2
With time t; = O(A4) + qa(11 + X)

Where 11, x are respectively the time to calculate the exponentiation and the pairing

The following lemma is a fruit of the result of Fujisaki and Okamoto (Theorem 14 in [12]). With
the fact that BasicPub™ is built by applying Fujisaki-Okamoto transformation to a version basic
of our scheme (without provide Hs, Hy in our full version). We remember the basic version in the
following

Lemma 2 : Let H3, Hy be random oracles. Let A; be an IND-CCA adversary against BasicPub™
defined in Lemma 1 with advantage £1(k). Suppose A; has running time ¢;(k), makes at most
qq decryption queries, and makes g3 and g4 queries to H3 and Hy respectively. Then there exists
an IND-CPA adversary As against the following BasicPub scheme, defined by three algorithms :
keygen, encrypt and decrypt.

keygen :

Given a security parameter k.

1. The preparation step will be the same as BasicPub™, except that we eliminate Hs and
Hy. But we will late Hs.



2. Pick a hash function Hy : Gp — {0,1}", M = {0,1}". The ciphertext space is C=
G7 x {0,1}" x {0,1}". The master public key is My, = { q, G1,G2,G3,G1 , V2,13, &,
n, g1, 92, g3, Puby, Pubs, e(g1,93) =, e(g1,93)* = 1%, hi, i € {0,1}", Hy }, and the master
secret key is My, = {s,a}
encrypt
Choose an arbitrary r € Z, and compute g7, g7", g{"
The ciphertext is C; = (g7, gi", g%", m @ Ha(1)" @+ IPAN)Y = (u;, v;, w;, ;)
decrypt :
Given a ciphertext C' = (u;,v;, w;, x;) € C, ID 4, da and My, follow the steps :
1. Compute Zi:é(ruhi(IDA)’ dID)é(wTIDuTIDhiQ(IDA)’ 92) = 6(91’92)a+hi(IDA)2
2. Compute z; ® Ha(z;) = m.
According to [12] As has the following advantage e2(k), and the following time t,

e2(k) 2 granlE1(k) + 1)1 — 5)% — 1]
And ta(k) < t1(k) + O((g3 + q4)-(n + logq))

Lemma 3 Suppose that if there exists an IND-CPA adversary A, against the BasicPub defined
in Lemma 2 which has advantage e2(k) and queries at most ¢ times Hy (H» is a random oracle ).
Then there exists an algorithm Az to solve the 4-BDHE problem with advantage at least % and
running time O(time(Az) + qa72)

where 79 is the time to calculate the exponentiation in Gs.

Algorithm Aj is given as input a random 4-BDHE instance { q,G1, G2, G3, G7,v%2,13,, €, k2, k3, Q1, Ppup =
1%, Q3, / ks — ko = ord(g1) } where x is a random element from Z,

And @1, @2, Q3 will be determined latter

The private key is : dpartiet = (11D, (Q3 "2 Q3)").

We give to the algorithm Ay : { g1, g2; 93, 917, a®, g } Algorithm Az finds é(g1, gg)% or é(g1, gg)l
(note that if we can calculate é(g;, gg)alc we can calculate 6(g1, g3) =, +, because of 19, 12) by interacting
with Ay as follows :

Algorithm Az compute f(x):ZQizocixi with

[ 0 A didn’t receive dip A5 for his H; in phase 1
DTV 1 A receive drp,, for his Hy

If ¢g = 0, A can calculate firstly the queries in phase 1 in the following manner, with a condition
that the challenger publish M,,,={ q,G1,G2,G3, G, ¥2,v3,, €, ko, k3, Q1 = 917, Ppup = @1, Q3, /
kg — kg = ord(gl) }

So we have : for each h;, w = c1 — 2c2h; + cox=E

Also we have z(f(z — hj) — f(—h;))=x(c1 — 2cah;) + cox*=F

So g% and g1 can be calculate easily

So glkgE'_ (glk3(01x+czx2)g 7k2(262$h‘))l_ (93(0195)92 (2c2x)hy ) g3(02:13)

Then if we pose Q2 = g2® and Q3 = g3“*
I

(g1 93*") M =(Qa 72N Q3) = (@2 JQa)
Also we have with the same method :(g; %)% A (93@3[; ) = (QyiQs)"
1

7]
ks Eyh ( v With Th; = 2c2h;

i
J

3) F 7]—‘,-

=(Q2" "1 Q3)

So we can anser to the querie and we can calculate trivially : é(Ppub i(Q2™MiQ3) "

1
As a result we have : (g *3F)" (936235)4” (g1 *sE) P (g5*

8 ‘u: u:‘ﬂ

i

)= 8(Q1, Qa1 Qz) i



But if not i.e ¢g # 0 we have so :
Phase 1 will be unroll as in lemme 1

=

J +-Z=

The adversary Asz can calculate (Qo " Qg)? "i as the method cited above because we have :
f(x = hj) — f(=hj)=c1x + cox? — 2coh;

In both case (cp # 0 and ¢y = 0) algorithm Az can calculate : (Q2 " Q3)
So we have :

7] xz
x h

&(Ppup™,(Q2 "™ Q3)%+%): &(Q1, Q1P Qg) i’
And :

1
~ . e . A _ .2
e(Pputh 7dpartiel " dcompletehj ):e(Qh QZ "D Q3)a+h]

With deompiete= (9173) (g3%*")= (Q2~ "™ Q3)* which is calculate easily by A3

In recap My, is a valid public key of BasicPub.

Now Ajs starts to respond to queries as follows. Hy — query(X;) : At any time algorithm As can
issue queries to the random oracle Hs. To respond to these queries A3 maintains a list of tuples
called H5'"!. Each entry in the list is a tuple of the form (X;,(;) indexed by X;. To respond to a
query on X;, Az does the following operations :

1. If on the list there is a tuple indexed by X;, then Az responds with (;

2. Otherwise, A3 randomly chooses a string ¢; € {0,1}" and inserts a new tuple (Xj, ;) to the
list. It responds to Ay with (.

Challenge :

Algorithm Ay outputs two messages (mg, m1) of equal length on which it wants to be challen-
ged. Ag chooses a random string R € {0,1}" and a random element r € Z, , and defines Cyy,
= (@Q1", Pubi", R). A3 gives C,, as the challenge to As. Observe that the decryption of Cy, is

R(Ha(8(Pubi”, Q212 Q3)")~16(Puby”, Qo "0 Q3)*))
Guess :

After algorithm As outputs its guess, Az picks a random tuple (X, Q) from lest
Remember that e(Publ, dpartzal) (Publ, (Qg TIDQg) ) (gl, gg) ripat (gl, gg)
and &(Q1, (Q2 " Q3)")=0(g1,92) 77" &(g1. 95)"

We claim that &(Puby, deomp)=6(Pubr, (@212 Q3)* )=8(g1, g2) 10" &(g1, g3)""

1
and &(Q1, deompt) = &(Q1, (Q27 1P Q3)* )=€(g1,92) " ""P*.&(g1,93)" are easy to calculate

Let D be the event that algorithm A, issues a query for Hy(é((Pubi, dpartiai))) at some point during
the above simulation. To test if this latter work as in the real attack we need to two claim (this
technique was used by [3] we remember it only)

Claim 1 : Pr[D] in the simulation above is equal to Pr[D] in the real attack.

Claim 2 : In the real attack we have Pr[D] > 2e5(k).

So as a recap we can say that As produces the correct answer if he success to compute 4-BDHEP
and if he work as in the real attack. This latter has a probability at least Zea(k)

And the time to realise this lemma is O(time(Az) + q472) where 75 is the time to calculate the
exponenetiation

We have so lemmal+lemma2-+lemma3 = Theorem



5 Efficiency

In this section we will compare our scheme with the existed scheme in the random oracle. And as
we are intersted to skirt around the weekness of those existed scheme, we will concentrate firstly
in the security.

5.1 Comparison in the level Security

To make a comparison in the level security we will cite as a schedule : 1-Problem bilineair of Diffie
Hellman, 2-Projection in Elliptic Curve, 3-Symetrique or Asymetrique-Pairing, since :

Study the rigidity of the problem of Diffie Hellman used in the study of simulation of these cryp-
tosystems, give us their weight against passive adversary (CPA) and malicious adversary (CCA2)
And as the projection in the Elliptic Curve limit the selection of the elliptic curve to be used, which
pose the problem of security. We will signal so if the cryptosystem considered has a projection in
the elliptic curve or not.

For the pairing, because of the danger of the problem MOV [14] caused by the use of the su-
persingular curve and this can be affected if we use the symetrique pairing. We will signal if the
cryptosystem function with symetric pairing or with asymetric pairing

BF \ SK \ BB1 \ Our
Problem bilineair of
Diffie Hellman BDHP q-BDHIP BDHP (not sure) | 4EBDHP
Projection in Elliptic Curve Yes No No No
Sym/Asym-Pairing Asym but with ver [11] | Asym but with ver [13] Asym Asym

Remmebring that [3] have used symmetric pairing and the asymmetric pairing are used in the re-
visison of Galnido[11]
The version of Chen and Cheng [13] use also asymmetric pairing

5.1.1 A look in the comparison
Look for : Problem bilineair of Diffie Hellman

To compare this poblem of Diffie Helman, we firstly make the following reduction :

4-EEDHP.... .q-EBDHP
(2)
(q+1)-EDHP...... 1-EDHP *5 BDHP

q-DHIP
1 (3)
q-BDHIP

F1G. 1 — Some relations

With k-A — k-B : if k-A is polynomial-time solvable, so is k-B;
The relation in green are proved in [13]
The relations in red are trivial since :



To demonstrate for example the relation (3)we have :

Given (g,gx,g’CZ,ng, ...,gxk) if we can compute g% we can also compute é(g,g)%.

Note that (2) can be done with the same manner, we will only make the following reduction
(q+1)-EDHP — ¢-EDHP

But Cheon [9] in Eurocrypt show the following :

If g, g% and go‘d are given for a positive divisor d of p-1, we can compute the secret o in
O(logp(\/p/d + V/d)) group operations using O(maz{+/p/d + v/d}) memory. If ¢g* (i = 0, 1,
2,..., d) are provided for a positive divisor d of p + 1, a can be computed in O(logp(\/m +d))
group operations using O(maz{+/p/d+ v/d}) memory. This implies that the strong Diffie-Hellman
problem and its related problems have computational complexity reduced by O(\/&) from that of
the discrete logarithm problem (DPL) for such primes.

So if we examine this we can say that if d is long, these problem will be as small as reduced from
PDL, so it become less rigid and easy to be attacked

In [13] the q is related to ¢y (because we construct the oracle in the BasicPub from q-BDHIP-see
the [13]). Following [15] we need qg=2°C for a level of security equal to 80. And we will augment
this for a higher level of security

So as we have 22 < 2°9 the 4-EBDHP guarantee more security compared to q-BDHIP

We can say the same for BDHP as it has the same level as 1-EDHP (see figure 1)

According to this, only our scheme, Boneh Franklin and BB1 are efficient.

But as the scheme of Boneh and Franklin cannot be separate from the projection in elliptic curve.
Which limit the selection of these latter and this pose the problem of security. It make to us only
our scheme and that’s of BB1 [5][16](in [16] Boyen have prove the benefit of BB1 by comparison
with [3][4]) as an efficient scheme in the point of view security.

But we are not sure about the problem of Diffie Hellman used by BB1, because we haven’t the
exact proof of security (the proof was made with sID-CPA).

In the meantime of this we move to compare our scheme and BB1 in the point of view complexity.

5.2 Comparison with BB1 : Compute of Complexity

To compare our scheme with BB1 we remember firstly this latter (version given in [17]).

Scheme of Boneh Boyen : Full version

Setup :

To generate IBE system parameters, pick «a, 3

v € Zy. Set g1 = g% and g3 = g7 in G, and compute vy = e(g, §)*7.

(Note that go = g7 is not needed.) The public system parameters params and the master secret
key masterk are given by :

params = (g, 91,93, v0) € G3 x G, masterk = (g, «, 5,7) € G ><Zp3.

The generator g need not be kept secret as it is needed by the authority, it can be retained in
masterk rather than published in params.

Extract :

To generate a private key drp for an identity ID € {0,1}*, using the master key, the trusted
authority picks a random r € Z, and outputs : d;p = ( govt@(ID)+7)r 57y e G x G.

Encrypt :



To encrypt a message M € {0, 1} for a recipient ID € {0,1}*, the sender first picks a random
s € Z,, computes k = vo® € Gy, assigns ¢ = M ®©Hy(k) € {0,1}!, calculates ¢g = ¢* and
c1 = g3°g1 T UD)s in G, sets t = s + Hs(k,c,cp,c1) mod p, and then outputs :

C = (c, co,c1,t) € {0,1} xXG x G x Z,,.

Decrypt :

To decrypt a given ciphertext C = (c, cp,c1, t) using the private key drp = (do,d;), the
recipient computes : k =e(co,dp)/e(c1,d1) € G, s = t - Hs(k,c,co,c1) € Zp. Then, if the
component-wise equality (k,co) =’ (vo®, g°) does not hold for both elements, the ciphertext is
rejected. Otherwise, the plaintext is given by : M = ¢ @Ha(k) € {0, 1}4.

Compute of Complexity

BB1 Our Scheme
Params 2Expg + 1Mulz, + 1pairing + 1E17Fqk 2Expg + 1Mulz, + 1pairing + lEquk
Extract 3Mulz, + 2Ezpg 2divg, + 2FEzpg
Encrypt 1Expppk +1Mulz, + 3Ezpg 3Expg + QEprpk +2Mulz,
Decrypt 2pairing + limzppk + lEa:quk + 1Expg 2Mulyz, + 4Expc + 2pairing
Sum 3pairing + 1divppk + 3Eprpk +8Ewpg +5Mulz, | 3pairing + 2divz, + 3Expppk + 11Expg +5Mulz,

In Eacpp , We have the exponent in Fj,. But its base is in Fpx

And for dwF e We make the division in F

With F is a finite field constructed using the quotient Fy,[X]/P(X)F,
F,[X] is a set of polynomials with coefficient in F),

P(X) is an irreducible polynomials in F}, with degree k

P(X)F,[X] is is the set of polynomials which has P(X) as factor (or divided by
According to this table, we can balance between BB1 and our scheme since :
Sumpp1 — SuMourscheme=1divp , — 2divyz, — 1Expz, — 3Expg

We can balance 1divg " with 2;“}2 because in ldivg L we make the div of two polynomials and

[X]) with :

P(X)).

after we calculate modulus P(x) (which is a hide div ) O

We have an overstepping by 3FExpg by comparison with BB1, because we make an r;p in Extract

which help us in the proof of CCA2. And if we remove it we can remove so an 1Ezpg in Extract

and 2FExpg in Decrypt which is 3Ezpg.

By contrast the BB1 was proved to be only CPA in the selective ID (introduced by[18]) which is

a weaker notion [19] and to prove it CCA2 in the random oracle we need another look to BB1
O

6 Conclusion

We have presented in this article with a proof of security in the random oracle, an efficient scheme in
the point of view security. Our scheme is based on 4-EBDHP which is more efficient than q-BDHIP
used by Skai Kasarah. More than that our scheme project into Z,, by comparison with Boneh and
Franklin which project into elliptic curves. This latter is less efficient as it limit the selection of the
elliptic curve. The only scheme which can guarantee the same level of security as our in the random
oracle is BB1. But it’s security is not sure, because it was proved only with sID-CPA and to prove
it in the ID-CCA2 we can need to change the look of BB1. While waiting to prove this and using



the syntax given in this article, our scheme offer a competitive to BB1.
Thus in this article we give a fourth efficient scheme in the random oracle for the cryptography
IBE.
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