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Abstract. Helios 2.0 is a web-based end-to-end verifiable electronic vot-
ing system, suitable for use in low-coercion environments. In this paper
we identify a vulnerability in Helios which allows an adversary to compro-
mise the privacy of voters whom cast abstention votes. The vulnerability
can be attributed to the absence of ballot independence and the use of
homomorphic ElGamal encryption, in particular, these properties can
be exploited by an adversary to construct a ballot related to an absten-
tion vote cast by an honest voter and this ballot can be submitted by
a corrupt voter to influence the election outcome, thereby introducing
information that can be used to violate privacy. We demonstrate the
attack by breaking privacy in a mock election using the current Helios
implementation. It is unlikely that the vulnerability will be exploited
in a real-world election and therefore our results are largely theoretical.
Nonetheless, we cannot expect any computational proofs of ballot secrecy
without fixing this vulnerability and, moreover, the attack methodology
may be of interest — in particular, it could represent a viable threat to
existing protocols in the literature — thus providing motivation to report
these results.

Keywords: Attack, ballot independence, ballot secrecy, electronic vot-
ing, Helios, homomorphic encryption, malleability, privacy.

1 Introduction

Paper-based elections derive ballot independence from physical characteristics
of the real-world, for example, ballots are constructed in isolation inside polling
booths and complete ballots are deposited into locked ballot boxes. By com-
parison, in electronic voting protocols, ballots are sent using publicly readable
communication channels and, in end-to-end verifiable elections, stored on a pub-
licly readable bulletin board; this makes the provision of ballot independence
difficult in a digital setting. Nevertheless, the provision of ballot independence
is important to ensure privacy, as demonstrated by Cortier & Smyth [CS11a,
CS11b,SC11] who exploit the absence of ballot independence to violate ballot
secrecy in the following protocols: Helios 2.0 [AMPQO09], two schemes presented
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at CRYPTO — namely, the protocols due to Sako & Kilian [SK94] and Schoen-
makers [Sch99] — and the scheme by Lee et al. [LBDT04].

Informally, ballot independence is characterised by Gennaro [Gen95, §1.1] as
follows:

— Ballot independence. Observing another voter’s interaction with the election
system does not allow a voter to cast a related vote.

Ballot independence is important due to the apparent relationship with privacy,
in addition, it prohibits the voting system from influencing a voter’s behaviour,
that is, observation of the voting system does not leak information that may
affect a voter’s vote, for example, it prevents Bob from casting the same vote as
Alice (possibly without learning Alice’s vote)?!.

The concept of privacy for electronic voting systems has been informally
defined by the following properties [KR05, BHM08, DKR09]:

— Ballot secrecy. A voter’s vote is not revealed to anyone.

— Receipt freeness. A voter cannot gain information which can be used to prove,
to a coercer, how she voted.

— Coercion resistance. A voter cannot collaborate, with a coercer, to gain in-
formation which can be used to prove how she voted.

The above properties are ordered by increasing strength and protocols satisfying
the stronger privacy properties are typically more complex, hence, a scheme
satisfying ballot secrecy, rather than coercion resistance, may be preferred due
its relative simplicity.

Another desirable property of electronic voting systems is verifiability [JCJ02,
Dag07, KRS10], which includes the following aspects:

— Individual verifiability. A voter can check that her own ballot is published
on the election’s bulletin board.

— Universal verifiability. Anyone can check that all the votes in the election
outcome correspond to ballots published on the election’s bulletin board.

The verifiability properties (also called end-to-end verifiability [JCJ02, CRSO05,
Adio6]) allow voters and election observers to verify — independently of the
hardware and software running the election — that votes have been recorded,
tallied and declared correctly. In this paper, we revisit ballot secrecy in Helios
2.0.

Helios 2.0. Helios [AMPQO9] is an open-source web-based electronic voting sys-
tem which uses homomorphic encryption. The scheme is claimed to satisfy bal-
lot secrecy, but the nature of remote voting makes the possibility of satisfying
stronger privacy properties difficult and Helios does not satisfy receipt freeness

! Bulens, Giry & Pereira [BGP11, §3.2] question whether ballot independence is a
desirable property of electronic voting systems and highlight the investigation of
voting schemes which allow the submission of related votes whilst preserving privacy
as an interesting research direction.
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nor coercion resistance. In addition to ballot secrecy, the system provides indi-
vidual and universal verifiability (cf. [KRS10,SRKK10] and [Smy11, Chapter 3]
for an analysis of verifiability in Helios). Helios is particularly significant due to
its real-world deployment: the International Association of Cryptologic Research
used Helios to elect its board members [BVQ10], following a successful trial in a
non-binding poll [HBH10]; the Catholic University of Louvain adopted the sys-
tem to elect the university president [AMPQO09]; and Princeton University used
Helios to elect the student vice president [Pril0].

1.1 Foundations: Homomorphic voting schemes

An additive homomorphic encryption function E takes a key K, nonce R, and
message M, and is such that

E(K,R,M)o E(K,R',M') = E(K,R+R',M + M')

This homomorphic property is useful in electronic voting since an encrypted
tally can be derived by combining encrypted votes and ballot secrecy can be
ensured using a threshold encryption scheme [CF85, BY86,SK94, Ben96, HS00].
In two candidate elections, a verifiable electronic voting protocol can be derived
by coupling each encrypted vote with a signature of knowledge demonstrating
that the ciphertext contains a plaintext v € {0,1}. These proofs are necessary
to prevent an adversarial voter casting the encryption of an integer v ¢ {0,1}
which could be combined with legitimate ballots to derive an election outcome
in the voter’s favour, in particular, it allows the detection of ballots that could
eliminate honest votes from the outcome and add multiple votes for the adver-
sary’s preferred candidate. Two candidate election systems can be generalised
to multi-candidate election systems [BY86,Hir10,DJN10] by running ¢ two can-
didate elections in parallel and proving that the homomorphic combination of
ciphertexts contains the plaintext 1. Moreover, Hirt [Hir01,Hir10] proposes a gen-
eralisation to approval voting by adding dummy candidates: the voter computes
a ciphertext on the plaintext v; = 0 (disapprove) or the plaintext v; = 1 (ap-

prove) for each candidate i € {1, ..., ¢} and derives ciphertexts on the plaintexts
Vei1, .-+, Vermax € {0,1} for the dummy candidates such that max = Zf;nax V4,

in addition, the voter proves that each ciphertext contains plaintext 0 or 1 and
the homomorphic combination of ciphertexts contains the plaintext max, where
max defines the maximum number of candidates a voter may approve. Concur-
rently, Damgard, Jurik & Nielsen [DJ01,DJN10] propose a similar construction
using Paillier encryption. Damgard, Jurik & Nielsen also propose an optimisa-
tion to the scheme by Hirt which reduces the number of dummy ciphertexts to
one: the voter computes a ciphertext ¢; on the plaintext 0 or 1 for each can-
didate ¢ € {1,...,£¢}, as before, and derives a ciphertext c¢,y; on the plaintext
Vg4l = Max — Zle v; for the dummy candidate, in addition, the voter proves
that each ciphertext ci,...,cy contains plaintext 0 or 1, the dummy ciphertext
cey+1 contains a plaintext between 0 and max, and the homomorphic combina-
tion of ciphertexts cq, ..., ce+1 contains the plaintext max. In Helios the dummy
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candidate is removed and the voter proves that the homomorphic combination
of ciphertexts contains a plaintext between 0 and max. Henceforth, we shall con-
sider a setting where the voter must select at most one candidate and hence
assume max = 1, moreover, we shall refer to the case where a voter does not
approve of any candidate as a vote for abstention. This setting can be adapted
to elections where a voter must select exactly one candidate by reducing the
length of the ballot to ¢ — 1 ciphertexts and modelling votes for candidate ¢ as
votes for abstention.

Exploiting privacy in schemes without independence. Cortier & Smyth
[CS11a,CS11b,SC11] have shown that replaying a voter’s ballot (without know-
ing the vote contained within that ballot) can be used to violate ballot secrecy.
For example, consider an attack in an election with three voters — namely, Alice,
Bob, and Mallory — as follows: if Mallory replays Alice’s ballot, then Mallory
can reveal Alice’s vote by observing the election outcome and checking which
candidate obtained at least two votes. Moreover, the vulnerability can be ex-
ploited in more realistic settings and Cortier & Smyth [CS11la,CS11b] highlight
the feasibility of an attack in French legislative elections.

Variants exploiting ballot malleability. In multi-candidate elections, Cortier &
Smyth propose variants of their attack which abuse the malleability of ballots to
ensure replayed ballots are distinct. For example, given a valid ballot as follows:

ciphy, ..., ciphy, spkq, ..., spky, spk

where ciph,; is a ciphertext containing the voter’s choice for the ith candidate
and spk; demonstrates that the ciphertext ciph, contains plaintext 0 or 1 (that
is, each candidate can receive at most one vote), and spk demonstrates that the
homomorphic combination of ciphertexts ciph,o- - -ociph, also contains plaintext
0 or 1 (that is, at most one candidate receives one vote), then the following ballot
is also valid:
ciphr(1y, -+ s CiPh (g spk,r(l), ceey spkﬁ(g), spk

where 7 is an arbitrary permutation over {1,...,¢}. This makes identification
of replayed ballots non-trivial since checking for exact duplicates is insufficient.

At the time of writing, the aforementioned attacks by Cortier & Smyth are the
only theoretical attacks against Helios. (See Adida [Adill] for a current list of
attacks.)

1.2 Contribution

This paper highlights a further attack against Helios. The attack works by ex-
ploiting the homomorphic properties of ElGamal. First, the adversary observes
a ballot cast by an honest voter defined as follows:

ciphy, ..., ciphy, spky, ..., spk,, spk
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Secondly, the adversary computes the ciphertexts ciph = ciph, o --- o ciph, and
ciph = E(K,0,0), in addition, for all 2 < j < ¢ the adversary computes a
signature of knowledge sp_kj demonstrating that ciph is a ciphertext containing
v € {0,1}. Thirdly, the adversary casts the following ballot:

Ciphv CZ?h, LR Ma Spk» skaQa R sp_kfa Spk
————

£—1 times

Finally, if the election outcome contains a vote for at most one candidate (that
is, the remaining candidates do not have any votes), then the aforementioned
honest voter did not vote for any candidate, that is, the honest voter abstained.
The attack has been demonstrated by violating privacy in a mock election using
the current Helios implementation. However, the practical threat to real-world
elections is small and we consider the results largely theoretical. Nevertheless,
we cannot expect any computational proofs of ballot secrecy without fixing this
vulnerability and, moreover, the attack methodology may be of interest — in
particular, the methodology could represent a viable threat to existing protocols
in the literature — thereby providing motivation to report these results.

2 Preliminaries: Helios 2.0

This section presents a full description of Helios 2.0, this background mate-
rial has been largely taken from Cortier & Smyth [CS11a]. The Helios scheme
exploits the additive homomorphic [CDS94, CGS97, Sch09] and distributed de-
cryption [Ped91,CP93] properties of ElGamal [E1IG85]. We will recall these cryp-
tographic details before presenting the Helios protocol.

2.1 Additive homomorphic ElGamal

Given cryptographic parameters (p, ¢, g) and a number n € N of trustees, where p
and ¢ are large primes such that ¢ | p—1 and g is a generator of the multiplicative
group Zj, of order g, the following operations are defined by ElGamal.

Distributed key generation. Each trustee ¢ € n selects a private key share z; €r
Zy and computes a public key share h; = ¢g** mod p. The public key is h =
hi-...-h, mod p.

Encryption. Given a message m and a public key h, select a random nonce
r €r Z; and derive the ciphertext (a,b) = (¢" mod p, g™ - h" mod p).

Homomorphic addition. Given two ciphertexts (a,b) and (a/,d"), the homo-
morphic addition of plaintexts is computed by multiplication (a - o’ mod p, b -
b’ mod p).
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Distributed decryption. Given a ciphertext (a,b), each trustee i € n computes
the partial decryption k; = a”'. The plaintext m = log, M is recovered from
M=0b/(ky-... k,)modp.

The computation of a discrete logarithm log, M is hard in general. However,
if M is chosen from a restricted domain, then the complexity is reduced; for
example, if M is an integer such that 0 < M < n, then the complexity is O(n)
by linear search or O(y/n) using the baby-step giant-step algorithm [Sha71] (see
also [LL90, §3.1]).

For secrecy, each trustee ¢ € n must demonstrate knowledge of a discrete
logarithm log, h;, that is, they prove that h; has been correctly constructed;
this prevents, for example, a trustee constructing their public key share h; =
h. For integrity of decryption, each trustee i € n must demonstrate equality
between discrete logarithms log, h; and log, k;; this prevents, for example, a
trustee constructing the public key share h; = ¢™**¢ and providing the partial
decryption k; = a®i. These proofs can be achieved using signatures of knowledge
(see Appendix A for details). In addition, the voter must demonstrate that a
valid vote has been encrypted and we describe a suitable proof technique in the
following section using a signature of knowledge scheme and a SHA-256 hash
function denoted by H.

2.2 Disjunctive proof of equality between discrete logs

Given the aforementioned cryptographic parameters (p, ¢, g), a signature of knowl-
edge demonstrating that a ciphertext (a,b) contains either 0 or 1 (without re-
vealing which), can be constructed by proving that either log,a = log;, b or
log, a = logy, b/g™; that is, a signature of knowledge demonstrating a disjunct
proof of equality between discrete logarithms [CDS94,Sch09]. Observe for a valid
ciphertext (a,b) that a = ¢g" mod p and b = h"-¢™ mod p for some nonce r € Ly;
hence the former disjunct log, g" = log;, h" - g™ is satisfied when m = 0, and the
latter log, g" = log,,(h" - g™)/g™ when m = 1.

This technique is generalised by [AMPQO09] to allow a signature of knowledge
demonstrating that a ciphertext (a,b) contains message m, where m € {min, ...,
max} for some system parameters min, max € N such that min < max. Formally,
a signature of knowledge demonstrating a disjunct proof of equality between
discrete logarithms can be derived, and verified, as follows [AMPQ09, CDS94,
Sch09].

Sign. Given ciphertext (a,b) such that a = ¢" mod p and b = A" - ¢™ mod p
for some nonce r € Zy, where plaintext m € {min,...,max}. For all i €
{min,...,m—1,m+1,..., max}, compute challenge ¢; €r Ly, response s; €Eg Ly,
and witnesses a; = g* /a mod p and b; = h% /(b/g")% mod p. Select a random
nonce w €r Z,. Compute witnesses a,, = g* mod p and b,, = h* mod p, chal-
lenge ¢, = H(@miny bminy - - - s Gmax, Dmax) — Zie{min,...,mfl,m+1,m,max} ¢; (mod q)
and response S, = w + 1 - ¢, mod q.
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Verify. Given (a,b) and (Gmin, Dmin, Cmins Smins - - - » Gmaxs Dmax, Cmaxs Smax ), for each
min < i < max check g% = a; - a® (mod p) and h% = b; - (b/g")% (mod p).
Finally, check H(amins bmins - - - s Gmax; bmax) = Zmingigmax ¢; (mod q).

A valid proof asserts that (a,b) is a ciphertext containing the message m such
that m € {min, ..., max}.

2.3 Protocol description

An election is created by naming an election officer, selecting a set of trustees,
and generating a distributed public key pair. The election officer publishes, on
the bulletin board, the public part of the trustees’ key (and proof of correct
construction), the candidate list £ = (¢1,...,t) U {¢} (where e represents a
vote of abstention), and the list of eligible voters id = (idy, ..., idy,); the officer
also publishes the election fingerprint, that is, the hash of these parameters.
Informally, the steps that participants take during a run of Helios are as follows.

1. The voter launches a browser script that downloads the election parameters
and recomputes the election fingerprint. The voter should verify that the
fingerprint corresponds to the value published on the bulletin board.

2. The voter inputs her vote v € £ to the browser script, which creates a ballot
consisting of her vote encrypted by the trustees’ public key, and a proof that
the ballot represents a permitted vote. The ballot is displayed to the voter.

3. The voter can audit the ballot to check if it really represents a vote for her
chosen candidate; if she decides to do this, then the script provides her with
the random data used in the ballot creation. She can then independently
reconstruct her ballot and verify that it is indeed well-formed.

4. When the voter has decided to cast her ballot, the script submits it to the
election officer. The election officer authenticates the voter and checks that
she is eligible to vote. The election officer also verifies the proof and checks
that the ballot does not contain a ciphertext that already exists on the
bulletin board?. If these checks succeed, then the voter’s ballot is published
on the bulletin board, appended with the voter’s identity ¢d.

5. Individual voters can check that their ballots appear on the bulletin board
and, by verifying the proof, observers are assured that ballots represent per-
mitted votes.

6. After some predefined deadline, the election officer homomorphically com-
bines the ballots and publishes the encrypted tally on the bulletin board.
Anyone can check that tallying is performed correctly.

7. Each of the trustees publishes a partial decryption of the encrypted tally, to-
gether with a signature of knowledge proving the partial decryption’s correct
construction. Anyone can verify these proofs.

2 Checking ballots for ciphertexts that already exist on the bulletin board was pro-
posed by Cortier & Smyth [CS1la,CS11b] to defend against the attacks discussed
in the introduction (Section 1.1), this check is not part of the original Helios speci-
fication [AMPQO09].
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8. The election officer decrypts the tally and publishes the result. Anyone can
check this decryption.

Formally, Step 2 is defined in Figure 1. Checking voter eligibility (Step 4) is
beyond the scope of Helios and Adida et al. [AMPQO09] propose the use of existing
infrastructure. The remaining steps follow immediately from the application of
cryptographic primitives (see Sections 2.1 & 2.2 for details).

Fig. 1 Ballot construction by the browser script

Input: Cryptographic parameters (p,q,g), public key h, candidate list ¢ = (t1,
..., te) U {e} and vote v.

Output: Encrypted vote (a1,b1), ..., (as,be), signatures of knowledge (a1, b1,¢1, 51,
ay,b1,¢1,51),...,(ae,be, e, 5¢,ay,by, ¢y, 5y) and signature of knowledge (a,b, ¢, 3,
=1 7 = =
a,b,e,s).

1. If v € ¢ then the script terminates.
2. Encode the vote v as a bitstring. For all 1 <17 </, let

My — 1 lf v = tz‘
"7 10 otherwise

3. The bitstring representing the vote is encrypted. For all 1 <7 </, let
(ai,bi) = (¢" mod p, g™ - h"* mod p)

where 7; €g Zg.

4. For all 1 < i < ¢, let (@i, bi,ci, 5:,a;,b;,C;, 5;) be a signature of knowledge demon-
strating that the ciphertext (a;i,b;) contains either 0 or 1.

5. Let (@,b,¢ 5,a’,b',&,5) be a signature of knowledge demonstrating that the ci-
phertext (a1 ... ag, b1 ... by) contains either 0 or 1.

3 Attacking ballot secrecy

Ballot secrecy means “a voter’s vote is not revealed to anyone.” We show that
Helios does not satisfy this definition by presenting an attack which allows an
adversary to reveal a voter’s vote. Intuitively, an adversary may identify a voter’s
ballot on the bulletin board (using the voter’s id) and cast a related ballot
by corrupting a dishonest voter, this will leak information in the tally and the
adversary can exploit this knowledge to violate the voter’s privacy. A description
of the attack will now be presented in the case of three eligible voters.

3.1 Attack description

Let us consider an election with candidates t1,...,t; and three eligible voters
who have identities idq, ids and ids. Suppose that voters id; and idy are honest,



Replay attacks that violate ballot secrecy in Helios 9

and id3 is a dishonest voter controlled by the adversary. Further assume that the
honest voters have cast their ballots. The bulletin board entries are as follows:

idy, ciphy 1, ..., ciphy g, spkiy, ..., spki e, spk)
idy, cipha 1, ..., cipha g, spka, . .., spkag, spk

where for all ¢ € {1,2} and j € {1,...,¢} we have

ciphi j = (aij,bi ) -

spkij = (@i j,bi 5, Cijy 8ig, @5 55 b5 55 s 81 5)
Spk;; = (dl7blaéza§l7a/;ab;aéé7§;

The value ciph; ; is the ith voter’s encrypted vote for the candidate t; (that
is, ciph; ; is a ciphertext containing the plaintext 1 if the voter voted ¢;, and 0
otherwise), spk; ; demonstrates that the ciphertext ciph; ; contains either 0 or
1 (that is, the voter has assigned at most one vote to each candidate), and spk;
demonstrates that (a; 1 ... @i, bi1-...-b;s) contains either 0 or 1 (that is,
the voter has voted for at most one candidate).

Constructing a related ballot. The adversary observes the bulletin board and se-
lects ciphi 1, ..., ciphi.e, spki1, - - ., Spky g, spk), such that idy is the voter under
attack, where k € {1,2}. The adversary submits the following related ballot:

(ak71 LR ahg, bk,l LR bhg), (1, 1), ey (1, 1), Spk;, SPT]CQ, ey SPT]C[, Spk;c
—_————
£ — 1 times
such that for all 2 < 5 < £ we have skaj = (&j,Bj,éj,§j,&3,i);,é;-,§3) where
&,8,5; €r  and
a; = g% mod p
:; = gs:j mod p
b; = h® mod p
by = h%i - g% mod p
c; = H(aj, by, a%,b}) — & mod ¢

It is trivial to witness that spkj, is a valid proof for (ax1 ... age, br1-...-
bi,¢) and, therefore, spkj is a valid proof for the homomorphic combination
of ciphertexts encapsulated in the adversary’s ballot. Moreover, the following
lemma demonstrates that for all 2 < j < £ we have spk; is valid proof for (1,1).
Lemma 1. The signature (a,b,¢,5,a’, E’l ,5') isvalid for (1,1), wherec, 5,5 €r
Zy, a = g° (mod p), @’ = g* (mod p), b= h* (mod p), b’ = h* - g° (mod p),
and ¢ = H(a,b,a’,t') — & (mod q).

Proof. Suppose the signature (@, b,¢,5,a’,b',&,5) is defined above and let (a,b) =

(1,1). We must show that (a,b) and (a,b,¢,5,a’,b',&,5") satisfy the conditions of
the verification algorithm described in Section 2.2. Since a® =1 and (b/g°)¢ =1,
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we trivially derive g° = a -

since a_EI =1 and (b/g")® = g%, it follows that g° a -a® (mod p) and
=0 (b/gi)él (mod p). Finally, recall ¢ = H(a,b,a’,b') — & (mod q) and
therefore H(a,b,a’,t') = ¢+ & (mod q), concluding our proof.

a® (mod p) and h* =b- (b / 9¢ (mod p). Moreover,
=

It follows that the adversary’s ballot will be accepted by the bulletin board,
hence, we have informally shown a technique to violate ballot independence in
Helios: observing another voter’s interaction with the election system allows a
voter to cast a related vote, in particular, if a voter cast an abstention vote, then
the same vote can be cast (otherwise, a vote for candidate ¢; can be cast). The
absence of ballot independence will now be exploited to violate privacy.

Violating privacy. The homomorphic addition of ballots reveals the encrypted
tally (a1,1-ag1 - gy ... Grye, by -boy - bra - ... - bre) (@12 - az2, bio-
ba2)...,(a1,0-a2,0, b1 ¢-boy) and, given the partial decryptions, these ciphertexts
can be decrypted to reveal the number of votes for each candidate. If the tally
contains two votes for abstention, then the voter with identity idy cast a vote
for abstention and hence privacy is not preserved. Moreover, the vote of the
remaining honest voter will also be revealed.

Theorem 1. If there exists r such that g' -h" = bi,1-b21br1-...-b1 e b2 by,
then the following conditions hold:

1. brw=g° h" for allu e {1,...,¢}; and
2. by = g' - h' for some 7 and w € {1,..., 0}, where k' € {1,2}\{k}.

We stress that the precondition of Theorem 1 is a trivial consequence of the tally
containing two votes for abstention and one vote for some candidate. Postcondi-
tion (1) asserts that the voter with identity id) abstained and Postcondition (2)
asserts that the remaining voter voted for candidate t,,. The theorem does not
consider cases where the election outcome is unanimous — for example, when the
tally contains three votes for abstention — since, in this instance, all votes are
revealed?.

3.2 Discussion

The attack is largely theoretical since the adversary is restricted to casting one
related ballot (any subsequently cast related ballots will be rejected because they
contain ciphertexts that already exist on the bulletin board), accordingly, there is
no motivation to generalise the attack for elections with more than three voters.
Nonetheless, the results are of theoretical importance, in particular, fixing this
vulnerability is a prerequisite for any computational proof of ballot secrecy.

In Appendix B we present a variant of our attack which violates the privacy
of voters that cast votes for exactly one candidate, that is, voters that do not cast

3 Unanimous election results highlight an inadequacy in our privacy definitions: as
stated, our definitions are unsatisfiable. This is overcome using a precondition that
asserts a given property cannot be violated with access to the election outcome.
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abstention votes. This attack has not previously been described in the literature,
but would be thwarted by the additional checks — namely, checking that ballots
do not contain ciphertexts that already exist on the bulletin board — proposed
by Cortier & Smyth [CS11b, §5.1], nevertheless, the attack methodology may be
of interest.

4 Solutions

The attack exploits a distinction between ballots cast for abstention and bal-
lots cast for particular candidates: the homomorphic combination of cipher-
texts inside a ballot for abstention contains the plaintext 0 whereas the ho-
momorphic combination of ciphertexts inside a ballot for a particular candidate
contains the plaintext 1. By comparison, in the electronic voting protocol by
Hirt [Hir01, Hir10] the dummy candidate ensures that the homomorphic combi-
nation of ciphertexts inside a ballot contains the plaintext 1 and since such a
homomorphic combination cannot be used to leak information, Hirt’s scheme is
not vulnerable to this style of attack. Further work could consider whether the
addition of a dummy candidate is sufficient for ballot secrecy in Helios, more-
over, the cost of this revision could be considered; similarly, ballot secrecy could
be evaluated in Hirt’s scheme, since no security proof has been published. (We
stress that an extension of Helios using a dummy candidate is not an instance of
Hirt’s scheme, because the signatures of knowledge used by these protocols are
different.)

Cortier & Smyth [CS11la,CS11b] propose ballot weeding — namely, a ballot
should not contain a ciphertext that already exists on the bulletin board — as a
sufficient condition for ballot secrecy in Helios and successfully verify the security
of their solution in the applied pi calculus. This analysis appears to be sound,
but the model is incomplete, in particular, the homomorphic combination of
an ElGamal ciphertext (a,b) with (1,1) is not captured. Omitting this detail
can perhaps be justified by the requirement that “ciphertexts and signatures of
knowledge should have a unique representation as group elements” [CS11b, §4.1]
(emphasis added), however, in hindsight, modelling this detail would have been
useful.

Bernhard et al. [BCPT11] present a computational security proof demon-
strating that any variant of Helios using an IND-CCAZ2 secure encryption scheme
provides ballot secrecy and, more concretely, propose a variant using the Naor-
Yung paradigm [NY90] to derive an IND-CCA2 secure encryption scheme from
ElGamal. In this setting, each ciphertext must be supplemented with an addi-
tional signature of knowledge, however, it is sufficient to provide a single sig-
nature of knowledge for the homomorphic combination of ciphertexts contained
in a ballot; it follows that the adversary cannot successfully submit a ballot de-
rived from the homomorphic combination of a voter’s ciphertexts because the
supplementary signature of knowledge cannot be constructed, therefore, the vul-
nerability highlighted in this paper cannot be exploited in the variant of Helios
proposed by Bernhard et al. Intuitively, the use of ElGamal and a suitable sig-
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nature of knowledge scheme allows us to derive an IND-CCA2 secure encryption
scheme; indeed, Tsiounis & Yung [TY98] and Schnorr & Jakobsson [SJ00] provide
some evidence to support this hypothesis, however, these results are presented
in the generic group model and proving this result under weaker assumptions
is an open problem [SG98,SG02]. Nonetheless, it appears that a more efficient
provably secure variant of Helios can be derived and future work could consider
whether it is sufficient to revise ballot weeding as follows: a ballot should not
contain a signature of knowledge that already exists on the bulletin board (Bern-
hard [Ber12] and, independently, Clark [Clal2] suggest it is sufficient to check
the challenges, moreover, Bernhard argues that it is necessary).

In principle, work in parallel by Bernhard, Pereira & Warinschi [BPW12]
supports the aforementioned proposal that the revised ballot weeding solution is
sufficient for ballot secrecy: Bernhard, Pereira & Warinschi prove that an IND-
CPA encryption scheme and a suitable signature of knowledge can be combined
to derive NM-CPA security, and the minivoting scheme [BCP*11] is shown to
satisfy ballot secrecy for any NM-CPA secure encryption scheme. Bernhard,
Pereira & Warinschi argue that the minivoting scheme forms the basis of Helios
and claim that Helios is therefore secure since the transformation from minivot-
ing to Helios does not affect ballot secrecy. However, the minivoting scheme only
considers ballots containing a single ciphertext, so any result in this restricted
context is not sufficient to prove that Helios satisfies ballot secrecy, indeed, this
paper demonstrates the contrary in the general case.

In a different direction, Gennaro [Gen95, §4.2], Cramer, Gennaro & Schoen-
makers [CGS97] and Damgard, Jurik & Nielsen [DJ01, DJN10] enforce ballot
independence by including the voter’s identity in signatures of knowledge, and
Groth [Gro04] analyses such protocols. However, Benaloh [Ben06, Ben07] ar-
gues that the ballot encryption device should not know the voter’s identity,
since this information can be used to influence the behaviour of the ballot en-
cryption device. The electronic voting protocol proposed by Juels, Catalano &
Jakobsson [JCJO05] — which has been implemented by Clarkson, Chong & My-
ers [CCMO08, CCMO07] as Civitas — partially resolves this problem by binding
ballots to private voter credentials, which cannot be linked to voters’ identi-
ties. Moreover, their solution provides eligibility verifiability [KRS10]: anyone
can check that each ballot published on the bulletin board was cast by a regis-
tered voter and at most one ballot is tallied per voter. It is likely that eligibility
verifiability enforces ballot independence, but the provision of eligibility verifia-
bility appears to be expensive, in particular, Juels, Catalano & Jakobsson and
Clarkson, Chong & Myers assume the existence of an infrastructure for voter
credentials. Accordingly, alternative solutions should be sought.

5 Related work

The vulnerability highlighted in this paper is partly due to the lack of bal-
lot independence in Helios. The concept of independence was introduced by
Chor et al. [CGMAS85] and the possibility of compromising security properties
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due to the lack of independence has been considered, for example, by [CR87,
DDN91, DDN0O, Gen00]. In the context of electronic voting, Gennaro [Gen95]
demonstrates that the application of the Fiat-Shamir heuristic in the Sako-
Kilian electronic voting protocol [SK94] violates ballot independence, and Wik-
strom [Wik06, Wik08] studies non-malleability for mixnets to achieve ballot inde-
pendence. By comparison, we focus on the violation of ballot secrecy rather than
fairness, and exploit the absence of ballot independence to compromise privacy.
Similar results have been shown against mixnets [Pfi94].

Our attack is also dependent upon the homomorphic properties of ElGamal
which allow the adversary to derive a ballot related to an abstention vote cast
by an honest voter, that is, the vulnerability is partly due to the possibility of
constructing a ballot as a function of an honest voter’s ballot. In related work,
Benaloh [Ben96] demonstrates that a simplified version of his voting scheme
allows the administrator’s private key to be recovered by an adversary who
constructs (and casts) a ballot as a function of other voters’ ballots.

Estehghari & Desmedt [ED10] claim to present an attack which undermines
privacy and end-to-end verifiability in Helios. However, their attack is dependent
on compromising a voter’s computer, a vulnerability which is explicitly acknowl-
edged by the Helios specification [AMPQO9]: “a specifically targeted virus could
surreptitiously change a user’s vote and mask all of the verifications performed
via the same computer to cover its tracks.” Accordingly, [ED10] represents an
exploration of known vulnerabilities rather than an attack.

Other studies of Helios have also been conducted, in particular, Langer et
al. [Lan10, LSBV10] and Volkamer & Grimm [VG10] study privacy in Helios.
Langer et al. propose a taxonomy of informal privacy requirements [Lanl0,
LSBV10,LSB*10] to facilitate a more fine-grained comparison of electronic vot-
ing systems, this framework is used to analyse Helios and the authors claim
ballot secrecy is satisfied if the adversary only has access to public data [Lan10,
LSBV10]. Volkamer & Grimm introduce the k-resilience metric [VG10,Vol09] to
calculate the number of honest participants required for ballot secrecy in partic-
ular scenarios, this framework is used to analyse Helios and the authors claim
ballot secrecy is satisfied if the software developers are honest and the key hold-
ers do not collude [VG10]. Contrary to these results, we show an attack against
privacy. We believe the erroneous results reported by Langer et al. were due to
the use of informal methods, and the approach by Volkamer & Grimm failed
because only some particular scenarios were considered.

6 Conclusion

This paper identifies a vulnerability in the Helios 2.0 electronic voting protocol
which can be used to violate ballot secrecy and an attack has been demonstrated
against the current Helios implementation. Although the vulnerability does not
pose a realistic threat to real-world elections, the results are of theoretical inter-
est, in particular, resolving this vulnerability is a prerequisite to proving ballot
secrecy in the computational model. In addition, the attack methodology may
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be of interest, since it could represent a viable threat against existing protocols
in the literature.
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A Signatures of knowledge

Helios is reliant on signatures of knowledge to ensure secrecy and integrity of the
ElGamal scheme, and this appendix presents suitable cryptographic primitives.

A.1 Knowledge of discrete logs

Given the aforementioned cryptographic parameters (p, g, g), a signature of knowl-
edge demonstrating knowledge of a discrete logarithm h = log, g” can be derived,
and verified, as defined by [CEGP87,CEGS88,Sch90].

Sign. Given z, select a random nonce w € Z;. Compute witness g’ = ¢g* mod p,
challenge ¢ = H(g') mod ¢ and response s = w + ¢ - & mod gq.

Verify. Given h and signature ¢’,s, check ¢° = ¢’ - h¢ (mod p), where ¢ =
H(g') mod q.

A valid proof asserts knowledge of = such that z = log, h; that is, h = g* mod p.

A.2 Equality between discrete logs

Given the aforementioned cryptographic parameters (p, ¢, g), a signature of knowl-
edge demonstrating equality between discrete logarithms log; f* and log, g can
be derived, and verified, as defined by [Ped91, CP93].

Sign. Given f, g, r, select a random nonce w €g Z;. Compute witnesses f' =
f* mod p and ¢’ = ¢g* mod p, challenge ¢ = H(f’,¢’) mod ¢ and response s =
w + ¢+ x mod q.

Verify. Given f, g, h,k and signature f’,¢’, s, check f* = f'- h° (mod p) and
g° = ¢ - k¢ (mod p), where ¢ = H(f’,¢’) mod q.

A valid proof asserts log;h = log, k; that is, there exists x, such that h =
f? mod p and k = ¢* mod p.

For our purposes, given a ciphertext (a,b), each trustee would derive a sig-
nature on g, a, x;, where x; is the trustee’s private key share. The ith trustee’s
signature g, a}, ¢;, s; would be verified with respect to g, a, h;, k;, where h; is the
trustee’s share of the public key and k; is the trustee’s partial decryption; that
is, the proof asserts log, h; = log, ki, as required for integrity of decryption.
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B A variant of our attack

This appendix presents a variant of the attack described in Section 3 which
violates the privacy of voters in the original Helios scheme, but is thwarted by the
solution proposed by Cortier & Smyth [CS11b, §4.1]. Let us suppose the bulletin
board is given in Section 3.1 and the adversary selects ciphy. 1, . .., ciphi.¢, spky 1,
..., 8pky ¢, spk;, such that idy is the voter under attack, where k € {1,2}. The
adversary selects integer v € {1,...,¢} and the attack proceeds as follows.

Constructing a related ballot. The adversary constructs the following related
ballot:

(1,1),...,(1,1), (akw, brw), (1,1),...,(1,1),
—— ———
v — 1 times ¢ — v times

‘%b M) %y—h spkk,va Spﬁfy-‘,—la e SPT]C@, spkk,v

where for all j € {1,...,v—1,v+1,...,¢} the signature skaj is constructed in
accordance with the definition given in Lemma 1. It follows immediately for all
je{l,...,v—1v+1,... ¢} that skaj is a valid proof for (1,1). Moreover, it is
trivial to witness that spky ,, is a valid proof for (ag v, bx) and, therefore, spky,
is a valid proof for the homomorphic combination of ciphertexts encapsulated
in the adversary’s ballot. Accordingly, the adversary’s ballot will be accepted
by the bulletin board, hence, we have informally shown another technique to
violate ballot independence in Helios: observing another voter’s interaction with
the election system allows a voter to cast a related vote, in particular, if a voter
votes for candidate t,, or €, then the same vote can be cast, otherwise, a different
vote (namely, €) can be cast. The absence of ballot independence will now be
exploited to violate privacy.

Violating privacy. The homomorphic addition of ballots reveals the encrypted
tally (A1, B1),..., (A, Be) defined as follows:

(111,1 $a21, b1,1 : b2,1), ) (al,v—l c a2 9—1, bl,v—l : b2,v—1)7
(al,v A2yt Ok v, bl,v : b2,v : bk,v),

(@1,041 - @2,041, b1v41 - D2041)s -5 (@10 - a2, b1 g - bayg)

Given the partial decryptions, the tally can be decrypted to reveal the number
of votes for each candidate. If the tally contains two votes for some candidate,
one vote for some other candidate, and no votes for abstention, then the honest
voter with identity id; cast a vote for the candidate with two votes and hence
privacy is not preserved. Moreover, the vote of the remaining honest voter will
also be revealed.

Theorem 2. If g> - h" € {By,..., By} and there exists w € {1,...,¢} such that
B, = g' - h® for some r and s, then the following conditions are satisfied:
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1 by =g*- K" Afor some 7; and
2. by = g' - h® for some 8, where k' € {1,2}\{k}.

The precondition of Theorem 2 is an immediate consequence of the tally con-
taining two votes for some candidate, one vote for some other candidate, and no
votes for abstention. Postcondition (1) asserts that the voter with identity id
voted for candidate ¢, and Postcondition (2) asserts that the remaining voter
voted for the candidate t,,.
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