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Abstract. We investigate in this paper the security of HFE and Multi-HFE schemes as well
as their minus and embedding variants. Multi-HFE is a generalization of the well-known HFE
schemes. The idea is to use a multivariate quadratic system — instead of a univariate polynomial
in HFE — over an extension field as a private key. According to the authors, this should make
the classical direct algebraic (message-recovery) attack proposed by Faugere and Joux on HFE no
longer efficient against Multi-HFE. We consider here the hardness of the key-recovery in Multi-
HFE and its variants, but also in HFE (both for odd and even characteristic). We first improve and
generalize the basic key recovery proposed by Kipnis and Shamir on HFE. To do so, we express this
attack as matrix/vector operations. In one hand, this permits to improve the basic Kipnis-Shamir
(KS) attack on HFE. On the other hand, this allows to generalize the attack on Multi-HFE. Due to
its structure, we prove that a Multi-HFE scheme has much more equivalent keys than a basic HFE.
This induces a structural weakness which can be exploited to adapt the KS attack against classical
modifiers of multivariate schemes such as minus and embedding. Along the way, we discovered
that the KS attack as initially described cannot be applied against HFE in characteristic 2. We
have then strongly revised KS in characteristic 2 to make it work. In all cases, the cost of our
attacks is related to the complexity of solving MinRank. Thanks to recent complexity results on
this problem, we prove that our attack is polynomial in the degree of the extension field for all
possible practical settings used in HFE and Multi-HFE. This makes then Multi-HFE less secure
than basic HFE for equally-sized keys. As a proof of concept, we have been able to practically break
the most conservative proposed parameters of multi-HFE in few days (256 bits security broken in
9 days).
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1 Introduction

The problem of finding a low rank linear combination of matrices is a basic linear algebra
problem [12] known as MinRank in cryptography [16]. This problem is NP-hard [12] and has
been used to design a zero-knowledge authentication scheme [16]. More generally, it appears
that MinRank is underlying the security of several cryptographic schemes [32, 15]. A well known
example is the key recovery attack of the multivariate scheme HFE [38] (Hidden Field Equations)
proposed by Kipnis and Shamir [32] who showed that the security of HFE can be reduced to the
difficulty of MinRank. Their technique is usually called Kipnis-Shamir’s attack, or KS attack.
They also proposed a general algorithm to solve MinRank. The idea is to map an instance
of MinRank to an algebraic system. They then proposed an “ad-hoc” technique to solve such
polynomial systems.

Later, Faugere, Levy-dit-Vehel and Perret [26] improve Kipnis-Shamir’s attack by using
Grobner bases [9, 10, 11] techniques. In particular, they noticed that the system arising in Kipnis-
Shamir’s attack has a very specific structure: it is “bilinear”. This means that each equation
of the system is the product of linear forms with distinct variables. Soon after, Faugere, Safey
El Din and Spaenlehauer [28] presented a detailed study of the complexity of solving bilinear
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systems with Grobner bases. In particular, [28] proved that (generic or random) bilinear systems
are much easier to solve than (generic) algebraic systems of the same size.

However, it seems reasonable to believe that polynomial systems occurring in cryptographic
applications (such as in MinRank) are likely not generic; motivating then a dedicated analysis
for important cases. In [27], MinRank instances occurring in authentication schemes have been
further studied. In this paper, we consider instances of MinRank occurring in the cryptanalysis
of multivariate public-key schemes.

Multivariate Public-Key Cryptography (MPKC) is the set of asymmetric schemes using
the NP-hardness of solving a quadratic system of multivariate algebraic equations [29]. Mul-
tivariate schemes are often considered as possible “low-cost” alternatives [36] to number the-
ory based public key schemes. Their encryption/decryption procedures are very efficient and
can be done in constrained environments [7, 13]. The main drawback is that the public key
is rather large. Indeed, the one-way function is defined by a set of m quadratic polynomials
(11, s xn),y ey gm(1, - 2n)) € Kz, ..., 2,]™. Namely, the public operation is the ap-
plication

G:(v1,...,0n) EK" = (1(v1,..-,00)s oy gm(v1, ..., 0p)) € K™,

To introduce a trapdoor, we choose a transformation F given by a system of algebraic equations
(f1,.--s fm) € K[zy,...,x,]™. Thanks to a well chosen structure, the system is easy to solve. Let
GL, (K) be the group of invertible linear transformations and let Aff,,(K) ~ GL,(K) x K™ be the
space of invertible affine transformations. This structure is hidden by two affine transformations
S € Aff,,(K) and T € Aff,,,(K) represented by matrices S and T. The public key is then:

G=ToFoS
(g1y---59m) = (fi((x1,.ocyzn) S)yevoy frn (21, ...y 2n) S)) T

In such schemes, the transformations S, 7 and (usually) F are kept secret and G is made public.
To encrypt a message m = (my,...,my,) € K", we compute:

c=(c1y..ycm) = (g1(m1,....mp), ..., gm(mi,...,my)) € K™

To decrypt, the owner of the secret key inverts separately each component. As S, 7 and F are
easy to invert, this is done efficiently. The first multivariate scheme C* has been introduced by
Matsumoto and Imai [34] and broken by Patarin [37]. After that, several trapdoor functions
have been proposed in this framework [38, 33, 35, 40]. HFE probably remains the most famous
one. In this paper we focus on the HFE and Multi-HFE structure introduced in [38, 6, 14].

In the original HFE [38], the secret inner system is the representation of a univariate poly-
nomial over some extension of degree n € N of a finite field [F,. This polynomial is chosen to
be easy to solve (low degree) and has a special structure that allows to have only quadratic
polynomials in its (multivariate) small field representation. A practical message recovery at-
tack [23, 25] and a theoretical key recovery [32] undermined the security of this scheme. To
tackle these attacks, a generalization of HFE that uses a system of N equations in N variables
(instead of one univariate polynomial) in an extension field of degree d has been proposed in [6]
and in [13]. In this paper, we call this construction Multi-HFE. The basic HFE scheme is then
an instantiation of Multi-HFE with N =1,d = n.

1.1 Main results

First, we propose an improved key recovery attack against HFE in odd-characteristic. To do so,
we have improved and adapted the “classical” Kipnis-Shamir (KS) attack [32]. The KS attack
reduces to a MinRank over [Fy» related to the public key. Contrarily to the KS attack, we show



that the MinRank can be expressed in the small field and directly on the quadratic forms of
the public key (g1,...,9n) € Fg[z1,...,2,]". This allows to considerably speed up the solving
step (for instance we have a speedup factor of 424 for ¢ = 31 and n = 19) and also simplifies
the KS attack. Due to its simpler description, we are able to generalize our attack to Multi-
HFE (N > 1) in odd-characteristic. These results were first published in [5] and concerns only
odd-characteristic fields. In characteristic 2, there is no symmetric quadratic form representing
a quadratic polynomial, and contrarily to what was stated in [32], KS attack does not work as
initially described. Using the specificity of the problem in characteristic 2 and the possibility
to add the field equations, we give two methods for adapting our attack in characteristic 2
depending on the parity of the target rank of the MinRank. Note that our adaptation applies
both for HFE and Multi-HFE.

The MinRank problems occurring are very specific. First, a certain degree of freedom is left
for its solving. This is related to a large amount of equivalent keys in HFE/Multi-HFE. We
isolated two kind of transformations allowing to build equivalent keys. These transformations
generalizes those given in [42, 43| for HFE. We show that an equivalent key has a canonical rep-
resentation in terms of these transformations. As a direct consequence, we give a lower bound on
the number of equivalent key for Multi-HFE, more precise than the one given in [5]. Second, the
MinRank considered are greatly over-determined. Thanks to recent results on MinRank [26, 27],
bilinear systems [28] and a new expression of the Hilbert function using orthogonal polynomials,
we provide a precise complexity analysis of our attack. For all proposed practical parameters,
we prove that the attack is polynomial in d, the degree of the extension and linear in log(q),
just as we conjectured in [5].

Another consequence of equivalent keys is the possibility to attack two variants of Multi-
HFE, namely Multi-HFE™ and Multi-HFE with embedding. In Multi-HFE", several polynomials
are removed from the public keys. We show that only (n — N) matrices are needed to solve
the MinRank problem instead of n. These N degrees of freedom in the MinRank problem allow
to perform our key recovery with no additional cost as the rank property still holds as long as
the number of removed equations does not exceed N. For the embedding variant, the public
polynomials have less variables leading to matrices with fewer rows and columns. However, a
low rank linear combination of the quadratic forms can still be found. In this case, the matrix S
(corresponding to the change of variable) recovered is rectangular. In order to make it invertible,
we need to extend this matrix in a special way to keep the shape of F unchanged.

All in all, for the same size of keys, the Multi-HFE family seems to be less secure than the
original HFE (N = 1). As a proof of concept, we provide a practical key recovery on the most
conservative parameters (256-bit security) proposed in [14] in less than 10 days.

1.2 Organization of the Paper

The paper is organized as follows. After this introduction, we present in Sect. 2 the necessary
material regarding the MinRank problem and the algorithmic tools to solve it. We also review
previous known attacks against HFE, and more particularly the KS attack on which ours is
based. Section 3 is devoted to the presentation of our key recovery attack on both HFE and
Multi-HFE. Equivalent keys are an important feature for our attack. They are discussed in
Sect. 4 and the consequences are presented in Sect. 5. We use the degrees of freedom induced
by equivalent keys to enhance the solving step by fixing some variables. After that, we unroll
our attack on an example in Sect. 6. In this section, we also describe how to adapt our attack
in characteristic 2. The complexity analysis of our attack is given in Sect. 7, and in Sect. 8 we
devise how to extend our attack for the minus and the embedding variants of HFE/Multi-HFE.
Finally, as a conclusion we show in Sect. 9 that Multi-HFE is less secure than HFE.



2 Preliminaries

Let K be a field. Throughout this paper, we use the following conventions: an underlined letter
denotes a vector, e.g. v = (v1,...,v,) € K". A capital bold font letter denotes a matrix, e.g.
M € M, x, (K) where M,,«,, (K) denotes the set of n x n matrices whose entries lie in K. We
also write M = [m, ;] to denote that the (7, 7)-th coefficient of the matrix M is m; ; € K for
0 < 4,57 < n. We will also indifferently use ker (M) to denote the left kernel of M or (more
often) a matrix whose rows form a basis of its left kernel. A calligraphic capital letter denotes
a general mapping, e.g. F. The set of invertible matrices of M,,«, (K) is denoted by GLy(K).
The space of affine invertible transformations is denoted by Aff, (K) ~ GL,(K) x K.

2.1 Multi-HFE

The parameters considered are (¢, N,d, D) € N*. Here, ¢ denotes the size of the ground field
[y, d is the degree of the extension field F a4, N is the number of variables and equations of the
secret polynomials in the ring F a[X1, ..., Xn], and D their degree. In the rest of the paper, we
use capital letters for elements relative to the extension Fa (a.k.a. “big field” in this paper),
e.g. Vi € Fpa, F; € Fa[Xy,..., Xn], and small letters for elements relative to F, (a.k.a. “small
field”), e.g. v; € Fy, fi € Fylz1,...,zy,]. To build the trapdoor function F, we use the following
transformation over the big field

F (Vi V) € )™ = (Fi(Vi, ..., V), ..o, En(Vi, ..., V) € (Fpa)™

with Fy € Fa[X1,..., Xn],VE, 1 < k < N, and deg (F;) < D. In addition, the polynomials
Fy, ..., Fy are constructed in a specific way. For all k,1 < k < N:

=Y > Akﬁxiq”Xj”Jr > > BralX{ +Cr,

1<i<G<N  0<u,v<d 1<i<N 0<u<d
q“+q"<D q“<D

where Ak%u,,Bk’i’u,Ck € Fpa,Vi,j,1 < 4,5 < N,Vu,v,0 < u,v < d. From now on, we say

]7U
that such systems have (multi-)HFE-shape. For convenience, we denote n = N d. Let ¢y be a
morphism from (F,«)" to F?. The transformation F use the small field representation of the
secret polynomials, F = oy o F* o gpj_vl with

Fi(vi,.oyvn) €FY = (Ra(vr, o o), B, - o)) € FY.

Due to the HFE-shape, each polynomial h;, for ¢,1 < i < n has total degree 2.

The original HFE scheme [38] is mostly used over Fy and always with a single univariate
polynomial as a secret map. It is then an instantiation of multi-HFE with ¢ = 2 and N = 1. The
construction PHFE [19] (for projected HFE) is an odd characteristic univariate HFE that uses
the embedding modifier (see Sect. 8.2). The scheme IFS [6] (for Intermediate Field System) is
a multi-HFE in characteristic 2 and THFE [14] is a multi-HFE in odd characteristic (possibly
with embedding modifier). To make the decryption efficient, all instances of multi-HFE with
N > 1 use quadratic polynomials as internal secret transformations. In Table 1, we provide
sample of parameters from the literature.

We briefly review known attacks against HFE/multi-HFE.

2.2 Direct Algebraic Attack

Let (c1,...,¢n) € Fy be a ciphertext. A message-recovery attack in a multivariate scheme
reduces to solve a system of quadratic equations, i.e. {g1 —c1 = 0,...,9, — ¢, = 0}, where



Table 1. Parameters of various Multi-HFE instances found in several papers.

q N d D security
HFE [38] 2 1 128 513 128
PHFE [19] 7 1 67 56 201
IFS [6] 2 8 16 2 128
THFE [14] 31 3 10 2 150

the g;’s are the public polynomials. A classical way to solve algebraic systems is to compute
a Grobner basis [9, 10, 11, 1, 17]. The historical method for computing such bases has been
proposed by Buchberger in his PhD thesis [9]. The algorithms Fy [21] and F5 [22] by Faugere
permit to improve the basic Buchberger’s algorithm. A good measure of the complexity for
Grobner bases is the so-called “degree of regularity” of a system. This can be viewed as the
maximum degree of the polynomials appearing during the computation (see [2, 3]).

It appeared [23, 25] that inverting the public key of the original HFE is much easier than
expected (i.e. in comparison to a random system of the same size). For original HFE, the degree
of regularity has been experimentally shown to be roughly log, (D) (see [25]). This makes the
attack sub-exponential in the number of variables. Further analysis [30] confirmed this result.
Note that the field equations (i.e. z{ — 21 = ... = @}, — z, = 0) are mandatory to achieve
this complexity. Their role is to force the solutions to be only in the base field F,. To prevent
a direct algebraic attack, it has been proposed [19] to use a field with a bigger characteristic.
During the Grobner basis computation, field equations only intervene in degree at least ¢q. Note
that the hybrid approach described in [4] has been especially designed to solve such systems
(for “intermediate” fields). As an example, for n = 28 and ¢ = 31 the complexity of the hybrid
approach is 282 It is better than a direct solving (2'1) but the attack remains impractical.

More specifically, a HFE system with ¢ > n is very hard to solve with a direct approach
such as in [25] (for n sufficiently big). This intuition has been recently confirmed in [20] where
the authors extend the analysis of [30] for all fields. After this, [18] produces an explicit bound
on the degree of regularity which is

(¢ — 1)[log (D)]

2.
5 +

We remark that this bound is linear in ¢q. This makes the cost of a direct Grébner basis computa-
tion exponential in ¢ and then useless for a big enough field. For example, HFE with parameters
g =23, D = 1058 and n = 120, the (upper) bound on the degree of regularity according to [18]
is 35. The corresponding cost for mounting a direct message-recovery attack is then 2242 opera-
tions. For a comparison, the key-recovery attack presented in this paper will need 228 operations
for the same parameters.

For multi-HFE, there are less results. In characteristic 2, multi-HFE can still be attacked
similarly to HFE as pointed in [6]. This confirms that the algebraic attack is somehow “optimal”
over . However, as for basic HFE, the direct algebraic attack does not affect instantiations of
multi-HFE with bigger odd characteristic.

2.3 Original Kipnis-Shamir Attack

We now describe the key recovery attack proposed in [32] against the original HFE scheme
(N = 1,n = d). The starting idea is to remark that the polynomials of the public key —
as well as the transformations S,7 — can be viewed as mappings G*,S*, 7 : Fgn +— Fgn and
represented by the univariate polynomials G, S, T € F,n[X] respectively. The public key relation



then becomes
G =G"(X) =T (F(S"(X))).
Kipnis and Shamir [32] proposed interpolation to recover a univariate representation of the
public key. We present a more efficient and simpler way in Sect. 3 to perform this step.
Kipnis and Shamir [32] also showed that the univariate polynomials can be written as a
“non-standard quadratic form”. For instance, we have:

n—1n—1
G= ZZgi,jququ :lGKt’ where X = (X, X9,... ,an—1)
i=0 j=0
and G = [g;;] € Muxn (Fgn). Note that this representation does not work in characteristic

2. In this section and in Sect. 3, we assume then that ¢ is odd. The characteristic 2 case is
addressed in Sect. 6.3. Similarly, we define F = [f; ;] € Mpxn (Fgn) as the symmetric matrix
representation of the secret univariate polynomial.

The Kipnis-Shamir attack is based on the remark that the rank of F is bounded, namely
Rank (F) < log, (D). Indeed, the degree of the secret polynomial is smaller than D and the

entries f; ; in F are non-zero only if 4, j < log, (D). In addition, we write T HX) = Z;(l) X4
and S*(X) = 372, sp X7

The equation G*(X) = T*(F*(S*(X))) implies the so-called “Fundamental Equation” (see [32]
for the proof):

n—1
> (Gt =G = WFW!, (1)
k=0

qi
S(j—i) mod n’
for all 4,7,0 < 4,7 < n. Finally, for a given k,0 < k < n, G** is the matrix whose (i, j)-th entry
k

where W = [W; ] € Mpxn (Fgn) is a specified invertible matrix such that w; ; =

is g?i—k) mod 1,(j—k) mod n’ for all 4,7,0 < 4,7 < n. As the rank of F is bounded, so is the rank of
G’. Recovering the t;’s reduces to solve a MinRank problem.

Once the t;’s of (1) are known, the si’s are recovered by solving a linear system. From (1),
we see that ker(G') = ker(WF) and thus ker(G/) W = ker(F). Let ¢ = [log,(D)], we recall
that only the upper left ¢ x ¢ submatrix of F has non-zero coefficients. Thus, any (n — ¢) x n
matrix K whose first ¢ columns are 0 ensures KF = 0. Furthermore, if Rank(F) = ¢ and the
rows of K are chosen linearly independent, then their rows form a basis of ker(F).

In any case, this is enough to ensure that the ¢ first columns of ker(G') W are zero. This
gives rise to a linear system of equations over Fyn of £ (n — £) equations in the n? coefficients of

W. In addition, W has the following shape:

wo,0 Wo,1 .- <. Won—2 Wo,n—-1
~q ~q  ~q ~q
Wy p—1 Woo Wo ... coe W gg
W =

~qn72 =2 ~q”*2 ~qn72

- Wop—2 Wopn—1 Woo Woa
~qn*1 an—1 ~qn71 ~qn*1

Wop oo e Won—2Won—1 Wopo

This is d he fact that @ ¢! ¢ ! — &?_. Thus, Kipnis and Shami
is 18 due to the fact that w;yq1 ;41 = S(j41)—(i41) = (3(]'71‘)) = w; ;- us, Kipnis an amir

proposed to reinterpret the equations over Fy. This gives n £ (n—¥) equations in only n? variables
over [F,. Solving this overdetermined system completes the key recovery. The main (and more
difficult) part of the attack is to solve the so-called MinRank problem. In the next section, we
present the problem as well as the tools to solve it.



2.4 The MinRank Problem

The (square) MinRank problem over a finite field K is defined as follows:
MinRank (MR)

Input: n,7, k € N and Mo, My, ..., Mg € M, (K).

Question: Find — if any — a k-tuple (A1, ..., ;) € K* such that:

k
Rank (Z A M; — M0> <

i=1

We review below known algebraic techniques to solve this problem.

Kipnis-Shamir Modeling Kipnis and Shamir [32] proposed to formulate MinRank as a mul-
tivariate polynomial system of equations. With the previous notations, solving MinRank over a
finite field K is equivalent to solving the algebraic system of n (n —r) equations in r (n —r) + k
variables given by the entries of the matrix

1 r11 ... Tir

—
1 Tn—r1 .- Tn—rr !

Solving this system is equivalent to find a left kernel (in echelon form) of (Zfl A M — M0> :

This left kernel can be written in such a systematic form with high probability over a finite field.
Initially, relinearization [32] has been used to solve this algebraic system. The authors of [26]
proposed instead to use Grobner bases tools to solve this system. In addition, [26] noticed that
the system has a specific structure: it is formed by bilinear equations [28].

Minors Modeling Alternatively, MinRank is equivalent to finding a vector (Aq, ..., \;) € K*
vanishing all the minors of size r + 1 of the matrix (Z?Zl AN M — M0> are zero. We have

then to solve a multivariate polynomial system of (rj_l)2 equations in k variables as pointed

in [26, 27]. The system has more equations and less variables than the Kipnis-Shamir modeling
but the degree of the equations is . However, it seems that this approach is more efficient [27]
(at least for MinRank instances used in the authentication scheme [16]). In addition, precise
complexity bounds can be derived for this modeling [27].

Complexity. We recall the complexity of the F5 algorithm as given in [2, 3].

Theorem 1. The complexity of computing a Grobner basis of a zero-dimensional (i.e. with a
finite number of solutions in the algebraic closure of the coefficient field) polynomial system of
m equations in n variables with Fy is

o(("a))
dreg

where dreg 15 the degree of regularity of the ideal and 2 < w < 3 the linear algebra constant.

Informally, dyeg is the maximum degree reached during a Grobner basis computation. For random
instances of square (m = n) quadratic systems, it holds that dice = n + 1 (see [2]). It has to
be noticed that if the degree of regularity does not depend on the number of variables, the
complexity then becomes polynomial in n.



We consider now MinRank systems obtained by the minors modeling, Corollary 3 of [27]
gives a bound on the degree of regularity of these particular systems. Note that this bound is
also an upper bound for the degree of regularity of the Kipnis-Shamir modeling [27].

Proposition 1 (Faugere, Safey El Din, Spaenlehauer [27]). Let (n,r, k) be the param-
eters of a MinRank instance. Let A(t) = [a;;(t)] be the (r x r)-matriz defined by a;;(t) =
?:—511 ax(i.g) ("Zi) (”zj)te . The degree of reqularity of MinRank polynomial systems is bounded
from above by 1 + deg (HS(t)) where HS(t) is the polynomial obtained from the first positive
terms of the series
2k det A(t)
¢(3)

In Sect. 7, we will see that Proposition 1 is useful to bound the complexity of MinRank

problems coming from HFE/multi-HFE.

(1—t)m-r

3 Improvement and Generalization of the MinRank Attack

To generalize the MinRank attack proposed by Kipnis and Shamir [32], it is convenient to
interpret it as matrix/vector operations. In what follows, we denote by Froby the function raising
all the components of a vector (or a matrix) to the power ¢* in any field K of characteristic g.
For example, for a vector v = (v1,...,vy) € K™, we have Froby(v) = ( ‘fk, .,v?:) € K™. For
a matrix A = [a; ;] € Myxn (K), we have Froby(A) = [a?;] € Myuxn (K). In this section, we
will suppose that the characteristic of the field [F, is different than two. This particular case is
addressed in Sect. 6.3.

3.1 Improving the Univariate Case

To express the KS attack as matrix/vector operation, we introduce the following change basis
matrix.

Proposition 2. Let (01,...,0,) € (Fgqn)" be a vector basis of Fgn overFy and M,, € My, yxp, (Fgn)
be the matrix whose columns are the Frobenius powers of the basis elements, i.e.:

n—1

0, 09 ... 09

M, = |20
én i

We can express the morphism o1 : Fgn — Fy as

Vs (V, V.., Ve )M

n

and its inverse gol_l :Fy = Fgn as

(V1,...,0,) — ((vl,...,vn)Mn)[l],

((v1,-..,vn) My,)[1] denoting the first component of the vector (vi,. .., v,) M,. More generally,
we have

n—1

V1, ey Un) M, = (V, VI ... VY .
( )



Proof. Let (v1,...,v,) € Fy be the decomposition of V' € Fgn as a vector in Fy. That is,
V= Z?:l v;0; € Fyn. By construction:

n n n q° n gt
(’Ul,...,’l}n) Mn = (ZU@@?O,...,Z’UI’H?nl> = (ZU291> yoeay (sz@)
=1 i=1 =1 i=1
- (qu,...,an_l) .

As a consequence:
1 (1, vn) = (V1,0 00) M) [1] = V.

M, being invertible, we have for ¢g:
(Vq(’,...,vq"‘l) = (1., 0) My,
(V‘IO,...,W"’I) M= (v1,...,00) = @1 (V).
(|

The matrix M,, allows to go back and forth from the big field Fyn to the vector-space Fy. It
can be used to compute the univariate representation of the public key in a simpler way than
in [32]. Namely, we replace interpolation by a matrix multiplication. For the sake of simplicity,
we consider from now on only linear transformations and homogeneous polynomials. This is not
a restriction since what follows can easily be adapted to the affine case (as already pointed in
[32]).
Let F** € Mxn (F,) be the matrix whose (i,)-th entry is fq k.j—) (indexes are modulo
n). The matrix F** is in fact the matrlx representatlon of the ¢¥-th power of the univariate
polynomial F. Indeed, since F =Y ;" Z fZ,JX 7'+4’ e have

qk

n—1ln—1 n—1ln—1 n—1l4+kn—1+k .

oy d e 0" yrq R pgitE _ q q'+q’
S5 fux =YY - JEES ca
i=0 j=0 i=0 j=0 i=k  j=k

The sums can be divided as follows:

n—1 [n—1+k . n—1-+k n—1+k .
77 — q q'+¢’ q q'+q’
= E : fick X + E : E : fikjiX
i=k j=k i=n—141 i=k
n—1 n—1+k
k
7" = q ' +q’ q'+q
F - Efz k’]i X + Z f7‘ k»Ji X
i=k \j=k Jj=n—1+1
n—1+k n—1 . ) ‘ n—1+k . ' ‘
q q'+q’ q q'+q’
D DR DD AETES CaL S W e
i=n—141 \ j=k j=n—1+1
n—1 -
_ q q'+q’ qi+qntI
= Zfz ki kX +§ifzkn+] WX
i=k \j=k =
k=1 fn-1 R _ _
q qn+z+qj Z q qn+2+qn+j
+ E :fn-l-i—k,j—k:X + Q2 Jovicknsj—kX
i=0 \ j=k =0



Remark that X?" = X. By reducing the indexes of fi,j modulo n, we get:

n—1 -
q itqd itql

S (S e +Zfz gk
i=k \j=k
k-1 [n—1

i1 gl iqqd
551 D SR IITES M I
=0 \j=k 7=0

Grouping the sums back together, we obtain

n—1n—1

! k iy .
FU =33l X070 = XFHX! (2)

i=0 j=0
Thanks to Proposition 2, we deduce a useful property on these matrices.

Lemma 1. Let M,, € My, (Fgn) be the matriz defined in Proposition 2. We consider also the

symmetric matrices (Hy, . . ,Hn) ( nxn ( q))" associated to the secret quadratic polynomials
in the small field (hy,...,hy) € ( [T1,..., T )n, i.e. h; = xH;z! for all i, 1 <i < n. It holds
that:

(Hy,...,Hp) = (M, F'M,,... M, F"'M,) M, ".
Proof. By construction, for all v = (vy,...,v,) € Fy:
(P1(0) s hn (©) = 91 (F (07" (1))
Using the matrix definition of (1, we express this relation as follows:

(1 (©) s (0) = 1 (F (@My)) = (F7 (@My) o P (M) ) M

We recall that the matrix representation of F' " is F**. Thus for all veFy:

(vH1o', ..., vHpo') = (WM, FOMy ol oM, F7 MY ') M
(Hy,...,Hy) = (M, F'M,", ... M, F" ' M,) M, "

g
We consider now the symmetric matrices (G1, ..., Gn) € (Myxn (Fy))" associated to the public
polynomials (g1,...,9n) € (Fq[wl, .. ,xn])n, ie. g = 2Gia! for all 4, 1 < i < n. We want to

bind the public matrices Gj in the small field to the secret matrix F in the big field. To do that,
the equation G = T o F o S can also be interpreted as matrix/vector operations.

(gl(ﬁ),...7gn(g)): (hl(QS), B h (IS))
@Glltww@GMtF(zSHlsta:t zSH,S'z!) T
):(SHls,...,SHnSt)

Thanks to Lemma 1:

(G1,...,Gn) = (SM, F**M, S',...,SM,F**" ' M/, S") M ' T.
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As T and M,, are invertible, we have
(G1,...,Gn) T'M,, = (SM,,F**MLS, ... SM,F*"~'MLS"). (3)

In other words, we have a direct relation between the polynomials of the public key written
as quadratic forms and the secret polynomial F or more precisely its matrices F*?, for all
1,0 <1 < n.

Notice that Equation (3) involves left products of a matrix with M,,. This product has an
interesting property.

Proposition 3. Let A = [a; ;] € Muxn (Fy), and B = [b; ;] = AM,, € My xp (Fgn). We have:
bi; = bgj_l, for alli,j,0 <4, <n.

That is, each column is obtained from the previous one using a Frobenius application. As a
consequence, the whole matrizc B = [b; ;) = AM,, can be defined with any of its columns.

Proof. Due to the definition of M,, in Proposition 2, b; ; = Z;é @ik HZJH,

n. Consequently:

foralli,7,0<14,j <

n—1 . q
q _ o on?
bij 1= § :a%kekﬂ .
k=0

. co gl . o .
As a;j € Fq (ie. a;; = a; ;) and since the Frobenius is linear, we get:

n—1 Ng n—1 ]
q _ q - _ T .
bij_1 = Z ; k <0k+1 ) = Z ik Oy = bij-
k=0 k=0
a

From now on, we will write T™'M,, = U = [u;j] € Myxn (Fgn) and SM,, = W = [w;;] €
Misn (Fgn). We then rewrite (3) as follows:

(G1,...,Gn) U= (WF'W! ... WF"IwW?), (4)

According to Proposition 3, u; 41 = ug’j and w; j11 = w;{j, for all 4,7,0 < 4,7 < n. Thus,
we only need to know one column of U (resp. W) to recover the whole matrix. Let then
(©0,0, - - - Un—1,0) € (Fgn)™ be the components of the first column of U. We have:

n—1
> up oG = WFOW! = WEW' (5)
k=0

The equation is similar to (1), but we have not used the univariate representation of G. Here
again, as the rank of F is log (D), so is the rank of WFW!. Contrarily to the initial attack,
the Gy’s are the public matrices and not matrices whose coefficients are in the big field. In the
other hand, the solution of such MinRank lies in (IFg»)™. This leads to the following theorem.

Theorem 2. For HFE, recovering U = T'M,, € Myuxn (Fgn) reduces to solve a MinRank
with k = n and r = [log,(D)] on the public matrices (G, ..., Gn) € Muxn (Fg)" whose entries
are in Fy. The solutions (i.e. the linear combinations) of this MinRank are in (Fgn)™.

11



Table 2. Comparison between the original KS attack and the new attack on HFE (N = 1) with parameters
q =31, D = 31% 4 31 = 992 using MacMA [8] (V2.17-1) on a 2.93 GHz Intel® Xeon® CPU. The gain (ratio) is
expected to be between nlogn and n?.

n 12 13 14 15 16 17 18 19

KS attack (in s.) 390 1325 1796 2754 14434 38996 30064 138656
new attack (ins.) 3.3 6.7 12.6 25.7 54.3 107 196 327

ratio 120 197 143 107 266 366 153 424

Computing a Grobner basis of a polynomial system whose coefficients are over a smaller field
(F, instead of Fyn) is faster as the cost of arithmetic operations is decreased. The expected gain
is a factor M(n) (the cost of the multiplication of two univariate polynomials of degree n) over
the KS attack.

In Table 2, we compare the original KS MinRank attack and the new MinRank attack on
HFE (N = 1) with parameters ¢ = 31, D = 312 4 31 = 992.

Our attack allows a considerable speedup over the original KS attack. It makes it practical for
a wide range of parameter whereas the original KS attack was considered theoretical. Another
advantage of this new formulation is that it can be easily extended to Multi-HFE.

3.2 Generalization to Multi-HFE

The Kipnis-Shamir attack uses the univariate representation of the public key. In multi-HFE,
the degree of the univariate representation of the secret key is not bounded. This was in fact
the initial motivation for the design of IF'S [6]. As a consequence, there is no linear combination
of the G** (notation as in (2)) leading to a small rank, making the MinRank attack impossible
at first glance. The hidden field structure exists but it can only be unveiled by working in the
right field. To have the correct analogy with the univariate case, we introduce a new change of
basis between the “small” field vector space Fy and the “big” field vector space (qu)N .

The whole idea of our generalization is to “expand” the concepts of Sect. 3.1 to N variables.
We recall that n = N d. Hence, a n dimensional vector over the small field can be divided in
N blocks of size d. Each such block represents an element in the big field (i.e F q) and has to
be processed as in Sect. 3.1. The process is applied N times, once for each block. This leads to
consider N simultaneous MinRank. To this end, the matrix defined in Proposition 2 has to be
expanded. Precisely, we consider block diagonal matrices as in the next proposition.

Proposition 4. Let (61,...,04) € (Fya)? be a vector basis of Fya over Fq. Let Mg € Mgxa (Fya
be the matriz as defined in Proposition 2. We construct the matriz My 4 = Diag(My, ..., Mg) €
N————

N

12



Mnxn (Fq“); namely

A
0,00 .. 08"
AR 0
d—1
040% ... 05
Mpyg =
0,09 ... 07"
d—1
05 09 ... 08
0 S
040007
We can express the morphism ¢n : (Iqu)N — Fy as
(Vi Vi) > (VL VE v Vi VE MG,
and its inverse o' For — (Fa)N as

(U17 o 7”71) — (W17Wd+17 .- '7Wd(N71)+1)
where (W1,...,Wy) = (v1,...,v,) My 4.

Proof. Once again, we recall that n = N d. Hence, a n dimensional vector (vi,...,v,) € [y can
be divided in N blocks of size d. Due to the construction of My 4, each block of d elements
in (v1,...,v,) is multiplied by the matrix My. Eventually, the matrix acts just as if we apply
Proposition 2 to each of the N blocks of d elements. This is then a multi-dimensionnal extension
of Proposition 2.

More formally, we define Vi, = Zf-l:l V(k—1)a+iti for all k,1 < k < N. That is, the k-th block
of d components in (v1,...,v,) € F represents the k-th component of (Vi,...,Vy) € (Fga)",
forall k,1 <k < N,ie. on(Vi,...,VN) = (p1(V1),...,01(VN)) = (v1,...,vn).

Let (W1,...,Wy) = (v1,...,v,) My 4. We point out that the k-th block of d components of
the vector (Wy,...,W,) (resp. (V15 ,v0)) I8 Wi—1)dgg1, - - -5 Wkd) (resp. (V(k=1)d+15 - - - ,de))-
Then, by construction of My 4:

(Wik—1ya+1s - > Wkd) = (Vk—1)d41, - - - » Vka) Ma, Vk, 1 <k < N.
From Proposition 2:
0 d—1
(U(kfl)d+17 s 7vkd> Md = (qu RN qu )7Vk7 1< k < N.

By gathering all N blocks:

0 d—1 0 d—1

Wi, W) = (Vi VLV V)

0 d—1 0 d—1
(’Ul,...,’l}n)MNVd:(qu,‘..,qu ,...,V;\JI,...,V;\]; )

This proves the proposition for 4,0]7\,1. As My 4 is invertible, it also holds that

d—1 1

0 0 d— _
ViV VMY = (v, o),

which proves the proposition for . a
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Note that Proposition 4 indeed generalizes Proposition 2 since M 4 = M. Using this definition
for ¢, a non-standard representation of the secret polynomials — similar to the one of Kipnis-
Shamir — can be introduced. For a multi-HFE shaped polynomial F' € Fja [X1,...,Xn], this cor-

d—1

responds to the matrix F € M,,«,, (Iqu) such that F = XFXt where X = (X1, X{,...,X{

d—1
o XN, XSy, X% ). We need now to generalize the F** matrices used in Sect. 2.3.

Definition 1. Let F = [f; ;] € Myxn (qu) be the non-standard matriz representation of a
HFE-shaped polynomial F' € Fa [X1,...,XnN]. We have n = Nd, and the matriz F can be
divided in N X N blocks of size d x d. We denote then by F*F ¢ Mpuxn (qu) the matriz
obtained from F by rotating the rows and columns of each d x d blocks from k positions and
raising each components to the power ¢*. That is, if we denote by F;; the d x d block of F
located at position (i,7), 0 < i,j < N, we have:

xk *k
FO,O “e e FO,N—l
F*d7k — .

*k *k
FNfl,O e FNfl,Nfl

The definition generalizes the one of F**. As in the univariate case the matrix F*®* indeed
represents the ¢F-th power of a polynomial in Foa[X1,..., XN].

Proposition 5. Let ' € Fa[X1,...,Xn] be a HFE-shaped polynomial and F = [f;;] €
Msn (qu) be its non-standard matrix representation. F*4Fk s the non-standard matriz repre-

sentation of ra*,

To prove Proposition 5, one can remark that the block F;; of the matrix F operates only on
the variables X; 1 and X,11. To apply the Frobenius action to the whole polynomial F', it has
to be applied to each of these blocks, leading to the shape of F*®* The precise proof can be
found in Appendix B.

Thanks to Proposition 5, equation (4) can be generalized for multi-HFE. To this end, we
propose a multivariate version of Lemma 1. Namely:

Lemma 2. Let My g € Myxn (qu) be the matrixz defined in Proposition 4. Let F1,...,FN
be the non-standard symmetric matrices representing the secret polynomials FY,..., Fn, and
Fi*“* be the matrices defined in Definition 1. Finally, we consider the symmetric matrices
(Hq,...,Hy,) € (Mnxn (Fy) )n associated to the secret quadratic polynomials in the small field
(h1,... hy) € (Fylz,. .. ,xn])n, i.e. hy = xH;at for all i, 1 <i < n. It holds that:

d,0 t d,d—1 t
(Hy,...,Hy) = (My FOMYy . My g Fr I MY
*d,0 t *d,d—1 t -1
e My PO MYy e My P4 MYy ) My

Proof. The proof is very similar to the proof of Lemma 1. We start from the definition of the
small field polynomials hy, ..., hy,. For all v € Fy,

(h1 (), b (v) = on (Fy (03 @) - Ew (98 () -

Similarly, we need to express the above equation by matrix operations. We use then the definition
of ¢ and its inverse using the matrix My 4 of Proposition 4, (k1 (v), ..., hy (v)) =

d—1 d—1

0 0 _
(Ff’ @Mpa),. ., P (wMyg),... . FE @Mya),..., F (QMN’d)> M,

14



Recall from Proposition 5 that F;*®7 is the matrix representation of Fiqj, Vi, 1 <1< N and
Vj,0 < j < d. We replace the polynomials by their matrix expression and we get for all v € Fy:

(vHi2', ..., vHy") = (vMNdFl dOMNdv vMNdFl*d’dflMt dvt

vMNdFN*dOMNdv oMy PN 1MNdv)M;}d,
which concludes the proof. a

Now, let U = T™' My,4 € Myxn (Fpa), W = SMy g € Myxn (Fpa) and F;) = WEF T W,
with 4, 1 <7< N, and j, 0 < j < d. We have the relation:
G(z) =T oFoS(x),

(91(2),- .., gn(x)) = (R1(zS),..., hn(zS)) T
(gGlgt,.. ng) (xSHlstf,...,gSHnStf)T
(G1,...,Gn) = (SH1 S',...,SH,S") T

Using Lemma 2:

(G1,...,Gn) = (SMygF1* " MYy 48!, ..., SMy F1* " "My 4 S, ...
L SMy FNO MYy 48, SMy FN T MYy 4 SY) M;V}d T. (6)

Matrices T and My 4 being invertible, we obtain:

(G17 trt Gn) TilMNd - (Fl(o), o ,Fl(dil), ...... ,FN(O), ceey FN(dil))’
(G1,...,Gp) U= F,O ... F, D N LGNNI G (7)

As in the univariate case, matrices U and W have a useful property.

Proposition 6. Let A = [a; ;] € Muxn (Fy), and B = [b;j] = AMpy g € Mpxn (qu). For all
1,0<i<n, k,0< k<N and 5,0 < j < d, we have:

. _
bikdrj = bz’,kd—i—((j—l) mod d)*

That s, for each group of d columns, one column is obtained from the previous one using a
Frobenius application. Fach group of d columns is defined by one of them, and consequently, the
whole matriz is defined by N columns, one in each group.

The proof of Proposition 6 is similar to the proof of Proposition 3. The property comes from
the fact that each group of d columns is processed by a matrix My leading to a similar property
as Proposition 3 for each group. The precise proof can be found in Appendix B.

To get the analogy with the MinRank in the univariate case, we remark that F;*®0 = Fj.
By considering the (i d)-th columns of U for all ¢,0 < i < N we have

> uk oG = WFL W', Z U (N—1)dGrs1 = WENW. (8)

The following lemma allows to bind (8) to a MinRank problem.

Lemma 3. Let (F1,...,Fy) € (Fua[X1,...,Xn]))Y be polynomials having Multi-HFE shape.
For all k,1 <k < N, let Fx € Myxn (qu) be their non-standard symmetric matriz represen-
tation. Let D be the degree of each polynomial Fy, and £ = ﬂogq D]. For allk,1< k<N

Rank (Fi) < N/.
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Furthermore, let

04—t Xg—¢| Og—pq .. 04—t,a
Koo | Qiea - : M F
Ndt = ) ) ] € n—Ne,n( qd)
: ‘ 0d—¢,d
04—t o 0g_pq [0g—re Tq—|

where 0g_gp ¢ (resp. 0g—g q) is the zero matriz with (d—{) rows and ¢ (resp. d) columns, and Iq_,
is the identity matriz with (d — £) rows and columns. Then, the rows of the matriz Ky 40 are a
basis of the left kernel of Fy with high probability and does not depend on the entries of Fy.

Proof. Each polynomial F} has degree bounded by D, for k, 1 < k < N, thus each variable X;
has at most degree D, for all 4,1 < ¢ < N. The only non-zero entries of the matrix Fy are the
ones in the upper-left log, (D) square of each N x N block of size (d x d). Thus, Fy has at most
NZ non-zero rows and columns and has the following structure

Ak0,0 L AkO,Nfl

Fy = : :
AkN_l’O o AkN—l,N—l

where each block A" is a d x d matrix

i3 (]
A A, 0 0

irj ij
Ak,Z,O T Ak,f,f

0 ... ... 0

AkZ’J fr—

0O ... ... ... ... 0

for 4,7, 0 <i,7 < N. As the consequence, the rank of such matrix Fy is at most N/.

From the construction of Ky 4, it is clear that Ky 4. Fx = 0. As Ky 4, has exactly
N (d—¥) = (n — NY) linearly independent rows, if Rank(Fy) is exactly N/, which is the case
with high probability, then Ky 40 is a basis of the left kernel of Fy. O

As in the univariate case, the problem of finding correct values for U turns to be a simulta-
neous MinRank problem.

Theorem 3. For multi-HFE, recovering U = T~1 Mpy,g € Myxn (Fgn) reduces to simultane-
ously solve N MinRank with k = n and r = Nlog,(D) on the public matrices (G1,...,Gn) €
Mo (Fg)™. On the other hand, the solutions (i.e. the linear combinations) of each MinRank
are in Fga.

Proof. The N simultaneous MinRank come from (8). From Lemma 3, the rank of Fy is bounded
by r = N[log,(D)]. Since W is invertible, the rank of WF W' is equal to the rank of Fy for
all k,1 < k < N. From Proposition 6, knowing one column in each of the N sequences of d
columns in U is enough to recover the whole matrix U. This allows to conclude the proof. O

Recovering the transformation 7 reduces to solve a MinRank problem. Recovering the other
parts of a secret key reduce to solve linear systems. This will be discussed in Sect. 6. Before
that, we study the effects of equivalent keys. This allows to better understand the MinRank
arising in HFE/Multi-HFE as well as the other parts of the attack.
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4 About Equivalent Keys and Induced Degrees of Freedom

Two secret keys are equivalent if they lead to the the same public key. The subject has already
been treated for the original HFE [42, 41, 43]. Tt has been shown that n ¢>"(¢™ — 1)? equivalent
keys exist for HFE. This phenomena is even amplified for multi-HFE. In this section, we exploit
this fact.

Definition 2. Let (F*,S,T) be a multi-HFE private key with parameters (q, N,d, D) € N*.
We say that (F*,S8',T") is an equivalent key if and only if F*' has HFE-shape, and

T opnoF o (p]_vl 0S8 ' =G=TopnyoF*o 90]_\,1 oS (same public key).

Wolf and Preneel [42, 43] introduced the notion of sustaining transformations which is a couple
of affine transformations (A*, B*) such that B* o F* o A* preserves the “shape” of F*. For HFE,
the “big sustainer” (multiplication in the big field), the “additive sustainer” and the “Frobenius
sustainer” keep the HFE-shape unchanged. In multi-HFE, multiplication keeps the HFE-shape.
But, we also have any affine transformation on the NV variables. Thus, the two first sustainers
can be generalized as follows.

Proposition 7. Let (F*,S,T) be a multi-HFE private key with parameters (q, N,d, D). For

any invertible affine transformations (A*, B*) € Affy(F a) x Aff§(F,a), we set A = apNoA*ogo]_Vl
and B=pnoB*o 4,0]_\,1. Then

(B oFrod, A0S, ToB™)
s an equivalent key.

Proof. First, we show that B* o F* o A* has HFE-shape. This is due to the fact that the only
exponents occurring in a variable X; is a power of ¢. The transformation A* mixes the variables
X1,...,Xn by affine combinations. By linearity of the Frobenius, no other exponents can appear
and the system keeps its HFE-shape. Trivially, as B* only performs affine combinations of the
polynomials Fi, ..., Fy the shape is also unchanged. To conclude, we notice that

Q:TO(pNo]:*O(p]_VloS
g = (’TocpNoB*flogo]_Vl) ogpNo(B*o}"*oA*)ogo]—Vlo (gpNoA*flo(p]_vloS)
G=(ToB Yopno(B oF od)opyo(Atas).

O

The following proposition provides the structure of a transformation used in Proposition 7 in
the linear case (it has to be slightly adapted in the affine case).

Proposition 8. Let A* = [a; ;] € Mnxn (qu) be the matriz associated to a linear transfor-
mation A* over (qu)N. The transformation A* can be represented in the field F, as:

A = MN’d_/A\:kM&}d & Man (Fq) R
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where My g € Mpxn (qu) 1 the matrix of Proposition 4 and A* € Msn (qu) 1S @ matric
composed of N x N blocks of Frobenius powers of elements of A*, i.e.

@0,0 ag,N—1
q q
@0,0 a9, N-1
d—1 d—1
q q
@9,0 ag,N—1
Ar =
aN-1,0 aAN—-1,N—1
q q
aAN_1,0 AN_1,N-1
d—1 d—1
q q
anN_1,0 AN_1,N—1

Proof. Let (Vi,...,Vn) € (Fya)N. We set:

N-1 N-1
(Z1,.. . ZN) = A (W1, V) = (Z @i oVigt,- s > aq;,N1Vi+1) '
i=0 i=0

According to Proposition 4, we need to compute the Frobenius images of (Z1,..., Zy) to split

it to the small field. For all k,0 < k < d, we have:
k k N-L k k N-1 k k
(Z{,....25) = (Z ag,ovi(frlv AR Z ag,N—lvﬁH) :
i=0 i=0

k k
We notice that Z! is obtained only from the qu 's for j, 1 < j < N. This explains intuitively
the shape of A* We constructed the matrix A* such that:

d—1 d—1

N2, 28,
)
Let A € M, xn, (Fy) be the small field representation of .A*, we now prove that A = MN7dA*M]_V1d.

First, let (v1,...,v,) € Fy (resp. (21,...,2n) € IF'Z’) be the small field representation of
(Vi,...,VN) (resp. (Z1,...,2ZN)). It holds that

d—1 d—1 —~—
Vi, Vi, VE VN VA L VET YA = (20,28, 78

(V1. s Un)A = (21,...,2n).

From Proposition 4, we know that

d—1 d—
(Ula"'vvn)MN,d:(Vb‘/lq?"wvlq 7"'1VN7V]€[7"'7V]€[ )’
d—1 d—1
(Zl,...,Zn)MN’d:(Zl,ZiJ,...,Zil ,...,ZN,Z;]V, ’Z?\f )
By replacing in (9), we get
(1, -, Um) Mg A* = (21,..., 2)Mp g
(’Ul, e ,’Um) MN,d A* MJ_V,ld = (Zl, .. .,Zm).
Then, A =M N,dAV*ijld is the small field representation of A*. a

We consider now the Frobenius transformation.
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Proposition 9. Let (F*,S,T) be a multi-HFE private key with parameters (q, N,d, D) € N*.
For all k,0 < k < d:

(Frobk oF* o Frobqk, ¢n o Froby 04,0]7\,1 oS, T opnoFrobgk ogpjvl)
s an equivalent key.

Proof. For any k,0 < k < d, the polynomials of

d—k k

(Froby oF* 0 Froba ) (X1, ..., Xn) = (F*(X¥ ..., X4 )

have the same monomials as F*(Xi,...,Xy) but their coefficients are raised to the power
of ¢F. This is explained in (2). As a consequence, if F*(Xy,...,Xy) has HFE-shape, so is
(Froby oF* o Frobg k) (X1, ..., Xn). In addition:

g:’TogpNo]:*ogo]_vloS

G = (T o ¢n o Frobg.k ogo]_vl) o (¢n o Froby oF* o Frobg i ogpj_vl) o (¢n o Froby o © S).
As the Frobenius application is linear in F,, the transformations 7 o ¢ o Frobg.k ocp]_\,l and gy o

Froby og;;]l oS remain affine. Finally, Froby o F* oFrobg. has HFE-shape, proving Proposition 9.
O

We introduce also the matrix representation of a Frobenius application.

Proposition 10. Let Froby € M, (F,) be the matriz representing the linear transformation
N o Froby ocp]_\,l over Fy. Then

Froby = MN,dPN,d,kMJ_V,ld

where Py g5 = Diag(Ryk, ..., Rar) and Rqy is the d x d matriz of a k positions left-rotation,
N————

N
that is

Opa—r Ix )
Ry = ’ .
ik <Id—k 04—k k
Proof. Let (Vi,...,Vy) € (Fa)™. We set
k k
Froby(Vi,..., V) = (V& ..., VE) = (Z1,..., Zn).

In the big field, a left k-rotation of (V,V4,..., qu_l) is the application of Froby to such vector.
Indeed, Froby(V,V4,..., qu_l) = (qu, DR 74 S 7 qu_l). More generally, the matrix
Py 4 makes this rotation on each N components in the big field. That is

e Ve vV T Y Py =
e ve v e v veE T vl vE
We have then:
Ve v v VE P = (2 2z, 20y (0)

As in the proof of Proposition 8, let (v1,...,v,) € Fy (resp. (#1y.-.,2n) € IFZL) be the small field
representation of (V1,...,Vn) (resp. (Z1,...,2Zn)). According to Proposition 4, it holds that

1

d—1 d—
(1, on) Mg = (Vi, Vi, VU VR VR ),

d—1 d—1

(Zla~--7zn)MN,d:(ZI;Zily--~7ZiJ ,...,ZN,Z]qV,...,Z}JV )

19



By replacing in (10):

(i, vm) MN e PNak = (21, -+, 2m)Mpyg
(1, vm) My a PNak M&ld = (21, 2Zm)-
Then, My g PN.ax Mj\,ld is indeed the small field representation of Frob. a

According to Proposition 9, we can derive (d—1) other equivalent keys from any valid private key.
This refers to the so-called Frobenius sustainer of [42, 43]. To count the number of equivalent keys
introduced by Proposition 7 and 9, we need to know how many different keys they generate. To
do that, we will show that any equivalent key obtained from the Frobenius and affine sustainers
has a unique representation.

Lemma 4. Let A* € Affy(F ). For all k, 0 < k < d, there exists A* € Affy(F,a) such that
FI"Obk oA* = A*/ o FI“Obk.

Proof. As Frobg.y o Froby is the identity, it holds that
Froby o A* = Froby o A* o Froby_i o Froby .
Now we prove that A* = Froby o A* o Frobgy is an affine transformation. Let (X1,...,Xn) €
(Fga)™:
A (X1,..., Xy) = Froby oA4* o Froba (X1, ..., Xn) = Froby oA* (de"", . ,X]qu_k>

_ d—k _ d—k
AY (X1,..., Xn) =Froby (Zfiol Aio X + Ao, .., Zi\iol AN Xy + AN)
_ d—k g _ d—k ¢*
A*, (Xl, ey XN) = <(ZZN01 Ai,OX7?+1 + AO) IR <Z£\L01 Ai,N*leq—i-l + AN) )
A Xy, X)) = (SN AT x4 AT N1A xd AY
( IR N)— Zi:() 1,0 z’+1+ N?""Zizo i,N—1 i-H+ N
A (X1,..., XN) = (Zf\iol Ao Xip1 + AL, porine Al v 1 Xig + A?V) :

The transformation A* is indeed an affine transformation with the same coefficients as A*
raised to the power ¢*. a

Lemma 4 shows that the Frobenius and the affine transformation somehow commute. This will
be useful to write uniquely an equivalent key.

Lemma 5. Let (A*, A") € Affn(Fa) x Affn(Fa) be invertible affine transformations.
If Froby o A* = Froby o AY, for k,k',0 < k, k' < d, then A¥ = A* and k' = k.

Proof. First, it is straightforward to see that if k = &/, then
Froby o A* = Froby 0o A* < Frobg o Froby oA* = Frobg o Froby oA"Y < A* = A* .

Then, we have only to prove that Froby o A* = Froby o A* = k = k’. Assume for a contradiction
that there exists & and &’ such that Froby o A* = Froby oA* and k' # k. Then, we can write
k' =k + ¢, with £ # 0:

Froby o A* = Frobys o A*
Froby oA* o Frobg.i = Froby_ ¢ 0A* o Frobg.y
Froby o A* o Frobg.x = Froby o Froby 0 A* o Frobg.y .
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According to Lemma 4, A* = Froby oA o Frobg.x and A = Froby o A* o Frobg. are also affine
transformations. We write: s s
A* = Froby o A*.

As ¢ # 0, the transformation Froby oA* has degree ¢‘. That is, each polynomlal in the repre-
sentation of Froby o.A* has the form (Zz 1 Aq Xq + A} ) with A; € Fpa. As A* is invertible,

at least one term of degree ¢¢ is non-zero. Thus, Froby oA* cannot be equal to A* which is an
affine transformation and has maximal degree 1. This proves that Froby oA* = Froby o A* =
k =k and A* = A¥. 0

Together with Lemma 4, Lemma 5 is used to derive a canonical representation of equivalent
keys.

Theorem 4. Let (F*,S,T) be a multi-HFE private key with parameters (q, N,d, D) € N*. Let
A", B* € AfEN(F ) be affine transformations in the big field and k,0 < k < d be an integer.
Fach Multi-HFE equivalent key (F',S',T") obtained using Proposition 7 and 9 can be written
uniquely

F' = Froby oB* o F* o A* o Frobg.i
S’ = pn o Frob oA Lot oS
T’ =T ownoB* ! oFrobgyopy .
Proof. Let (F',S8',T') and (F,S,T) be equivalent keys. By hypothesis, a equivalent key has
been obtained by composition of several Frobenius and affine transformations. According to
Lemma 4, the transformations can be reordered. Hence, any equivalent key can then be written
as
F' =Froby, o---oFroby, oBjo---0B; o F oAy o---0A] oFrobgy, o---oFrobgy,
S’ = N o Froby, o+ o Froby od; to -0 Aoyl 08
T =T opno B:Lb_l 0---0 Bi‘_l o Frobg, o - - o Frobg.y, ogoj_vl.

The composition of two affine transformations is an affine transformation, and the composition
of two Frobenius transformations is a Frobenius transformation. This can then be simplified as
F' = Froby oB* o F* o A* o Frobg.i

S’ = pn o Frobod* toploS
T' =T opyoB* ! oFrobgi ogpz_\[1 .
To show the uniqueness of this representation, suppose that there exists A*, B* € Affn(F,q)
and k' € N,0 < k < d leading to the same equivalent key. Then, by considering S’, we get:
@ o Froby o A* 1 o 90]_\,1 08 = ppy o Frob oA 1o goj_vl oS
Froby 0 A* ™! = Frobys o A* 1.

According to Lemma 5, this implies that ¥’ = k and A*~! = A*~!. Similarly for 77, we show
that B*~! = B*~!, i.e. the representation is unique, proving the theorem. ad

We are finally able to count the total number of equivalent keys coming from Proposition 7 and
Proposition 9.
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Theorem 5. Let (F*,S,T) be a multi-HFE private key with parameters (q, N,d, D) € N*.
There are exactly

N-1 1\
d <qu H (qu - qdz)>
=0

equivalent keys coming from affine transformations and Frobenius transformations.

Proof. According to Theorem 4, each equivalent key is uniquely defined by two invertible affine
transformations (A*, B*) € Affy(Fa) x Affy(F,qa) and an integer k,0 < k < d. The number of
equivalent keys is the number of elements in

GLN(F ) % (Fya)™ x GLx(Fya) x (Fya)N x Z/d Z.

There are exactly Hi]\;l ((¢M)N — (¢%)%) invertible matrices in Myyn (F,a). Thus, we obtain
the expected number of keys. O

5 Weaknesses of HFE/multi-HFE Induced by Equivalent Keys

We show here that the high number of equivalent keys turns out to be a weakness for HFE /Multi-
HFE schemes. For example, an interesting property of the MinRank arising in HFE/Multi-HFE
is that the kernel of the matrices in (8) is independent of the equivalent key used up to Frobenius
transforms. To show this property (Theorem 6), we first need to prove this property for a single
private key.

Lemma 6. Let (F*,S,T) be a multi-HFE private key with parameters (q, N,d, D) € N*. We
denote by (G1,...,Gn) € (Myuxn (Fy))" the matrices associated to the public key G = T o
FoS. Let S € Myxn(Fy) and T € Myyun (Fy) be the matriz representation of S and T,
respectively. Finally, let U =T My 4 = (Ui ;] € Mpxn (qu), and K = ker(Z?:_Ol Ui, 0Git1).
Then Vi, k,0 <t < N, 0<k < d,

n—1
ker <Z Ui,td+kGi+1> = Froby (K) .

=0

Proof. Let t,0 <t < N and k, 0 < k < d. Using equation (6) it holds that Z;:ol Uit d+kGit1 =
SMMdFt*d’kaV’dSt. As S and My 4 are invertible, we have that

n—1
ker <Z ui,tMGm) — ker (SMy oFi ")

i=0
n—1
ker (Z Uit d+kGi+1> SMy,q = ker (Ft*d’k>
=0
n—1
ker <Z Uj ¢ d+kGi+1> = ker (Ft*d’k> M]_V}dS_l .
=0

Recall that ¢ = [log, (D)]. With high probability, ker (F¢) = ker (F1) = Ky gn¢, V6,1 <t < N
(see Lemma 3). From Definition 1, the non-zero columns of F¢*** are the ones of Fy after
rotating the columns of each d x d blocks from k positions. Then, rotating accordingly the
columns of Ky g n¢ leads to a basis of ker(Fy *d%) This rotation is exactly the one performed by

the matrix Py 4 1 defined in Proposition 10. Then, ker(Ft*d’k) =KnanePnd -k AsPng_i
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is a permutation matrix, its inverse is simply Py q 1 (the rotation is done the other way). Finally
we obtain

n—1 -1 g-1
ker (Zizo Uz‘,td+kGi+1) = KnanePng My ;S

n—1 -1 1ot
ker <Z¢:o ui,td+kGi+1) =Kn,ane (MN,dPN’CL_k) S

ker (Z?;ol Ui,td+kGi+1) =Knane MyaPnag) ' S7L.

The matrix My 4Py 4 is obtained from My 4 by rotating the columns of each d x d block to
the left. Due to the construction of My 4, this is equal to Froby(Mpy 4). Then:

Ker (207 wirarkGis1 ) = Knane Froby (M) ' 87!
ker (Z;:Ol “ivthrkGiJrl) = K ,4,ne Froby <M1_v,1d> St

As the coefficients of S and Ky 4 n¢ lie in the field [y, this is equal to

n—1
ker (Z ui,tMGm) — Froby (KN,d,NzM;V}dS*l) .
1=0

Finally, as Ky g n¢ = ker(Fy) = ker(F1*%Y), we conclude:

n—1 n—1
ker (Z (I d—i—kGi-i-l) = Froby <ker(F1*d’0)MjV71dS‘1> = Froby (ker <Z Uz’,OGi+1>>

=0 1=0

n—1
ker (Z Ug ¢ d+kGi+1> = Frobk (K) .

1=0

This proves the lemma. a

In other words, the kernel is unique up to Frobenius transformation. This property is used to
prove the following theorem for any equivalent key.

Theorem 6. Let (F*,S,T) and (F¥,S8',T") be equivalent multi-HFE private keys and
(G1,...,Gn) € (Muxn (Fg)" be the matrices of their associated public key. Let (S, T) €
Mopsn (Fg) X Muxn (Fy), and (S, T) € Mpxn (Fg) X Myxn (Fy) be the matriz representa-
tion of (S,T), and (S',T') respectively. Let U = T 'Myg = [uij] € Muxn (Fpa), and
K = er(Z?z_Ol 1;,0Giy1). Similarly, let U = T'"1Mpy,4 = [u;]] € Muxn (]qu) and K' =
ker(37 0 ul oGiy1). Then 3k, 0 < k < d, such that:

K' = Froby (K).

Proof. From Theorem 4, we can write 7/ = T opyoA*~LoFrobg.i o<p]_v1. Each of these application
has a matrix representation (see Proposition 4, 8 and 10). The matrix corresponding to 7 is
then T/ = MN7dPN,d,d_kA**1M&1dT, where A* has the shape of Proposition 8. Its inverse is

the matrix T'~! = T~ "My 4A*P}, Myl We have

U =T"'"Mpyy= T_lMNdA*P]‘V’ld, dko]_\,yldM ~Na=UA*Py .
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Let A*PN,d,k = [ai,j] € Myuxn (qu), we have:
n—1
uh =Y Ui, Vi, 5,0 < i, <.
t=0

Due to the shape of A* and Py 4k, atj is non-zero if and only if ¢ = j — k mod d. Then, we
N-1 . .
have u;j =D 10 Witd+(j—k mod d)@td+(j—k mod d),j for all i,,0 < 4,7 < n. Therefore

n—1 n—1 /N—-1

/
§ w0 Giyr = E E Wit d+(—k mod d) Wt d+(—k mod d),0 | Git1
i=0

=0 t=0
N-1 n—1

= Grar(—k mod d),0 (Z WU t d-+(—k mod d)Gi+1> :
t=0 =0

We denote by I'; _;, the matrix Z?;ol Uit d+(—k mod d)Gi+1). One can see that the kernel of

this matrix is the same for all ¢,0 < ¢ < N. Indeed, according to Lemma 6:

ker (Tt 1) = Frob; 44 (k mod d) mod d(K) = Frob.x mea a(K) V¢,0 <t < N.

As
n—1 N-1
/
Z ui,OGi—l—l = Z Q¢ d4(—k mod d),0 L't,~k
i=0 t=0

is a linear combination of I'; _j, for ¢,0 < ¢ < N, then ker (I'; _;) C ker (Z?;ol uao Gi+1). As
U’ is an equivalent key, there exists — according to (8) — a matrix W’ such that
n—1
/ ! 1t
> U Gipr = WF W,
i=0
so that the rank of Z?:_ol u; Giy1 is Rank (Fq).
Similarly from (7), we get T'y _j, = Z?;ol Ui ¢ d4(—k mod d) Git1 = W Fi 1% " W, where W
is invertible. As rotating rows and columns of a matrix does not change its rank, it holds that

n—1
Rank (T;_;) = Rank (Ftﬂ*d’_k) — Rank (F¢; 1) = Rank (F;) = Rank (Z u;70Gi+1> .
i=0
Thus, we get ker (I'; _j) = ker (2?2_01 Ué,oGHl) = K’. Finally, K’ = Frob_k moq 4(K), proving
the theorem. ad

With Theorem 6, we know that the matrices of (8) have the same kernel (up to Frobenius
transform), indenpendently on the equivalent key chosen.

Equivalent keys allow also to further slightly improve the MinRank attack. We consider an
instance of HFE with parameters (¢, N,d, D) € N* and ¢ = [log D]. We have to solve the
MinRank problem on the (n x n)-matrices Gi, ..., Gy whose entries lie in F, with target rank
N¢. Using the Kipnis-Shamir modeling described in [32, 26, 27], we have to solve the algebraic
system of the (n(n — N/)) quadratic equations in (N¢(n — N¥) + n) variables given by the

entries of the matrix
1 x1,1 e 1‘17]\[5 n
: : : (Z >\¢Gi> : (11)
i=1

lop_Nea . Tu—NeNe
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Note that we are looking for solutions in F a rather than in F,. From now on, and similarly
to [26], these equations are called the KS (Kipnis-Shamir) equations. We denote by

1<j<N¢
Iks € Fq[{xi,j}lgggnq\m ALy ey An]

)Aw(anW)+n

the ideal generated by the KS equations and Vkg C (IF @ the corresponding variety.

Theorem 7. The MinRank problem associated to HFE (resp. multi-HFE) can be solved by
fizing one (resp. N) coefficient(s) to a random non-zero value (resp. to random non all zero
values) in Fya. That is, the variety Vks has at least q® —1 (resp. ¢*N — 1) solutions.

Proof. We know that the first column of U = T_IMN,d € Muxn (qu) is in Vks. Let A* €
Mxn (qu) be an invertible matrix as described in Proposition 8 and A* € GLy (qu) be the
induced transformation. According to Proposition 7, A* can be used to build an equivalent key.
Let then (F*,S’,7") be an equivalent key such that 7/~! = Ao 7! with A = oy o0 A* 0y .
Consider now the matrix representation T'~! of 771, It holds that T'~1 = T~ My 4 A+ 1\/11_\,1 ’E
Being an equivalent key, the first column of U = T'Myg4 € Muxn (qu) is also in Vks.
Using the construction of T—1, U’ = T—! MN,d;Av* M]_V}d Mpy,g = U A*. Each column of A*
can have at most N non-zero entries. The N non-zero entries of the first column of A* are
0,0, @d,05 - - - » &(N—1)d,0- Lhe first column of UA* is then

n—1 n—1
A=) = [ D woktro, - > tn_1 ko
k=0 k=0
N-1 n—1
A= Z U, d0k d,0; - - - Zun—l,kdakd,o :
k=0

k=0

Consider the first N components of A. This gives rise to a linear system of N equations:

N-1 N-1
A1 = Z U0k dOk d,0s + -+ s AN = Z UN k dOk d,0 -

k=0 k=0
For any fixed non all zero Ay, ..., A, this linear system has then one solution for ag o, . .., a(nv-1) 4,0
with high probability. This allows to choose N coefficients A; arbitrarily and still obtain a valid
solution (equivalent key). The variety Vig has then at least ¢V — 1 solutions. O
This means that for valid values {mZ]}Ezgnye in (11), there are (¢%) vectors (A1,...,\n)
such that the kernel of (2?21 )\Z-Gi) is the one induced by the z; ;’s. Therefore, the values of
N components (say A1,...,An) can be randomly chosen. The new system still has (n (n — N¥))

equations but only (N¢(n — N¢) +n — N) variables.

As described in Sect. 3.1, the coefficients of the polynomial system are in the small field [F,.
To keep this property, we fix variables with values over the small field. Experimentally, fixing
one variable to 1 (or any value from F;) and the (N —1) others to 0 gives the best results. After
N variables (A1,...,Ay) have been fixed, Vkg has at least d elements. This property already
noticed in [31] for HFE is a direct consequence of Theorem 6, i.e. Frobenius images of the kernel
are also valid.

The MinRank allows to recover a kernel that is central to our attack. Once the matrix
K = ker (3", \Gy) is known, it is used to recover the different parts of the private key as
described in the next section.
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6 Full Key Recovery

In this part, we detail all the steps of a key-recovery attack against multi-HFE.

6.1 Roadmap

Let (F*,8,7) be a multi-HFE private key with parameters (¢, N,d, D) € N* (as defined in
Sect. 2.1). The attack is divided in 3 steps.

Recovering the Transformation on the Polynomials This part of the key-recovery cor-
responds to the MinRank problem described in Sect. 3. Solving the MinRanks of (8) allow to
recover a kernel matrix K related to the private key and consequently the transformation 7.
There are N MinRanks to be solved but we show that this has to be done only once to recover

T.

Theorem 8. For multi-HFE, recovering U = [u; ;] = T™! My € Myxn (qu) reduces to solve
N —1 linear systems of (n(n — N{)) equations in (n — N) variables in F a once one column of
U s known.

Proof. Assume w.l.o.g. that the first column of U is known i.e. after solving one of the MinRank

of (8). We can compute the matrix K = ker (Z?;OI ui70Gi+1). According to Lemma 6, we also
have that K = ker (Z:‘L:_ol ui,td+0Gi+1) ,Vt,0 <t < N. Thus, for all £,0 <t < N, it holds that

K- (Z?:_ol Ui,td+oGi+1) =0.

This is a linear system where the w;;q40’s are unknown. Solving this system gives another
column of the matrix U. This has to be done N — 1 times in order to recover N — 1 other
columns of U. According to Proposition 6, this is enough to recover the entire matrix U. a

Recovering the Transformation on the Variables Kipnis and Shamir [32] originally pro-
posed a method for recovering the transformation on the variables by solving an overdetermined
system of (nf(n — ¢)) linear equations in n? variables over F, with ¢ = [log, (D)]. Applied to
multi-HFE, this would give (n/(n — N{)) equations in n? variables over F,. We propose here
an alternative method which reduces the number of variables and equations by a factor d. On
the other hand, it operates on the big field.

Theorem 9. For multi-HFE, recovering W = [wi,j] =SMpyg € Muxn (qu) reduces to solve
a linear system of (N{(n — N{)) equations in (N n) variables in Fa once U = T"*Mpyg €
Mxn (qu) 18 known.

Proof. Let K = ker (ZZ;(I) Ulc70Gk+1>- To find the coefficients w; ; of W, it is enough to re-

mark that according to (8), KW = ker (F;) for all i,1 < ¢ < n. According to Lemma 3, we
know that ker (F;) has N/ columns set to zero. Moreover, we know that only N columns are
needed to build the whole matrix W (see Proposition 6). We construct the corresponding linear
system of (N (n—N K)) equations in N n variables. However, If £ > 1, the system is underdeter-

mined. To circumvent this issue, we will use Lemma 6: Frob;(K) = ker (ZZ;(l) Uk.idtj Gk+1> =
ker (WF;** W) = ker (WF;**/). Finally:

ker (Fi*d’j) — Frob;(K)W . (12)
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For all j, 0 < j < d, ker(F;*®9) has N/ columns set to zero (see Lemma 3). Moreover, for 7,
(d—£¢+1) < j < d, each matrix ker(F;*®/) has N common zero-columns with ker(F;*?). We
may then add the N (n — N/) equations induced by (12) for each j, (d— ¢+ 1) < j <d. All in
all, the system has (N {(n—N E)) linear equations. This allows to recover W and thus S. O

Recovering & amounts then to solve the linear system given by the entries of
Frob(d_“_l) (K)W/(N) == Frob(d_l) (K)WZN) = KW(N) = 0, (13)

where W' is unknown and Wz N) denotes the N columns submatrix of W corresponding to the

common zero columns of ker (Fi*d’o) ,. .., ker (Fi*d’d_l) for any 4,1 <17 < N.

Recovering the Inner Polynomial System As soon as the matrices T = MN,dU*1 and
S = WM;V’ld are recovered, we only need to reconstruct a private (inner) transformation. This
is done simply by computing F* = 4,0&1 0T 1oGoS toyy. By construction of its components,
the transformation F* respects the HFE-shape (as defined in Sect. 2.1).

A Step by Step Example To illustrate our attack, we consider a small odd characteristic
example. For the sake of simplicity, we use homogeneous polynomials and linear transformations.
Once again, our attack can be adapted to the affine case as explained in Sect. 6.2.

We consider the parameters ¢ = 7,N = 2,d = 4, and D = 14. We denote n = Nd = §,
and ¢ = [log,(D)] = 2. We consider F7s = Fr[z]/ < 2* + 52? + 42 + 3 >. Finally, let 0 be a
primitive root of the defining irreducible polynomial.

Key Generation. We choose N random polynomials having a “multi-HFE shape” of degree less
than or equal to D as well as two invertible (n x n) matrices S and T. To visualize the rank

Fy = 02097 x 14 4 92150 8 | 1623 7 7 | g8l x Ty | gli31 y2
F OB X XTI 40 TTOX, Xy + %40 X 14 4 91075 xB | 01220X22,
By = 01586X114 L0508 4 01078X17X27 + 9554)(17)(2 46200 x2
+ 07X XTI + 07T X X + 0" X0 + 07T XS 400X

gl131 1350 () (3 979 1683 () 9260 999 () gLITL 9909 (o
91350 2097 () ( 92081 823 () ( 099 Q1586 () () 2154 9278 ()
0 0 00 O 0 00 0 0 00 O 0 00
Fy — 0 0 00 O 0 00 F. — 0 0 00 O 0 00
9979 2081 (y ) 91220 9275 ([ 12 QLLTL 2154 () () 179 I88T () (
Q1683 823 () () 9275 940 9909 9278 (3 () Q1887 91090
0 0 00 O 0 00 0 0 00 O 0 00
0 0 00 O 0 00 0 0 00 O 0 00
00536442 22346160
56201661 46613014
55164531 60311536
S — 34143506 T— 10051243
12212260 50336433
12353033 06550460
13362100 15406323
40300022 02222605

Fig. 1. Private key of the Multi-HFE example with ¢ =7, N =2, d =4, and D = 14.
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property, we give in Fig. 1 the symmetric matrices F; associated to the polynomials Fj, i.e.:

F; = XF; X" where X = (X1, X{,..., X{

The public key of this multi-HFE instance is a set of n quadratic polynomials (g, ...

q
e XN, XY

give in Fig. 2 the symmetric matrix representation Gj of each g;, i.e.:

d—1

LXET,

,gn). We

gi:(:cl,...,azn)Gi(m,..,7xn)t'
30065111 35646626 35241424
03314644 51605405 55133550
03453554 66616316 21441042
G, = 61522442 G 40143000 Gs 43461246
543210441’ 65636251 |’ 13110542’
16540122 64302532 45025146
14544201 20105300 25444446
14424212 65601206 40262666
15003106 42662655 20262423
55532114 23422530 06023615
05533420 64604365 20246061
Ga— 03343655 Gs 62002525 Ge 62402001
32333514’ 224214021’ 236243141’
11465640 65354020 46003646
01251403 53620230 21601451
64054035 50552003 35114612
62204014 61345436
24263231 10153666
22151044 31301064
G, — 06515645 Gs = 45065050
43151244\ 53156615
02062546 46006242
13444435 36651422
41454656 66405224

Fig. 2. Public key (given as matrices) of the Multi-HFE example considered with ¢ = 7, N = 2, d = 4, and
D = 14.

Recovering an Equivalent T . The first step is to solve a MinRank problem. By construction,
there exists a non-zero vector (A1,...,\,) € (qu)n such that Rank(}>"" | \;G;j) = N{ (The-
orem 3). According to Sect. 5, we can randomly fix N variables to have a zero-dimensional
ideal.

We fix for instance \; = 1 and Ao = 0. Using the notations of Sect. 2.4, we have to solve
a MinRank with (Mp = —G1, My,...,Mg = G3,...,Gg) withn = Nd =8,k =n— N =6,
r = N{ = 4. We have d = 4 solutions given by the vector

A(l) — (1, 07 9110’ 02215’ 9830, 91958’ 91889, 92363)

as well as its Frobenius images Frob; (A(l)) for all j,0 < j < d. This is a direct consequence of
Proposition 9 from Sect. 4. The kernel K of (>°7 | AL G;) can be computed, and we get the

(3
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matrix
1000 0828 01612 0530 01086

0100 9502 0134 01450 9566
K= 0010 91981 61755 01660 02059

0001 (9870 0963 02276 9425

This matrix is then used to recover N columns of U’ = T'~! My 4 according to Theorem 8. In
our example, we need only one more column as N = 2. This amounts to solve the linear system
K (3, M\iGi) = 0. As pointed again in Theorem 8, this is enough to recover the whole matrix
U. To have independent columns, we fix A\; = 0 and A2 = 1. Solving this linear system gives

A2 — (0,1, 1587 42150 59 1111 1093 1656
The matrix U’ is finally reconstructed by taking the Frobenius of these vectors AW and \?:

1 1 1 1 0 0 0 0

0 0 0 0 1 1 1 1
gLI0 9770 590 Y1730 Y1587 H1509 963 1941

, 92215 91105 0535 01345 92150 9650 92150 9650
U =

(9830 (91010 92270 91490 959 9413 9491 91037
91958 01706 02342 01994 91111 9577 91639 91873
91889 01223 91361 92327 01093 9451 9757 9499
92363 02141 0587 91709 91656 91992 91944 91608

The secret matrix T/ = My 4U’~! has been recovered at this step:

10000000
55503331
62050055
05611245
01000000
13244264
30133526
16635203

T/

Recovering an Equivalent S. We follow the method explained in Sect. 6.1 to recover a valid
matrix W/ = §'My 4. Even if the matrices F1 and Fa of the private key are unknown, we
know due to the HFE-shape that in echelon form we have for all 4, 1 < i < V:

00100000 01000000

. |ooo010000 '*d7(d_1)>_ 00100000

ker (Fi) =1 10000010 | ker<F‘ “loo000100
00000001 00000010

These two matrices have both their (i d)-th columns set to zero for 0 < i < N (i.e. columns
0 and 4). We now construct a linear system of N (n — N/¢) equations in the N n variables

Y15V my--+5 YN,y -+ YNn from

71,1 V2,1
K- s =0, Frobg.1(K) -

Yin V2,0 Yin V2,n

71,1 V2,1
: : =0.
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The system has (¢%)V solutions. This is again a consequence of equivalent keys explained in
Sect. 4. We then randomly set N variables in each one of the N columns to abitrary values.
For this example, we take v11 = 1,712 = 0,721 = 0,722 = 1 (the columns have to be linearly
independent). This linear system has one solution providing two vectors:

w®) = (1,0,07%, 496 g314 9132 1308 2017y
w® = (0,1,4505, 91673 gL960 1047 733 1788y
As for U’, the rest of the matrix is built by raising the first columns to the power of ¢/, for all
7,0< 5 <d.
1 1 1 1 0 0 0 0

0 0 0 0 1 1 1 1
975 9525 91275 91725 9505 91135 9745 9415

966 9462 0834 91038 01673 92111 9377 9239
9314 92198 9986 92102 01960 01720 940 6280
9132 9924 91668 92076 01947 01629 01803 9621
91308 91956 91692 92244 0733 0331 92317 91819
62017 92119 (9433 0631 01788 0516 01212 91284

W/

The matrix S’ = W’ M;,ld, which is part of a private key has been then recovered:

10000000
00001000
34165220
16505330
04306350
33542314
20640403
63124306

S/

Recovering an Equivalent F. To conclude the attack, we have to recover a valid inner transfor-
mation. From the knowledge of S’ and T, we compute:

]_—*/ — @]7\[1 o 7—/—1 o g 08/—1 o QPN.
In terms of matrix/vector operations, we first compute the small field representation of F*':

]_‘/ — T/—l o g OS/_l
(Hy,...,Hy) = (871G18',..., 871G, ) T 1.

Then, we recover the transformation on the big field using the matrix My 4 of Proposition 4.
F =gyt o Flopy
(Fi',...,FN') = (P1,Pay1,....Pan_1)41)
where (Pq,...,Pn) = (M Hi'M/ ..., My H' M ) My 4.
From the definitions of matrices U’ and W', it is equivalent (and simpler) to directly compute
F¥ = 90]—\[1 oT" loGoS1topy.

(Fi',...,FN') = (P1,Pay1,.. ., Pan_1)11)
where (Py,...,Py) = (W IG,W' ™ .. W IlG,W)U.
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With the matrices F1’,..., FN', we recover a set of HFE-shaped polynomials. In our example,

we obtain
g784 91599 () HL73 2089 () ()

91599 91581 00 059 0709 00

0 0 00 O 0 00

. — 0 0 00 O 0 00
1 f173 959 00 9157 91724 |

92089 9709 (o 1724 91791 (9

0 0 00 O 0 00

0 0 00 O 0 00

02277 9375 00 9321 91681 00

9375 9749 0 65 9227

0 0 00 O 0 00

F. — 0 0 00 O 0 00

2 9321 0665 00 91384 9510 00

p1681 9227 00 p510 (1556 () 0

0 0 00 O 0 00

0 0 00 O 0 00
Thus
F{ — 91581X114 + 02399X18 + 01509X17X27 + 9859X17X2 + 0784X12
+ 9489X1X'27 + 0973X1X2 + 91791X214 + 0124X28 + 0157X22
FQI — 0749X114 + 91175X18 + 91027X'17X'27 + 01465X'17X2 + 02277X12
+ 081X1X§ + 91121X1X2 + 91556X214 + 91310X28 + 91384X22.

The attack is now complete and a full valid private key has been recovered.

6.2 Affine Transformations

So far, we have only considered linear transformations and homogeneous polynomials. How-
ever, HFE or multi-HFE can use affine transformations and non-homogeneous polynomials. We
describe here how to generalize our approach to the affine case.

Representation The starting idea of our attack is to represent the polynomials in a matrix
form. If the HFE-shaped polynomial F; € Fa[X1,..., Xy] is not homogeneous, then there
exists a matrix F; € M(n+1)x(n+1) (]qu) such that F; = XF; X! where F; is symmetric and
X = (X, X9, x0T XN, X%, X9 1), Similarly, if a quadratic polynomial g; €
F,[z1, ..., 2] is not homogeneous, then we can write g; = xGjz' where G; € Mns1)x(n+1) (Fq)
is symmetric and z = (x1,...,2p, 1).

The matrix My 4 — allowing to change basis — given in Proposition 4 simply becomes

0
My q

0 --- 1

The matrix representations of the secret polynomials F1, ..., Fiy have however (n+ 1) rows and
columns instead of n. The rank of such matrices is (N4 + 1) (one row and column have been
added). In our attack, we then try to find an affine combination of the public polynomials such
that the rank of its corresponding matrix representation is (N/¢ + 1).
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MinRank attack To adapt the MinRank attack, we remark that it is possible to find a linear
combination of the matrices instead of an affine combination. Thanks to equivalent keys (cf.
Sect. 4) such linear combination exists. The problem is then to find (ugp, ..., un-1,0) € (Fy)"

such that .
Rank <Z uk70Gk+1) =Nl{+1.
k=0

We recover in this way a matrix U € M,,xn (qu) as explained in 6.1. For the second step, the

matrix K = ker (Zz;é uk70Gk+1> has (n+ 1) columns. To have an analogous property, the last

column of K is set to zero i.e.

10 ...... 0 k070 k07N 0
k|01
0...... 0 1kn-nNo-En-nNnO

The first n columns of K can be used to perform the second step of the attack just as in Sect. 6.
The method described above is the most straightforward and natural. However, there are at
least two other ways of performing the MinRank attack.

Take the homogeneous part. The idea is to ignore the affine part. Namely, we perform the Min-
Rank attack on the homogeneous part of the polynomials. That is, we try to find (ug o, ..., Un—1,0)
€ (Fg4)™ such that

n—1
Rank (Z uk,onJrlh) = N/

k=0
where Gi" € My xn (qu) is the matrix of the homogeneous part of g; (i.e. the matrix G; without
the last row and column).
Since the rank of (ZZ;& uk’onJrlh) is N/, <ZZ;(1) uk,onJrl) is of rank N¢+ 1. We added
one more row and column. The attack is completed as we have found a linear combination
such that the rank is N¢ 4+ 1. From a practical point of view, this method turns to be less

efficient than the first one. This is probably due to the fact that the information coming from
the non-homogeneous part is not used.

Add a constant polynomial. We consider a third strategy. We look for a private equivalent key
such that F is homogeneous. This way, the rank of their matrices is N/ instead of (N¢ + 1).
We are then looking for an affine combination of the public polynomials. Namely, we compute
(10,0, - - - s tn,0) € (Fya)" ! such that

n—1
Rank (Z Uk 0Gry1 + un,oI> = N/
k=0

where I is the matrix of the constant polynomial 1 (i.e. I[i,j] = 1ifi =j =n+1 and 0
otherwise).

In this case, we try to cancel the affine part of (Zz;é Uk,OGk+1> such that its rank is N/

instead of N/ + 1. Note that in this method, we move the affine part of the inner polynomials
to the matrix U and try to find an homogeneous internal transformation. Note that using only
the first n components (ug,...,u,—1,0) of the solution leads back to the first method as the
linear combination is of rank (V¢ + 1) (only one entry is modified).

Experimentally, this method is the most efficient for the non-homogeneous case. This can
be explained by the fact that the rank is lower and the affine part is taken into account.
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6.3 Key Recovery in Characteristic 2

Our attack uses the matrix representation of the public and secret polynomials. This represen-
tation has to be symmetric in order to keep a canonical representation of the quadratic forms.
Let A be a matrix representing some quadratic form. The symmetric representation is obtained
by computing A+TAt. In characteristic 2, such matrix would be zero.

In their original paper, Kipnis and Shamir [32] suggest to use instead A + A’. Whilst the
first step of the attack (MinRank) works indeed similarly, it appears that the second step of
the attack — recovering S — fails with the method described in Sect. 6.1. In characteristic 2, the
two steps are not independent and cannot be treated separately. We now discuss how to adapt
our attack in characteristic 2. For reasons which will be explained, our adaptation depends on
the parity of the rank. Thus, the section is divided in two parts. From now on, we denote by
r = N/ the target rank of the MinRank. A toy example of our attack is given in Appendix A.

Even Rank. The first part of the attack is to find a linear combination of the public matrices
whose rank is r. For HFE, any solution (A1,...,A,) € (F,a)" of the MinRank leads to another

solution a()\clli, el /\?:), for any o € FZ‘“ and any 4,0 < ¢ < d. This is due to equivalent keys as
detailed in Sect. 4. _ _
In characteristic 2, it has been noticed [31] that V(«, ) € F i xFga, a vector a(Xf, . M)+

i+1 i+1
BA] ..., AL ) is also solution if r is even. As a consequence, the ideal generated by the

MinRank equations when 7 is even has dimension at least 1 (we can fix any value for j3).

Assume then that we fix a random value for A;. Even after that, the MinRank problem
has ¢¢ — 1 solutions (and their Frobenius images). That is d (¢ — 1) in total. To decrease the
number of solutions (i.e. to have only d solutions), we can try to fix one more variable as
suggested in [31]. A matrix TV can be computed, but there is an issue on the second step of the
attack (recovering S’). The linear system allowing to recover S’ has no solution, which means
that the T” computed is not valid. This suggests a relation between the different steps of the
attack in characteristic 2.

The problem is that only solutions with § = 0 are actually equivalent keys. The solutions
coming from 8 # 0 are not equivalent keys obtained from the affine and Frobenius transfor-
mations as described in Sect. 4. They appear to be spurious solutions. Thus, if we fix another
variable as in [31], it is very likely that the matrix T’ that will be recovered does not lead to
an equivalent secret key. In the other hand, not fixing another variable leads to an ideal of
dimension at least 1 with an exponential number of solutions. As a consequence, the two parts
of the attack cannot be treated separately. Recall that ¢ = [log,(D)]. We need both

Rank (37 | \iGi) = N¢  and  ker (3.7 | \iGi) W' = ker (Fq).

Let K be the unknown kernel of (3°7" ; A\;Gj), and let W’( N) be the N columns matrix obtained

from W’ according to Sect 6.1. Thanks to (13), we have to solve:
Frob(g.e+1) (K)W{y, =0,

K- n_ A’LGI =0 and :
(2 iz AiG) Frob.1) (K)W{,, =0,
!/ .

In our case K is unknown, thus the Frobenius transforms add equations of degree up to ¢4 .

To avoid this, for any k,0 < k < d we use that

Froba.i (Frobk(K) ; N)> = Frobg, (Froby (K)) Frobg (W) = K Frobg(W/y,).
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As Frobk(K)Wz Ny = 0, we have K Frobd_k(W’( N)) = Frobgq.k(0) = 0. Thus, we use instead the
following equations:

K Frob.; (W{y,) =0,

K. " XNG;)) =0 and :
(> izt ) K Frob; (W/,,) =0,

(JIV )
K W( ny = 0.
We use also the representation of the entries of W’ as a vector over Fy using the mapping ¢y .
_ j mod d . ..
As W' = S'My 4, we have wj ; = Zi:}) gk (@ )s;’d j/d|+k With s;; € Fy for 0 < i,j < n.
Since the Frobenius transform is linear over Fa, the degree does not increase. The field equations
5% — 8 ; = 0 can also be added.

Finally, the system to be solved is the union of two overdetermined bi-linear systems [28].
The system has r (n — r) variables coming from K, n coming from the \;’s, and d N n coming
from S'. There are n (n—r) equations coming from K- (""" ; A\;G;) = 0, { N (n—r) coming from
K Frobk(W’(N)) = 0 and n? from the field equations. There is a total of n (n—r)4+£¢ N (n—r)+n?
equations in r (n — r) + n + n? variables.

On various small examples, we observed that the degree of regularity of such systems is
(N/+1) and does not depend on d when growing the size of d. This value matches the degree of
regularity of the MinRank attack (see Sect. 7 for the complexity analysis). Hence, our variant
seems to have asymptotically the same complexity as the attack in odd characteristic.

Odd Rank. We now consider the case where the target rank r = N/ is odd. Here, the first step
of the attack can be performed as expected and we recover the matrix T’ (and consequently
U’ = T'"'My ), as well as a kernel K. Thus, we can assume now that the matrices T/, U’ and
K are known.

The second step of the attack is to recover S’. To do that in characteristic # 2, we had to
solve the system KW’ = ker (F;), where W' € M, (qu) is unknown. The success of this
step is based on the remark that ker (F;) is independent on the actual value of F; and is equal
to Ky 4 as described in Lemma. 3. In characteristic 2, this property does not hold. Recall that
the matrix F; should be a symmetric matrix of rank N/. In characteristic 2, this matrix has zero
entries in its diagonal by following Kipnis-Shamir. The rank of such symmetric matrix cannot
be odd (see for instance [31].Thus, in characteristic 2, ker (F;) # Ky 4¢ and cannot be used for
the second step of our attack. To fix our attack, one shall not consider the symmetric form of
F;. Consider the relation between the components of an equivalent public/private key:

T/OQONO.F*/OQDJ_VIOSIZQ
f*/ogo&loslzgp&loz]-/flog‘

Recall that W/ = S’ My 4. When we consider the matrix representation, we obtain
(VVIFI/Mz,ovvlt7 N 7WIF1/*d,d—1W/t7 N ’W/FN/*d,d—IW/t’ o 7WIFN/*d,d—1W/z) = (G1,...,Gn) U’

The matrices G; for 4,1 < ¢ < n are the public matrices and the matrix U’ has been recovered

during the first step of our attack. Hence, the right hand side of this equation is known. Even
if we do not know the value of the matrices F; for i,1 < i < N, we know the “shape” of
these matrices. Indeed, only [log(D)] x [log(D)] elements are non-zero, and we know the
positions of these elements (see proof of Lemma. 3 for instance). The key is to use the upper
triangular matrix representing this quadratic form instead of a symmetric matrix. We will use
this knowledge to recover both W’ and Fy', for 4,0 <i < N.
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Let g(l)t be the first column U. Recall that F;*®0 = F1, we have for instance
WI Fll*d,O Wlt _ (G17 el Gn) Q(l)t
Fy = W1 ((Gl,...,Gn)g(l)t> Wt

Equivalently, this amounts to solve the equations of F1'—=W'~! ((Gy,...,Gy)uVt) W=t = 0.
As in the even rank attack, we interpret the entries of W/~! as elements in Fy to add the field
equations.

If we gather the equations coming from F1q, ..., Fn, solving this system (one set of equations
for each entry) is enough to recover W’ and F; for i,1 < i < N. Note that this system is
quadratic. It features equations of degree 2 in the variables from W'’ and linear in the variables
from Fyi'. In this case again, the observed degree of regularity is not more than the degree of
regularity of the MinRank step. The overall complexity is still bounded by the MinRank step.

7 Complexity Analysis of the MinRank Attack

In this section, we study the peculiarities of the MinRank arising in our attack, i.e. coming from
(8). In [32], it is conjectured that the basic Kipnis-Shamir attack against HFE is sub-exponential.
The authors remarked that the algebraic system to be solved is greatly over-determined. Recent
results on solving MinRank [27] allow to have a fresher look at the complexity of MinRank-
“type” key-recovery attacks against HFE and multi-HFE. From our experiments (next section),
we have remarked that the degree of regularity observed seems to be constant when d grows
(d being the degree of the extension field). We explain theoretically this behavior using the
formula (recalled Sect. 2.4) on the degree of regularity of MinRank instances given in [27].
In our case, the MinRank arising implies n matrices of size n x n and a target rank r = N /.
Thus, the MinRank considered are limited to instances of parameters (n,r,n). In this particular
overdetermined case, we can get a precise bound under some conditions.

Proposition 11. The degree of reqularity of the MinRank problem (n,r,n) is exactly r+1 when
r<4 andn > 6.

Proof. As in Proposition 1, we introduce the following polynomials:

n—max(i,7) . .
n—1i\[(n-—j
ity = S < ) )( g )#

=0

and the corresponding 7 x r matrix A, (t) = [a; ;(t)]. According to Proposition 1, the index of
the first negative coefficient of the power series

2_,, det A, (t)

ney

gives the degree of regularity. To show that the degree of regularity is r + 1, we need then to
show that the coefficient of ¢"*! in (14) is the first negative coefficient. Equivalently, we show
that the coefficient of "+17() is the first negative coeflicent in

(L -t (14)

Hy(t) = (1 =)™ """ det An(t). (15)

We denote by Fj,_;(t) the polynomial a;;(t). It is straightforward to show that:

Fy(t) = (1 - )" L (11)
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where L, (X) is the n-th Legendre polynomial [39].
We can compute immediately det(Aq(t)) = F,,—1(t) so that

Hl(t):1+nt—%n(n3—2n2—n—2)t2+(9(t3).

The coefficients of t¥ and t!' are clearly positive and the coefficient of ¢? is of the opposite sign
of n3 — 2n? —n — 2; this coefficient is thus < 0 as soon as n > 2.7.
To compute Hs(t), we need to express aj2(t)(= a2,1(t)) in terms of Fj,_;.

az1(t) = Y023 ("% (”‘l)t"’
2 ¢
= ? 0 nnll ( ) t 9
n—2 (n—1 2 _
= e:o(ne) _Lf% S () et
= (Fn-1(t) — t: Y= A& (Faat) — ")
=Fy1(t) — 759 5, (1)
Hence, we can compute:
o Fn—l Fn—l_anA 1 /
det (Ag(t)) = anl ntlF,,/L . anz = anan,Q — (Fn,1 ey 1Fn 1)
=t+(n -2 +1/2 (R —4n+5) (n—2)*t3+

1/36 (5n% — 16 +20) (n — 2)* (n — 3)*t1 + O (¢°)..

Hence:

Hy(t) =t+nt® +1/2n(n+1)t* —1/36n (n° — 60" +13n® — 18n® — 14n — 12) t* + O (¥°) .

Clearly all the coefficients of ¢!, 2,3 are positive and the coefficient of t* is negative as soon as

n > 4.2.
When r = 3, we have

ag3(t) = Fpo — 75 F)
t2 F” +2(2—n)t F! _
al,S(t) = anl + (711 D(n—2) !

We can compute explicitly

th+ = (n® = 6n+10) (n—3)*¢°

N | —

det (As(t)) = t* + (n —

+ = (n* —6n+10) (N —6n+11) (n —3)* 15

CM»—A&O/
[\V)

+ = (23" — 242n° + 1067 n* — 2268 n + 1980) (n — 3)* (n — 4)* " + O (%)

and deduce that

1 1
Hg(t):t3+nt4—|—§n(n—|—1)t5+6n(n+2)(n—|—1)t6

1
——n(n"—12n% +58n° —144n* + 169n° — 276 n* — 228 n — 144) t" + O () .

576
Again the coefficients of t3,¢*,t> and t5 are obviously positive. Since the biggest real root of the
coefficient of t7 is ~ 5.59 then it is negative when n > 5 O
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Instead of computing all the coefficients H, given by equation (15), we can simply compute the
coefficient of #"T1+() in H,.(t).

Proposition 12. The degree of regularity of the MinRank Problem (n,r,n) is less than r + 1
when r <10 and n > 6.

r

Proof. Let Cr(n) be the coefficient of () in H,(t). We have:

C1o = — Tsg33509533a0005 (n°" — 110n%° + 5665 1'% — 181500 n'® + 4054446 n'" — 67075140 n16 +
852003130 n'®> — 8501266400 n'* + 67608163381 n'3 — 432299636670 n'2 4+ 2232012515445 n!t —
9309555172500 10 + 31264617802396 n? — 84016440120800 n® + 177471642248560 n” —
299981580148800 n8 + 330208359091776 n° — 468532034657280 n* — 130151988172800 n> —
586220360140800 n? — 411093107712000 n — 144850083840000) 7.

Cy = — resmesmioos (P — 90 0!8 + 3765 '™ — 97200 n16 + 1733946 15 — 22676220 n!* +
225084130113 — 1731961800 n'2 + 10460514381 n!!t — 49893169050 n'0 + 188094067545 n? —
558407719800 n®+1288998059896 n” —2330497406880 n°+2826910578960 n°—3910275907200 n*—

721132948224 n3 — 5000541557760 n? — 3593557094400 n — 1316818944000) n.

Cs = — T31esisomos (N7 — 72 n'0+2388 n15—48384 n!1+669606 ' — 6704208 n'2+50170300 n! —
285855552 n 'Y 4 1251320145 n” — 4215469608 n® + 10855779816 n” — 21379728384 n° +
28864042768 n® — 39461075712 nt — 2881845504 n® — 51701690880 n? — 38140139520 n —

14631321600) n.

Cr = — tezsmogaa0 (n'° — 56 nt 41428 n13 — 21952 n1? 4 226982 n'! — 1667568 n'° + 8962364 n —
35733376 n° + 105954513 n” — 233382296 n6 + 356137768 n® — 490476672 n* + 30217104 n> —
661207680 n? — 501500160 n — 203212800) n.

Co = — zzango5 (" —42n'?+791 n'! —8820 n'0+64743 n®—328986 n®+1184153 n” —3039960 n+

5376616 n° — 7669872 n* + 1745856 n3 — 10725120 n? — 8372160 n — 3628800) n.

Cs = —s1a06 (N — 30010 + 39517 — 3000 n® + 14523 n™ — 46710 nS + 100085 n® — 154500 n* +
67876 1% — 227760 n? — 1828801 — 86400) n.

Cy = — g5 (n° — 20m® + 1700 — 800 n° + 2273 n® — 4100 n* 4 2980 n® — 6600 n? —

5424 n — 2880)n.

It is easy to check that the biggest real root of Cy, Cs, Cg, C7, Cs, Cg, C1g are approximately:
7.03,8.45,9.86,11.3,12.7,14.1,15.5
As a consequence, Cy, (5, Cg, C7,Cs, Cy, Cqg are all negative when n > 15. O

From the previous propositions (Proposition 11 and 12) it is natural to make the following
conjecture.

Congecture 1. Let (F*,S,T) be a multi-HFE private key with parameters (¢, N,d, D) € N* and
let ¢ = [log, (D)]. The degree of regularity of the associated MinRank instances is bounded
from above by (N¢+ 1) when d is big enough.

Note that the conjecture is proved when N/ < 11 (Proposition12), this covers all possible prac-
tical settings for HFE and Multi-HFE. To further validate the conjecture, we have instantiated
the theoretical bound of Propositionl with HFE/multi-HFE parameters for values of N < 20
and ¢ < 10. When d is sufficiently bigger than ¢, we always obtain a degree of regularity equals
to (N¢+ 1). This has been verified for n = N d up to 500.

Interestingly enough, the parameter d is not involved. In our context the degree of regularity
depends only on the number N of secret variables and the degree D of the secret polynomials.
We have then the necessary material to evaluate the difficulty of the MinRank involved in
HFE/multi-HFE.
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Proposition 13. When N ¢ < 11, for N and ¢ fixed, the complexity of solving the MinRank
arising i Multi-HFE is O (d(Ne‘H)w) (2 < w < 3 being the linear algebra constant) and thus
polynomial in d.

Proof. According to Proposition 12, the degree of regularity is not more than (N¢ + 1) and
thus independent of the degree of the extension d. When d grows to infinity and accord-

ing to Theorem 1 the complexity of the Grobner basis computation is O ((N Cﬁjﬁﬁ“)“) ~

O ((Nd)(Nf—i-l)w) ~ O (d(NE-i-l)w)‘ 0
Remark 1. According to Conjecture 1, Proposition 13 should be valid for any value of N and ¢.

This complexity refers to the number of arithmetic operations (in F,) needed. This makes the
binary complexity logarithmic in ¢q. As a comparison, the complexity of a message recovery
attack on HFE according to [18] is polynomial in ¢ but exponential in ¢. This makes our key
recovery attack more efficient than their message recovery.

8 Attacks on Multi-HFE Variants

8.1 Multivariate-HFE-

In this section, we study a classical variant of multivariate schemes, the so-called “minus”
modifier. It consists in removing some polynomials from the public key. We recall that this
construction is only suitable for signature as the decryption is not unique.

Description. Let (F*,S,7) be a multi-HFE private key with parameters (¢, N,d, D) € N*
as defined in Sect. 2.1. We introduce a new parameter s € N and the projection 7 : (Fy)" —
(F,)"~*. The public key is the mapping G = m o T o ¢y o F* 0 oy o S viewed as (n — s)
polynomials in n variables. To sign, s random values from F, are appended to a digest m =
(my,...,mu_s) €F ¢ - The signature is generated by applying the basic decryption process to
such element. To verify a signature, we evaluate it on G.

Attack. The goal is to find a valid private key with only (n — s) public polynomials. Usually
the minus modification is enough to prevent classical attacks as some information is missing. In
particular, this is the case for the basic HFE (N = 1). However we have shown in Sect. 5 that
the problem has N degrees of freedom. As a consequence, only (n — N 4 1) matrices are needed
to recover the (secret) kernel. This means that if the number of equation removed s is (strictly)
smaller than N, then the kernel matrix K can be found with no additional cost. Still, the last
steps of the attack have to be adapted.

The first step is as follows. We know that there exists a vector (A1,...,A,) € (Fy)" and
symmetric (n x n)-matrices (I'1,...,I's) such that

ker (S NGi + 28: )\n_sHI‘i) =K.
=1 =1

The T'y’s are unknown matrices corresponding to the removed polynomials. According to Theo-
rem 7, we can fix N values \; and still having solutions to our polynomial system. For instance,
let

(AN—N-f—l?' . .’An) - (1617... 7g]\[).
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We write
n—N N-—s s
K- (Z AiGi+ Y liGnoNyi + ZEN_s+iri> =0. (16)
=1 =1 1=1

The resulting system has n (n — N¥) linear equations in ((n —N)+ Sn(n+ )> variables. The

system is greatly underdetermined and hence have many solutions. To find the entries of T'j, we
use the following remark:

Proposition 14. For any j,0 < j < d, we have Frob;(K) - <Z?:1 )\ngi> =0.

Proof. By definition, Frob; (K - (31, \iG;) ) = 0. By linearity of the Frobenius, this is equal
to:
Frob; (K) - Frob; (Z )\iGi> = Frob; ( <Z A7 Frob; ( ))
i=1

As each Gj has its entries in F,, we also have that Frob; (G;) = G;. O

Solving equations (16) together with their Frobenius images forces the entries of I'; to be in [Fy,.
In order to avoid equations of degree ¢/ coming from )\(-1] we add (d —1)(n — N) new variables
()\gl), e )\SZN, e )\gd_l), e /\ild 1)) From Proposition 14, we get that Vj,0 < j < d:

Frob;( <Z/\ G+Z£ Gy N+1+Z£% i ):0.

The resulting system is overdetermined and has a solution if (¢1,...,¢x) # (0,...,0). We have
to solve N times this linear system with different values for (¢1,...,¢y) to get a valid matrix
U as explained in Theorem 8.

Experimental Results We present experimental results for the attack. It has been imple-
mented in MAGMA [8] (V2.16-10). MinRank instances have been solved using the Kipnis-Shamir
modeling. Our results are presented in Table 3. We mounted our attack on a basic multi-HFE
and on multi-HFE™ with the same parameters As predicted, the minus modifier does not change

Table 3. Comparison of each step of our attack on minus variant on multi-HFE with parameters ¢ = 31, N =
3,d =8, D = 2 (= 120 bits security) using a MAGMA [8] (V2.16-10) implementation on a 2.93 GHz Intel® Xeon®
CPU.

MR time MR d,¢z Finding U Finding W

No variant (ref. time) 23.3s 3 0.01s 729 s
Minus (s = 1) 2325 3 00ls  16.7ls
Minus (s = 2) 234s 3 0.01s 35.24 s
Minus (s = 3) Not possible

the time of the MinRank attack but recovering W is a bit slower. As a conclusion, the private
key of a multi-HFE™ can be recovered with this technique almost as efficiently as the standard
construction if the number of withdrawn equations is less than (N — 1).
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8.2 Multivariate-HFE with Embedding

In [19], it has been proposed to use a variant of HFE with embedding. This so-called PHFE
construction consists in removing/fixing few variables of the public key. This scheme is claimed
to resist Kipnis-Shamir’s attack [19]. The authors of [14] use the same modification on multi-
HFE and claim that it prevents a possible “big-field” based attack. Still, for both PHFE and
its multivariate version a key recovery attack is possible.

Description. Let (F*,S,T) be a multi-HFE private key with parameters (¢, N, d, D) € N* as
defined in Sect. 2.1. We define a new parameter r € N and the embedding p : (F,)" ™" +— (F,)"
which is part of the private key. The public key is the mapping G =T o <p]_vl oF*opyoSop.
To encrypt a plaintext, we still evaluate G. To decrypt, as in the standard scheme, one inverts
each component separately. To simplify, we can assume w.lo.g. that the embedding is always
po: (z1,...,2pn—r) € (F)"" = (21,...,2p—,0,...,0) € (Fy)". Indeed, from any embedding
p and any invertible transformation S, one can find an invertible transformation S’ such that
Sop =380 pgy; this gives equivalent keys.

Attack. The matrix representation Gj of the public key polynomials have (n — r) rows and
columns. However, the rank of Z?;ol u;,0Giy1 remains bounded by Nlog,(D) (i.e. removing
rows or columns does not increase the rank).

Let K = ker (Z;:ol Ui,OGi+1)- As usual a matrix U’ can still be recovered by solving a
MinRank. The problem appears when trying to recover the matrix W’ = S'My 4 where S’ is
an equivalent matrix (for the private key). By following the method described in Sect. 6.1, we

get a system having N/ (n —r — N{) equations with only N (n —r — N) variables. Let W' be
a matrix solution of this linear system. This matrix is as follows:

d—1 gd-1
Wo,0 W Woo e Wo,N-1  Wp n_1 Wy N-1
'W/ — . .
w. wq wqd% w ’U)q ’U)qd71
n—r0 Wn_ro - Yn—ro------ n—r,N-1%n_rN-1"WYnrN-1

This matrix W’ has (n — r) rows and thus is not invertible. However, such W’ needs to be
inverted in order to compute a full private key.

The first idea is to build a new invertible matrix W, by appending to W’ a (r x n)-matrix
V = [v;;] such that vg ;= Vij+l- The secret inner mapping is reconstructed by computing
G = Wr_lGiWr_t. As the matrix W, ! has non-zero coefficients in its r last Trows, Sso is Gg.
Recall that the MinRank was done over (n — r X n — r)-matrices. Therefore, when we finally
compute >, u;0Git1’, monomials in the last variables (2p—y41,...,%y) are mixed with the
other monomials. This eventually leads to polynomials that are not in HFE-shape (and then
hard to invert).

To circumvent this issue, we no longer append a “quasi” random matrix to W’. Instead, we
construct an invertible matrix W, by appending vertically to W’ the matrix

O............01
Z= : : -
O............0 1
From the way it is constructed, W, is indeed invertible. The variables (z,—y41,...,%,) do not

appear in Gy = W, 'G;W, !, and the rank property is preserved. The only difference is
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that the relation wz ;= Wij+l only holds for all 7, 0 < ¢ < n — r. The consequence is that

S/ = WZMNId has coefficients in the big field F 4. But, this is not an issue; S’ can be inverted
and a mapping F* with HFE-shape can be recovered.

Experimental Results Experimental results are given in Table. 4. We compare the differ-
ent steps of the attack on a basic multi-HFE to the same attack running on multi-HFE with
embedding.

Table 4. Comparison of each step of our attack on embedding variant on multi-HFE with parameters ¢ =
31,N = 3,d = 8,D = 2 (=~ 120 bits security) using a MAcGMA [8] (V2.16-10) implementation on a 2.93 GHz
Intel® Xeon® CPU.

MR time MR d,¢e Finding U Finding W

No variant (ref. time) 23.3s 0.01s 7.29 s

Embedding (r = 1) 788 s
Embedding (r = 2) 2811s
Embedding (r = 3) 401 s

0.01 s 6.14 s
0.01s 5.25 s
0.01 s 4.44 s

w W w w

In practice, the MinRank occuring in multi-HFE with embedding takes more time to break.
However, the degree of regularity remains the same. Thus, there is only a constant factor between
the complexity of solving a regular MR occuring in multi-HFE and a MR occuring in multi-HFE
with embedding. As a conclusion, the embedding modifier does not add more security to the
basic HFE/multi-HFE construction.

To further point out this weakness, we practically broke a 256 bits Multi-HFE scheme using
embedding whilst a classical HFE instance with n = 256 bits is still intractable. In Table 5, we
show our results on the parameters proposed in [13] (multi-HFE with embedding r = 1). The
degree of regularity experimentally observed is noted de. The theoretical degree of regularity
is denoted by dﬁlelgo. The proposed parameters are not secure since they are practically broken
(9 days for the most conservative, i.e. 256 bits claimed security). One may get even better
results using the minors modeling of MinRank and the F5 implementation available in the FGb
software [24].

Table 5. MinRank attack on real-scale parameters from [13] using a MAGMA [8] (V2.16-10) implementation of
Kipnis-Shamir modeling and a FGb [24] implementation of the minors modeling on a 2.93 GHz Intel® Xeon®
CPU.

theo time mem time

¢ N d D security dres” )1\ ovia Macma  FGb s
312 152 150 bits 3 2min27s 434 MB  21.1s 3
31 3 10 2 150 bits 4 1h38min 1.5 GB 24 min 56s 3
313152 192bits 4 2dayslh 12 GB 3
31318 2 256 bits 4 9days 16 h 33 GB 3

9 Weaknesses of Multi-HFE relative to HFE

In light of our results, we concude the paper by evaluating the real security gain offered by the
Multi-HFE construction (w.r.t. basic HFE). In order to compare instances of HFE/multi-HFE
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with each other, we introduce and formalize the notion of “similarity” between two instances of
multi-HFE.

Definition 3. Two multi-HFE instances of respective parameters (q1, N1, d1, D1) and (q2, N2,
da, Dy) are similar iff

i) 1 = q2 (same base field)
ii) N1dy = Nady (same public key size)
i1) Nilog, (D1) = Nalog,,(D2) (same private key size)

This definition is motivated by the following fact.

Property 1. Two similar instances of multi-HFE share the same size of public key and (almost)
the same size of private key.

Proof. The transformations & and 7 have the same size for two similar multi-HFE instances.
Each secret polynomial can be written as a non-standard quadratic form on the ¢g-th powers of
the variables. As the degree is bounded by D, we have at most (N log,(D)+1)(N log,(D)+2)/2
monomials in each polynomial. We then have to store N (N log,(D)+1)(N log,(D)+2)(dlogy(q))
bits. ad

This definition includes HFE as it is a particular case of Multi-HFE (N = 1) To illustrate
the concept of equivalent keys, we provide in Table 6 two multi-HFE parameters proposed by
[6] and [14]. The table shows the correspondence between their similar univariate instance, as
well as the complexity of solving the MinRank for each set of parameters.

Note that this definition takes into account the size of the private key. The speed of decryp-
tion can vary a lot between two similar instances as pointed in Table 6. A different notion of
similarity with respect to the speed of decryption could also be considered.

Table 6. Similar univariate HFE parameters for multi-HFE instances. The two sets of parameters in each line
provide the same general security (key sizes and message space) but the decryption speed and the complexity of
our attack vary a lot.

g N d D msg space pub (bits) priv (bits) decr. time MinRank comp.

IFS 2 8 16 2 128 bits 2130048 39042  0.610s. 16« = 236«
HFE 2 1 128 192 128 bits 2130048 38018  0.120s. 1289w =263«

THFE 31 3 10 2 150 bits 144150 11110 < 0.001s. 103% ~ 210v
HFE 31 1 30 1922 150 bits 144150 11110 ~10s. 303 ~ 215¢

The KS equations of two similar instances have the same number of variables and equations
as the target rank is the same N log, (D). According to the complexity of the MinRank given
in Proposition 13, the bigger is d, the harder it is to mount our attack. In particular, the case
N =1 (original HFE) is the more resistant. This behavior has also been verified experimentally.
For similar keys, choosing N = 1 seems to be the optimal value for security. With respect to
our attack, multi-HFE is then less secure than HFE.
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A Example of Key Recovery in Characteristic 2

A.1 Example for Even Rank

We consider an instance of HFE with the following parameters: ¢ = 2, N =1, d =6, D =
(¢g+1) =3, 7= N [log, (d)] = 2. The private key is given in Fig. 3 and the public key in Fig. 4.

F=6% X3 + 6% X2

111111 100100
000010 000100
100111 101011
S= 110010 T'= 010011
101011 010101
100011 101000

Fig. 3. Private key for a (Multi-)HFE with parameters ¢ =2, N =1, d =6, and D = 3.

1111010 1101000 1110000
0111000 0000100 0011010
0011010 0011010 0000110
G1=]0001110(,G2=]0000100{,Gs 0001000
0000010 0000110 0000010
0000000 0000000 0000010
0000000 0000000 0000000
1001100 1101110 1100000
0110000 0110010 0111100
0010000 0000010 0001000
G4=]0000000|,Gs=]0000100{,Ge 0000010
0000010 0000010 0000100
0000010 0000010 0000000
0000000 0000000 0000000

Fig. 4. Public key for a (Multi-)HFE with parameters ¢ =2, N =1,d =6, and D = 3.

As explained in Sect. 6.1, we can fix \y = 1. However, the MinRank problem has still
d(qg? — 1) = 6 x 63 = 378 solutions. We can fix one more variable as suggested in [31]. For
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example, we fix Ay = 6. We have now only d = 6 solutions, i.e.:

(]" 07 0157 07 9617 050)7 (17 97 9177 9417 97 930)’ (17 97 9227 9437 051’ 038)7

(17 ‘9’ 028’ 653’ 9247 960)’ (1’ 97 942’ 011’ 097 917)’ (1’ 0’ 945’ 020’ 632, 9)
We build the corresponding matrices K and T’. In the second step — recovering S’ the linear
system KW = ker (F;) has no solution. The computed T’ is then not valid.

Using the technique described in Sect. 6.3, we have to solve a system of 68 equations in 50
variables. After fixing A} = 1 and fwfw =1, the system is of dimension 0 and the solution is:

A — (17 097 95’ 928’ 041, 915)’

100100
1000646 932 000111
K — 010062 g1 g — 001010
“lo0106%26% | “l111011
0001638921 011110
010111
Finally, the matrix T’ can be recovered

001100

001001

, 110100

T = 000011

100010

101010

With the matrices T' and S’, we recover a secret polynomial F| = 0 X3 + 016 X2 which
completes the key recovery.
A.2 Example for Odd Rank

We consider an instance of HFE with the following parameters: ¢ = 2, N =1, d =6, D =
(¢°+1) =5, and r = N [log, (D)] = 3. The private key is given in Fig. 5 and the public key in
Fig. 6.

Fr =0 X7 + 0% X{ + 6% X7 +6°° X7.

100011 000111
000110 001101
001111 101011
S= 010100 T = 100101
111111 111001
000100 011010

Fig. 5. Private key of a (Multi-)HFE with parameters: ¢ =2, N =1, d =6, and D = 3.

After fixing A1 = 1, the MinRank problem has d solutions. The solution are:

A(l) _ (17 977 9527 94’ 933, 036)
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(e

0000100
0100110
0010000
0001010
0000010
0000010
0000000

1010000
0001100
0011110
0001000
0000010
0000010
0000000

, G5

1111100
0111110
0001010
0000000
0000100
0000000
0000000

0101110
0000000
0000010
0000010
0000000
0000000
0000000

,Ge

0101110
0011000
0000000
0001110
0000100
0000010
0000000

1100000
0011110
0011100
0001010
0000100
0000000
0000000

Fig. 6. Public key of a (Multi-)HFE with parameters: ¢ =2, N =1,d =6, and D = 3.

and all its Frobenius images. The matrix T’ can be recovered normally:

000101
110001
000110
011011
111011
001011

The first step of the attack runs pretty well and we are able to compute K. Nevertheless, one
can remark that the kernel matrix of F is

016°000
000100
000010
000001

ker(F1) =

The matrix has 1 column set to zero instead of 3 leading to an underdetermined linear system
when we consider KW = ker(F7). We can try to fix more variables in such system. For instance:

w(l) — (17 ‘9’ 031, ‘916’ 950’ 05)

is a possible solution to our system. However, when we use it as in Sect. 6.1 to build the matrix
W', W' is not invertible, making the full key recovery impossible. Another possible solution is

w® = (1,605,012, 0% 934 45).
In this case, W' is invertible. But, we have:
FI =07 X33 4 95 X32 4 9% X171 923 x16 1 930 x9
0% X7 + 6% X7 + 0" X + 6% X7 + 6% X7 + 671 X,
whose degree is not anymore bounded by D.
Using the method described in Sect. 6.3, we know that:

airaz a3z 000
a4a5000
0ag000
00000}’
00000
0 0000

o O O o o
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for some values ay,...,as € F a. We have
056 947 950 928 917 958
041 914 939 954 945

0 0 912 056 944 936

(G1,...,Gp) AVt = 0 0 0 6295 gt
0
0

)

0 0 0 6@
0 0 0 0 62

using the same notations as in Sect. 6.3. The resulting system
F; = W1 ((Gl, o GH)A(W) wi—t,

has 21 quadratic equations and 36 field equations in 42 variables. After fixing W/~1[0,0] = 1
the system has dimension 0 and it gives

6*1 922 951 000 101100
0 6% 0000 111001
P/ — 0 0 0000 g _ |110001
0 0 0000]" 100001
0 0 0000 111000
0 0 0000 010011

The polynomial Fj = 65! X7 + 626 X{ + 6?3 X3 + 0*! X? has HFE-shape and it can be verified
that the recovered components are a valid equivalent key.

B Proofs from Section 3.2

v

Proof (Proposition 5). Let F = ZT{V;O?S:O Z;(l),vzo Am,u,vaingH be a HFE-shaped polyno-
mial and

d—1

d—
X = (X0, X0, X0 XN XY, XS,
~ =t
From the definition of the non-standard matrix representation, we have that F' = X F X with
= ~t

F =[fi;] € Muxn (qu) and then A, suv = frdtusdty- Assume that F/ = X F*k X we will
prove that F/ = F 4", From Definition 1, each element of F*®*
By construction of F*®* it is straightforward to show that

can be expressed from the f; ;’s.

wdk _ 1pq"
F - [fc(gtz/dj—i-(z—k mod d),d | j/d|+(j—k mod d)]

Then, the polynomial F’ is:

n—1ln—1

k
F' = Z Z fi li/d)+(i—k mod d),d | j/d|+(j—k mod d)
i=0 j=0

qi mod d qj mod d

Xliaj 1% jdj+1-

We do the replacement ¢ <— rd +u and j < sd + v.

N—-1d-1N-1d-1

k u v
[ q q q
F= Z Z Z Z fd?"—i—(u—k mod d),d s+(v—k mod d)XT+1XS+1
r=0 u=0 s=0 v=0
N—-1 d-1

k u v
[ q q q
= Z Z fd r+(u—k mod d),d s+(v—k mod d)Xr+1Xs+1'

r,s=0 u,v=0
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We shift the indexes u and v by k (i.e. u <~ u+k, v < v+ k). As in (2) — as the indexes being
computed mod d — we have

e k k mod d k mod d
!/ q qu+ mo qu+ mo
= Z Z fd?‘+(u mod d),d s+ (v mod d)XT+1 Xs+1
r,5=0 u,v=0
N—-1 d-1 k
/
F = E (fdr+u,ds+vXT+1Xs+1>
r,5=0 u,v=0
k
N-1 d-1 e
/
F = E Ar 5,U,V r+1 41
r,s=0u,v=0
F =F7
This proves the proposition. ad

Proof (Proposition 6). The proof is very similar to the proof of Proposition 3. For i, 7,0 < 4,5 <
n, let m; j be the (7, j)-th element of My 4. According to the definition of My 4 in Proposition 4,
my; = 01if [i/d]| # |j/d]. For all 4,7, 0 < 4,j < n, an element b; ; of B is then

d—1

e

bi i — ) 9 j mod d

i,j = A eMy,j = Qs 15/d]+e ™M j/d|+e,5 = |5 d)+0 Y41 -
= £=0

d—1 i—1
Thus: b; ;44 ((j—1) mod d) = D_¢—o @i k+e 07, - Consequently:

d—1 q
N — ‘ j—1
b; ke d((j—1) mod d) = Z @i kt0 0y,
=0

As a;j € Fy (ie. af; = a; ;) and since the Frobenius is linear, we get:

- d—1
q q Jj—1 ) o _ 1. )
bz Jkd+((j—1) mod d) — Z @ k40 (9z+1> Z g k0 9e+1 = bikdt; -
£=0 (=0
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