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Abstract

In this paper, we present a new combinatorial conjecture about binary strings. Based
on the new conjecture, two classes of Boolean functions of 2k variables with optimal
algebraic immunity are proposed, where k > 2. The first class contains unbalanced
functions having high algebraic degree and nonlinearity. The functions in the second
one are balanced and have maximal algebraic degree and high nonlinearity. It is checked
that, at least for small numbers of variables, both classes of functions have a good be-
havior against fast algebraic attacks. Compared with the known Boolean functions
resisting algebraic attacks and fast algebraic attacks, the two classes of functions pos-
sess the highest lower bounds on nonlinearity. These bounds are however not enough
for ensuring a sufficient nonlinearity for allowing resistance to the fast correlation at-
tack. Nevertheless, as for previously found functions with the same features, there is
a gap between the bound that we can prove and the actual values computed for small
numbers of variables. Moreover, these values are very good and much better than for
the previously found functions having all the necessary features for being used in the

filter model of pseudo-random generators.

Keywords: Boolean functions, balancedness, algebraic immunity, fast algebraic attack,

algebraic degree, nonlinearity.

1 Introduction

Boolean functions are the building blocks of symmetric cryptographic systems. They

are used for S-box design in block ciphers and utilized as nonlinear filters and combiners
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in stream ciphers. To resist the known attacks on each cryptosystem, Boolean functions
should satisfy various criteria simultaneously. In the framework of stream ciphers with filter
nonlinear model, the following criteria for cryptographic Boolean functions are mandatory:
balancedness, nonlinearity, algebraic degree and algebraic immunity, for resisting many
kinds of known attacks [6, 13]. In the case of the combiner model, the additional condition
of resiliency is necessary for allowing resistance to the Siegenthaler correlation attack (which
does not work for the filter model); we shall not address this model in this paper.

In 2003, Courtois and Meier successfully proposed algebraic attacks on several stream
ciphers [9]. As a response to the standard algebraic attack, the notion of algebraic immunity
of a Boolean function f was introduced [26], defined as the minimum algebraic degree of the
nonzero functions g such that f g =0 or (f + 1) * g = 0, where * is the multiplication of
functions inherited from multiplication in Fs, the finite field with two elements. For resisting
the standard algebraic attack, a Boolean function should have algebraic immunity as high
as possible, that is, close to the maximum [§], where n is the number of variables [9].
Later, the standard attack was further improved in [10], where the so-called fast algebraic
attack (FAA) was introduced. The fast algebraic attacks is feasible if one can find nonzero
function g of low algebraic degree and h of algebraic degree not much larger than &, such
that f g = h [1, 10, 18]. Particularly, if f admits a low algebraic degree annihilator,
then the algebraic attack using g is more efficient since it needs less data; note that it is a
special case of the fast algebraic attacks. Summarizing, for resisting the algebraic attacks, a
high algebraic immunity is now an absolutely necessary property for cryptographic Boolean
functions, but it is not sufficient for resisting the fast algebraic attacks.

Up to now, several classes of Boolean functions achieving optimal algebraic immunity

have been proposed [3, 8, 12, 20, 21]. However, the nonlinearitiy of most of these functions
n—1
L3]
to Lobanov’s bound [23]. Even when they do exceed it, they are not much larger than this

are often not exceeding 27! — ( ), which is almost the worst possible value according
value. Hence, they are insufficient for the resistance to fast correlation attacks [25] and
there remains to see whether these functions behave well against fast algebraic attacks.

In 2008, the first author and Feng studied an infinite class of n-variable balanced
Boolean functions with optimal algebraic immunity which had been introduced in [15].
They clarified the reasons why these functions have optimal algebraic immunity and they
proved they have additionally maximal algebraic degree and nonlinearity larger than 2"~ +
2025 (4(25_1)) —l=2n - 217%2712”/2 [4]. This showed that these functions have much

™
better nonlinearity than previously found functions. Moreover, they have a quite good

nonlinearity computed for small values of n. In addition, it was also checked that, at least



for small number of variables, the functions in this class have a good behavior against fast
algebraic attacks. It is the first class of Boolean functions almost satisfying all the criteria
and potentially satisfying them completely (as checked for small values of n). In this paper,
this class is called the Carlet-Feng function for short.

In [33], the Carlet-Feng function was presented by Wang et al in another way (as shown

in [7]) with a very slightly improved lower bound on the nonlinearity: max{GLQS:J -2,
an-1_ (lr‘TQ(n —-1)+ %) 23 }. A minor modification of this class was also introduced (without
proof) with the same parameters [33]. Furthermore, the Carlet-Feng function was analyzed
in [27], and the author proposed new balanced Boolean functions with optimal algebraic
immunity and gave an efficient method evaluating their behavior against fast algebraic
attacks. Later in [35], Zeng et al presented more balanced functions with almost the same
cryptographic properties as the Carlet-Feng function by extending the analytical method
presented in [27].

More recently, Tu and Deng [32] constructed a class of bent functions with optimal
algebraic immunity, that they could modify into 2k-variable balanced Boolean functions
with maximal algebraic degree and nonlinearity larger than 27! — 2k=1 _ 25k - In2 — 1,
where n = 2k. Most notably, based on a combinatorial conjecture, they were able to show
that their Boolean functions possess optimal algebraic immunity. By means of the same
assumption, another class of balanced Boolean functions in even number of variables was
also presented [31], which have optimal algebraic immunity, maximal algebraic degree, and
very high nonlinearity as good as the best result of the known balanced Boolean functions.
But these two classes of functions are vulnerable to fast algebraic attacks [5, 34].

In this paper, we propose two classes of functions of n = 2k variables with very good
cryptographic properties, where k > 2. The functions in the first class are unbalanced. They
have Hamming weight 27! —2%~1 algebraic degree n— 2, and have nonlinearity larger than
on—l (1n72k: + 0.42)2]‘7 — 1. The functions in the second class are balanced, having algebraic
degree n — 1, which is the maximal algebraic degree of balanced functions of n variables,
and nonlinearity larger than 271 — (h‘TQk + 0.42) 9k _9l5] _ 1. Based on a new conjecture,
these two classes of functions have optimal algebraic immunity. Further, experiments show
that both of them have a good behavior against fast algebraic attacks (as checked for the
even number of variables ranging from 4 to 16). Besides, in the process of the nonlinearity
of our functions, we also find a tighter lower bound on the nonlinearity of the Carlet-Feng
function. Even compared with this new lower bound, our two classes of functions possess the
largest lower bounds among those functions with similar features which have been already

found. And what seems to be the most interesting with these functions is that the actual



values of the nonlinearity computed for small numbers of variables happen to be far the best
among all functions having large algebraic immunity, large algebraic degree and potentially
good resistance to fast algebraic attacks. We believe also interesting to observe that the
Tu-Deng conjecture can be extended to other similar ones. This gives the idea that a more
general conjecture could be stated and maybe more easily proved (we actually checked a
more general conjecture, for small values of the number of variables).

The remainder of this paper is organized as follows. In Section 2, the notations and
the necessary preliminaries required for the subsequent sections are reviewed. In Section
3, the new combinatorial conjecture about binary strings is presented. In Section 4, we
propose the construction of unbalanced functions and give their cryptographic properties.
In Section 4, an infinite class of balanced functions satisfying all the main cryptographic

properties are proposed and analyzed. Finally, Section 5 concludes the paper.

2 Preliminaries

Let F% be the vector space of n-tuples over the field Fy = {0,1} of two elements, and
Fan be the finite field of order 2". For a vector a = (ai,--- ,a,) € F3, its support Supp(a)
is the set {1 < i < n|a; = 1}, and its Hamming weight wt(a) is defined as the cardinality
of its support, i.e., wt(a) = |Supp(a)].

We denote by B, the set of all the Boolean functions of n variables. A Boolean function
of m variables is a function from F¥ into Fo. The basic representation of a Boolean function

flx1, - ,xy,) is by its truth table, i.e.,

f: [f(0707 70)7f(1707"' 70)7f(071>"' 70)>f(1717"' 70)7"' 7f(1717"' 71)]

We say that a Boolean function f is balanced if its truth table contains an equal number
of ones and zeros, that is, if its Hamming weight equals 2"~!. The Hamming weight of f,
wt(f), is defined as the Hamming weight of this string, or in other words, the size of the
support Supp(f) = {z € Fy | f(z) = 1}.

Furthermore, any Boolean function f € B, can be uniquely represented by a multivariate

polynomial over Fo, called the algebraic normal form (ANF), of the form:
flar, 1) = P au(Hx;‘j),
ueFy j=1

where a, € Fy and u = (uy, -+ ,up). The algebraic degree, denoted by deg(f), is the
maximal value of wt(u) such that a, # 0. A Boolean function is an affine function if

its algebraic degree is at most 1. The set of all affine functions is denoted by A,. The



cryptographic Boolean functions can be attacked by the Berlekamp-Massey algorithm [24]
and by the Rgnjom-Helleseth attack [28] if the functions have low algebraic degrees. It
should be noted that the maximum algebraic degree of a balanced Boolean functions of n
variables is n — 1.

Note that Fon is isomorphic to F5 through the choice of some basis of Fon over Fa. In

this paper, for convenience, we shall represent the truth table of Boolean functions as

[f(O), f(1)7 f(Oé), e 7f(a2n_2)]7

where « is a primitive element of Fan
The Boolean functions over Fon can also be uniquely expressed by a univariate polyno-

mial
on_1

f(z) = Z a;xt
i=0

where ag,agn_1 € F2, a; € Fon for 1 < ¢ < 2" — 1 such that a; = a;(mod 2n—1), and
the addition is modulo 2. In [4], it was shown that the algebraic degree deg(f) equals
max{wt(i)|a; # 0,0 < i < 2"}, where i is the binary expansion of i.
Besides, when n is even, the Boolean function of n variables can be viewed over an /2
and uniquely expressed by a bivariate polynomaial
2n/2

fley) = Y aiga'y’
i,j=0
where a; j € Fon/2. The algebraic degree deg(f) equals max{wt(z) + wt(j)|a;; # 0}.
In order to resist the Best Affine Approximation (BAA) [13] and the fast correlation
attack [25], Boolean functions used in a cryptographic system must have high nonlinearity.

The nonlinearity Ny of a Boolean function f € B, is defined as
Ny = min (d

where dg(f, g) is the Hamming distance between f and g, i.e., dy(f,g) = [{x € Fy | f(z) #
g(z)}]. In other words, the nonlinearity Ny is the minimum Hamming distance between f
and all the affine functions.

The nonlinearity can also be expressed by means of the Walsh transform of f. Let
x = (z1,%2, - ,Tp) and a = (a1, 2, -+ , o) both belong to F4 and let = - @ be the usual
inner product x - o = z11 ® T2 B - - - B Ty, then the Walsh transform of f € B, at «
is defined by

Wyla) = 3 (~1)/ e,

z€Ffy

5



Over Fan, the Walsh transform of the Boolean function f can be defined by

Wf(a) _ Z (_1)f(x)+tr(ax)

QJGFQTL

n—1 )
where tr(z) = 3 2% is the trace function from Fan to Fa.
i=0

Over an /2, the RNalsh transform can be defined by

We(a,b) = Z (_1)f(m7y)+tr(am+by)
z7y€F2n/2
where a,b € F,,/2 and tr is the trace function from F,,./2 to Fs.

Then, the nonlinearity of a Boolean function f € B, can be computed as

1 1 1
Ny=2""1_= 1474 on—t _ = W on—t_ 2 Wt(a,b)l).
1 2%? f(a)| (or 5 max [Wy(a)] or m%ﬂf/z‘ #(a,b)])

A new kind of attack, called algebraic attack, has been introduced recently [9]. Algebraic
Attack is a new powerful tool to cryptanalyse many stream ciphers which were previously
believed very secure. The basic idea of algebraic attacks is to represent a cryptographic
system by a large system of multivariate algebraic equations, and by using a trick allowing
solving it with more efficiency; then one can recover the secret key. The idea was originated
from Shannon [29], but this improvement in the efficiency of the method is recent. The

standard algebraic attack leads to the following definition.

Definition 1 ([26]). Given two n-variable Boolean functions f and h, h is said to be an
annihilator of f if f * h = 0. The algebraic immunity AI(f) of Boolean function f is
defined to be the minimum algebraic degree of nonzero Boolean function h such that h is an

annihilator of f or f + 1.

In this paper, a Boolean function f of n variables is said to have optimal algebraic
immunity if it has maximal algebraic immunity [5]. A high algebraic immunity is necessary
but is not a sufficient condition for the resistance against all kinds of algebraic attacks. If one
can find nonzero functions g of low algebraic degree and h of algebraic degree significantly
lower than n such that f*g = h, then a fast algebraic attacks is feasible [1, 10, 18]. For an
n-variable function f and any pair of integers (e, d) such that e + d > n, there is a nonzero
function g of degree at most e such that f % g has degree at most d, see [10]. In this sense,
f can be considered as having optimal behavior against fast algebraic attacks if there do
not exist two nonzero functions g and h such that f g = h and deg(g) + deg(h) < n with
1 < deg(g) < [5] (indeed, if the algebraic degree of g is not smaller than [%], then we

know that h can be taken equal to 0 or to g itself and we are in the framework of algebraic

attacks).



3 New combinatorial conjecture

Very recently, Tu and Deng [32] presented a combinatorial conjecture on binary strings
for proving that the Boolean functions they introduced have optimal algebraic immunity.
Recall that Z is the binary expansion of the integer 0 < z < 2% — 1.

Tu-Deng’s Conjecture ([32]): Let k > 1 be an integer. For any 0 < t < 2¥ — 1, define

Qi = {(a,b) 10<a,b<2"—1,a+b=t(mod2* —1),wt(@) + wt(d) gk—l}

then |Qy] < 2F1.

Tu and Deng validated the conjecture by computer for £ < 29. Towards the proof of
this conjecture, some advances have been achieved [11, 16, 17|, in which many cases for ¢
are solved. However, the complete proof remains open.

In the present paper, in order to show that the functions given in the subsequent two
sections have optimal algebraic immunity, we propose a new combinatorial conjecture about
the binary strings.

New Conjecture: Let k£ > 1 be an integer. For any 0 < t < 2¥ — 1, define

Ct:{(a,b) 10<a,b<2¥—1,a—b=t(mod2" — 1), wt(@) + wt(b) gk;—1} (1)

then |Ct| < 2k_1.

We have the following two Lemmas about the new conjecture.

Lemma 1. For any integer k > 1. Let Cy be the set defined in (1). Then we have
|Ct] = [Co¢ (mod 251 for every 0 <t < 2k — 1.

Proof: For any fixed t. We can see that (a,b) € C; if and only if (2a,2b) € Cy (all
integers are modulo 2¥ — 1). Note that wt(a) = wt(2a) and wt(b) = wt(2b). So we have
wt(a) + wt(b) = wt(2a) + wt(2b), which implies that [Ct| = |Co; (mod 2x—1)!-

Lemma 2. For any integer k > 1. Let Cy be the set defined in (1). Then we have
|Cy| = |Cor_1_y4| for any 0 <t < 2F — 1.

Proof: For any 0 < t < 2 — 1. We can see that (a,b) € C; if and only if (b,a) € C_;.
Note that —t = 2¥ — 1 —t and wt(a) + wt(b) = wt(b) + wt(a). So we have |Cy| = |Cor_1_4|.

Based on these two lemmas, we can reduce the search space for checking the new con-
jecture. By C program, we validated our conjecture for 2 < k < 29, whose corresponding
values are given in Table 1. We believe that our conjecture is true, although we can not

prove it mathematically up to now. There seems to be a close connection between these two



conjectures, but our new conjecture is essentially not equivalent to Tu-Deng’s conjecture

since we computed |Q;| for 2 < k < 20 and found that max |Cy| < max [Q = 2!
0<t<2k—1 0<t<2k—1
for 3 <k < 20.
Table 1. The corresponding values of new conjecture for small k&
k 2 3 4 5 6 7 8 9 10 11
max  |Cyl 2 3 7 13 28 55 114 227 463 | 925
0<t<2k—1
2k—1 2 4 8 16 32 64 128 256 512 | 1024
k=1 max |C¢| O 3 4 9 14 29 49 99
o<t<2k—1
k 12 13 14 15 16 17 18 19 20 21
pmax |Cy| 1873 | 3745 | 7555 | 15109 | 30415 | 60829 | 122284 | 244567 |491190| 982379
ok—1 2048 | 4096 | 8192 | 16384 | 32768 | 65536 | 131072 | 262144 |524288/1048576
ok—1 —0<:r<1a2))§_1|Ct| 175 | 351 | 637 | 1275 | 2353 | 4707 8788 17577 | 33098 | 66197
k 22 23 24 25 26 27 28 29
pmax |Cy]  |1971676|3943351|7910416(15820831|31724162(63448323|127187158254374315
k=1 2097152|4194304(8388608|16777216|33554432(67108864|134217728|268435456
2k=1 _ [ max |Ct]| 125476 | 250953 | 478192 | 956385 | 1830270 | 3660541 | 7030570 | 14061141

Remark 1. We checked, for 2 < k < 15, a more general conjecture in which a — b is

replaced by ua + b where u is a positive integer such that ged(u, 28 — 1) = 1 is true.

4 Boolean functions with very good cryptographic properties

In this section, we present a class of Boolean functions with optimal algebraic immu-
nity, good immunity to fast algebraic attacks, high algebraic degree and a nonlinearity
provably larger than all previously introduced functions with the same features. Moreover,
the nonlinearity that we exactly computed for small values of n is very good.

Construction 1: Let n = 2k > 4. Let « be the primitive root of the finite field Fox.
Set As = {a®,--- ,0421%1‘*'5_1} where 0 < s < 2% — 1 is an integer. Then we construct a

function f € B, as follows:

f(z,y) = g(zy), (2)

where ¢ is defined on For with Supp(g) = As.

4.1 Algebraic immunity of the constructed functions

In this subsection, we will show that the Boolean functions generated by Construction
1 have optimal algebraic immunity under the assumption that our new conjecture is true.

The proof is very similar to the proof for the Tu-Deng functions.



Theorem 1. Let f be the n-variable Boolean function generated by Construction 1. If the

new congjecture is correct, then f has the optimal algebraic immunity, i.e., AI(f) = k.

Proof: From Construction 1, we know that Supp(f) = {(7y2k_2, y) |y € Fo, v € Agh.
First, assume that h(z,y) = ZQk ! ZQk ! h;;x'y’ € B, is an annihilator of f with
deg(h) < k, i.e.,

(1) h(yy*=2,y) =0 for Vy € F%,, v € Ag;

2k

2) h;; = 0if wt(i)+wt(j) > k, which implies hox =h;on_; =0forall0<i,j<2F—1.
(2) hiy P 2k—1j5 i,2k—1 J

‘We have:
. 2k_90k_2
h(vy® 2y) = hig 'y
i=0 j=0
2k_2
= he(7)y"
t=0
where

hi(v) = Z hz’,j’Yi

0<i,j<2k—2 j—i=t (mod 2k —1)

2k —2—¢ 2k —2
= Z hz t-H’Y + Z hz Jti—(2k— 1)7 (3)
=2k—1—¢
For arbitrary v € Ag, the condition h(’ny ,y) = 0 for y € 5, results in
hi(y) =0,0 <t <2F -2
Thel’l, given 0 S t S 2k — 2, the vector (h(]ﬂf, hl’t+1, cee ,h2k_1_t70, h2k_t,1, s ,h2k_27t_1) is

a BCH codeword of length 2 — 1 over Fo:, having the elements in A, as zeros and the
designed distance 2°=1 4+ 1. According to the BCH bound, the codeword has Hamming
weight at least 2571 4 1 if it is nonzero. However, from the new conjecture, its Hamming
2k—1

weight should be no more than . Hence the codeword must be zero, i.e.,

ho,t = hl,t+1 == h2k717t,0 = h2’97t,1 == h2’€72,t71 =0

for any 0 < ¢t < 2F — 2. That is, h = 0.
Next, let us consider the case for f+ 1. Suppose that h(z,y) = 22 . Z? 61 h;jxty’ €
B, is an annihilator of f + 1 with deg(h) < k. Similarly, for all 0 < ¢ < 2¥ — 2, we have

ht(f)/) == OaV’Y € ]F;k \ A87



where h; is defined by (3) and h;o =0 for 0 <i < ok _ 9,
Then the vector (hot, hit+1, 5 hok 1405 Pok_ 1, s hok_9, 1) is also a BCH codeword
of length 2% — 1 over Fox, having the elements in F3. \ As as zeros and the designed distance
2k=1 " By the BCH bound, if the codeword is nonzero, then it has Hamming weight at
least 2F~1. But according to the new conjecture, the number of pairs (a,b) such that
0<ab<?2¥—1,a—b=t(mod2¥—1)and wt(a) +wt(b) < k— 1 is then at most 2~ and
since we have that h; o = 0 for 0 <17 < 2% — 2. a contradiction follows. So, we have h = 0.
From what has been discussed above, both f and f+1 have no nonzero annihilators with
algebraic degrees less than k. Then, AI(f) = k. It means that the constructed functions

have optimal algebraic immunity.
O

4.2 The immunity to fast algebraic attacks

In this subsection, we analyze the immunity to fast algebraic attacks of the constructed
functions in Construction 1 in small number of variables.

For n = 2k, let o be the default primitive root of Fyr in Magma system and g € By, be
the balanced function with Supp(g) = {1, a, ..., azkil_l} in Construction 1. By a Magma
program, we can easily get the truth table of the n-variable Boolean function f given in
Construction 1. Let g1, h1 € B, be two functions with 1 < deg(g1) = e < k and deg(h;) = d
such that f * gy = hy. We aim to find out the minimal sum e + d to exploit its immunity
against the fast algebraic attack for some small number of variables. Clearly, hy is an
annihilator of f + 1, which implies d > k. Hence, we investigate all the combinations of
e and d with 1 < e < k and k¥ < d. Using the Algorithm 2 in [2], we have the following
properties of f.

e For n = 8,12,14, 16, we only found pairs (e, d) exist for equations e +d > n — 2 by

exhaustive check, where 1 < e < n/2.

e For n =4,6,10, pairs (e, d) such that e+d < n—1 were never observed by exhaustive

check, where 1 < e < n/2.

Recall that for any function of n variables always exists the pairs e + d = n, where 1 <
e < [n/2]. Therefore, f has the optimal immunity to fast algebraic attacks for n =
4,6, 10, and the nearly optimal immunity to fast algebraic attacks for n = 8,12, 14,16. The
above examples show that this class of functions, at least for small values of the number of

variables, have a good behavior against fast algebraic attacks, even if not always optimal.

10



4.3 Polynomial representation and algebraic degree

We give now the univariate representation of the constructed functions and deduce their

algebraic degree.

Theorem 2. Let f be the n-variable Boolean function defined in Construction 1. Then its

univariate representation equals

2k 9

flay) =3 a7®(1+a™)  (ay)

i=1

Therefore, f has algebraic degree n — 2.

Proof: Define g(y) = Z?ial giy' to be the univariate representation of g with Supp(g) =

Ag. It follows from the Fourier transform that

ok_q ok—14g 1 2’c -1
5= Talhat= 3 ama 3
j=0 j=s
0, ifi=0or2"—1
T il s g2l g << ok 9
T+a~—t ’ -

Then we have g(y) = Zfif a~ (1 + a2 ~1yi and deg(g) = k — 1 due to gor_; = 0
and gox_o # 0. Immediately, by the definition of f(z,y) = g(xy) in (2) we obtain

2k_2

fx,y) = g(xy) Z o™ (14 a7 T (ay)

and therefore deg(f) =2(k—1)=n— 2.
O

Remark 2. Theorem 2 can also be deduced from the univariate representation of g given

in [4].

4.4 Nonlinearity

Before obtaining a lower bound on the nonlinearity of f, we need a few preliminary

results. The following series is well known.

22n 1 1 Bn
Lemma 3 ([30]). 1 =1+2 +§go+f’51fgo+ +% ol = LT M,

2n—1
where M,, = W =1 gnd B, ﬂ2n22n I Zm | oo 1S the Bernoulli’s number.

11



We deduce a corollary and prove a lemma.

Corollary 1. For every 0 <z < 7,

1 <1+$
x4

sin(z)

Proof: Forn >2and 0 <x < 7,

Mn+1 o (22n+1 T 1) Z;.Szl ﬁ 2
My T A )Y e
B ) Dol
TG =) Y0
(22n+1 o 1)
< = 7
= 16(221 - 1)
1 3
T4 + 4(22n+1 _ 4)
1
<3

Additionally, My/M; < 0.288 < 1/3. So we have M, 1/M, < 1/3 for any integer n > 1,
which leads to

w

T 1 1 =z
@) SzToX =zt T
]

Lemma 4. Let a be a primitive element of For and k > 2 a positive integer. Let Ag =

k— . .
{a®, -, a? 1+5—1} where 0 < s < 28 — 1 is an integer. Define

T, = Z Z (_1)tr(l/m+7:v)’

where 0 < s < 28 — 1. Then,

In2

D5 < (—k+ 0.42)2%.

2m/—1
Proof: Let ( = e -1 be a primitive (2¥ — 1)-th root of 1 in the complex field C, let
x be the multiplicative character of F7, defined by x(a?) = ¢7 (0 < j < 2F—2) and let

x(0) = 0. We define the Gauss sum:

Gx") = > M) (-1)"@ o< p< 2k~ 2,

IEF;k

12



It is well-known that G(x°) = —1 and |G(x*)| = 23 for 1 < p < 28 —222).
transform,
2k —2
tr(a?) _ . k
(1)t _1ZG ,0<j<2k—2

Denoting g = 2¥, we have then

Iy, = ZZ 1)t (_q)tr(ra?)

yEAg 7=0

We can easily deduce that

I4s-1

-1
Z C—ui — C—VS Z C—m' —
i=s =0

and

Therefore,

13
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So we have

ITs|

Applying Lemma 1, we get

A

ITs|

IN

IN

<

This completes the proof.

< a . :
= 2q-1) 2(q—1)y 1 ]cos<2(;w1)>’
S A B 1
20¢=1)  2(¢—-1) % 1COS(2(251)>
q ¢ - !
_ +
2(¢—1)  2(¢—1) VZ: sin (% - 2(3”1)>
q S
2(q—1 q_l v=1 sin (2(q 1))
q—2
. 2(q—1) v
_|_
2(q—1) 2((1—1);( e=1)
¢ 4 S 2l
2(¢-1) 32‘1_1 =
a0y, [
3300~ 1) + = ( u)+1
g =2
A A 1+1
32(q_1) ( +1ng) +
In2 1 T\ ok
(ke rtg)?

(lr172k +0.42)2% + 1.

O

Now, we are ready to prove the lower bound on the nonlinearity of the functions gener-

ated by Construction 1.

Theorem 3. For n = 2k. Let f € B, be the function given by Construction 1. Then we

have

Proof: Firstly, W;(0,0) = 2* since wt(f) = (2 —

Ng>2nt—

(ln—Qk +0.42)2F — 1.
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— 22k—1 . 2k—

1. Secondly,



for any (a,b) € For x Far \ {(0,0)}, we have

Wf(a,b) = Z (_1)f(x,y)+tr(ax+by)

z,y€F

- 9 Z (_1)tr(ax+by)

(z,y)€Supp(f)

- _9 Z (_1)tr(ax) Z (_1)tr(b'y/x)

a:EIE‘;‘k YEA,

- _9 Z Z (_1)tr(ax+b'y/oc)

YEA, erF;k

-9 Z'yEAS erF;k (_1)tr(b’7/x) if a=0,b€F,
= —2 Z’YEAS erF;k (_1)tr(ax) ifb=0,a € F;k
-9 ZWGAS Eze]F;k (_1)tr(1/x+ab’yx) ifac F;k, be F;k

Recall that 1 + erwk(_l)tr(bv/x) =1+ ZzelF*k (=1)t@®) = 0 if by and a are nonzero.
2 2

Then we have

2" ifa=0,becF;
We(a,b) = ok ith=0,a €F (4)
-9 ZWGAS Eze]F;k (_1)tr(1/x+abwr) ifae F;k, be F;k
which implies
W ’b = 2 _1 tr(l/x—&—*y:p) , 2k .

YEA xEF;k

By Lemma 4, we have

1
Ny, = 2"t~ W;(a,b
! 2 (a,b)glF?,j(xF2k Wy (a,b)
In 2
> ot (k4 042)2F — 1.
™

This completes the proof. O

Further, we experiment the exact value of nonlinearity and show it is much better
than what this lower bound gives. Let o be the default primitive root of Fyr in Magma
system. By Magma program, we can compute the values of > 1 ZzeF;k (—1)tr(/etyz),
0 < s < 2F—1, for some small values of k. Then we get their nonlinearities, which are given
in Table 2 below, for even n ranging from 4 to 38. We can see that all the values of the

nonlinearity are very close to 271 — 27/2,
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Table 2. The values of the nonlinearity of f

n 4 6 8 10 12 14
on—1 _ gn/2 4 24 112 480 1984 8064

Ny 6 24 112 480 1988 8036

n 16 18 20 22 24 26
on—1 _9n/2| 39512 130560 523264 2095104 8384512 33546240

Ny 32520 130520 523164 2095012 8384528 33546056

n 28 30 32 34 36 38
on—1 _ 9n/21134201344 | 536838144 | 2147418112 | 8589803520 | 34359476224 | 137438429184

Ny 134201532 | 536838180 | 2147416692 | 8589819224 | 34359469324 | 137438442132

5 Boolean functions with all main cryptographic properties

In this section, we slightly modify Construction 1 to get a class of 2k-variables balanced
Boolean functions with high nonlinearity and algebraic degree. The new functions have
optimal algebraic immunity under the assumption that the new conjecture is true. It is
shown that the functions also have a good behavior against fast algebraic attacks. It is a
new class of Boolean functions almost satisfying all the criteria and potentially satisfying
them completely (as checked for small numbers of n).

Construction 2: Let n = 2k = 2!m be an even integer no less than 4 such that

t > 1 and ged(m,2) = 1. Let a be the primitive root of the finite field For. Set Ag =

{a®, - ,a2k71+s_1} where 0 < s < 2% — 1 is an integer. We construct the function F € B,
as follows
g(zy), =#0
F(z,y) = (5)
u(y), =0

where ¢ is defined on Fqr with Supp(g) = As and u(y) is a balanced Boolean function

on Fo. satisfying u(0) = 0, deg(u) = k — 1, and Max, ek [Wu(a)| < 2" if t = 1 and
=1,

maX, ek [Wu(a)| < 302271 42
i=1

m+1
2

if > 2.
It should be noted that the required function u does exist, for instance it can be found

in [31, 36]. Moreover, we can easily see that the function F is balanced since wt(F) =
Wt(U) 4 2/{*1(2]{371 _ 1) — 2k71 4 (anl _ 2](,’71) — 2n71'
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5.1 Algebraic degree and algebraic immunity

We shall see now that F' has maximal algebraic degree for balanced function and optimal

algebraic immunity by assuming that the new conjecture is correct.

Theorem 4. Let F be the n-variable Boolean function generated by Construction 2. Then
deg(F)=n—1.

Proof: The constructed function F' can be written as F(x,y) = f(z,y)+U(x,y), where
f € By is defined in Construction 1 and U € By, equals do(z)u(y) where dg is the Kronecker
symbol. We know that dy has algebraic degree k and u has algebraic degree kK — 1. Hence
since dp(z) and u(y) depend on independent variables, U has algebraic degree n — 1. Since

f has algebraic degree n — 2, F' has same algebraic degree as U. (|

Theorem 5. Let F' be the n-variable Boolean function generated by Construction 2. If the
new conjecture is true, then AI(F) =n/2 = k.

Proof: The proof is similar to that of Theorem 1. For completeness, we describe a
sketch hereafter.

From Construction 2, we know that

Supp(F) = Supp(f) ) ({0} x Supp(u)).

Let h(x,y) € By, be an annihilator of F' with deg(h) < k. Straightforwardly, F'x h =0 =
f*xh =0. Whereas by Theorem 1, f has no nonzero annihilators with algebraic degree less
than k. Hence, F' has no nonzero annihilators with algebraic degree less than k as well.
Next consider the annihilators of F' + 1. Assume that h(x,y) € B, is an annihilator of
F + 1 with deg(h) < k. As the same as the case for f + 1 in the proof of Theorem 1, we

still have
(1) h(yy? 2 y) =0 for all y € Fiy € Fl, \ A
(2) h(xz,0) =0,Vx € Fy,

by the definition of F' in (5). Using the same argument, we get h = 0. In other words, F'+ 1
has no nonzero annihilators with algebraic degree less than k too.
From the discussion above, we conclude that AI(F') = k. That is, the functions gener-
ated by Construction 2 have optimal algebraic immunity.
O
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5.2 The immunity to fast algebraic attacks

In what follows, we consider the behavior against fast algebraic attacks of the functions
generated in Construction 2 in small number of variables. For n = 2k, let a be the default
primitive root of For in Magma system and g € By, be the balanced function with Supp(g) =

b

{La,...,« § 1*1} in Construction 2. In our experiments, the following Boolean functions

u are used, whose truth tables are given in hexadecimal format:
e u=06 for n = 4;
e u=E4 for n = 6;
e u=6536 for n = 8;
e u=25FB7054 for n = 10;
e u=5674C6B171A387E4 for n = 12;
e 4=9696C3C3A5A5F0F06666333355556897 for n = 14;

o u=5C877C864CATF350775076168CAT8B717496B37076548BE1A37189E389A 76536 for
n = 16.

Accordingly, we can get the truth table of F.

Let g1, h1 € By, be two functions with deg(g1) = e and deg(h1) = d such that Fxg; = hy.
Using the Algorithm 2 in [2], for even n ranging from 4 to 16, we only found pairs (e, d)
such that e + d > n — 1 by exhaustive check, where 1 < e < n/2. Therefore, our functions
have a good behavior against the fast algebraic attacks, although there is no single function

for even 4 < n < 16 turned out to be optimal against fast algebraic attacks.

5.3 Nonlinearity

Theorem 6. Let n = 2k = 2'm be an even integer no less than 4 such that t > 1 and

ged(m,2) = 1. Let F € By, be the function given by Construction 2. Then we have

gn—1 _ (In2) 4 422k — 23" — 1, ift=1
Np >

m—1

t—1 n
on—1 _ (%k + 042)2k _ Z 2@71 -2z —1, ift > 2.
i=1
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Proof: According to the definition of the Walsh transform, for any (a,b) € For X For,
we have (similarly to the computations made in [14])

WF(CL, b) = Z Z F(I,y +tr(az+by)

xEFQk yGsz

= Z ( y)+ir(by) + Z Z F(z,y)+tr(az+by)

yeF,; TEF?, yEF,
_ Z( y)+r(by) 4 Z Z f(x,y +tr(az+by)
yer, TEF?, yER, )
= Wau(b) + Wy(a,b) = Y (=1)"®)
yEF,k

B 0, if b=

B { W (b) + Wi(a,b), else
where in the last identity we use the facts that W, (0) = 0 since u is balanced and W(a,0) =
2F from (4).

Consequently,
max  |Wg(a,b)| < max W(a,b)| + max |[W,(b)|
(avb)E]ng X]F2k (a,b)€F2k X]F;k bEF;k

which results in

Ny—2'7, if t =1
NF 2 t—1 n m—1
Np— Y 2wt !t 2% ift>2
=1
n—1 _ (2} 4 0.42)2F —2"% — 1, if t =1

t—1 ., —
on—l _ (2} 4 g42)2k — S ot 9" 1 ift>2.
=1

O

From Theorem 6, we see that the nonlinearity of the function F' given by Construction

2 decreases a little when compared with the function f in Construction 1. But in this way,
we are able to obtain a class of balanced functions achieving (at least potentially) all the
characteristics needed for being used in the filter model (maximal algebraic degree, optimal
algebraic immunity, and good behavior against fast algebraic attacks and good nonlinearity
as we shall see below). It is the first time that a function with all these features and such

good nonlinearity is found.

5.4 Comparison with the known results

In this subsection, we compare the lower bounds on the nonlinearity of our result with

the known Boolean functions resisting algebraic attacks and fast algebraic attacks. The
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class of Carlet-Feng functions have optimal algebraic immunity, maximal algebraic degree,
high nonlinearity, and a good behavior against the fast algebraic attacks. In [33], the same
class was presented by Wang et al in another way (as shown in [7]) with a very slightly
improved bound on the nonlinearity. Very recently, Zeng et al [35] presented more balanced
functions by a modification of this class of functions.

There is a big gap between the lower bound on the nonlinearity of Carlet-Feng functions
and their exact values. Herein, we intend to improve the lower bound of Carlet-Feng
functions with the same method as the one used in Section 5.3. To do so, we need the

following Lemma.

. 277.71
on_g |sin(TEr—)|

Lemma 5. For every integer n > 2. Let T = 37 TSn(TEy then we have T <
2n—1
n__ n—1
) () g 1) 4 D)

7T
Proof: From the definition of T, we have
L 1 DR Rl
| sin(———5——)

T _ 2’I’L_
ey

pu=1

2"2—:2 | sin( % +

p=1

3|

2(27—1)
T

51T

sin(

P () | M o)
_ Y T > Gy

=1 sin (575 u—o sin(n-t)
1 n-1lo1 1 1 PACREES) 1
S 2 p=1 COS(W'zn’Q)jL? = sin(m 2(22%#—11))
1 n-lo1 1 1 PACREES) 1
-2 = sin(§ — 7 2n“1)+7 /;) sin(m 2(22’5211))
B an—1-3 1
B =0 sin(7 - 2(22/2“1))
Applying Corollary 1, we get
22" —1) ' =? 1 r IS
7 o<« A . ) E) e e Y (20 +1)
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In fact, the estimation of T" defined in Lemma 5 is very important for giving the lower
bound on the nonlinearity of Carlet-Feng functions, which has been used in [4, 19, 33, 35].
By our new estimation in Lemma 5, we can improve its lower bound on the nonlinearity.

We have the following Theorem.

Theorem 7. For positive integer n. Let f € B, be the Carlet-Feng function with Supp(f) =
{0,1,8,32,--- ,ﬂ2"_1_2}, where 3 is a primitive element of the field Fon. Then we have
Ny > 2nt - (222 4 0.74)2% — 1.

Proof: From the proof process of the nonlinearity in [4], we have

n n__ . n—1
R T =
f= 2 —1 & sin(gty) 22— 1)

By Lemma 5, we can derive that

_ 2+nn2 72" —1)2\_a
Ny > 2" 1—( )2 1
! 77 82 —1)2 )°°
_ 2+nln2 7T(2”_1 — 1)2 n
> on 1—( )2 1
T seei—ne2)?
2t — (% S+ )2E -1
> T +7r+32 ’
In 2 .
> 2”—1—(”n +0.74)25—1.
s

O

Let us denote by N¢p the lower bound on the nonlinearity of the function given in [4]
and Ny the lower bound given by Construction 2. We give in Table 3 below the concrete
values of their lower bounds for integer ranging from 6 to 38. From which it is seen that
our improved N¢p is better than previous estimations, and further N is even better than

N¢or.

Table 3. Comparison of the known lower bounds of nonlinearity
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Improved Improved Neor in Np in

n | Ncr in [4] Nep in [19] | Nep in [33] | Theorem 7 Theorem 6

6 10 12 10 14 20

8 70 79 78 86 102
10 366 396 397 416 458
12 1700 1780 1789 1830 1929
14 7382 7584 7615 7700 7931
16 30922 31409 31496 31673 32195
18 126927 128068 128292 128658 129823
20 515094 017704 518256 519010 021577
22 2076956 2082834 2084143 2085694 2091288
24 8344600 8357672 8360697 8363886 8376003

26| 33459185 33487957 33494825 33501375 33527429
28| 134012775 134075574 134090943 134104385 134160165
30| 536432086 536568193 536602200 536629769 536748573
32| 2146548157 | 2146841390 | 2146915941 | 2146972443 | 2147224628
34| 8587947933 | 8588576434 | 8588738609 | 8588854346 | 8589387659
36 | 34355533697 | 34356874769 | 34357225267 | 34357462201 | 34358586905
38 (137430081424 | 137432931707 | 137433684998 | 137434169787 | 137436534902

As we mentioned before that the exact value of nonlinearity is much better than what
the lower bound gives. Finally, we compare the exact nonlinearity of the Boolean functions
F' generated by Construction 2 with the Carlet-Feng functions for some small numbers
of variables. Let us denoted by Nop and N the exact nonlinearity of the Carlet-Feng
functions and Construction 2 respectively. For even n ranging from 4 to 26, their exact
values are given in Table 4 (we also list the exact values of Nz for even n ranging from 28

to 38).

Table 4. The exact values of the nonlinearity of F'
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n 4 6 8 10 12 14
on—1 _ gn/2 4 24 112 480 1984 8064
Ner 4 24 112 484 1970 8036
Np 4 22 108 476 1982 8028
n 16 18 20 22 24 26
on—1 _ 9n/2| 32512 130560 523264 2095104 8384512 33546240
Ner 32530 130442 523154 2094972 8384536 33545716
Np 32508 130504 523144 2094980 8384490 33545992
n 28 30 32 34 36 38
on—1 _ 9n/21134201344 | 536838144 | 2147418112 | 8589803520 | 34359476224 | 137438429184
Np 134201460 | 536838052 | 2147416552 | 8589818968 | 34359469052 | 137438441620

6 Conclusion

For an integer k > 2, a class of 2k-variable unbalanced Boolean functions and a class
of 2k-variable balanced Boolean functions are proposed in this paper. The functions in
the former class have high nonlinearity and good algebraic degree; The functions in the
latter class are balanced have maximal algebraic and high nonlinearity. Based on a new
conjecture, both of them have optimal algebraic immunity and good behavior against the
fast algebraic attacks. We also further improved the lower bound on the nonlinearity of
the Carlet-Feng functions. Even compared with this new lower bound, our two classes of
functions possess the highest lower bounds. It is the first time that a class of functions is
found with such good characteristics (at least for those which could be computed for small

numbers of variables) for the filter model of pseudo-random generators.
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