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Abstract. This paper describes the design of a fast software library for
the computation of the optimal ate pairing on a Barreto—Naehrig elliptic
curve. Our library is able to compute the optimal ate pairing over a
254-bit prime field Fp, in just 2.33 million of clock cycles on a single
core of an Intel Core i7 2.8GHz processor, which implies that the pairing
computation takes 0.832msec. We are able to achieve this performance by
a careful implementation of the base field arithmetic through the usage of
the customary Montgomery multiplier for prime fields. The prime field is
constructed via the Barreto—Naehrig polynomial parametrization of the
prime p given as, p = 36t* + 361> + 241> + 6t + 1, with ¢t = 262 — 254 4. 244,
This selection of t allows us to obtain important savings for both the
Miller loop as well as the final exponentiation steps of the optimal ate
pairing.
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1 Introduction

The protocol solutions provided by pairing-based cryptography can only be made
practical if one can efficiently compute bilinear pairings at high levels of secu-
rity. Back in 1986, Victor Miller proposed in [26,27] an iterative algorithm that
can evaluate rational functions from scalar multiplications of divisors, thus al-
lowing to compute bilinear pairings at a linear complexity cost with respect to
the size of the input. Since then, several authors have found further algorith-
mic improvements to decrease the complexity of Miller’s algorithm by reducing
its loop length [3,4,12, 20,21, 38], and by constructing pairing-friendly elliptic
curves [5,14,29] and pairing-friendly tower extensions of finite fields [6,24].
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Roughly speaking, an asymmetric bilinear pairing can be defined as the non-
degenerate bilinear mapping, é : G; x Gy — Gg3, where both G, G are finite
cyclic additive groups with prime order r, whereas G is a multiplicative cyclic
group whose order is also r. Additionally, as it was mentioned above, for cryp-
tographic applications it is desirable that pairings can be computed efficiently.
When G; = G3, we say that the pairing is symmetric, otherwise, if G; # Go,
the pairing is asymmetric [15].

Arguably the nr pairing [3] is the most efficient algorithm for symmetric pair-
ings that are always defined over supersingular curves. In the case of asymmetric
pairings, recent breakthroughs include the ate pairing [21], the R-ate pairing [25],
and the optimal ate pairing [38].

Several authors have presented software implementations of bilinear pairings
targeting the 128-bit security level [1,8,10,16,18,23,31,32]. By taking advantage
of the eight cores of a dual quad-core Intel Xeon 45nm, the software library
presented in [1] takes 3.02 millions of cycles to compute the 1y pairing on a
supersingular curve defined over Faizes. Authors in [8] report 5.42 millions of
cycles to compute the ny pairing on a supersingular curve defined over Fgsoo on
an Intel Core i7 45nm processor using eight cores. The software library presented
in [32] takes 4.470 millions of cycles to compute the optimal ate pairing on a
257-bit BN curve using only one core of an Intel Core 2 Quad Q6600 processor.

This paper addresses the efficient software implementation of asymmetric
bilinear pairings at high security levels. We present a library! that performs
the optimal ate pairing over a 254-bit Barreto-Naehrig (BN) curve in just 2.33
million of clock cycles on a single core of an Intel i7 2.8GHz processor, which
implies that the optimal ate pairing is computed in 0.832msec. To the best of our
knowledge, this is the first time that a software or a hardware accelerator reports
a high security level pairing computation either symmetric or asymmetric, either
on one core or on a multi-core platform, in less than one millisecond. After a
careful selection of a pairing-friendly elliptic curve and the tower field (Sections 2
and 3), we describe the computational complexity associated to the execution of
the optimal ate pairing (Section 4). Then, we describe our approach to implement
arithmetic over the underlying field I, and to perform tower field arithmetic
(Section 5), and we give benchmarking results of our software library (Section 6).

2 Optimal Ate Pairing over Barreto—Naehrig Curves

Barreto and Naehrig [5] described a method to construct pairing-friendly ordi-
nary elliptic curves over a prime field F,,. Barreto-Naehrig curves (or BN curves)
are defined by the equation E : 32 = 23 +b, where b # 0. Their embedding degree
k is equal to 12. Furthermore, the number of F)-rational points of E, denoted
by r in the following, is a prime. The characteristic p of the prime field, the
group order 7, and the trace of Frobenius ¢, of the curve are parametrized as

1 An open source code for benchmarking our software library is available at
http://homepagel.nifty.com/herumi/crypt/ate-pairing.html
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follows [5]:

p(t) = 36t + 36t° + 24t> + 6t + 1,
r(t) = 36t* + 36t° + 18> + 6t + 1, (1)
to(t) = 662 + 1,

where ¢ € Z is an arbitrary integer such that p = p(¢) and r = r(t) are both
prime numbers. Additionally, ¢t must be large enough to guarantee an adequate
security level. For a security level equivalent to AES-128, we should select ¢ such
that log, (r(t)) > 256 and 3000 < k-log,(p(t)) < 5000 [14]. For this to be possible
t should have roughly 64 bits.

Let E[r] denote the r-torsion subgroup of E and m, be the Frobenius en-
domorphism 7, : E — E given by m,(x,y) = (zP,y?). We define G; = E[r] N
Ker(m, —[1]) = E(Fp)[r], G2 = E[r]|nKer(m, —[p]) € E(Fp2)[r], and Gz = p, C
Foe (i.e. the group of r-th roots of unity). Since we work with a BN curve, r is
a prime and G; = E(F,)[r] = E(F,). The optimal ate pairing on the BN curve
E is a non-degenerate and bilinear pairing given by the map [30,32,38]:

Qopt GQ X (Grl — (Gr3
(Q, P) — (for+2,0(P) - list+2)@,mp (@) (P) -

p12_1
&

l[6t+2]Q+7rp(Q)f7r§(Q) (P)) )

where

= fs,g,for s € Nand @ € Gy, is a family of normalized F12-rational functions
with divisor (fs,0) = s(Q) — ([s]Q) — (s — 1)(O), where O denotes the point
at infinity.

— 10Q,,Q, is the equation of the line corresponding to the addition of Q; € G»
with Qs € Go.

Algorithm 1 shows how we compute the optimal ate pairing in this work.
Our approach can be seen as a signed-digit version of the algorithm utilized
in [32], where both point additions and point subtractions are allowed. The
Miller loop (lines 3-10) calculates the value of the rational function fei42,0
at point P. In lines 11-13 the product of the line functions l519)q,x,(@)(P) -
Z[6t+2]Q+Wp(Q)’,ﬂ§(Q)(P) is multiplied by fei4+2,0(P). The so-called final expo-
nentiation is computed in line 14. A detailed summary of the computational
costs associated to Algorithm 1 can be found in Section 4.

The BN curves admit a sextic twist E'/F,2 : y? = 2® + b/ defined over F e,
where § € I is an element that is neither a square nor a cube in [F)2, and that
has to be carefully selected such that r|#E’(F,2) holds. This means that pairing
computations can be restricted to points P and @ that belong to E(F,) and
E'(FF,2), respectively, since we can represent the points in Gy by points on the
twist [5, 21, 38].
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Algorithm 1 Optimal ate pairing over Barreto—Naehrig curves.
Input: P € Gy and Q € Go.
Output: aop(Q, P).

1. Write s =6t + 2 as s = Zf;ol 5:2%, where s; € {—1,0,1};
2. T« Q, f+ 1

3. fori=L—-2to0do

4.  f f2lpp(P); T « 2T;

5. if s; = —1 then

6. fflr—P); T« T-Q;
7. else if s; = 1 then

8. f+ [ lroP); T+ T+ Q;
9. end if

10. end for

11 Q1+ m(Q); Q2 + mp2(Q);

12 f 4= frlrg(P); T+ T + Qu;

13, f [ olr-0o (P T T — Qus
14. f « feZ-0/m

15. return f;

3 Tower Extension Field Arithmetic

Since k = 12 = 22 . 3, the tower extensions can be created using irreducible
binomials only. This is because z* — 3 is irreducible over F,, provided that 8 € F,
is neither a square nor a cube in F, [24]. Hence, the tower extension can be
constructed by simply adjoining a cube or square root of such element § and
then the cube or square root of the previous root. This process should be repeated
until the desired extension of the tower has been reached.

Accordingly, we decided to represent [F,12 using the same tower extension
of [18], namely, we first construct a quadratic extension, which is followed by
a cubic extension and then by a quadratic one, using the following irreducible
binomials:

F,[u]/(u® — B), where B = —5,
2[1}]/( —¢), where & = u, (2)
polwl/(w? = v).

We adopted the tower extension of Equation (2), mainly because field elements
f € Fpi2 can be seen as a quadratic extension of F,e, and hence they can be
represented as f = g+ hw, with g, h € Fps. This towerlng will help us to exploit
the fact that in the hard part of the ﬁnal exponentiation we will deal with
field elements f € [F,12 that become unitary [35,36], i.e., elements that belong
to the cyclotomic subgroup Gg,(Fp2) as defined in [17]. Such elements satisfy,

12—

fp6+1 = 1, which means that f~! = fp6 = g — hw. In other words, inversion
of such elements can be accomplished by simple conjugation. This nice feature
opens the door for using addition-subtraction chains in the final exponentiation
step, which is especially valuable for our binary signed choice of the parameter ¢.
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We also stress that our specific ¢ selection permits to use £ = u € F,,, which will
yield important savings in the arithmetic computational cost as discussed next.

3.1 Computational Costs of the Tower Extension Field Arithmetic

The tower extension arithmetic algorithms used in this work were directly
adopted from [18]. Let (a,m, s,7), (a,7, 3,1), and (A, M, S,I) denote the cost
of field addition, multiplication, squaring, and inversion in Fj, F,2, and Fs,
respectively. From our implementation (see Section 5), we observed experimen-
tally that m = s = 8a and ¢ = 48.3m. We summarize the towering arithmetic
costs as follows:

— In the field Fj2, we used Karatsuba multiplication and the complex method
for squaring, at a cost of 3 and 2 field multiplications in F,, respectively.
Inversion of an element A = ag + a1u € Fj2, can be found from the iden-
tity, (ag + a1u)~! = (ag — ayu)/(ad — Ba?). Using once again the Karatsuba
method, field multiplication in Fps can be computed at a cost of 6 plus
several addition operations. All these three operations require the multipli-
cation in the base field by the constant coeflicient 8 € ), of the irreducible
binomial u? — 3. We refer to this operation as mg Additionally, we sometimes
need to compute the multiplication of an arbitrary element in IFj2> times the
constant { = u € IF), at a cost of one multiplication by the constant 3. We re-
fer to this operation as mg¢, but it is noticed that the cost of m¢ is essentially
the same of that of mg.

— Squaring in F,s can be computed via the formula derived in [9] at a cost of
2m + 35 plus some addition operations. Inversion in the sextic extension can
be computed at a cost of 9 + 35 + 4mg + 5a + i [34].

— Since our field towering constructed F,12 as a quadratic extension of Fpe,
the arithmetic costs of the quadratic extension apply. Hence, a field mul-
tiplication, squaring and inversion costs in 12 are, 3M + 54, 2M + 5A
and 2M + 25 + 2A + I, respectively. However, if f € Fj12, belongs to the
cyclotomic subgroup G, (F,2), its field squaring f? can be reduced to three
squarings in Fps [17].

Table 1 lists the computational costs of the tower extension field arithmetic in
terms of the 2 field arithmetic operations, namely, (a,m, 5,1).

3.2 Frobenius Operator

Raising an element f € Fpi2 = Fye[w]/(w? — v) to the p-power, is an arithmetic
operation needed in the final exponentiation (line 14) of the optimal ate pairing
(Algorithm 1). We briefly describe in the following how to compute f? efficiently.

We first remark that the field extension 12 can be also represented as
a sextic extension of the quadratic field, i.e., Fpiz = Fp2[W]/(WS — ), with
W = w. Hence, we can write f = g + hw € Fpi2, with g, h € Fys such that,
g = go+ g1V + g2v%, h = hg + h1v + hov?, where g;, h; € Fp2, for i = 1,2, 3. This
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Table 1. Computational costs of the tower extension field arithmetic.

Field HAdd./Sub.‘ Mult. ‘ Squaring ‘ Inversion
Fp2 a=2a |m=3m+3a+mg| 5§=2m+3a+mg i:ﬁ;;i—;ng
F 6 3 6+ 2mp + 15a |2 + 35 + 2mp + 86| " ij’;i;‘m‘*
F iz 6 18 + 6mp + 60a | 121 + 4mps + 45 257%:6??1%2"‘@
Gag (Fp2) 6a 18m + 6mg + 60a 95_:;)3?& Conjugation

means that f can be equivalently written as, f = g+ hw = go + hoW + g1 W? +
h1W3 + 92W4 + h2W5.

We note that the p-power of an arbitrary element in the quadratic extension
field IF,» can be computed essentially free of cost as follows. Let b € Fp2 be an

arbitrary element that can be represented as b = by + biu. Then, (b)p% =b and
B = b, with b = by — byu, for i € N.

Let g;, h;, denote the conjugates of g;, h;, for i = 1,2, 3 respectively. Then,
using the identity W? = u®~D/6W  we can write, (WP = Y1, W, with
M, = uw'®=1/6 for ; = 1,...,5. From the definitions given above, we can
compute f? as,

17 = (go + hoW + g W2 + W3 + goW* + hoW?)?
=go+ Flon + §1W2p + iLlW?)p + §2W4p + B2w5p
= go + hoy1,1W + G171 2W? + hiyi 3W2 + Goy1 aW* + hoys sW5.

The equation above has a computational cost of 5 multiplications in F, and
5 conjugations in F,2. We can follow a similar procedure for computing fp2

and f”s, which are arithmetic operations required in the hard part of the final
exponentiation of Algorithm 1. For that, we must pre-compute and store the
per-field constants v;; = u"®P1/6 yo ;= 41 ; - 51 ;, and y5; = Y1, - y2,; for
i=1,...,5.

4 Computational Cost of the Optimal Ate Pairing

In this work we considered several choices of the parameter ¢, required for defin-
ing p(t), r(t), and ¢.(t) of Equation (1). We found 64-bit values of ¢ with Ham-
ming weight as low as 2 that yield the desired properties for p, r, and t,. For
example, the binomial ¢t = 253 — 249 guarantees that p and r as defined in
Equation (1) are both 258-bit prime numbers. However, due to the superior ef-
ficiency on its associated base field arithmetic, we decided to use the trinomial
t = 262 — 254 4 24 which guarantees that p and r as defined in Equation (1)
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are 254-bit prime numbers. Since the automorphism group Aut(FE) is a cyclic
group of order 6 [30], it is possible to slightly improve Pollard’s rho attack and
get a speedup of v/6 [11]. Therefore, we achieve a 126-bit security level with our
choice of parameters. The curve equation is E : Y2 = X345 and we followed the
procedure outlined in [6,36] in order to find a generator P = (zp,yp) = (1,v6)
for the group E(F,), and one generator Q" = (x¢,yq) for the group E'(F,2)[r],
given as,

zgr = 0x19BOBEA4AF E4C330D A93CC3533D A38A9F430B471C6F8A536 E81962ED967909B5
+ 0xA1CF585585A61C6FE9880B1F2A5C539F7TDI06 F FF238F A6341E1DE1A2E45C3F 72,
Yo' = 0x17TABD366 EBBD65333E49C711A80A0C F6D24ADF1B9B3990EEDCC91731384D2627
+ 0xEE97TD6DE9902A27D00E952232A78700863BC9IAAIBEICOC32F5BFIF D0A32D345u.

In this Section, we show that our selection of ¢ yields important savings in the
Miller loop and the hard part of the final exponentiation step of Algorithm 1.

4.1 Miller Loop

We remark that the parameter 6t + 2 of Algorithm 1 has a bitlength L = 65,
with a Hamming weight of 7. This implies that the execution of the Miller loop
requires 64 doubling step computations in line 4, and 6 addition/subtraction
steps in lines 6 and 8.

It is noted that the equation of the tangent line at T' € G4 evaluated at P
defines a sparse element in Fj12 (half of the coefficients are equal to zero). The
same observation holds for the equation of the line through the points 7" and
+@ evaluated at P. This sparsity allows us to reduce the number of operations
on the underlying field when performing accumulation steps (lines 4, 6, 8, 12,
and 13 of Algorithm 1).

We perform an interleaved computation of the tangent line at point T (re-
spectively, the line through the points 7" and Q) evaluated at the base point
P, with a point doubling (respectively, point addition) using the formulae
given in [2]. We recall that the field extension [F,12 can be also represented as,

Fp12 = sz [W}/(WG — 'LL)7 with W = w.

Doubling step (line 4). We represent the point 7' € E'(F,2) in Jacobian co-
ordinates as T' = (Xr, Y, Zr). The formulae for doubling T', i.e., the equations
that define the point R = 2T = (Xg, Yg, Zr) are,

Xpr=9X7 —8X7YF, Yr = 3X2(4X7Y7 — Xg) — 8Y}, Zr = 2YrZr.

Let the point P € E(F,) be represented in affine coordinates as P = (zp,yp).
Then, the tangent line at T evaluated at P can be calculated as [32],

lrr(P)=2ZrZ3yp — (6X73Z72p)W + (6X3 —AYZ)W? € Fpna.

Hence, the computational cost of the interleaving computation of the tangent
line and the doubling of the point T is, 3m + 85 + 16a + 4m. Other operations
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included in line 4 are f? and the product f? - lrr(P), which can be computed
at a cost of, 12m + 45a + 4mp and 13m + 39a + 2mg, respectively. In summary,
the computational cost associated to line 4 of Algorithm 1 is given as, 28m +
85 4+ 100a + 4m + 6mg.

Addition step (lines 6 and 8). Let Q = (X¢,Yp, Zg) and T = (X7, Yr, Z7)
represent the points @ and T' € E'(F,2) in Jacobian coordinates. Then the point
R=T+Q = (Xg, YR, Zr), can be computed as,

Xp = (2YQZ3 — 2Yr)? — A(XqZ3 — X1)® — 8(XoZF — X7)* X7,
Yr = (2YoZ} — 2Yr)(4(XoZ7 — X7)* X1 — XR) — 8Y7(XQZF — X1)°,
Zp =227(XqZ% — Xr).

Once again, let the point P € E(F,) be represented in affine coordinates as
P = (zp,yp). Then, the line through T" and @ evaluated at the point P is given
as,

Ir,q(P) =2Zpyp — 4xp(YoZi+Yr)W + (4Xq(YoZi Xo—Yr)—2Yo Zr)W? € Fpz.

The combined cost of computing l7 o(P) and the point addition R = T + Q
is, T + 75 + 25a + 4m. Finally we must accumulate the value of 7 o (P) by
performing the product f - lr.g(P) at a cost of, 13m + 39a + 2mg.

Therefore, the computational cost associated to line 6 of Algorithm 1 is given
as, 20m + 75 + 64a + 4m + 2mg. This is the same cost of line 8.

Frobenius application and final addition step (lines 11-13). In this
step we add to the value accumulated in f = fs42,0(P), the product of
the lines through the points Qi,—Q2 € E'(F,2), namely, ljg420,0,(P) -
list+21Q+Q1, Q2 (P)-

The points @1, Q2 can be found by applying the Frobenius operator as, Q1 =
m™(Q), Q2 = W%(Q). The total cost of computing lines 11-13 is given as, 40m +
145 4 128a + 4m + 4mg.

Let us recall that from our selection of ¢, 6t + 2 is a 65-bit number with
a low Hamming weight of 7.2 This implies that the Miller loop of the optimal
ate pairing can be computed using only 64 point doubling steps and 6 point
addition/subtraction steps. Therefore, the total cost of the Miller loop portion
of Algorithm 1 is approximately given as,

Cost of Miller loop = 64 - (28m + 85 + 100a + 4m + 6mg) +
6 - (20m + 75 + 64a + 4m + 2mg) +
40m + 145 + 128a + 14m + 4mg
= 1952m + 5685 4 6912a + 294m + 400mg.
2 We note that in the binary signed representation with digit set {—1, 0, 1}, the integers

t =262 25 1 2% and 6t +2 = 264 4263 — 956 _ 955 4 946 | 945 | 9 have a signed
bitlength of 63 and 65, respectively.
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4.2 Final Exponentiation

Line 14 of Algorithm 1 performs the final exponentiation step, by raising f € F 12
to the power e = (p'2 —1)/r. We computed the final exponentiation by following
the procedure described by Scott et al. in [36], where the exponent e is split into
three coefficients as,

p12 -1

e="——=0E"-1)-@"+1):

®3)
As it was discussed in Section 3, we can take advantage of the fact that raising
f to the power p® is equivalent to one conjugation. Hence, one can compute
f (P°-1) = f - =%, which costs one field inversion and one field multiplication
in Fp12. Moreover, after raising to the power p® — 1, the resulting field element
becomes a member of the cyclotomic subgroup Gegg(Fp2), which implies that
inversion of such elements can be computed by simply conjugation (see Table 1).
Furthermore, from the discussion in Section 3.2 raising to the power p? + 1,
can be done with five field multiplications in the base field IF,,, plus one field
multiplication in Fji2. The processing of the third coefficient in Equation (3) is
referred as the hard part of the final exponentiation, i.e, the task of computing
m(”4_p2+1)/’", with m € Fp12. In order to accomplish that, Scott et al. described
in [36] a clever procedure that requires the calculation of ten temporary values,
namely,

pt—p?+1
—

2 3 2 3 2 3 2.2
mt, mt, mt, mP, mP, mP, mP) )y (R) (7))

which are the building blocks required for constructing a vectorial addition
chain whose evaluation yields the final exponentiation f¢, by performing 13
and 4 field multiplication and squaring operations over F,12, respectively.? Tak-
ing2 advagntage of the2 Froberéius operatog gﬂﬁiciency7 the temporary values mP?,
mP, m? , mt) ) ) and m*P7) can be computed at a cost of just
35 field multiplications over F,, (see Section 3.2). Therefore, the most costly
computation of the hard part of the final exponentiation is the calculation of
mt,mt” = (mH)t,m*> = (m*’). From our choice, t = 262 — 254 4 244 we can
compute these three temporary values at a combined cost of 62 -3 = 186 cy-
clotomic squarings plus 2 - 3 = 6 field multiplications over Fp12. This is cheaper
than the ¢ selection used in [32] that requires 4-3 = 12 more field multiplications
over [Fpiz.

Consulting Table 1, we can approximately estimate the total computational
cost associated to the final exponentiation as,

F. Exp. cost = (251 + 95 + 12mp + 61 + 1) + (187 + 6m + 60a) +
(1817 + 6mg + 60a) + 10m +
13- (18m + 6mg + 60a) + 4 - (95 + 4mg + 30a) + 70m +
186 - (95 + 4my + 30a) + 6 - (18 + 6mys + 60a)
= 403m + 17195 + 7021a + 80m + 898mg + i.

3 We remark that the cost of the field squaring operations is that of the elements in
the cyclotomic subgroup Gs,(F,2) listed in the last row of Table 1.
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Table 2. A Comparison of arithmetic operations required by the computation of the
ate pairing variants.

i

Miller Loop(2277| 356 | 6712 |1

Final Exp. |1616{1197| 8977 {11062
Total 3893/1553(15689|2

Miller Loop|2022| 590 | 7140 | | 410
Final Exp. | 678 [1719] 7921 [1]| 988
Total  |2700/2309|15061(1(1398

Miller Loop|1952| 568 | 6912 | | 400
Final Exp. | 403 [1719| 7021 |1| 898
Total 2355(2287|13933|1|1298

Hankerson et al. [18]
R-ate pairing

Naehrig et al. [32]
Optimal ate pairing

This work
Optimal ate pairing

Table 2 presents a comparison of Fj. arithmetic operations of our work
against the reference pairing software libraries [18,32]. From Table 2, we ob-
serve that our approach saves about 39.5% and 13% I, multiplications when
compared against [18] and [32], respectively. We recall that in our work, the cost
of the operation my is essentially the same of that of mg. This is not the case
in [18,32], where the operation m, is considerably more costly than mg.

5 Software Implementation of Field Arithmetic

In this work, we target the x86-64 instruction set [22]. Our software library is
written in C++ and can be used on several platforms: 64-bit Windows 7 with
Visual Studio 2008 Professional, 64-bit Linux 2.6 and Mac OS X 10.5 with gcc
4.4.1 or later, etc. In order to improve the runtime performance of our pairing
library, we made an extensive use of Xbyak [28], a x86/x64 just-in-time assembler
for the C++ language.

5.1 Implementation of Prime Field Arithmetic

The x86-64 instruction set has a mul operation which multiplies two 64-bit un-
signed integers and returns a 128-bit unsigned integer. The execution of this
operation takes about 3 cycles on Intel Core i7 and AMD Opteron processors.
Compared to previous architectures, the gap between multiplication and addi-
tion/subtraction in terms of cycles is much smaller. This means that we have
to be careful when selecting algorithms to perform prime field arithmetic: the
schoolbook method is for instance faster than Karatsuba multiplication in the
case of 256-bit operands.

An element x € F), is represented as ¢ = (z3, 2, 1, Zo), where z;,0 <14 < 3,
are 64-bit integers. The addition and the subtraction over F, are performed in a
straightforward manner, i.e., we add/subtract the operands followed by reduc-
tion into IF),. Multiplication and inversion over F, are accomplished according
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to the well-known Montgomery multiplication and Montgomery inversion algo-
rithms, respectively [19].

5.2 Implementation of Quadratic Extension Field Arithmetic

This section describes our optimizations for some operations over IF,,» defined in
Equation (2).

Multiplication. We implemented the multiplication over the quadratic exten-
sion field > using a Montgomery multiplication scheme split into two steps:

1. The straightforward multiplication of two 256-bit integers (producing a 512-
bit integer), denoted as, mul256.

2. The Montgomery reduction from a 512-bit integer to a 256-bit integer. This
operation is denoted by mod512.

According to our implementation, mul256 (resp. mod512) contains 16 (resp.
20) mul operations and its execution takes about 55 (resp. 100) cycles.

Let P(u) = u? + 5 be the irreducible binomial defining the quadratic exten-
sion Fp.. Let A, B,C € Fj2 such that, A = ag + au, B = by + bju, and C' =
cot+ciu = A-B. Then, Co = a0b075(11b1 and Cc1 = (ao+a1)(bo+b1)7&01)07&11)1.
Hence, in order to obtain the field multiplication over the quadratic extension
field, we must compute three multiplications over F,, and it may seem that
three mod512 operations are necessary. However, we can keep the results of
the products mul256(ag, bg), mul256(aq, b;), and mul256(ag + aq,bg + b1) in
three temporary 512-bit integer values. Then, we can add or subtract them with-
out reduction, followed by a final call to mod512 in order to get co,c1 € Fp.
This approach yields the saving of one mod512 operation as shown in Algo-
rithm 2. We stress that the addNC/subNC functions in lines 1, 2, 6, and 7
of Algorithm 2, stand for addition/subtraction between 256-bit or 512-bit inte-
gers without checking the output carry. We explain next the rationale for using
addition/subtraction without output carry check.

The addition = + y, and subtraction x —y, of two elements x, y € IF,, include
an unpredictable branch check to figure out whether x +y > p or z < y. This
is a costly check that is convenient to avoid as much as possible. Fortunately,
our selected prime p satisfies 7p < IV, with N = 2256, and the function mod512
can reduce operands x, whenever, x < pN. This implies that we can add up
to seven times without performing an output carry check. In line 8, dj is equal
to (ag + a1)(bo + b1) — agby — a1by = agby + a1by < 2p? < pN. Hence, we can
use addNC/subNC for step 1, 2, 6, and 7. In line 9, we multiply ds by the
constant value 5, which can be computed with no carry operation. By applying
these modifications, we manage to reduce the cost of the field multiplication over
F,2 from about 640 cycles (required by a non-optimized procedure) to just 440
cycles.

In line 10, d; = agby — ba1b1. We perform this operation as a 512-bit integer
subtraction with carry operation followed by a mod512 reduction. Let = be a
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512-bit integer such that x = agby — ba1b; and let ¢ be a 256-bit integer. The
aforementioned carry operation can be accomplished as follows: if x < 0, then
t < p, otherwise ¢t <— 0, then d; < = + tIN, where this addition operation only
uses the 256 most significant bits of z.

Algorithm 2 Optimized multiplication over F..

Input: A and B € F,2 such that A =a9+ aiu and B = by + biu.

Output: C = A-B € F..

s + addNC(ao, a1);

t + addNC(bo, b1);

do < mul256(s,t);

dy mu1256(a0, bo);

d2 < mul256(aq,b1);
)
)

do SubNC(do, d1
do < SubNC(do, d2
c1 < mod512(do);
d2 < 5d2;

. dl < dl — dz;

. ¢co < mod512(dy);
. return C < ¢o + c1u;

)

I

X NSO wN e

— = =
N = O ©

Squaring. Algorithm 3 performs field squaring where some carry operations
have been reduced, as explained next. Let A = ag+aju € Fp2, C = A* = co+cyu,
and let © = (ap +p — a1)(ag + 5aq). Then ¢y = x — 4aga; mod p. However, we
observe that = < 2p - 6p = 12p? < N? where N = 2256, Also we have that,

x — dagay > ag(ap + 5a1) — daga; = ap(ag + a1) > 0,
which implies,

max(zx — 4agar ) = max(ag(ag + p) + ba1(p — a1))
<p-2p+5(p/2)(p - p/2) <pN.

We conclude that we can safely add/subtract the operands in Algorithm 3 with-
out carry check.

Fast reduction for multiplication by small constant values. The pro-
cedures of point doubling/addition and line evaluation in Miller loop, and the
operations m¢, mg in the tower field arithmetic, involve field multiplications of
an arbitrary element A € F,> by small constant values 3, 4, 5, and 8.

We first remark that m¢ requires the calculation of a field multiplication
by the constant u. Given A = ap + a1u € Fp2, then A-u = B -a1 + aou =
—5ay + apgu. Computing this operation using shift-and-add expressions such as
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Algorithm 3 Optimized squaring over F:.

Input: A € F,2 such that A = ao + a1u.
Output: C = A% € Fe.

t + addNC(a1,a1);

dy mu1256(t, ao);

t + addNC(ao, p);

t «+ subNC(t, a1);

c1 < bay;

¢1 + addNC(c1, ao);

do < mul256(t,c1);

Cc1 < m0d512(d1);

9. dl < addNC(dl,dl);
10. do + SubNC(do,d1);
11. co + mod512(dy);

12. return C < ¢p + c1u;

PN oUW

5n = n+ (n <€ 2) for n € F, may be tempting as a means to avoid full
multiplication calculations. Nevertheless, in our implementation we preferred
to compute those multiplication-by-constant operations using the x86-64 mul
instruction, since the cost in clock cycles of mul is almost the same or even a
little cheaper than the one associated to the shift-and-add method.

Multiplications by small constant values require the reduction modulo p of
an integer x smaller than 8p. Note that we need five 64-bit registers to store
x = (x4, 3, %2, 21,20). However, one can easily see that x4 = 0 or x4 = 1, and
then one can prove that x div 22° = (z4 < 3)|(x3 > 61). Division by 2253
involves only three logical operations and it can be efficiently performed on our
target processor. Furthermore, the prime p we selected has the following nice
property:

(ip) div 22%% = i if0<i<o,
i+1 if10<i<14.

Hence, we built a small look-up table p-Tbhl defined as follows:

o
prblg =47 0SS @
(i—1p if10<i<14.

We then get |z — p-Thl[z > 253]| < p. Algorithm 4 summarizes how we apply
this strategy to perform a modulo p reduction.

6 Implementation Results

We list in Table 3 the timings that we achieved on different architectures. Our
library is able to evaluate the optimal ate pairing over a 254-bit prime field Fp,
in just 2.33 million of clock cycles on a single core of an Intel Core i7 2.8GHz
processor, which implies that the pairing computation takes 0.832msec. To our
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Algorithm 4 Fast reduction x mod p.

Input: x € Z such that 0 < z < 13p and represented as « = (x4, z3, T2, T1, To), Where
z;,0 < i < 4, are 64-bit integers. Let p-Tbl be the precomputed look-up table
defined in Equation (4).

Output: z = z mod p.

q « (v4 < 3)|(xs > 61); (q ¢ [2/27%])

z + x — p-Thl[g];

if z < 0 then

zZ<z+p;
end if

return z;

AN e

best knowledge, we are the first to compute a cryptographic pairing in less than
one millisecond at this level of security on a desktop computer.

According to the second column of Table 3, the costs (in clock cycles) that
were measured for the IFj» arithmetic when implemented in the Core i7 processor
are m = 435 and § = 342. Additionally, we measured a = 40, and 1 = 7504. Now,
from Table 2, one can see that the predicted computational cost of the optimal
ate pairing is given as,

Opt. ate pairing cost = 2355/ + 22875 + 13933a + ¢
= 2355 - 435 + 2287 - 342 + 13933 - 40 + 7504
= 2,371,403.

We observe that the experimental results presented in Table 3 have a reasonable
match with the computational cost prediction given in Section 4.

For comparison purpose, we also report the performance of the software li-
brary for BN curves developed by Naehrig et al. [32], which is the best software
implementation that we know of.* Naehrig et al. combined several state-of-the
art optimization techniques to write a software that is more than twice as fast
as the previous reference implementation by Hankerson et al. [18]. Perhaps the
most original contribution in [32] is the implementation of the arithmetic over the
quadratic extension F,> based on a tailored use of SIMD floating point instruc-
tions. Working in the case of hardware realizations of pairings, Fan et al. [13]
suggested to take advantage of the polynomial form of p(t) and introduced a
new hybrid modular multiplication algorithm. The operands a and b € [, are
converted to degree-4 polynomials a(t) and b(t), and multiplied according to
Montgomery’s algorithm in the polynomial ring. Coefficients of the results must
be reduced modulo . Fan et al noticed that, if t = 2™ + s, where s is a small
constant, this step consists of a multiplication by s instead of a division by ¢.

Table 4 summarizes the best results published in the open literature since
2007. All the works featured in Table 4, targeted a level of security equivalent to
that of AES-128. Aranha et al. [1] and Beuchat et al. [8] considered supersingular

4 The results on the Core 2 Quad processor are reprinted from [32]. We downloaded
the library [33] and made our own experiments on an Opteron platform.
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Table 3. Cycle counts of multiplication over F,2, squaring over F,2, and optimal ate
pairing on different machines.

[ Our results ]
Core i7* [Opteron®| Core 2 Duo® [Athlon 64 X2

Multiplication over F 2 435 443 558 473
Squaring over IF,2 342 355 445 376
Miller loop 1,330,000(1,360,000 1,680,000 1,480,000
Final exponentiation 1,000,000{ 1,040,000 1,270,000 1,081,000
Optimal ate pairing 2,330,000/2,400,000 2,950,000 2,561,000

[ delxvi [32, 33] |
Core i7 |Opteron®[Core 2 Quad®[Athlon 64 X2

Multiplication over F 2 695 693 1714
Squaring over FF 2 - 614 558 1207
Miller loop — 2,480,000 2,260,000 5,760,000
Final exponentiation - 2,520,000 2,210,000 5,510,000
Optimal ate pairing - 5,000,000 4,470,000 11,270,000

# Intel Core i7 860 (2.8GHz), Windows 7, Visual Studio 2008 Professional

> Quad-Core AMD Opteron 2376 (2.3GHz), Linux 2.6.18, gcc 4.4.1

¢ Intel Core 2 Duo T7100 (1.8GHz), Windows 7, Visual Studio 2008 Professional
4 Athlon 64 X2 Dual Core 6000+ (3GHz), Linux 2.6.23, gec 4.1.2

¢ Intel Core 2 Quad Q6600 (2394MHz), Linux 2.6.28, gcc 4.3.3

elliptic curves in characteristic 2 and 3, respectively. All other authors worked
with ordinary curves.

Several authors studied multi-core implementations of a cryptographic pair-
ing [1,8,16]. In the light of the results reported in Table 4, it seems that the
acceleration achieved by an n-core implementation is always less than the ideal
nx speedup. This is related to the extra arithmetic operations needed to com-
bine the partial results generated by each core, and the dependencies between
the different operations involved in the final exponentiation. The question that
arises is therefore: how many cores should be utilized to compute a cryptographic
pairing? We believe that the best answer is the one provided by Grabher et al.:
“if the requirement is for two pairing evaluations, the slightly moronic conclusion
is that one can perform one pairing on each core |...], doubling the performance
versus two sequential invocations of any other method that does not already use
multi-core parallelism internally” [16].

7 Conclusion

In this paper we have presented a software library that implements the optimal
ate pairing over a Barreto—Naehrig curve at the 126-bit security level. To the
best of our knowledge, we are the first to have reported the computation of a
bilinear pairing at a level of security roughly equivalent to that of AES-128 in
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Table 4. A comparison of cycles and timings required by the computation of the ate
pairing variants. The frequency is given in GHz and the timings are in milliseconds.

. Calc.

Algo. Architecture Cycles |Freq. time

Devegili et al. [10] ate Intel Pentium IV 69,600,000 3.0 |23.20
Naehrig et al. [31] ate Intel Core 2 Duo 29,650,000 2.2 [13.50
Intel Core 2 Duo (1 core) |23,319,673 9.72

Grabher et al. [16] At 7ol Core 2 Duo (2 cores)|14,429,439 24 6.01
Intel Xeon 45nm (1 core) (17,400,000 8.70

Aranha et al. [1] "I Tntel Xeon 45nm (8 cores)| 3,020,000 2.0 1.51
Intel Core i7 (1 core) |15,138,000 5.22

Beuchat et al. [8] T Intel Core i7 (8 cores) 5,423,000 2.9 1.87
Hankerson et al. [18]|| R-ate Intel Core 2 10,000,000 2.4 | 4.10
Naehrig et al. [32] aopt | Intel Core 2 Quad Q6600 | 4,470,000( 2.4 | 1.80
This work [ aopt | Intel Core i7 | 2,330,000] 2.8 [ 0.83]

less than one millisecond on a single core of an Intel Core i7 2.8GHz processor.
The speedup achieved in this work is a combination of two main factors:

— A careful programming of the underlying field arithmetic based on Mont-
gomery multiplication that allowed us to perform a field multiplication over
F, and Fp2 in just 160 and 435 cycles, respectively, when working in an
Opteron-based machine. We remark that in contrast with [32], we did not
make use of the 128-bit multimedia arithmetic instructions.

— A binary signed selection of the parameter ¢ that allowed us to obtain sig-
nificant savings in both the Miller loop and the final exponentiation of the
optimal ate pairing.

Our selection of ¢ yields a prime p = p(¢) that has a bitlength of just 254 bits.
This size is slightly below than what Freeman et al. [14] recommend for achieving
a high security level. If for certain scenarios, it becomes strictly necessary to meet
or exceed the 128-bit level of security, we recommend to select ¢ = 263 — 249 that
produces a prime p = p(t) with a bitlength of 258 bits. However, we warn the
reader that since a 258-bit prime implies that more than four 64-bit register will
be required to store field elements, the performance of the arithmetic library will
deteriorate.

Consulting the cycle count costs listed in Table 3, one can see that for our
implementation the cost of the final exponentiation step is nearly 25% cheaper
than that of the Miller loop.

Authors in [13,32] proposed to exploit the polynomial parametrization of the
prime p as a means to speed up the underlying field arithmetic. We performed
extensive experiments trying to apply this idea to our particular selection of ¢
with no success. Instead, the customary Montgomery multiplier algorithm ap-
pears to achieve a performance that is very hard to beat by other multiplication
schemes, whether integer-based or polynomial-based multipliers.
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The software library presented in this work computes a bilinear pairing at a
high security level at a speed that is faster than the best hardware accelerators
published in the open literature (see for instance [7,13,23,37]). We believe that
this situation is unrealistic and therefore we will try to design a hardware ar-
chitecture that can compute 128-bit security bilinear pairing in shorter timings.
Our future work will also include a study of the parallelization possibilities on
pairing-based protocols that specify the computation of many bilinear pairing
during their execution.
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A Algorithms

A.1 Arithmetic over 2

Algorithm 5 Addition in Fj2 = Fp[u]/(u? — J).

Require: A =ag+a1u € F,2 and B =bo + biu € F2.
Ensure: C =c¢cy+ciu=A+ B¢ sz.

1. co < ao + bo;

2. ¢c1 +— a1+ bl;

3. return C = ¢y + ciu;

Algorithm 6 Subtraction in F2 = F,[u]/(u? — ).

Require: A =ap +a1u € F,2 and B = bo + biu € F2.
Ensure: C =co+ciu=A— B cF,.

1. Cco < ag — bo;

2. c1 ¢+ a1 — bl;

3. return C = ¢y + ci1u;

Algorithm 7 Multiplication by by € F,,.

Require: A =ap +a1u € F,2 and bo € Fp.
Ensure: C =co+ciu=A-by € Fp.

1. ¢cog < ap - bo;

2. c1 4+ ay - bo;

3. return C = ¢y + ci1u;

Algorithm 8 Inverse in Fj2 = F,[u]/(u? — 3).

Require: A =ap +a1u € Foe.
21

Ensure: C =co+ciu=A"" €F2.
to ea%;
t1 <—a§;
to <—t0—6't1;
t 4ty

Co < agp - tl;
Cc1 < —1~a1 ~t1;
return C = ¢y + cru;

N Ok =
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A.2 Arithmetic over Fpa

21

Algorithm 9 Squaring in Fpa = F2[V]/(V? = ¢€).

Require: A:ao+a1V€Fp4,
Ensure: C =co+c1V = A% € F,2.
to <—a(2);

t1 <—a§;

Co (*t1~§;

co < co + to;

c1 < ao + ax;

14 cf —to — t1;

return C =cy+c1V;

NS

A.3 Arithmetic over Fpe

Algorithm 10 Addition in Fpe = F2[v]/(v® — &).

P

Require: A =ap +a1v+ asv® € Fpe and B = by + biv + bav? € Fpe.
Ensure: C =cy+civ+cov?’=A+Be Fpe.

1. co < agp + bo;

2. ¢1 < a1+ by;

3. ¢co < ag + bz;

4. return C =co+c1v+ CQ’UQ;

Algorithm 11 Subtraction in Fye = Fp2[v]/(v® — €).

Require: A =ap +a1v + asv® € Fpe and B = bo + biv + bov? € Fpe.
Ensure: C =co+civ+cev?=A—Be€ Fpe.

1. ¢cg < ap — bo;

2. c1 < a1 — b1;

3. co ¢ as — bz;

4. return C =c¢y +c1v+ CQUQ;

Algorithm 12 Multiplication by ~

Require: A € Fpe, where A = ag + a1v + agv2; a; € Fe.
Ensure: C=A-v,C € Fp6, where C' = co + c1v + 621)2; ci €F,2.
1. co < az-&;
2. return C <+ cg + aov + a1v2;
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Algorithm 13 Multiplication in Fpe = F2[v]/(v® — €).

Require: A = ag+ a1v + axv? € F,e and B = bo + biv + bov? € Fe.
Ensure: C =co+civ+cav> =A-B¢e Fpe.

to (—a0~b0;

t1 < a1 'bl;

to < az - ba;

co < [(a1 + az2) - (b1 + b2) — t1 — t2] - & + to;

c1 4 (a0 +a1)- (bo+b1) —to—t1 + & ta;

c2 < (ap + az2) - (bo + b2) — to — t2 + t1;

return C = ¢ + c1v + c2v?;

NN

Algorithm 15 computes the product of A € Fpe by a constant b € Fpe.
However, it can be also used to compute the product of A by a constant b’ € F,
using Algorithm 7, instead of the general multiplication in F.

Algorithm 14 Multiplication by by € Fpo.

Require: A =ap +a1v+ asv® € ]Fpe and by € ]sz.
Ensure: C =cy+civ+cv?=A-by € Fpe.

1. ¢ < agp - b();

2. c1 < ay - bo;

3. ¢ < as- bo;

4. return C =c¢y +c1v+ 621)2;

Algorithm 15 Multiplication by by + by v.

Require: A =ap +a1v+ asv® € ]Fpe and by, b1 € ]sz
Ensure: C = co+ c1v + c20® = A+ (bo + b1v) € Fe.
to < ap - b();

t1 < ai - bl;

co = ((a1 +az) - (b1) —t1) - £ + to;

c1 < (ao+a1) - (bo +b1) —to — t1;

Cco < ag - by + t1;

return C = ¢y + c1v + c2v?;

SOt W
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Algorithm 16 Squaring in Fye = F2[v]/(v® — &).

Require: A = ag+ a1v + axv? € Fe.
Ensure: C = co+ c1v + cov’® = A% € Foe.

— =
FoOoXNeUE W

C4
(&
C1
C2
C3
Cq
(&
C4
Co

. C2
2
. return C = ¢ + c1v + cav”;

— 2(ao - a1);

— a?;

— 5 €+ ca;
< C4 — Cs;

— ad;

< ap — a1 + ag;
— 2(a1 - a2);
i

—c5- €+ c3;
< c2+c4+cs —cs;

Algorithm 17 Inverse in Fpo = Fp2[v]/(v® — €).

p

Require: A = ag+ a1v + axv? € Fe.
Ensure: C =cy+c1v+cov?=A"1€Fe.

PN oUW

to
t1
to
t3
ta
ts
Co
C1
C2

. tg
. tg
. g
. tg
. Co
. C1
. C2
. return C:co+clv+02v2;

— ad; '
« ai;

— a3;

< aop - ai;

< aop - az;

< a2 - as;
<—t0—£~t5;
<—£-t2—t3;

— 11 - ta;

< ao - Co;
<—t6+£~a2-c1;
et6+§-a1~02;
—th

< co - le;
(*Cl'tﬁ;
<—02~t6;
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A.4 Arithmetic over Fpi2

Algorithm 18 Addition in Fpi2 = Fye[w]/(w? — 7).
Require: A =ap +a1w € Fpn and B = by + biw € Fplz.
Ensure: C =cy+ciw=A+B¢€ Fpiz.

1. co < ag + bo;

2. c1 < a1+ bl;

3. return C = ¢y + ciw;

Algorithm 19 Subtraction in Fyi2 = Fpe[w]/(w? — 7).

Require: A =ap +a1w € F 12 and B = by + biw € Foiz.
Ensure: C =cy+ciw=A—-BE¢€ Fpi2.

1. co < aop — bo;

2. c1 < ay — bl;

3. return C = ¢y + crw;

Algorithm 20 Multiplication in Fi2 = Fye[w]/(w? — 7).
Require: A =ap +a1w € F, 12 and B = bo + byw € Fpz.
Ensure: C =co+ciw=A B cF,o2.

to +— ao - bo;

t1 < ai - bl;

co—to+t1-;

c1 < (a0 +a1) - (bo +b1) —to —t1;

return C = ¢y + cqw;

CU W

The next algorithm will be required during the execution of the optimal ate
pairing computation (instead of Algorithm 20), avoiding unnecessary multipli-
cations by zero.
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Algorithm 21 Multiplication by B = bg + byw, where by € Fp2 and by =

bio + bi1v + 0v?

Require: A = ap + a1w € Fi2 and B = by + byw € Fpiz, with bo = boo + 0v + 0v°
and by = b1 + bi1v + 002,

Ensure: C =cy+ciw=A-B¢ Fpi2.

to < ao - bo; {Algorithm 14}

t1 < a1 - b1; {Algorithm 15}

co to+1t1-7;

ta < (bo + bio)v + b11v + 0v%;

c1 < (a0 + ai1) - t2; {Algorithm 15}

c1 < c1 —to —t1;

return C = ¢y + crw;

NS otk W=

Algorithm 22 Squaring in Fji2 = Fpe[w]/(w? — 7).

Require: A =ap +a1w € Fpiz.
Ensure: C =cy +ciw = A% € Fpiz.
Co < ap — ai;
C3 <— ap — 7Y * ai;
Co <— ap - a1,
Cco ¢ Co - C3 + C2;
— 2cs;
C2 < 7Y C2;
Co < Co + C2;
return C = ¢y + crw;

P NSO wN e
)
S

Algorithm 23 Inverse in Fjiz = Fys[w]/(w? — 7).

Require: A =ap +a1w € Fpiz.
Ensure: C =co+cw=A"1¢€ Fpiz.
to %CL(Q);

t1 <—a%;

to < to — v tl;

t 4ty

Co < agp - tl;

Cc1 <——1-a1~t1;

return C = ¢y + crw;

Nk =
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We stress that Algorithms 24 and 25 for computing field squaring and ex-
ponentiation over IFji2, respectively, can be only used when X € Fji» satis-
fies XP°T1 = 1. Algorithm 24 is based on the work presented in [17]. Let
f =g+ hw € Fpz2 be an element in the representation Fi2 = Fps[w]/(w? — 7).
Then, in order to reduce the required number of field multiplications, we can
write f using the towering Fpi2 = F,a[X]/(X3—~), where Fja = F2[V]/(VZ=¢).
In that representation, f can be equivalently written as f = g + hw = (go +
hiV) + (ho + g2V)X + (g1 + haV) X2. We note that the first three squarings of
Lines 1, 2 and 3, must be performed using Algorithm 9.

Algorithm 24 Squaring in Fji2 = Fe[w]/(w? — 7).

Require: f =g+ hw € F12, with g = go + g1v + g2v? and h = hg + hiv + hov?.
Ensure: C =co+ciw= f2? € Fpiz.
. to,0, t1,1 + (go + M V)?;
. t1,2, to,1 + (ho + ng)Q;
to,2, auz < (g1 + haV)?;
t1,0 < aux-&;
€0,0 ¢ —2go0 + 3to,0;
co,1 < —2g1 + 3to,1;
Co,2 < —2g2 + 3t0,2§
c1,0 ¢ 2ho + 3t1,0;
9. C1,1 < 2h1 + 3t1,1§
10. C1,2 < 2h2 + 3751,2;
11. co,c1 € Fps;
12. co + co,0 + o1 + c1,20%;
13. c1 < c10+c1,1v+ 01,2v2;
14. return C = ¢p + crw;

0 NSO

In the exponentiation Algorithm 25, it is assumed that the exponent e is
given as, e = (er_1,...,€1,€g), where ¢; € {—1,0,1} for ¢ = 0,...,L — 1 and
where e;,_1 = 1.
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Algorithm 25 Exponentiation in Fji2 = Fe[w]/(w? — 7).

D
Require: A € Fi2 and e = > e;2".
Ensure: C = A° € Fj12.
. C+— A
. for i+ L —2 downto 0 do
C « C?; {Algorithm 24}
if e; # 0 then
if e; > 0 then
C+ C- A
else
C+ C- A4
end if
end if
11. end for
12. return C;

P NSO WN e

—
o ©

A.5 Line Evaluation

For the line operations, we need to work with the points on the twist as a jacobian
points, i.e. (X,Y,Z) € E'(F,2). But it is also a good idea to keep some extra
values, for instance Z2, which is required several times in Algorithms 26 and 27.
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Algorithm 26 Point doubling and line evaluation

Require: Q € E(F,2) and P € E(Fp), where Q = (Xq,Yq,Zq) and P = (zp,yp).
Ensure: T = 2Q and lg,@(P) € Fjiz2, where T = (Xr,Yr,Z7) and | = lo + liw;
l; € ]Fpa.

tmp, X%;

tmp, < Yé;

tmpy < tmp%;

tmpy < (tmp, + Xg)? — tmp, — tmp,;

tmpg < 2tmps;

tmp, < 3tmpy;

tmpg < Xq + tmpy;

tmps < tmpi;

e I N

9. X1 <+ tmps — 2tmpy;

10. Zr + (Yo + Zq)* — tmp, — Z3;
11. Y7 < (tmpy — Xr1) - tmp, — 8tmp,;
12. tmps < —2(tmp, - Z3);

13. tmps < tmp, - xp; {Algorithm 7}
14. tmpg < tmpg — tmp, — tmps — 4tmpl;
15. tmp, < 2(Zr - Z3);

16. tmp, < tmp, - yp; {Algorithm 7}
17. ao,a1 € Fps;

18. ag < tmpy + Ov + 0v?;

19. a1 < tmpy + tmpgv + 0v?;

20. T « (XT, YT, ZT);

21. I < ap + a1w;

22. return [, T}
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Algorithm 27 Point addition and line evaluation

Require: Q, R € E(Fp?) and P € E(Fp), where Q = (X0, Y0, Zg), R = (Xr, YR, Zr)
and P = (zp,yp).

Ensure: T = Q + R and lg ¢(P) € F,12, where T' = (X7,Yr, Z7) and | = lo 4 lhw;

l; € ]Fpa.
1. to + Xq - Z}Q%;
2. t1 < (Yo + Zr)* — Y3 — Zg;
3. t1 —t1- 212{;
4. to + to — Xg;
5. ts < t3;
6. tg — 4t3;
7. ts < 14 - tQ;
8. tg +— t1 — ZYR;

9. tg < tg - XQ;
10. t7 + Xg - ta;
11. Xr <—t§ —t5 —2t7;
12. Zr < (Zr +t2)* — Z% — t3;
13. ti19 < YQ + Zr;
14. tg + (t7 — XT) -6
15. to + 2(Yr - t5);
16. Y7 < ts — to;
17. tio + t50 — Y5 — Z7;
18. tg + 2tg — t10;
19. ti0 < 2(Z7 - yp); {Algorithm 7}
20. tg < —t6;
21. t1 + 2(t6 - zp); {Algorithm 7}
22. lo,l1 € Fpe;
23. lo < t10 + O0v + 0v%;
24. 1y + t1 + tov + 0v;
25. T « (XT,YT,ZT);
26. [+ lo + lhw;
27. return [, T}

Some multiplications between elements from different field extensions are
required, we need to consider those operations as particular cases instead of
performing unnecessary products by zero.

A.6 Final Exponentiation

To perform the final exponentiation, we need to raise f € Fj12 to the p-power,

as described in Section 3.2. Algorithms 28-30, compute 7, f”2 and fpg, respec-
tively, where f is a field element in Fi2 = F 2 [W]/(W° — €).
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Algorithm 28 Frobenius raised to p of f € Fiz = Fyew]/(w? — 7).

Require: f € F, 12, where f = g+ hw; fi € F6. And g = go + g1v + gav*; h =
ho + hiv + hov?

Ensure: f? € Fj12.

t1 < go; {First we need to rearrange the elements and conjugate them}

to Eg;

t3 < g1;

tg — h_1;

& g2;

tg — h_z;

fori=1 to 5 do
M, =7/

©ooNS O W
~+
o

end for

L to —to - Y1,15

. t3 <— t3 © 1,25

Lta—ty - V1,35

Lty —t5 - Y1,45

.t < t6 - 71,55

. cog 4t +tsv+ t5112;

. c1 12 —|—t4’l}—|—t61}2;

. return C < ¢o + caw;

el el
N O UL W N~ O

Algorithm 29 Frobenius raised to p? of f € Fpiz = Fye[w]/(w? — 7).

Require: f € F,12, where f = g+ hw; fi € Fpe. And g = go + g1v + gov?; h =
ho + h11}2+ h202

Ensure: f? € F,o.

fori=1to 5 do

VY2,i = V1, "Yf%

end for

t1 < go;

< ho - y2,15

ts < g1 - 72,2;

t4 < h1-72.3;

ts < g2 - V2,4;

te < ha - v2.5;

. co—t1+ts3v+ t5v2;

. c1 ¢ ta+tav+ t6U2;

. return C < ¢o + ciw;

©CRNS e W=
ol
M)

— =
N = O
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Algorithm 30 Frobenius raised to p* of f € Fpiz = Fye[w]/(w? — 7).

p

Require: f € F 12, where f = g+ hw; fi € F6. And g = go + g1v + gov?; h =

ho + h1v + hav®

3
Ensure: f? €F,2.

el el
N O UL W N~ O

© 0N O W

t1 < go; {First we need to rearrange the elements and conjugate them}
ty < ho;
i3 < g1;
tg — h_1;
ls < g2;
tg — h_z;
for i =1to 5 do
Y3, = V1,4 V2,05
end for

. to 1o * 73,15

.tz =13 y3,2;

. ta = ta Y335

. b5 <15 - 73,45

- te < Lo - 3,53

. cog 4t +tsv+ t5112;
.1 —to+ tyv + te?]Z;

. return C < ¢o + caw;
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Algorithm 31 Final Exponentiation

Require: f € F,iz = Fe[w]/(w® — ), where f = g + hw.

Ensure: ]_c(pn*l)/T € Fpi2.

e B A ol

i< f;

fo= 75

[ fi- f2

[+ pr - f; {Algorithm 29}
ft, « f% {Algorithm 25}
fo = 175

Sty fts}

. fpy « f7; {Algorithm 28}

. fpy f”2; {Algorithm 29}

. fps — f7; {Algorithm 30}

- Yo <= fpy - fpa - fps;

- U < f17 y

- y2 < (ftz)""; {Algorithm 29}

. ys < (ft;)P; {Algorithm 28}

- Y3 & Ys;

- ya  (fto)? - fty; {Algorithm 28}
© Ya £ Y4

. Ys 4 fto;

- Yo  (ftz)? - fty; {Algorithm 28}
- Yo < Ys;

. to < Yg - ya - ys; {Algorithm 24 for squaring}
-t <= y3 - ys - to;

. to < to - y2;

. t1 4+ (8] - to)?; {Algorithm 24 for squaring}
. tO < tl . y17

- 111 Yo

. to + t3; {Algorithm 24}

- f et tos

. return f;




