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SUMMARY:We propose the digital signature scheme on
non-commutative quaternion ring over finite fields in
this paper. We generate the multivariate function of high
degree F(X) . We construct the digital signature scheme
using F(X). Our system is immune from the Grobner
bases attacks because obtaining parameters of F(X) to be
secret keys arrives at solving the multivariate algebraic
equations that is one of NP complete problems .
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1. Introduction

Since Diffie and Hellman proposed the concept of the
public key cryptosystem in 1976[1], various digita
signature schemes were proposed.

Typical examples of digital signature are as follows.
1)Thedigital signature using RSA cryptosystem[ 2] based

on factoring problem,
2)the ElGama signature scheme [3] based on the
discrete logarithm problem over finite fields,
3)the digita signature using eliptic  curve
cryptosystem[4] based on the discrete logarithm problem
on the dliptic curve[5],[ 6],
4d)the digital signature scheme based on multivariate
public key cryptosystem (MPKC), such as the digita
signature scheme using stepwise triangular scheme
(STS), which is one of the basic trapdoors of MPKC[11],
and so on.

Sato and Araki proposed a digital signature using non-
commutative quaternion ring[7] which has been
broken[8].

It is said that the problem of factoring large integers, the
problem of solving discrete logarithms and the problem
of computing €lliptic curve discrete logarithms are
efficiently solved in a polynomial time by the quantum
computers.

It is thought that MPK C is immune from the attack of
quantum computers. But MPKC proposed until now
amost adopts multivariate quadratic equations because
of avoiding the explosion of key length.

In the current paper, we propose the digital signature
scheme using multivariate functions of high degree on
non-commutative quaternion[9] ring H over finite fields
Fq without the explosion of key length. The security of
this system is based on the computationa difficulty to
solve the multivariate algebraic equations of high degree.

To break this cryptosystem it is thought that we must
probably solve the multivariate algebraic equations of
high degree that is equal to solving the NP complete

problem. Then it is thought that our system is immune
from the attacks by quantum computers.

In the next section, we begin with the definition of
the product AB between A and B on the non-
commutative quaternion ring over Fgq. In section 3 ,we
generate the multivariate functions of high degree on the
ring. In section 4, we describe the element expression of
the multivariate functions of high degree . In section
5,we construct proposed digital signature scheme. In
section 6, we verify the strength of our digital signature.
We consider the size of the keys for our digital signature
in section 7. In the last section, we provide concluding
remarks.

2. The definition of the product AB

Let H be the quaternion ring over Fg. Here we define
the product AB of A=(aga,axas) and B=(by,by,bybs) on
quaternion ring H over Fq such that

AB= (aghy a0, ~a,b, —asb, moda,
agby +&b, +a,b; —agh, mody,
agb, —ayb; +a,by, +a5b, modg,
8oy +2ayb, — 8,0, +a4f, modg).

As we select the non-commutative quaternion ring as
the basic ring, the modulus q needs to be more than 2 to
keep non-commutative.

3. Multivariate functions of high degree

Let g be an odd prime. Let¢ m, d and r be positive
integers . We choose arbitrary parameters k; &Fq and A
EH(i=1,..,m) as secret keys . We define the multivariate
function F(X) of high degree such that

e
FoO0= 3k T1 AT X', @)
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Wr}ere X € H isavariable. We determine the value of
m later.

Next we choose an arbitrary element REH to be non-
commutative to (=1,..m .We define a temporary
multivariate function T(X) such that
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4. Theedement expression of F(X)

Let she
ss1+r+ri+ 41 ()
Let F(X) be
FO)=(fofuffs) , (4
€0, €1, 2, 63
fj :eﬁEeFSfjeoelezesXO X XX~ mod g 5
(=0,1,2,3)

with 0 < epee,6; < s and the coefficients figoereoes
€Fq to be published, where

X = (Xg, %X, Xy, %3 ) € H,
xj € Fqg,(i =0,.,3).

€,61,6; and e; are non-negative integers which satisfy
&t..+6=S.
Thenthe number nof  figeee IS
n=4,H=4.3Cs. (6)
Let { fiemee: } bethe set that includes al figeiee: -
Let T(X) be
T(X)=(to,tu o, ts) , (7
tj = > tjeoaez&xgoxflxgzxgs
€o+..+€3=S
(=0,1,2,3)
with the coefficients feoeeres €Fa . €p,e1,628nd €5 are
non-negative integers which satisfy eyt ... +e5=s.
Let { tieeees} be the set that includes all tjerereres -

mod g (8)

5. Proposed digital signature scheme

We construct the digital signature scheme using F(X )
and T(X) asfollows.
Let[q,d,r,m] be the system parameters.
Let's describe the procedure that user U sends to user
V asignature S

1) User U selects A €H (i=1,.,m) and R €H
randomly,
where Ris non-commutativeto A, €H (i=1,..,m).
2) User U calculates g asfollows.
Let message E be
E= (Bo,E1,E2B3) EH, €)
where E is non-commutative to RA; €H (i=1,..,m).
Letgbe
g=Eot+Ei+ExtEs. (10)
3) User U generates F(X) and T(X) such that

m d i i

FOO= Tk AT X, (11)

= j=
d ) v )

T(X) = g[kl il AiI'JR(gfl)I'JXI‘J].

=1 =0 (12)

4) User U calculates {fieoerezes} aNd {tjeerezest from
(112) and (12).

5)  User U publishes the set of coefficients {fieoereoest
as user U’s public keys beforehand.

6) User U sends Sto User V such that
S[{fjeecetRE. (13)
7) UserV caculates g asfollows.
g=Eot+Ei+ExtEs.
8) User V confirms that F(RE) #T(RE) by using
{fieverezeat aNd {tieoererea} asfollows.

Let R°E be
RgE: (bo,bl,bz,bg).

m d i j
F(RIE) = Xk _HON (R°E)" ]
i= j=

14
:F((bolb]',bz’b:s))=(fd’f1l’f2’vf?;) ( )
where
! = €o0}.€1,,62,. €3
fj _e0+__§e3:sfjeoe1eze3b0 b~b,“b;™ mod q, (15)

(=0,1,23). eye,e; and e are non-negative integers
which satisfy eyt ... +e=S.
We can obtain T(RE) using { teoeieres}  in the same way.

If F(R°E)=T(RE) ,then user V decides S to be not user
U’ssignature.

Thereason is given as follows.
The adversary can easily generate F(R®*X) such that

FRIX) = 5 Ik (1A (RX)T]
Al (10
F(X) satisfies F(RE)= F(R"}(RE)).
Then user V needs to confirm that F(R°E) #T(RE) to
prevent the adversary from disguising F(R*X) in T(X).
9) User V sdlects arandom integer p.
User V calculates F(R*P) and T(RY) in the same
way as 8).
10) If F(RP)=T(R"*") istrue, user V considers Sas user
U'ssignature .

The system parameter is [q,r,d,m].The public key is
PK=[{fieeee} (=0,..3:0=6y,...e3=5)] and the secret
key is K=[k,A (i=1,..m)] in our digital signature
sheme.

We recommend the size of p to be O(cf).

6. Verification of the strength of our digital signature

Let's examine the strength of our digital signature. The
strength of our digital signature depends on the strength
of the multivariate functions described in section 3. In
other words, we mention the difficulty to obtain k; €Fq
and A, €H (i=1,.,m) from the value of coefficients
fioemes Of F(X) to be the public keys.

6.1 Multivariate algebraic equations from F(X)

Let A be

A=(AoAvLA2Az)  (=1,..,m). (19



Al figeees havetheform
fie.eee =

m
Z ki Z hijeo..escuo..cua'A‘\(z:auo--'o‘icau3 mod ¢
1

i= cij O+..+cij 3=s

(20)

j=0,.,30<¢e,,6e,e,,e < 59)

with the coefficients hijeo..eBcijO..cijS EFq where Cijo;Cij1,Cij2
and cj; are non-negative integers which satisfy
Cjot ...+ Cjjz=S.

From (20) we obtain n multivariate agebraic
equations over Fgq where k and A; & Fq
(i=1,..m;j=0,..,.3) are the variables i.e. unknown
numbers.

6. 2 Cryptanalysis using Grobner bases

It is said that the Grobner bases attacks is efficient for
solving multivariate algebraic equations .We calculate
the complexity G[10] to obtain the Grébner bases for our
multivariate algebraic equations on quaternion ring so
that we confirm immunity of our digital signature
scheme to the Grébner bases attack .

We describe in the case of d=2 and r=3 as samples of
lower degree equations.

S :degree of equations =s+1=1+3+3%+1=14.

n :the number of equations =4(s.3Cz)=2240.

We sdlect m so that the number of variables(i.e secret
keys) is nearly equal ton, that is

M= /(4s3C3)/(4+1)7=448,

where #; means the largest integer less than or the
integer equal to *.

v :the number of variables =5m=2240

Oreg=S+1=15

G=0((xGure)")=0(2*®) is more than 2% which is the
standard for safety where w=2.39.

Our digital signature scheme is immune from the
Grobner bases attacks and from the differential attacks
because of the equations of high degreein (20).

It is thought that the polynomial-time algorithm to
break our digital signature scheme does not exist
probably.

7. The Size of the keys

We consider the size of the system parameter q . We
choose g=0(2%) so that the size of the space of F(R¢*P)
or T(R"*%) is more than O(2%).
In the case of d=2 and r=3 , the size of PK , SK and Sis
45kbits , 45kbits ,45kbits each.

8. Conclusion

We proposed the digital signature scheme using

multivariate functions on non-commutative quaternion
ring over Fq. It is a computationally difficult problem to
obtain the secret key [k,A (i=1,.,m)] from the public
key [{fieeeet (=0,.,3:0 =ey,...65=9)] because the
problem is one of NP complete problems. In order to
ensure the safety, the size of g is to be more than 20 bits.

We can construct the same schemes on the other non-
commutative ring ,for example matrix ring.
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