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Abstract: Generalized signcryption is a new cryptographiengive which works as a signcryption
scheme, a signature scheme and an encryption scherper need. Recently Ji et al. proposed a
security model for certificateless generalized sigption scheme and also proposed a scheme which
they claim is secure under the proposed securityemnoln this paper we show that Ji et al. schesne i
not existentially unforgeable against Type-l adagrsand propose a simplified certificateless
generalized signcryption. We also present an efiitcidentity based generalized signcryption scheme.
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1. Introduction: Confidentiality and authenticity are two logicalimwdependent primitives of
cryptography. To achieve confidentiality, an entigtqp scheme is used and authenticity is achieved
through a signature scheme. There are scenariosewdath the primitives are required. In this
situation we use signcryption a primitive propossdZheng [13] in 1997. Signcryption performs
encryption and signature both in a single logitapsHowever, in the low bandwidth environment we
cannot afford to use three different schemes taeaehconfidentiality or authenticity or both. In][6
Han et al. proposed the concept of generalizeccsygtion which can work as an encryption scheme,
a signature scheme and a signcryption scheme asegell Wang et al. [11] gave the first security
model for a generalized signcryption scheme andifreddhe scheme proposed in [6].

Identity based cryptography was introduced by Shgh®] in 1984. In the identity based
cryptosystem public key of users are their ideggitand secret keys of user are created by a trusted
third party called private key generator (PKG).sFidentity based signature scheme was given by
Shamir [10] in 1984, but the first identity basettyption scheme was given by Boneh and Franklin
[4] in 2001. The first identity based signcryptischeme was proposed by Malone Lee [9] in 2002.
They also gave the security model for signcryptiordentity based setting. Since then, many idgntit
based signcryption schemes have been proposederatlire. The first identity based generalized
signcryption along with a security model was praggbby Lal and Kushwah [8] in 2008. However, Yu
et al. [12] show that security model for identitgsled generalized signcryption proposed in [8] is no
complete. They modified the security model and psa&gl a concrete scheme which is secure in this
model.

In 2003, Al-Riyami and Paterson [1] proposed a meyptographic primitive, certificateless
public key cryptosystem, which avoid the key escprablem and the need of certificate in public key
cryptography. Barbosa and Frashim [2] in 2008 psepoa signcryption scheme in the certificateless
setting. Recently, Ji et al. [7] modeled a secumibyion of generalized signcryption in certificates
setting and proposed a concrete scheme. Howevegrhidgnee not given any security proof of their
scheme.



In this paper we first show that Ji et al. [7] ecte is not existentially unforgeable against
Type-l adversary. Further we propose a simplifiedificateless generalized Signcryption and also an
efficient identity based generalized signcrypticheme.

This paper is organized as follows: In sectionw® define identity based generalized
Signcryption scheme. In section 3, we proposednaplgied security model for identity based
generalized signcryption (IBGSC). In section 4, pveposed an IBGSC scheme which can be shown
secure under the new security model. We also dssthesefficiency of this scheme. In section 5, we
show that Ji et al. scheme is not existentiallyouygable against Type-lI adversary [2]. Finally, in
section 7, we give a simplified certificateless giatized signcryption.

2. ldentity Based Generalized Signcryption (IBGSC):
Preliminaries:

Bilinear Pairing: Let G, be an additive group ar@gbe a multiplicative group both of the same prime
orderq. A functione: G; X G; = G, is called a bilinear pairing if it satisfies th@lbéwing properties:

1. VP,Q €Gy,Vab €Zye(aP,bQ) = e(P,Q)
2. For anyO # P € G4, there isQ € G, such thae(P, Q) # 1.
3. There exists an efficient algorithm to compet®, Q),V P,Q € G;.

g-Diffie Hellman inversion problem(g-DHIP): Given a (g + 1) tupple (P,aP,a?P,...,a%P)
comput%P.

g-Bilinear Diffie Hellman inversion problem: Given a (¢ + 1) tupple (P,aP,a?P,...,aP)
computee(P, P)V/% € G,.

An identity based generalized signcryption (IBG8G)sist the following algorithms:

1. Setup: This algorithm takes input a security parametenkl outputs the system parameter
params and a master secret key.

2. Private Key Generation: Given input params, master secret key and a uskargity /1D, it
outputs a partial private kdy; corresponding téD;;.

3. IBGSC: If user A wants to send a messageto B. This algorithm takes inputD,, m, ID,,
IDg) and outputs ar = IBGSC (D4, m, 1Dy, IDg).

4. UIBGSC: This is unsigncryption algorithm. It takes ingat 1D, Sg, PKg, ID,, PK,, PK,) and
outputsm if ¢ is valid otherwisel if ¢ is not valid.

There is no specific sender (or receiver) whenowly encrypt (or sign) a message using
IBGSC. We denote the absence of sender (or regdaydD,. Thus to only sign or encrypt a message
m, uselDg = IDy orID, = IDy.

A security model for IBGSC was given in [8]. Thisodel is recently been modified by Yu et
al. [12]. In the next section we provide a new amdplified security model for IBGSC.

3. Security model for IBGSC:

The modified security notion for identity based g@etized signcryption by Yu et al. [12]
provide 7 oracles to the adversary namely Exti@ixn, Verify, Encrypt, Decrypt, GSC and GUC. But



the basic nature of generalized signcryption isuse a single algorithm to sign, to encrypt or to
signcrypt a message as per need, which can bevadhigy giving specific input to generalized
signcryption algorithm. Similarly a single algomnthis used to decrypt and verify a message. Thexefor
the oracles Encrypt, Decrypt, Sign and verify seegundant. In our simplified security model we
provide only IBGSC and UIBGSC oracles to the adsgrsvhich he can query with specific inputs.
Also Yu et al. gave the security proof of their sgte for confidentiality and unforgeability in
different modes viz. encryption only mode, signatanly mode and signcryption mode. In our
security model, we use a single game for confi@dtitiin encryption only mode and signcryption
mode. Similarly we use a single game for unforgaghin signature only mode and signcryption
mode. To do so, in the challenge stage of the gameonfidentiality we only impose restriction on
receiver’s identity i.eIDg # IDy, also for the unforgeability we only impose restdn on sender’s
identity i.e.ID, # IDg.

M essage Confidentiality:

The notion of security with respect to confidelilyais indistinguishability of encryptions
under adaptive chosen ciphertext attack (IND-CCAZ)r IBGSC this notion is captured by the
following game played between challengeand adversanA.

GAME 1 (IND-CCA2):

Initialization: C runs the setup algorithm on input a security patamk, gives public parameters
params to the adversa#. C keeps the master key secret.

Find Stage: The adversaryl makes the following queries adaptively.

» Hash Queries. A can request the hash values of any input@mdsponds with appropriate
hash values.

» Private Key Extraction Queries. A submits an identityD, andC computes the private key
Dy corresponding téD,; and returns teA.

» IBGSC Queries. A submits two identitiesD,, ID; and a message. ChallengerC runs
IBGSC with message: and identitiedD, andI/Dg and returns the output to the adversary
A.

» UIBGSC Queries. A submits two identitiesD,, IDg along witho to the challenge€. C
runs the UIBGSC algorithm with inpat 1D, andIDg and returns the output m of UCLGSC.

No queries withD, = IDy is allowed.

Challenge: At the end of find stage4 submits two distinct messageg, andm, of equal length, a
sender’s identityD, and a receiver’s identithD; on which he wishes to be challenged. The adversary
A must have made no private key extraction querydfn alsolDg # 1Dy for the confidentiality
game.C picks randomly a bib € {0, 1}, runs the IBGSC algorithm to with messagg underiD,
andI/Dg and returns the output to the adversary.

Guess stage: A queries adaptively again as in the find stagés ftot allowed to extract the private
key corresponding téD; and it is not allow to make an UIBGSC query @hwith senderlD; and
receiverlDg.

Eventually,.A outputs a bib’ and wins the game if = b’'.



A’s advantage is defined dgv/VP~¢¢42 = 2 pr[b = b'] — 1.

Definition 1: An IBGSC scheme is said to IND-CCA2 secure if nbypomially bounded adversary
A has non-negligible advantage of winning the algame.

Signature unfor geability:

The notion of security with respect to authentiégtyexistential unforgeability against chosen
message attacks (EUF-CMA). For IBGSC this notiorcaptured by the following game played
between challenge? and adversanaA.

GAME 2 (EUF-CMA):
Initialization: Same as in GAME 1.
Queries: The adversan asks a polynomially bounded number of queries @dgp as in GAME 1.

Forgery: Finally, A produces a triplef/D,, IDg, o) that was not obtained from IBGSC query during
the game and for which private key éD, was not exposed, alstD, # ID, for signature
unforgeability game. The forger wins the game & thsult ofUIBGSC (o,1Dg, Sg,I1D,) is not thel
symbol.

The adversaryl’s advantage is its probability of victory.

Definition 3: A IBGSC scheme is said to EUF-CMA secure if no polyially bounded adversa
has non-negligible advantage of winning the abaeg

4. Proposed IBSC Scheme:

In this section we will propose an efficient idgntbased generalized signcryption scheme
based on identity based signcryption scheme prapios@].

Setup: Given a security parametéf, the PKG chooses two grougs andG, of prime order p, a
random generatoP of G;, and a bilinear map: G; X G; —» G,. Computeg = e(P, P), define hash
functions asH,:{0,1}*s - Z;,, H,:{0,1}"**2*2ks — 7% = [ {0,1)Vtketkat2ks 7% [,:(0,1}%2 >
{0,1}tratkatks \wherek,, k, andk; denote the number of bits to represent element ,0f, and
identity respectively and n is the message bittlengKG chooses randosne Z,, as the master secret
key and set#,,;, = sP. PKG publishes the system parametersG@sG,, p,n, P, Pyyp, €: Gy X G1 —
G2, g, Hy, Hy, Hs, Hy).

Let a functionf be such thaf(ID) = 0 if ID = IDy otherwisef (ID) = 1.

Extract Private Key: Given a usel with identity ID,,, the private key is computed by PKG as
D, = (q, + s)~*P,whereq, = H,(ID,). ForIDg, we setDy = O.

IBGSC: The sendeA for the receiveB

1. Chooses €g Zy;
2. Computes

l. a=g
“ T" = Hz(m, a, IDA, IDB)

r



ii. X =1'Ts whereTp = H;(IDg)P + Ppyp

iv. hsy = Hy(m,a,X,ID,,1Dg)

V. Z=(r+hy)D,

Vi y=mlallZIID,® {H,(g")f(Dg)}, and
3. Returnso = (y,X)

UIBGSC: On receivings from A4, the useB

Recoversn la | Z | ID, = y if X = O, otherwise

Computesy = e(X,Dg) and recovers | a | Z | ID, =y @ {H,(w)f (IDp)}

If Z= 0, Computes’ = H,(m, a,ID,,IDg) and accept the messageXf= r'Tg, otherwise
Computes h; = Hy(m,a,X,ID,,IDg) and accept the message iif(Z, H,(ID,)P +

Ppub)g_h3 =a.

»owonhPE

Consistency:
w = e(X,Dg) = e(r'Tp, D) = e(r'(qp + )P, (qp + s)™*P) = e(P,P)" = g"
e(Z, Hy(ID)P + Pyyp)g~ " = e((r + h3)Dy, (qa + s)P)g ™"
=e((r+h3)(qa +5)7'P,(qa + s)P)g™" = e(P,P)H) g hs = grthag=hs = g7 =
Remarks:

1. When we only sign a message then specific recéiv@oes not exist therefore we ud®; =

IDg in IBGSC algorithm. Thus the functiofi(/Dy) became O which helps to give us the

signaturey =m |l a | Z Il ID4, also the component X of the output of IBGSC athon
became). This will reduce the extra computation in UIBGSC.

2. When we only encrypt a message then specific seAddoes not exist, therefore we use

ID, = IDy in IBGSC algorithm. Thus in the computation Hfwe haveDy = O which will
again reduce the extra computation in UIBGSC byckimg X = r'T, which will also provide
chosen ciphertext security while we only encrypiessage.

3. The form of ciphertext iy, X) either we encrypt a message or signcrypt a mesJdge

prevents an adversary to embed a encryption td gadincryption or vice versa. Similarly an
adversary cannot embed a signature of a messagdidosigncryption or vice versa because

when we only sign a message theén= 0 as well as the computations dfand h; involve
both sender’s and receiver’s identity.

Efficiency and Comparison:

The basic idea behind generalized signcryptiotoiseduce the implementation complexity
using a single IBGSC scheme as an encryption sghesignature scheme and a signcryption scheme
as per need. This renders some extra calculatidle wie use generalized signcryption for encryption
and signature. However, the proposed IBGSC schegméisantly reduces the extra calculation in
encryption and signature. Also, the proposed IBG&BGeme is as efficient as identity based
signcryption scheme in [3] which is the most e#idi identity based signcryption scheme till date. |

the following table we compare the dominant operetirequired for IBGSC and other schemes.



Scheme _ Sign/Encrypt _ Decrypt/Verify
mul in exps in G2 © mul in expsin G2| ecps
G1 cps Gl
Barreto et al. [3] 2 1 0 0 1 2
Lal et al. [8] 5 0 1 1 0 4
Yu et al. [12] 3 1 1 0 2 4
Proposed IBGSC 2 2 0 lorO lor0O 2o0rl

Table 1
5. Certificateless Generalized Signcryption (CL GSC):
A certificateless generalized signcryption (CLG$G)sists of the following algorithms:

1. Setup: This algorithm takes input a security parametenkl outputs the system parameter
params and a master secret key.

2. Partial Private Key Generation: Given input params, master secret key and a uskardity
IDy, it outputs a partial private ke, corresponding téDy;.

3. Set User Key: Given inputiDy, partial private key, corresponding tdDy, it outputs a
public keyPK;, of the identity/D; and a secret valug;, the secret keySk;) of the user is
(xUl DU)

4. CLGSC: To send a messagen form A to B, This algorithm takes input
(SK,,m,ID,, PK,, IDg, PKg) and outputs = CLGSC (SK,, m, ID4, PK,, IDg PKp).

5. UCLGSC: This algorithm takes inpuio, IDg, S, PKg, 1D4, PK,, PK,) and outputsn if o is
valid signcryptiorm form A to B of otherwiseL.

There is no specific sender (receiver) when weg emicrypt (only sign) a message using
CLGSC. We denote the absence of sender (or reg¢diydD,. Thus to only sign or to only encrypt a
messagen, uselDg = IDy or ID, = IDy respectively.

Security model for CLGSC:

There are two different types of adversaries ntifeeateless cryptosystem. A Type-I adversary
A; which is not allowed access to the master keybummay request public keys and replace them
with values of his choice. The Type-Il adversady; is allowed access to the master key but cannot
replace a public key.

M essage Confidentiality:

The notion of security with respect to confidelilyais indistinguishability of encryptions
under adaptive chosen ciphertext attack (IND-CCA®Y. certificateless generalized signcryption this
notion is captured by the following game playedasen challenge€ and adversanA.

GAME 3 (IND-CCA2):

Initialization: C runs the setup algorithm on input a security patamk, and gives public parameters
params to the adversa#y. C keeps the master key secre#ifis Type-l adversary else it provides the
master secret also ta.



Find Stage: The adversaryd asks the following queries adaptively.

» Hash Queries: A can request the hash values of any input andesiggl responds with
appropriate hash values.

> Partial Private Key Extraction: A submits an identityD,;, and ¢ computes the partial
private keyD, and returns te4. Note that an adversatf = A;; does not need this oracle
because it has the master secret key and can cempauial private key for any user.

» Public Key Extraction: A submits an identityD, for which he wants the public keg,
computes the corresponding public K&y, and sends it ted.

> Private Key Extraction: A submits the identityD,, C computes the corresponding private
key PK;; and sends it ted. Note that ifA is Type-l adversary theA is not allowed to extract
the full private key of any identity for which cesponding public key has been replaced.
Because in this case challenger is not able toigeeawe full private key of that user.

> Public Key Replacement: If A is Type-l adversary thesl has access to this oracle. For any
identity IDy, A computes the new public k&K, by choosing a new secret valug of his
choice and replacd®K;;. Note that ifA is Type-Il adversary thesl cannot replace public key
of any user.

» CLGSC Queries. A submits two identitiesD,, ID; and a message. ChallengerC runs
CLGSC with messagm and identitiedD, andIDy and returns the output to the adversary
A.

» UCLGSC Queries: A submits two identitiesD,, ID; along witho to the challenge€. C
runs the UCLGSC algorithm with inpat 1D, andIDg and returns the output of UCLGSC.

Note that it is possible that the public kB¥, (or PKz) corresponding tdD, (or IDg) has
been replaced earlier by (if A is Type-I adversary) in CLGSC (or UCLGSC) queriéso, A has
to submit the corresponding secret valuetéor the correctness of these oracles. Also welldisa
gueries to these oracle whApy, = IDg.

Challenge: At the end of find staged submits two distinct messages, andm, of equal length, a
sender’s identityD, and a receiver’'s identitD; on which he wishes to be challenged. The adversary
A must have made no private key extraction querd (zartial private key extraction queryt is
Type-l adversary) onDg, alsoIDg # IDy for the confidentiality gameC picks randomly a bit

b € {0, 1}, runs the CLGSC algorithm with messagg under/D,; and/D; and returns the outpat

to the adversanA.

Guess stage: A asks queries adaptively again as in the find stiige not allowed to extract the
private key (and partial private keyH is Type-l adversary) correspondingl/i®; and it is not allow
to make an UCLGSC query @i with sendet/D; and receivefDy; unless the public kegK, of the
sender or that of the receivRK; has been replaced after the challengé i§ Type-I adversary.

Eventually,.A outputs a bib’ and wins the game if = b’'.
A’s advantage is defined dgv/VP~¢¢4%2 = 2 pr[b = b'] — 1.

Definition 3: A CLGSC scheme is said to IND-CCA2 secure if noypomially bounded adversary
A (Type-1 or Type-Il) has non-negligible advantagevonning the above game.



Signature unfor geability:

The notion of security with respect to authentiégyexistential unforgeability against chosen
message attacks (EUF-CMA). For certificateless geized signcryption this notion is captured by
the following game played between challen@emd adversanA.

GAME 4 (EUF-CMA):
Initialization: Same as in GAME 3.
Queries: The adversan asks a polynomially bounded number of queries @dgp as in GAME 1.

Forgery: Finally, A produces a triplef/D,, IDg, ) that was not the obtained from CLGSC query
during the game and for which private key (andighprivate key ifA is Type-l adversary) ofD,
was not exposed, al$d, # 1D, for signature unforgeability game. The adversdrwins the game if
the result o/CLGSC (o,1Dg, Sy, PKg, ID4, PK,) is not thel symbol.

The adversaryl’s advantage is its probability of victory.

Definition 4: A CLGSC scheme is said to EUF-CMA secure if no polpially bounded adversa
(Type-I or Type-1l) has non-negligible advantagemafining the above game.

6. Review of Ji et al [7] Certificateless Generalized Signcryption:

Setup: given a security parametéf, the PKG chooses two groufs andG, of prime order p, two
random generatoP, Q of G, such thatP # @, and a bilinear map: G; X G; = G,. Computeg =
e(P,Q), define hash functions @ :{0,1}* - Z,, H,: G, X {0,1}* — Z,, H3:{0,1}"* X G, X {0,1}* X
Gy X Gy X {0,1}" > Z;,, Hy: Iy, X {0,1}* - Zj), Hs: G, X Gy X G, X {0,1}* - {0,1}1**2, wherek,, k,
denotes the number of bits to represgnandz, elements respectively. PKG chooses randasiz,,
as the master secret key and $gl, = sP. PKG publishes the system parameters(@s
G, P, Q, Pyup, €: Gy X Gy > Gy, g, Hy, Hy, H3, Hy, Hs).

Extract Partial Private Key: given ID;, the partial private key of the user with identit®; is
computed by PKG aB; = (q; + s)~1Q, whereq; = H,(ID;).

Set User Key: given D;, the user with identityD; chooses random; € Z, and set his private key
SKl' = (xi, Dl) and pUbllC ke)PKl' = (PKillPKiZ) = (gxi, xiTi), WhereTi = (ql + S)P
CLGSC: This algorithm has three scenarios: signcryptiamature and encryption.

Signcryption: given messagen, sender's identityl, receiver’s identityB, A operates the following
steps:

1. A chooses randomby, v’ € Z,,, computesr = g";
Computegl = Hz(a, m, IDA, IDB) andh3 = H3(m, a, h, IDA, PKA 1 PKA 2, IDB),
Computes =

Dy;
(xa +h3)
Computes = H,(h, ID,, IDg) @ m |l a;
Computeshs = Hs(g", (PKg1)", PKg1, IDg);
Computesi; =r'(qg +s)P andd, = hs @ h |l Z;
Return ciphertextr = (¢, d;, d,, IDg).

No g s~ Db



Signature: given messagen, sender’s identityl, A operates the following steps:

A chooses randomby, r' € Z;,, computes = g7;

Computegl = Hz(a, m, IDA, 0) andh3 = H3(m, a, h, IDA, PKA 1 PKA 2, 0),
r -

Computes = mDA,

Computes =m || «;

Computesis = 0;

Computesl; =0andd, =hs @ h Il Z=hI Z,
Return ciphertextr = (¢, dy, d,, 0).

Nogakr wDdPRE

Encryption: given message, receiver’s identity3, someone operates the following steps:

Chooses randomly, r’ € Z;,, computesx = g";

Computesh = H,(a,m,0,1Dg) andh; = Hy(m, a, h,0,0,0,IDg);
Computes = H,(h,0, IDg) @ m || «;

Computeshs = Hs(g", (PKz1)", PKg4, IDp);

Computesi; =r'(qg +s)P andd, = hs @ h |l 0;

Return ciphertextr = (¢, d;, d,, IDg).

ok wh PE

UCLGSC: givena, a receiver’s identity, operates the following steps:

1. Computesw’ = e(d;,Dg) and (w")*B (if there is no receiver’'s identity, theby = 0, and

w' =1),

Setshc = Hs(w', (W')*B, PKg,, IDg); (if Dg = 0, thenhc = 0);

Computed’ || Z' = d, @ hs;

If IDg # 0, computesn’ || @' = ¢ @ H,(h', ID,, IDg); (if Z' = 0, thenID, = 0);

If IDg # 0, computesh; = H;(m',a',h’,ID,, PK, 4, PK,,,IDg); (if Z' =0, thenID, =0

andPK, ; = PK,,=0);

6. If Z' #+0, then B acceptsm’ if and only if A" = H,(a’,m’,ID,,IDg) and e(Z', PK,, +
h3(q4 + s)P) = a' holds. Otherwise accept’ if and only ifh" = H,(a',m',0, D).

a bk wn

Attack on unforgeability of Ji et al [7] scheme by a Type-| adversary:

Now, we model the attack on unforgeability of Jiaktscheme in signcryption mode by an insider
Type-l adversary. Note that Type-I adversatyhas the power to replace public keys of any usér w
his choice. To forge a signcrypted tex,does the following:

1. A replaces the public keYK, =< PK, {,PK,, >=< g*4, x,T, > of A by PK, =<
PK'y,PK'y, >=< gxil, x'4,T, > by choosinge, randomly fromizy,.

2. A submits a message, sender’s identityl, receiver’s identityB to signcryption oracle. Note
that A provides the secret valug, to the challenge€ when public key of sendet is
replaced.

3. C returns the ciphertext = (¢, dy, d,, IDg)

4. A extractZ anda fromo.

r

Now A can us¢f = ——
(xA +h3)

D, anda = g" to signcrypt any message intended to any receivé’.

For thisA



Chooses randomly’ € Z,.

Computest’ = H,(a,m’,ID,,IDg) andhy = Hy(m',a, h',ID,, PK'y 4, PK'4,,IDg);
Computes’ = Hy(h', ID,,IDg) @ m' |l a;

Computesil = Hs(g" , (PKgr )", PKgr 1, IDg);

sewz’ = (3413) 2

Computes!’; =r'(qg +s)P andd’, = h's @ h' || Z';
Return the ciphertext’ = (¢’, d'y, d',, IDg).

No g M wbdpE

Now we show that' is valid forgery. For thi®’ does the following:

1. Computesw = e(d'y,Dgr) = e(r'(qg + s)P,(qgr +5)71Q) = e(P, Q)" =g and (w)*s’'
= (g™ = (g*F")" = (PKp )™

2. Setshg = Hs(w, (W)*B', PKyr 4, IDg);
3. Recoverh' | Z' = d', @ hs;
4. Recoverm' ||l a =c' @ H,(h', IDy, IDg);
5. Computesh's = Hy(m',a, h',ID,4, PK, 41, PKy,,IDgr);
6. B’ will accepts the messager’ becauseh’ = H,(a,m’,ID,,IDg) and e(Z', PK,, +
h5(q4 + s)P) = a holds.
Verification:

X, + hsg

e(Z', PKy, + h3(qs +5)P) = e<(ﬁ>z'x;4(qA + s)P + h3(qa + S)P)
x, + hj

o[ (Faths)_ T +5)710, (x4 + k) (qa + 5)P
=e x;l + hé xA + h3 (qA S) Ql (xA 3) da S

=e(P,Q =g =

Thus we have shown that a Type-l adversary carefting signcryptext on any message for
any receiver. The reason of such type of attacthas Ji et al. use the different randomness for
encryption and signature. A similar type of attaek be modeled in the signature mode.

7. Proposed CL GSC Scheme:

In this section we will propose a simplified ckctiteless generalized signcryption scheme
based on the certificateless encryption schemeogeapin [5].

Setup: Given a security parametéF, the PKG chooses two groups andG, of prime order p, a
random generatoP of G;, and a bilinear map: G; X G; —» G,. Computeg = e(P, P), define hash
functions as H;:{0,1}% > Z},  H,:{0,1}"*ke*2ks 7% H.:{0,1}Pket3kit2ks 7%
H,:{0,1}k2%k1  (0,1}katkztks \where ky, k, and k; denote the number of bits to represent
elements ofG;, G, and identity respectively and n is the messagéebith. PKG chooses random
s € Z,, as the master secret key and d&tg, = sP. PKG publishes the system parameters@s
G2, 0,1, P, Pyyp, €:Gy X Gy = Gy, g, Hy, Hy, Hy, Hy).

Let a functionf be such thaf (ID) = 0 if ID = ID, otherwisef (ID) = 1.



Extract Partial Private Key: Given a uset/ with identityID,, the partial private key is computed by
PKG asD, = (qy + s)" P, whereq, = H,(ID,). ForIDy, we setDy = O.

Set User Key: GivenD,,, the uselU chooses random, € Zj, and set his private ke§K,, = (x,, Dy)
and public keyPK, = x,T,, whereT, = (g, + s)P. For IDs, we setTy =0 and xz = 0, Thus
PKQ) = 0

CLGSC: The sendeA for the receiveB

1. Choosesr € Z,

2. Computes

3.

r

. a=g
i. r'=H,(m,a,ID,, IDg)
i.  X=r'Tg
iv.  hs = Hs(m, a, X, PK,, PKg, 1D, IDg)
v. Z= x;:ls D,

Vi y=mlallZIID,® {H,(g" I 7'PKg)f(IDg)}, and
Returnss = (y, X)

UCLGSC: On receivings from A4, the useB

1. Recoversnllall Z |l ID, =y if X = O, otherwise

2. Computesv = e(X,Dg) and recoversi | a |l Z | IDy =y @ {Hy(w |l xgX)f(IDg)}

3. Computes’ = H,(m, a,ID4,1Dg)

4. If Z = 0, accept the message Mf= r'Ty, otherwise

5. Computesh; = Hy(m, a, X, PK,, PKg,ID4,I1Dg) and accept the message #{Z, PK, +
h3Ty) = ag™.

Consistency:
w=e(X,Dg) =e(r'Ty, D) = e(r'(qg + s)P,(qg + s)"1P) = e(P,P)" = g"
xBX = xBT'TB = TIPKB
r +71'
e(Z, PKA + h3TA) =e mDA,xATA + h3TA
r +7r'
= e< (qa+5)7 P, (x4 + h3)(qa + 5)P> =e(P,P)"""" =g"g"
X4 + hs
= agr’
Remarks:

1. When we only sign a message then specific recéivdoes not exist therefore we ud®; =
IDg in CLGSC algorithm. Thus the functiof(/Ds) became O which helps to give us the
signaturey =mlla ll Z Il ID,4, also the component X of the output of CLGSC atbaor
became). This will reduce the extra computation in UCLGSC.

2. When we only encrypt a message then specific seAddoes not exist, therefore we use

ID, = IDy in CLGSC algorithm. Thus in the computationZfve haveDy = O which will



again reduce the extra computation in UCLGSC bycking X = r'Tz, which will also
provide chosen ciphertext security while we onlgrgpt a message.

3. The form of ciphertext iy, X) either we encrypt a message or signcrypt a mesJdue
prevents an adversary to embed a encryption td gadincryption or vice versa. Similarly an
adversary cannot embed a signature of a messag®idosigncryption or vice versa because
when we only sign a message thér= 0 as well as the computations dfand h; involve
both sender’s and receiver’s identity.

4. Also note that we use the same randomness for gimnyand signature i.e. we usein the
computation ofZ, which avoids the unforgeability attack againsbpmsed certificateless
generalized signcryption, which we presented inige® on Ji et al. scheme.

8. Conclusion: In this paper we proposed two generalized sigitoyg scheme, first is identity based
and second is certificateless. We also show thettali certificateless generalized signcryptiomesae
is not existentially unforgeable against insidep@yt adversary.
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