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Abstract. Recently, Liu proposed two authenticated multiple key ex-
change protocols using pairings, and claimed two protocols featured
many security attributes. In this paper, we show that Liu’s protocols
are insecure. Both of Liu’s protocols cannot provide perfect forward se-
crecy.
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1 Introduction

Authenticated key exchange (AKE) plays an important role in secure commu-
nications. An AKE protocol allows two or more parties to agree upon a secret
common session key over a public network. But the design of secure AKE proto-
cols has always been a notorious hard problem. Many AKE protocols that have
appeared in the literature subsequently were proved to be flawed.

Recently, Liu proposed two AKE protocols. One is a three-party multiple
key exchange protocol [1], which is based on the Lee’s protocol [2] and Holbl’s
protocol [3]. The other is a two-party authenticated multiple key exchange pro-
tocol [4], which is based on the Lee’s protocol [2]. In this paper, we will show
that both of them cannot provide perfect forward secrecy (PFS). In additional,
the former cannot resist key compromise impersonation (KCI) attack.

The rest of this paper is organized as follows. In section 2, we introduce
preliminaries used in this paper. In section 3, we review Liu’s three-party pro-
tocol. In section 4, we present analysis of Liu’s three-party protocol. In section
5, we review Liu’s two-party protocol. In section 6, we propose analysis of Liu’s
two-party protocol. In the final section, we conclude this paper.

2 Preliminaries

In this section, we introduce several Diffie-Hellman problems. Let G; be an
additive group of order ¢, and G5 be a multiplicative group of order ¢q. Let
Q,W € Gy and e : G; X G; — G be a bilinear pairing that has the following
properties:



— Bilinearity: For any Q,W € Gy and a,b € Z;, we have e(aQ,bW) =
e(Q, W)ab.

— Non-degeneracy: There exists @, W € G such that e(Q, W) # 1.

— Computability: For any Q,W € G, there exists an efficient algorithm to
compute e(Q, W).

Next, we describe DL and BDH problems:

— Discrete Logarithm (DL) Problem: Given two elements Q,W € Gj.
Find the integer n whenever such an integer exists, such that Q@ = nW.

— Bilinear Diffie-Hellman (BDH) Problem: Let P is a generator of G;.
Given (P, aP,bP, cP) with a,b,c € Z;, computes e(P, P)®¢ ¢ Gy.

We say that G satisfies the DL and BDH assumptions if no feasible adversary
can solve the DL and BDH problems with non-negligible probability.

3 Review of Liu’s Three-Party Protocol

In this section, we briefly review Liu’s three-party protocol proposed by Liu in
2010. Let P be a generator of a cyclic additive group G of the prime order ¢,
and G be a cyclic multiplicative group of the prime order ¢q. e : G; X G; — G>
is a bilinear pairing. Each party i has a static private key X; € Z; and a static
public key Y;(= X;P). For more details about the protocol, refer to [1].

In the following description we suppose that three communications parties,
A, B and C wish to communicate with each other.

1. Party A chooses a1,a2 € Zj; randomly and computes Ta4; = a1 P and
T2 = asP. Then party A computes

Sa1 = a1 X4+ ag, Sao = a2 X4 +ay.

Finally, party A sends the message (Ta1,Ta2,S541,S42,Cert(Ya)) to party
B and party C.

2. Similarly, party B chooses b1,bs € Z; randomly and computes Tp1 = by P
and Tgo = by P. Then party B computes

Sp1 =b1Xp + b2, Sz = b2 Xp + b1.
Finally, party B sends the message (T51,Tn2, SB1, SB2, Cert(Yg)) to party
A and party C.

In the same way, party C' chooses c1,co € Z; randomly and computes
Te1 = 1 P and Teo = ¢ P. Then party C' computes

Sc1 =c1Xc + ¢z, Sca =2 Xc +ci.

Finally, party C' sends the message (Tc1, To2, Sc1, Sc2, Cert(Ye)) to party
A and party B.



3. Upon receiving the message from parties B and C, party A checks whether

e((Sp1+ SB2)P — (TB1 +Th2),P) = e(Tp1 + Tr2,YR),
e((Sc1+ Sc2)P — (Ter + Te2), P) = e(Ter + Tea, Yo,

if they are equal, then computes the session keys K;(i = 1,2, ..., 8) as follows:

Ky =e(a1Tp1, Xa(Sc1P — Too) + Ter)e(ar (Spi P — Tgo), XaTc1)
=e((XaXp+ XaXc + XpXc)P, P)1biar

Ky =e(a1Tr1,Xa(SceP —Tcr) + Teo)e(ar1(Sp1P — Tra), XaTc2)
=e((XaXp+ XaXc + XpXc)P, P)tibic:

K3 = e(a1Tp2, Xa(Sc1P — Tez) + Ter)e(ar (Sp2P — 1), XaTc)
= e((XaXp+ XaXc + XpXc)P, P)nb2ar

Ky = e(a1Tp2, XA(ScoP — To1) 4 Tez)e(ar (SpaP — To1), X aTe2)
= e((XaXB + XaXc + XpXc)P, P)nb2ez

K5 = e(asTp1, Xa(Sc1P — To2) + Tor)e(az(Sp1 P — Tha), XaTcr)

6((XAXB + XaXco + XBXc)P, P)a2b1C1

K¢ = e(aTB1, Xa(Sc2P — Tcr) + Tez)e(az(Sp1P — Tpa), XaTco)
=e((XaXp+ XaXc + XpXc)P, P)*2brc2

K7 = e(aTp2, Xa(Sc1 P — Toz) + Tor)e(az(Sp2P — Tpi), XaTo1)
=e((XaXp + XaXc + XpXc)P, P)®ba

Kg = e(aTB2, XaA(Sc2P —Tc1) + Tci)e(az(SpaP — Tp1), XaTc2)
= e((XaXp 4+ XaXc + XpXc)P, P)2b2c2

Otherwise party A aborts.

4. Party B and party C compute these session keys in the similar way, here we
omit the details.

4 Analysis of Liu’s Three-Party Protocol

In this section, we show that Liu’s protocol cannot provide perfect forward se-
crecy, and cannot resist key compromise impersonation attack.



4.1 No PFS

In this subsection, we show that Liu’s three-party protocol cannot provide per-
fect forward secrecy. If the adversary learns long-term private keys X 4, Xp and
X, the adversary can compute aq,as from Sa1,S 42 as follows:

Sa1=a1Xg+ a2 = a2 =541 — a1 Xa

¢

Sas=a2Xa+a1,a0 =541 —a1Xa = Sazs= (541 —a1Xa)Xa+ a1
\

a1 = (Saz — Sa1Xa)((Xa)> +1)7"

\

az = Sa1 — (Saz — Sa1Xa)((Xa)?2+1)"1X4.

Similarly, the adversary also can compute by, bs from Sg1, Spe and ¢1, ¢y from
Sc1, Sca. With these values (X4, Xp, X, a1,a2,b1,ba, ¢1,¢2), the adversary can
easily recover session keys K;(i = 1,...,8). It means that Liu’s three-party mul-
tiple key agreement protocol cannot provide perfect forward secrecy.

4.2 KCI Attack

In this subsection, we assume the adversary learns the long-term key X 4. From
subsection 4.1, we know that the adversary can compute the values a1, as. If the
adversary has past session transcripts, he can impersonate successfully party B
and party C to cheat party A in the new session.

5 Review of Liu’s Two-Party Protocol

In this section, we briefly review Liu’s two-party protocol [4] proposed by Liu in
2010. Let P be a generator of a cyclic additive group G of the prime order g,
and G5 be a cyclic multiplicative group of the prime order q. e : G; x G — G>
is a bilinear pairing. Each party ¢ has a static private key X; € Z; and a static
public key Y;(= X;P). For more details about the protocol, refer to [4].

In the following description we suppose that three communications parties,
A and B wish to communicate with each other.

1. Party A chooses ai,ay € Z; randomly and computes T4; = a1Y4 and
Tas = asPY4, Let K41 and K 4o be the x-coordinate values of T'41 and T'45.
Then party A computes



Sa = (a1 K g1+ a2K 42)Ta1 + XaTa12.

Finally, party A sends the message (Ta1,Taz2,S4,Cert(Y4)) to party B.

2. Similarly, party B chooses by, bs € Z:; randomly and computes Tg; = b1Yp
and Tge = boYp, Let Kp1 and Ko be the x-coordinate values of Tgy and
Tps. Then party B computes

Sp = (b1Kp1 + baKp2)Tp1 + XpTpa.
Finally, party B sends the message (T's1,Tp2, S5, Cert(Yg)) to party A.

3. Upon receiving the message (Tg1, T2, S, Cert(Yg)), party A takes out the
x-coordinate values K1 and Kpgo from Ty and Tgo, checks whether

e(Sp,Yp) = e(Kp1Tp1 + Kp2Tp2, Tr1)e(TB2, YR),

ife(Sp,Ys) = e(Kp1Tp1+ KpaTp2, Tr1)e(Tha,Yn), then computes the ses-
sion keys K1, Ko, K3, K4 as follows:

K, =e(a1XaTB1,Ys +Yp)
Ky =e(a1XaTp2,Ya +Y5)
K3 = e(a2XATp1,Ya + YB)
K4 = e(agXATBQ,YA + YB)

€

Otherwise party A aborts.
4. Upon receiving the message (T'a1, Ta2, Sa, Cert(Ya)), party B takes out the
x-coordinate values K 41 and K 49 from T'41 and T 45, checks whether

e(Sa,Ya) = e(la1Tar + Kao2T a2, Ta1)e(Taz,Ya),

ife(Sa,Ya) =e(Ka1Ta1 + KaoTaz, Ta1)e(Taz,Ya), then computes the ses-
sion keys K1, Ko, K3, K4 as follows:

K1 =e(b1XpTa1,Ya+Y5)
K2 = e(leBTAQ,YA + YB)
K3 =e(bsXpTa1,Ya +Yn)
K4 = e(bQXBTAQ,YA + YB)

Otherwise party B aborts.

6 Analysis of Liu’s Two-Party Protocol

In this section, we show that Liu’s protocol cannot provide perfect forward se-
crecy. The adversary E can carry out his attack as follows:

Ky =e(01XTa1,Ya+Ys) =e(b1 XpTa1,Ya + YB)



=e(01 XpTa1, (X4 + Xp)P)
=e(01 XpTa1, (X4 + XB)P)
= e(XBTAl, (XA + XB)blp)

Since the adversary learns Xp and X 4, he can compute X 51, then computes
b P = X§1T31. Finally, he can recover the session key K7 = e(XpTa1,(Xa +
Xp)b1 P). In the similar way, the adversary also can recover Ks, K3, K4 if he can
learns Xpg and X 4.

It means that Liu’s two-party protocol cannot provide perfect forward se-
crecy.

7 Conclusion

In this paper, we show Liu’s protocols cannot satisfy the security properties as
claimed. The three-party protocol cannot provide PFS and resist KCI attack,
and the two-party protocol also cannot provide PFS.
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