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Abstract. In this paper we will first study two closely related problems:
1. The problem of distinguishing f(z||0) @ f(z|/1) where f is a random
permutation on n bits. This problem was first studied by Bellare and
Implagliazzo in [3].

2. The so-called “Theorem P; @ P;” of Patarin (cf [24]). Then, we will see
many variants and generalizations of this “Theorem P; & P;” useful in
Cryptography. In fact all these results can be seen as part of the theory
that analyzes the number of solutions of systems of linear equalities and
linear non equalities in finite groups. We have nicknamed these analysis
“Mirror Theory” due to the multiples induction properties that we have
in it.
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1 Introduction

Solving systems of linear equations in many variables are maybe the main tasks
done by computers today. We have to do this for meteorology previsions, neu-
tronics, many other physic simulations, last steps of factoring algorithms, light
simulations, etc. This is generally done by Gaussian reductions algorithms, or
improved versions of it, and the evaluation of the number of solutions on finite
groups is based on the analysis of the number of independent linear equations
that we have. The algorithms are polynomial. With degree two (or larger de-
grees), instead of degree one, the situation is very different, and much more
complex, since, for example, the multivariate quadratic problem (MQ) is known
to be NP complete on any finite field. In this paper, we will keep the degree to
be one. However, we will not only consider linear equalities, but also linear non
equalities in the variables (for example: P; @ Py = A1, P, @ P3 = A\, Py # P3).
Our motivation comes from cryptographic security proofs, since many proofs of
security “beyond the birthday proof” are linked to these problems, as we will see.



Since speaking about the theory that deals about “the number of solutions of lin-
ear systems of equalities and linear non equalities in finite groups” is a bit long,
we will use a nickname: Mirror theory. This nickname comes from the multiple
induction properties that we will have. The paper is organized as follows. First
we will consider the cryptographic problem of distinguishing f(z[|0) & f(z||1),
where f is a random permutation, from a random function from n bits to n
bits. This problem was already studied by Bellare and Implagliazzo [3] with a
proof of security in O(z%) where ¢ is the number of queries. However no precise

O function was given in [3]. In this paper we will prove that if ¢ < %—; then
the advantage for any distinguisher for this problem satisfies: Adv < %. This
result looks simple, but the proof of it is not. To obtain this result, we will prove
a theorem, called “Theorem P; ® P; with {4, = 2 that is part of the Mirror
theory. Then, we will show that many generalizations if this “Theorem P; & P;”

exist.

2 Notation and f(x||0) @ f(x||]1) when f €r B,

In all this paper, if n is an integer, we will denote I,, = {0,1}". F,, will be the
set of all applications from I,, to I,,, and B,, will be the set of all permutations
from I, to I,,. Therefore, |I,| = 27, |F,| = 2™?", and |B,| = (2")!. 2 €g A
means that s is randomly chosen in A with a uniform distribution. Our first aim
in this paper will be to prove Theorem 1 below.

Theorem 1 For all CPA-2 (Adaptive chosen plaintext attack) ¢ on a function
G of F,, with q chosen plaintexts, we have: AdvLRF < O(35k) where Advf;RF
denotes the the advantage to distinguish f(x|0) @ f(z||1) with f €r By from
g €r F,. Moreover instead of Advf;RF < O(5%) we will prove in this paper the

precise bound: if ¢ < % then AdvPEF < %,

|| denotes the concatenation function, and by “advantage” we mean here, as
usual, for a distinguisher, the absolute value of the difference of the two proba-
bilities to output 1. Here x has n — 1 bits. Theorem 1 says that there is no way
(even with infinite computing power) with an adaptive chosen plaintext attack
to distinguish with a good probability f(z]|0) ® f(z||1) from g €r F,, when the
number ¢ of queries satisfies ¢ < 2". Since we know (for example from [3])
that there is an attack in O(2"), because @zer,_, f(2]|0) ® f(z||1) = 0, and also
because Vz € I,_1, f(z]|0) ® f(z]1) # 0, Theorem 1 says that O(2") is the
exact security for this problem. In fact, this problem for f(x|0) @ f(z||1) was
already considered in [3] but no explicit O function was given for the security.
To prove Theorem 1, we will use this general Theorem:

Theorem 2 Let « and 8 be real numbers, a > 0, and B > 0. Let E be a subset
of I? such that |E| > (1 — 3)2m9.

If

1. For all sequences a;, 1 < i < q, of pairwise distinct elements of I, and for all

sequences by, (not necessary distinct), 1 <i < q, of E we have H > ‘5{;' (1—-a).




Then

2. For every CPA-2 with q chosen plaintexts we have: p < a + 3 where p =
AdvRE denotes the advantage to distinguish f(x]|0) © f(z|1) when f €r By
from a random function g €r F,.

Proof of Theorem 2. It is not difficult to prove Theorem 2 with classical counting
arguments. A complete proof of Theorem 2 can also be found in [28].

How to get Theorem 1 from theorem 2

In order to get Theorem 1 from Theorem 2, a sufficient condition is to prove
that for “most” (since we need [ small) sequences of values b;, 1 < i < g,
b; € I, we have: the number H of f € B, such that Vi, 1 < i < ¢, f(a;]|0) ®

f(a;||1) = b; satisfies H > |£fq'| (1 — @) for a small value « (more precisely with

a < O(5%)).This is what we will do in the next sections. We can assume that
in E all the b; values are # 0 because (2" — 1) = 2™4(1 — ;1) > 2m4(1 — L)

and the coefficient 5% can be included in 3.

3 Theorem “P; @ P;” when &0, = 2

Change of variables

Let N be the number of sequences P;, 1 <1i < 2q, P; € I,, such that:

1. The P; are pairwise distinct, 1 <17 < 2q.

2. VZ, 1§Z§q, Pgi_l@PQi:bi.

We see that H = N - 2"(2"71)‘?@,_2%1), since when the P; are fixed, then
f is fixed on exactly 2¢ pairwise distinct points by Vi, 1 < i < ¢, f(a;]|0) =
Py;—1 and f(a;||1) = P»;. Therefore we see that to prove Theorem 1, we want to
prove this property:

For “most” sequences of values b;, 1 <1i < q, b; € I,, b; # 0, we have: the number
N of sequences P;, 1 <i < 2q; P; € I,, such that the P; are pairwise distinct and
Vi, 1 <i<gq, Pyy_1 & Py; = b; satisfies: N > 271(2”71)'2';((12”72‘1“)(1 — ) for a
small value « (*). The smallest o will be, the better our security bound will be.
In fact, in this paper, we will prove a much stronger property that (x): we will
prove that (%) holds not only for “most” b; values, b; # 0, but for all b; values,
b; # 0, and moreover with o = 0. This stronger property was called “Theorem
P; & P; with e, = 27 in [24]. We will improve the results of [24] by giving
explicit security bounds.

Theorem 3 (“Theorem P; & P; with &maw =27)
Let (A) be a set of equations: Py ® Po = Ao, Ps @ Py = A\1,...,Pho_1® P, =
Aaj2—1, where all the A\; values are # 0. Then if a« < 2" (and more precisely

this condition can be written with the explicit bound o < %—;), the number h, of
(Py,...,P,) solution of (A) such that all the P; variables are pairwise distinct

variables of I,, 1 < i < «, satisfies: hy > 2n(2n_1)2';;§2n_a+1) where a = «/2 is
the number of equations of (A).

Here &,,,0 = 2 means that when we fix one variable P;, then at most one other
variable P; is fixed from the equations (A). Later in this paper we will study



more general (A) equations where &4, will not necessary be 2. We will denote

by Jo =2"(2" —1)...(2" — a + 1). Therefore Theorem 3 means that h, > 2=

if a <« 2™. In this paper we want to find explicit bounds for «, not just a < 2™.

2‘{;*0 is the average number of solutions on all the 2" values Ao, A1, .., Aa/2—1

(including values A; = 0 where h, = 0). is the average number of

Ja
27’%71 a
solutions on all the (2™ — 1)® non zero Valu(es )\()), ALy . vy Aqj2—1. Theorem 3
means that when o < 2", then the number of solutions when the A; values
are compatible by linearity with the P; pairwise distinct (i.e. A\; # 0) is always
greater that the average. It is like if, in a classroom all the students have either
the grade 0, or a grade larger than the average grade. When h, # 0, and a <« 2",

then h,is always larger than the average and sometimes is much larger than the

aver%ge. )
umber h. of solutions

A
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Fig. 1.

4 First results in the “Theorem P; @ P;” with £,,q0—2

Definition

We will denote H, = 2"%h,,. Therefore Hq o = 2@t DR 0.

In this section, we will illustrate the general proof strategy that we will follow
in order to prove the “Theorem P; © P;”. We will prove that if a? < 2", then
Hy > Jo, and if o < 22" then H, > J,(1 — €) where € is very small, with
explicit bounds. These bounds will then be improved later. (Remark: we follow
here Patarin proof strategy given in [24], but we will present here an explicit
bound instead of H, > Jo(1—0(&=))). We have J, = 27(2"—1)... (2" —a+1).
Therefore, Joi2 = (2" —a)(2"—a—1)J, = (22" —-2"(2a+1)+a(a+1))J, (1).

Lemma 1 We have: (2" — 2a)hy < hoto < (2" — a)hq

Proof. When P, ..., P, are fixed pairwise distinct, we look for solutions Py 41, Pyt2
such that Po11® Pay2 = Ay/2 and such that P, ..., Py, Poy1, Pat2 are pairwise



distinct. So Pyq2 is fixed when Py 1 is fixed and we want Poy1 ¢ {P1, ..., Pa, Aa/2@
Py, ..., a2 @ Py} Therefore for (Puy1, Pat2) we have between 2" — 2 and
2" — a solutions when Py, ..., P, are fixed, i.e. (2" —2a)hy < hot2 < (2" —a)h,

as claimed.

Since Hy, = 2"%hy and Hyqo = 2"(“'*'1)ha+27 we can write Lemma 1 like this:

2"(2" = 20)Hy < Hoqo <27"(2" —)H,  (2)
Now from (1) and (2) we have:

Horo 921 _ 94 . 9n H,
Joaga — 227 =272a+ 1)+ ala+1) J,

H,io 2" —a(a+1) H,
3 )= (3)
Jot2 22n —2n2a+ 1)+ ala+1)" J,

We also have Hy > Jo since Hoy = 22" > Jo = 2"(2" — 1). Therefore, if a2 < 27,
we have H, > J, as claimed, by induction on «. Moreover, from (3):

> (1+

H, - 1 H,
Aoz gy _—olotl) ) Hy
Jot2 22n —2n (2 + 1)’ Jg
Therefore we have:
—%—2_(1+ . afa+1) ) /2112
Joto 20 220+ 1)) Jy
Hava 4 a*(a+1)
Jat2 — 2(227 — 27(2a 4+ 1))
This gives:
3
o
Ha 2 Jo(l = 5o —oaw) ()

Therefore, if a® < 22", H, > J,(1 — €) where ¢ is very small, as claimed.
(Moreover, from (4) we have an explicit bound).

5 General properties when &, = 2

Here, since &4 = 2, our set of equations is:

P,=P @)
Py=P;d N\
(4)1 .

Pa = Pocfl 3] )‘a/2—1

he is by definition the number of P, ---, P, pairwise distinct, elements of I,,,
and solution of (A). We want to evaluate h, by induction on «, i.e. we want to
evaluate hgyo from h,. We will say that (Py,---, P,) are solution of h,, when



they are solution of (A). We will denote 8 = a/2 — 1.

We will denote by A¢; the coefficient A in the equation (A) that involves P;.
For example: A1y = A@) = Ao- Aa) = Aa=1) = Aaj2—1- We will say that
two indices 7 and j “are in the same block”, or “are in the same (A)-block” if
P; @ Pj = A is one of the equations (A). For haq2 we have (A) and one more
equation: Poi1 @ Payo = Agy1 (see figure 2)

ha+2 ha
a+2
A
ot 1[ B+1

[
[~

[
[n

L

1
2
3
4

a—1 a—1
e e

Fig. 2. We want to evaluate hoto from hg.

Remark: We will evaluate here h,, for all the values \;, even the worse ones.
However, in cryptographic applications we generally need h, for most values of
\; instead of all values \;.

We start from a solution Py, ---, P, of h, and we want to complete it to get
the solutions of hyo. For this we have to choose © = P, 1 @ Py such that z will
not create a collision P; = Pyyq or P; = Poi9, 1 < j < «. This means « ¢ V
with V = %U‘/Q, with V1 = {Pl@Pj,l S] S O[} and V2 = {AB+1€BP1@PJ'71 S
j < a}. We have |V| = |[V1 UV,| = |Vi| + |V2| — |Vi N Va|, and we have |Vi| = «
and |Va| = « (since the P; values, 1 < j < «, are pairwise distinct). So

B = ) @ V)

(P1,-++,Py) solution of hg

hota = > (2" —2a + Vi N Va4))

(Py,+,Ps) solution of hq

hate = (2" = 2a)ha + Z VinW| (1)
(Py,+++,Py) solution of hq



Approximation in O(g%).
Since |Vi| = |Va| = a we obtain another proof for Lemma 1, that we will call
here Theorem 4.

Theorem 4
(2" — 2a)he < hasa < (2" — Q)ha

More Precise Approximation
The elements of V; are a pairwise distinct elements, and the elements of V5 are
« pairwise distinct elements, so from (1) we obtain:

ha+2 = (2” — 20[)h(,+

Z Z Z [ Number of Equations P; & P; = Ag41]

(P1,-++,Py) solution of hy 1<i<a 1<j<a

Therefore, by inverting the > :
ha+2 = (2” — 20[)h(,+

> [ Number of Py, -, Py solution of ho, plus P @ Pj = Ag41]

1<i<a1<j<a

Now when we add the equality Agy1 = P; @ P; to the system of equation (A) of
h«, 3 cases can occur:

Case 1.

Ag+1 = P; @ Pj is a consequence of (A). Here this means that Ag11 = P;® P; was
already an equation of (A), and therefore A\g11 = A(;) for a value 4, 1 <1i < o
Remark: A\gy1 = A(;) creates 2 collisions in V1 N V5| it creates Ag11 @ PL @ P; =
Pl@P]’ and)\5+1@P1@Pj:PlEBPi.

Case 2.

Ag+1 = P; @ P} is in contradiction with the equations of (A). If ¢ and j are in the
same block the contradiction comes from i = j or from i # j and Ag11 # Agy)-
If ¢ and j are not in the same block, the contradiction comes from the fact that
Ag+1 = P; @ Pj creates a collision; i.e. we have Agi1 = Ay, or Agp1 = A(jy, or
Ag41 = /\(i) S )‘(j) (cf Figure 3).

A
Ap+1
AG)

Fig. 3. Here Agy1 = M), A1 = Ay) and Agp1 = Ay @ ;) are impossible if the P;
are pairwise distinct.

Case 3.
The equation Agy1 = P; & P; is not in contradiction with the equations of (A),



and is not a consequence of the equations of (A). We will say that this case is
the “generic” case.
From (1) and from the 3 cases above, we get immediately:

Theorem 5

hat2 — [1 20 n 2 Number of equations \g41 = )\i]

2n 2n AL
1
+5- Z ( Number of Pi,---, Py solution of ha plus P; ® Pj = Ag41)
(i,7)eM
where

M ={(i,j),,1 <i<a,1<j<a, suchthatiand j are not in the same block,
and such that Agy1 # /\(i), Ag+1 # )\(j), and Agy1 # >\(i) &) /\(j)}

Now, in the Appendices B, C, E we explain how Theorem 3 (i.e. Theorem P; & P;
with &nae = 2) can be proved from Theorem 5 with the explicit bound « < %,
as claimed.

6 Theorem “P; @ P;” for any &max

We will now present some generalizations of the Theorem “P; @ P;” that we have
seen for &, = 2. This generalization that we will see in Theorem 6 below was
first introduced in [24]. In this paper we will obtain for it an explicit security
bound. introduced

Definition 1 Let (A) be a set of equations P; & P; = A, with P;, P; € I,. If
by linearity from (A) we cannot generate an equation in only the A\, we will
say that (A) has no “circle in P”, or that the equations of (A) are “linearly
independent in P”.

Let a be the number of equations in (A), and « be the number of variables P;
in (A). Therefore, we have parameters A1, Aa,..., A\ and a+1 < a < 2a

Definition 2 We will say that two indices i and j are “in the same block” if
by linearity from the equation of (A) we can obtain P; & P; = an expression in
ALy A2,y Ag.

Definition 3 We will denote by &4, the mazimum number of indices that are
in the same block.

Example. If A ={P, & P, = A1, P, ® P3 = Ao, P4 ® P5 = A3}, here we have
two blocks of indices {1,2,3} and {4,5} and &4 = 3.



Definition 4 For such a system (A), when A1, Ao, ..., A\ are fized, we will de-
note by ho(A) the number of Py, Py, ..., P, solutions of (A) such that: Vi, j i #
Jj = P; # P;. We will also denote Hy(A) = 2"*ho(A). We will generally denote
H,(A) simply by H, and ho(A) simply by ho. Hy and h,, are simple concise
notations, but for a given value o, H, and h, can have different values for
different systems (A).

As above, we will denote by J, the number of Py, Ps, ..., P, such that Vi, j i #
j = P; # P;. Therefore, J, =2"(2" —1)...(2" —a+1).

Theorem 6 (“Theorem P; & P;” for any &max)

let (A) be a set of a equation P; & P; = A\, with o variables such that:

1. We have no circle in P in the equations (A).

2. We have no more than &4, indices in the same block.

3. By linearity from (A) we cannot generate an equation P; = P; with i #
j- (This means that if i and j are in the same block, then the expression in
)\17>\27~'~7>\a fOT’H@Pj ZS#O

Then: if €2, a < 2", we have Hy, > J,. More precisely the fuzzy condition

max

2 e K 2™ can be written with the explicit bound: (&mar — 1)%a < %,

Proof. The proof of Theorem 6 is given in the Appendices.

Remark of 2017. A more complete and improved proof is available in [14]
chapter 17 since 2017.

Remark. For cryptographic use, weaker version of this theorem will be enough.
For example, instead of H, > Jo, Hy > Jo(1 — f(gg”;;“ )) where f is a function
such that f(x) — 0 when 2 — 0 is enough.

Various generalizations of Theorem P; © F;

For balanced Feistel schemes ¥?, Theorem 6 will be enough. For unbalanced
Feistel schemes, we will need a variant of it: Theorem 7

Theorem 7 (“Theorem P; & P;” for G§ schemes)

Let B > 0. Let (A) be a set of equations with o variables P; & P; = Ay, with
Ak # 0. Let (B) be a set of non equalities of the form P; # Pj, or of the form
[P;, Pj] # [Py, P such that for all variable i, the number of j such that P; # P;
is in (B) is < B, and for all variables (i,7), the number of (k,1) such that
[P;, P;] # [Py, P is in (B) is < p2".

¢ If

1. We have no circle in P in the equations (A).

2. We have no more than &4, indices in the same block.

3. By linearity from (A) we cannot generate an equation in contradiction with
(B).

4' ggnaxﬂ < ?37 .

Then he > %2(3) where Weight(B™1) denotes the number of Py,...; P, of
IS that satisfy the non equalities (B) plus for all equation P; & P; = Ay, of (A),
Ak # 0, the non equalities: P; # P;.

Proof. Proof of Theorem 7 can be done exactly as for Theorem 6, i.e. we proceed
by induction on «, and the coefficient 2% that comes from P, # P; for each



equation in (A), i.e. in (B*) when we deal with the index «, will be dominant
for all the other terms. Notice that in Theorem 7 o can be much larger than 2"
(for G4 schemes we will have o < 22" or a@ < 2M%" and therefore o > 2" in
general): a product of terms > 1 is always > 1 whatever the number of terms.
Other generalizations

We will not need them in this paper, but many other generalizations of the
“Theorem P; @ P;” exist. Here are some examples.

Generalization 1. The theorem is still true an any group G (instead of I,).
This is relatively easy to see since only the number of variables related with
linear equalities are used in the proofs and never the specific nature of the group
I,,. When G is not commutative, a special analysis might needed, however.
Generalization 2. The theorem P; ® P; is still true if we change the condition
gmama <«<2" by gaverage <« 2™

Generalization 3. In Theorem 7 we can have more general non equalities in
(B), such [P;,, Pj,, Pr,] # [P;,, Pj,, Pr,] or more complex conditional non equal-
ities.

Generalization 4. We can have equations P; & P; @ P, = ;i instead of
P; @ P; = \i;. More generally we can have equations P, @ Py, ©...® P, = )\
with any number k of variables in each linear equation.

Generalization 5. We can also consider partial linear non equalities, for exam-
ple on the first m bits, m < n, i.e. [P;] # [Py] instead of P; # P;, where [F;]
denotes the first m bits of P;.

We do not claim to have proved all these 4 generalizations and we will not need
them in this paper, but we believe that they will be relatively easy variants of
the main Theorem 6 and Theorem 7

7 Conclusion

The starting point of this paper was Theorem 2, with a proof that if ¢ < %—;,
then AdvP?F < oL for the problem of distinguishing f(z(|0) @ f(z[/1) (with
f €r B,) from a random function. This result has its own interest, but, as we
have seen the proof technique involved in this paper is very general and based on
the evaluation of systems of linear equalities and linear non equalities on finite
groups, i.e. Mirror Theory. We have proved in this paper many results on Mirror
Theory with the group (I,,, ®) and presented many possible generalizations. We
believe that this paper can be seen as an introduction to Mirror Theory, and that
many future results will come, with many cryptographic applications for proof
of security “above the birthday bound” of various systems. At present at least 3
directions are under investigation: the security of unbalanced Feistel schemes, the
generalizations of the “Theorem P; & P;” presented in this paper and “Patarin
Conjecture on the Xor of two random permutations”. This conjecture says that

for all functions f on n bits, if @,cy, f(z) = 0, then the number H of couples

of permutations (g,h) € B2 such that f = g @ h always satisfies: H > ‘f;f.

This is a rather extreme Mirror property since here we do not have ¢ < 2™ but




q = 2" — 1 where ¢ is the number of x involved. We do not need this conjecture
in Cryptography, where proofs with ¢ < 2™ with precise bounds are generally
enough, but it is a very challenging problem for Mirror Theory and it shows the
diversity of the problems involved in this Mirror Theory.
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A Examples of hq,h!, and h! values for small a and
€maw =2

We present here quickly some examples of h, k!, and h!, values for o < 6 and
Emaz—2. These values h, have been defined in section 2. h., values are similar
to h, values but with one more linearly independent equation P; @& P; = Ay,
and h!/ values are similar to h, values but with two more linearly independent
equations P; @ P; = A;;. These small examples illustrate the general results on
the h, values obtained in this paper.

A.1 Values with o = 2

Here hgy is the number of Py, P, € I,,, P # P, such that P, @ P, = )y with
Ao # 0. Therefore hy = 2. (only one value for hg).

A.2 Value with a =4

h4 is the number of pairwise distinct Py, P, P3, Py such that: P & P, = A\g and
P369P4:)\1,With)\07é03nd )\1750

Case 1. \g # A;. Then hy = 27(2" — 4).

Case 2. \g = A;. Then hy = 27(2" — 2).

For h/, we have only one possible value: k) = 2" for all the cases.

A.3 Examples with o = 6

he values.
hg is the number of pairwise distinct Py, Py, P3, Py, Ps, Pg such that Py Py = Ag,
Py @ Py = A1, Ps® Ps = Ao, with with A\g # 0, Ay # 0 and Ay # 0. These values
hg can be computed from the formulas that give the h,, values by induction, or
directly and then we can check the formulas with these values.
Case 1. A\g, A\, Ay are pairwise distinct and A\g ® Ay & Ay # 0. Then hg =
27(22" — 12 2™ + 40).
Case 2. )\2 = )\0 75 )\1, or /\2 = /\1 75 /\0, or )\1 = /\0 7é /\2. Then h6 =
21 (2" — 4)(2" — 6) = 2"(22" — 10 - 2" + 24).
Case 3. \o ® \; @ Ay = 0. Then hg = 27(22" — 122" + 32).
Case 4. \g = A\; = A\2. Then hg = 27(2" — 2)(2" — 4).
Remark. If n = 3, then we are working in the group I3 with 8 elements, and if
Ao ® A1 D A2 = 0 then hg = hg = 0. This shows that when « is very near 2™ we
can have h, = 0. It also shows that the equations h, can be linearly independent
but not compatible when « is very near 2™.
hg values.

Let P, & P35 = X\ be the new equality in hj that we did not have in hg. We
have A & {0, Ao, A1, Ao @ A1} since this new equation must be linearly compatible
with hg. Then it is possible to prove that

h/6 =2"(2" — {0, Ao, A\D Ao, ML DAD Ag, A2, Ao B Ao, Ao DAD Ao, Aa DA DAD Ao }])



We will now present some examples for the values hy — 25

Example 1. If Ay & { Ao, A® Ao, A1 BAD Ao, A, A1 DA, A1} then hg = 27(2™ —38).
Moreover, if Ao, A1, A2 are pairwise distinct and Ao @ A\ @ A2 # 0, and A ¢
{X0 ® A2, Ao ® A1 B Mg, Ao, Ay B Ao}, then by — 28 =427 — 40

Example 2. If A\g @ A\ @ Ay = 0, then hj; = 2™(2" —8). Here hg — g—f; =4.2"-32
Example 3. If A = Ay and A\g, A1, A2 are pairwise distinct and A\g ® A\ & Ao # 0,
then h§ = 2"(2" — 6). Here h — 28 = 6-2" — 40

Example 4. If A = A3, A0 = A; and A9 # Ao, then hy = 27(2" — 4). Here
hg—be =6-2" —24

Example 5. If \g = A; = Ao, then hj = 2"(2" — 4). Here hy — 26 =2.27 — 8
Example 6. If \y = A; is the only exceptional equation, then hj = 2™(2" — 8).
Here hy — 28 =2.2" — 24

Example 7. If Ao = A2 is the only exceptional equation, then hg = 2™(2™ — 6).
Herehg—% =4.2"-24

h! values.

In all cases hy = 2"

B Evaluation of |[M| = and introducing the h/ values

B.1 Definitions

We will use the following notation.

e Let 0 = the number of indices ¢, 0 <4 < 3, such that Agy1 = A;.

e Let A = supg<;<pyq[ Number of j, 0 < j < B+ 1, j # 14, such that \; = \;].
Then

20 = Number of 7, 1 < i < o, such that Ag11 = A;.

Similarly 2A = supg<;<p1[ Number of j, 1 <j < a+2, i and j are not in the
same block, such that \; = A¢;)].

Lemma 2 The number of indices j, 1 < j < a+2 such that \(j) = a fived value
1s < 2A + 2.

Proof. If jo is a solution, then jj such that jo and jj are in the same block is
also a solution. Now if j is another solution, j and jy not in the same block, we
have A¢;) = A(j,) and therefore at most 2A solutions for j, and 2A + 2 solutions
in total, including jo and j§.

A is the maximum possible value for 6 when we change the ordering of the
indices. Moreover, we can always choose the ordering of the indices such that
0 = A. For this we just choose « + 1 with a value A,4+1 that gives the larger 9.
e Let (F') be a system of linear equations in the P; variables. Let E be a linear
equation in the P; variables. We will say that F is “locally independent from
(F)”, or is “linearly independent from (F)” if we cannot generate from (F') by
linearity this equation E, and if from the equations (F') and the equation E we
cannot generate by linearity an equation P; = P; with i # j.



Remark. E can be linearly independent from (F'), but A may have some

solutions pairwise distinct, and E + F may have no solutions pairwise distinct.
(For example hg on {0,1}3: cf Appendix A)
e We will denote by h., the number of pairwise distinct variables solutions of
the system (A’) where (A’) denotes the system (A) seen in section 5 plus one
linear equation of the type Py & P, = A such that this new equation is linearly
independent from (A). Since the set M seen in section 5 is precisely the number
of (k,1) such that A\g11 = Py @ P, is linearly independent from (A), we can use
these notations to write Theorem 4 like this:

Theorem 8

ha_;,_g 2c 20 1 ’
= 1 _— — -
o ha( + )+ 5 > (k1)

Here bl (k,1) means that we have added the equation Agy1 = P & P,. We will
often write h!, instead of hl (k,1) but we will have to remember that the values
h., are generally different. In fact, to evaluate these values h!, will be one of our
aim.

Example. In Appendix A we give some examples of h, and h/ values where
Theorem 8 can be illustrated.

B.2 Evaluation of |M|

Theorem 9 The exact value of | M| is:
M| = ala—2) —45(a— 0 — 1) — [Number of i,j, 1 <i<a,1<j<a,

AB+1 = i) DA

This is also:
IM| = a(a—2) —46(ac — § — 1) — 8[Number of 4,7, 0<1i < j<p,
Ap+1 = Ai B Aj]

Proof. If ¢ and j are in the same (A)-block then P; & P; = Ag41 cannot be
linearly independent from (A). More precisely from Section 5, we have: |M| =
a(a —2) — [ Number of (,j7), 1 <i < a,

1 < j < asuch that i and j are not in the same block, and such that A\gy; =
A@@), OF Agp1 = Agjy, O Agy1 = A) @ Aj)]. We have seen that 26 = Number of
i, 1 <i < a, such that Ag11 = A;). Let D be the number of (i,5), 1 <i < o,
1 <j < a, such that ¢ and j are not in the same block, and such that (Ag11 =
Ay OF Agr1 = Agjy). We have D = (26)(ar — 20) + (o — 26)(20) + 46(0 — 1)
because we have 20(a — 26) possibilities with g1 = Ay and Agy1 # A(j), we
have (a — 20)(26) possibilities with Ag1 # A and Agy1 = A(;), and we have
46(6 — 1) possibilities with Agy1 = A5y = A(j). Then D = 46(a =20+ — 1) =



46(a — 6 — 1), and |M| = ala — 2) — 46(a — § — 1) — [Number of 4, j, 1 <
i < a,1 <j < a,Agp1 = A © Ay)] as claimed. Let denote by i and i
two indices in the block of 7 and by j and j’ two indices in the block of j.
So Ay = Awy and A;) = Agry. If @ and j are not in the same block and
if Agy1 = A(i) ® )‘(j)’ then (i7j)7 (iajl)v (i/7j)7 (ilvj/)a (jvi)’ (j/>i)7 (j7il)7 (j/ai/>
will also satisfy the equation. Therefore, we also have:

| M| = a(a—2)—46(—0—1)—8[ Number of 7, j, 0 <i < j < B, Agp1 = N\iBAj],
as claimed.

Theorem 10
a? —da —2Aa — 46 < |M| < a(a —2)

Proof. Let D’ denote the number of 7,5, 1 < ¢ < «a, 1 < j < «a such that
Ag+1 = AG) @ Agy. We have D' < «(24 + 2) because for ¢ we have at most
a solutions, and when i is fixed then \(j) is fixed, so we have at most 2A + 2
solutions for j. Therefore, from Theorem 9, we get

M| > oo —2) — 46 — a(2A + 2)

M| > a? — d4a — 2Aa — 40a

Moreover |M| < a(a — 2) is obvious since if (¢,j) € M, then ¢ and j are not in
the same block.

B.3 The “h/ property”

As we will see now, in order to obtain our security results when o < 2" and
Emaz = 2, a sufficient condition is to prove the property below.

hl, property

We will say that the “hl, property” is satisfied if we have found three fixed
integers A, B and C' such that for all o < 2™:

h
! > M- = - — _———
> kD) = M0 - 5 - - )
(k,HyeM

Of course, a sufficient condition to have this k., property is to have: h/ (k,1) >
ha(] — A _ Be _ Cday '
271.

on 22n 22n
Proof of H, > J, from the h/ property.

If we have the h., property, then from Theorem 5 and Theorem 10 we obtain:

27a+§+a2—4a—2Aa—46a(1 A Ba C’Aoz)) )
on on 22n on 22n 22n

h

Now since J, 42 = (22" —2"(2a+1) + a(a+1))J, and H}"I—:’“ = 2”%, we have
on ha+2
Ha+2 hea Ha

Jot2 - (2271—2”(20[4-1)—1—0[(0[—1—1))7& (ﬁﬁ)




Therefore from (f)

2 26 2 —4a—2Aa—48 A B cA
Ha+2> _2%—"27"_0‘ a22na a(l_ﬁ_22z_ 2271(1)Ho¢
- 1
Jot2 1— 2%711 + % Ja
1 S5a —2Aa—4« a® A Ba CAa
Ha+2 > (1 + on T 22n + + 22n T 22n (QT + 22n + 22n ))Ha (ﬁﬁﬁ)

2041 2
1— 25 + o

Ja+2 Ja

Now, as we have already said, we can choose the order of the indices such
that 6 = A. Then, a sufficient condition for 2 —7, > M + CAO‘ When 5 =A
is to have o < GJF—& (or § = 0) since a < 2™. We can assume that a< 2 W since
our aim is to obtain proofs for o < 2™. Then we see from () that

Hoyo _ Ha 1 5a A  Ba
i AU N Sl
Ja+2 — J on —22n+22n(2n+22n) ()

Since o < 2", a sufficient condition for JL‘:Z > Ija is therefore a < ¢ 341 5
Again, we can assume that a < ﬁ. So we see why our aim (for &4, = 2)
will be to prove the “h., property” above. This is what we have done in Appendix
E with a proof that we can take A = 0, B = 62 and C = 52. For this we will
have to evaluate the values h,.

Remark. The technical details must not hide the reason why we will have
H, > J,. Fundamentally, H, > J, comes from the fact that in (b), the coefficient

Rat2

2% is dominant from all other terms. This coefficient 5 comes from =52 =

ha(1 — 2%)+ other terms and while SIZ = Juo(1— 2°‘+1)—|— other terms. In Jyyo
we had to impose Pot1 ¢ {P1,..., Py} and Pyyo ¢ {P1,...,Pyt1} including
the condition P,11 # Pyo, i.e. 20+ 2 non equalities. For Ha+2 however we do
not have to consider the condition P,y1 # Pai2 because P2 @ Poy1 = Agt1
with Agy1 # 0, s0 Pyy1 # Pay2 is automatically imposed. This is why in Hqy2
compared with H, we have only 2a non equalities to consider (and not 2« + 1).
On the long term, this small deviation in 2% due to P,4+1 # Pa42 automatic for
H, 12 becomes dominant (as we will show in the proofs with all the technical
details) and this is the deep reason that explains why H, 42 > Joqo.

C Relations between h/  , and h, when &, = 2

+2

Our aim is to prove that h/, > %o (1 + e,), with |e,| as small as possible. For
4

example, as we will see, |eq| < O(g5r) will give security in O(;&ﬁm)7 and more

generally, |eq| < O((£)F) + O(5k) will give security in O(W) We have

various h!, values from the same h,, however since we will compare all these

h., values from the same h,, we can change the ordering of the indices without

loosing generality. (In this paper we will never directly compose two values h/,
but compare them indirectly from the same h,). Moreover, to illustrate more



a+ 2
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1 *A 1
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Fig. 4. We want to compare hi, ;5 and ha+2. This figure illustrates that we will do this
by evaluating hl, ;o from h.

easily the similarities between this section and the section where we have found
the relations between h,4o and h,, we will evaluate here h/, 4o from hg o instead
of hl, from h,. We will denote here by A and p the values P,y1 & Pyio = p and
Poy1® Py = ) (cf Figure 4), i.e. Poy1 @ P1 = X is here the new equation in h}, , ,
that we did not have in hqo. We have:

h;“ = Z [ Number of P,2, P,+1 values such that
(P1,+,Pa) solution of hy

Poi1® Pyyo = py, Pyy1 @ Pr = ) and these two equations
do not create a collision P,y; = P;, or Pyio=PF;, 1 <i < af

We have Py11 = PL@® A, Pyio = PL®A®p, and we want no collision P, = P; @A,
or PPeAdpu=PF;,1<i<a Hereinstead of 1 <1 < o, we can write 3 <1 < «,
since by hypothesis P,y1 @ P, = A is linearly compatible with hy, i.e. A # 0,
A #£ Ao, A# pand A # g @ u. Therefore:

/04-5—2: Z (1=06(Py,...,Pa))

(Py,+++,Py) solution of hq

With(;(Pl,...7Pa):0<:>Vi,3§i§0&7 Pl#PZ@)\, andPl#Pi@)\@u.
(S(Pl,...,Pa):1<:>(5(P1,...,Pa)750

5(P1,,Pa):1<=>5|7,,3§ZSO[, Plzpz@)\, andP1=PL®/\€Bu

oya = ha —32(p, .. P,) solution of hy 0P+ -5 Pa).

Now when Py, ..., P, is a fixed solution of h, we can have exactly 0 or 1 index
¢ such that P, = P; @ A\, and we can have exactly 0 or 1 index j such that
Py = P;® A @ p (since the P; values are pairwise distinct, 1 < ¢ < «). Therefore,

hix+2 = ho— Z ([ Number of i, 3 <i < «, such thatP; = P,®)]
(Py,+++,Py) solution of hq



+[ Number of j, 3 < j < «, such thatP; = P; ® A\ @ y
—[ Number of 4,7, 3 <i<a,3<j<aq, suchthatPlzPi@)\:Pj@A@u])

hlyyo =ha — Z ([Z Number of equations P; = P; & )]

(P1,++,Py) solution of hy =3

+[Z Number of equations P = P; & A\ @ p]
i=3

—[Z Z Number of equations Py = P, & A = P; ® A & p))
i=3 j=3

Thus by inverting the > :

(03

By = ha — Z[ Number of (P, ... P,) that satisfy h, plus P, = P; ¢ )]
i=3

«
- Z[ Number of (P, ... P,) that satisfy h, plus P = P, & A @ p]
i=3

+ Z Z[ Number of (Py,...P,) that satisfy h, plus P = P;&X = P dp] (1)
i=3 j=3

Evaluation in O(5%)
From (f), we get immediately this evaluation in O(5%):

Theorem 11 h, — 2(a — 2)h), < hj, 5 < hg.

Theorem 12 (Approximation in O(5;) for %)

(1— 2a )ha+2 ' ho2
2n —2q’ on = Tet2 = on_9q
Therefore, we also have:
2a h

Yo gy o e

e _ e
( 2n —2q’ 2" T Y T 2n _9¢

Proof. From theorem 11, hy — 2(a — 2)h), < h,, 5 < hq (1). From theorem
5, (2" — 2a)ha < hage < 2%he  (2). From (1) and (2): b, < hg o < ot

—2a-
Therefore, from (1) and (2) again: (1— 2n2_a2a) 2},1‘1*22 <hiyo < 2ZE”_+22Q as claimed.
We will now obtain a more precise evaluation of A, 5. The number of (P, ..., Py)

that satisfy hy plus P; = P; & X is a value h/, except if P, = P; & )\ is not com-
patible with P; © Py = \(;), i.e. except if A\;y = A, or A¢;y = A @ Ao. Therefore
we can write:

Z[ Number of (Py,... P,) that satisfy h, plus Py = P; @ A

i=3



= (a — 2 — [ Number of i, 3 <14 < a,such that Ay = A]
—[ Number of i, 3 <i < a,such that A\ = A ® Ao])hy,

We recall that this is a simple notation to denote a sum of such h., values, but
these values h/, can be different. Similarly,

e}

Z[ Number of (Py,... P,) that satisfy h, plus P = P, & A @
i=3

= (a — 2 — [ Number of i, 3 <i < a,such that A\;) = A & p
—[ Number of i, 3 <i < a,such that A\;) =A@ Ao ® p])h,

Now we have to evaluate

> > [ Number of (Py,... Pa) that satisfy hq plus Py = P& = P;@Adp]  (tf)
i=3 j=3

Case 1. 7 and j are in the same block

Then P; © P; = Ay, Pr = P;® A, and P; = P; © Agy1. This is possible if and
only if A;y = Agy1, and then X # Ay and A # A\g @ Ay, since by hypothesis
A# pand MA@ A\g @ pu # 0. Here when 1 is fixed then j is fixed since ¢ # j and ¢
and j are in the same block. The contribution of these terms in (#) is therefore
exactly: [ Number of i, 3 <14 < a,such that Ay = p] - hy,.
Case 2. i and j are not in the same block.

Then the equations hq, Py = P;®& A = P;®A® i create a block of 6 indices, with
values < «, linked with equalities. We denote by .S the set of these indices, and
by 1,2, 7, ¢, j, 7/, these indices. Since they create a connection between P; and
P;, the 2 equations P, = P; ® A and P, = P; © A @ i cannot be a consequence
by linearity of the equation (A), and P; = P; ® A cannot be a consequence by
linearity of (A) plus Py = P; @ XA @ p. Therefore, the system will be linearly
compatible, and we will be able to denote the number of solutions by a value
R, if and only if for these 6 indices of S, we did not create a collision.

The creation of a collision on the variables (Pi, P, P;, Py, P;, Pj) means
here one of these 7 equalities, since the other collisions are impossible due to the
choice of A # Ao, A # p, A # Ao @ p. and all the A; values # 0. (cf Figure 5).
@) = A (P = Pr).

. /\(Z-) =A® A (P = D).

Ay = p (P = Pj).

AG) =S A (P = P).

. )‘(j) =ud AB )\0 (Pj/ = Pg)

AG) = w (P = P).

A(z EB)\]) = U (PZI :P/)

We denote by S the set of these 7 equalities. Let

N oUW N e

M'={(i,j), 3<i<a, 3<j<a,iand j not in the same block,

such that none of the 7 equalities of S are satisfied }

Then, from all the cases above we can write:



Fig. 5. The relations in S.

Theorem 13
Poro = ha + [—200+4 4 ( Number of i, 3 <i < o such that Ay = \)

+( Number of i, 3 <1i < o such that Az = A @ \o)
+( Number of i, 3 <i < a such that Ay = X\ © )

+( Number of i, 3 <i < a such that Ay =A@ p® Ao)

+( Number of i, 3 <i < a such that Ay = p)|hi, + Z hl
(ij)EM’

Examples

We can verify with this theorem some of the hj values give, in Appendix A. For
example 3 of Appendix A (with A = A2) we have hi = 2"(2"—6), hy = 2™(2"—4),
no hj values exist, and Theorem 13 gives here: h = hy + (—8 + 4+ 2) - 2™ as
expected. All the other examples of Appendix A can be verified similarly.
Evaluation of |M'|

[M'| = (o — 2)(a — 4) — Number of (i,5), 3<i<a, 3<j<a,iandj
not in the same block, such that at least one of the 7 equalities of S

is satisfied

Now if A(;) is fixed from one of the equation of S, for i we have at most 24 + 2
possibilities, and for 7 when ¢ is fixed at most (o — 4) possibilities. (Similarly
when A(;)) is fixed. So [M'| > (o —2)(a — 4) — 7(2A + 2)(a — 4), and therefore:

Theorem 14 |M'| > a? — 14Aa — 20a.



D Security when &,,,.. = 2 and a* < 23"

We have see that

Jore (220 — 2720+ 1) + afa + 1))

oo 2 Hy
J

(cf Property (8f) of Appendix B.). From Theorem 8&:

haJrQ o 2x ’
o = ha(l— o + 7 — > h(kD) (2
(kl)eM

From Theorem 10:
|M| > a? — 4o — 2Aa — 45 (3)

From Theorem 13:

M 1 -
he 20 = 27(27 — 2a)
So if a < 2-, we can write i — 5 > 53¢ (4). Therefore from (1), (2), (3), (4)

we obtain:

2
a‘—4a—2Aa—4da 4o
Ha+2 > 1-— 2n + 2n + 22n ( 21L) Ha

= 2
Ja+2 1— 2(;1—1 4 oc22+”a Ja

Now, as we have already mentioned, we can always choose the ordering of the
indices such that § = A. For this we just choose o + 1 with a value A(,41) that
gives the larger §. Then, when § = A, gf > M Sa< % (or § =0), and

we can assume o < % Then

2 —4 4a8
Hoc+2 > (1 - 2% + a22na - 2?1; )Ha
— — 2
Jato 1+ =22=1 4 acta 7,
H 1 _ Sa _ 4a®

a+2 3w —20n —gon \Ha
> (1 )2

1+—20¢ 1+ a’4a

Ja+2 - on

Therefore by induction on « we have:

Hyto 403 a? a/2 Ha
2 gmnom) ) T

JO&+2 on

This shows that “*2 > Ij‘* if a® <« 22" and it shows that H, is always very

near J, if a* <« 23" i.e. it gives security when o* < 237,



E Relation between h! and h, when £, = 2

Theorem 15 hl, o = ho + (—2a +T)h), + Z(m)eM, < hl
with 0 < T < 10A + 14 and o® — 20 — 14Aa < [M'|(a — 2) (o — 4).

Proof. This comes immediately from Theorem 13, since
( Number of i, 3 <i < a, Ay =) <24 +2

( Number of i, 3 <i < a, Aj) = AD Ag) <24 +2

( Number of i, 3 <i < a, A\j) =ADp) <24 +2

( Number of i, 3 <i < a, A\j) =A@ p® Ng) <24 42
and ( Number of 4, 3 <7 <, A\ = p) <24 42

Theorem 16 (“Central Theorem”)
If a < %, then

Pt he hl, 26A + 30
[Hopa = 5| < 200h, = S|+ a?|h = S+ haga (=5

Remark. We call this theorem the “Central Theorem” because from it, as we
. 2 3

v ho|in O(&)be, O(5 )b

etc. O(;W)g—f; for any integer k and it is the decisive step to obtain explicit

security bounds in O(g5;) for the Theorem P; @ P;.

Proof of Theorem 16 From Theorem 8 and Theorem 10 we have:

ha_t,_g 2 20 1 /
=ha(l= o+ ko > h

on ( on + Qn) + on «a
(k,l)eM

will see, we will be able to obtain evaluations of |h/, —

with a? — 4a — 6Aa < |M| < a(a — 2). Moreover, M’ C M since we have
p = Agy1 and the 7 conditions S contain the 3 conditions: Ay = u, A\;) = p
and Ag) @ Ag) =

MA\M' Cc{(i,j),3<i<a, 3<j<a,
7 and j not in the same block such that

)\(i):/\a OI‘)\(i):)\@)\o, or)\(j):u@)\, or)\(j):,u@)\@)\o}

Therefore, |IM\M'| < (8A+8)(a—2). From the Theorem 15 and these properties,
we can write:

h h 26
/ a+2 / o /
ha+2 —_ 2” = *20[(}10‘ — 27) +Tha — ﬁha
h! h!
1
t 2 hmgnt 2 o
(i,7)eM’ (k,lye M\ M’

Therefore L L W
/ a+2 / fe] ARNZ] «
— < - ——



A h!
+(10A + 14) Ay, + ——ho + (84 + 804)—’1

Moreover, from Theorem 4: h, < Jhatz o114 from Theorem 11: hl, < hats

2" 2« 27 —2a)2"
Now if a < 2 and we obtain Theorem 16.

% @y < o

2

Theorem 17 (Approzimation in O(g5))
If a < %, then:

he 52 26A + 30
[ C—

[ :
| o on ! — (2”—204)3 22n

Jha

Remark. Here the approximation is said to be in O( 2‘%‘;), and not in 0(20‘721)
because g—n is one of the term, and if we put in factor we will have coefficients

in O( 2).

Proof of Theorem 17. From Theorem 11 we have already found an approximation

for |hl, — | but only in O(5x): |hi, — “ < 2n27a2a - gn For |h! — h—| we

hl
also have the approximation in O(5%): |h” — —| < 22— . 2= Here an even
—a(x

less precise approximation will be enough: |/ — 2—ﬂ| < sup(h, 2;’) Now with

ho < 2}:1”22 (cf Theorem 4), h;, < gnhfga < (2532)2 (cf Theorem 12) and

similarly bl < (2}“’%)3 We obtain from Theorem 16 (i.e. “Central Theorem”):

hoz+2 2 ha+2 OLQha_;,_Q 26A + 30
|ha+2 on | = Oé((2n _ 20[)2) on (2n . 20[)3 + h0¢+2( 22n )

Therefore by changing o + 2 by «, we obtain Theorem 17.

Application. From an evaluation in O(5%) for A /hm we have seen how to
obtain H, > J, for a3 < 22" and security for a* < 23" (cf Appendix D).
Similarly, from Theorem 17, i.e. an evaluation in O(;;—i) for hl,/ha, we obtain
H, > J, for a* < 23" and security for o® < 2%

More precise evaluation

We can continue this process to get security in o < 2°", a” < 25" etc. From our

approximation in O(;;—i) for h!,/he given by Theorem 17 and the approximation
in O(5) for hy,/h, given by

2a0 R,

h//_i
| ‘_2"72042”

the central Theorem 16 will give us an approximation in O( 2‘?31) for h.,/he. More

generally

26A + 30

2T| + ha+2<2T> (#)

(w—1] (p—1] h[olf]

hl 5
nltl, — R | < 2afnl) - 28| 4 0ty

is valid for all i as long as it remains some blocks with only 2 variables, i.e. as
k
long as u < §. We can generate like this approximations in O(g:) for A, /hq



with larger and larger k. Moreover, we need only to achieve a formula for k =n

. k+1 n .. .
since G < g for k =nif a < 27 Therefore, the condition y <  is not

a problem since a > /2" and we only need p < n. More precisely, from the
central Theorem 16 and its variants (f) we obtain (from the geometric series in
5 and ;n)

Theorem 18 Vk, 1 <k < S -1, ifa < %

he 92k ok 26A
= 521 < o L
(2" = 2a)M (1 = 5% — o5)  220(1— 5% — 35%)

Therefore, if a < —n and k> n

h he 20 52A + 60
= 9n (27n + on )

Moreover, if we remember that T > 0, the terms in A can only be negative at

the second stage, with terms in 5, and we have:

ha 200 H2Aa + 60«

/
ho 2 5= 5on = ————)
h 62a 52A«
’ a
Mo 2 501~ 5o = o)

Applications.

At last, we can now use the analysis done in Appendix B with the “ h., property”.
We have obtained this h!, property with A = 0, B = 62, and C = 52 (cf
Theorem 16) Therefore, from section 6, we know that H, > J, if a < 22

64+C
and o < = A 5 Lhis gives here: o < ?5—7 We have finally proved Theorem 3

of Section 3 (i.e. Theorem P; & P; with &4, = 2) for « < 2. This is just the
precise bound we were looking for instead of just o < 2.
Now for our initial problem for f(z(|0) & f(x[|1) with f €r By, we have proved

Theorem 1 with AvdPRF < 221 if ¢ < 2—7 (Because if ¢ < %—;7 and all the b;
|B.|

values are # 0, then H > 5% and we can apply Theorem 2 of section 2 with
a=0and =)

F General properties for any &4z

he is by definition the number of P, ---, P, pairwise distinct, elements of I,
and solution of (A), where (a) is a system of equations P, ® P; = \,. We say that
P; and P; are “in the same block” if when P; is fixed, then P; is fixed from the
equations of (A). We denote by &4, the maximum number of P; in the same
block. The idea is to evaluate h, by induction on the number of blocks, i.e. to
evaluate hoy¢ from hy, where hq¢ is the number of Py, - -+, Py, Poag1,- -+, Paye
pairwise distinct, elements of I,,, solution of (A) and solution of this block of



(€ — 1) equations Pyy1, -+, Pate:
Poto = Poy1 ® A,
Pa+3 = Pa+1 @)\/3,

Pa+§:Pa+1@)\I§

(f S gma$)~

We will say that Py,---, P, are solution of h, when they are solution of (A).
We start from a solution Py, ---, P, of (A) and we want to complete it to get
the solution of hq4¢. For this we have to choose * = P11 @ P, such that z will
not create a collision P; = Poq1 or Pj = Pyio, -+, Pj = Py, 1 < j < . This
means: £ G Py # P, c® N, & Py # P, -+, x@/\’g@Pl #P;j,1<j<a So
this means = ¢ V with V = (JS_, V4, with V; = {P, @ X, ® P;,1 < j < o} (by
convention we define \i = 0). We have Vi, 1 < i < &, |V;| = a (since the P}
values, 1 < j < «, are pairwise distinct).

VI = 1Uisy Vil = S Vil = X3 Vi n Vil + Sl Vi NV 0Vl + o+

(-1

VNNV

So
ot = > @=wD
(P1,-++,Py) solution of hq
So we have:
Theorem 19
3
hae = > (2" —at Y Vi, Vil
(P1,-+,Py) solution of he i1 <io
£
- Z Vi, N Vi N Vi |+ + (=15 Vin--- N V)
11 <i2<i3

When i; and iy are fixed,

Now when we add to (A) the equality P; © Py = | © A}

Case 1

Case 2

Vi, NV, | = Z Number of Py, ---, P, solution of h,
1<j<a,1<j' <
plus equation P; & Pjr = X & \j

in> 3 Cases can occur:

i, ®N;, = P;®P; was already an equation of (A). Here this means \; ®\], =
A; for all value i, 1 < i < a. Remark: )\;1 @ )\;2 = )\; creates 2 collisions in
Vi,NVi,: it creates \; @P1@P; = N}, ®Pi®©P; and \{ ®PiOP; = X[, GPIOP;.
i, @ Aj, = P; @ Pj is in contradiction with the equations of (A). This can
come from the fact that P; @ P; = A\ is in (A) and A\x # A}, @ Aj,. Or
this can come from the fact that P; @ Py = Ay is in (A), P; & Pjr = A\j»
is in (A), so from P; @ P; = \], © \j, we get Py = \ju © X, © A\, @ P,
Py = N @ )\;1 &) )\;2 D Pj7 and P, @ Pj/ = A\ D )\j// D )\;1 D )\;2 This is
impossible if ], @ X, = \jr, i, @ X}, = Ay or A}, @A), = Ay @ Ajw, since
the Py values are pairwise distinct.



Case 3 The equation A}, © )], = P;® P; is not in contradiction with the equations of
(A), and is not a consequence of the equations of (A). We will say that this
case is the “generic” case, and we will denote by A/, the number of Py, - - -, P,
solution of (A) and Aj @ A, = P; © P; when we are in such “generic” case.

The value of h/, is dependent on the \; values. We see from Theorem 19 that we
can proceed for any &, exactly as we did for &4, = 2, i.e. we can compute
hate from he and the hl, values. The main difference, however, is that now all
the blocks, except one: the block with the extra equations of A/, can have up

to &mas variables instead of 2 variables. This is why in Theorem 6 the condition

(Emaz — Da < 2—; will occur, instead of o < % for Theorem 3.

ha

G Two examples for h], — 32

Example 1

In this paper we proved that H, > J, if &paea < 2™, However, even for &4, = 2
we do not claim that b/, > ’2‘—;’; is always true. When A is very large and when
the extra equation in A/, has an exceptional A (with § = 0 for this A) then maybe
hl, < %2 when o > O(v/2"). For example, this is the case in Figure 6.

[
[
. [
[
[

A2

Fig. 6. An example where h), < g—;‘{ may be possible.

In this example, A is not present in h,, and is present only once in A/, with
about 50% A, about 50% A2, and only two ;. Here A1, A2, Ay do not satisfy
any special relation but A is chosen such that A = Ay @ Ay @ A;1. If we use the



central theorem for &4, = 2 (cf Appendix D), with Py1o @® P,y1 = A1, then in
this example § ~ g ~ £ and |[M\ M| is in O(«). In fact, no connection in A; can
be made from the block S of A, so for a > /2" we may have h, < 4. If this is
true, it would in a way explain why the analysis of systems of linear equalities
and linear non equalities is so complex: a simple property such as h/, > Z” would
be true on most, but not all cases.
Example 2

Let compute example 1 in the case of only 8 variables. (This will give us an
example of what we did in the main body of this paper).

hi hs
g B
Ag I Ag
A=2A1 D A2 D Ay
Ag I Ag
[ > [ >

Computation of hg from P, ® Pyy2 = )¢
Here o =6, 6 = 1,|M| = 8. 28 = h(1— 22 + 2Z) + £ hf,. With hg = 2"(2 — 6)
and hjy = 27(22" — 122" + 40) it gives: L& = 237 —22.22" 4 168. 2" — 448.
Computation of hg from P, 1 ® P,i2 = A1
Here o = 6,0 = 0,[M| = 24. 2% = ho(1 — 12) + Sh + SnP. With he =
27(2" — 4)(2" — 6), hg® = 2"(2" — 8) and h¢ = 2"(2" — 6). Therefore : 2 =
237 _922.9227 1 168 - 2™ — 448. We obtain the same value as above as expected.
Computation of hj
Here o = 6,6 = 0,6’ = 0, A = 1, [M’| = 0. Therefore [M \ M'| = 24. Iz =
he(1 — 22) + 0. Here “+ 0" since it is not possible to connect two blocks in Ay
(it would create a collision). hy = 2™(2"™ — 8) since in Ay we have no specific

relation. h§ = 23" — 20 - 22" + 96 - 2". Therefore, in this example 2 we have:

h
h’8—2—222-22”—72-2"+448



and we here hj — hG = 22"+ 24 (since hg = 2" (2™ — 4)(2™ — 6)). We see that

he 24 64 1
*27)( *ijﬁﬂL (237))

We can notice some interesting facts on this small example.

e The main term has kept the same coefficient (here 2) in h§ — 2% and in h§ —
This is conform with the central theorem for &, = 2 since (5 =0and ¢ = O

e For the second term we had a modification of =22. This coefficient —24 comes
from —12 — 12 where the first —12 comes from _2% (fixed), and the second —12
comes from |M \ M’| = 24 and here we divide this value 24 by 2 due to the

fact that the first term of hf — ;L—f; is a 2 as we have seen. For example 1, if this

process continues, we may have _22"(% regularly and therefore when oo > O(v/2)
we may have h/, < g‘; as we have said.

In the proof of our main theores in this paper we have avoided this problem
by noticing that here A is large and the dominant term in § has a good effect on
%. Another possibility would have been to notice that in these examples 1
and 2, the value A is used only once, while in our proofs the first connections in
Ap+1 are done for a Agy; that has the maximum J value. This property may be

used to avoid the exceptional cases such as example 1 and example 2. (If §’ #£ 0,
IM\M'| _ 8(a=2)
To2n 22n .

then 2 ﬁ dominates
Still another possibility would have been to notice that in our analysis of
hato we start from h, and need only to compare hq.o with Z (ij)eM hl, for h!,
with an extra equation P11 @® Pyy2 = Ag41, where Mgy was a A value of hqo.
In examples 1 and 2, if we start from h,, we will never get a A, _, value with the

exceptional value A because A\ was not in hg.

H Some general properties of the J, values

By definition, J, = 2"(2" —1)(2" —2) ... (2" — a+1). In this Appendix we will
see some properties of these J, values. We will not need these properties in our
cryptographic proofs but however they are interesting and they illustrate some
of the complexities that we have to face.

Theorem 20

a—1
Ja —gan _ 2(0471)71 Z i) + 2((1 2)n Z Z])
=1

1<i<j<a
=27 N k) 4 (1) T2 a - 1)
1<i<j<k<a

We can also write this like that:

I
-

Jo =Y (F1)F 2P with g = > ivia .. i1

0 1<i1 <ia<...<ip<ig

=
Il



Proof. This comes immediately by developing J,, in powers of 2™.

Theorem 21
. ala—1) o «
n=———=—7"—%
2 2 2
. _ala=1)(@a=2)Ba-1) o' @—&-3;“2 o
2= 24 -8 12 T8 12

 Pla—1)*a—-2)(a—3) 0476 B E 170t B 1703 n a?
3= 48 T8 a8 a8 8 TR

Proof. J, is the number of (Py,...,P,) € I% such that none of the %

equalities P; = P;, 1 < j is satisfied. Let Ey, Es, ..., Fa@-1 be these equalities.
2

Let u = o‘(O‘T_l) Vi, 1 <i<p, A4 = {(P1,...,P,) € I, that satisfies E;}. We

have: J, = 2°" — | UL, A;|. Moreover

m

Uy Al =D A =D AN AL+ ) A0 Ay N Ay

i=1 i<j i<j<k

+.oo+ (D) AI NN AL

Terms in 271

Vi, 1 <i < p, |A;] = 2@~ (because we fix one variable). Therefore, Y1 [4;| =

2@~ and j; = p = @

Terms in 27(*~2)
Here we are looking for terms that gives exactly 2 independent equalities E;. It

could be equalities {g‘l i 1;’ with a, b, k, [ pairwise distinct, or P, = P, = P
k= 11

with a, b, k pairwise distinct. We have @ terms that come from 2, [A4; N
A;|. Moreover we have to subtract to these values the systems of 3 equalities E;
with only 2 independent equalities, such as P, = P», P, = P3, P, = P3. We have

ale—l) cala—l)
ala=D)(e=2) possibilities for these 3 equalities. Therefore jo, = —=C 7 D

ala—1)(a—2 . ala—1)(a—2)(3a—1
( 6)( ).32: ( )(24)( )

as claimed. For j3 we can proceed the same
way, or use the well-known formulas for symmetrical expressions. We see that
when o > /2™ we have:

Theorem 22 When o > /27, the first terms in Theorem 20, 2(¢=F)"j, are

2k
growing n Oéin) - 297 q.e. all these first terms are much larger that J, (in

absolute value). This illustrated by Figure 7 below.

Theorem 23

3
——a_
‘]O( ~aq—+00 Znae 2.22n



Fig. 7. The summation gives J, but many terms are much larger than J,

Proof. Let X =1 (1 — %)(1 — &)...(1 — %31). Therefore, J, = 2"*X.

— 5w b on

InX = g ?:Oln(l—%). Leta:l_glna b=1, f(x):h’l(fl')
1 1 — b—a
- n X aigzof(a—l-z( - )

1 1
—InX ~y 100 / In(t) dt
o 1

—
o7

(tIn(t) —t) =Int+ 1 — 1 = Int. Therefore

1 1
~lnX = [tint—t], .

o' « o
"X =-[1-Yyma- 2y &
LinX = (1 - o)l - o)+ 2]
Moreover, ln(l—l—e):e—%—i—o(e?’)
T L L .
P N P TR T
_2,2271

3 __a?
Therefore, In X ~ — 5%, X ~ e 22" and

3
__a
Ja ~a—+4o0 2" 227

as claimed.



