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Abastract:Abastract:Abastract:Abastract:Many authenticated multiple key exchange protocols were published in recent years.
In 2008, Lee et al. presented an authenticated multiple key exchange protocol based on bilinear
pairings. However, Vo et al. demonstrated an impersonation attack on the protocol , and it failed to
provide authenticity and perfect forward secrecy as they had claimed. Later, Vo et al. proposed
their enhancement protocol conforming which conforms to all desirable security properties. But,
Vo's protocol required any party had held the public key each other, which required a large
amount of storage. In this paper, we propose two new authenticated multiple key exchange
protocols based on Lee's protocol, and makes them immune against Vo et al.'s attacks.
Keywords:Keywords:Keywords:Keywords:Cryptography;authentication;key exchange;security;Bilinear pairing

1111 IntroductionIntroductionIntroductionIntroduction
A key exchange protocol allows two or more parties to establish a shared key which can be used

for encrypting communications over an insecure network. A two-party key agreement protocol is
used to establish a common session key between two parties. Both parties contribute some
information to derive the shared session key. The first key agreement protocol was proposed by
Diffie and Hellman in 1976 [1]. However, the protocol does not enable authentication of the two
parties and thus is susceptible to the man-in-the-middle attack. To solve the problem, Al-
Riyami[2]presented several protocols some of which use pairing. Their protocols assure
authenticity through use of certificates issued by a CertificateAuthority (CA). The session keys are
generated by both short-term keys and long-term keys. The signature of the CA assures that only
the entities which are in possesion of the static keys are able to compute the session keys. Still, in a
certificate system the participants must firstly verify the certificates before using the public key of a
user, which requires a large amount of computing time and storage.
Authenticated key agreement protocols provide authentication of the participating parties and

thus are attractive for practical implementation.In 2001, Harn and Lin[3]proposed an
authentication key exchange protocol which employs the digital signature technique to achieve
user authentication and does not require a one-way hash function.In the protocol,two parties
generate multiple shared keys after running the key agreement protocol.More precisely, if two
parties compute and transmit public keys of Diffie – Hellman protocol to each other,n

then session keys are shared between them. Later, Hwang et al. [4]proposed an efficient2 1n −
authentication key exchange protocol requiring less computation than Harn and Lin’s scheme [3].
Nevertheless, the scheme [4] was broken by Lee and Wu [5]by the modification attack. Recently,
Lee et al. [6]proposed two authenticated multiple key exchange protocols: one is based on ECC and
the other is based on bilinear pairings. These protocols let two parties share not only one but also
four session keys in authenticated manner.However, Vo et al.[7]demonstrated an impersonation
attack on Lee's pairing-based authenticated key exchange protocol. They also showed that, using a
long-term public key of an entity only, any attacker can impersonate the party to agree some
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session keys with another party. Consequently, Lee et al.’s protocol fails to provide authenticity as
they had claimed. Furthermore, they indicated that perfect forward secrecy of Lee's protocol was
not guaranteed. Thus, Vo et al. proposed a simple modification to the protocol which could
withstand their own attacks.
In this paper we examine the two-party authenticated key exchange protocols using pairing

operations from[5,7]. Then, we propose two new authenticated multiple key exchange protocols
based on Lee et al.'s [6]protocol. In contrast to the original protocol, the proposed protocols are
immune against Vo et al.'s key compromise impersonation attack, while being more efficient.
The rest of the paper is organized as follows: Section 2 briefly explains preliminary concepts, i.e.

bilinear maps and the associated computational problems. Section 3 reviews Lee's multiple key
exchang protocol,the attack on the protocol proposed by Vo et al., as well as the weakness of the
Vo's protocol. and analyzes their security. Our proposed protocols are described in Section 4 with
the corresponding security and efficiency discussion. In Section 5, the efficiency comparison of the
proposed protocols and competitive protocol is conducted. Finally, a conclusion is drawn in
Section 6.

2222 PreliminariesPreliminariesPreliminariesPreliminaries
In this section, we briefly describe preliminaries which are needed later in the paper. We give the

basic definition and properties of bilinear pairings, the computational problems which are
fundamental when discussing authenticated key agreement protocols.
2.12.12.12.1 BilinearBilinearBilinearBilinear PairingsPairingsPairingsPairings

Let be an additive group generated by , whose order is a prime , and be a multiplicative1G P q 2G

group of the same order ; a bilinear pairing is a mapq

:e 1 1 2G G G× →

with the following properties :

� Bilinear: for all , and .P 1Q G∈ 1 2
1 2( , ) ( , )c ce c P c Q e P Q=

� Non-degenerate: there exists such that .1P G∈ ( , ) 1e P P ≠

� Computable: given , , there is an efficient algorithm to compute .P 1Q G∈ ( , )e P Q

2.22.22.22.2 ComputationalComputationalComputationalComputational problemsproblemsproblemsproblems
� Computational Diffie-Hellman (CDH) problem: given a triple

1 2 1( , , )P c P c P G∈

for , , find the element .1c
*

2 qc Z∈ 1 2c c P

� Decision Diffie-Hellman (DDH) problem: given a quadruple

1 2 3 1( , , , )e P c P c P c P G∈

for , , , decide whether or not.1c 2c
*

3 qc Z∈ 3 1 2 modc c c q=



3

� Gap Diffie-Hellman (GDH) problem: a class of problems where the CDH problem is hard but
theDDH problem is easy.

Groups where the CDH problem is hard but theDDH problem is easy are calledGDH groups.

3.3.3.3. LeeLeeLeeLee's's's's authenticatedauthenticatedauthenticatedauthenticated keykeykeykey exchangeexchangeexchangeexchange protocolprotocolprotocolprotocol basedbasedbasedbased onononon bilinearbilinearbilinearbilinear pairingspairingspairingspairings
This section briefly reviews the two-party multiple protocol developed by Lee[5], and Vo et al.'s

key compromise impersonation attack on it, and explicates the weaknesses of Vo et al.'s protocol.
Let and be two communication parties.A B

3333.1.1.1.1 Lee'sLee'sLee'sLee's two-partytwo-partytwo-partytwo-party multiplemultiplemultiplemultiple protocolprotocolprotocolprotocol fromfromfromfrom pairingpairingpairingpairingssss
We firstly review Lee's multiple key exchange protocol based on bilinear pairings.
Initiate

Let and be 's long-term private key and long-term public key,*
qX Z∈U ( )Y X P=U U U ( )Cert YU

be the certificate of 's long-term public key signed by a trusted party( )U TP
Ex-massage

:chooses , ,and computes , , ;A 1a
*

2 qa ∈Z 1 1T a P=A 2 2T a P=A 1 1 2 2 1 2( )S a K a K T X T= + +A A A A A A

: ,where is the -coordinate value of .→A B { }1 2, , , ( )T T S Cert YA A A A iKA x iTA

: chooses , ,and computes , , ;B 1b
*

2 qb ∈Z 1 1T b P=B 2 2T b P=B 1 1 2 2 1 2( )S b K b K T X T= + +B B B B B B

: ,where is the -coordinate value of .→B A { }1 2, , , ( )T T S Cert YB B B B iKB x iTB

Co-keys

:A
?

1 1 2 2 1 2( , ) ( , ) ( , )e S P e K T K T T e T Y= +B B B B B B B B

;11 1 1( , )K e a T Y Y= +B A B

;12 1 2( , )K e a T Y Y= +B A B

;21 2 1( , )K e a T Y Y= +B A B

.22 2 2( , )K e a T Y Y= +B A B

:B
?

1 1 2 2 1 2( , ) ( , ) ( , )e S P e K T K T T e T Y= +A A A A A A A A

;11 1 1( , )K e T b Y Y= +A A B

;12 1 2( , )K e T b Y Y= +A A B

;21 2 1( , )K e T b Y Y= +A A B

.22 2 2( , )K e T b Y Y= +A A B
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3333....2222 VoVoVoVo etetetet al.'sal.'sal.'sal.'s key-compromisekey-compromisekey-compromisekey-compromise impersonationimpersonationimpersonationimpersonation attackattackattackattack
Vo et al.[7] demonstrated an impersonation attack on Lee's protocol.[5]. And,they showed that,

using a long-term public key of an party only, any attacker could impersonate the party to agree

some session keys with another party. For example, they analyzed as follows:SA

1 1 2 2 1 2 1 1 2 2 1 2( ) ( )S a K a K T X T a K a K T a Y= + + = + +A A A A A A A A A A

Checking the final equation,any attacker who wants to impersonateAlice could compute directlySA

from Alice’s long-term public key without knowing Alice’s long-term private key. Consequently,
Lee et al.’s protocol fails to provide authenticity as they have claimed.
Furthermore,Vo indicated that perfect forward secrecy of their protocol was not guaranteed.

When attackers know long-term private keys of and , and , respectively, the attackersA B xA xB

easily compute the previous session keys as follows:

( , ) ( , ( ) ) ( , ( ) )ij i j j i j iK e a T Y Y e T a X X P e T X X T= + = + = +B A B B A B B A B A

3333....3333 TheTheTheThe weaknessweaknessweaknessweakness ofofofof VoVoVoVo's's's's authenticatedauthenticatedauthenticatedauthenticated protocolprotocolprotocolprotocol fromfromfromfrom pairingspairingspairingspairings
Based on their observation Vo et al. had just made about why the attacks were feasible, they

proposed that their revised protocol should be modified in a minimal way to Lee's protocol.
Unfortunately, in Vo's enhanced protocol each participant must firstly verify the certificates before
using the public key of a user, which required a large amount of computing time and storage[8].

4.4.4.4. ProposedProposedProposedProposedmultiplemultiplemultiplemultiple keykeykeykey agreementagreementagreementagreement protocolsprotocolsprotocolsprotocols
We note that a distinctive feature of Lee's protocol is that no secure channels between and theTP

participants are assumed. All communication is done over (authenticated) public channels using
public key signature. And, the initialization of Lee is done without any interaction between the

and the participants. In fact, participants may enter or leave theprotocol dynamically; the onlyTP

requirement is that a participant holds a registered public key. And, compared to Vo's protocol, we
try to decrease the requirement for storing public keys.
Based on the above observations, we propose that our enhanced protocols should be modified in

a hybrid way to avoid Vo's attacks.
We now describe the revised protocols,as follows:

4.1.4.1.4.1.4.1. ProtocolProtocolProtocolProtocol 1111
Initiate

Let and be 's long-term private key and long-term public key,*
qX Z∈U ( )Y X P=U U U ( )Cert YU

be the certificate of 's long-term public key signed by a trusted party( ).U TP
Ex-massage

:chooses , ,and computesA 1a
*

2 qa ∈Z

, , ;1 1T a Y=A A 2 2T a Y=A A 1 1 2 2 1 2( )S a K a K T X T= + +A A A A A A
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: ,where is the -coordinate value of .→A B { }1 2, , , ( )T T S Cert YA A A A iKA x iTA

: chooses , ,and computesB 1b
*

2 qb ∈Z

, , ;1 1T b Y=B B 2 2T b Y=B B 1 1 2 2 1 2( )S b K b K T X T= + +B B B B B B

: ,where is the -coordinate value of .→B A { }1 2, , , ( )T T S Cert YB B B B iKB x iTB

Co-keys

:A
?

1 1 2 2 1 2( , ) ( , ) ( , )e S Y e K T K T T e T Y= +B B B B B B B B B

;11 1 1( , )K e a X T Y Y= +A B A B

;12 1 2( , )K e a X T Y Y= +A B A B

;21 2 1( , )K e a X T Y Y= +A B A B

.22 2 2( , )K e a X T Y Y= +A B A B

:B
?

1 1 1 2 2 2( , ) ( , , ) ( , )e S Y e T K T K T e T Y= +A A A A A A A A A

;11 1 1( , )K e T X b Y Y= +A B A B

;12 1 2( , )K e T X b Y Y= +A B A B

;21 2 1( , )K e T X b Y Y= +A B A B

.22 2 2( , )K e T X b Y Y= +A B A B

4.1.1.4.1.1.4.1.1.4.1.1. SecuritySecuritySecuritySecurity analysisanalysisanalysisanalysis
The security of Protocol 1 is based on the difficulty of computing the discrete logarithm

problem and the Diffie–Hellman protocol. We will firstly discuss that an adversary is not able to

derive the secret keys using the transmitted messages and{ }1 2, , , ( )T T S Cert YA A A A { 1 2, ,T TB B

. An adversary would have to separately compute and from and}, ( )S Cert YB B XA ia ( )Y X P=A A

which would be equivalent to solving the discrete logarithm problem. The same( )i iT a Y=A A

applies when the adversary tries to find private key from .SA

Additionally, we will show that Protocol 1 satisfies the security properties described in Section
3.2 and thus keeps merits of the original protocol.
Key-compromise impersonation. Let us consider the following scenario: 's secret key is disclosed, anA
adversary obtains the secret key and tries to impersonate to . She would have to computeB A

to impersonate and it must be computed using 's shotr-term( , )ij i jK e a b X Y Y Y= +A B A B B A
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key which the adversary is not able to compute from since she would have to solveia ( )i iT a Y=A A

the CDH problem.

Perfect Forward Secrecy. Let us assume the secret keys and are disclosed and the adversaryXA XB

tries to compute the key .In order to be able to compute the key, the( , )ij i jK e a b X X P Y Y= +A B A B

adversary would have to compute or .For this purpose she would have toi ja X TA B   j ib X TB A  

know or which she cannot derive as it would be equal to solving the bilinear discrete logarithmia jb

problem. Therefore the proposed protocol provides perfect forward secrecy.
4.2.4.2.4.2.4.2. ProtocolProtocolProtocolProtocol 2222
In this section we describe the second proposed protocol, namely Protocol 2.
Initiate

Let and be 's long-term private key and long-term public key,*
qX Z∈U ( )Y X P=U U U ( )Cert YU

be the certificate of 's long-term public key signed by a trusted party( )U TP
Ex-massage

:chooses , ,and computes , , , ;A 1a
*

2 qa ∈Z 1 1T a P=A 2 2T a P=A 1 1 2S a X a= +A A 2 2 1S a X a= +A A

: .→A B { }1 2 1 2, , , , ( )T T S S Cert YA A A A A

: chooses , ,and computes , , , ;B 1b
*

2 qb ∈Z 1 1T b P=B 2 2T b P=B 1 1 2S b X b= +B B 2 2 1S b X b= +B B

: .→B A { }1 2 1 2, , , , ( )T T S S Cert YB B B B B

Co-keys

:A
?

1 2 1 2 1 2( , ( ) ( )) ( , )e P S S P T T e Y T T+ − + = +B B B B B B B

;11 1 1 2( ( ), )K e a X S P T Y Y= − +A B B A B

;12 1 2 1( ( ), )K e a X S P T Y Y= − +A B B A B

;21 2 1 2( ( ), )K e a X S P T Y Y= − +A B B A B

.22 2 2 1( ( ), )K e a X S P T Y Y= − +A B B A B

:B
?

1 2 1 2 1 2( , ( ) ( )) ( , )e P S S P T T e Y T T+ − + = +A A A A A A A

;11 1 2 1(( ) , )K e S P T X b Y Y= − +A A B A B



7

;12 1 2 2(( ) , )K e S P T X b Y Y= − +A A B A B

;21 2 1 1(( ) , )K e S P T X b Y Y= − +A A B A B

.22 2 1 2(( ) , )K e S P T X b Y Y= − +A A B A B

4.2.1.4.2.1.4.2.1.4.2.1. SecuritySecuritySecuritySecurity analysisanalysisanalysisanalysis
As in Protocol 1, the security of Protocol 2 is based on the difficulty of computing the bilinear

discrete logarithm problem and the Diffie-Hellman protocol. First let us show that it is impossible
for an adversary to derive the secret key if she eavesdrops on the transmitted

messages and .As has two unknown{ }1 2 1 2, , ,T T S SA A A A { }1 2 1 2, , ,T T S SB B B B i i jS a X a= +A A

variables and which are determined by , the adversary would have to separately1a 2a A

compute and from and . Hence, it is equivalent to solving the bilinear1a 2a 1 1T a P=A 2 2T a P=A

discrete logarithm problem.

Noticing and , the protocol 2 is actually identical with thei j iS P T a Y− =A A A i j iS P T a Y− =B B B

protocol 1.So, the protocol 2 has identical security as the protocol 1.

5.5.5.5. EfEfEfEffififificiencyciencyciencyciency comparisoncomparisoncomparisoncomparison
In this section we compare the efficiency of the proposed improved protocols and Lee's

authenticated key agreement protocol.
The efficiency comparison is summarized in Table 1. The comparison includes operations which

have to be carried out by each party and is divided into the following groups:
• Modular data addition( )and modular point addition( ) are computationally less expensive.Da Pa
• Modular data-point multiplications( ) and pairing computation( ) are more expensive andDPm e
thus have greater impact on the efficiency of the protocol.

Table 1 Computation effort per user

From Table 1 we can observe that Protocol 1 is the same efficient as Lee et al.'s original protocol,
and it avoids Vo et al.'s attacks. Protocol 2 is even more efficient the Lee's protocol; i.e. any user
has to compute bilinear pairing computation.2
6.6.6.6. ConclusionConclusionConclusionConclusion
We have proposed two new authenticated multiple key exchange protocols: the first protocol

denoted as Protocol 1 is based on CDH problem from bilinear pairings and sanitizes the weakness

StepStepStepStep LeeLeeLeeLee[6][6][6][6] OurOurOurOur protocolprotocolprotocolprotocol 1111 OurOurOurOur protocolprotocolprotocolprotocol 2222
Short-term public keys 2DPm 2DPm 2DPm

Verification
3 2 2e Pa DPm+ + 3 2 2e Pa DPm+ + 2 3e Pa DPm+ +

Key computation (iff one key) e DPm Pa+ + e DPm Pa+ + 2e DPm Pa+ +
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which leads to Vo et al.'s key compromise impersonation attack.We have shown that Protocol 1 is
the same efficient and at the same time conforms to all the desirable security properties.
Furthermore we have proposed an efficiently improved protocol based on Lee's protocol denoted as
Protocol 2. It is more efficient than the original protocol, while keeping all the security merits. The
efficiency advantages of both proposed protocols are considerable, while conforming to all the
desirable security properties for authenticated key exchange protocols.
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