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Abstract

Recently, Liu et al. proposed the first certificateless signcryption scheme
without random oracles and proved it was semantically secure in the standard
model. However, Selvi et al. launched a fatal attack to its confidentiality by
replacing users’ public keys, thus pointed out this scheme actually doesn’t
reach the semantic security as claimed. In this paper, we come up with a
rescue scheme based on Liu et al.’s original proposal. A Schnorr-based one-
time signature is added to each user’s public key, which is used to resist
Selvi et al.’s attack. In addition, according to the mistake made in Liu et
al.’s security proof, we also show that our improvement is really secure in
the standard model under the intractability of the decisional bilinear Diffie-
Hellman assumption.
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1. Introduction

Signeryption, originated with Zheng [1] in 1997, is a cryptographic prim-
itive that combines the functionality of a public key encryption scheme with
that of a digital signature scheme. It therefore must provide both privacy
offered by an encryption scheme and authenticity required in a signature
scheme. Along with the concept, an efficient signcryption scheme was also
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displayed in [1]. However, it’s more than a decade later that formal security
treatments for signeryption schemes were appeared [2-4].

The concept of identity-based cryptography (IBC) was introduced by
Shamir [5] in 1984. Its basic idea is that the users can choose arbitrary
strings, such as their email addresses or other online identifies, as their public
keys, and the corresponding private keys are created by binding the identities
with a master key of a trusted Private Key Generator (PKG). Thus, it elimi-
nates much of the overhead associated with key management in conventional
public key infrastructure. The identity-based signcryption (IBSC) scheme
was initially presented by Malone-Lee [6], but it was indicated by Libert and
Quisquater [7] that it was not semantically secure. Later, a number of IBSC
schemes were appeared(e.g. [8-11]), most of which were proven secure in the
random oracle model proposed by Bellare and Rogaway [12]. Although the
random oracle methodology leads to the construction of efficient and prov-
ably secure schemes, it has received a lot of criticism. It has been shown that
when random oracles are instantiated with concrete hash functions, the re-
sulting scheme may not be secure [13-16]. As a consequence, an IBSC scheme
without random oracles was constructed by Yu et al. [17] and claimed to be
secure in the standard model. However, it was revealed by Jin et al. [1§]
that Yu et al.’s IBSC scheme [17] was not semantically secure because the
signature of the message was visible in the signcryption ciphertext, and a
rescue scheme was also provided, which was shown to be secure under the
intractability of the decisional bilinear Diffie-Hellman (DBDH) problem [18].

Certificateless public key cryptography (CLPKC), initiated by Al-Riyami
and Paterson [19] to eliminate the key escrow problem in IBC, represents
an interesting and potentially useful balance between IBC and conventional
public key infrastructure based on certificate. Its main idea is that a user
combines two components to form his private key: one component is the
partial private key generated by PKG with the master key, and another
component is the secret value chosen by the user himself. In addition, a
public key derived from the user’s secret value should also be published,
but it needs no certificates to authenticate its validation. Thus, CLPKC
avoids the inherent escrow problem of IBC and yet not requires certificates
to guarantee the authenticity of public keys. Due to this diploid advantage,
CLPKC has received a significant attention, e.g. [20-31].

Certificateless signcryption (CLSC) is a cryptographic primitive that de-
signs signeryption schemes in the CLPKC system, and several CLSC schemes
have been produced until now (e.g. [25, 26, 31, 32]). So far as we know, Liu
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et al.’s proposal [31] is the only CLSC scheme whose security is considered
in the standard model. However, Selvi et al. [33] launched a fatal attack to
its confidentiality by replacing users’ public keys, and indicated it actually
doesn’t reach the semantic security as claimed.

In this paper, in order to fill in the gap of the security for Liu et al.’s
CLSC scheme, some amendments are made mainly in its algorithm of User-
Key-Generate. A Schnorr-based one-time signature is added to each user’s
public key, which efficiently prevents the improved scheme from Selvi et al.’s
attack. According to the mistake that Liu et al. made in their proof, the
security of our proposal is also analyzed. It is shown that the improvement is
indistinguishable against adaptive chosen ciphertext attacks and existentially
unforgeable against adaptive chosen message attacks in the standard model
under the intractability of the DBDH problem.

The rest of this paper is organized as follows. Some preliminaries are
given in section 2. Liu et al’s CLSC scheme is recalled and the attack on
its confidentiality is described in section 3 and 4, respectively. In section
5, an amendment to this CLSC scheme is brought forth and its security is
reconsidered in the standard model. Ultimately, some conclusions are drawn
in section 6.

2. Preliminaries

In this section, we review some basic concepts, including the bilinear
pairing and complexity assumptions [31].

Definition 1. Let G and G be two multiplicative cyclic groups of order p
for some large prime p, and g be a generator of G. the map e : G x G — Gr
is said to be a bilinear pairing if the following conditions hold true: 1) for
all a,b € Z, we have e(g%, ¢°) = e(g,9)®; 2) e(g,g) # lg,; 3) e is efficiently
computable. (G,Gr) are called to be bilinear groups if a bilinear pairing can
be constructed on them.

Definition 2. Given a couple (g € G, A = g%) for some unknown a € Z,
where G is a multiplicative cyclic group of prime order p and ¢ is a generator
of G, the discrete logarithm (DL) problem is to compute a. The advantage
of an algorithm % in solving the DL problem is defined as Pr[%¢(g, A) = al,
where the probability is defined over the randomness of choosing A. The
(¢,t)-DL assumption is that no t-time algorithm has at least an advantage €
in solving the DL problem.



Definition 3. Given a triple (¢ € G, A = ¢* B = g°) for some unknown
a,b € Z,, where G is a multiplicative cyclic group of prime order p and g
is a generator of G, the computational Diffie-Hellman (CDH) problem is to
compute g?°. The advantage of an algorithm % in solving the CDH problem
is defined as Pr[¢(g, A, B) = g*°], where the probability is defined over the
randomness of choosing A and B. The (¢,t)-CDH assumption is that no
t-time algorithm has at least an advantage € in solving the CDH problem.

Definition 4. Given a quadruple (g € G, A = g% B = ¢*,C = ¢°) for some
unknown a,b,c € Z; and an element Z € Gy, where (G,Gr) are bilinear
groups of prime order p, g is a generator of G and e is a bilinear pairing
on (G,Gr), the decisional bilinear Diffie-Hellman (DBDH) problem is to
decide whether Z = e(g, g)®¢ or not. The advantage of an algorithm % in
solving the DBDH problem is defined as 3|Pr[¢ (A, B,C,e(g, 9)*) = 1] —
Pr[¢(A, B,C, Z) = 1]|, where the probability is defined over the randomness
of choosing A, B,C and Z. The (¢,t)-DBDH assumption is that no ¢-time
algorithm has at least an advantage ¢ in solving the DBDH problem.

3. Liu et al.’s certificateless signcryption scheme

Liu et al.’s CLSC scheme are recalled as follows [31].

Setup: Let (G,Gr) be bilinear groups of order p for some large prime p,
g be a generator of G, and e be a bilinear pairing on (G,Gr). Let H; :
{0,1}* — {0,1}™ be a collision-resistant hash function. PKG randomly
chooses values a,f € Z; and computes g1 = ¢, ga = ¢°. Additionally,
PKG selects two vectors U = (v, uy,ug, -+ ,u,), V. = (V 01,09, ,v,),
whose elements are chosen from G at random. The system parameters are
params := (G, Gr, e, g, g1, 92, U, V, Hy) and the master secret key is g3

Partial-Private-Key-Extract: Let u[i] denote the i-th bit of an identity

u € {0,1}" and % = {iJufi] = 1,7 = 1,2,--- ,n}. PKG uniformly picks

r € Z) and computes d, = (dy1,dy2) = (gg" (u’ 11 ui)T, gr). An entity with
icw

an identity u is given d,, as his partial private key. Particularly, the sender and

the receiver’s partial private keys are denoted as dg = (gg‘ (u’ 11 ui)TS, grs)
1€EUs

and dr = (gg‘ (u/ II ui)m, grR), respectively.

1€EUR
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User-Key-Generate: An entity with an identity v randomly chooses a
secret value z, € Z; and computes a public key pk, = e(g1, ga)™™.

Private-Key-Extract: An entity with an identity u picks 7" € Z; at ran-
dom, and computes a private key
Ty LR ATy ¢
Sku = (Sku,hSku,Z) = ( u71(u/ H uz) 7du,29 ) = (QQ (Ul H uz) 7gt)7
icw icw
where t = ra, + .
Signcrypt: To send a message M € Gp to the receiver with public key
pkr = e(g1,92)"%, the sender picks r” € Z; at random and performs the
following operations.
(1) ComPUte o1 = M-pkr” _ M'€<gla92)er”7 09 = gr/lv 03 = (u/ H Ui)r )
1EUR
and set 04 = skgo;
(2) Compute m = Hy(01,09,03,04,ug, pkr) € {0,1}" and o5 = skg; -
(v' TT v;)" , where m[j] denotes the j-th bit of m and .2 = {j|m[j] =
jes
17j = 1a27"' am}a
(3) Output the ciphertext o = (01, 09, 03, 04, 05).

Unsignerypt: Upon receiving a ciphertext o = (o4, 09,03, 04,05), the re-
ceiver does as follows.

(1) Compute m’ = Hy (01, 09,03,04, ug, pkr) € {0,1}™;

(2) Check whether the equality

e(os, 9) = pks - e(u H ui, o4)e(v' H vy, 09)
i€us je’
holds or not, where m’[j] denotes the j-th bit of m" and .#Z" = {j|m'[j] =
1,7 =1,2,--- ;m}. If not, output L; otherwise, compute and output
M <~ 01 6(0'3, SkR’Q)/e(O-Q, SkRyl).

4. Attacking on the confidentiality of Liu et al.’s scheme

Liu et al. [31] proved that their CLSC scheme is indistinguishable against
adaptive chosen ciphertext attacks (IND-CLSC-CCA) under the DBDH as-
sumption. Briefly speaking, given a signcryption ciphertext for some mes-
sage randomly chosen from M, and M, any polynomially bounded adversary
couldn’t determine from which message, M, or Mj, the ciphertext was de-
rived with a non-negligible advantage. Here, two types of adversaries with
different capabilities were considered, which could be described as follows.



Type I Adversary A;: This type of adversary acts as a dishonest user who
does not have access to the master key but has the ability to replace the
public key of any entity with a value of his choice.

Type II Adversary A;;: This type of adversary acts as a malicious PKG
who has access to the master key but cannot perform the public key replace-
ments.

However, Selvi et al. [33] showed that Liu et al.’s CLSC scheme cannot
provide confidentiality against Type I Adversary A;. By replacing the public
key of the target receiver R*, A; can unsigncrypt the signcryption ciphertexts
that R* may receive without his private key. Concretely, the attack goes as
follows. A; firstly chooses 7* € Z; and computes pkr- = e(g, g)", then re-
places R*’s public key with pkg-. After receiving the signcryption ciphertext
o* = (07,0%,0%, 05, 0%) signerypted with this new public key, A can decrypt
it by calculating M « ote(o,g7""), since o = M - pkly. = M - e(g,9)"""
and o} = ¢"" for some value r” € Z,. Therefore, Liu et al.’s CLSC scheme
does not have the IND-CLSC-CCA security in its current version.

5. Our rescue scheme and security analysis

To make up for the flaw in Liu et al’s scheme, we put forward a rescue
scheme and show our improvement is really secure in the standard model.

The amendment to Liu et al.’s scheme [31] is made mainly in the al-
gorithm of User-Key-Generate. Besides the public key pk, = (g1, g2)™, a
Schnorr-based one-time signature should be additionally provided in this al-
gorithm. It is a signature of the message params using x, as the signing key
while (e(g1, g2), pk.) as the verification key, where params is the formulation
of modified system parameters (including the hash function Hy mentioned
below). As suggested by Huang et al.[24], the signature can be generated
applying the technique of Fiat-Shamir transform without random oracles.

In details, we recall the Schnorr-based one-time signature scheme, which
consists of the following algorithms [34].

KG: It is an algorithm that a prospective signer can generate his public key
and associated secret key with the security parameter k as input. It randomly
chooses a string K € {0,1}* and values h € Gr,z,y € Zj, then computes
X =h"Y =hY, and outputs PK = (K,h, X,Y), SK = (K, z,y,Y) as the
public key and the private key, respectively.

SGN: The signer, with the private key (K, z,y,Y’) in hand, computes ¢ =



Hy(K,Y||params), where Hy : {0,1}* — Z7 is a collision-resistant hash
function, and returns z = y+cx mod p as the one-time signature of params.

VF: Upon receiving a signature z, the verifier parses PK as (K, h, X,Y’) and
computes ¢ = Hy(K,Y ||params). It accepts this signature if the equality
h* =Y X° holds; otherwise, rejects it.

As shown by Bellare and Shoup [34], the Schnorr-based one-time signature
scheme is strongly unforgeable under the additional assumption that the
function is collision-resistant.

Now, to apply above signature to the algorithm of User-Key-Generate in
Liu et al.’s CLSC scheme, the entity with an identity u does as follows. Let
K =uh =e(g1,92),r = x, and X = pk, = e(g1,92)". It picks a random
value y = y, € Z; and computes Y = h¥,c = Hy(K, Y |[params),z = y + cx
mod p. Hence, it makes (K, h, X, Y, z) public, which are the entity’s public
key and its corresponding signature. Consequently, whenever the public key
pk, for the identity w is used in algorithms of Signcrypt and Unsignerypt,
the corresponding signature should be verified to be valid, i.e. the equality
e(g1,92)° = Y X holds, where ¢ = Hy(u, Y ||params). As a whole, we briefly
list six algorithms of the revised CLSC scheme in Table 1.

By intuition, the replacing capability of the adversary is greatly restricted
when attacking our revised scheme. The user’s public key could remain to
be replaced, since any adversary could choose a number as the secret value,
compute the corresponding public key and generate the related signature.
However, the adversary who wants to replace a user’s public key must choose
the secret value x/, at first, and then generates new public key as e(gy, g2)* in
a fixed form; otherwise, the adversary should have had the ability of forging
a Schnorr-based one-time signature without knowing the signing key. Let’s
take Selvi et al.’s attack in section 4 as an example. If the adversary chooses
r* € Zy at random and replaces the receiver’s public key with e(g, g)", it is
easy to see that the adversary cannot get the secret value z%. corresponding
to this public key for the intractability of the DL problem, where x7,. satisfies
the equation e(g1, g2)*%* = e(g, g)" and is used to generate a Schnorr-based
one-time signature. Eventually, the associated signature could not be pro-
vided by such an adversary and our improved scheme can be prevented from
Selvi et al.’s attack.

To analyze the security of our improvement more strictly, we first try
to find out what the problem is in Liu et al.’s security proof [31, Lemma
1]. It was shown that their scheme was IND-CLSC-CCA against type I




Table 1: Revised CLSC Scheme

Setup:
params := (G, Gr, e, g, g1, 92, U, V, Hy, Hy), the master secret key is g¢

Partial-Private-Key-Extract:
dy, = (du,17du,2) = (9(21 ('LL/ H Ui)r,gr>
=4

User-Key-Generate:
The secret value is z,, the public key and the corresponding signa-
ture are (K7 ha pku? 1/7 Z) = (U, 6(91, 92)7 e(gla 92>zu7 e(QIJ g2)yu7 Yu + CTy,
mod p), where ¢ = Hy (K, Y||params)

Private-Key-Extract:

Sku = (Sku,ly Sl{}ug) = (df:l (U,, H ui)r,,diggﬂ)
EU

Signcrypt:
Verify the associated signature to the receiver’s public key by checking
if the equality h* = Ypk¢ holds, where ¢ = Hy(K, Y ||params). If not,
terminate; otherwise, output the ciphertext o = (01, 03,03, 04,05) =

(M . e(glagZ)IRT”agT//a (U/ H Ui)rﬁask&g,s}f&l . (U’ H Uj)T )

1€EUR jeH

Unsigncrypt:
If the signature related to the prospective receiver’s public key is
valid and e(o5,9) = pks - e(u’ I ui,a4)e(v’ I Uj,O'Q), compute
i€Us jeM’
and output M « o - e(03, skra)/e(09, skr); otherwise, output L

adversary A; under the intractability of the DBDH problem, and the sketch
of their proof could be described as follows. The core approach is to ”embed”
instances (g, A = g%, B = ¢*,C = ¢° Z) of the DBDH problem into an
algorithm C so that it leads to obtaining a solution to the unsolvable problem,
where C will run A; as a subroutine and simulate a challenger and all queries
for A;. In details, C first setups the system and prepares for answering the
queries that A; may make. After a polynomially bounded number of queries,
C would receive two distinct identities ug+, ur~ and two equal length messages
My, M, chosen by A;j as a challenge to the scheme’s IND-CLSC-CCA security.
In such a case, C returns A; a signcryption ciphertext o* (related to ug- and
ug-) of some message M, randomly chosen from {Mj, M;}. Another round
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of queries similar to the previous might be made and a guess 7' of v should
be submitted by A;. Finally, C outputs a solution to the DBDH problem
according to the guess, i.e., if ¥ = v, C outputs ' = 1 indicating that
7 = e(g, g)%; otherwise, it outputs 3 = 0. Along with the analysis of C’s
success probability and time complexity, the proof is completed. Although
the main thought of Liu et al.’s security proof is incontrovertible, we point
out that the flaw is due to the last criteria for determining the solution
(. In fact, because of the inherent defect in Liu et al.’s scheme, whenever
7 = e(g, 9)™ holds or not, the adversary A; could get what the random bit
~ is as described in section 4. In consequence, A;’s guess v would always
equal to vy even when Z # e(g, g)®¢, thus C’s above judgement is wrong.

For our revised scheme, the security proof goes almost the same as Liu et
al.’s except the mistake they made. The key difference is on the point that
the correctness of C’s declaration would be assured after the Schnorr-based
one-time signature is attached to the user’s public key, where the public key
and the signature are in the form of (pk,, Yy, z.) = (e(g1,92)™, (g1, g2)¥",
Yu + Ho(u,Y,||params)z, mod p).

Specifically, C first follows the same steps of Setup and Phase 1 as de-
scribed in Liu et al.’s proof of [31, Lemma 1] except adding some corre-
sponding Schnorr-based one-time signatures to Request-Public-Key-Query
and Replace-Public-Key-Query. For convenience, we recall some notations
that will be used below.

Let l, = 2(qpp + @p + ¢s + qu) and l, = 2q,, where qup, Gp, ¢s, Gu are
the bounds of partial private key queries, private key queries, signcryption
queries, unsigncryption queries, respectively. k&, and k,, are two integers
randomly chosen by C, which satisfies 0 < k, < n,0 < k,,, <nand [, (n+1) <
Pylm(m+1) < p. X = (221,29, 2,) and Z = (2, 21, 29, - - 2) are two
vectors whose elements are randomly chosen from 7Z;, and 7Z;, , respectively.
Y = (V,y1,y2, - yn) and W = (W', wy,wy, - -w,,) are two vectors whose
elements are all randomly chosen from Z;. Two pairs of functions for binary
strings u and m are defined as follows.

F(u) :x’—luku—i—Z:vi,J(u) :y’—l—Zyl-,

icw icw
K(m) =2"— Lk + Z zi, L(m) = w' + Z w;,
e e

where % and . denote the sets of subscripts whose corresponding bits
equal to 1 for binary strings u and m, respectively. In addition, g; = ¢, go =
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gt = g5 gy o = g5 mEm gt and w; = g3tg%,v; = g5 g for 1 < i <
n,1 <j<m.

Then, A; submits two identities ug«, ug+ and two messages My, M;, and
C returns the signeryption ciphertext o* = (o7, 05,05, 0%, 0%), where o* is
constructed as below. If F'(ug+) # 0 mod [,, C aborts; otherwise, flips a fair
coin v and does the following. Let pks« = e(g1, g2)*s and pkgr- = e(g1, g2)°F
be ug« and ug+’s current public keys, respectively. C retrieves the secret
values g+, rr+- and computes of = Z*"*M,, 05 = C,05 = CIurs) gt =
(gfg)_l/ Fluss) gts*  where tg« is a random number chosen from Z. Let m, =
Hy(o7},0%,0%, 0%, up+, pkgr+), m,[j] be the j-th bit of m, and .Z, = {j|m,[j] =
1,j =1,2,---,m}. If K(m,) # 0 mod p, C aborts; otherwise, sets o} =
(gys™)~tus)/Flus) (/T ui)tS*CL(‘“Y). After receiving the ciphertext o*,

€U
A could continue to malfe the same type of queries as in Phase 1 except the
unsigncryption query for o* under ug«, upg:.

At the end of the simulation, A; outputs a guess 7' of v. If v/ = ~, C
outputs 4 = 1 indicating that Z = e(g, g)*¢; otherwise, it outputs 3 = 0
to the DBDH problem. Since the Schnorr-based one-time signature makes
the form of (replaced) user’s public keys fixed, we have that Z is a random
element of Gr if Z # e(g, g)®¢, thus o* will give no information about the
choice of 7. As a result, we can assure that Z = e(g, g)®¢ if and only if 7/ = v
after A submits his guess 7. We emphasize that it is the main difference
between Liu et al.’s proof and ours. At last, for C’s success probability and
time complexity, it can be analyzed similarly to [31, Lemma 1].

We have shown the IND-CLSC-CCA security against type 1 adversary
Aj of our amended scheme. For the IND-CLSC-CCA security against type
IT adversary and the unforgeability of our proposal, we have the same results
as obtained in [31, Lemma 2 and Theorem 2]. Especially, it’s easy to see
that, if an adversary could forge a signcryption ciphertext which can pass
the verification for our scheme, then the forgery must be an efficient attack
to Liu et al.’s CLSC scheme, so the existential unforgeability security of the
revised scheme is not weaker than that of Liu et al.’s. Thus, under the CDH
assumption, our improvement is existentially unforgeable against adaptive
chosen message attacks.
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6. Conclusions

Liu et al.’s CLSC scheme was said to be secure in the standard model,
but it actually couldn’t resist Selvi et al.’s replacing public key attack. In
this paper, the mistake that Liu et al. made in their security proof has
been discussed, and accordingly, a rescue scheme has been submitted, which
is shown to be really indistinguishable against adaptive chosen ciphertext
attacks and existentially unforgeable against adaptive chosen message attacks
in the standard model.
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