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Abstract
In this paper, we anayze the protocols of Bindu et a., Goriparthi et al., Wang et al.
and Holbl et al.. After analyses, we found that Bindu et a.’s protocol suffers from the
insider attack if the smart card is lost, both Goriparthi et al.’s and Wang et a.’s
protocols can’t withstand the DoS attack on the password change phase which makes
the password invalid after the protocol run, and Holbl et a.’s protocol is vulnerable to
the insider attack since a malevolent legal user can deduce KGC’s secret key Xs.

Keywords. password authentication protocol, insider attack, denial-of-service attack,
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1. Introduction

Authentication protocols provide two entities to ensure that the other party is the
intended one whom he attempts to communicate with and can be examined by using
three factors. type, efficiency and security. Generally speaking, authentication
protocols can be divided into two types. One is password-based that can make a user
be authentic to a remote entity by using his human-rememberable password. And the
other is public key cryptography-based that makes a user can be authenticated by
using his private key instead of password. In a password-based protocol, a user
registers at the remote server to become a legal user for accessing the server’s
resource and the server maintains a password table for authenticating valid users.
However, for avoiding the stolen-verifier attack, the server usually issues a smart card
to the registered user to get rid of storing a password table. Thereafter, the user can
take use of his password and the smart card to logon the server. In a public key-based
system, users have to register at KGC (Key Generation Center) for obtaining their
public keys and corresponding private keys. Then, they can be authenticated by the
intended entity using their private keys. For improving the efficiency of key



management in an authentication protocol, an identity-based cryptosystem is usually
used in which KGC issues a private key to a registering user and uses the user’s
identity as his public key. Asto other efficiency considerations, such as computational
and communicational overhead, researchers generally reduce the computational load
of a protocol by using simple techniques, such as secure one-way hash functions and
symmetric key encryptions, as much as possible. Of course, asymmetric key
encryptions which are less efficient in computations (i.e., RSA, ECC, ElGamal, and
bilinear pairings) are used as well. As for giving thought to the communicational
overhead, researchers usually do their best to reduce the number of passes (for
instance, to only two), since it is the dominant factor in considering the efficiency in a
protocol. The most important feature of an authentication protocol isits security since
it provides two entities to authenticate each other through an insecure network.
Attackers may eavesdrop, modify or intercept the messages to and from in a
communication channel to collect and deduce some meaningful information to
defraud the other party. Hence, the transmitted messages must be dealt with some
techniques to prevent from various attacks, such as password guessing attack,
Impersonate attack, insider attack, man-in-the-middle attack, and so on.

Recently from 2002 to 2010, many studies [1-41] were proposed to secure
authentication protocols. In 2008, Bindu et al. proposed an improved protocol [14] on
Chien et a.’s scheme [3]. Their protocol is a smart card based password
authentication protocol and operates with symmetric key encryption algorithm. They
claimed that their protocol is secure, can achieve user anonymity, and prevent various
attacks, such as replay attack, stolen-verifier attack, password guessing attack, insider
attack, and man-in-the-middle attack. In 2009, Goriparthi et a. proposed a scheme [27]
which is improved from Das et al.’s protocol [2] and can avoid the weakness existing
in Chou et a.’s[5] (also modified from Das et a.’s). Goriparthi et al.’s protocol isaso
a smart card based password authentication protocol and bases on bilinear pairings.
They claimed that their protocol is secure and can withstand replay attack and insider
attack. In the same year, Wang et a. [31] proposed an improvement on Das et a.’s
protocol [2]. Their scheme is a smart card based password authentication protocol as
well and operates with secure one-way hash function. They claimed that their protocol
Is secure and can achieve mutual authentication. Also in 2009, Holbl et al. [40]
improved two identity-based authentication protocols, Hsieh et a. [1] and Tseng et a.
[8]. Their protocols are neither password-based nor smart card based protocols. They
are identity-based public key cryptosystem and operate with ElGamal signature
scheme. Holbl et al. clamed the protocols are not only efficient but also secure.
Although all of the above schemes mentioned claimed that they are secure; however,
in this paper, we found some threats existing in them, correspondingly. We will show



themin turn.

The remainder of this paper is organized as follows: In Section 2, we review and
attack on the protocol of Bindu et a. [14]. Then, we review and attack on the
protocols of Goriparthi et al. [27], Wang et al. [31], and HAlbl et al. [40] in Section 3
through 5, respectively. Finally, a conclusion is given in Section 6.

2. Review and attack on theimprovement of Bindu et al.

In this section, we first review Bindu et al.’s scheme [14] in Section 2.1 then show
the insider attack launched by an insider who is supposed to have obtained another
legal user’s smart card in Section 2.2.

2.1 Review of Bindu et al.’s scheme

There are three phases in Bindu et a.’s scheme: the registration phase, the login
phase and the authentication phase.

In the registration phase, the server S issues to legal user i a smart card which
contains my and I;, where m=H(ID;i® s) DH(s) @ H(PW), 1i=H(IDi®s)®s, and s is S’s
secret key.

When i wants to login to S, he starts the login phase by computing ri=g* (x is a
random number chosen by i), M=m S H(PW), U=M@r;, R=l;Dri= H(IDi® s) B sDri,
and Eg[r, ID;, T] (T is atimestamp, and Eg[r;, ID;, T] is a ciphertext encrypted by the
secret R). Hethen sends{U, T, Eg[ri, ID;, T]} to S.

In the authentication phase, after receiving {U, T, Eg[ri, ID;, T]} at timestamp T, S
computes R= UG H(s)D s =MDri®H(s) Ds =mSH(PW)Dri®H(s)Ds = H(IDiD s)
BH(s)BHPW)BHPW)BriBH(s)Ps = HIDiPs)Pri®s, decrypts ER[ri, 1D, T],
checksto seeif Ts—Tislessthan AT, and compares R with H(ID;i® s) © sr; to seeiif
they are equal. If they are, he sends { T, ER[rs, Ii+1, T} toi, wherer<=¢’ and y is a
random number chosen by S. After that, i verifies the validity of the time interval,
decrypts Eg[rs, ri+1l, Tg, and checks to see if ri+1 is correct or not. If it is, Sis
authentic. Then, i sends { Exudrs+1]} to S, where Kus=rs=g”. S decrypts the message
and checksto seeif the value of rst+1iscorrect or not. If itis, I isauthentic.

2.2 Attack on Bindu et al.’s scheme

If Clost his smart card and the card is got by an insider E, E can impersonate C to
log into S. We show the attack in the following.

For that C’s smart card stores me=H(ID:® s) © H(s) ©H(PW) and |;=H(ID:D s) D's,
and E’s smart card stores me=H(ID:® s) ® H(s) ®H(PWe) and 1e=H(IDc® s) D s,
suppose E gets C’s smart card but doesn’t have the knowledge of PW,, E can choose a



random number x and computes re=g’, V= MmeP® 1B HPWe)=H(s) B s, M=I.BV=
H(IDcD s) D s H(s) ® s =H(IDD s) D H(s) which equals m:© H(PW;), U=M©Dr, and
R= 1:®r.. Then, E masquerades as C by sending {U, T, Eq[rc, IDc, T]} to S. After
receiving the message, S computes R=U® H(s)® s and compares Rwith H(ID:® ) s
Dre. If they are equal, S sends C the message { T, ER[rs, Ict1, T4}. E intercepts the
message, decrypts Eq[rs, rc+1, T¢, and uses rs to compute Kus=rs=g¥. E then can
send a correct message { Exudrst1]} to S, to let S authenticate him as C. In other
words, insider E can successfully launch an insider attack if the user’s smart card is
lost.

More clarity, we demonstrate why R=U®H(s)@ s is equal to H(ID.® s)D sr. by
the following equations.

R=UDH(s)®s
SMDICDH(S) DS s T U=MBr,
Sl DVDIcDH(S) DS oo O M=I.BV
=H(IDcDs) BsDBVDIcDH(S) DS oo " 1=H(ID:Ds)Ds
=H(D:Ds)DsPH(s) DsDrcDH(S) DS e " V=H(s)Ds

=H(IDcDs)DsDre

3. Review and attack on the protocol of Goriparthi et al.

In this section, we first review Goriparthi et a.’s scheme [27] in Section 3.1 then
we demonstrate that it is vulnerable to the DoS attack on the password change phase
which can make the password invalid after their protocol runin Section 3.2.

3.1 Review of Goriparthi et al.’s scheme

In the password change phase of Goriparthi et a.’s protocol, when client C wants
to change his password PW, he keys his ID and PW to his smart card. The smart card
verifies ID (without verifying his password PW) to seeif it is correct. If it is, the smart
card will subsequently receive a new password PW* submitted by C and compute
Reg' o= Regip —h(PW)+h(PW+)= sh(ID)+h(PW*), where Regip= sh(ID) + h(PW) is
stored in C’s smart card, h(") is a map-to-point hash function h:{0,1}*—G;, and G; is
agroup on an eliptical curve. Finally, the smart card will replace Regip with Reg'p.

3.2 Attack on Goriparthi et al.’s scheme

In the protocol, assume that there is an attacker temporarily gets access to C’s
smart card. He randomly selects two passwords PW and PW' as the old and the new
ones, respectively. The smart card will then compute Reg'p =Regp —h(PW)
+h(PW")= sh(ID)+h(PW)-h(PW) +h(PW') and replace Regp with Reg'p. This



would make C’s password PWinvalid.

4. Review and attack on the protocol of Wang et al.

In this section, we first review Wang et al.’s scheme [31] in Section 4.1, then
demonstrate that it is vulnerable to the DoS attack on the password change phase
which can make the password invalid after the protocol run in Section 4.2.

4.1 Review of Wang et al.’s protocol

In Wang et al.’s protocol , C inserts his smart card, keys PW, and requests to
change the password PW to a new one PW*. Then, the smart card computes Ni* = N;
GHPW)DOH(PW+) and replaces Ni with Ni*, where Ni=H(PW)® H(X) is stored in
C’s smart card, PW is chosen by the user when he registers at the remote server S,
and x is S’s secret key.

4.2 Attack on Wang et al.’s protocol

Obvioudly, this protocol also exits the same security loophole as doesin [27]. Since
if an attacker temporarily gets access to C’s smart card and reads the value of N;, he
can use two random values PW and PW' to compute N;' = NiGH(PW) S H(PW') and
replace N; with N;'. From then on, client C can never pass the authentication and the
attack succeeds.

5. Review and attack on the protocol of HoIbl et al.

HOolbl et al. [40] proposed two improvements of two-party key agreement protocols.
In the following, we first briefly review then present our attack on both of their
protocols, respectively.

5.1 Review of HAlbl et al.’s first protocol

Holbl et al.’s first protocol consists of three phases: the system setup phase, the
private key extraction phase, and the key agreement phase.

In the system setup phase, KGC chooses a random number xs and keeps it secret.
He computes ys=g*s and publishesit.

In the private key extraction phase, with each user having his identity 1D, KGC
selects a random number ki, and calculates i’s private key vi=liki+xU; (mod p-1) and
public key ui:gki (mod p), where [;=H(ID).

In the key agreement phase, user A chooses a random number r,, computest,= g'a,
and then sends { u,, t5, 1Da} to user B. After receiving { u,, ta, 1Da}, B chooses a



random number ry, , calculates t,= g'b, and then sends { up, tp, Dy} back to A. Finaly,
A and B can compute their common session key, K=(ulbylbt,)(VatTa)=
g(VotTo) (VatTa)  and  K=(unlaylat,) (Vo+Tb)=g(VatTa) (Vo+rh)  respectively, where
|a==H(ID) and 15=H(IDy).

5.2 Attack on HOolbl et al.’s first protocol

Assume that an insider C calculates I.=H(ID.) and g=gcd(l¢, uc), and computes
w=lJ/q, z=uJ/q, and j=vJ/q, where v, is C’s private key. Hence, gcd(w, 2)=1. Then, he
can use the extended Euclid’s algorithm to find a and f both satisfying that aw+5z =1.
As a result, he can obtan both x; and k., since vV=1ljc0=(aW+52)jcqc
=(aldo+Buda)ja=(alctfuc)j=lc () +(B]) Uc and ve=Icke+XsUe, where Xs is KGC’s
secret key and k. is a random number selected by KGC satisfying uc=gk0. More clearly,

the value Xs he obtainsis equal to f'j.
After obtaining xs, C can deduce any user’s private key in the same manner. As an

example, in the following, we demonstrate how C can deduces i’s private key, k. C
caculates 1;=H(ID;) and gi=gcd(l;, u;), computes wi=I; /g; and z=u; /q;, and then uses
the extended Euclid’s algorithm to compute y and ¢ satisfying that ywi+ez=1. Finaly,
since vi=1ljiq =(yWi+ez)jid =(ylilgi+reu/g)jid =(yliteu)ii =li(yi)+(ej)u and vi
=lyk+xsu, he can calculate jji=xJe¢ and thus obtains i’s private key by computing
vi=ji'gi. With the knowledge of i’s private key, insider C can impersonate user i to
communicate with any other legal user. That is, to a minimum, an insider attack
exists.

5.3 Review of Holbl et al.’s second protocol

Holbl et al.’s second protocol consists of three phases: the system setup phase, the
private key extraction phase, and the key agreement phase.

The system setup phase of this protocol is the same as the one in the first protocol.

In the private key extraction phase, with each user having his identity 1D, KGC
selects a random number ki, and calculates i’s private key vi=ki+xsH(ID;, u;)) and
public key ui:gki .

In the key agreement phase, user A chooses a random number r,, computes t,= g'a,
and then sends { u,, t5, 1D} to user B. After receiving { u,, ta, 1Da}, B chooses a
random number ry, , calculates t,= g'b, and then sends { up, tp, IDp} to A. Finaly, A
and B can compute their common session key, K= (ugysH (Do)t )(VatTa) =
g(VotTb) (VatTa) and K= (uyysH(1Da:la) t,)(Vo+Th) = g(VatTa) (VotTh), repectively.

5.4 Attack on HOlbl et al.’s second protocol



Likewise, we can launch the same attack, as do in the first one, on this scheme.
Since ged(1, H(ID., ug))=1, an insider C can use the extended Euclid’s algorithm to
find a and g both satisfying that o 1+5'H(ID¢, uc) =1. And since ve=k:+xsH(ID¢, Uc)
and 1=(ko/ve) 1+(X/Ve) H(ID¢, Uc), he can obtain both xs and k. by letting x=4v. and
ke=a'Vc, where v, is C’s private key, xs is KGC’s secret key and k. is a random number
selected by KGC satisfying uC:gkC. Consequently, similar to the result as shown in the
attack of the first protocol, insider C can impersonate user i to communicate with any
other legal user. That is, to the minimum, there exists an insider attack in their second
scheme. Therefore, the protocol fails.

6. Conclusion

We have analyzed the protocols of Bindu et a. [14], Goriparthi et al. [27], Wang et
al. [31], and Holbl et al. [40]. After analyses, we found that Bindu et al.’s suffers from
the insider attack if the smart card is lost, Goriparthi et al.’s and Wang et al.’s can’t
withstand the DoS attack on the password change phase which can make the password
invalid after the protocol run, and Holbl et a.’s are vulnerable to the insider attack
since amalevolent legal user can deduce KGC'’s secret key Xs.
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