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KORAY KARABINA

ABSTRACT. Bilinear pairings derived from supersingular elliptic curves of em-
bedding degrees 4 and 6 over finite fields Fom and F3m, respectively, have
been used to implement pairing-based cryptographic protocols. The pairing
values lie in certain prime-order subgroups of the cyclotomic subgroups of or-
ders 22™ 41 and 32™ — 3™ 4 1, respectively, of the multiplicative groups F*

o4m
and F;Gm. It was previously known how to compress the pairing values over

characteristic two fields by a factor of 2, and the pairing values over character-
istic three fields by a factor of 6. In this paper, we show how the pairing values
over characteristic two fields can be compressed by a factor of 4. Moreover, we
present and compare several algorithms for performing exponentiation in the
prime-order subgroups using the compressed representations. In particular, in
the case where the base is fixed, we expect to gain at least a 54% speed up
over the fastest previously known exponentiation algorithm that uses factor-6
compressed representations.

1. INTRODUCTION

The Diffie-Hellman key agreement protocol [8] can be used by two parties A and
B to establish a shared secret by communicating over an unsecured channel. Let
G = (g) be a prime-order subgroup of the multiplicative group F of a finite field F,.
Party A selects a private key a and sends g® to B. Similarly, B selects a private
key b and sends ¢® to A. Both parties can then compute the shared secret ¢.
Security of the protocol depends on the intractability of the problem of computing
g® from g% and g°; this is called the Diffie-Hellman problem in G. The best
method known for solving the Diffie-Hellman problem in G is to solve the discrete
logarithm problem in G, that is, computing a from ¢g*. If ¢ is prime (say ¢ = p),
then the fastest algorithms known for solving the discrete logarithm problem in
G are Pollard’s rho method [20] and the number field sieve [12]. To achieve a
128-bit security level against these attacks, one needs to select #G =~ 2256 and
p =~ 23072 [9_ Section 4.2]. Note that even though the order of G is approximately
2256 the natural representation of elements of G, namely as integers modulo p, are
approximately 3072 bits in length. This brings an overhead both to the efficiency
of the protocol and to the number of bits that need to be stored or transmitted.
In recent years, there have been several proposals for compressing the elements of
certain subgroups of certain finite fields.
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The first proposal was by Smith and Skinner in 1994 [27] (see also [4]). The main
idea is that Lucas functions can be used modulo a prime to perform exponentiation
in cryptographic applications. In fact, using this method the elements of the order-
(g + 1) subgroup G of [y, can be identified by their traces over IF;. More precisely,
the elements of G’ can be uniquely identified up to conjugation over F,. This
construction yields a compression factor of 2.

Gong and Harn [11] obtained a factor-3/2 compression and efficient exponentiation
for the compressed form of the elements in the order-(p? +p+1) subgroup G of Fs-
Elements of G are represented by a pair of elements from F,. Similarly, Giuliani
and Gong [10] obtained a factor-5/2 compression and efficient exponentiation for
the compressed form of the elements in the order-(p* — p* + p? — p + 1) subgroup
G of F;.,. Brouwer, Pellikaan and Verheul [6] obtained a factor-3 compression by
representing elements of the order-(p? — p + 1) subgroup G of F’s by a pair of
elements from [F,,. Even though they did not give an algorithm to exponentiate the
elements in G in their compressed form, they noted that to exponentiate an element
in G it suffices to know its compressed form and the exponent. In 2000, Lenstra
and Verheul [17] showed that elements of the order-(p? — p + 1) subgroup G of Fe
can be uniquely represented (up to conjugation over F,2) by their traces over [F,.
Note that the compression factor is the same as in [6]. An important contribution of
Lenstra and Verheul was a very efficient algorithm for exponentiation in G using the
trace representation. More recently, Shirase et al. [25] observed that the elements
of the order-(¢ — /3¢ + 1) subgroup G of Fs, where ¢ = 3™ for some odd number
m, can be uniquely represented (up to conjugation over Fy) by their traces over
F,, thereby achieving a factor-6 compression. They also presented an algorithm
for exponentiation in G. If g € G and c is its factor-6 compressed form in F,,
they first lifted ¢ to the trace of g in 2 and thereafter used an analogue of the
Lenstra-Verheul algorithm to exponentiate g.

Rubin and Silverberg [21] introduced a compression/decompression method for fi-
nite field elements by using a rational parametrization of an algebraic torus. For a
positive integer k and a prime power ¢ the algebraic torus Ty is a ¢(k)-dimensional
algebraic variety over F, and its group Ty (F,) of F4-rational points is isomorphic
to the order-®(q) subgroup of F;k. Here, ®1(q) is the kth-cyclotomic polynomial
evaluated at ¢, and ¢ is Euler’s totient function. Rubin and Silverberg noted that
one would hope to use only (k) elements in F, in order to (uniquely) represent
elements of Ty(F,). For the cases k = 2 and k = 6, they presented explicit com-
pression/decompression algorithms for the elements of Ty(F,), and showed that
the Smith-Skinner, Gong-Harn and Lenstra-Verheul representations are based on
certain quotients of the algebraic tori, To, T3 and Tg, respectively, thus explaining
the compression ratios of 2/p(2) = 2, 3/p(3) = 3/2 and 6/¢(6) = 3. Later, van
Dijk et al. [30], improving on an earlier work [31], constructed an efficient bijection
between Ty (F,) x Fi* and IF(f(ka and obtained, asymptotically, a compression
factor of k/¢(k). In particular, when representing ¢ elements in Ty (F,) for £ = 30
and k = 210, they obtained compression factors 30i/(8i 4+ 2) with m = 2, and
210i/(48¢ + 24) with m = 24, respectively.

We provide more details about some of the previous work in Appendix A.
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Let ¢ = 2™, where m is odd, and note that
¢' =1 = (¢—-1)(g+1)Pa(q)
= (¢—D(@+D(g—v2¢+1)(g+2q+1).

In this paper, we achieve a factor-4 compression for the subgroups G of T4(F,) of
orders g &+ v/2q + 1. We show that the elements of G can be uniquely represented
(up to conjugation over F,) using their traces over F,, and that exponentiation in
G can be efficiently performed using the compressed representations. Our method
gives a better compression factor than the Smith-Skinner system. We note that our
factor-4 compression does not contradict the Rubin-Silverberg observation about
the necessity of using (k) F,-elements for representing elements of Ty, (F,) since our
construction compresses elements of subgroups of relatively small order of Ty (F,)
and the resulting set of compressed elements do not preserve the group structure.

Let ¢ = 3™, where m is odd, and note that
-1 = (@ —=1)(g+1)%s(q)
= (- D(g+1)(g—V3g+1)(g+ 3¢+ 1).

As mentioned earlier, Shirase et al. showed that by using traces over F, one can
achieve a factor-6 compression (up to conjugation over F) for the elements of the
order-(¢ — /3¢ + 1) subgroup G of Tg(F,). Moreover, exponentiation in G can
be efficiently performed when elements are represented by their traces over F.
We observe that a similar compression technique and efficient exponentiation also
applies to the order-(¢ + /3¢ + 1) subgroup G of Ts(F,). Suppose that g € G and
c € F, is its factor-6 compressed representation. We present six exponentiation
algorithms. The first works directly with the compressed element c¢. The second
algorithm first lifts c to the trace of g over Fys, and then employs an exponentiation
algorithm of Scott and Barreto [24]. The third algorithm first lifts ¢ to g, and then
uses a conventional exponentiation method. In the fourth algorithm, we first deter-
mine fs(x), the minimal polynomial of g over F 2, by partially decompressing ¢ to
an element in F 2. Then we construct Fye = F2[z]/(f2(x)), and use a conventional
exponentiation method. The idea of the fifth and sixth algorithms is similar to the
fourth algorithm except that we use the minimal polynomials of g over Fys and F,,
respectively. In the case where the base is fixed, the first algorithm is expected to
be at least 54% faster than the XTRj3 algorithm presented in [25].

Besides reducing transmission costs in the Diffie-Hellman and related protocols, we
observe that compression techniques have applications in pairing-based cryptogra-
phy where bilinear pairings derived from supersingular elliptic curves of embedding
degree 4 and 6 over finite fields Fom and Fszm are employed. The pairing values lie
in prime-order subgroups of orders dividing ¢ + v/2¢ + 1 and ¢ + /3¢ + 1 (where
qg=2"or qg=3m) of F34 and F;S,m, respectively, and thus it can be beneficial to
compress these pairing values.

The remainder of the paper is organized as follows. We begin in Section 2 by
describing some cryptographic applications of our compression methods. Section 3
introduces some terminology and sets the notation that we will use throughout the
paper. Sections 4 and 5 describe our compression and exponentiation techniques for
the characteristic two and three fields. The exponentiation methods are compared
in Section 6. We make some concluding remarks in Section 7.
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2. CRYPTOGRAPHIC APPLICATIONS

In this section we give some examples of cryptographic protocols where our com-
pression techniques can be beneficial.

As described in Section 1, compression is useful in Diffie-Hellman and related key
agreement protocols where the underlying group is a prime-order subgroup of the
multiplicative group of a finite field. Indeed, Koblitz [15] studied the efficiency of
discrete logarithm protocols when the underlying group G is a subgroup of T¢(F,)
for ¢ = 3™, and where #G divides ¢ & /3¢ + 1.

Beginning with the seminal work of Joux [14], Sakai-Ohgishi-Kasahara [22] and
Boneh-Franklin [5], bilinear pairings have been widely used to design protocols for
various cryptographic tasks. These protocols can be described using symmetric
bilinear pairings e : G; X G; — G where G; and G are groups of prime order
n. A necessary condition for the security of these protocols is that the discrete
logarithm problems in G; and G should be intractable. Such pairings can be
realized by selecting G'1 to be a group of points in E;(Fy), where ¢ = 2™ and
E;:Y?2+Y = X%+ X + b where b € {0,1} is a supersingular elliptic curve over
F, with #FE;(F,) = ¢ £ v/2¢ + 1. This elliptic curve has embedding degree 4, i.e.,
the smallest positive integer k for which #E; (F,) divides ¢* — 1 is k = 4. Then G
is the order-n subgroup of Fy,. For example, if a 128-bit security level is desired,
then one could use E1/F, : Y2 +Y = X3 + X with ¢ = 2'??3 [1]. This curve has
the property that #E;(F,) = 5n where n is a 1221-bit prime, and so Pollard’s rho
method for solving the discrete logarithm problem in G; or G has running time
approximately 261, Moreover, Coppersmith’s algorithm [7] for solving the discrete
logarithm problem in G has running time very roughly 2!2® (see Table 6 of [16]).

Symmetric bilinear pairings can also be realized by selecting G; to be a group of
points in E5(F,), where ¢ = 3™ and Ey : Y? = X3 — X +1 is a supersingular elliptic
curve over Fy with #E5(F,) = g+/3¢+1. This elliptic curve has embedding degree
6, and G is the order-n subgroup of IE‘ZG. For example, if a 128-bit security level is
desired, then one could use 3 /F, : Y? = X3 — X + 1 with ¢ = 359 [1]. This curve
has the property that #FE2(F,) = 7n where n is a 804-bit prime, and so Pollard’s
rho method for solving the discrete logarithm problem in GGy or G has running time
approximately 2402, Moreover, Coppersmith’s algorithm for solving the discrete
logarithm problem in G has running time very roughly 2128,

In the Waters signature scheme [32], party A has a private key Z = zP and a public
key ¢ = e(P, P)?. In order to sign a message M, A first computes H = Hash(M) €
G1, where Hash is a cryptographic hash function that hashes its input elements into
elliptic curve group elements, and chooses a random integer r € [1,n — 1]. Then A
computes « = Z+rH and § = rP and sends («, 3) as her signature on M. A party
B accepts A’s signature on M if and only if e(a, P) = (- e(8, H). Our compression
technique reduces the size of A’s public key ¢ by a factor of 4 or 6. More precisely,
at the 128-bit security level, the size of the public key is reduced from 4892 bits to
1223 bits if E; is used, or from 4841 bits to 807 bits if F5 is used. In order to verify
A’s signature, B can check if the compressed value of e(«, P)e(8, —H) is equal to
the compressed value of (.
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Another pairing-based application is the identity-based key agreement protocol of
Scott [23]. In Scott’s protocol, party A first computes a particular pairing value
g € G, and sends P4 = g% to party B. Similarly, B computes the pairing value
g € G and sends Pg = ¢ to A. Finally, both A and B compute the shared secret
P& = P4. (For details of the computations, please refer to [23].) If the symmetric
bilinear pairings described above are employed, then messages exchanged can be
compressed by factors of 4 or 6, and moreover the computations can take place over
smaller fields rather than Fga or Fee.

3. PRELIMINARIES AND NOTATION

Let g be a prime power, and let F, denote a finite field with g elements. Let n be a
prime such that ged(n,q) = 1, and let k& be the smallest positive integer such that
¢* =1 (mod n). Then [+ has a multiplicative subgroup of order n which cannot
be embedded in the multiplicative group of any extension field Fy: for 1 <14 < k.
For such a triple (g, k,n) we denote the multiplicative group of order n by p, and
call k the embedding degree of p,, over F,.

Let g € Fx and let s be a positive divisor of k. We assume that g is not contained

in any proper subfield of Fyx. The conjugates of g over Fys are g; = gqis for
0 <i < k/s. The trace of g over Fys is the sum of the conjugates of g over Fys, i.e.,

E_q
(3.1) Tri(g) = ) gi € Fye.
i=0
The minimal polynomial of g over Fys is the monic polynomial
k_q
(3.2) fos(z) = T (@ - g0).
i=0

Note that fy s(z) € Fgs[z]. When s = 1 we simply use Tr(g) and f,(x) by abuse of
notation. Also, we will assume that the conjugates of g over F;s are well defined
for any integer i by setting g; = g mod k/s-

We fix some notation for finite field operations that will be used in the remainder
of the paper. We will denote by A;,a;, C;, F;, I;,S;, M; and m; the operations of
addition, addition by 1 or 2, cubing, exponentiation by a power of the characteristic
of the field, inversion, squaring, multiplication, and multiplication by 2 in [, for
i =1,2,3. SR;; will denote the cost of finding a root of a degree ¢ irreducible
polynomial over F,;. We use soft-O notation O(:) as follows: a = O(b) if and only
if for some constant ¢, a = O(b(log, b)°).

4. MULTIPLICATIVE GROUPS WITH EMBEDDING DEGREE k = 4

In this section we concentrate on multiplicative groups u,, with embedding degree
k = 4 over F,;. In other words, we fix parameters (¢, n) such that ¢ is a prime power,
n is a prime, ged(g,n) = 1, ¢* =1 (mod n), and ¢* Z 1 (mod n) for 1 < i < 4.
Finally, we let h be a positive integer and define ¢, = ¢+ 1 — h - n to be the trace
of p, over F, with respect to the cofactor h. Throughout the rest of this section
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we will assume that the cofactor h is fixed, and we simply denote the trace of u,
by t instead of ;.

In the following lemma we show that g € u, together with its conjugates can be
uniquely represented by the pair (Tr(g), Tr(g")) of F-elements. This already gives
us compression by a factor 2. Furthermore, we will show in Corollary 4.5 that in
characteristic two finite fields it is possible to write all the coefficients of the minimal
polynomial of g over F; in terms of Tr(g) alone and hence achieve compression by
a factor 4.

Lemma 4.1. Let p, be the multiplicative subgroup of IFZ4 of order n with embedding
degree 4, trace t, and cofactor h. Let g € pu, and let g;, for i = 0,1,2,3, be the
conjugates of g over Fy. (Recall the convention that g; = g; mod 4-) Then

(1) gigi+1 = gt fori=0,1,2,3.

(ii) gigi+2 =1 for i =0,1.

(iii) fy(x) = ot — Trg)a® + (Tr(g") + 2)a® — Tr(g)z + 1.

Proof. (i) gigi+1 = gf“ = ¢! since g; is of order n and ¢ +1—¢ =0 (mod n).

(i) gigivo = g§2+1 = 1 since g; is of order n and ¢ +1 =0 (mod n).
(iii) Using (i) and (ii) gives

3
fol@) = H(m_gi)
=0
3
= ' - <Z gi) z® + Z 9ig9; | ©* — Z 9959k | * +1
i=0 0<i<j<3 0<i<j<k<3

= o' —Tr(g)x® + (Tr(g") + 2)2® — Tr(g)z + 1. O

Suppose we fix a generator g € Fy4 of p,, that is u, = (g). In order to simplify
the notation we define ¢,, = Tr(g*) for any integer u. Note that ¢g =0, ¢; = Tr(g),
Cu = Cy mod n aNd Cgy = L = cy.

Lemma 4.2. Let p, = (g) be the multiplicative subgroup of IE‘;L of order n with
embedding degree k = 4 and trace t. Then for all integers u and v we have

(i) cy = C—yy.

(ii) cuCy = Cugv + Cu—v + Cyuto(t—1) T Cotu(t—1)-
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Proof. (i) This follows from Lemma 4.1(ii).
(ii) By Lemma 4.1(i) and (ii) it follows that
Cuy = (go + 97 +92 +93)(90 +gi’ +9s +g§)

= Zg“” + Zgl 9l + Zgz 9a + Zgz Y43

3

3
= Cugot Z 9 (90 98) + Y 91 (9Fgth) + D 0T gt
i=0 =0

3
_ Cquv_’_ZgZy—i—v(t—l)+Zg?7v+zg;+u(t—1)
i=0 i=0 i=0

= Cuto T Cuto(t—1) T Cu—v + Cytu(t—1)- U

Theorem 4.3. Let p, = (g) be the multiplicative subgroup of F}4 of order n with
embedding degree 4 and trace t. Then for all integers u and v we have

(41) Cyu+v = CuCy — Cu—v(ctv + 2) + Cu—20Cy — Cu—3u-

Proof. First start with

cucy = (9o +91 +95 +93)(90 + 971 + 95 +93)

3 3
= Cyiv +ZZQZ‘L9§)

i=0 j=0
j?'fi

= Cu+v+zzg gzg]

i=0 j=0
J#i

= Cupo+ Z 979! + gi¥5 + 1), by Lemma 4.1(i) and (ii)

3

(42) = Cutv + Cu—v + Cyu—nCty — Zg gfil + 9212)
=0

Then observe that
Zgu vgtj)rl _ Zgu vgqtv
7 3

(4.3) = Z (u=20H0 Gince gt = +q=q— 1 (mod n)
=0

and
3

Zg“ g, = Y g g

=0

3
(4.4) = Zggufzv)fq“, sincet=q¢+1 (mod n).
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Substituting (4.3) and (4.4) into (4.2) we obtain
(45) CuCy = Cyty + Cy—y + Cy—vCty — (C(u—2v)+qv + C(u—2v)—qv)'
Now, let &' = u — 2v,v’ = qv. Then

u+v'(t—1)=(u—2v)+¢PFv=u—3v (modn),
v+ (t-1)=qu+ (u—2v)g=q(u—v) (mod n),

and using Lemma 4.2 (ii) with u/, v’ gives

Clu—2v)+qu + Clu—2v)—qv = Cu—20Cqv — (Cu—3v + Cq(ufv))
(46) = Cuy—20Cv — (Cufi’w + Cufu)~
Finally, (4.5) and (4.6) complete the proof. O

4.1. Characteristic two finite fields. Let r be a positive integer, and let ¢ =
22r+1 ¢ = 42"+ T = |t|. The values of r for which ¢+ 1 — ¢ = hn and n is prime
lead to a multiplicative subgroup pu,, of ]F:;4 of prime order n with embedding degree
4. Throughout this section we fix h,n,q,t,T and p, = (g) in this way, and also
write ¢, = Tr(g").

The following recursive relations follow from Theorem 4.3 by noting that the char-
acteristic of F, is 2 and also that ¢,y = c,r = cl' (see Lemma 4.2(i)).

Corollary 4.4. Let u, be the multiplicative subgroup of Fea with embedding degree
4 and trace t. Then for all integers u and v we have
(Z) Cy+v = CyCy + cu—chj; + Cu—20Cy + Cy—30-

(ii) cou = 2.

Corollary 4.5. Let u,, be the multiplicative subgroup of ]FZ4 with embedding degree
4 and trace t. Let fgu(x) be the minimal polynomial of g* € p,, over Fy. Then

foe(x) = 2* + cya® + cla® + ez + 1.

Proof. The proof follows from Lemma 4.1(iii) and Corollary 4.4(ii). O

Remark 4.6. Throughout the remainder of this section we will assume without
loss of generality that the trace t is positive. If ¢ is negative then one can replace
the expressions of the form cﬁ(t), where p is some polynomial, by cﬁ(T)

changing the validity of the results in this section.

without

4.2. An exponentiation algorithm in p,. Corollary 4.5 shows that the element
g* € p, can be represented uniquely (up to conjugation) by its trace ¢,. Our
next objective is to develop an efficient method for computing ¢, given ¢; and
a; this is the exponentiation operation in u,. We define s; = [c_1,cp,c1,02] =
[c1,0,¢1,c?] to be the initial state. For a given state s, = [cy_2, Cu_1, Cu, Cur1] With
u > 1, if we can efficiently compute the states Sa, = [C2u—2, C2u—1, Cou, C2u+1] and
S2ut1 = [Cou—1, Cou; Cout1, C2ut2] then we immediately have an efficient double-and-
add algorithm for computing ¢, given c¢; and a.



FACTOR-4 AND 6 COMPRESSION OF CYCLOTOMIC SUBGROUPS 9

Theorem 4.7. Let p, = (g) be the multiplicative subgroup of Fa with embedding
degree 4 and trace t. Let c,, = Tr(g"),

¢t o 0 0 Cou—3 (Cu cu—2)®+ 51}
A= 0 ¢ e O X — Cou—1 y — (Cut1 + Cu—l)2 + Cicﬁ

0 1 ¢ 1] Coutr1 |’ (Cu + cur1)?c

1 ¢ 1 0 Couts (Cu—1 + cu)’er
Then

(i) A is invertible and AX =Y.
(ii) If c1 is given then A and A=Y can be efficiently computed.
(i) Cou_1 = Ci% ((Cug1 + Cu + Cum1 + Cu—2)? + (cu + cu—1)?(ch + ¢)).

(’LU) Cou+1 = Coy—1 + é ((Cqul + Cu—1)2 + Cictl).

Proof. (i) Noting that the characteristic of F,, is 2, we can show that the determinant
of A is equal to ct1+2. Hence A is invertible if and only if ¢; # 0. In fact, ¢;
is never zero as otherwise the minimal polynomial f,(z) = z* 4+ 1 = (z + 1)*
is not irreducible. This proves the first part. For the second part we combine
the four equations obtained from Corollary 4.4 with the following (u,v) values:
(2u — 3,-1), (2u — 2,—1), (2u — 1, —1), (2u, —1), and also note that ¢z, = 2.

(ii) Let A~'[i] be the ith row of A~!. Then one can check that

1

AT = (e + 1)/ /et 0,1/,

ATl = [/ /et 0,1/,

A3 [/ (er + 1)/er™,0,1/c],

AT = [+ )/ (e e+ 1) /e (e + 1) /e

and the proof follows.
(iii) The inner product of A=1[2] and Y is equal to cay,_1, and by part (ii) we can
write

1
A2y = —= ((Cut1 + cu+ Cum1 4 cu—2)® + (cu + cum1)?(ch + 7)) .
1

(iv) The proof is similar to the proof of part (iii). O

The formulas for cg,—1 and cgy 11 in Theorem 4.7 yield Algorithm 1 for exponenti-
ation in .

Remark 4.8. Algorithm 1 can be used to compute ¢y, given ¢, and b as follows.
We set ¢j = ¢, and the initial state becomes sy = [¢’_,c}h, ], ch] = [ca,0, Ca, 2]
With input ¢j and b, Algorithm 1 outputs ¢}, = cgp.

Since the cost of addition is negligible in finite fields of characteristic two, we will
ignore addition costs in the performance analysis of algorithms in this section.
Moreover, we may ignore the cost (1F; 4+ 157) in the precomputation steps of Algo-
rithm 1 as it is negligible comparing to (1I; + 1M7). Then the cost of Algorithm 1
can be approximated as:

Precomputation (steps 2 and 3): 11 + 1 M.
Main loop (steps 4-15): (4My +451)(¢ —1).
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Algorithm 1 Computing ¢,
Input: ¢; and a
Output: ¢,

. -1 ;
Write a = ).~ a;2" where a; € {0,1} and as—1 =1
_ 2
Su = [Cu727 Cu—1, Cu, Cqul] — [Clv Oa C1, Cl]
my 1/c"ile and me «— 1/c¢;
for i from ¢/ — 2 down to 0 do
2 20 2
cou—1 M1 ((Cug1 + cu + cum1 + cu—2)? + (cu + cu—1)?(c} + c}))
Coqy Ci
2, 2.t
Coutl < Coy—1 1+ M2 ((Cu+1 +cy—1)? + cucl)
if a; = 1 then
2
Cout2 < Cyiq
Sy [C2u—17 Couy C2u+1, C2u+2]
else
2
Coy—2 < Cy_1
Su [62u727 Cou—1, C2u,s C2u+1]
14: end if
15: end for
16: Return (cy,)

e e
Ll

We note that Algorithm 1 has a limited degree of built-in resistance to side-channel
analysis attacks because the same types of operations are executed whether the bit
a; of the exponent is 1 or 0.

4.3. Other algorithms for exponentiation with compressed elements. Al-
gorithm 1 works directly with the factor-4 compressed elements. In this section,
we describe four algorithms for computing cu, given ¢, and b. The first algorithm
partially decompresses c, to an element ¢, € F 2, and then uses the LUC method
for exponentiating in this representation. The second algorithm decompresses c,
to an element in Fg4, and then employs a standard window-NAF exponentiation
method. The third and fourth methods use the Brouwer-Pellikaan-Verheul idea (cf.
Appendix A.2) by using minimal polynomials over Fg2 and I, respectively. The
five exponentiation algorithms are compared in Section 6.

First, we prove the following.

Lemma 4.9. Let pu, = {(g) be the multiplicative subgroup of ]F}l with embedding
degree 4, trace t, and cofactor h. Let ¢,, = Tr(g") and &, = Tro(g"). Then {¢,,cl}
is the set of roots of the polynomial fyu(z) = 2% + cyx + .

Proof. Since g has order n and ¢+ 1 =t (mod n) and ¢°> = —1 (mod n), we have

(=)o =) = (5 (" +9"")) (@~ ("0 +9"0")) = 2% + ey, = fyu(2). D

4.3.1. An algorithm based on the LUC cryptosystem. We first describe an algorithm
to compute ¢, given c¢; and a. The idea of the algorithm is as follows. Let di = 1.
Suppose we know an element in the set {¢;, cil} If ¢; is known then we will compute
Cq, and if dy is known then we will compute d,. In both cases, we can determine

Ca=Cq~+ 1 =d, +dl.
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Now, by Lemma 4.9 one can determine {El,dl} from ¢; by finding the roots of
the polynomial f,(z) = 2? + ciz + ¢} in F,2. By the argument in the previous
paragraph, we may assume without loss of generality that ¢; is known. Note that
the minimal polynomial of g over Fp2 is fy2(z) = 2? + ¢z + 1, and for all integers
u and v we have the following recursive relation (see [27] or Appendix A.1):
&u—i-v = CyCy — Cy—v-

In particular, since the characteristic of the field is 2, we have ¢, = &2 and Coy11 =
Cyu+1Cy+C1. Thus, if we define s, = [61“ 6u+1]7 then s; = [&1,6%], Soy = [612“ Cu+1Cu+
¢1], and Soyq1 = [Cut1Cu + C1, 53+1]~ This leads to the double-and-add algorithm

described in Algorithm 2. We note that Algorithm 2 can be used to compute cgp
given ¢, and b (cf. Remark 4.8).

Algorithm 2 Computing ¢, based on the LUC cryptosystem
Input: ¢; and a
Output: ¢,

: Write a = Zf;é a;2" where a; € {0,1} and ag—; =1
¢, < a root of the polynomial 2 + ciz + cﬁ, ¢ € Fye
Sy = [éuvéqul] — [617 E%]
: for i from ¢ — 2 down to 0 do
62u+1 — 5u+16u + 51
if a; = 1 then
Couta — G244
Su [62u+17 é2u+2]
else
6211, — 63
Sy [621“ &2u+1]
end if
: end for
: Return (¢, +¢&2)

= = =
w9

We may ignore the costs (1F; + 152) and 1F; in the precomputation steps and in
step 14 of Algorithm 2 as they are dominated by SRz 1 and (1M; + 1.53)(¢ — 1),
respectively. Then the cost of Algorithm 2 can be approximated as:

Precomputation (steps 2 and 3): 1SR 1.
Main loop (steps 4-14): (1Ma + 153)(¢ —1).

4.3.2. Decompressing and direct exponentiation in ., (Algorithm DDE). Given ¢,
and an ¢-bit integer b, in order to compute ¢, we will decompress ¢, to g* (or to
one of its conjugates over F,). Then we will compute g°® (up to conjugation over
F,). Finally, summing the four conjugates of g® over F, gives cqp.

In order to decompress ¢, we first construct the polynomial fga () = 2%+ cox + ¢,
(see Lemma 4.9) over F, and find a root in Fg2; without loss of generality, suppose
that this root is ¢,. Next we construct the minimal polynomial of g* over F, i.e.,
fge2(x) = 2% + ¢,z + 1 and find a root of fye o(x) in Fpa. Hence we obtain g°
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or one of its conjugates over F,. The decompression can be achieved at a cost of
1SR3 1 + 1SR, o (we ignore the cost 1F; that is dominated by SR» 1 and SRy 2).

Now, to exponentiate g® € wu, (or one of its conjugates over F,) to the power

b, one first determines the width-w NAF representation of b, i.e., b = Zflzo b; 2
where ¢/ € {{ — 1,£}, by # 0, each nonzero b; is odd, |b;| < 2¥~1, and at most
one of any w consecutive digits is nonzero. The width-w NAF representation of
b contains on average ¢/(w + 1) nonzero digits (see [19] for properties of width-
w NAF representations). After precomputing and storing elements g; = g** for
i€ {#£1,4£3,4£5,...,4£2%"1 — 1}, one can compute ¢g** at an average cost of /
squarings and ¢/(w + 1) multiplications in F,4. Finally, we note that Karatsuba’s
technique can be used to multiply two elements in Fg« at a cost of 9M;, and squar-
ing in u, can be performed at a cost of 45;. Note that by choosing a suitable
polynomial for the extension Fg /IF,, we may ignore the cost of polynomial reduc-
tions in the extension field arithmetic. We may also ignore the cost for computing
gi’s in the precomputation step as it is dominated by SRy 1 and SR> 5 and the cost
for computing the sum of the four conjugates of g®.

Hence, the expected cost of computing c,, can be approximated as 1SR +
LSR5 + (491 + gy ML

4.3.3. Direct exponentiation in u, without decompressing (Algorithm BPV-I). This
algorithm is based on the idea of Brouwer, Pellikaan and Verheul (see [6] or Appen-
dix A.2). Suppose ¢, and an ¢-bit integer b are given. By Lemma 4.9, we can deter-
mine the minimal polynomial of g* or g®¢ over F 2 at a cost of 1SRy ; (we ignore the
cost 1F} that is dominated by SRz 1). Without loss of generality let’s assume that
we know fga o(x) = 2?4 ¢,2+1. That is, we have a copy of Fya = F2[z]/(fge 2(2))
and next we compute 2 modulo f« 2(z) using the conventional repeated square-
and-multiply algorithm. Since (ryz + 79)? = (72¢4)z + (78 + 1), the squaring step
can be achieved at a cost of 1Ms+42S5. And, since (1ix+70)x = (118a)z+ (11 +72),
the multiplication step can be achieved at a cost of 1Ms. Therefore, computing
2’ = wiz 4w with w; € Fy2 costs on average ((1Ms +2S52) + £ M) (¢ —1). Finally,
we compute cqp = Tr(2?) = Tr(Tra(wiz) + Tra(wg)) = Tr(wiée) = wiéq + (w16q)?
at a cost of 1F5 4+ 1M5. Hence, the approximate expected cost of the algorithm is
1SRy + (1M + 2S5) + 3 M) (¢ — 1) (we ignore the cost (1F; + 1M3) in the last
step that is dominated by the cost of the main loop).

4.3.4. Direct exponentiation in p, without decompressing (Algorithm BPV-II). The
idea of the algorithm is similar to Algorithm BPV-I, except that we work with a
minimal polynomial over F, instead of Fg.. Given ¢, and b, we first determine
foo(z) = 2% + o2 + cha? + cox + 1 at a cost of 1F;. Now, we have a copy of
F,i = Fy[z]/(f4=(z)) and next we compute z° modulo f,= () using the conventional
repeated square-and-multiply algorithm. Since 2% = (¢3 +c¢,)2® + (2 + b2+ 2 +
Da? + (T + 2 +co)x+ (¢f + ¢2) modulo fya(x), and (1322 + Tea? + 1ia +79)% =
7220 + 732* + 122% + 72, the squaring step can be achieved at a cost of 6M; +45;.
And, since (1323 + 122 + T +70)T = (T3¢0 +72) 23 + (T3¢%, +71) 2%+ (T3¢0 +T0) T+ T3,
the multiplication step can be achieved at a cost of 2M;. Therefore, computing
2% = w3a® + waz? + wix + wo with w; € Fy costs ((6M7 + 451) + 1M7) (¢ — 1).
Finally, using z* = c,23 + ¢l 2?4+ coz + 1 in Fpa = Fy[z]/(fga(2)), we can compute
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Cap = Tr(xb) = Tr(wzz® + wor? + w1z + W) = W33 + WacCay + Wice = W3cy(c2 +
ct+1)+ wgcg + wic, at a cost of 1F; 4+ 4M; + 157. Hence, the approximate
expected cost of the algorithm is 1F; + (7My + 451)(¢ — 1) (we ignore the cost
(1Fy +4M; +1S57) in the last step that is dominated by the cost of the main loop).

5. MULTIPLICATIVE GROUPS WITH EMBEDDING DEGREE k = 6

In this section we concentrate on multiplicative groups u,, with embedding degree
k = 6 over F,,. In other words, we fix parameters (¢, n) such that ¢ is a prime power,
n is a prime, ged(q,n) = 1, ¢°® = 1 (mod n), and ¢* # 1 (mod n) for 1 < i < 6.
Finally, we let h be a positive integer and define t, = ¢+ 1 — h - n to be the trace
of pu,, over F, with respect to the cofactor h. Throughout the rest of this section
we will assume that the cofactor h is fixed, and we simply denote the trace of u,
by t instead of ty,.

In the following lemma we show that g € u, together with its conjugates can be
uniquely represented by the triple (Tr(g), Tr(g'), Tr(g?)) of Fy-elements. In fact,
it is easy to show that Tr(g?) can be written in terms of Tr(g) and Tr(g*). This
already gives us compression by a factor of 3 . Furthermore, as first proven by
Shirase et al. [25], Corollary 5.6 shows that in characteristic three finite fields it is
possible to write all the coefficients of the minimal polynomial of g over F, in terms
of Tr(g) alone and hence achieve compression by a factor of 6.

Lemma 5.1. Let p, be the multiplicative subgroup of IFZG of order n with embedding
degree 6, trace t, and cofactor h. Let g € u, and let g;, for i =0,1,...,5, be the
conjugates of g over Fy. (Recall the convention that g; = g; mod 6-) Then

(Z) 9igi+1 = gf fO’f’i =0,1,...,5.

(’LZ) 9ig9i+2 = Gi+1 fO?” 1= 0, 5. ..,5.

(iii) g;givs = 1 fori=0,1,2.

(iv) fq(x) = 2° — Tr(g)a® + (Tr(g") + Tr(g) + 3)z* — (Tr(g®) + 2Tr(g) + 2)a3 +
(Tr(g") + Tr(g) + 3)z* — Tr(g)x + 1.

Proof. (i) gigiv1 = gf“ = ¢! since g; is of order n and ¢+ 1 —¢ =0 (mod n).
2

(i) gigit2 = g :1 = giy1 since g; is of order n and ¢> + 1 = ¢ (mod n).

(iii) gigi+3 = gf 1 = 1 since g; is of order n and ¢> + 1 =0 (mod n) .

(iv) By (iii) we can write

5

fo@) = [I@-9)

=0

5
= 966-(291) a® + Z 9i95 | =* = Z 9igigr | «°
=0

0<i<j<5 0<i<j<k<5

5
+ Z 9i9; | 2° — (Zgi>1:+1.
i=0

0<i<j<5
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Moreover, by (i), (ii), and (iii) we have

5 5 2
Z 9i9; = Zgigi+1 + Zgigi+2 + ZgigiJrB
0<i<j<5 i=0 i=0 i=0
5 5 2
= Zgzt +ZQ¢+1 +Zl
i=0 i=0 i=0

— Tr(g) + Te(g) + 3

and

5 2 5 1

Z 9i9i9k = Z 9i9i+19i+2 + Z Z 9i9i+39; + Z 9i9i+29i+4
0<i<j<k<5 i=0 i=0 =0 i=0
j#i,i+3 (mod 6)
5 5
= D gl +2) g;+2
i=0 =0

which completes the proof. ([

Remark 5.2. Barreto and Naehrig [3, Section 3] suggested that pairing values
for the asymmetric pairing derived from Barreto-Naehrig (BN) elliptic curves can
be compressed to one-sixth of their length. BN pairing values lie in the subgroup
ftn C 312 where n = n(z) = 362* +362° + 182> + 62+ 1, p = p(z) = 362" +362° +
2422 + 6x + 1, and x € Z is such that n(z) and p(z) are prime. Their compression
method identifies the elements of the subgroup pu,, of Fle (where q = p?) with their
traces over FF,. In fact, given ¢ = p? and n as above, one can write t =q+1—h-n
where ¢ is the trace of the corresponding BN curve over Fy, p ¢, and show that
in has embedding degree 6 over IF, with trace ¢. However, as one can see from
Lemma 5.1, Tr(g) does not suffice to identify an element g € p, uniquely up to
its conjugates over ;. Hence, it is possible that there are collisions for the trace
function. That is, there may exist elements hy, ho € p, C ]FZG such that hy and hso
are not conjugates of each other over F, and Tr(h;) = Tr(h2), in which case the
Barreto-Naehrig compression method fails. We searched for collisions in the case
x € {-41,-15,-7,-3,-2,-1,1,5,6,7,20} and discovered one when = = 6 (where
n = 55117 and ¢ = (55333)?). In Appendix B we list one BN and eight BN-like sets
of parameters (p,n,T,g,u,v) such that n | (p* — p®> + 1), w, = (g) is the order-n
subgroup of Fs, and (g%, g¥) is a collision with colliding value T = Tr(g*) = Tr(g").

Suppose we fix a generator g € Fge of p,, that is p, = (g). In order to simplify
the notation we define ¢,, = Tr(¢g“) for any integer u. Note that ¢y =0, ¢; = Tr(g),
Cy = Cy mod n aNd Cqyy = ¢ = ¢y

Lemma 5.3. Let p, = (g) be the multiplicative subgroup of F;e of order n with
embedding degree 6 and trace t. Then for all integers u and v we have

(i) cy = C—yy.

(”) CuCy = Cytp + Cy—p + Cuto(t—1) + Cotu(t—1) + Cuto(t—2) + Cotu(t—2)-
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Proof. (i) This follows from Lemma 5.1 (iii).
(ii) First note that

CuCy = (96‘+g%+g£‘+g§‘+gff+gé‘)(98+gi’+g§+g§+gli+g§)

5 5
= Zg“” +D gt + Y6
i=0 =0
5 5
+ Z glglis Y gl Y9t
1=0 1=0 =0

Observing the equations below with the help of Lemma 5.1(1), (ii) and (iii)

5 5 5

- +u(t—1
STotgta = Y g Uglel) = gy,
1=0 =0 =0
5 5 5

+v(t—2

Y ogigls = D097 g0k0) Zg” Yty =gt
1=0 =0 1=0

5 5
D oglgls = Zg (9rglis) => gt
1=0 =0

5
D glata = Zgz Giten = Zg“ﬂ(t 2,
1=0

1=0
5 5
) +u(t—1
> gtels = Zgz gl = gty
1=0 =0
leads us to the result. O

Theorem 5.4. Let p, = (g) be the multiplicative subgroup of IF;;G of order n with
embedding degree 6 and trace t. Then for all integers u and v we have

Cu+v = (Cu + Cu74v>cv - (Cufv + Cu73v)(ct'u + Cy + 3) + Cu72v(20'u + Coup + 2) — Cy—5v-
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Proof. First we start with

CyCy

Now, since

ZQ“

S
S
S

Zg“

v tv

gH—l

v tv

gz+2

—v _tv

gz+3

v tv

gz+4

v v

gz+2

v v

gz+3

(g€+91“+9§‘+g§+g?i+gé‘)(gé’+9“f+9§’+g§+gif+9§)

5 5
Z g+ Y > aig)
i=0 j=0
J#i

Cu+v+zzg gzg]

1=0 5=0
J#i

Cu+v + Zg gz + gz+5 + g1+1 + gz+5 + 1)

Cu+v + Cu—v + Cu—vCtuv + Cy—

’UC'U

(Z 991t + 9t + gits + 91-5—4))

(Zg (97 + 92 + 943 + gz+4)> :

= Zg" vHat g Lemma 5.1(1)

Cq4(u_1,)+q5tv, SINCE Cqy = Cy

= Cqu 20, by Lemma 5.3(i) and ¢* = —¢

= Zg“ vHt o Lemma 5.1(i)

= C(u—3v)+qu Since P*t=q—2 (mod n),

5

-y gt by Lemma 5.1(1)

i
=0

_ : 3 _
= C(u—2v)—qu SiNCE ¢° =

5

—1 (mod n),

= Zg“ vhatty , by Lemma 5.1(i)

(mod n),

= cu aqv, Dy Lemma 5.3(i) and ¢*t = —2¢ +1 (mod n),

= Zgu vt , by Lemma 5.1(i)

: 2
= (u 20)4-qu SIICE g

=¢—1 (mod n),

= Zg“ v+ by Lemma 5.1(i)

= C(y—20) SinCE ¢ =-1

(mod n),



FACTOR-4 AND 6 COMPRESSION OF CYCLOTOMIC SUBGROUPS

and

5 5 .

U—v v _ u—v+q v .
E 9; YGita = E 9; , by Lemma 5.1(i)
i=0 i=0
: 4 _
= Clu—v)—qv Since ¢- = —q¢ (mod n),

we have
(51) CuCy = Cytvy T Cu—v T Cu—yCty + Cu—vCy

7(Cqu—2v + Clu—3v)+qv T C(u—20)—qv T Cu—qu)
_(Cu + Clu—2v)+qu + Cu—20 + C(ufv)fqv)'

17

In order to eliminate some of the terms in equation 5.1 let us use Lemma 5.3(ii)
with «/ = u — 2v, and v" = quv. By noting that

Cyr = Cy, SINCE Cqy = Cy,
Cu'+v' = C(u—2v)+qus
Cu'—v' = C(u—2v)—qu>
= ince gt —1)=¢*=¢q¢—1 (mod n)

Cu/ 4o/ (t—1) Clu—3v)+qu, SICE ¢ =q =q od n),
Cu' v’ (t—2) =  C(u—3v),
Co'du'(t—1) = Cu—v, SiNcet —1=¢ (mod n)and cqy = cu,
Co'gu/(t—2) =  Cq(g(u—v)—(u—2v))> since Cqu = Cy

= C(u—v)—qu, by Lemma 5.3(i),

we can rewrite (5.1) as

(5.2)

CuCp = Cugov T 2Cu—u + CumpCiv + Cu—uCy
_(Cqu—Qv + Cu—2qv + Cy + Cu—2v)

_(Cu72vcv - cuf?)v)'

By replacing v by —v in (5.2) we obtain another equation and summing this with

(5.2) gives
Cu+3v = 2cucv - 3(Cu+v + cu—v) - (Ctv + Cv)(cu-i-'u + Cu—'u) + 2Cu
+cv (cu+21) + cu72v) + (Cu+21) + cu72v) — Cy—3p + Cqu—2v
(53) FCu—2qv + Cqut2v + Cut2qu-
Also, using Lemma 5.3(ii) with v/ = v and v" = 2v, and noting that
Cuqv'(t—1) = Cut2qu, Sincet —1=¢q (mod n),
Curgv/(t—2) = Cq(ut2(q—1)v), SiNCE Cqy =y and t —2=¢—1 (mod n),

= Cqu—20, Since ?*=q—1 (mod n),

Colgul(t—1) = Cqui2v, Sincet —1=¢q (mod n),

Coru'(t—2) = Cq(204(g—1)u)> SiNCE Cqy = Cy and t =2 =g —1 (mod n),

= C_yt2qv = Cu—2qv, SinCE P=q-1 (mod n) and ¢, = c_,,

we can rewrite (5.3) as

(5.4)

Cyt3v = 2Cucv - 3(Cu+v + cu7v> - (Ctv + Cv)(Cqu'u + cuf'u) + 2Cu

+Cv(cu+21) + Cu—2v) — Cy—3w + CyC2y-
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Finally, using (5.4) with ' = u — 2v and v’ = v results in

Cyu+v = CyuCy — (cu—v + Cu—3v)(ctv + Cy + 3) + Cu—2v(20v + Coy + 2)

+Cu—a0vCy — Cyu—5v;

as required. O

5.1. Characteristic three finite fields. This section follows along the same lines
as Section 4.1. Let 7 be a positive integer, and let ¢ = 3%+ t = £3"+1 T = |¢].
The values of r for which ¢ + 1 — ¢t = hn and n is prime lead to a multiplicative
subgroup p, of IFZG of prime order n with embedding degree 6. Throughout this
section we fix h,n,q,t,T and p, = (g) in this way, and also write ¢,, = Tr(g").

The following recursive relations follow from Theorem 5.4, using Lemma 5.3(ii) with
u = v, and by noting that the characteristic of Fy is 3 and also that c,; = cyr = cg
(see Lemma 5.3(i)).

Corollary 5.5. Let u,, be the multiplicative subgroup of IE‘ZG with embedding degree
6 and trace t. Then for all integers u and v we have

(i) cau = 2 + ¢, +cl.

(712) Cytv = CyCy — (cu—v + cu—3v>(cz + Cv) + Cu—2v(c12) + quj + 2) + Cy—4vCy — Cy—50-

Corollary 5.6. Let i, be the multiplicative subgroup of IFZG with embedding degree
6 and trace t. Let fgu(x) be the minimal polynomial of g* € p, over Fy. Then

foe(x) = 2% — cua® + (L + cu)a* — (2 + ek +2)2® + (el + cu)z? — cur + 1.

Proof. The proof follows from Lemma 5.1(iv), Corollary 5.5(i) and from the fact
that ¢yt = cpr = cf. O

Remark 5.7. Throughout the remainder of this section we will assume without
loss of generality that the trace ¢ is positive. If ¢ is negative then one can replace
the expressions of the form cﬁ(t), where p is some polynomial, by cﬁ(T) without
changing the validity of the results in this section.

5.2. An exponentiation algorithm in p,. Corollary 5.6 shows that the ele-
ment g* can be represented uniquely (up to conjugation) by its trace c¢,. Sim-
ilarly as in Section 5.2, our aim is to develop an efficient method to compute
¢q given ¢; and a. We define s; = [c_1,¢,c1,C2,¢3,¢4] to be the initial state.
For a given state s, = [Cy—2,Cu—1, Cus Cut1s Cut2s Cuts] With u > 1, if we can effi-
ciently Compute the states Sou = [Cgu_g, Cou—1y C2uy C2u+15 C2u+2, Cgu+3] and Sou+1 —
[Co2u—1, Cous Cout1s Cout2s Couts, Couta) then we immediately have an efficient double-
and-add algorithm for computing ¢, given ¢; and a.

Theorem 5.8. Let p, = (g) be the multiplicative subgroup of Fzg with embedding
degree 6 and trace t. Let ¢, = Tr(g%), C14 = c1 + ¢k, Cria = & + b + 2,
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M= (i (3 + T 4 2(ch +1)) +2(c +e1+ 1)1, and

1 Cie Ciy 1 0 0 Cou—3
0 1 Cl,t Cl,t 1 0 Coy—1
_ 0 0 1 Cip Cip 1 | cout
4 = cr Ciie 0 0 0|’ X = Cout3 |’
0 ca Cit2 0 O C2u+5
0 0 ca Cig2 ca O CoutT
(cout2 + cau—2)c1 + c2u,Cl it 2
(C2uta + c2u)cr + C2ut2C1 4.2
y = (cout6 + Caut2)cr + c2utaClit 0
(cou + c2u—2)C1t + cout2 + C2u—a
(cout2 + c2u)Cht + Couta + Cou—2

(cauta + c2ut2)C1t + Coute + C2u

Then

(i) A is invertible and AX =Y.

(ii) If c1 is given then A and A~ can be efficiently computed.

(iii) cou—1 = M(c}+2c34+2c1 +cic2,0,2(c3+cb) +e14+1,2(3 ) e, 2¢1) Y.
(i) caus1 = M(2¢3,2¢3,0,¢1,2¢t + i i +1,61)Y.

(v) caurz = M(c},c34+2¢3+2c1 +c411,0,2¢1,2(3 + ) 4 e1,2(3 +ch) 4 +1)Y.

Proof. (i) Noting that the characteristic of Fy is 3 and using Corollary 5.5(i), we can
show that determinant of A is equal to (¢; —1)*72(ca — 1). Hence A is invertible if
and only if ¢; # 1 and ¢o # 1. In fact we can show that ¢; # 1 and ¢y # 1 as follows.
If c; = 1 then fy(z) =2® -2+ 22 — a3+ 222 —2+1= (22 + 2+ 1) (22 — 2 +1)2,
and if co = 1 then f,(x) = (2% +1)(z* —c123 + (c1+ ¢} —1)2? — 12+ 1). Both cases
contradict the irreducibility of the minimal polynomial f;(x) over F,. This proves
that A is invertible. Now, combining the six equations obtained from Corollary 5.5
with the following (u, v) values: (2u—3,—1), (2u—2,-1), (2u—1,-1), (2u, —1), (2u+
1,—1), (2u + 2,—1) and using Corollary 5.5(i) proves that AX =Y.

(ii) The proof follows from part (i) and from the definition of A.

(iii) A computation in Maple shows that the second row of A= is A71[2] = L (¢} +
2¢2 +2¢; + i e2,0,2(2 + b)) 4+ e+ 1,2(¢ 4+ ) +¢1),2¢1). The rest follows
as Coy—1 = A71[2]Y from part (i).

(iv) We compute A71[3] = L(2¢},2¢2,0,c1,2¢t + i7" + ¢ + 1,¢1) and conclude
from coyy1 = A7[3]Y.

(v) We compute A~4] = L (c3, 3 +2¢3+2¢1 +c4 1, 0,2¢1,2(cF+ ) + 1), 2(c3 +
ct) +c1 + 1) and conclude from cg, 13 = A7[4]Y. O

The formulas for ¢o,—1, €2y t1, C2uts in Theorem 5.8 yield Algorithm 3 for exponen-
tiation in puy,.

Remark 5.9. Algorithm 3 can be used to compute ¢y, given ¢, and b as follows.
We replace ¢ = ¢, and the initial state becomes s = [/, ¢, ch,ch,ch,cy] =
[Cm 0, ca, Oa,t,Q;

3,029+ Cay2+ CL, 5]. With input ¢} and b, Algorithm 3 outputs ¢, = cqp.
We may ignore the costs (9A4; + 4a; + 1Cy + 1F; + 2my) in the precomputation
steps of Algorithm 3 and (3a; + 10my)(£ — 1) in the main loop of Algorithm 3 as
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Algorithm 3 Computing ¢,
Input: ¢; and a
Output: ¢,

Write a = Zf:é a;2" where a; € {0,1} and ap_1 = 1
Co—c2, Cp— ciﬂ
Cip—c+dc, Ciio—Co+cli+2
co—Ciiotco+1, c—c3+eatd
Su = [Cu—27 Cu—15 Cuy Cut1,y Cut2, Cu+3} — [Cla 07 C1,C2, cii)v 04]
M—(d(+Ci+2(ch+1)+2(c3+c+1)7 !
for i from ¢/ — 2 down to 0 do
Coua «— Co_g+Cy—a+ g, Cou—a— 2 1+ cu1+ch_q,
Coy C% +cu + CZ; Cou+2 < 054_1 + cut1 + Cz+17
Couta — Copo+ Cura +¢hia,  Coupe — ozt curs+clis
9: Y1 (Coug2 + cau—2)c1 + c2uC1t.2,
Y5« (Couta + c2u)c1 + c2u42C1 4.2,
Yy — (cau + c2u—2)C1t + Cout2 + C2u—s,
Ys — (caut2 + €20)C1yt + Couga + C2u—2,
Ys < (Couta + C2ut2)C1t + Coute + Cou
10: coy—1 — M((c3+2(Ca+c1) + C)Y1 + CoYa+ (2(C2 + b)) + 1 + 1)Yy
+(2(C2 + Cy) + c1)Y5 + 21 Y5)
11 cauqr — M0 (Y1 + Ya) + 1 (Ya + Y5) + (2¢) + Cy + 1 +1)Y5)
12: Coy+3 < M(Cng + (C? + 2(02 + Cl) + Ct)YQ + 2c¢1Yy
+(2(02 + Ot) + 01)}/:5 + (2(02 + Ci) “+c1 + 1)Y6)
13:  if a; = 1 then

14: Su — [Cou—1sCous Cout1; C2ut 2, C2ut3; Couta]
15:  else

16: Su < [C2u—2, Cou—1, C2u, Cou+1; C2u+2, C2u+3]
17:  end if

18: end for

19: Return (¢,)

they are dominated by (117 + 2M; + 251) and (53A; + 6Fy + 23M; + 657)(¢ — 1),
respectively. Then the cost of Algorithm 3 can be approximated as:

Precomputation (steps 2—6): 11, + 2M; + 251.
Main loop (steps 7-18): (53A1 + 6Fy + 23M; 4+ 651)(£ — 1).

We note that Algorithm 3 has a limited degree of built-in resistance to side-channel
analysis attacks as the same types of operations are executed whether the bit a; of
the exponent is 1 or 0.

5.3. Other algorithms for exponentiation with compressed elements. Al-
gorithm 3 works directly with the factor-6 compressed elements. In this section,
we describe five algorithms for computing ¢, given ¢, and b. The first algorithm
partially decompresses c, to an element ¢, € Fys, and then uses the LUC method
for exponentiating in this representation. The second algorithm decompresses c,
to an element in Fg, and then employs a standard window-NAF exponentiation

method. The third, fourth and fifth methods use the Brouwer-Pellikaan-Verheul
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idea (cf. Appendix A.2) by using minimal polynomials over F 2, Fys and Fg, re-
spectively. The seven exponentiation algorithms including XTRj3 [25] are compared
in Section 6.

First, we prove the following.

Lemma 5.10. Let py, = (g) be the multiplicative subgroup of IFZG with embedding
degree 6 and trace t. Also, let c, = Tr(g") and &, = Trs(g*). Then {é.,¢1,e0 } is
the set of roots of the polynomial fou(z) = 2® —cyz?+ (cy+cb)x— (2 +cf, —2¢,+2).

Proof. Let dy, = & and é, = & . Since g has order n and ¢ + 1 =t (mod n) and
¢ = —1 (mod n), we can rewrite the minimal polynomial of g* over F, as
p(@) = |@=g) =g [@= g™ @ - g")] [ g7) @~ g7
= (2= +1)(2® —dyx + 1) (2% —éuz + 1)
28— e b + (Euczu + dyéy + Guly)xt — (2¢, + 5uczuéu)x3
+(Cudy + duly + E484)7? — cyr + 1.

Comparing the coefficients of this polynomial with the coefficients of fyu(x) as given
in Corollary 5.6 we get

Culy + dy€y + Cu€y = ¢y -+ ci
Cudy€y = ci + c'; — 2¢, + 2.

The proof then follows because

(z —éu)(x —dy)(x— &) = 2%~ (Gu+dy+ &)+ (Cudy + duy + Eubu)T
—Cudyéy
= 2% —cur? +(cu + )z — (A +c —2c, +2)
= fpu(z). O

We will also need the following lemma which was proven in [25].

Lemma 5.11. Let u,, = (g) be the multiplicative subgroup of Fzﬁ with embedding
degree 6 and trace t. Also, let ¢, = Tr(g") and &, = Tra(g™). Then {¢y, ¢} is the
set of roots of the polynomial fou(z) = 2 — c,x + ct,.

5.3.1. An algorithm based on the LUC cryptosystem. We will describe a ternary
exponentiation algorithm to compute ¢, given ¢; and a. The idea of the algorithm

is as follows. Suppose we know an element in the set {¢, ¢f, E‘f}. If ¢, is known
then we will compute ¢,, if ¢{ is known then we will compute ¢Z, and if 5‘172 is known
then we will compute 532. In all three cases, we can determine ¢, = ¢, + ¢ + 632 =
A @)+ (@) =+ @)+ ()

2
By Lemma 5.10 we can determine {¢1, ¢}, ¢} } based on ¢; by finding the roots of the
polynomial f,(z) = 2% —c122+ (c1+¢})x — (¢ + ¢} —2¢1 +2). From our argument in
the previous paragraph, we may assume without loss of generality that ¢; is known.
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Note that the minimal polynomial of g over Fys is f, 3(z) = 22 — ¢z +1, and for all
integers u and v we have the following recursive relation (see [27] or Appendix A.1):
(5.5) Cuto = Culy — Cus.

Moreover, it was shown in [24] that the following equations can be deduced from
(5.5).

(5.6) Cau = )
- . Yo
(5.7) Bum1 = (0 +&E)
ci—1
- 1 3\~ .
(58) C3u—1 = é% 1 ((C? + Cl)ci - C?L+1)
. 1 3\~ .
(5.9) C3ut+l = = (@ +a)e — &)
ci—1
. . Lo
(510) C3u+1 = = 1 (CiJrl + clci).
ci—1

We now describe how to obtain ¢, given ¢; and a; to the author’s knowledge this
exponentiation method was first presented in [24] to compute Lucas sequences.

We will assume that a is written in signed ternary notation, i.e., a = Zf;é a; 3
where a; € {—1,0,1} and ay—; = 1 First, define two states: 8180) = [Cu, Cut1] and
s = [¢u—1,Cu]. The algorithm begins with the state 5(11) = [éo,¢1] = [2,¢1], and

exactly one of the two states, sgj ), 7 = 0,1, will be active during the execution of

the algorithm.

If j = 0 in the ith step of the algorithm, then SSP) is active and we will compute cs,,

based on (5.6) and compute one of €3, 1 Or ¢3,41 based on (5.8) or (5.10). In this

case, if a; = 0 then we set 7 =0 (i.e., 59 remains active) and s [C3us Caut1];

ifa; =1 weset j=1 (e, 57(11) becomes active) and s&j) — [C3u, C3ut1]; and if

a; = -1 weset j =0 (ie., s&o) remains active) and sgj) — [C3u, Caut1]-

If j = 1 in the ith step of the algorithm, then 87(}) is active and we will compute é3,,
based on (5.6) and compute one of ¢3,_1 or ¢s,4+1 based on (5.7) or (5.9). In this
case, if a; = 0 then we set j =1 (i.e., sq(f) remains active) and 553) — [C3u—1, C3u]; if
a; =1weset j =1 (e, s&l) remains active) and sij) — [C3u, C3ut1]; and if a; = —1
we set j =0 (i.e., s becomes active) and s9) — [C3u—1, C3u)-

At the end of this procedure we obtain ¢, from one of the active states 5510) =

[€a, Cat1] OT s,(ll) = [€4—1,Cq), as required. The exponentiation method is summa-
rized in Algorithm 4. We may ignore the costs (247 + 2a; + 143 + 1C5 + 1F} +
117 4+ 2my 4+ 157) in the precomputation steps of Algorithm 4 and (1m3)(¢ — 1) +
(243 + 2F3) in the main loop of Algorithm 4 as they are dominated by 15R3 1 and
(2C3+2M3)(£—1), respectively. Then the cost of Algorithm 4 can be approximated
as:

Precomputation (steps 2-4): 1SRs 1.
Main loop (steps 5-37): (1As +2C5 +2Ms)(¢ — 1).
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Algorithm 4 Computing ¢, based on the LUC cryptosystem
Input: ¢; and a
Output: ¢,

1. Write a = Zf:é a;3" where a; € {—1,0,1} and a;—1 =1
2. C—1/(c? 1)

3: & « a root of the polynomial 2% — c;2? + (¢; + cl)z — (2 + ¢} +¢1 +2)
4: é — Ezl)) + ¢

5: j —1

6: s = [u_1,u] — [2,E1]

7. for i from ¢ — 2 down to 0 do

8: C3y “— Eg

9: if j =0 then

10: {s&o) =[Gy, Cut1] 18 active}

11: if a; = —1 then

12: E3u—1 — C(CE — &) {see (5.8)}
13: 51(;) — [6311717 é&u]

14: else if a; = 0 then

15: Caut1 — C(E3 4+ ¢163) {see (5.10)}
16: s9) — [C3us Caut1]

17: else if a; = 1 then

18: Cautl — C(éi—i-l + 516%) {see (510)}
19: j—1
20: ng) — [Egu, 53u+1]
21: end if
22: else
23: {55}) = [€y—1, €] 1s active}
24: if a; = —1 then
25: Cau_1 — C(&_| + &) {see (5.7)}
26: 70
27: s9) — [C3u—1, C3u)
28: else if a; = 0 then
29: Cau—1 — C(E_ +&8) {see (5.7)}
30: s [G3u—1, 3]
31: else if a; = 1 then
32: Caupl — C(CE — &) {(see 5.9)}
33: s9) — [C3us C3ut1]
34: end if
35:  end if
36: end for

- ~ ~n2
37: Return (¢, + ¢ + ¢%)

Remark 5.12. Montgomery [18] presented several methods (binary, binary-ternary,
CFRC, PRAC) to compute Lucas sequences. The main idea in his methods to com-
pute ¢, is to build a Lucas chain for ¢ and at each step in the chain to use the
recursive formula €4, = €,y — y—, for some suitable u and v (see Table 4 in [18]).
The length of the derived Lucas chains in these algorithms exceed 1.446(log, a) (see
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Theorem 8 and Table 5 in [18]) and each step in the chain requires at least 1M3 (see
Table 4 in [18]). Therefore, these methods seem unlikely to outperform Algorithm 4
whose cost might be approximated as 2(logs 2)(log, a) M3 ~ 1.26(log, a) M3 after
the precomputation step.

5.3.2. Decompressing and direct exponentiation in p,, (Algorithm DDE). Given c,
and an integer b, in order to compute ¢, we will first decompress ¢, to g* or one
of its conjugates over F,. Then we will compute g?® (up to conjugation over F,)
by working directly in Fz. Finally, summing the six conjugates of g gives cqp.

In order to decompress g* we first construct the polynomial fga (r) = 2 — cow® +
(catct)z—(c2+ct—2c,+2) (see Lemma 5.10) over Fy and find a root in Fs; without
loss of generality, suppose that this root is ¢,. Next we construct the minimal
polynomial of g* over Fs, i.e., fga 3(x) = 2% — ez + 1 and find a root of fya 3()
in Fgs. Hence we obtain g* or one of its conjugates over F,;. The decompression
can be achieved at a cost of 44; + la; + 1F; + 151 + 2my + 1SR31 + 1SRy 5.

Now, to exponentiate g* € u,, (or one of its conjugates over F,) to the power b, one
first determines the width-w radiz-3 NAF representation of b, i.e., b = Zf:o b; 3
where by > 0, each nonzero b; is nonzero modulo 3, and |b;| < (3% —1)/2. The
width-w radix-3 NAF representation of b contains on average 2¢/(2w + 1) nonzero
digits (see [29] for more details on width-w radix-3 NAF representations). After
precomputing and storing some elements one can compute g“b at an average cost
of [ cubings and 21/(2w + 1) multiplications in Fgs. Using Karatsuba’s technique,
multiplying two elements in Fg can be accomplished with 18 multiplications in
F,. Cubing in p, can be performed at a cost of 6C;. Note that by choosing a
suitable polynomial for the extension F e /I, we may ignore the costs of polynomial
reductions in the extension field arithmetic.

Hence, the average cost of computing c,, can be approximated as 1SR3 1 +1SR2 3+
(6C1 + ﬁMl)é.

5.3.3. Direct exponentiation in ., without decompressing (Algorithm BPV-I). This
algorithm is based on the idea of Brouwer, Pellikaan and Verheul (see [6] or Ap-
pendix A.2). Suppose ¢, and an integer b = Zf:o b;3", where b; € {0,1,2}, in
base-3 representation is given. By Lemma 5.11, we can determine {é,, Ja}, the set
of traces of g and g*¢ over Fj2. Then the set of minimal polynomials of g* and
g% over Fe are fyoo(z) = 2 — Gua? + &z — 1 and fyaao(z) = 2° — dga® +diz — 1.
Without loss of generality let’s assume that we know fga o(2) (which can be com-
puted at a cost of 1F} + 1F5 + 1my + 1SR2;). That is, we have a copy of
Fyo = F2[2]/(fge 2(x)) and next we compute 2° modulo fge o() using the repeated
cube-and-multiply algorithm. Since (T2 + Tz + 79)® = 7325 + 792% + 73, each
cubing (modulo fge 2(x)) can be achieved at a cost of 445 +3Cs +5M,. Now, since
(o2 +112+70)x = (T2Cq+71) 2%+ (2728 +70 ) 2+72, multiplying by  can be achieved
at a cost of 245 + 1mgy +2Msy. Similarly, we can show that multiplying by 22 can be
achieved at a cost of 345 +2mo+4M,. Therefore, computing 2? = woz? + w2z +wp
with w; € Fy2 costs on average (443 + 3Cy 4+ 5Ms + +(5A2 4 3mg + 6M3)) (¢ — 1).
Now, cqp = Tr(2?) = Tr(wa2? + wiz + wy) = Tr(waTra(2?) + w1 Tra(x)). Also
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note that Tra(x) = ¢,, and Tra(2?) = ¢2 + & follows from 2 = é,2% — &z + 1 in

Fgo = Fg2[x]/(fge,2(x)). Hence, we can write
Cab = WiCq + (w16a)" + w2 (G + &) + (w2 (G + &))"

and the expected cost of computing ¢y, is 1SRz 1 + (%7/12 +3Co+TM3))(£—1) (we
ignore the cost (1F; +1F>+1m;) that is dominated by SRs 1 in the precomputation
steps, and the costs (3mg)(£—1) in the main loop and (2F>+2M>) in the last step).

5.3.4. Direct exponentiation in p, without decompressing (Algorithm BPV-II). The
idea of the algorithm is similar to Algorithm BPV-I except that we work with
a minimal polynomial over F s instead of Fj.. Suppose ¢, and an integer b =
Zfzo b;3" in width-w radix-3 representation is given. By Lemma 5.10, we can
determine the set of minimal polynomials of ¢*¢ for i = 0,1,2. Without loss of
generality let’s assume that we know fge 3(z) = 22—¢,z+1 (which can be computed
at a cost of 441 + lag + 1Fy + 151 + 2my + 1SR31). That is, we have a copy of
Fyo = Fys(]/(fge,3(z)) and next we compute z® modulo fga.3(x) using width-w
radix-3 NAF exponentiation. Since (112 + 79)3 = 73(2 — 1)z + (.75 + 75 ) modulo
fge,3(x), the cubing step can be achieved at a cost of 14; +1a; +2C3+2Ms + 1ms.
Using Karatsuba’s technique, we can show that multiplying two elements in Fge =
Fys[z]/(fge,3(x)) can be accomplished at a cost of 4M3. Therefore, computing
¥ = wiz+wo, w; € Fys, costs (141 +1ay +2C3 +2Ms+1ms+ ﬁMg)E. Hence,
the expected cost of computing ¢, = Tr(z?) = Tr(wiz + wo) = Tr(w;Trs(x) +
Tr3(w0)) = Tr(wléa + 2’LUO) = W1Cq + (wléa)q + (wléa)qz is 1SR3,1 + (1141 +2C5 +
2Ms + ﬁMg)E (we ignore the cost (441 + la; + 1Fy + 151 + 2m4) that is
dominated by SRs31 in the precomputation steps, and the costs (1la; + 1mg)f in
the main loop and (243 + 2F3 + 1M3) in the last step).

5.3.5. Direct exponentiation in u, without decompressing (Algorithm BPV-III).
The idea of the algorithm is similar to Algorithm BPV-I and BPV-II except that
we work with a minimal polynomial over I, instead of F,2 or Fg. Given cq
and b = Zf:o b;3" in width-w radix-3 representation, we first determine fyo(z) =
28 —coz® + (b +eoa)rt — (2 +cl +2)23 + (el +ca)x? —c,r+1 at a cost of 1.9; (we ig-
nore the cost 2A4; +1a; +1F; +2m1). Now, we have a copy of Fys = Fy[z]/(fge (x)),
and next we compute #° modulo f,« () using width-w radix-3 NAF exponentiation.
Since (152° + T4zt + 322+l + iz +70)% = BB+ P2 S S 418,
cubing modulo fge(z) costs at least 6C1 +21M;. Moreover, using Karatsuba’s tech-
nique, multiplying two elements in IF ;s appears to require at least 18 M7 in IF,. Hence
computing cq, = Tr(z®) costs at least 2A; +1F; +15; + (6C, 421 M, + (mi%l)Ml)g'

6. COMPARISONS

6.1. Factor-4 compression. We compare the running times of the five exponen-
tiation algorithms presented in Section 4. We first analyze the costs SRy ; and
SRy 2. Recall that SRy is the cost of finding a root of the irreducible polyno-
mial f(z) = 22 4 cx + ¢ for some ¢ € F,, and SRy is the cost of finding a
root of the irreducible polynomial f () = 2® + cx + 1 for some ¢ € F2. Shoup
[26] showed that if a square-free degree-m polynomial over I, where p is a small
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prime, is known to factor into d distinct irreducible same-degree polynomials over
F,i, then the factorization of that polynomial can be obtained at a cost of O(m(dl)?)

]sz—operafions. Therefore, we may set SRe 1 = O(8(log, q)?) [F2-operations, and
SRs5 = 0(32(log, q)?) Fa-operations.

TABLE 6.1. Comparison of exponentiation algorithms for factor-4
compression. The exponent is an ¢-bit integer.

| Algorithms | Precomputation | Main Loop \
Algorithm 1 11 + 1M, (4M; +451)(¢ —1)
Algorlthm 2 1SR2,1 1M2 + 152)(£ — 1)

DDE (Section 432) 1SR271 + 1SR272
BPV-I (Section 4.3.3) | 1SR3
BPV-II (Section 4.3.4) | 1F;

My +2855)(¢ —1)
TM; +481)(4 - 1)

(
( w+1)M1 =+ 4S1)
(3
(

We can conclude from Table 6.1 that, for a suitable choice of w, Algorithm DDE
is the fastest algorithm if the precomputations are done in advance (which is the
case if the base is fixed). Otherwise, Algorithm 1 is the fastest one.

Remark 6.1. It is possible to obtain better running time estimates (at least for
the running times of the main loops) for some of the algorithms listed in Table 6.1.
Adapting the double-exponentiation technique given in [28] to speed up Algo-
rithm 2, one can estimate the running time of Algorithm 2 as 2SR 1 + (0.75M>)(.
Using simultaneous multi-exponentiation or window-NAF techniques one can opti-
mize the running times of Algorithms BPV-I and BPV-II. These techniques do not
seem to reduce the cost of the squaring steps in the main loops of Algorithm BPV-I
and BPV-II (which are (1M3 4 252)(¢ — 1) and (6M; + 451)(¢ — 1), respectively)
other than transferring some of the cost to the precomputation phase. The mixed-
multiplication method (see [13]) can be adapted to speed up Algorithm DDE given
input values ¢, and b. More precisely, after decompressing c, to g%, one can first
compute g“bh for some h € Iy, at an approximate cost of ((w_H)Mg)E instead of

computing g*® using Karatsuba’s multiplication technique at an approximate cost
of ((M_1 M;)? (see Section 4.3.2), Then ¢, can be computed by taking the square

root of Tr((g®h)?" ~1) = Tr(g?*(@"~1)) = ¢y4s. Using this method, the cost of Algo-
rithm DDE can be approximated as 1SRy 1 + 1SR 2 + ((w+1 Ml)f + 114; the cost
of this faster algorithm is given in Table 6.2. Hence, we still expect Algorithm 1 to
be the fastest algorithm for general bases and, if the base is fixed, Algorithm DDE
to be faster than Algorithm 1 and Algorithm 2 for a suitable choice of w.

To be more concrete, we list the expected running times of the five exponentiation
algorithms in a particular setting in Table 6.2 based on the estimates given in
Table 6.1. For the 128-bit security level, we let ¢ = 2'223 and ¢ = 2612, Then
q+ 1+t = 5n where n is a 1221-bit prime. We will ignore the costs F;, S; and,
using Karatsuba’s technique, assume Ms; = 3M;. We also select w = 5.
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TABLE 6.2. Comparison of exponentiation algorithms for factor-
4 compression at the 128-bit security level. The exponent is an
1221-bit integer.

Algorithms Multiplication cost for general | Multiplication cost
bases for fixed bases

Algorithm 1 117 + 4881M, 4880 M,

Algorithm 2 1SRy 1 + 3660M, 366010,

DDE (Section 4.3.2, Remark 6.1) | 1SRy 1 + 1SRo o + 104 + 12210, | 114 + 1221M,

BPV-I (Section 4.3.3) 1SRy 1 + 5490M, 5490M,

BPV-II (Section 4.3.4) 8540M, 8540 My

6.2. Factor-6 compression. We compare the running times of the six algorithms
presented in Section 5 and the XTRg [25] algorithm. We note that even though the
running time of XTRg is estimated as 1SRy 1 + (8M7)¢ in [25], adapting the double-
exponentiation technique for speeding up XTR (see [28]) to XTRg3 one can roughly
approximate the cost of XTRg as 2SRy 1 + (3M7)¢ which we use it in Table 6.3.

We first analyze the costs SRy 1, SRy 3 and SR3 ;. Similarly as in Section 6.1, using
Shoup’s method [26] we may let SRs; = O(27(log, ¢)2) Fys-operations. Now, we
will consider SRy ; and SR» 3, and see that these costs are negligible comparing to
SR31. We let ¢ = 32741 and recall that SRy is the cost of finding a root of the
irreducible polynomial f (r) = 2® — cx + ¢" over F,. The roots of this polynomial
are 2(c + /e + 2¢t). Since f(x) is irreducible over Fy, C' = ¢ + 2¢! must be a
quadratic non-residue in F,. Moreover, since ¢ = 3 (mod 4), —1 is a quadratic
non-residue in F,;. Therefore, —C'is a quadratic residue in IF; and finding a root of
f(x) reduces to finding a square root of —C' in ;. Namely, the roots of f(:z:) are
2(c + v/—C+y/—1) and also note that v/—C = (—C)*% and v/—1 € F,2. Barreto et
al. [2] observed that

r—1
Q+1_ 2\1
T—6§<3) +1

and that computing
q+1 r—1/02vi\ 3
(o) = ((02)21»:0 (3%) ) (—C)

can be achieved at a cost of 1.51+4(|log, | +HW (r))M;. Therefore, after computing
V=1 € F2 we can compute a root of f(z) in F2 at a cost of 1mg + 1Ma + 1.5; +
([logyr] + HW(r) + 1)M;. Hence, we may set 1SRo1 = 1mg + 1M3 + 157 +
(|logy ] + HW (r) 4+ 1)M;. Similarly, we can show 1SR 3 = 1mg + 1Mg + 153 +
([log, (3 + 1)| + HW (3r + 1) + 1) M.
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TABLE 6.3. Comparison of exponentiation algorithms for factor-6
compression. The exponent is an ¢-bit integer.

‘ Algorithms ‘ Precomputation ‘ Main Loop ‘
Algorithm 3 11, + 2M, + 25, (53A; + 6F) +23M; +651)(¢ — 1)
Algorithm 4 1SR3; (1As + 2C5 + 2M3) (logs 2) (€ — 1)

DDE (Section 5.3.2) 1SR31 + 1SRy 3 (6C1 + sy M) (logs 2)¢

BPV-T (Section 5.3.3) | 1SRy, (FA,+3C + 7]\/12)(10g3 2)({ —1)
BPV-II (Section 5.3.4) | 1SRs31 (1A +2C5+2M3+ (27 +1) Ms)(logs 2)¢
BPV-III (Section 5.3.5) | 157 > (6Ch + 21M, + 2w+1 My )(logg 2)¢
XTR3 ([25]) 2SRy, (3My)e

We can conclude from Table 6.3 that, for a suitable choice of w, Algorithm DDE
is the fastest algorithm if the precomputations are done in advance (which is the
case if the base is fixed). Otherwise, XTRg is the fastest one.

Remark 6.2. It is possible to obtain better running time estimates (at least for
the running times of the main loops) for some of the algorithms listed in Table 6.3.
Adapting the double-exponentiation technique given in [28] to speed up Algo-
rithm 4, one can estimate the running time of Algorithm 4 as 2SR3 1 + (0.75M5 +
0.1755)¢. Using simultaneous multi-exponentiation or window-NAF techniques one
might optimize the running times of Algorithms BPV-I, BPV-II and BPV-III. These
techniques do not seem to reduce the cost of the cubing steps in the main loops
of Algorithms BPV-I, BPV-II and BPV-III (which are roughly (5M>)(log; 2)¢ ~
(6.31M1)¢, (2M3)(logs 2)¢ ~ (7.57M7)¢ and (21M7)(logs 2)¢ =~ (13.25M7)¢, respec-
tively) other than transferring some of the cost to the precomputation phase. The
mixed-multiplication method (see [13]) can be adapted to speed up Algorithm DDE
by slightly changing its output value from cgp to caqp given input values ¢, and b
(we note that Algorithm DDE with this slight change in its output can still be used
in the cryptographic applications mentioned in Section 2). More precisely, after
decompressing ¢, to g%, one can first compute g*°h for some h € ]F;3 at an ap-
Ms3)(logs 2)¢ instead of computing g?® using Karatsuba’s
(2w+1)M1)(log3 2)¢ (see Sec-

tion 5.3.2). Then Tr((g“bh)qsfl) = Tr(g“b(qsfl)) = Coqp can be computed at an
approximate cost of 1I3. Using this method the cost of Algorithm DDE can be
approximated as 1SR3 1 +1SRo 3+ (5 (2w+1) Ml)(10g3 2){+11Ig; the cost of this faster
algorithm is given in Table 6.4. Hence, we still expect XTRj3 to be the fastest algo-
rithm for general bases and, if the base is fixed, Algorithm DDE to be significantly
faster than the other algorithms for a suitable choice of w.

proximate cost of ((2w+1)

multiplication technique at an approximate cost of (

To be more concrete, we list the expected running times of the seven exponentiation
algorithms in a particular setting in Table 6.4 based on the estimates given in
Table 6.3. For the 128-bit security level, we let ¢ = 3°%9 and t = 3255, Then
q+1—t = Tn where n is an 804-bit prime. We will ignore the costs A;, a;, C;, F;, m;
and, using Karatsuba’s technique, assume Ms = 3M;, M3 = 6M; and Mg =
18M;. We also assume S; = M;, and select w = 5. Note that r = 254, |log,r| =
8, logy 3r+1)| = 9, HW(r) = 7,HW(3r + 1) = 8, and 1SRs1 = 20M; and
1SRy 3 = 132M;.
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TABLE 6.4. Comparison of exponentiation algorithms for factor-
6 compression at the 128-bit security level. The exponent is an
804-bit integer.

Algorithms Multiplication cost for general | Multiplication cost
bases for fixed bases

Algorithm 3 11, + 23291 M, 23287M,

Algorithm 4 1SR3 1 + 6080M, 60801

DDE (Section 5.3.2, Remark 6.2) | 15R3 1 + 11 + 1239M; 11 + 1107M,

BPV-I (Section 5.3.3) 10660M, 10640M,

BPV-II (Section 5.3.4) 1SR31 + 8301M, 8301 My

BPV-III (Section 5.3.5) > 12314 M, > 12313M,

XTRs3 ([25]) 2452M, 2412M,

7. CONCLUDING REMARKS

We have shown how to compress, by a factor of 4, pairing values of the commonly-
used symmetric bilinear pairings over characteristic two fields, and also further
explored compressing pairing values of symmetric bilinear pairings over character-
istic three fields by a factor of 6. We have shown how one can exponentiate using
the compressed pairing values. Our exponentiation algorithms are reasonably effi-
cient. In particular, if the base is fixed then we expect at least a 54% speed up over
the fastest previously known algorithm XTRjg for the factor-6 compression case.
Finding more efficient algorithms would be worthwhile. It would also be desirable
to implement the algorithms to verify our estimates of their relative efficiency.
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APPENDIX A. PREVIOUS WORK ON COMPRESSION FACTORS 2,3 AND 6

A.1. Compression factor 2 (LUC cryptosystem). Let p, = (g) be the multi-
plicative subgroup of IFZ2 of order n = g+1. Let ¢,, = Tr(g") be the trace of g* over
F,, and fyu(x) the minimal polynomial of g* over F,. Then fyu(z) =22 — ¢,z + 1
and the following recursive relation holds for all integers u and v:

Cytv = CyCy — Cy—v-

In particular, co, = ci —cy = ci — 2 and cgy+1 = Cy4+1Cy — €1, Whence given a
state s, = [cy, Cyt1] One can compute So, and sg,4+1. This observation leads to an
efficient double-and-add algorithm for computing cqp given ¢, and b (see [27] and
[4]). The cost of the algorithm is log, b steps, each step costing 1 multiplication
and 1 squaring in F,.

A.2. Compression factor 3 (LUCKY cryptosystem). Let u, = (g) be the
multiplicative subgroup of IE‘;G of order n = p> — p + 1. Brouwer, Pellikaan and
Verheul [6] obtained a compression factor 3 by identifying elements of p, with the
coefficients of their minimal polynomials over F,. In particular, each element g¢
can be uniquely identified (up to conjugation over F,) with a pair (¢,, d,) € F, xFp.
They also presented an algorithm (see Sections 3.3 and 5 in [6]) to compute (cap, dap)
given (¢q,d,) and an integer b. The algorithm is as follows. Given (cq,d,) we
first construct the minimal polynomial of g* over IF, and adjoin a root p, of this
polynomial to IF,, thus obtaining a copy of Fpe. Next, we can raise p, to the power
b and determine the minimal polynomial of p over F,. From the coefficients of
this polynomial we can determine (cqp, dgp), as required.

A.3. Compression factor 3 (XTR cryptosystem). Let p = 2 (mod 3) be a
prime and p, = (g) the multiplicative subgroup of Fr¢ of order n = PP —p+ 1
Let ¢, = Tr(g") be the trace of g* over Fj2, and fyu(z) the minimal polynomial
of g* over F,2. It was observed in [17] that fyu(z) = 2® — ¢ 2% + Bz — 1 and the
following recursive relation holds for all integers v and v:

— p
Cutv = CyuCy — CyCy—y + Cy—2v-

In particular, it was shown in [17] that given a state s, = [cu—1,Cu,Cut1] OnDE
can compute sg, and sg,41. This observation leads to an efficient double-and-add
algorithm for computing c,p given ¢, and b.

A.4. Compression factor 6 (XTRj3 cryptosystem). Let ¢ = 3>"*! and u,, =
(9) the multiplicative subgroup of FZG of order n = g — /3¢ + 1. Let ¢, = Tr(g")
be the trace of g* over F,. It was observed in [25] that given ¢, one can efficiently
compute the trace ¢, of g* over Fp2 up to conjugation over F,. Now, given c,
and b, one can first compute ¢,, then compute ¢, using an algorithm analogous
to that of XTR, and finally obtain c,, = Cqp + Egb. The overall cost is 8logy b +
|logy | + HW (r) + 2 multiplications in F,, where HW(-) denotes the Hamming
weight function.
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APPENDIX B. NON-UNIQUENESS OF FACTOR-6 COMPRESSION

We list some parameters (p,n, T, g,u,v) where p > 3 and n are prime, n | (p* —
p? +1), and if pu,, = (g) is the subgroup of Fe (where g = p?) of embedding degree
6 over Fy, then the trace function Tr : u, — Iy has collisions with collision value
T =Tr(g") = Tr(g"), where g* and g are not conjugates over F,. In fact, the first
example corresponds to the parameter of a BN curve (see Remark 5.2 and [3]). The
subgroups p, in examples (2)—(5) can be realized as the images of pairing functions
defined on elliptic curves over F), having embedding degree 12; these elliptic curves
are not BN curves. On the other hand, the subgroups p, in examples (6)—(9)
cannot be realized as the image of pairing functions defined on elliptic curves over
F,, since n is not in the Hasse interval [(\/p — 1)?, (y/p + 1)?].

(1) (55333,55117, 45541, g, 2583, 6758) where
Fy =Fy[2]/(2* +2),
Fyo = Fy[w]/(wS + 51894z + 9346),
g = (56382 + 5187TT)w® + (132972 + 52777)w* + (209242 + 25318)w® +
(129912 + 51370)w? + (120142 + 15762)w + 15570z + 33355.

(2) (113,97,46,g,20,29) where
F, = F,[2]/ (2 + 101z + 3),
Fyo = Fglw]/(wb + 1122),
g = (T7z + 47w’ + (292 + 36)w? + (522 + 24)w3 + (582 + 14)w? + (702 +
19)w + 35z + 49.

(3) (297457,296941, 170970, g, 42243, 120695) where
Fy = Fplz]/(* +5),
Fyo = Fy[w]/(wS + 226781z + 185746),
g = (162822 + 114368)w® + (2648072 + 131493)w* + (528662 + 175278) w3 +
(1532542 + 81017)w? + (555212 + 87692)w + 275002 + 23791.

(4) (757363, 758053, 147442, g, 195883, 532217) where
Fg =TFy[2]/(2* + 1),
Fyo = Fgyw]/(w® + 538552z + 38070),
g = (1558902 + 54538)w’ + (5930652 + 407753)w? + (421831 2 + 252766 )w" +
(260748 + 405992)w? + (4262932 + 142508)w + 2406152 + 248519.

(5) (758743, 758053, 181973, g, 26808, 304248) where
Fq =Fpyl2]/(2* +1),
Fyo = Fylw]/(w® + 205464z + 531602),
g = (6447492 +587471)w + (1521112 +593113)w* + (2184992 +561168 ) w3 +
(6052982 + 638869)w? + (6346952 + 684366 )w + 6676162 + 318403.

(6) (107873,100333, 108362 + 78750, g, 6775, 11682) where
Fq =TFy[2]/(2* +3),
Fgo = Fyw]/(w® + 70681z + 104404),
g = (749002 + 35768)w’ + (672882 4 57726)w* + (1072422 + 94650)w? +
(316292 + 3630)w? + (873412 + 35135)w + 641762 + 45731.
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(7) (107873,100333,970372 + 78750, g, 14995, 20801) where
Fy =TFpl2]/(2* +3),
Fyo = Fy[w]/(w® + 706812 4 104404),
g = (716802 + 68567)w® + (995912 + 66980)w* + (349442 + 30340)w? +
(8164z + 61554)w? + (293132 + 44640)w + 33137z + 62160.

(8) (147347,135193, 560952 + 80249, g, 4989, 12193) where
Fy = Fylz]/(s2 + 1),
Fyo = Fy[w]/(wb + 766712 + 35636),
g = (1204692 + 82203)w® + (776342 + 4734)w* + (1272892 + 74128)w3 +
(1063062 + 13444)w? + (829832 4 115891 )w + 34710z + 136734.

(9) (147347,135193,91252z + 80249, g, 3676, 12104) where
Fg =TFp[2]/(2* + 1),
Fgo = Fyw]/(wS + 76671z + 35636),
g = (1138342 + 48691)w® + (872842 + 70855)w* + (855682 + 73528)w3 +
(1027122 + 53673)w? + (135372 + 46246)w + 1053052 + 14472.
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