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Abstract—Attribute-based encryption (ABE) has been envi- attributes are independent. HWABE, the universal attributes
sioned as a promising cryptographic primitive for realizing secure  gre classified into trees according to their relationshiinee
and flexible access control. However, ABE is being crificizé j, he access control system. Every node in this tree is
for its high scheme overhead as extensive pairing operatien . . . .
are usually required. In this paper, we focus on improving assomated with an attribute, and an_ancestral node cavederi
the efficiency of ABE by leveraging a previously overlooked itS descendant’s key, but the reverse is not allowed. Asghme
fact, i.e., the often-found hierarchy relationships amongthe attributes formn trees. For attributey, we assume its depth

attributes that are inherent in many access control scenads. s k in the i-th tree, and its path from roat;, in the i-th

As the first research effort along this direction, we coin the t ; ; _ 1

. ; , , : . ree is defined akuv;, wi1, - - ,wi k—1,wik ), Wherew;, = w™.
notion of hierarchical ABE (HABE), which can be viewed as W that S‘JZO’W“,’ .t’hw“ktﬁ’wz,k) , w”“, w.f
the generalization of traditional ABE in the sense that both V'€ Say thalw COversw' with pa (Wos@jrs - wip)

definitions are equal when all attributes are independent. W wis = wj; for 0 < 6 < k. It means that has higher level
further give a concrete HABE construction considering a tree priority thanw’ in the access control system.f coversw’.

hierarchy among the attributes, which is provably secure. Mre  For convenience, we first define some notations. Recall that
importantly, our construction exhibits significant improvements \ye \ish to create aRABE scheme in which a ciphertext can
over the traditional ABE when attribute hierarchies exist. . . )
be decrypted only by users with the following property: the
Keywords: Attribute-Based, Hierarchy, Encryption, Accessiumber of users’ attributes that cover the attributes ihetl
Control, Pairing in ciphertext is no less than a pre-defined numéeBefore
decryption, the user can get an attributeldétom the attribute
l. INTRODUCTION center. Assume the ciphertext is created with respect to an
Recently, much attention has been attracted by a new pubkidtrioute setU’. The user withU is able to decrypt the
key primitive called Attribute-based encryption (ABE). BB ciphertext forU’ if and only if the number of attributes i
has significant advantage over the traditional PKC prireiv that covell’ is no less thaw. This kind of ABE could be used
as it achieves flexible one-to-many encryption instead @& onin distributed systems so that a user is able to access digta on
to-one. ABE thus is envisioned as an important tool fdf he or she possesses a certain set of credentials or atisibu
addressing the problem of secure and fine-grained datanghaiio construct such ABE directly without taking advantage of
and access control. In ABE, the encryption keys and/or dhe hierarchy structure, the size of private key or the aijgxé
phertexts are labeled with sets of descriptive attributdindd will grow linearly with the number of decedents or depth of
for the system users. And a particular user private key cére attribute. In ouHABE, part of attributes are allowed to
decrypt a particular ciphertext only if the two match. A garthave hierarchical tree relationship and the remainingoatis
could encrypt a document to all users who have a certain seé independent. Therefore, our construction can achietre b
of attributes drawn from a pre-defined attribute univers®. Fflexibility and practicality.
example, one can encrypt a tenure-evaluation related dexcum
to all of tenured faculty in computer science department. |
this case the document would be encrypted to the attriblﬁé‘]é Related Work
subset{“Faculty”, “CS Dept.”, “Tenured?}, and only users ABE is one of the important applications of fuzzy identity-
with all of these three attributes in the university can hibld based encryption (fuzzfBE, in short) [23] proposed by Sahai
corresponding private keys and thus decrypt the documewtd Waters. In fuzzyBE, the identity is viewed as a set of
while others cannot. descriptive attributes. A user with secret key foris able
ABE, on the other hand, is often being criticized for its higto decrypt a ciphertext encrypted witl' if and only if w
scheme overhead as extensive pairing operations are yisuafldw’ are within a certain distance of each other as judged
required. In this paper, we focus on improving the efficiendyy some metric. As for [23], this distance is measured by set-
of ABE by leveraging a previously overlooked fact, i.e., theverlap between identities. Due to the error-tolerance@nty,
often-found hierarchy relationships among the attributeg fuzzy IBE can be applied to enable encryption by using
are inherent in many access control scenarios. The notion of
HABE is proposed in this paper to address the tree hierarc }1,In this paper, assume is in depthk; of thei-th tree and let its path be
. . . . i0,Wil, " , Wi k—1,w). For convenience, we will use the notatiany
structure, which can be viewed as the generallzatlon of-tra stead ofw to denote its position in its path, without especial explimain
tional ABE in the sense that both definitions are equal whien ale following sections.



biometric inputs as identities. To reduce the trust of ladte 1. BUILDING BLOCKS: THE HABE SCHEMES

authority, Chase [9] proposed a multi-authority attribhtsed A syntax

encryption scheme. In this protocol, each authority cdstro In this section, we first give the definition and security

some of the attributes, and this scheme can also be extemded { ' ;
model of HABE. Then, a provably secure construction of

support tree-structure [16]. Recently, there are sevéieigpts HABE is presented. When one encrypts a messader a set

to construct attribute-based signature in both [19], [A0ley '

. . . : . . of target attributes (without loss of generality, Bt= {w1,
presented attribute (ring) signature to achieve signeapyi. ., }), anyone can decrypt the ciphertext if he has at least
These constructions are not trivial by using technique B [1 , k), Ay yP P

. : . d d attributes that cover the attributes . The distanced
since the anonymity for user is required.

There are two methods for access control based on AB%mu'd be pre-determined in setup algorithm, which will be

o . : o —USed in the encryption and decryption algorithms. However,
ieB)I/E;D Olgg¥hAr?O|Etié§§QSE)rc?ngsg:jp?ner[tfg]t EO“(% ABI EI (Icr:1 P in some applications, the size dfis not fixed. To solve this
: . prop ol by . groblem, we will explain later how to makeéflexible for the
KP-ABE, each ciphertext is labeled with sets of attributes. X . L
E : X . . . distance under different scenarios. The definitionH#BE
ach attribute private key is associated with an accesststau is simil . -

) o . S similar to ordinary ABE through the definition of overlap
such_that it can only decr_ypt a specific type of CIpherte}ﬁa‘etween attributes sets, except thatHABE the attributes
The first KP-ABE construction [16] can realize the monotoni ave hierarchy structure. It is assumed that the universal
access structures for key policies. To enable more flexible . . ' . o
access policy, Ostrovslat al. [22] presented the first KP-ABE a?trlbutes form hierarchy structure according to the dedini

. ?f access control system. Note that we call an attrihute
system that supports the expression of non-monotone fasnu L , .
in key policies. In a CP-ABE system, a user’s key is assotiat&®Ve">w If w=w’ orw belongs to a h|gh§r level than.
i ' Definition 1: The HABE scheme consists of four algo-

with a set of att.rlbutes and an encrypted C|ph.erte>_<t wilkcdfye ithms Getup, KeyGen, Enc, Dec), which are defined as
an access policy over attributes. CP-ABE is different fro% lows:

KP-ABE in the sense that the encryptor assigns certain acces L h laorith K . :
policy for the ciphertext. When a message is being encrypted ® rsa?”:\uerzér-g Ae jr?;uZe?]g?a:lttesmptuabI?cs p?;r;\rrlr?:tg;ug:l):j pa-

it will be associated with an access structure over a pre- i h Koy ¢ i q
defined set of attributes. Bethencoettal. [3] proposed the Sk't It :eta'nSSk as the secret key for attribute center an
outputspara.

first CP-ABE construction. However, the construction in [3] ) )
KeyGen(U, para, sk): The private key generation algo-

is only proved under the generic group model. In view of * it K ) " he
this weakness, Cheung and Newport [10] presented another "'thm takes as input attribute sét, public parameters
para, andsk. It outputs a private keyly.

construction that is proved to be secure under the standard p - _
model. Later, in [14], Goyal et al. gave another constructio ° _Enc(m’ U’ para): The encrypltlon algon_thm takes as
for more advanced access structures based on number theoret MPUta message:, attribute set)’, and public parameters
assumption. To better protect user privacy, anonymous CP- Para. It outputs ciphertexc. _ _

ABE was constructed in [17] and further improved in [21]. ° De(_:(C, v, para, U, du): The/decryptlon algorithm takes
Boneh and Waters [7] proposed a predicate encryption scheme as Input a uphertexﬁ for U, public parametersara,
based on the primitive called Hidden Vector Encryption.iThe and secret keydy with resp_ect toU. It first checks
scheme can also realize the anonymous CP-ABE by using the Wh(_ether the nutn_ber of attrlbute_s_id that cover the
opposite semantics of subset predicates. Recently, KatmiS attr_lbutes fromU is at Ieast. If it is true, output the
and Waters [18] proposed a novel predicate encryption sehem Plaintextm with dy. Otherwise, output a symbol af.
supporting inner product predicates and their scheme ig ver _

general and can realize both KP-ABE and hidden CP-ABE: Security Model

schemes. Because theHABE can be viewed as a generalization of
o ordinary ABE, the security requirements fotABE is also
B. Contribution indistinguishable against adaptively chosen attributes a

In this paper, we make the following contributions: (i) Thehosen ciphertext attackéiND-Atr-CCA). Description of the
model of HABE is formalized; (i) To obtain a provably securesecurity game is the same as ABE, except that the attributes
HABE under tree hierarchy, the technique of hierarchiclere are hierarchical. The formal definition IDfD-Atr-CCA
identity-based encryption is utilized in combination witre is based on the following game involving an adversdry
secret sharing techniques in ABE; (iii) We show through
detailed analysis that our construction is very efficiehe t Game IND-Atr-CCA
computation cost in generation of ciphertext is low and the « Setup(d). The challenger chooses a sufficiently large

length of the ciphertext is short. security parametet* and runsSetup to get a key pair
(pk, sk) and other public parameterzara. It retains
ORGANIZATION. In Section Il, the model forHABE secret keysk and givespk, para to A.

is formalized, as well as the construction. Its securitylysia « Phase 1A can perform a polynomially bounded number

under the established model is also presented. In Section of queries in an adaptive manner to the oracles, includ-
lll, we show how to implement suctHABE and give its ing attribute private key extraction oracle and ciphertext
efficiency analysis. Section IV is the concluding remarks. decryption oracle.



» Challenge A outputs a target attribute set* and two G, (which also has ordep). We also define the Lagrange
messagesng, m; on which it wishes to be challenged.coefficientA; s for ¢ € Z, and a setS with elements inZ,:
The only restriction is thatd did not previously issue z—7
a key query onU such that the number of attributes in Ajs = H —

U that cover the attributes ib™ is not less thani. The neSmzi L
challenger randomly chooses a bie {0,1}, computes
C = Enc(my, U™, para) and send¢ to A. N )
« Phase 2.4 can perform a polynomially bounded numbeP€tUP(d): Let G, be the bilinear group of prime ordgrand

of queries to the decryption and private key extractiop P& @ generator of,. Additionally, lete : Gy x Gy — G
oracles in an adaptive mannet.is not allowed to issue be a bilinear map. Assume there a¥eattributes in universe

decryption query or(C,U) or private key query on an and n trees are formed based on the relationship of these
attribute setU such that the number of attributes i attributes defined in the access control system. Define a hash
function H : {0,1}* — Z». Let Uy={wi0, - ,wno} be the
root attributes set. Assume the maximum depth of itk

that cover the attributes i* is not less tharnl.
« Guess A outputs a guess bit'.

. . . iSl; <i< = .
A wins the game ifb = V. The advantage afd in game tcrﬁgozf& fl?rro:n_zl ;nZ’ fggéut ma}:{élgy M’eéggwmz C\i‘/g
IND-Atr-CCA is defined as the probability thad wins the P P ,egl - ,g ) '
) choose random elements, v}, - ,ul, ui,---, ue from
game minusl /2. roun G
In this paper, we also use a weaker notion called indig- e

tinguishable against selective attributes and chosemtpli
attacks (ND-sAtr-CPA). The definition is similar toIND-
Atr-CCA, except here it requires the adversary to sub

its challenge target attribute set* before the setup phase'KeyGen' To generate a private key for attribute sef
Furthermore, according to the definition of chosen plaihteff procee'ds as follows:

attack, the decryption oracle is not available to the adver- o
sary. Also, the attributes in the challenge ciphertext &hou * A @ — 1 degree polynomiaj is randomly chosen such

The public parameters amgara = (g, g1, g2, €, (U})i1<i<n,
m(i’%bi)lgigg). The master key is.

be chosen in different hierarchy components. Actually, the thatq(0) = a; . L .

selective model has been used in many other papers t¢ FOr €achw & U, assume its depth i& in the i-
get hierarchical identity-based encryption [4]. Howeveiis th tree with path(wio, wit, -+, wik-1,w). It chooses
still an open problem to construct efficient and fully secure " €& Zp and Compfl_tl?s?)“’:(dio’ diu’wd“““’ e diey),
schemes without the selective secure model in hierarchical Where dio = g5 (u;H.’;:luj”)T di = g,

identity-based encryption. dijy1=Up g 150 dig=uy
« Finally, it outputs the private key & asdy = { D, }weu-
. . ! -
C. HABE Scheme with Tree hierarchy Enc: To encrypt a message < G- to an attrlbut_e seu’, it
proceeds as follows. First, a random vakie Z, is chosen.
In this construction, the attributes are assumed to be elividFor each.’ € U’, assume its depth &’ in the j-th tree. Let

into n trees with rootswig, - -+, wno. For the tree with root the path forw’ be (wjo, why, =+, w; w1, w'). It computes
wio, We assume its depth i&. Let w;, be an attribute of £ — 1,6(gy, go)* and T = ¢°. Furthermore, it computes
depth & with path (w;o, - ,w;) from root w;o. It is easy E, — (u;_ ng’zl u;j(s)s for eachw’ € U’ and outputs the

to verify that this construction is indeed a generalizatidn
ABE. When all attributes are independeng., they do not
have any relationship for access control, the construdgon . ; . :
just an ordinary ABE. Similar to other constructions of ABESD;CU,S%SZ%Srﬁethg;: ﬁfgzrtiﬁt\;ztinﬁgaptid E(l))tqe attr}iglrjte
. . . . = wfwelU
the nur_nberd, which will be used as-the -dlstance for t.heattribute setU such that the number of attributes bh that
decryption, should be chosen and defined in setup algorithm. . S .
We now aive a brief review on the oroperty of pairingsCVe" the attributes i’ is no less thanl. Then, it chooses
. 9 e property of p 9%n arbitraryd-element subsef with elements inJ. For each
and its related hard problems that will be used in this paper.. . ;-
Let G G be cvclic arouns of prime ord fiting the  * in S with path (wio,wi1, -+ ,w; k-1, w), assumew’ is the
1,2 yclic group pri &, Writing attribute inU’ covered byw with path from the same roat;o
group action multiplicatively. Ley be a generator df, and

! ! / H H !
77, 76 . be' map ith e followang propertes 11, i ) (1 ol e e o
1). Bilinearity: é(g{, g5) = é(g1,g2)* forall g1, g2 € Gy, and _ ) W ur o
a,b € Z,; 2). Non-degeneracy: there exigis g, € G, such Finally, it computesd;, = diod; }1" -~ ;" and decrypts
thaté(gi, g2) # 1, in other words, the map does not send all'€ ciphertext as
pairs in(Glyllel to th_e identity inG»; 3). Computability: There sy H( é(dy, T) )AHM,S(O)
is an efficient algorithm to comput g1, g2) for all g1, g2 € m é(d;, Euy)
G1. Throughout this paper, we assume that there is a trusted wes
setup algorithm that takes as input a security paramétaend 3.3.1 Security Result
outputs the setup( G1, Go, g, é), where groupG; =< g >
of prime orderp has a bilinear mag, andé(g, g) generates Before giving the security result, we introduce the Decisio

ciphertext a=(E, T, {E.}) for all o’ € U'.



¢-wBDHI* Assumption used in [2]. has a private key for a higher level attribute, he or she can
definitely decrypt the ciphertext for the lower level attriés.
DECISIONAL /¢-wBDHI* PROBLEM: The Decisionzal From the private key issuing, we can also understand the rule

(-wBDHI* Problem is that, givery, y1 = ¢%, ---, y¢ = ¢®  of this ciphertext generation. In decryption algorithmlyon
€ G, for unknown randomx € Z; andT € Gq, to decide if users with at least of attributes that cover the attributes in
T = é(g,g)w”l, ciphertext can decrypt the ciphertext. In our construgtibe

ciphertext consists of onlg + k& group elements, wherk is

We say that a polynomial-time adversafyhas advantagein the size of user’s attributes. If we directly apply the ABEée

solving the Decisional-wBDHI* Problem in groups @, G,) to realize the attribute hierarchy structuges k + 5, N;

it | PrlA(g, y1 = g% -,y = gz"" é(g7g)1£+l) = 1)- Pr group elements will be required in the ciphertext, whéfg

[A(g, y1 = g%, -+, ye = g%, é(g,9)*) = 1] | > 2¢, where IS the number of the-th target attr_ibute’s ancestors. Th(_are i_s

the probability is taken over the randomly chosen: and @IS0 another way to reduce the ciphertext size by just igsuin

the random bits consumed by. keys with all decedents of the user’s attributes. Howeves, t
attribute private key size will be(k + N), where N/ is the

DECISIONAL ¢-wBDHI* ASSUMPTION: We say that humber of thei-th target decedents.

the (¢, e)-¢-wBDHI* assumption holds in(Gy,Gs) if no

t-time algorithm has the probability at leasin solving the V. CONCLUSION AND FUTURE WORK
¢-wBDHI* problem for non-negligiblec.

Theoreml1: Under the/-wBDHI* assumption, theHABE
scheme is indistinguishable secure against selectivibtt
chosen plaintext attack.

Proof: See Appendix A.

ABE has been applied extensively to the area of access
control. However, the application of ABE is limited due to
its high scheme overhead as extensive pairing operatians ar
usually required.

In this paper, we focus on improving the efficiency of ABE
o ) . by leveraging a previously overlooked fact, i.e., the often

Similar to [23], we have two methods to obtain flexible (5,04 hierarchy relationships among the attributes that ar
First, we can create multiple systems with different valaBs jhperent in many access control scenarios. As the first relsea
d and one can encrypt message by choosing the approprigi 5ong this direction, we coin the notion of hierawli
value d. In the seconq method_, the_ attrlb_ute authority WI|ABE (HABE), which can be viewed as the generalization of
reserve some root attributes which will be issued to evegyon,5qitional ABE in the sense that both definitions are equal
The party encrypting the message can decredsg increas- \ynen a| attributes are independent. We further give a atacr
ing the number of thesedefault attributes included in the yaABE construction considering a tree hierarchy among the

ciphertext. o _ attributes, which is provably secure. More importantlyy ou
The most efficient transformation frofND-SAtr-CPA 10 congiryction can exhibit significant improvement over the

IND-sAtr-CCA is to use the Fujisaki-Okamoto technique [11}y4gitional ABE when attribute hierarchies exist.
which adds only a little computation overhead on the origina g paper is the first work to address how to improve ABE

HABE scheme. Thus, the resultdiD-sAtr-CCA HABE ., considering the relationships among the attributesrahe
construction is very efficient. are still several interesting open problems in this topig: 1
How can we construct more efficient schemes with attribute
I1l. I MPLEMENTATION AND EFFICIENCY ANALYSIS tree hierarchy structure? 2) How can we improve ABE by de-

In the HABE with tree hierarchy, the attributes are firsB/9NiNg constructions dealing with more general relatioes

classified according to the relationships defined in the sc@&Mong the attributes in universe? In this paper, we consider
control system. Assume there anetrees formed by part of the_most common attributes structu_me,, tree structure. Other
universal attributes, and the remaining attributes areped- 2tributes structure, such as partial-order tree, can BEso
dent as the ordinary ABE. Actually, the independent attebu utilized in some scenarios. Theref_ore, how to design ABE for
can be also viewed as trees with only roots, which is a speciaPré general attributes structure is our future work.

case from ouHABE construction. Each attribute belongs to
only one different tree. IHABE, the private key of higher
level attributes can be utilized to decrypt the ciphertext f This work was supported in part by the US National Science
lower attributes. Similar to other ordinary ABE schemeg thFoundation under grant CNS-0831963.

encryptor defines the attributes set included in the cipheért
The users are issued private keys of some attributes by the
attribute center. If the user has several attributes béhgngp  [1] Michel Abdalla, Dario Catalano, Alexander W. Dent, Jdialone-Lee,
the same path, then, only the highest level attribute wilisse Gregory Neven, and Nigel P. Smatdentity-Based Encryption Gone
sued. This is because in this access control system, thestigh;, gﬁ'gb'niﬁf;"&;e”fjﬁ ‘Eéoﬁ’,,ﬂ’gefgﬁ,f;i;; lﬁg;‘ﬂge{;aﬁggincwpﬂon
level attribute will cover all of its decedents in decryptidn with constant ciphertexttE UROCRYPT'05. LNCS 3494, pp. 440-456,
ciphertext, the case is opposite. If there are severabatts springer, 2005. _ . . .
belonging to the same path, only the lowest attribute will b’ JA(:S{;)U?:_ tQngg“E'mﬁm'{- Sﬁgg'é an Brent Wate%pher-teXt'POI'cy i
yption ymposium on Security and Pri

included to create the ciphertext. This is because if one use vacy'07, pp. 321-334, IEEE, 2007.
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APPENDIXA: PROOF OFTHEOREM 1

Proof: Assume that an attacket breaksIND-sAtr-CPA
with probability greater thane within time ¢ by making
qq private key extraction queries. Assume the attributes
universe formn trees. Denote depth of theth tree as¢;
for 1 < i < n, and let{ = max{/y,---,¥¢,}. We show that
using A, one can construct &wBDHI* attacker.A’. Let g
be a generator of; andy; = g* . Suppose tha#’ is given
(9,¢6,G1,Ga, hyyr, -+, ye, T), whereT is eitheré(g,g)””Hl
oré(yg, g)" forrandony € Z,, as an instance of tewBDHI*

Dan Boneh and Brent Water§onjunctive, Subset, and Range Queriesy and U

Dan Boneh and Xavier BoyerEfficient Selective-ID Secure Identity problem. By ¢’ and ¢/, we denote winning probability and

running time ofA’, respectively.A is first given the attributes

relationship trees for the access control system in advance

Then, algorithmA’ works by interacting with4 in a selective
identity game as follows:
Suppose that! outputs challenge attributés™. Let | U™ |=
(Wi, --+, wi)) with the depthky, ---, ko,
00 Wf,kﬁl!
w*) with depthk; from the rootw}, in the i-th tree. Upon
receiving the challenge attributed, setsg; = y1, g2 = v,

z, the ciphertext could be written a3 = (mé(g1,92)%, 9°,

{(u} 'giluf;j)s}) for eachw € U. A issues more private
key queriedU, restriction is thatU is not covered byJ*. A’
responds as before.
inThis completes the description of algorithit/. Finally,
A outputs gues$’ with advantage’. If A’ does not abort,
then, A’ outputsd’ as the result to thé-wBDHI* problem.
Since A has an advantage in attacking the scheme, from
the simulation, we can infer that’ can solve the-wBDHI*
problem with advantage = e.
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