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É³­QÉ��&�µÊ��,� m = Poly(n)
¶
Éz�

¶�Ð��,­QÒ��
q = Ω̃(EF(f, 3)βm2n) �U) Ð�Î
¬®«
É�Î
ÒF­µ¶
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qL(G)

^oA2910�9
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? G 7J;]?�91034�0�9<? Ideal-LWE

4YP
m
4 G B82-; G 587×46BL5!QCBJ?R784CBJ7*)_46?R7 G ;2PCO�¸�9`^o7JBJBLQ2P�9�?RA29¸K G BJB G ^o7J;C\

0�9qPRQCBJ?�Po? G - G QC;2N/?RA29ËP�5 G@G ?RAC7J;C\�4X450�465 9<?�910�P G K�B×46?R?R7*)q9qP G⊥ OCU1A29VP�9H) G ;2N G ;29Ë7:Pa4�0 G 9T9qNÿ7J;I454�4�9<;2NL7ZM�O
þ ù�ÿ¯ÿ¯ú¯ð�ñ�[\���Qò�ð]� þ ù�ÿ¯ÿ¯ú_^�ñ��0
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46; G NCNI4�0R7J5 9 E 46;2N D = {−1, 0, 1} O=(´9<?1Q2Pa) G 585 9<;]?

G ;ñ?~^ GÝG 4�4 G PR7J?�9�PR7J?RQX46?R7 G ;2PCOa�~K�?RA29°4 G B82-; G 587×46B f
P�4CBJ7J?�PÀ) G 574CB:9<?�9<B82 G 9T910 F E ?RA29<; ?RA29 NL7:P�?�46;=)q9 ? GQC;C7³K G 0R587J?&2�)_46;·-�9Ë5ï4YNC9!;29<\�BJ7J\�78-CB:9!^o7J?RA·0�9qP34s9H)<?H? G n
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r = ω(log(nq))
O�» G ^�919T910 E ? G 9<;2PRQ�0�9

?RAX46?�7J?�7:PW9,M�4 G ;29<;]?R7×46BJB82[PR5ï46BJB EYG ;29�;29q9qNCP�? G ?�46ST9 r = Ω(n+log q)
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� G ^ E 7³K f 7:PW78030�9qNLQ=)<78-CB:9 G 9T910 F E ?RA29<;)�A G-G PR7J;C\ r ≥ 1 + log3 q
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4ÜQC;C7³K G 0R5 g ∈ Rm ^o7J?RA R = Zq[x]/f E 46;2N>4ÜK�QCBJBZ+.0�46;CS>P�9<? S G K`PR5ï46BJB
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+nBJ7J;29_450RB82
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7J; R O6U1A2912V^o7JBJB�-s9Ø?RA29#[=0�PR?
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[A|B](g1, . . . , gσ, hσ+1, . . . , hm)T = (0, . . . , 0)T ,
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^oA2910�9
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0

46;2N
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hi + H(hm−r+1, . . . , hm), ∀i ∈ [σ + 1,m − r],
hi, ∀i ∈ [m − r + 1,m].
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gi = hi +
∑m

j=m−r+1 yi,jhj
E ^oA2910�9�9_4
)�A yi,j
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4 G B82@; G 587×46BW^o7J?RA·) G 9,TU)<7:9<;]?�PÅ)�A G P�9<;
7J;2NC914s9<;2NC9<;]?RB82ß46;2N/QC;C7³K G 0R58B8207J; D

O�¸�9VNC9,[2;29
C ∈ R(m−σ)×(m−σ)

0

4YP1K G BJB G ^$PCÂ

C =

[
Idm−σ−r (yi,j)

0 Id r

]
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â6]@QX46?R7 G ;�Vµ��\�7J574CBJ7:9qPH?RAX46?

C · (hσ+1, . . . , hm)T = (gσ+1, . . . , gm)T
46;2N

[A | B · C] · (g1, . . . , gm)T = (0, . . . , 0)T .
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OqU1AX46;CS-P�? G â6]@QX46?R7 G ;2P©VK@s\Ú46;2N/Vµ��\ E ^�9
AX4C9T9 m−σ
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PR5ï46BJBx0�9<B×46?R7 G ;2PsO�>�\]467J; E 4YP$7J;ÿ?RA29L[=0�PR?�46?R?�9<574C? E P G 5 9^0�9<B×46?R7 G ;2P 450�9Ë587:P�PR7J;C\Ü46;2NI46BJB�?RA G P�9Ë^`9VAX4C9T9!N G
; G ?$7J;�9 G B89T9V?RA29Ë5 G NLQCBJQ2P q

O=×`QC?$?RA29VPRAX454s9 G K�?RA29 m − σ
0�9<B×46?R7 G ;2P�^�9ËAX4C9T9�46BJB G ^$PHQ2P$N G -CQC7JB:Nÿ9,M-?30�4
+

0�9<B×46?R7 G ;2P`?RAX46?1^�9R)_46;/4�0 G 9T9�BJ7J;29_450RB82ï7J;2NC914�9<;2NC9<;@?CO�´ G 0�7J;2P�?�46;=)q9 E 465 G ;C\[?RA29 hi
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-s9�K G 0�9H?RA29
0�9<\�QCB×450R7J?&2 G ;29qP�V�7.O�9�O E hm−r−σ+1, . . . , hm−r
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G E ^`9
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hm−r−σ+i = 2−1gi
E K G 0 i ≤ σ E ^oA2910�9H?RA29�7J;;9T910�P�9Ì7:P`?�46ST9<;05 G NLQCB G q

O@U1AC7:P`\�789T9qP`Q2P
σ
4YNCNL7J?R7 G ;X46B

0�9<B×46?R7 G ;2P E P�7J;=)q9UV²K G 0 i ≤ σ
\,Â

2gm−r−σ+i = 2hm−r−σ+i + 2H(hm−r+1, . . . , hm) = gi + 2H(gm−r+1, . . . , gm) mod q.
Vµ��\
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´�0 G 5 â6]@QX46?R7 G ;�Vµ��\ E ^�9�AX4H9T9�?RAX46? [Idσ | K] · (g1, . . . , gm)T ≡ (0, . . . , 0)T mod q
O�Ã¥9T910�46BJB E ^`9 G -C?�467J;
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1
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hm−r+1, . . . , hmQC;C7³K G 0R58B82ã46;2N�7J;2NC914s9<;2NC9<;]?RB82ã7J; R Ox>oNCNL7J?R7 G ;X46BJB82 E ^�9ÞP�9<? hm−r−σ+i = 2−1gi

K G 0 i ≤ σ
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G ?RA2910 hi
Y�P E ?RA29qP�9f)_46;X-s9�4503-C7J?30�450R7JB82X)�A G P�9<;xO�´ G 0Ë46;;2 i ∈ [m − r − σ + 1,m] E ^�9�^a0R7J?�9 hi

4YPÌ4ïBJ7J;29_450
) G 5N-C7J;X46?R7 G ;±V G 9T910 R \ G K$?RA29ÞP�9q9qNCPCÂ hi =

∑
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O F 9<5 9<5N-s910�?RAX46? σ
7:Pf)�A G P�9<; P G ?RAX46?�?RAC7:P�7:P
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)<?RQX46BJB82A4 G P�PR78-CB:9�O2U1A29 xi,j
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
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∏
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√
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√

n

2α

� '1Î
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t − e′ O´=@Q�4�4 G P�9[?RAX46? A PRQ=)H)q9q9qNCP E 7.O�9�O E ^�98AX4C9T9 s = s′ OsU1A29<; e′ = e mod q
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	 /H4]4�wA47w þ ù�ÿ¯ÿ¯úWð�ñd^�ñ ×�2 Q2PR7J;C\À(´9<585ï4·��O�� E ^�98S-; G ^ ?RAX46? f = f1f2 mod q
^oA2910�9 E K G 0V9_4
)�A i ∈

{1, 2} E ?RA29X4 G B82@; G 587×46B fi
7:Pï78030�9qNLQ=)<78-CB:9>7J;

Zq[x]
46;2N�)_46;¹-�9I^a0R7J?R?�9<;

fi = xn/2 + tix
n/4 − 1

K G 0
P G 5 9 ti ∈ Zq

O
(´9<?

s ∈ Zn
q

46;2N
v ∈ Zmn

q

Oj¸�9/^`46;@?ï? G - G QC;2N�?RA29J4�0 G -X45-C7JBJ7J?&2�?RAX46? rotf (g)s = v
^oA29<;

g
7:P

?�46ST9<; QC;C7³K G 0R58B82/7J; (Zq[x]/f)m O�¸�9V^a0R7J?�9 g = (g1, . . . , gm)T E 46;2Nß^�9g)_46BJB s, v1, . . . , vm
?RA29�9<B:9<5 9<;@?�P

G K Zq[x]/f
?RAX46?�) G 030�9qP34 G ;2N/? G s

46;2N
v
V�7:NC9<;@?R7³KQ2-7J;C\�9T9H)<? G 0c) G-G 0�NL7J;X46?�9qPH46;2NA4 G B82-; G 587×46Bx) G 9,TU)<7:9<;@?�P�\,O

¸�9ÌNC9,[2;29�?RA29�5ï454
φs
KQ0 G 5 Zq[x]/f

? G 7J?�P�9<B³K�?RAX46?15ï4542P g
? G g · s O � PR7J;C\�?RA29 g 7→ ḡ

7:P G 5 G 034CAC7:P�5 V�P�9q9
(´9<585ï4/��O���\ E ^�9VP�9q9 ?RAX46? G Q�0o\ G 46B´7:P$9,M24
)<?RB820?RA29ËP�465 9!4YPa- G QC;2NL7J;C\ ∏

j≤m Prg[φs(g) = vj ]
O

¸�9f) G ;2PR7:NC910H?�^ G )_4YP�9qP E NC914s9<;2NL7J;C\ï^oA29<?RA2910 s
46;2N

f
450�9f) G 4�0R7J5 9 G 0�; G ?CO=�nK s

46;2N
f
450�9N) G 4�0R7J5 9 E

?RA29<;
φs
7:PV4I-C7 ?R9H)<?R7 G ; E 46;2N Prg[φs(g) = vj] = q−n O�=@Q�4�4 G P�9[; G ^ ?RAX46? s = fis

′ K G 0VP G 5 9 i ∈ {1, 2}46;2N
s′ ∈ Zq[x] G K�NC9<\�0�9q9 < n/2

O��nK
vj
7:PÌ; G ? G K�?RA29!K G 0R5 fiv

′
j

K G 0ÌP G 5 9 v′j ∈ Zq[x] G K�NC9<\�0�9q9 < n/2 E?RA29<;
Prg[φs(g) = vj] = 0

O5Ã�?RA2910R^o7:P�9 E PR7J;=)q9�?RA29¸ST910R;29<B G K φs
7:P G K=)_450�NL7J;X46BJ7J?�2 qn/2 E ^�9�AX4H9T9 Prg[φs(g) =

vj ] = q−n/2 O
¸�9ß; G ^ ?�46ST9I4 QC;C7 G ;W- G QC;2N G 9T910/46BJBH?RA29�9T9H)<? G 0�P s ∈ Zn

q \ 0
46;2NÝ?RA29�9T9H)<? G 0�P v ∈ Zm

q

PRQ=)�A
?RAX46? ‖v‖∞ < q/4

OoU1A29°4�0 G -X45-C7JBJ7J?�2ØV G 9T910/?RA29 g
\ï?RAX46?/^�9>AX4C9T9

λ∞
1 (L(rotf (g))) < q/4

7:P0Q�4�4s910
- G QC;2NC9qNA-;2�Â

∑

s ∈ Z
n
q

gcd(s, f) = 1

∑

v ∈ Z
m
q

‖v‖∞ < q/4

∏

j≤m

Pr
g

[φs(g) = vi] + 2
∑

s ∈ Z
n
q

f1|s

∑

v ∈ Z
m
q

‖v‖∞ < q/4

∏

j≤m

Pr
g

[φs(g) = vi].

U1A29c[=0�PR?�?�910R5�7:P ≤ qn(q/2)mnq−mn O@U1A29ÌP�9H) G ;2NÜ?�910R5�7:P ≤ 2qn/2Nmq−mn/2 E ^oA2910�9 N
7:PØ?RA29�;]QC5f-�910

G K v ∈ Zq[x]/f
PRQ=)�A ?RAX46? ‖v‖ < q/4

46;2N
v = f1v

′ K G 0�P G 5 9 v′ ∈ Zq[x] G KÚNC9<\�0�9q9 < n/2
OTU1AX46;CSLP¸? G ?RA29

PRAX454s9 G K f1
E ?RA29!B×46?R?�910R) G ;2NL7J?R7 G ;2PÌ7J574CB82ÿ?RAX46? ‖v′′‖∞ < q/4

^oA2910�9
v′′ ∈ Zq[x]

7:PH?RA29N9T9H)<? G 0�5ï4YNC9 G K
?RA29

n/4
B G ^�9101NC9<\�0�9q9c) G 9,TU)<7:9<;]?�P G K v′ O;>�P`4^) G ;2P�9H]@Q29<;=)q9 E ^`9$AX4H9T9 N ≤ qn/2/2n/4 O�> PR?30�467J\�A]?iK G 0R^`450�N

) G 574CQC?�46?R7 G ;�4�0 G 9@7:NC9qPH?RA29^0�9qPRQCBJ?CO ut
	 /H4]4�wU4�w þ ù�ÿ¯ÿSú¥[xñ ð�ñ =@7J;=)q9 A 0RQC;2P�7J;�?R7J5 9

T E 7J?f)_46;C; G ?�B G@G S�46?V5 G 0�9ï?RAX46; B ≤ T
-C7J?�P G Ko?RA29

P�46574CB:9qP!KQ0 G 5 νs
O�= G 7J?84
)<?RQX46BJB82ãP G B89T9qP CVPD1

^o7J?RA
D1 = 2−Bb2Bνsc

O'¸�9ÜAX4H9T9 E K G 0[46;;2 x ∈ Zn Â
D1(2

−Bx) =
∫
t∈2−B(x+[0,1]n) νs(t)dt

O'¸�9/)�A G@G P�9 R = 16 · 22nB+2nn3n · max(sn, 1/sn) · maxi ‖b∗i ‖ E^oA2910�9Ë?RA29
b∗i
Y�PH450�9 ?RA29fÖV=�Ã G K�?RA29Ë\�789T9<;À-X4YP�7:PCO

@s¼



>�BJ\ G 0R7J?RAC5 A′ ^ G 0RS-PW4YPsK G BJB G ^$PCÂq7J?�?�46ST9qP t = b+e
4YP´7J;�4CQC? E ^oA2910�9 b ∈ L

46;2N
e
7:P´NL7:PR?30R78-CQC?�9qN�4
)H) G 0�N�+

7J;C\ ? G D L
R

,s � 7J?j0 G QC;2NCP t
? G 2−BZn 46;2NF)_46BJB:PØ46BJ\ G 0R7J?RAC5 A � 7J?j0�9<?RQ�0R;2P
?RA29 G QC?34CQC? G K A O
´ G 0
?RA29�0�9qPRQCBJ?
? G

A G B:N E 7J?�PRQ�TU)q9qP�? G PRA G ^ã?RAX46? ∆(D1, D2) = 2−Ω(n) E ^oA2910�9 D2 = 2−Bb2BD L
R

,sc
O
´�0 G 5ÆE���� E (´9<585ï4R��O��
G E

^�9`S-; G ^ ?RAX46? ∆(D L
R

,s, νs−(νs mod L
R)) = 2−Ω(n) O5�~?W?RA]Q2P
P�Q�TU)q9qP�? G PRA G ^�?RAX46? ∆(D1, D3) = 2−Ω(n) E

^oA2910�9
D3 = 2−Bb2B(νs − (νs mod L

R ))c O�¸�9VAX4H9T9 E K G 0H46BJB x ∈ Zn Â

D3(2
−Bx) =

∑

b
R
∈L

R
∩2−B(x+[0,1]n)

∫

t∈ 1
R

(b+P (L))
νs(t)dt =

∫

t∈T (x)
νs(t)dt,

^oA2910�9
T (x) = {t : t− (t mod L

R ) ∈ 2−B(x + [0, 1]n)} O�>ÌPo4g) G ;2P�9H]]Q29<;=)q9 E ?RA29Å]@QX46;]?R7J?&2 |D1(2
−Bx)−

D3(2
−Bx)| 7:P`P�5ï46BJB:910`?RAX46; s−n ?R7J5 9qP1?RA29R9 G BJQC5 9 G K�?RA29 NL7D�s910�9<;=)q9R-s9<?~^�9q9<;ß?RA29�P�9<?�P 2−B(x + [0, 1]n)46;2N
T (x)

O©>�P�?�46;2N2450�N 450R\�QC5 9<;@?ßPRA G ^$PÜ?RAX46? 2−B(x + [0, 1]n)
) G ;]?�467J;2P T (x)

VQ0�9qP34xO`7:PJ) G ;]?�467J;29qN
7J;

T (x)
\ G ;=)q9Ì?RA29HB×46?R?�9101AX4YP�-s9q9<;ÞPRA�0R7J;CST9qN°VQ0�9qP34xOL9<;CB×450R\T9qN�\#-;2Ü4VKn4
)<? G 0 1± 2B

√
n max ‖b∗

i ‖
R

O@U1A2910�9�K G 0�9 E
^�9`AX4C9T9 |D1(2

−Bx)−D3(2
−Bx)| ≤ s−n2−nB

[(
1 +

2B
√

n max ‖b∗
i ‖

R

)n
−
(
1 − 2B

√
n max ‖b∗

i ‖
R

)−n
]

=: C
O

� G ?R7*)q9H; G ^(?RAX46?ØK G 0©- G ?RA D1
46;2N

D3
E ^�9�AX4H9T9 Pr[‖2−Bx‖ > 2s

√
n] = 2−Ω(n) O;>ÌP14L) G ;2P�9H]@Q29<;=)q9�Â

∆(D1, D3) ≤ 2−Ω(n) +
∑

x, ‖2−Bx‖≤2s
√

n

|D1(2
−Bx)−D3(2

−Bx)| ≤ 2−Ω(n) +(2B+2s
√

n)nC ≤ 2−Ω(n).
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G = rotf (g)
O�×�2�NC9,[2;C7J?R7 G ; G K$?RA29 ?30�454sN G-G 0 S E ^�9ÞAX4H9T9 ST · G = 0

O
��? K G BJB G ^$PV?RAX46? d = ST e mod q

O�»Ì9<;=)q987³K�^`9 PRA G ^ ?RAX46?!9_4
)�A 9<;]?3032 G K ST e
V�) G 574CQC?�9qN G 9T910 Z[x]/f^o7J?RA G QC?a0�9qNLQ=)<?R7 G ;/5 G NLQCB G q
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9<;]?3032 G K ST e
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46;2N

w7:PÌ?RA29N0 G QC;2NL7J;C\ÿ91030 G 0 E ^o7J?RA ‖w‖∞ ≤ 1/2
O�U1A29�7J;C;2910Å4�0 G NLQ=)<? 〈si, ec〉

7:P�NL7:P�?30R78-CQC?�9qN�4
)H) G 0�NL7J;C\/? G νr^o7J?RA
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√
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√
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46;2N
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46;2N�A29<;=)q9
d = St · e

V�Q2P�7J;C\ ?RA29
QC;C7 G ;A- G QC;2N�\`^o7J?RAA4�0 G -X45-C7JBJ7J?&2 1 − n−ω(1) O�>�Po4F) G ;2P�9H]@Q29<;=)q9 E ^`9 AX4H9T9Ë?RAX46? e′ = e E u = G · s mod q46;2N
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^o7J?RA
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Kn4
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)�AxO
´ G 0[?RA29/919�46BJQX46?R7 G ; G K hg

E ?RA29Þ5ï46?30R7ZM�+.9T9H)<? G 074�0 G NLQ=)<? G · s
7J;;9 G B89T9qP m = Õ(1)

5�QCBJ?R784CBJ7*)_46?R7 G ;2P
gi · s mod q

7J; R O�¸�9U) G 574CQC?�9 gi · s ∈ R -;2°[=0�PR?F) G 574CQC?R7J;C\ gi · s
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Z[x]/f
V�^o7J?RA G QC?g0�9qNLQ=)<?R7 G ;

5 G NLQCB G q
\�46;2N ?RA29<;U0�9qNLQ=)<7J;C\V5 G NLQCB G q

OTU1A29�) G 574CQC?�46?R7 G ; G K gi ·s
)_46;U-�9oN G ;29H7J; Õ(n)
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4VKM4YPR?�´ G Q�0R7:910`?30�46;2PiK G 0R5 G 9T910 Zq̄

K G 01P G 5 9�4�0R7J5 9 q̄
PRQ=)�AÜ?RAX46?

2n|q̄− 1
V�P�9q9¥(´9<585ï4F��O���\�46;2N

q̄ > 2nq2

V�P G ?RAX46? ‖gi · s‖∞ < q̄/2
46;2NðA29<;=)q9

gi · s mod q̄ = gi · s
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q̄ = Poly(n) E 7J?VK G BJB G ^$P�?RAX46?!?RA29) G 574CQC?�46?R7 G ;�?�46ST9qP Õ(n)
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7J; ?R7J5 9

Õ(1)
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αq = O(n) E ?RAC7:P^)_46;P-s9[N G ;29[^o7J?RAPR?�46;2N2450�N/?�9H)�AC;C7*]]Q29qPgE8@C²
G&O
´ G 0Ì?RA29�7J;;9T910�PR7 G ; G K hg

E ^�9f0�9H)_46BJB�?RAX46?�?RA29!5ï46?30R7ZM S
) G ;2PR7:PR?�P G K m2 -CB G )�SLP rotf (si,j)
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Z[x]/f
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5!QCBJ?R784CBJ7*)_46?R7 G ; ST · c mod q
0�9qNLQ=)q9qPÞ? G m2 = Õ(1)
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O@3ÌQ�0R7J;C\�?RA29HST912ï\T9<;2910�46?R7 G ; E ^`9Ë46B:P G
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^oAC7*)�A 7:P7VQ4X46780R^o7:P�9s\c) G 4�0R7J5 9�^o7J?RA 46BJBW?RA29�NC9<; G 587J;X46? G 0�PV454�4s9_450R7J;C\07J;I?RA29f0�46?R7 G ;X46B
5ï46?30R7ZM

S−T E 46;2N�B×450R\T910!?RAX46;ð?RA29ï9<;@?30R7:9qP G K e
V�?RA29U0�9qPRQCBJ? G K S−T · d \ E ^oAC7*)�A AX4YP�9<;@?30R7:9qP < q
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O
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E ^�9`7J574CB:9<5 9<;]?¸?RA29�4�0 G NLQ=)<? S−T ·d G 9T910 Q
-�2f) G 574CQC?R7J;C\ S−T ·d mod q′ =

rotf (T )·d mod q′
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)�A G K�?RA291B×46?R?�910!4 G B82@; G 587×46BC5�QCBJ?R784CBJ7*)_46?R7 G ;2PØ?�46ST9qP¸?R7J5 9 Õ(n) E -�2�Q2PR7J;C\!46;�´j´�U 5 9<?RA G N4YPH45- G 9T9 E 4YP$B G ;C\Ü4YP q′ = Poly(n)
O
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