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Abstract

In this paper, we present a classification of elliptic curves defined over
a cubic extension of a finite field with odd characteristic which have cov-
erings over the finite field therefore subjected to the GHS attack. The
densities of these weak curves, with hyperelliptic and non-hyperelliptic
coverings, are then analyzed respectively. In particular, we show, for el-
liptic curves defined by Legendre forms, at least half of them are weak.
We also give an algorithm to determine if an elliptic curve belongs to one
of two classes of weak curves.
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1 Introduction

Let ¢ be a power of an odd prime. k :=1Fy, kg := Fa.

Among general attacks to discrete logarithms on an abelian group G with
group order [ := #G (known as the key-length of the cryptosystem), the so-
called “square-root” attacks such as the Baby-step-giant-step attack or Pollard’s
rho-method and lambda-method have running time in the order of the square
root of the group order, i.e., O(1'/2)). (O(zx) := O(zlog™ z)).

Besides the square-root algorithms there are two main attacks on algebraic-
curve-based cryptosystems: variations of the index calculus attack [12][9][29][13]
[27] and the GHS attack [10][14][11][22][6][18][19][30][31][8][4].

For a hyperelliptic curve cryptosystem, the double-large-prime variation of
the index calculus attack by Gaudry-Thériault-Thomé-Diem [13] and Nagao [27]
solves discrete logarithms in running time O(qz_%). In particular for g = 3, the
running time is O(q*/3) = O(1*/?), a little faster than the square-root attacks.
However, the hyperelliptic curves of genus from 5 to 9 can be attacked by these
algorithms more effectively than by the square-root attacks.



Recently, Gaudry showed a general algorithm for solving discrete logarithms
on Abelian varieties of dimension 7 in running time O(qz_%) [15]. In particular,
for elliptic curves over the cubic extension field F s, the running time is O(¢*/?).

In spite of a common belief that non-hyperelliptic curves should be harder
to attack than hyperelliptic ones, Diem recently showed an attack under which
non-hyperelliptic curves of low degree and genus at least 3 are actually weaker
than hyperelliptic curves [7]. More specifically, when C' is a non-hyperelliptic
curve of genus g > 3, one can almost always find a birational transform over k
to another curve C’

birat
C———=C'cP?
such that degC' = d > g+ 1. (Notice that when C’ is a hyperelliptic curve,
one has degC’ = d > g+ 2).) Thus when C’ is defined over k, the running
time of Diem’s double-large-prime variation [7] is O(q%d%). When d =g +1,
it becomes O(q%ﬁ). In particular, genus 3 non-hyperelliptic curves over F,,
can be attacked in an expected time O(q) = O(I*/3).

Recently, Smith showed that a certain fraction of hyperelliptic curves of
genus 3 can be transformed to non-hyperelliptic curves [28].

The other main attacks on algebraic-curve-based cryptosystems are GHS
and related attacks. It was Frey who introduced the use of Weil descent into
elliptic curve cryptosystems [10]. The GHS attack has also been conceptually
generalized to the cover attack [6][8]. Let E/k4 be an elliptic curve, W :=
Resy,, /i I its Weil restriction. Then, since E(kg) ~ W (k), if there is a covering
curve C/k of E, it may be possible to transfer the discrete logarithms on E(kq)
to the Jacobian of the covering curve J(C)(k). The GHS attack proposed in [14]
used the norm-conorm map to transfer the discrete logarithms from CI(E/kq)
to CI(C/E).

A natural and important question is then what kind of curves and how many
of them are vulnerable to this attack. Until now, certain weak classes of curves
have been discovered [8][30][31][23]. However, a complete description of the
classes of weak curves and their exact number still remains to be obtained.

In this paper, we first present a classification of elliptic curves defined over
the cubic extension of a finite field with odd characteristic which have coverings
defined over the finite field and therefore can be attacked by the GHS attacks.
We refer to such a curve as a curve with weak covering, or simply a weak curve.

Below, we will follow the formulation in [6] and [4] and refer to them for the
details of the GHS attack.

Let Cp be an algebraic curve over kg with genus go := ¢(Cp) > 1. Assume
there exists an algebraic curve C of genus g := ¢g(C) defined over k such that

m:C — Cy

is a covering defined over kg.
We assume the following isogeny condition: for the induced map

me: J(C) —  J(Cy),



the restriction of scalars of 7,

Res(.) : J(C) — Res, /k(J(Co))

defines an isogeny over k. Therefore, g = dgq.

In order to be able to transfer a discrete logarithm on J(Cp) to J(C), we
must have g > dgo. Under the isogeny condition, the curves obtained in the
previous description are the most favorable for a GHS attack.

Based on the classification of the weak curves, we then present a density
analysis of these weak curves or count the number of such curves up to PGLa(k)-
actions and show how to test if a curve has a weak covering so they could be
easily avoided for one of the classes of weak curves.

The main results of this paper are summarized in the following theorem.

Theorem 1. Under the isogeny condition, elliptic curves E over a cubic exten-
sion field ks which have covering curves C/P are as follows.

When C/P* is a (2,2,2)-covering, E has the following form and C is hyper-
elliptic.

Blks: y*=eg(a)(z - a)(z - af) (1)
acks\k, ecky, g(x)eklz], degg(x)=1 or2.

The number of such E is ¢*> — 2q + 3.

When C /P! is a (2,2)-covering, E has one of the following two forms:

Type I: Ei: y=(z—a)(z—al)(z—p)(z— B (2)
O[,ﬂEkg\k, #{avaq7ﬂ7ﬂq}:4
Type II: Ey: = (z—a) (w _ aq3> (z — a?) (m - aq“) (3)

acke\{kaUks}, B=a?
E;,i = 1,2 is ks-isomorphic to a Legendre form:
B~y =cux(z—1)(z—N), e €k”.

If one defines
(8 —a?)(B? - a)
(5= )it

and for Type II curves, let B = aqg, then for Type I curves,

Ma, B) ==

€1 = 13 )\1 = )\(Oé,ﬁ)

For Type II curves,



and
ez € (k3)? <= ¢=3mod4
e ¢ (k3)? <= ¢=1mod4

Thus only in the first case we can assume that es = 1.

The number of Ay such that Type I curves have mnon-hyperelliptic covers is
(¢ ~¢*—q—3).

The number of Ao such that Type II curves have non-hyperelliptic covers is
(@ —¢*+q-1).

Among either Type I or Type II curves, the number of \; such that the curves
E; have hyperelliptic covers C equals ¢>.

N

N[

For Type I curves, we show in Lemma 7.2 a fast algorithm to test if an
elliptic curve is a Type I curve. Implementation of the GHS attack on these two
types of curves is also discussed in [17].

The density analysis is undertaken using some but not all k3-isomorphisms,
so the above numbers of Legendre forms provide lower bounds for the true
densities.

Besides, at present we do not know if there is any overlap between Type I
and II curves. However, it is conjectured that the overlap is about a half.

The numbers of these weak curves seemed alarmingly large. E.g., if you
choose random elliptic curves E defined over k3 in the Legendre form , then at
least half of them are weak and should not be used in cryptosystems since when
the order #E(ks) are 160-bit prime numbers, their coverings C(k) only have
107-bit key-length under the GHS attack.

The curves over extension fields could often be desirable in practice for fast
and low-cost implementation, especially certain extension fields with good prop-
erties. An example is to use extension fields which possess a normal basis.
Another example is that a fast and cheap way to implement a 160-bit elliptic
cryptosystem is to use a 64-bit processor and an elliptic curve defined over the
cubic extension of a 64-bit prime field. The above results show that such a set-
ting could be dangerous. Therefore, the threat of Weil descent attacks should
not be underestimated.

2 Classification of elliptic curves with (2,2, ..., 2)-
coverings

Let k :=Fy,kq := Fpa,d > 2. Let Cy be a hyperelliptic curve defined over kq
with genus g(Cp) := go equals to 1, 2 or 3.

Assume that C is an algebraic curve of genus g defined over k£ such that
there is a covering

W/deC—>CO



defined over kq. In particular, C is an n-tuple (2,2,...,2)-covering of P!(x)
with degree 2", or k4(C) is the compositum of kq(? Cp),i = 0,...,d — 1 with
extension degree 2™ over kq(x).

The Weil restriction of the Jacobian J(Cp) of Cy is defined as

d—1
Resy, /1J (Co) == [ [ J(° Co)
=0

which is an Abelian variety of dimension dgg.
Then, the induced map

e 2 J(C) — J(Ch)
has the restriction of scalars
Res(m,) : J(C) — Reskd/k (J(Cv))
which we assume to be an isogeny over k. Therefore, g = dgo.
One can prove
Lemma 1.

(1) ker Res(m,) C J(C)[2"~1];
(2) If C is hyperelliptic, then the above kernel can be described explicitly.

Similar results for the GHS attack have been proved in [14][18][19].
Hereafter, we assume that Cj is an elliptic curve E and d = 3.

2.1 Classification and defining equations of E with (2,2, ...,2)-
coverings

When the degree of the covering C' — P! is eight, or C/P! is a (2, 2, 2)-covering,
one can prove under the isogeny condition that C' is a hyperelliptic curve over
k of genus three.

Lemma 2. An E/ks with a covering C/k which is a (2,2, 2)-covering of P! has
the following form.

Elks: ¢ = eg(x)(z—a)(z—al) (4)
where a € ks \ k,
g(x) € klz], degg(r) =1 or2,
e€ks.

Proof: Let S be the set of ramification points of the covering C — P! in
P!(x), and let R be the set of ramification points in E. Define R; := ° R,
which are sets of ramifications points in UiEJ =0,1,2, Rp = R. We have
#R = 4Ry = #R) = #Rs.

We divide the ramification points of  E into three parts.



o 71 ={a € ks \ k| abelongs to only one of the R;,i =0,1,2 };
o Ty ={be ks \ k| bbelongs to two of the R; but not all three};

e T3 = {c € N2_,R;}, or the sets of ramification points which are o-invariant
(as sets).

By the Riemann-Hurwitz formula,

29(C) -2 deg(C/P')(29(P") — 2) + 2" 7148,
29(E) —2 = deg(E/P')(29(P') —2) + #R.
Here all ramification points have index 2, and the number of fibres on C over a
ramification point on P! is 2"~! = 4. Therefore, #S = 5 and #R = 4.
This implies
#R #11 + 2#T + #15 = 4,
#S = # UL R; =3#T) + 3#Ty + #13 = 5.

Thus, one has
#Tl = 07#T2 = 17#T3 =2.

Denote
Ty = {a|la € k3 \ k, s.t. {a,a?} C R}, T35 ={c,c'}.

We have the defining equation of E as
E:y?=c(x—c)(z—)(z—a)(r—al) =eg(z)(r —a)(z —al), e€ky.
Now, taking the norm over the field extension k3 /k,
Nig/k(y?) = Niye(€)g(2)’ Niyi(z — a)?

one obtains the following curve

Nies /1Y) : -
(g(l’)NkS/k(xa)> = Niy/i(€)g(x)

which is isomorphic to P! since degg(x) < 2. Therefore, the covering of the
curve (4) is indeed a (2,2, 2)-type. O
When the degree of the covering C — P!(x) is four, we have

Lemma 3. An elliptic curve E [ks with a covering C/k which is a (2, 2)-covering
over P! is one of the following two types.

Type I: E: y=@-a)(z—al)(@-p)(=-p), (5)
a,B€ks\k, #{a,a? p,p1} =4, (6)

Type II: E: y*=(x—a) (x - oﬂ3> (x — a9) (:E - oﬂ4> , (7)
o € ke \ {k2 Uks}. (8)



In fact, the equation (5) of Type I was already given as Eq.(10) in [8] as an
example. The existence of Type II curves with hyperelliptic coverings was also
mentioned in [6], footnote 6.

Proof: We use the same notations as in the proof of Lemma 2. By the Riemann-
Hurwitz formula,

29(C) —2 = deg(C/P") (29(P') —2) + 2" '#8S.
Then, #S = 6 and one has
#R=#T1 +2#T> + #15 = 4, (9)
#S =3#T1 + 3#To + #1535 = 6. (10)

Since n = 2, one knows #717 = 0. Thus, #1» = 2,#7T3 = 0, and there are
two possibilities for ramification points. We call the two cases Type I and Type
II hereafter.

In the Type I case:
R = {aa%8,67,  {aa%a}n{B, 8757} =0. (11)
In the Type II case:

i+1 J

R= {a”i,a“ ,a’ ,a"“l}, #R = 4.
Then, one has the defining equations of Type I and II curves as follows.
E:y?=c(x—a)(z—a)(x—p)(z—p7), ec€ ks

where 8 = a4’ in the Type II case.
We now take the norm over the field extension ks/k, then

Nig/(W)? = Nig/i(€)Niyu(z — )2 Ny ji(z — B)2.
Since
B Niy/1(y) ?
Nea/l€) = (ng/k(x — )Ny w(x—=8))

one knows that e € (k;)2 can thus be assumed to be 1.
Then, for Type I curves,

Uzy _ iNkS/k(‘r — Oé)ng/k(l‘ — B) .
Yy
For Type II curves,
oty g Maypl@ = )?
Yy
Thus, one has a (2,2)-covering in both cases. O



2.2 Condition for a (2,2)-covering curve C'/P' to be hyper-
elliptic

Let the defining equation of E be
E:y? = (z-a)(z—af)(z-pF)(z— B, (12)

where for Type II curves, § = ad’.
Recall that, for a field F', the PGLy(F)-action on r by a matrix A € GLy(F)

is defined as
a b
4 = ( c d >’

ar+b
cr+d’

We will prove

Lemma 4. C is a hyperelliptic curve if and only if there is a matriz © € GLa(k)
such that Tr(©) =0 and 8 =06 - a.

Proof: For the (2,2)-covering C — E — P!(z), the commutative diagram
of curves when C' is hyperelliptic is shown below, where © is defined by the
hyperelliptic involution of C//P!, which permutes the ramification points o and

IO LN
N A
N

Now, given such a ©, we will show explicitly the existence of the curves
in the above diagram. Indeed, © e Aut(IP’l( )) defines a degree-two covering
6 : P(z) — PL(¢) such that ]P’1 (z)/6.

In fact, © € GLy(k) with zero trace can be classified into the following two

forms:
-1 0 0 e 2
@1:( 0 1)7 @2:(1 O) €€k><\(k><).

We treat the two cases separately below.



1. For ©4, one has
O, x=—-x, =0 -a=-—-qa,
s:=x(0; 1) = —2°.
The degree-two covering 6, : P!(x) — PL(¢) is defined by
z? =t
The defining equation of P!(s) can be found as follows.
Define a map (7 by
G:E — B
() — (=2, —y)
Then, P!(s) is the quotient curve E/¢;. Define
s =y,
then P!(s) is defined by

Pl(s) : 5% = t(t — a®)(t — a?9).

2. For ©,, one has
e

O 2=, B=0y-a=-—.
x e
The degree-two covering 6o : P (z) — PL(t) is defined by
e
t=2x+0-z=a+ —,
x

or
22 —tr+e=0.

The defining equation of P!(s) can be found as follows.
Define a map (> by
Go:EF — E,
@y — (5-v)
x - —=y).
) y T ) $2 y

Then, P!(s) is the quotient curve E/(z. Define

e
e ()

P! (s) is defined by

Pl(s) s = (22— de) (£ — (a+ 2)) (t=(ar+ %)) .



Next, we construct explicitly the (2,2)-covering P*(u)/P!(t), then find the
defining equation of C.
Define

3

. a? for case 1
7=,

+ £ for case 2

@::(? bv)'

Denote the determinant of ® by D = det ®; then
b = D—~%
Denote the map induced by ® by ¢ : P*(u) — P!(u); then the (2,2)-covering
has the covering group:
I = cov(P'(u)/P'())
= {16767 ¢},
66 = ¢- 9= "0

Thus, we can show that P!(s) = P'(u)/ < “¢ > and further P!(¢) = P!(u)/I.
In fact,

D = (v—99 (v—v‘ﬁ)-
Thus,
to= uto(u)+ Tou)+ 7 pu)
_ F(u)
Nks/k (u - '7) ’
Flu) = "= 2Tk, k(Y1) + 8Ny i (1) — 2Ty /i (V) Niy 71 () + Ty (72972).
Define

X = u, Y := Ny /(X — )z,
the defining equation of C' is then obtained as
C: Y?=F(X)Ng, k(X —7)

in the first case.
The defining equation of C' in the second case is

C: Y?’—F(X)Y +eNg, (X —v)*=0.

In fact, the ramification points of C' in the second case are the zeros of the

discriminant
disc = F(X)* — 4eNy, /1.(X — 7).

10



3 Density of F with (2,2,2)-hyperelliptic cover-
ings C/P!

Lemma 5. The number of E with (2,2,2)-hyperelliptic coverings C /P! is

#{E}y=¢*—2¢+3.

Proof: Given an F such that C/P! is a (2,2, 2)-covering, there is an elliptic
curve E' which is the quotient of an order 2 element in cov(C/E). Since the
dzensity analysis is ir;dependent of the choice of this element, we choose it to be
7" ¢; then, B’ = C/7 ¢. Here we also assume P! (t) = Pl(s)/7¢.

Thus we have the following diagram with C' a (2,2)-hyperelliptic covering
of P(z), where E’ is unique given C'/E and when "2¢ is chosen. Then, we can
count the number of E by counting the number of E’, up to PGLy(k) actions.

IP)I

S l2 e
2 2
P(t)
We assume P!(z) is defined by
Pl(z): 2% =at> +bt, ackbeck™;

since char(k) # 2, one can always cancel the cross term ¢, and remove the
constant term by a PGLqy(k)-action.

Denote b
I
°= ( L=y )
Since P*(s) (w)/ 6, PL(t) = Pi(s)/ 79,
b= s 470()
s = ut” o)
O'(b(s) _ (’Yqu+bq)(u—’y) +(“—7q)('yu+b)
(u—~9)(u—~)

Using the relation "2¢ = ¢ - %¢, one can show that

2

b — 7quq2 — At it

11



Thus,

- (v H9)s — 4yt
e S R

or the matrix of ¢ on P*(s)

gl = ( Ty Ayt )
PL(s) 1 _(’Y'*"yq) '

Therefore, one has

. 52—4'yl+q
s—(y+97)

Thus, E’ is defined by

2 _ 4 14+q 2 2 _ 4 14+q
. yz:a<87> +b(87>.
s—(y+79) s—(y+77)
Here b # 0; otherwise E’ is genus zero.
When a # 0

E:((s—v=9)" = a(s®—4y"T)(s* =4y 4 d(s — v — 7))
d = black”

Since the action of PGLy(k) on k3 \ k is transitive, all v € k3 \ k belong to one
single orbit of the PGLy(k)-action.

Thus, E’ is only determined by the value of (a, d) up to the PGLa(k)-action.
The number of E’ equals to #{(a,d)|a € k*,d € k*} = (¢ — 1)2.
When a =0

B ((s—7v—7)y)? = b(s2— 4y (s — 7 —49)
X — 1 be (kX)Q
ver={ L bg

Again by the transitivity of the PGLy(k)-action on k3 \ k, E’ only has two orbits.
Therefore,

#{E/PGLy(k)} = (¢ — 1)* +2 = ¢* — 2¢ + 3.

12



4 Type I curves

4.1 Legendre form over k3 of Type I curves

Lemma 6. A Type I elliptic curve E is ks-isomorphic to

E/%S y2=a(x—1)(z—N), (13)
_ (B=aD)(B—a)
A= t—aypr—an (14)
Proof:
Define
1 —af
a= (1)
r—af
. T —
Since
1 —a af
-1
A - —a+ a4 ( —1 1 )
—ad
= (? _Oi >modkx,
one has

a—af
r—a = —
t—1"
_al
z—al = & at,
t—1
x—p = a=p t—ﬁ_aq
t—1 B—a )’
a— 1 B1 — a4
_ R4 — t— .
z-F t—1< Bq—a)

Substituting the above equations into (5), one obtains

(0= 0%)" = (@ = a5 (o - prye (1= =20 ) (1 Z2)
(15)

Now, define
a_
pl—a,

5(1*04!1

u =

13



Then, (15) becomes

((t = 1%9)* = (@ — a®)? (o — ) (o — B) (@Z‘_f)guw— D (u- st

— a2 (8 = a) (B9 — a?)® I _ g B—ad
((t71)2y)2: (a ) (ﬁ )(5 ) U(U71) <u 5 ﬂ >

(57— )2

The Legendre form for Type I curves is obtained after defining

(@ —a?)® (8 - a) (B* — a?)’

(57—
—_ a?)? (B9 — 49)2
- - ?ﬂi(ﬁ@z“) (B =)™
= 1mod(k§<)2,
 pi-af-al
A= T —

4.2 Characteristics of Type I curves

The action of PG Ly (k) on k3 \ k induces the following action on the set {a, 5}:
{,8} — {A-a,A B}, VA € GLy(k).
This action transforms E in (5) to a new elliptic curve
By = (@—A-a)(w-A-af)(@-A-B)(x— A1)  (16)
which also has a Legendre form the same as (13) with

;L (AB—A-af)(A-BI—A-a)
A= (A-B—A-a)(A-B1— Aat) ~ (17)

Then, it is easy to see
A= N

or the Legendre forms are invariant under this action.

According to the above lemma and the transitivity of the action of PG Ly (k)
on k3 \ k, we can assume that there is an A € GLy(k) and an € € k3 \ k such that
a = A-e. Therefore, the first element in the pair {«, 8} can be fixed to be some
€ € k3 \ k. Hereafter we consider only the pairs {e, 5} and the corresponding
values of .

14



From now on we assume Type I curves to be

E: y?=(z—¢(x—e)(z—pB)(z— B,

E,ﬂEkg\k‘, #{€,€q7ﬂ’ﬂq}:4,

_ B=e€? Bl-e
A= B—e " PBi—ea-

e? —e
“"( 1 —1)"\’

then, since A # 0, 1, 0o, we have p # €, €%, c0.
Define here two matrices A and B,

A —. —pu+etel —etta
=: ) L ,

Now, we define

B:="A%A A.

Then, we have
Lemma 7.

1. Given A, there exists some (B such that (20) holds if and only if
A-8=p1.
2. The above condition is equivalent to

B-B=5.

(24)

(25)

Then, one can find B from X as the solutions of the quadratic equation

obtained from (25).
3. When such a B exists, B is not upper triangular:

*

B #£ <0 I) mod k3

since p # €, €9,

(26)

Thus, the quadratic equation in 2. does not degenerate to a linear equation,

or there are always two ’s given one .
4. Denote the discriminant of the quadratic equation in 2. by

A = (TrB)> —4(detB) €k,

L ) (TN — 112 — ANV}

A = N(E — Eq)QN ()\]_

Given ), there exists some 3 satisfying (20) if and only if A € k2.

15
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2 10 X
Ao ) 3GeGLk), G :<0 L) (modkx)
B=G-¢

The number of B when A =0 is ¢°.

(29)

Remark 1. Given a random elliptic curve E in Legendre form, one can easily
test if it is of Type I by solving the quadratic equation defined by (25).
Proof of Lemma 7.1:

From (20),

_ B—e? pBl-e
G T

one has

0

(1 =XN)BT7+ (Ne — €D)BT+ (Ae? — €)B + (1 — N)e' T,
Since A # 0,1, 00,

gi+a _ )‘;: iq B — )\;q__leﬁ 1ol

Define

. _
v ( 61 j ) A (31)
Then, one has from (30)
0 BH_q — up? —vp+ elta
BUB — ) — vB + €1,
51 vB— elta
B—p

v _61+q
B <1 —p )'5'

On the other hand, from the definitions of y and v,

_ e? —e¢ 1 —el '
v 1 -1 1 —e ) H

—pi+ €+ €.

Therefore, if one defines

_ q  _l+q
A = ( ,U+1€+€ ¢ )7

16



then, given A, there is a 8 such that (20) holds if and only if

B1=A-p.

Proof of Lemma 7.2:
(25)«<= (24): Easy.
(25)= (24):
Assume the two solutions of (25) are 5 and 7.

B-B=p, B-y=7. (32)
Since
(TATAA)-B =P,
(AUzAO'A)_ﬂq:ﬂq’
(TATA) BT =AT" 5,
(TATAA) AT BT = AT,
B-(A71.p%=A"1. 9,
Therefore, either
A"l.pgi=p i.e. A-B=p9 (33)
or
AL BT =~ i.e. A~y =p9 (34)

The latter case is when the action of A interchanges the two solutions; i.e.,

Ay=p1,  Ap=q". (35)
Then,
(A4 B= ";4~7‘12:(A~v)q:25q2, (36)
(TAAA)-B= AT =(A-p)T =, (37)
This means
B-B=~v, e B=n. (38)

Proof of Lemma 7.3: See Appendix 1.

Proof of Lemma 7.4:
Denote

17



then, values of 3 are solutions of
cx’ +(d—a)xr —b=0.

Hence, given A, there exist at most two [ satisfying B - § = .
Denote the discriminant of the above quadratic equation by

A := (TrB)? — 4(det B) (€ k).

Then,
#{BYy=2 iff A e (kX)? (39)
#{p}=1 iff A=0, (40)
#{By=0 iff A¢ (k%) (41)

The explicit formula (28) for A is obtained in Appendix 2.
Proof of Lemma 7.5:

Define the matrix mapping f to € to be G € G Lo (k), which is unique modulo
k*. Denote the image of € under G by 7, i.e.:

NG e PGLy(k), st. G-f=¢ G-e=:7. (42)

Then,
G-p = (G-p)=¢, (43)
G-¢? = (G-e¢)f=n14 (44)

Thus, under the action of G, one obtains another elliptic curve E” which is
isomorphic to E:

E":y? = (z —€)(z —e)(z =) (x =77, (45)

which has the same A as E due to the invariance of A under the PGLy(k)-action.
When A = 0, there is only one 8 so one has v = .

Thus,
G- = k¢ G-e=0, (46)
G2.p = § (47)
Since 8 € k3 \ k,
GQE((l) ?)modkx, (48)

but G # I mod k*, thus Tr(G) = 0.

18



Denote

o-(2 %)

When ¢ = 0, one can assume a = 1, thus the number of 8 = G-e = —— 10
equals #{b € k} =q.
When ¢ # 0, the number of

BGoe= 2t (49)
—a
equals #{(a,b) € k?|a® + b # 0} = q(q — 1).
Thus, the number of 8 when A =0 is ¢°. O

5 Classification of the PGL;y(k)-actions on Type
I curves

Recall that for Type I curves,

E/fs y* =a(z - 1)(x - ), (50)
_ Bl—a f-al

A= )\(Oé,ﬁ) 6 € k3 \ ka 6 # aaaq7aq2' (51)

"Bt B-a’
Since the action of PGLy(k) on kg is transitive and fixed-point free, one can
fix @ = ¢ € ks \ k, then,

AzA(a,B):W7 B € ks\ k, B e el
As shown before, A is PGLg(k)-invariant:
VA € PGLsy(k), AMAa, AB) = Mo, B). (52)

We now define a double-sided action on A € GLy(k) as follows.
PGLs(k) ~ GLa(k) v PGLy(k).

In particular,
T -B:=TAT 'Te, T € GLy(k).

It can be shown that an A € GL2(k) under the above action has three
representatives as follows:

a 0
A1—<0 1)1 0#071,

19
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Az(‘f Z) 7 =ee kN (k)%

(1)

6 Density of Type I curves with hyperelliptic
coverings

—_

First, we consider the matrix © in Lemma 4 under the double-sided PGLs(k)-
action. In fact, © can be represented by the following matrices under the double-
sided PGLy(k)-action.

oo = (7).

(i) @, — (?

8), In € ko, P = e € KX\ (K2,

Since

_ a9 - a)
e

one has 1 and (5 corresponding to the two representatives ©; and ©Os.

7&0;17 ﬁekl?o\kv ﬂ#a,aq’aq27

51 = @1 = —Q, (53)
(a+a?)?

)\1 = Wa (54)

62 = @2 = 2, (55)
(e — alt9)?

Lemma 8. The covering curve C/k of a Type I elliptic curve E is hyperelliptic
if and only if the discriminant A in (27) of Lemma 7 equals zero.

Proof:

By Lemma 7.5 and Lemma 4 one knows that A = 0 implies C/k is a hyper-
elliptic covering curve of E.

Now, we prove the other direction. According to Lemma 4 and Appendix 3,
we know that A is either A; in (54) or Ay in (56) when C/k is hyperelliptic.

Substituting A; into (28), one finds that A(\;) = 0,7 =1,2. O

Remark 2. Using the formula for A in (28), values of A such that C is a
hyperelliptic covering of E can be calculated by solving the equation A = 0.
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Lemma 9. For X\ in the Legendre forms of Type I curves,
#{\ | C/P' : hyperelliptic} = ¢>.

Proof: According to Lemma 8, A\ defines a Type I curve E such that C/k is
hyperelliptic if and only if A = 0.

On the other hand, by Lemma 7.4, the correspondence between  and A is
one to one in the hyperelliptic covering case, and by Lemma 7.5, the number of
B such that D = 0 equals ¢2. Thus, we know that this is also the number of A
defining hyperelliptic C'. U

7 Density of Type I curves with non-hyperelliptic
coverings

Since 8 € k3 \ k, 8 # «, oﬂ,oﬂz, one knows that
#{6=¢"~q-3.
In fact, there is a symmetry between ¢ and :
A&, B) = A(B,e).

When C' is non-hyperelliptic, the correspondence between 8 and A is two to one.
When C is hyperelliptic, by Lemma 8, A = 0; then § and \ are one to one. By
Lemma 9, the number of such \ is ¢2.

Thus, defining the number of Type I curves with non-hyperelliptic coverings

as
v:=#{\ s.t. C/P' . non-hyperelliptic},
one has ,
#{B=2w+=¢—q-3.
Therefore,

v = #00) = J#8) ) = 3¢~ - 3).

8 Type II curves

8.1 Legendre form over k3 of Type II curves

Lemma 10. For a Type II elliptic curve E/ks,

Elks: y*=(x—a) (x —aq3> (x —a?) (x—oﬂ4) ,
a € ke \ {k2Uks},
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there is a kg-isomorphism o mapping E/ks to Eo/ks:
wo: Efks % Eo/ks y? = ex(x —1)(z — p), (57)
6

Furthermore, there is another kg-isomorphism @1 mapping E/ks to E1/ks:

k
v1: E/ks /—N6> Ei/ks: v* = wu(u—1)(u—p). (59)
Proof: Let .
1 —af
A=
(1)
and
ti=A v o
= - r = 5
-«
then X
—a at —a¥
—A = @ TO p=—
* (1 -1 t—1
The factors on the RHS in the equation of the Type II curve E become
a—a?
rT—a =
t—1"
3
PV a—aof
T —ao 1 b
q a—of : P —
r—al = —
t—1 a—al |’
4 a—ad a?’ — ot
e = —-3 b= ——— |
— a—a

Then, E becomes

2 (a—aq3)2(a—oﬂ)(a—aq4)t ; Y — ; T
o (t—1)4 a— a4 a—att |’

Let

ti= O‘i_a‘)‘qq u, (60)
then
3 4 3 3
) (a—a?)?(a—a?)(ad —al
(t=1%)" = ( ) w(u—1)(u—p).



Define
_ (a=an) (B-p9)
HT B=a9) (a—p)

a—af
Nig/ks <> € ks,

OﬂS — a4

€ = Nkc/ks (Ol — aq4) mod (kg)Q s

and replace (t — 1)y by y, u by z; then one has Ey/ks in (57).
Next, define

(t—1)?
\/é
(t—1)2(a—a?)

= Y,
(a — OﬂS) (Oﬂ?’ —_ QQ) (a — a‘fﬁ#

then one obtains

Ey/ks: v = u(u—1)(u—p).

Lemma 11.

E'® 5% g
where
Eolks: 3> = Nigw(a—pz(z—1)(z — p),
Balky: y? = (a=p) "M a(z - 1)(z-N),
1 (B—a)(?—a) _ P
A -y (B-a)ytt B=oal.
(a—B)1 e (k5)? when ¢ # 1 mod 4
Here { (a—pB)itt ¢ (/cix)2 when ¢ = 1 mod 4.
Proof:

We prove that Fjy is isomorphic to Fs as follows. Define

1 -1 1

Y = Nipgks(a—BDz(z —1)(z — p)

(B s (s 1) (5 ).

Then,
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Here we have used

@0 -B) . (a-p)
Pl Bpi-a) T T @opEi—a)

Now, replace s2 by y, s by x; one has

Ey~Ey:y* = (a— )"z (z—1) (x_li)

Since (o — B)7H € kJ,

3
31

= (a-pr) T (67)

= (=)= (68)

_ +1 <= ¢g=3mod4 (69)
o -1 <= ¢=1mod4,
we know that e € (k5 )? if and only if ¢ = 3 mod 4. O

8.2 ksz-isomorphism of Type II curves

Here we further consider ks-isomorphisms of Type II curves and show E is
ks-isomorphic to E;. For simplicity o3 := (- )q .
Let 1 be the kg-isomorphism of E onto FEj:

¢£>s

E/k’g El/k‘g = 93 [, (70)

then we have an kg-isomorphism of Ej:

’(/J::ag gologofl /k‘GI E1 i) El.

NG

By 4> 3k
= ~5<p10g01

8.2.1 ¢*(w)=—e(w), e==1

3

We first consider the kg /ks-conjugate o® By of E; under the action of o3 = ().
The variable changes under ¢, :

3 3 3
al” — af g a?l — af

u ‘= s = A= @ T« — (71)
a—al 1 —1 a—al
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have the Galois conjugates below, where u' : =3 u:

4 3 4
a—al ol —a a—af
'U// o3 t: . - U .’E:UB A 0’3t: 1
a?” —af 1 -1 a?” —al
From (71) and (72),
4
P A— a—al
T = U
I | at® — it
4 : -1 3 3
a—af o’ —a a —at at —af
B — e ] = —
a?® — ! 1 -1 1 -1 o —ad
a—al

(a@® —ad)u’

3 4
, af —a? a—af 1 A

u = —— —=-.
a—a? o —alu U
The conjugate of E is
2R (W)? = W 1) =N
2
= Eu(u—l)(u—/\)

or

(fu’)zzu(u—l)(“_)‘)'

Comparing with E7, we have

2
u /
2 =+
\ v v,
A A
v = :I:EU =€e—,
€= =%1.
Consider the differential form on F4
du
w=—,
then
1/) i — 03E1
induces
2%
= ———du
cho
= —tw = tw.
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8.2.2 Exact expression for ¢

Recall that a rational map f over a field K from a group variety G with the
group unit e to an Abelian variety A is a homomorphism up to a translation. I.e.,
there is a homomorphism fy: G — A over K such that f(P) = fo(P) + f(e).

Then,

and f* = f5 = 1 means

fo=1 or

Now, one has

v: B —»
P +——
w

f(P)=P+Q, Q= f(e)

In order to find an exact expression for e, define

then

by the definition of v. Here

1

U3E1
P (w) = —ew.
yo= (t—1)7%y;

(t—1)? 1

(a - a?)

Ve (a — a9®) (a43 —oﬂ) (a —ad*)

From (60), one has

By (89)

3
al —af a—aP
= " ="
— a4

a— ol ad’

(oﬂ3 —a9) (u -

a—a?
a‘l‘3 —ad

1+g3 °
2

)

(a—a9)(a—a®)(a - ad")

1+43 °

2

(91)



Meanwhile,

o3

y (93)

3
(a” —a)(” —a)(a” —a?)"F

(0 - an) (w — ez’

a—of

y =

(94)

The second factor in the denominator of (94) can be further calculated using
u' = A u as

T Y

W——— = Au-—

a—
3 4
a? —af 1 a—a? 1
a—ad' a?® —ad u )’

Substituting this into (94), one obtains

3
_ (a—a”)(@” —a)(a” —an)"F u? 95
y = (qus — qu4) e 7 U. ( )
(U o aqgfoﬂ)
Thus,
/ (a?” — aq4> (“ - a(Z;_a;q)
v = 1143 ) Y. (96)

(a—at*)(a? — a)(ad® — )2

Now, substitute y in (92) into the above equation,

3 4
, (a —a?)(a? —al) L=l v
o= = ———(a—a?) 2T —
3 3+q u2
(a(l — a(l) 2
v
- A
The exact value of £; can be obtained as follows.
N
a—af
g = Al —————
a?” — ad
Therefore,
, v
v = &1—%
u2
N
a—af Av
B a?® — a4 u?
AV
—
u2
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by the definition v' = e\v/u?.

Thus,
NE—
a—al
E = - 3

a?” — a4

gS—1
3 2
- - (aq _aq)

8.2.3 Whene=1, ¢*=-1
We know already that E' is kg-isomorphic to
Eifks: y* =l —1)(x—\),
and
Fw) = —ew,
e = Nke/k3(aq4 — )@/ g

¥ sends a point P to —eP 4 @, where @ is the point (0,0) of Ej.
First we treat the case where e = 1,¢* = —1. Denote the k¢/ks-twist E] of
E1 by

k€ k3, k2 =-1.

Define the kg /ks-twisting map 7 as

— | =— = —w.
y VEy  VE

Moreover,

3 _ 3 Yy

“ror iz, = 97(x, ==

) ( ﬁ)
31
= (mﬂk&q 2 y) - (.’E, _y)7

or
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Then,

VB — E

wl — 0'37_ 1o ¢ o 7_71
W) = (%) oyTor™"
= —(r)for = (-1)%=-1.
Thus, when € = 1,¢* = —1, we can always use E| and ¢’ instead of E; and
¥ so that (¢¥)* = 1.
Therefore, we need only to discuss the case e = —1 and ¥* = 1.

8.2.4 Construction of the ks-isomorphism p/k3: E — E

Assume ¢ = —1. Then,
Y(P) = P+Q,
3 —
Tprop(P) = P+Q.
Let
R = ¢7'(P),
P = SOI(R)a
ie.,
3
Tei(R) = pi(R)+Q

Lemma 12. For Q € Ey(ks), there exists an

3

S € Ey(k) such that S—785=Q.

Proof: This is due to the following short exact sequence:

_ o3-1 —
or the surjectivity of ¢® — 1 and the fact that E;(k) is a divisible group. O

Remark 3. In fact, such an S is unique up to translations by F1(k3). Indeed,
if one defines

ST = S+T VT € El(kg),
then

4 T =S —Q+T
= 51 -Q.

051
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Lemma 13. Define a map p by

p: E = By (97)
P +— p(P):=¢pi(P)+S. (98)

Then, p is an isomorphism of E to E1 defined over k3.

Proof: Since

“pP) = Teu(P)+7 S
= @P)+(Q+7S)
= @pi(P)+ S
p(P),
which means p is defined over ks. O

9 Density of Type II curves
We first notice that the action
PGLQ(kQ) Y% kﬁ/kQ (99)

is also transitive and fixed-point free. The proof is obtained by replacing k with
ko in the proof for PGLo(k) ~ k3 \ k.

Then, for any a € kg \ k2, one can find an € € k3 \ k and a V € PGLy(ks)
such that « is the image of € under the action of V. In fact,

de € kg \ k Vv e GLQ(kQ) \ k;GLQ(k)
s.t. a = V-
g = V..

We know that A(«) is invariant under the left-action of PGLy(k):

YU € GLQ(k), U'a:UV'€€k6\k2,

MUV -e) = AV -e).
Now, we consider also the action on the other side or the right-action on V:

YW € GLQ(]C), Eol= ks \ k
s.t. e = We.

Then,



i.e., A is also invariant under this action.
Now, we have two actions from both the left and the right sides on V. We
then consider the double-sided action and the double cosets

kS GLQ(k)\ GLa(ko) /k;GLQ(k) (100)
defined by the above left and right actions on V such that
AV .-e) = NUOVW-€).

In order to obtain the number of Type II curves E, we will count #A\ in their
Legendre forms which are invariant under the action.

Lemma 14. V € GLy(k2)\ GL2(k) under the double-sided action can be classi-
fied to the following three cases: (Assumer,s,t € k,n € ka, e =n* € k*\(k*)?)

o= (7)) (101)

@ v = (N0 ) A0 oz a0

(i) Vs = ((1) 717> (103)

Proof:
One can always choose an 7 € kg such that n? =e € k> \ (k*)?; then

YV € GLy(ks) \ GLa(k), V=V'+qV", V. V" Mk).

First, we assume V' is a regular matrix.
Then, under the double-sided action, V'’ can be transformed into the identity
matrix I while the &’ remains inside k3 \ k. (Here V" is used again.)

V=>5L+nV"= < (1) (1) ) + V", V" e My(k)

Under the double-sided action, V' can be expressed in the following three
forms:

(i) v/ = (8 2),r7és, r,s € k; (104)
(i) V) = <2 Toe>—r<(1) 8) r ek (105)
(i)  V{ = <8 6) re k. (106)
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Then, V' becomes one of the following three forms under the double-sided
action:

@0 Vi = (HO’"” 1_8577),7”755, rs € k; (107)

@y vi = (LYo € rek*; (108)
2 mo 1 2 10 ) :

(i) Vi = ( (1) ’"17’ ) rek*. (109)

V{ can be transformed into V; in the Lemma as follows.

1+rn _ (A+rn)(1—sn)
Assume Tren = Tos7s
0

1
b
0 1

1 ;0 1+ry 0 _(r+n 0,
1+sp\ 0 1 0 1+sn 0 1)’

here b # 0 since V{ € GLa(k2) \ GL2(k).
V3 can be transformed into V5 in the Lemma using a scaling by % =s+in e

= a+bn,a,b € k; one can use the following two

actions, Tlsn € k3 and (

) € GLy(k) on V{ such that

Here, if t = 0 then V, € GLy(k) which was excluded previously.
Besides, when V5 is a singular matrix, det Vo = (s +t1)? — e = 52 + 2stn +
(t? = 1)e =0, ie., 82+ (t2 —1)e = 0 and st = 0. Since t # 0 for Vo ¢ GLa(k),
this means s = 0,2 = 1. Therefore, the cases t = 0, (s,t) = (0, 1) should be
excluded.

V4 can be transformed by the following double-sided G Ly (k)-action into V3
in the Lemma as follows:

10 1 ry 1 0y (10 1 Y\ (1~
0 r 0 1 0o+ ) \0r o) \o 1)
Next, we consider the case when V' is singular. (Here V' # Og; otherwise

V € GLy(k) mod k).
Then, under the double-sided action, one can assume

, (10
(i)

(10 "
V—<0 0)+77V.

Now, if V" is regular, then one can change this case to the regular V' cases by
the following left G Lo (k)-action modks : (Notice here 1/ = n/e.)

Therefore,

1

1
(V//)—IV — 12 + nv///7 V/// = 7(V//)_1V/.
n e
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Now, assume V" is singular,

V" = (CCL Z), det V" = ad — bc = 0.

Here we treat the cases of b # 0 and b = 0 separately.
First, in the b # 0 case, V" can be transformed by a right GLy(k)-action
0 0
" b 0\ [0
v ( —a 1)\ 0
(10 0 b\ (1 by
V(o 0)*”(0 d>(0 dn>'
Below, we show that this case can be reduced to case (i) of the regular V’
Indeed, since V' € GLa(k2),d # 0, dividing V' by dn one has
1. 1 1 i\ _(Iln h x
1 —h In h\ _ (iIn O
0 1 o 1) Lo 1)
but it becomes a special case of (i) in the regular V’ cases if one scales it by
_ Inm 0\ [ letlin 0 ([ le O [l 0
(1+n)V—(1+17)(0 1)—( 0 1+77>_<0 1>+77(0 1).
Thus, the case when V" is singular with b # 0 is contained in case (i) of the
In the remaining case, b = 0, first let d # 0; then a = 0 and
10
'- ( e dn )
If d = 0 in the b = 0 case, then
V= ( L+an 0 ) ¢ GLy(ky),

which preserves the form of V/ = ( L0 ):
b
R
Thus, we can assume that
cases.
Now, by another left GLy(k)-action:
14+n:
regular V' cases.
which is the transpose of the b # 0 case.
cn 0

which should be excluded. O
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Lemma 15. Elliptic curves of Type II can be classified to the following cases
according to the classification of V' under the double-sided action in Lemma 14.

A in each case has a representative as follows:

M ow o= TelEl

de gatl
N, +1tn)? — —g9)?
i a o NosletmP-o -
4et? (e2 —e)atl
_ Niyyp(detVs) (e —e9)?
B det? (e2 —e)atl’
1
(iii) A3 = @(s — )2,
Proof:
(i) Define
a1:V1-€:(T+T])E Ek@\(kQng).
Then,
3
B = of =(r—ne.
This is because € € ks \ k, 7" = ¢ and %1 = e? = ¢, n? = —1. Now,
fr—ar = =2,
(Br =)™ = dee'q,
pr—af = (r—mn)(e—e9),
Bl —on = —(r+n)(e—e),
(Br—a)(Bf —a1) = —(* —e)(e—e?).
Thus, one has
A (r? —e) (e — &%)
e T
(ii) Define
Qo = ‘/2 - £
(s+tne+e
. e4s+tn
Then,
(s—tne+e
g = Ltmere
e+s—1tn
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and

By —ay = (s—tnet+e (s+tne+te

e+s—1n e+s+1in
_ 2tn(e? —e)
 (ets—tp(et+s+in)
(Bo —ag)'™ = det?(e® — )™

{(e +s5s—1tn)(e+ s +tn)}1te’

((s —tn)e +e)(e?+s—1tn) — ((s —tn)e? +e)(c + s —in)
(e+s—1tn)(e?+s—1tn)
(s=tm)?*—e)e =% _ ((s—tn)*—e)(c —&)

(e+s—tn)(et+s—tn) (e+s—tn)(e+s+in)?

By —ai =

. s+ tne?+e)(e+s+1tn) — ((s+tn)e+e)(e? + 5+ 1n)
2T = (eT+s+1tn)(e +s+tn)
_ (s+m)?—e)e—e?) _ ((s+tm)?—e)(c—c)

(€2 + s +tn)(e + s + tn) (e+s—tn)i(e+s+1in)’

N __(s=tm)?—e)((s+1tn)* —e)(e —£)?
(Be = 03)(B; —a2) = {(e+5—tn)(c + 5+ tn)} 1+

Thus, one obtains

o (Pt o) (- en?
2 4et? (2 —e)lta
Ny /e(((s +1)* —€) (e —e9)?
B det? (2 — e)lta’

(iii) Define

a3 = VE; - £

= e+

Then,

Bs = of
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and

fs—az = —2n,

(B3 —ag)'t? = —de,
/83 - Oég = &€- E:qa
Bg — a3 = _(g—gq)7

(B3 —af)(B —as) = —(e <)%
Thus, one obtains
1
Az = @(5 —e?)?

Lemma 16. The three cases in Lemma 14 are pairwise disjoint.

Proof: We will show the orbits of V' under the double-sided action are disjoint
in the following three steps.

(i) and (ii) have no overlap
Assume case (i) and case (ii) have an intersection so there is an

A = < ‘CZ Z ) € GLy(k), (114)
ag +b
= A.e= 11
a c ce+d (115)
such that A(p) = Aa(e). (116)

Then, notice the scaling constants in (110) and (112) are in k£ and independent
of €, so one has the following equation up to k*-scaling.

w = (5(28_;11)+q mod k. (117)

Since
4 (az+b)(ce? +d) — (ae? +b)(ce + d)
pee (ce +d)(cet + d)
= (ad(CE lj:)d(;€1+q€q)7 (118)

one has

LHsary = W

Ml-i-q
_(ad—bo(e —e7)?
{(ce +d)(ae + b)}1ta’
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Thus, from (117),

(ad —bc)?(e —e9)? (e —¢9)?

{(ce + d)(ac + b)}1+a  — mmod]&’

one has
{(ce +d)(ac + b)}' = (% — )" mod k™.

Denote this equation by
1+q
L't = R™ 4 mod k* or (R) = 1mod k*.
Since

then L/R € k* since (¢ —1,¢° — 1) =q — 1.
Therefore,

(ce + d)(as +b) = 1(c* —e), al e k.

This means

ac = U#0),
ad+bc = 0,
bd = —le(#£0),
which implies
c# 0.

Now, we normalize A with ¢ = 1, then

a=1, b=—ad=—ld, bd=—1d*> = —le,
thus,
d? =e.

But since e € kX \ (kX)Q, such a d does not exist. Thus, the presumed intersec-
tion does not exist.

(i) and (iii) have empty overlap
Now, assume case (i) and case (iii) have an intersection such that under the

action of (114), (115),

M(p) = As(e). (119)
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From (110), (113), one has the following equation up to k*-scaling:

_ ,9)2
WK 2 (o= o) mod . 20
7
From (119),
(e —e9)? B , .
(et da sy = (&) modk™
Then,
{(ce+d)(as+b)}'"" = 1mod k™.

For the same reason as before,

(ce+d)(ac+b) = 1, 3Nek™.
This means
ac = 0,
ad+bc = 0,
bd = 1 (#£0).

We divide the conditions into two subcases: ¢ = 0 and ¢ # 0.
When ¢ = 0, normalize A so that d = 1; then a = 0,

A:(g l{)gZGLg(k)

which is contrary to the assumption on A.
When ¢ # 0, we can normalize A so that ¢ = 1. Then, a = b =0,

A<(1) 2>§ZGL2(k)

which is again contrary to the assumption on A; thus the presumed intersection
does not exist.

(ii) and (iii) have empty overlap
Assume case (iii) and case (ii) have an intersection such that under the action
of (114), (115),

As(p) = Aa(e).
From (113) and (112), one has the following equation up to k*-scaling:

(n—ph)? = (5(26_;11)+qm0dkx‘ (121)
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From (118)

(e—e9? _ (e—e9)° x
(e +d22% — (2 —e)Ha mod k™.
Then,
(ce +d)*T21 = (2 —e)tt.
Using the same reasoning as before again,
ce+d)? = I —e Jlek”.
(
Therefore,
¢ =1 <7é 0)?
2cd = 0,
@ = —le (#0).
Thus,

d=0, 0=—le

which is impossible since [,e € k*. Thus, the presumed intersection does not
exist. (]

Lemma 17. The numbers of Type II curves in the three cases of Lemma 14 are
as follows.

() #) = e+ (122)
) #De) = aa— 1% (123)
i) #Ds) = @) (124)

The total number of Type II curves is
L3, o
J@ +¢ +a-1)

Proof:
(i) From (110), one can observe that A; in case (i) is a product of two factors
f1, for

r?—e (e —e9)?

M= fifa, fi= 1o fZ:ZW'

We will count the two factors separately.
First, look at the factor fo which contains e. Recall that € € k3 \ k.
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In order to count the orbits of fy under the GLy(k)-action, we first consider

a b
A = <C d)GGLQ(k),
w o= A-e
such that fo(p) = fa(e) mod k™,

or
(b —p?)?* _ (e—e?)?
PR, mod k*.

We wish to count the number of such u or equivalently such matrices A. From

I o )
{(a5+b)(c5+d)}q+1: s} mo ,

one has
(ae +b)(ce +d) = le, e k™.
Therefore,
ac = 0,
ad+bc = 1 (#0),
bd = 0.

When ¢ = 0, normalize A so that d = 1; then
a 0

a=1#0, b=0, A(O 1>.

Thus, the number of A in this case is

#H{A} =##H{a} =#F" =q— 1.

When ¢ # 0, one can normalize A so that ¢ = 1; then
0 I
a=0,b=10#0,d=0, A_<1 O)'

Therefore, the number of A in this case is

B{A} = #{I} = #4% = g — 1.

The total number of A in these two cases is

£{A} =g - 1).
The number of f5 is
_ #emodks\k}  F-q 1
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2
r-—e

Now, we count the factor f; = in A1, where e is fixed:

- -1 1
#{f1}=#{’"4e - rek} — 1 = )+ {0} = T 1= T
Thus,
1 +1 1

#0} = #{A# ) = Jala+ 1) x T= = Jala+ 1)

(ii) By (112), Ag in case (ii) is a product of two factors g1, ga:
Nkz k(detV) e—¢gl 2
A2 =g1g2,  g1:= CLT’ g2 = ((gg)ﬁ)l (125)

Therefore, we will also count the two factors separately.
First, we count the factor g, which contains €.
In order to count the orbits of go under the G Lz (k)-action, consider

a b
A = < e d > € GLy(k),
w o= A-e€
such that g2(p) = go(e) mod k%,

or

_ ,9)2 _ ~q\2

We wish to count the number of such p or equivalently such matrices A. By
(118),

(ad — be)? (e — e9)?

_ 92 —
(Iu’ 12 ) <05+d)2q+2
s (a4 b)* —e(ce +d)?
and gt —e = (ce + d)?
Then, (126) becomes
_ £9)2 _ ~q)\2
(e—ef) = (e &) mod k*.

{(ag +b)2 —e(ce + d)?}atl — (g2 —e)atl
Thus, {(ae+b)? —e(ce +d)?}97 = (2 — €)97 mod k>,
(ae +b)* —e(ce +d)? =1(* —e), T e€k”.
Now, one has

a? —ec® =1,

2(ab — ecd) =0,
b —ed* = —el.
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When ¢ = 0,

ab =0,
d> =1, d

1 0
A_a<0 il)’

i.e., there are two such A mod k£ in this case.

a®=1 (#0),
b=0,
= Ia.

Therefore,

When ¢ # 0, one can normalize A so that ¢ = 1; then

therefore

since e ¢ (kX)?, det A # 0.
The number of such A4 is

2#{a € k} = 2¢.

Adding up the above two cases,

#{A} =#(c=0) +#(c=1)=2q+2.
The number of orbits of go under the GLy(k)-action becomes
#et @ —a _ala—1)
#{A}  2(q+1) 2

Ny, s+t 2_e
—’W/k(ietzn) ) Define

#{92} =

Now, we count the number of g =

) Nk2/k((8:;t77>2_6) (127)

= (el 1) —des?P), (12g)
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Recall e € £\ (kx)z. Obviously ¢ # 0, (s,t) # (0,+1) if and only if p # 0, c.
To count #{p}, notice there is a p if and only if the following plane curve
has nontrivial k-rational points {(s?,¢%)}:
(52 +e(t? —1))? — des?t? = pt*.
Redefine X := s2,Y := t%; then one has a conic curve

Cr: (X +e(Y —1)2 —4eXY = pY (129)

which has (X,Y) = (e, 0) as a k-rational point corresponding to p = co.
Now, we draw a straight line through (e, 0):

X =e+hY

whose intersection with the conic C is determined by

(h—e)?Y? = (4€® + p)Y.
When h = e, i.e., p = —4e?:

Then, the straight line becomes
X=e(14Y).
Since X = s%,Y =2, one has a conic
Cy: s> —et’=¢ (130)

which is nonsingular. This is because

(0s,0r) = (2s,—2et) = (0,0)

means (s,t) = (0,0) which however is not contained in Cs(Fk).
Therefore, its set of rational points C3(k) is isomorphic to P!(k).
Thus, in this case there is one value of p = —4e? to be counted.

When h # e, i.e., p # —4e?:
Assume h # e; then one has a linear equation in Y:
(h—e)?Y =4e* +p (131)

Thus, for any p there is a k-rational point (X,Y’) on the above curve Cj.

4t +p

Y o= Goa A0 (132)
_e(h—e)* + h(4e* + p)

X = ey . (133)
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Define
f = (h - e)ta

one has
fP=4e*+p 3f€k. (134)

Since p # 0, f # +2e. Thus, the correspondence between f and p is 2-1 when
f#0,+2e.

So we will consider the existence of (s,t) when f # 0, +2e .

Define

v = (h—e)s. (135)
From (133), one obtains a new conic curve in v, h with f fixed:
Cs: v? = e(h—e)?+ fh. (136)

We are to count the number of such C3 with non-empty ks-rational points.
In order to do that, we show that the curve is a nonsingular conic.
Indeed, assume

Dy =20v=0, Op,=2e(h—e)+f>=0 (h # e);
one obtains
O=e(h—e)?+ f?h, 2e(h—e)+f>=0, 2ch(h—e)+ fPh=0,

thus,
2¢h(h—e)=—f*h=e(h—e)?, 2h=h—e, h=—c,

but since f2 = —2e(h — e) = 4e?, f = £2e which is excluded already. Thus, the
affine curve is nonsingular.
Now consider its projective version:

(i) o
v? = e(h — ew) + f2w.
Assume again
Dy =20=0, 0O =2e(h—ew)+ fPw=0, 0,=—2e*(h—ecw)+ f*h=0.
Then, one has to check only the point at infinity: w = 0. But
eh =0, —2¢*h+ f2h=0

means v = h = w = 0, which is absurd. Thus, C5 is a nonsingular projective
conic.
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Besides, it has a rational point (v,h) = (0, —e(h — €)?/f?). Thus, C3(k) ~

P (k).
Therefore,
o # e, 0y = T ZD22) _a°3 (137)
#{o} = #{p} = w +#{f=0}= qg—?’ +1= q%l. (138)
Finally,
#00) = o) x #lon) = 57 < LD S g
(iii) We now count the number of A3 under the GLy(k)-action. Recall
_ a2
)\3(6) = %

Consider the action by A € GLa(k) such that
pw:=A-g¢ and A3(p) = As3(e).

Then, one has

(n—p?)? = (e—e%?

p—pt = E(e—e?),
pte = piEe?=(ute),
(pEte)?™ = 1, pute=:lck,
p o= +e+l ek

Thus, the number of A such that Az(u) = As(e) is
2#{1} = 2#k = 2¢q.

The number of orbits of A3 is

2q 2

Now, we add up the cases (i), (ii), and (iii) to obtain the total number of
Type II curves:

(¢+1)? al¢=1* ¢-1 ¢ +¢+q-1

14
4 4 2 2 (140)

#{ny =12

O
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10 Density of Type II curves with hyperelliptic
coverings

Lemma 18. A Type II curve E has a hyperelliptic covering C/k if and only if
there is a V € GLa(k2),0 € GLa(k) such that © =7 VV~=1 Tr©) =0, 8 =
0 - a.
Proof: For ¢ € k3 \ k, there is a unique V € Ga(ks2) such that « =V - ¢ € kg.
Then,

B=at =(V.e)" =2 V.e="VV'.a.
Define © =° VV =1 If Tr(0) = 0, then C/k is hyperelliptic and vice versa. O

Lemma 19. The numbers of hyperelliptic covering curves in the three cases of
Type II curves are

1

(1) #{ hyperelliptic covers} = iq(q +1);
1

(i) #{ hyperelliptic covers} = iq(q -1y
(#i1) #{ hyperelliptic covers} = 0.

Thus, the total number of Type II curves with hyperelliptic coverings is
#{ Type II hyperelliptic covers} = ¢*.

Proof: We consider again representatives under the double-sided action in
Lemma 14 and count each orbit of © with zero trace.

(i) From (101),
_(r+n O
Vl - < 0 1 > )

s 1 r—n 0 1 0
O = "hh ( 0 1)(0 T+77>

_ r—n 0
B 0 r+n )’

Assume Tr(0©;) = 2r = 0, then r =0,

(- 0 \N_(n O x
V1—<0 +n)_<01>modk.
From Lemma 15,
1 (e —g9)?
)\1:—1611T

which is fo in the proof of (i) Lemma 17. Hence we have

#() = gala+1).
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(ii) From (102),

[ s+1in e
= (P L) 10 G20,

one has
@2 — 0‘/2‘/2—1
s—1tn e s+tn —e
1 s—1in -1  s+tn
B s2—e(t?+1) 2ten
o 2tn s2—e(t?+1) )°
Assuming
Tr(02) =0,
one obtains a conic
s2=e(t? +1)

which is nonsingular. Therefore, its k-rational points are bijective to those
of P(k). Therefore,

#Haeks\k} _ale®—1) _glg—1)

Ao} = =
#{\2} 73 G+l 5
Or, since
B (e —e9)?
Ao = —67(52 Y

equals the factor g in the proof of Lemma 17 (ii), which has cardinality

(iii) From (103),

q(g—1)
_(1
V3 - ( 0 1 > i

0; = Wyt
_ L =2y
—\o0o 1 )

Then, Tr(O3) # 0, or there is no hyperelliptic covering in this case.

one has
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11 Conclusion

In this paper, we presented an analysis of the GHS attack on elliptic curves
FE defined over the cubic extension k3 of a finite field k£ of odd characteristic.
Analysis of the GHS attack in general seems to be a difficult task. In this paper
we restricted ourselves to the most favorable situation for the GHS attack. In
fact, we assumed the isogeny condition which means that the covering curve
C'/k has the smallest possible size. Therefore the genus of C' is d = 3.

We classified those curves which have covering curves C' defined over k,
therefore the discrete logarithm on E can be mapped to the Jacobian of C
so the GHS attack is applicable. In particular, the double-large-prime index
calculus algorithm and Gaudry’s low dimension Abelian varieties algorithm on
E over cubic fields have running time O(q4/ 3). On the other hand, discrete
logarithms on these F with a genus 3 non-hyperelliptic covering C' under the
GHS attack can be solved in O(q).

When C/P! is a (2,2,2)-covering, C is hyperelliptic. When C/P! is a (2,2)-
covering, E' has forms of either Type I or Type II. The numbers of both the
Type I and Type II curves with non-hyperelliptic covering C' are %q?’ +0(q?).
This is the same as the order of the total isogeny classes of elliptic curves over
the cubic field k3. On the other hand, E with hyperelliptic coverings C' are
much less common. In fact, the numbers of E with hyperelliptic covering C' for
both (2,2,2) case and (2,2) Type I or Type II cases are g% + O(q).

As for how to test if an elliptic curve is weak, we presented a simple algo-
rithm for the Type I case by solving a quadratic equation. It would be desirable
to be able to test for the Type II case. Further researches also include classi-
fication of general cases of both odd and even characteristics [25], curves with
weak coverings without isogeny condition [20][21], and explicit construction of
covering curves [6], [17].
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12 Appendix 1: Proof of Lemma 7.3: B is not
upper triangular

Since
_l4g 2
A:(Z iu ) B="A A A,
we have
14+q _ -q+d°
TAA = (qu_gzq *) (141)
1 *
On the other hand,
q2 _ 1+q2
U2A _ 1% 3 ) 7 (142)
1 —pd
~ -1 ¢ e
q = — 143
o (143
—1 q2
= g 144
det® A ( 1 = ) (144)
Assume B is upper triangular, then
o — o2 1 = X
A A=A 0 x mod kj . (145)
By (141), (144)
plta _ catd® B uqz " 1« «
< v . = 1 . 0 x mod k3 (146)
q2
= ( “1 I ) mod k. (147)

In the above equation of 2 x 2 matrices, taking the ratios of (1,1) entries over
(1,2) entries of both sides, we obtain the following equation:

2

pite _ gatd® = pa (v — ). (148)

Since this equation contains u, v and ¢ at the same time, we will try to represent
1, v in terms of €.
Now, substitute v = —p + & + €7 into the equation (148),

(—p+e+e9) (—uq +e?+ eq2> — e = 0 (—p— e+ )
_ _M1+q2 _ ,uquqQ T (e+ gq),urf’
ptta — (Eq + qu) p— (e +eh) pd + et 4+ cltd® 4 22

= _Mqu _ 'uquqz + (e +e9) 'uqz.

ol



Then, we have
Togg i (10 7) — Trkg/k((fq + qu) 1) + Tryg i (€179) + (€q2 - Eq) pl 4 e9(e — 1) = 0.
Since Try, /i € K,

CE PR

T

a —
who= e (e —e?)’ (149)
T
= 150
[ R g (150)
T
- _ 49 _
v = —pt+etel=¢ C=ros (151)
Therefore, we can represent u, v in terms of €, 7 € k.
Now, substitute (150), (151) into (148),
2
el el 72
LHS = -
<<eeq> " <s—sq>q> T e
2 2
el ed 1 1
RHS = - - 2,
<(€_€q) + (€—€q)q>T ((qu)1+q2 + (gg‘I)quq2>T
Then, (148) becomes
2
el — e 1
—7+TIr — | =0 152
(e —e2)? ks/k <(€Eq)1+q2> (152)
Since
e’ —et  (e%—g)! .
(e—en)? — (e—en)! 7
Tr _ = ! + ! + L
ks/k (e — Eq)1+q2 - (e — Eq)1+q2 (e — 6q)qul (c — Z_:q)quqQ
_ (e — e+ (e — )T 4 — e
Nigg /1 (€ — €9)
B €l — el 467" —g4e—gt —0
Niy e (€ — €9) ’
(152) becomes
T=0 = p=e¢, (153)

which is contrary to the assumption that p # €.
Thus, B is not upper triangular.
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13 Appendix 2: Type I curves with hyperellip-
tic coverings: Explicit formula for the dis-
criminant A

First, we review notations used here.

_gltaq
A:(” c ) B=""A "4 A, (154)
I —p
_ed
H = ( ;: _51 ))\7 )\7é0,17oo7 (155)
e? —¢
V:(l 1>-/\, (156)
1
P=3N"1
Next, we show the detailed form of the matrix B as follows. Since
B=c+a, oz:(s—sq)p, V:‘C:q_a7
a  _gatd® v —glta
AA = (" 7F 1
(7)) s
Pl catd® _ltaya o gatd®y
= o it g it . (158)
One has
B = A (“A A) (159)
@ _ 1+ 1+q _ ~q+q*> _1+q,q 4 ~q+q°
_ v € , < v aq 3 qu +51+q " > (160)
1 —u V= —€ +u
B11 Bio
- 7 161
( B Bao ) (161)
By, = N@)-— gate 0’ _ gt (v —ud), (162)
Byy = —e'tapt o gatd e N (), (163)

Now, we continue further to find A. Since

(7~ a)(e” ~af)(e —a”)

2 2 2 2 2 2
N(g) —ettT q? —eltigl — g0 q 4 90179 + 9 a9 4 et — N(a),

N(v)
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—N(p)

eIt = 0t (e _ ) = —N(e) 49T T

ey = M (1) = —N(e) + M q,
e = (20 4 g0) = N(e) 4+ £,
_ltae 7€1+q(€q2 —af) = —N(e) + e+,
gty = g1t (e4+a)=N(e)+ eIt g,
81+quq2 _ €1+q(€q2 + an) — N(e) + g

= —(e+ )" +al) e +a?)

2 2 2 2 2
= —N(e)— eltand™ _ gata o _ Hapa _ cnata _ gan1taT o g 1ta N(a).

One can find

Tr(B)

and

2 2 2 2 2 2
= 19t L T T oo lte N(a) — eadTl — 21T _ 247 e

N(e =) Tr(p'9) = 2N (e — ")N(p)
= N(c—eD){Tr(p't?) +2N(p)},

det B = N(—vu+e't?),
—vp+ett = —(e7—a)(e—a)+e'Te
(e —e)*(p+p?),

det B = N(c—e?)*N(p+p?).

Thus, finally

A (TrB)? — 4det B (164)

= N(e—eD)*{[Tr(p'™) + 2N(p)]* =AN(p)N(p +1)}.  (165)

Substituting p = 1/(A — 1) into it, one has

2
A= N(e— 92N <A1_1> {[Tr(N) — 12 — AN ().

o4
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14 Appendix 3: Density of Type I curves with
hyperelliptic coverings

We give a more detailed analysis of Type I curves with hyperelliptic coverings
here.

Recall that the matrix © under double-sided PGLy(k)-action can be repre-
sented by the following matrices:

(i) @1:(_01 (1)) (i) @2:((1) 8) B € kay? = e € KX\ (KX)2.

Since

(8 —a”)(B? — a)
(B —a)tta

one has (81 and By corresponding to the two representatives of ©; and O,.

A= #0517 6€k3\k7 6#04704(‘1’0/127

fi = O1-a=-a, (166)
q\2

Ar(a) 7(2;?(1) : (167)

By = @2-@227 (168)
_ olta)2

Ao(a) = Ez;)qu (169)

Cases (i) and (ii) do not overlap

Assume there is a A in the intersection of cases (i) and (ii). Then,

(v +9)? (e—alt9)?

M(y) = P T Aa(a) =2\, Fy,ackz\k (170)

Thus, the left half of (170) becomes

_ 1
Y+ 24 o 4N (171)

Then,
A= L 91 —2A)y T 41 =0.

Denote X := +?~!; one has a quadratic equation
X24+2(1-20)X +1=0, (172)
of which the discriminant is
D=4(1-2\)?—4=4(1 -4\ +4\2 —1) = 16A(A — 1) #0

since A # 0, 1.

%)



Now, we use the right half of (170) to substitute for A as As:

(o~ a7)?
(o —af)?
D =160~ 1) =163 " ore.

From (170), one knows that A is a square or in (k;)?. Also A — 1 is a square.
Thus, D is not a square or not in (k3°)?. This means that there is no solution
to the equation (172). Therefore the intersection of cases (i) and (ii) is empty.
O

The density of case (i)

We first find the cardinality of each orbit of A\; under the PGLy(k)-action.
Assume there are a v and an « belonging to the same orbit under the
PGLz(k)-action. From (170) and (171), one has

e e ) S}
Define
X :=a?l Y =~11,
Then, the above equation becomes
Y -X)(XYy-1)=0.
Thus, we know .
either Y =X or Y = <

or
y=IloF  3JlekX.

Therefore, fix an « such that o € k3 \ k, « # £1; the number of v which have
the same orbit as either a or o~ ! equals

#{vM() =M} =F#{l ek} x2=2(¢—1).

Thus,

¢ —q qlg+1)

A lower bound for the density of case (ii)

To count the number of « corresponding to the same Ay, we replace « in the
following formula of Ay by the variable X:
(e — X119)2

WZAQ#(),l
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Then, one has the following equation in X:
(2 — X2)1H = (¢ — X1T9)2,

One can expand the above equation in the order of decreasing powers of X:
0= (Mg —1)X?T27 4 ... (174)

Since A2 — 1 # 0, we know that for a As there could be no more than 2(1 + ¢)
solutions (i.e., for ). Thus,

#Ha | Aaa) = Ao} < 2(1+ ).

Therefore, we have a lower bound for the number of PGLy(k)-orbits of Ao
in case (ii):

#{Vacks\k} ¢ —q qlg—1)
#{ 2} > OO e 5

Now, from Lemma 9, one knows that the summation of densities of cases (i)
and (ii) equals ¢?. Therefore, the above lower bound is the exact density of case
(ii):

glg+1) _alg—1)

#{hot = —#{ M} =¢ - 5 =5
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15 Appendix 4: Classification of Type I curves
with non-hyperelliptic coverings

Here, we give a more detailed classification for Type I curves with non-hyperelliptic
coverings.

We have the following three classes of Type I curves with non-hyperelliptic
coverings, where A under the double-sided action has three representatives:

a 0
Al—(o 1>a a’#0717

In this case, C is hyperelliptic if and only if a = —1.

ie., B =ae.

Denote the number of A corresponding to 5 = 7" in this case by 01,

5 — 1 ¢g=1mod3
010 ¢g#1mod3

The number of A1 or, equivalently, of Type I curves with non-hyperelliptic
coverings, is

#(0) = (&~ 207~ 30) ~ 1.

2.
_ a ¢ 2 _ X X \2
a=(1 o) Pecer
In this case, C' is hyperelliptic if and only a = 0.
Denote the number of A corresponding to 8 = 7" in this case as 02,
5y = 1 ¢=2mod3
2710 ¢#2mod3
The number of A\ or, equivalently, of Type I curves with non-hyperelliptic
coverings, is
—1)2
#{o) = % 5y
3.
11
we (10,
Then, =€+ 1.

In this case, no C is hyperelliptic. ‘
Denote the number of A corresponding to 8 = €7 in this case as s,

5 — 1 char(k)=3
571 0 char(k) #3
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The number of A3 or, equivalently, of Type I curves with non-hyperelliptic cov-
erings, is

#{2a) = q<q22q_1> 5.

Since
3
st
i=1

the total number of Type I curves which have non-hyperelliptic coverings is

3 3 2
¢ —q¢ —q—3
;:1 #{\} = — (175)
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