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Abstract. This paper considers the construction and analysis of pseudo-random functions (PRF's) with
specific reference to modes of operations of a block cipher. In the context of message authentication
codes (MACs), earlier independent work by Bernstein and Vaudenay show how to reduce the analysis of
relevant PRF's to some probability calculations. In the first part of the paper, we revisit this result and
use it to prove a general result on constructions which use a PRF with a “small” domain to build a PRF
with a “large” domain. This result is used to analyse two new parallelizable PRFs which are suitable
for use as MAC schemes. The first scheme, called iPMAC, is based on a block cipher and improves
upon the well-known PMAC algorithm. The improvements consist in faster masking operations and
the removal of a design stage discrete logarithm computation. The second scheme, called VPMAC,
uses a keyed compression function rather than a block cipher. The only previously known compression
function based parallelizable PRF is called the protected counter sum (PCS) and is due to Bernstein.
VPMAC improves upon PCS by requiring lesser number of calls to the compression function.

The second part of the paper takes a new look at the construction and analysis of modes of operations for
authenticated encryption (AE) and for authenticated encryption with associated data (AEAD). Usually,
the most complicated part in the security analysis of such modes is the analysis of authentication
security. Previous work by Liskov, Rivest and Wagner and later Rogaway had suggested that this
analysis is simplified by using a primitive called a tweakable block cipher (TBC). In contrast, we take
a direct approach. We prove a general result which shows that the authentication security of an AE
scheme can be proved from the privacy of the scheme and by showing a certain associated function
to be a PRF. Two new AE schemes PAE and PAE-1 are described and analysed using this approach.
In particular, it is shown that the authentication security of PAE follows easily from the security of
iPMAC. As a result, no separate extensive analysis of the authentication security of PAE is required.
An AEAD scheme can be obtained by combining an AE scheme and an authentication scheme and
it has been suggested earlier that a TBC based approach simplifies the analysis. Again, in contrast
to the TBC based approach, we take a direct approach based on a simple masking strategy. Our idea
uses double encryption of a fixed string and achieves the same effect of mask separation as in the
TBC based approach. Using this idea, two new AEAD schemes PAEAD and PAEAD-1 are described.
An important application of AEAD schemes is in the encryption of IP packets. The new schemes of-
fer certain advantages over previously well known schemes such as the offset codebook (OCB) mode.
These improvements include providing a wider variety of easily reconfigurable family of schemes, a small
speed-up, a smaller size decryption algorithm for hardware implementation and uniform processing of
only full-block messages.
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encryption, authentication, authenticated encryption, authenticated encryption with as-
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1 Introduction

A block cipher is a basic cryptographic primitive. Formally, it is a map E : K x M — M, where
K is the set of keys and M is the set of messages. For every K € K, Ex : M — M, defined as



Ex() = E(K,-), is a bijection and hence a permutation of M. In practical applications, M =
{0,1}"™ for some fixed positive integer n and similarly, IC also consists of fixed length binary strings.
Well known examples are DES and AES [10].

The security model of a block cipher is that of a pseudo-random permutation (PRP) family [22].
Informally, this means that an adversary should not be able to distinguish the block cipher from a
uniform random permutation of {0, 1}". This is formalized in the following manner. The adversary
A is given an oracle, which takes as input an n-bit string and also returns an n-bit string as output.
A makes several queries to the oracle and finally outputs a bit b. Suppose a key K is chosen
uniformly at random from C and the oracle is instantiated by Ex () and let p; be the probability
that A outputs 1 in this case. Similarly, let pg be the probability that .4 outputs 1 when the oracle is
instantiated using a uniform random permutation. Then the advantage of A in attacking the PRP-
property of the block cipher is given by |p; — po|. This advantage is parametrized by the number
of queries that .4 makes and the run-time of A. A stronger notion is that of strong pseudo-random
permutation (SPRP), where A is also provided the inverse oracle.

A related general notion is that of a pseudo-random function (PRF). Let f be a random (but,
not necessarily uniform random) function from a set X’ to a set ), where X and ) are finite non-
empty sets. The set X is usually the set of all binary strings of some maximum length. Considering
X to be the set of all binary causes a technical difficulty. We will be interested in (uniform) random
functions from X to Y. If X is finite, then the set of all such functions is also finite and we are
dealing with a discrete probability space. If, on the other hand, X is the set of all binary strings,
then the set of all functions from X to ) is uncountable which leads us into non-discrete probability
spaces. To avoid this issue and also because of the fact that in any conceivable situation, there will
be a practical upper bound on the length of a string in X' (such as 2%4), we consider X to be a
finite set.

Let A be an adversary which has an oracle. The oracle takes as input an element of X and
returns as output an element of ). As before, instantiate the oracle in two ways; either with f
or with a uniform random function from X to ) and let the corresponding probabilities of A
outputting 1 be p; and pg. Then the advantage of A in attacking the PRF-property of f is defined
to be |p1 —po|. The PRF-advantage is parametrized by the number of queries made and the run-time
of the adversary.

A block cipher by itself can handle only n-bit strings. Applications require the authentication of
long and possibly variable length strings. Authentication of a long string requires several invocations
of the block cipher. Proper methods of doing this are called modes of operations. In this work, we
consider modes of operations of a block cipher for the tasks of authentication and authenticated
encryption with the option of authenticating an additional associated data.

Authentication. The sender and the receiver share a common secret key K. Given a message x,
the sender uses K to generate a tag, called a message authentication code (MAC), and sends (z, tag)
to the receiver. The receiver uses K to verify that (z,tag) is a properly generated message-tag pair.
In most cases, verification is simply to regenerate the tag on x and compare to the received value.

An attack on a MAC scheme amounts to forging a message-tag pair, i.e., to find a valid pair
which was not generated by the tag generation algorithm. An attacker (also called an adversary) is
said to be successful if he can indeed generate such a pair. It is usually assumed that the adversary
can obtain some tags on messages of his choosing. In other words, the adversary is allowed to ask the
sender to authenticate some messages (chosen by the adversary) and provide the corresponding tags
to the adversary. This is modelled by considering the tag generation algorithm to be instantiated by



a secret key (unknown to the adversary) and provided as an oracle to the adversary. The adversary
interacts with this oracle by providing messages and obtains the corresponding tags. At the end of
the interaction, the adversary outputs a “new” pair (z,tag), i.e., this (z,tag) does not equal any
(z;,tag;), where tag; was returned by the oracle on query ;. The adversary is successful if (z,tag)
passes the verification of the MAC scheme.

Intuitively, given a PRF f which outputs n-bit strings, it is easy to construct a basic authen-
tication scheme: given a message x, the tag is tag = f(z) and verification is done by regenerating
the tag. There are efficient known constructions of PRF's including one [15] which has been stan-
dardized by NIST [11]. This is a sequential algorithm which is based on the cipher block chaining
(CBC) mode of operation.

Security of CBC-MAC has been analysed in several papers [2,25,39,31]. An improved analysis
by Bellare, Pietrzak and Rogaway [4] showed a bound of 72—5{2(12 + 82%3) for messages with the
prefix property, where m is the maximum number of n-bit blocks in any query. The dominating
term in this expression is mgq?/2", which improves upon the previous bound of m?¢?/2". In fact, the
importance of the work in [4] is that it was the first paper to prove a bound of the type mg?/2" for
some PRF construction. Such bounds are usually called “beyond birthday bound” security. More
recent work on CBC-type construction appears in [29].

A parallel MAC scheme called protected counter sum (PCS) was described by Bernstein [6].
This scheme uses a keyed compression function as its building block and cannot be replaced by a
block cipher. Black and Rogaway [8] and later Rogaway [35] described block cipher based methods
for parallel message authentication. The scheme in [8] was called PMAC and the one in [35] was
called PMACI; currently, the scheme in [35] itself is called PMAC. The construction in [35] is
based on an efficient construction of tweakable block cipher (TBC) family [21]. Chakraborty and
Sarkar [9] generalised the TBC construction in [35] and hence obtained several variants of PMAC.

The bound on the advantage of PMAC forgery was shown to be co?/2", for some constant c,
where ¢ is the total number of n-bit blocks provided by the adversary in all its queries. Following
the work in [4], this bound was improved by Minematsu and Matsushima [27] to a constant times
mgq? /2", where m is the maximum of the lengths of all the queried messages. Nandi and Mandal [30]
showed a bound of (5go — 3.5¢2)/2" for PMAC. Bounds of the type go/2" are also called beyond
birthday bound.

Authenticated encryption with associated data. Packet switched networks communicate
among various nodes using packets. Examples are the internet protocol version 4 (IPv4) which is
widely deployed and the later IPv6. A typical packet structure consists of two sections — a header
section and a data section. In IPv4, the header (without options) consists of 20 bytes, while the data
section could be up to 65,535 bytes. The maximum transmission unit (MTU) could be smaller, for
example, the MTU of ethernet is 1500 bytes. If 20 bytes are used for header, then the MTU for data
comes to 1480 bytes, so that a 65,535-byte IPv4 packet will be broken up into [65535/1480] = 45
ethernet packets. More details can be found from [14].

The problem that concerns us is the need for secure communication of such packets. The data
needs to be encrypted so that it becomes inaccessible to unauthorized persons. But, this is not
enough. It is also required to ensure that any tampering of the encrypted data can be detected.
This is called authentication and the security requirement on the data is both encryption and
authentication. The header, however, cannot be encrypted as then the packet cannot be forwarded
by intermediate routers. On the other hand, it is usually required to ensure that the header is
authenticated, so that any tampering of the header can be detected by the receiver.



Abstracting to a more general setting, the requirement of both encrypting and authenticating
a binary string is called authenticated encryption (AE). If additionally another string needs to
be authenticated but not encrypted, then the problem is called authenticated encryption with
associated data (AEAD). The basic idea of AE was known to designers earlier but, the formal
security model of AE schemes was proposed in [3,18]. The formal security security model for
AEAD schemes was introduced in [34].

Intuitively, authenticated encryption can be achieved by making two passes over the data — the
first pass encrypts the data, while the second pass authenticates it. Somewhat surprisingly, it can be
shown that a single pass over the data is sufficient to achieve both encryption and authentication.
This results in significant gain in efficiency compared to two-pass schemes. The first single-pass
scheme was reported by Jutla [16] and independently by Gligor and Donescu [12]. Later work [36,
35,32, 33] led to an efficient algorithm called OCB. (There are actually two versions of OCB and
the version in [32,33] is currently called OCB and is the one that we will actually refer to.) The
work [35,32] also shows how to efficiently handle associated data by combining with the PMAC
algorithm. So, OCB currently refers to an AEAD scheme. This OCB version is based upon TBCs
presented in [32]. This class of TBCs was generalised in [9] and provides a family of AEAD schemes
of which OCB is a special case.

The currently known single-pass algorithms are covered by intellectual property claims. Some-
what unfortunately, this has resulted in the scientifically backward step of publishing two-pass
algorithms [5,23,26] after one-pass algorithms had already become known. A two-pass algorithm
has been adopted as a standard [1] by the NIST of USA.

1.1 Owur Contributions

We make several contributions to the design and analysis of PRFs in the context of modes of
operations of a block cipher for the tasks of authentication and authenticated encryption with
associated data.

Analysis of fixed output length PRFs. A useful result for upper bounding PRF-advantage
was proved by Bernstein [6] and Vaudenay [40]. Let Y = {0,1}" and f : X — ) be a random
function and U is a “large” subset of Y9 for some positive integer ¢. For distinct z1,...,24 € X and
(Wi,.--,yq) € U, Pr[f(z1) = y1,..., f(zq) = yq is called a g-interpolation probability [6]. In [40],
it has been proved that if the “interpolation probabilities” of f can be lower bounded on a “large”
subset of Y9, then the advantage of f as a PRF can be upper bounded. The special case where the
subset U equals Y7 has been proved in [6]. We slightly modify this result so as to include a length
function A on X. In applications, for z € X', A(z) would be the number of n-bit blocks into which
x is formatted. This makes it easier to apply the result to concrete settings.

Suppose f =mo l(ﬂ), where 7 is a uniform random permutation; fl(ﬂ) invokes 7 a finite number
of times and the entire randomness of f; arises from the invocations of 7. Such random functions
f are typical of many well known constructions of MAC schemes. A general class of constructions
considered in [17, 28] uses a directed acyclic graph (DAG) as the underlying combinatorial structure.
The class of functions considered here cover the class of DAG-based constructions.

We consider this in the more general setting where f = po fl(p ), with p being either a uni-
form random permutation or a uniform random function. Suppose x and z’ are two inputs to

f; Ur,...,Up and Uf,..., U], are the inputs to the invocations of p during the computations of



Z = fi(z) and Z’ = f1(2') respectively. We define three events: collision (Coll), i.e., Z = Z’; self-
disjoint (Self-Disjoint), i.e., A"1(Z # U;); and pairwise-disjoint (Pairwise-Disjoint), i.e., (A7, (Z' #
U;) A (AN(Z # U!)). We show that if the probabilities of Coll, Self-Disjoint and Pairwise-Disjoint
are all small, then the PRF-advantage of f is also small. The result is useful, since it reduces the
task of bounding the PRF-advantage of f to that of bounding the probabilities of certain events
for fi.

Efficient masking functions. Many block cipher based modes of operations use masks. These
masks are XORed to inputs before applying the block cipher. The number of masks required is
approximately equal to the number of block cipher invocations. Masks are usually generated in
sequence and require considerably less time compared to a block cipher invocation. Nonetheless,
the generation of the masks can require about 3 to 5% of the total time to process a message.

Efficient mask generation technique uses finite field arithmetic. Let 7(z) be a primitive polyno-
mial of degree n over IFy = GF(2) and let IFan = IFo[x]/(7(x)). For an element ((z) € Fan, the
map i +— x'3(x) mod 7(x) is the so-called powering-up map used in [35] and other papers [8, 15,
11,41].

We define a general notion of masking function and identify certain properties that are required
to prove the correctness of the constructions given in this paper. (These same properties are also
required in the other works, though, they have not been identified as such.) Suitable masking
functions can be constructed from a linear map 1 : IFon — IFon whose minimal polynomial over IFg
is primitive. The powering map can be seen as one particular example of this general formulation.
Using a tower field representation of IFan, it is possible to obtain more efficient masking functions.
These correspond to what are called word oriented linear feedback shift registers (LFSRs).

We provide specific examples of word oriented LFSRs for different values of n. Software im-
plementation of the powering up method and word oriented LFSRs show that the latter is about
two times faster. The new modes of operations that we design use masking based on word oriented
LFSRs. As a result, the constructions are faster than those that use the powering-up method. In
particular, the new authentication scheme iPMAC is faster than PMAC and the new AEAD schemes
PAEAD and PAEAD-1 are faster than OCB. We note, however, that with the currently reported
best speeds of AES-128 [24, 7], the speed improvements are small (about 1 to 2%). But, these im-
provements are achieved at no additional trade-offs and since the algorithms are likely to be heavily
used, even small speed improvements are worthwhile. Further, Intel plans to incorporate AES-128
instructions as processor instructions [13], which will significantly increase the speed of AES-128
encryption and decryption. In this eventuality, the proportional speed-up of using word-oriented
LFSRs may be about 5% compared to using the powering-up map.

Avoiding the tweakable block cipher approach. Building on the work of Liskov, Rivest and
Wagner [21], it has been argued Rogaway [35] that the notion of tweakable block ciphers simplify
the construction and analysis of modes of operations of block ciphers. While this is true to a
certain extent, it comes with a certain drawback. The construction of PMAC and OCB in [35] uses
the notion of TBCs. This approach requires the computation of certain discrete logarithms in the
design stage. For PMAC and OCB, it is required to compute the discrete logarithm of (z @ 1) and
(2 @ x ® 1) in the field represented by the primitive polynomial 7(z) of degree n over IF5. For
n = 64 and 128, these values are given in [35] for a specific 7(z); for n = 256, computing these will
take a few hours and is not convenient.



Apart from the inconvenience, this affects the reconfigurability of the design. If the specific
7(z) given in [35] is desired to be changed, then the discrete logarithms must be recomputed.
A similar difficulty is faced in [41], where the tweak based approach is used for n = 512. Since
computing discrete logarithms in IFgs12 is very difficult, a bypass is adopted by using tweaks from
different subgroups. It should be noted that it is possible to avoid discrete logarithm computations
while keeping within the ambit of tweakable block cipher approach [9]. However, then the masking
operations become slower. The task of avoiding the discrete logarithm computations and achieving
faster masking compared to PMAC and OCB has not been achieved earlier.

We completely avoid the tweakable block cipher approach. Our construction of iPMAC uses a
simple masking technique which does not require the notion of tweaks. A mask is used to distinguish
whether the last block has been padded or not. PMAC also does the same, but, the masks are built
using the tweak-based approach. In contrast, our approach is direct.

An AE scheme takes as input a pair (N, P) and produces as output (C,tag). Here N is a nonce
and tag authenticates the message P. Further, given N and C, P is uniquely determined. Showing
that an AE scheme achieves privacy is usually quite easy. In previous works on AE schemes [16,
12, 36], the main difficulty had been to show that the scheme achieves secure authentication. The
TBC based approach in [35] simplified this task.

We prove a general result for AE schemes which states that if the scheme satisfies privacy and
if the associated function taking (N, C') to tag is a PRF, then the scheme achieves authentication.
This result greatly simplifies the analysis of authentication of AE schemes. In particular, this result
is used to show the authentication security of two new AE schemes PAE and PAE-1. For PAE, we
show that the authentication security follows from the PRF-property of a simple modification of
iPMAC. Having already proved that iPMAC is a PRF, the authentication security of PAE is obtained
as a simple corollary. In contrast, the TBC based approach in [35] requires separate proofs for the
authentication security of OCB and the PRF-property of PMAC.

A consequence of the relation between the authentication security of PAE and (the modification
of) iPMAC is to provide a simple answer to a question attributed to Rivest in [34] as to whether it is
possible to obtain an authentication scheme from an AE scheme. The decryption algorithm for PAE
can be used for this purpose. The essential idea is to consider the message to be authenticated to
be a ciphertext and run the decryption algorithm of PAE on it, returning the tag that is generated.

Our approach to construction of AEAD schemes also avoids the tweakable approach. But, at a
higher level of abstraction, it uses the same idea as that in [35]. The basic idea is to combine an
AE and an authentication scheme: OCB and PMAC are combined in [35], whereas we combine the
new constructions iPMAC and PAE or PAE-1. The combination is secure if it can be ensured that
the set of inputs to the block cipher in the AE part is disjoint from the set of inputs to the block
cipher in the authentication part. In [35], suitable disjoint tweak spaces are used to ensure this. In
contrast, we use a simple mask separation strategy to ensure that with high probability any mask
used in the PAE part is distinct from a mask used in the iPMAC part.

One consequence of not requiring the tweak based approach is to avoid the the discrete log
computations required in [35]. As a consequence, we obtain a family of easily reconfigurable modes
of operations. In our approach, the masks are generated using a tower field representation of IFon.
Simply changing this field representation provides a different construction with the same security
and efficiency.

Constructions of parallelizable MAC schemes. We describe iPMAC which is a new paral-
lelizable construction using a uniform random permutation of {0,1}". An extension called VPMAC



is also described. VPMAC uses a uniform random function which maps ¢ bits to n bits with ¢ > n.
Various features of the new and earlier parallelizable constructions are shown in Table 1.

Table 1. Features of the new and previous parallelizable constructions of PRF's suitable for MAC schemes.

’scheme Hperm?‘ bound ‘ # invoc ‘
— 2

PMAC [35]| yes |32752:2 [30]|1 + [len(x)/n]

PCS [6] no | L9 (6] |1+ [len(x)/n]

iPMAC yes (7‘7;7”2”’ 1+ [len(z)/n]

VPMAC no 62219 4 [len(z) /(]

The PRF-bound that we obtain for iPMAC is similar to that obtained in [27,30] for PMAC. As
already mentioned, the advantages of iPMAC over PMAC are the faster masking operations and
the removal of design stage discrete logarithm computations.

From the table, it is clear that VPMAC requires lesser number of invocations compared to PCS.
The bound for PCS, on the other hand, is better. This is due to the fact that in PCS certain
collisions do not happen at all, whereas in VPMAC these collisions are only probabilistically ruled
out. Yasuda [41] describes a sequential construction of a PRF using a uniform random p with the
restriction that £ > 2n. The number of invocations required to process a message x is approximately
len(x)/n which is the same as that of PCS and so is slower than VPMAC. The security bound on
the other hand, is of the form mq?/22"*! which is better than that of PCS and VPMAC.

Used with a uniform random permutation 7 : {0,1}" — {0,1}", bounds of the type qo /2" or
mgq?/2" are called beyond birthday bound security. The “beyond” refers to the numerator of the
expression which is of the type go or mg? instead of o2 or g>m? which would be the so-called birthday
bound security. If, however, the construction uses a uniform random function p : {0,1}* — {0,1}"
with ¢ > n, then there is scope for some ambiguity as to what may be called “beyond birthday
bound”. This specifically refers to what the denominator should be. Since the size of the tag is still
n bits, one may say that bounds of the type go /2" or mg?/2" are still beyond the birthday bound.
Viewed in this manner, both PCS and VPMAC provide bounds of this type. On the other hand, a
bound of the type mg?/22"*! obtained in [41] is even better. It must be noted though, that such
a bound is obtained at the cost of efficiency, i.e., len(x)/n invocations of p compared to len(x)/¢
invocations of p as required in VPMAC. So [41] achieves better bound at the cost of efficiency.
In absolute terms, the security bound for VPMAC is good enough for practical purposes and is
comparable to the bounds obtained for PMAC. We believe that VPMAC strikes a good balance
between security and efficiency. Further, VPMAC is a parallelizable scheme using a compression
function, the construction of which was posed as an open problem in [41].

Parallelizable schemes for authenticated encryption with associated data. The two new
AE schemes show different ways of achieving authentication. Their combination with iPMAC pro-
vides the two new AEAD schemes. These new AE and AEAD schemes offer certain advantages
over OCB and also over other previous (single-pass) modes [16,12].

1. As mentioned earlier, faster masking operations and avoiding design stage discrete logarithm
computations are two issues.



2. For PAE and PAEAD, encryption requires both Ex and EI_(1 while decryption requires only
El}l; for PAE-1 and PAEAD-1, encryption requires only Fx while decryption requires both Fx
and E;{l. In this aspect, OCB is similar to the second strategy. Consider an application, where
a central office encrypts a message containing a set of instructions and sends them to mobile
sales-persons who only need to decrypt and follow the instructions. Such a salesperson does
not need to encrypt any message. Further, suppose that the mobile clients are implemented
in smart cards which have limited resources. It is then advantageous to have a scheme whose
decryption algorithm requires lesser hardware space for implementation. For such an application,
PAEAD is preferrable to OCB, since the decryption algorithm of PAEAD requires only Ef}l to
be implemented, while, the decryption algorithm of OCB requires both Ex and El}l. If, on
the other hand, some application requires the opposite, i.e., small hardware for encryption,
then PAEAD-1 (and OCB) would be preferrable to PAEAD. Thus, compared to OCB, the new
constructions provide a wider flexibility in designing applications.

3. For messages whose lengths are multiples of n, the new schemes do not distinguish between
intermediate blocks and the last block. All blocks are processed in the same manner. The
distinction arises only when the last block is less than n bits long. OCB, on the other hand,
processes the last block in a different manner irrespective of its length. For most applications,
the lengths of the messages are powers of 2 while the block length n is also a lower power of 2
and so the block length divides the message lengths. For such applications, since all blocks are
processed in exactly the same manner, the implementation, especially in hardware, of the new
schemes will be simpler compared to OCB.

Note. In this paper, “random” does not necessarily mean “uniform random”. When required, we
will explicitly mention the uniformity condition.

2 Basic Definitions and Results

We will be studying functions from a finite non-empty set X to a finite non-empty set ). For
example, X could be the set of all binary strings of lengths between 0 and 254 and ) could be the

set of all binary strings of length 128. Given a function f : X — ) and binary strings strq, ..., strg,
we will often write f(stry,...,strs) to denote f(strq]|...||stry). Define x4(X) to be

Xg(X) ={(z1,...,29) e X 12y #F 25,1 <i<j<q} (1)
In other words, x4(X) consists of all (x1,...,z4) such that x1,...,z, are distinct elements of X'

Let p be a function from X to ) and ¢ be a positive integer. The natural extension of p to a
function from X7 to V7 obtained by applying p to each component will be denoted by ECB,, i.e.,
for any x = (z1,...,24) € X9,

ECB,(x) = ECB,(z1,...,2q) = (p(x1), ..., p(xq)). (2)

Note. The number of elements in a set X will be denoted by #X” and the length of a binary string
x will be denoted by len(z).

Definition 1. A set U is said to be a d-large subset of a set X, if U is a subset of X and #U >
0 X #X.



Let X be a function from X to non-negative integers, i.e., we associate a non-negative integer
with each element of X'. In our applications, the set X will consist of binary strings and for x € X,
A(z) will denote the number of n-bit blocks (counting partial blocks) into which = can be divided, for
some fixed positive integer n. For the moment, however, we will not be requiring this interpretation.
We will simply call A to be a length function on X. Given x = (x1,...,24) € X9, we define
AK) = YL Aa).

Let m > g > 1. The following two functions will be useful later.
p(m,q) =m(m —1)(m—2)---(m—(¢—1))
r(m,q) = (1—%) (1—%)---(1—%).

wnd p(m, q)

p(m,q) = m4 m4

3)

(¢ —1)

Proposition 1. Let m > g > 1. Then 5
m

:T(m)q) Z ]—_

Proof. The bound on p(m,q) is obvious and the bound on r(m,q) follows on noting that (1 —
a/m)(1 —b/m) > (1 —(a+b)/m). O

q(qg—1)

Corollary 1. For a finite nonempty set X, #x4(X) = p(#X,q) > <1 Gy

) (#X)1. Conse-

quently, xq(X) is a (1 qé#x)) large subset of X19.
Also, we will require the following result.

Lemma 1. Let mq,...,mq be non-negative integers and o = Y1, m;. Then
1. Z min(m;, m;) < Z max(m;, m;) < qo.

1<i<j<q 1<i<j<gq
2. Z (ml + mj) < 2q0.

1<i<j<q

Proof. Without loss of generality suppose that m; > mg > --- > m,.

E max(m;, m;) E E max(m;, m;)

1<i<j<q i=1j=i+1
=(g—1Dmi+(q—2)mg + - +mg1

<q Z m;
i=1
= qo.
Point (2) follows on noting that m; +m; < 2max(m;, m;). O
Our main object of study are random functions from X to ). Let Y% denote the set of all
functions from X to ). By a uniform random function p from X to ) we will mean an element
of Y¥ chosen uniformly at random. A more convenient way to view p is the following. For any
X € xq(&), ECB,(x) is uniformly distributed over )9, i.e., in other words, the outputs of p on
distinct inputs are independent and uniformly distributed. If X = ), then we can talk about a
permutation 7 of ), which is a bijection 7w : ) — ). By a uniform random permutation, we will
mean a permutation chosen uniformly at random from the set of all permutations of ). Again, this
means that for any x € x,(X), ECBx(x) is uniformly distributed over x,()). Examples of random
(but not uniform random) functions can be obtained: let ) be a finite field and X = y2; choose
a uniform random « € )Y and define p : X — Y as p(ag,a1) = aja + ag. Then p is also a random
function but not a uniform random function.



2.1 Information Theoretic Versus Computational Security

Let E: K x {0,1}" — {0,1}" be an n-bit block cipher. Let 7 be a uniform random permutation of
{0, 1}". For practical applications, the encryption and authentication functions will be constructed
using a block cipher Ex. On the other hand, following the information theoretic approach, we
will analyse such constructions by replacing Fx with 7. Consequently, the constructions below
will be described in terms of a uniform random permutation 7. These are easily translated into
descriptions using Fx by simply replacing the occurrences of m by Ex (and the occurrences of
7! by El}l). The consequent effect on security will be an additive degradation of security by an
amount which is equal to the computational advantage of an adversary in distinguishing Fx from
7 (or of distinguishing (Ef, Ex') from (7, 771)).

It is to be noted that the randomness of Fx comes from the uniform random choice of K while
7 is a uniform random permutation of {0, 1}". This difference of randomness can be easily detected
by a computationally unbounded adversary. Hence, to obtain a meaningful notion in this case, we
need to bound the computational power of an adversary in distinguishing between Fx and w. A
block cipher E () is said to be a pseudo-random permutation (PRP) if a computationally bounded
adversary has negligible advantage in distinguishing Fx from m; Ex () is said to be a strong pseudo-
random permutation (SPRP) if a computationally bounded adversary has negligible advantage in
distinguishing (Ex, Ec') from (7, 771)). See [35] for details.

For the information theoretic analysis, we will consider computationally unbounded adversaries
and consequently, without loss of generality, we consider such adversaries to be deterministic algo-
rithms. (This approach has been used earlier [40, 6].)

Many practical modes of operations of block ciphers are analysed in two steps.

1. First analyse the scheme by replacing the block cipher with a uniform random permutation.
This provides a bound on the PRF-advantage of an adversary. The bound on the advantage is
information theoretic, i.e., it does not depend on the run-time of the adversary. In other words,
the adversary is considered computationally unbounded and is only limited by the number of
queries it can make. This forms the difficult part of the entire analysis.

2. Now, consider a block cipher instead of the uniform random permutation. Then, it is easy to
show that the advantage obtained in Step 1 degrades by an additive term which is the advantage
of the block cipher as a PRP or as an SPRP.

Suppose that instead of a block cipher, a keyed compressing function is used to construct the
PRF [6]. A similar two-step approach can be used; analysis is done using a uniform random function
instead of the keyed function. In the second step, the advantage is adjusted by an additive term to
reflect the strength of the keyed function as a PRF.

In view of this, in our analyses, we will only consider the first step above. In other words, we
will be analysing modes of operations which uses a uniform random permutation instead of a block
cipher. Similarly, constructions using a keyed compressing function will be analysed with a uniform
random function instead of the keyed function.

2.2 Notation

We provide below some of the notation that will be frequently used: n will denote the block size of
the underlying uniform random permutation (or the block cipher) and ¢ will denote the number of
queries made by an adversary. Given a binary string X, the notation First,(X) denotes the r bits
of X from the left, i.e., the » most significant bits of X.
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String parsing is done as shown in Table 2. Given a string (message) X of length len(X) > 0
bits, formatting into [-bit blocks with [ > 1, is done by calling Format(X, ). This defines the values
of m and r and returns Xi,..., X,,. If r = [, then the last block is a full block and if r < [, then
the last block is a partial block which has been padded to obtain a full block.

Table 2. Padding and formatting of a string X. This also defines the values of m and r from len(X) and I.

Format(X, 1)

1. write len(X) = (m — 1)l +r, where 1 < r <

2. if r < I, then set pad(X) = X||10'~"~1;

3. else set pad(X) = X

4. format pad(X) into m blocks Xi,..., X, each of length n;
return (X1,..., Xmn).

Note that the map X — Format(X,[) for [ > 1 is not an injective map. Non-injectivity arises
due to strings of the following type: X is a string of length il (for some i > 1) ending with 107 (for
some 0 < j <1—2) and X' is the prefix of X of length il —j — 1. Then Format(X, 1) = Format(X",1).
On the other hand, the function

(U{o, 1\ Ao, 1}Z‘l> Format | jqo, 1}

i>1 i>1 i>1

is an injective function. So, the only way in which X and X’ may map to the same string under
Format is when [ divides the length of one but not the length of the other. In our construction, we
take care of this difference by using suitable masks.

Later we will consider an adversary making several multi-block queries. Quantities corresponding
to the s-th query are denoted by the superscript (5): for example, length of the s-th query is
¢); number of blocks is m(); length of the last block is 7(8); nonce is N, message blocks are

Pl(s), ooy P o)1, P s); ciphertext blocks are Cfs), o Co_1, Crus); tag is tag®). Similarly for
the internal variables.

2.3 Interpolation and Collision Probabilities

Let X and Y be sets and f be a random function from X to Y. For x € x4(&) and y € V9, the
probability Pr[ECB(x) = y] = Pr[f(z1) = y1,..., f(zq) = yg| has been called a g-interpolation
probability in [6].

Definition 2. Let f : X — Y be a random function and X\ be a length function on X. Let U be a
subset of Y1. We will say that the function f is (q,0,0)-interpolating on U with respect to X if for
all x € xq(X) with A(x) < o and for ally € U,

Pr[ECBy(x) = y] > §/#U.

Here 0 could possibly depend on q and o.

A collision for a function f consists of two distinct elements x and 2’ in the domain of f such

that f(x) = f(a).
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Definition 3. Let f be a random function with domain X .

1. Let x # o' be elements of X. The event Collg(x,z") is defined to be the event f(z) = f(a').
When f is clear from the context, then we will omit the subscript f.
2. For x € xq(X), we define the collision bound CB(x) to be

CB(x)= > Pr[f(a) = f(a))].
1<i<j<q
An immediate consequence of this definition is the following result.

Lemma 2. Let f: X — Y be a random function and x € x4(X). Then
PI[ECBf(X) S Xq(y)] >1-— CBf(X). (4)
Proof. Let y = (y1,...,yq) = ECBy¢(x) = (f(1),..., f(2g)). Then

Pr[ Vo (i =yj)] < Y Prl(yi=vy;)] = CBs(x)

1<i<j<q 1<i<j<q

and

Pr[yexq(y)]zPr[ N (yi%yj)] =1—Pr{ V (?/i:?/j)] > 1 - CBf(x).

1<i<j<q 1<i<j<q

O
We define two kinds of collision resistance for f, depending on whether the collision probability
depends on the length function or not.

Definition 4. Let f be a random function with domain X and A be a length function on X.

1. f is said to be e-CR, if for any two distinct z,z" € X, Pr[Coll¢(z,2")] < e, for some constant «.
2. [ is said to be e-CR with respect to A, if for any two distinct xz, 2’ € X, Pr[Colly(z,2’)] <
e x max(A(z1), A(z2)), for some constant ¢.

The following result shows the intuitively clear fact that if collisions are unlikely for a random
function f, then it behaves like an injective function, i.e., with high probability distinct inputs are
mapped to distinct outputs.

Lemma 3. Let q and o > q be positive integers; and f : X — Y be a random function and A be a
length function on X. Let x € x4(X) and 0 = A\(x).

1. If f is e-CR, then Pr[ECB(x) € xo()] > (1 - 44;1°).
2. If f is e-CR with respect to A, then PrECB¢(x) € xq(Y)] > (1 —eqo).

Proof. We obtain bounds on CBf(x) and then the results follow from Lemma 2. In the first case,
it is easily seen that CBf(x) < (¢(q — 1)e)/2. For the second case, we have

CBy(x) < > Prlf(z:) = f(xy)]
1<i<j<q

< Z emax(A(z;), A(z;))
1<i<j<q
< eqo.
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The last inequality follows from Lemma 1. a

It may be noted that having low collision probabilities does not imply high interpolation prob-
abilities. For example, let IF be a finite field and f, be a random function mapping IF? to IF by
(ag,a1) — ap + aai, where « is a uniform random element of IF. Then it is easy to show that f,
has low collision probabilities whereas the value of f, on two distinct inputs uniquely determines
« and hence interpolation probabilities for ¢ > 2 cannot be lower bounded.

2.4 Adversarial Model

In the information theoretic approach, there is no bound on the computation time of an adversary.
So, as mentioned earlier, we consider the adversary to be a deterministic algorithm. The adversary
interacts with an oracle and outputs a bit. The oracle takes as input an element of a set X and
produces as output an element of a finite non-empty set ). The adversary A makes g queries to
the oracle and then produces its output. Without loss of generality, we will make the assumption
that the adversary never repeats a query.

Since A is deterministic, the behaviour of A can be described by a sequence of functions
D1, Py, ..., P, and another function @. The function @1() does not take any input and produces
x1 € X as output. This is the first input provided by A to the oracle and gets back y; in return;
A then computes x9 = Po(y1) as its second input and gets back yo; in the general case, A com-
putes z; = P;(y1,...,yi—1) as its i-th oracle input and gets back y;. Since no query is repeated,
X = (21,...,24) € Xq(X).

Finally, the function @ takes as input (y1,...,¥,) and produces as output a bit, which is taken
to be the output of A. Note that the functions @1,...,9?, and ¢ do not depend on the oracle. We
will use the notation 45“14,4554, . ,@;14 and &* when we wish to emphasize the association of the
functions to the adversary A. Denote by Pr[A" — 1] the probability that A outputs 1, when the
oracle is f. The probability is over the randomness of f since A itself is deterministic. Formally,

PrlAl — 1= > Pr((f(21'0) = y1) A (F(22' (1)) = w2)

(Y150,Yq) EVY
A NF@ s hg-1) = g) A (@A, yg) = 1)]
= Y P(f(e0)) = 1) A (F(@5 (1)) = ve2)

(Y1,---1yq) EAcc(A)
Ao A (f(@:;‘(yl, e ,yq—l)) = yq)]

where
Acc(A) = {(y1, -, 1q) : Dy, ..., yg) = 1}. (5)

The set Acc(A) is the set of (y1,...,y,) which result in A producing 1 as output. This set does not
depend on f and is determined entirely by .A.

Suppose that the oracle is instantiated twice by two random functions f and g both mapping
X to Y. Then the advantage of A in distinguishing between f and g is defined to be

Adv (1) = PrlAT — 1] = Pr[A? — 1]. (©)
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If g is a uniform random function from X to ), then the advantage will be denoted by Adv?rf(A).

For positive integers ¢ and o, we define Adv?rf(q,a) to be the maximum advantage of any ad-
versary which makes at most ¢ distinct queries z1, ..., z, such that 37 ; AM(@;) < 0. The quantity

Adv?rf(q, o) is the PRF-advantage of f against any (q,o)-bounded adversary.

Note that AdvP"(¢, o) is always non-negative even though Adv?rf(.A) can be negative for

some adversaries. This is easily seen as follows. Suppose A is an adversary for which Pr[Af = 1] <

Pr[A/" = 1], and let A’ be the adversary which returns the complement of the bit produced by A.
Then

AV (A) = PrA? = 1] - Pr(af" = 1]
= (1 —-Pr[Af = 1)) — (1 - Pr[AT = 1))
= Pr[AT = 1] - Pr[Af = 1
> 0.

Proposition 2. Let f be a random function from X to Y. Let g : Y — Z be a reqular function,
i.e., for any two 21,22 € Z, #91(21) = #9 ' (22). Define h = go f, so that h(x) = g(f(z)). Then

Adv?rf(q, o) = Advgrf(q, o).

Proof. Let f* be chosen uniformly at random from X to ) and h* = g o f*. Then A* is a uniform
random function from X to Z. Let A be an algorithm which distinguishes h from h*. Using A we
can build an algorithm B which distinguishes f from f*. Any query made by A is processed by
B by first asking its own oracle and then applying g on the output. Finally, B outputs whatever
A outputs. If B’s oracle is f, then A interacts with h, while if B’s oracle is f*, then A interacts
with A*. From this it easily follows that Advgrf(.A) = Advl;rf(B). Further, the query complexities
of both A and B are the same. Thus, maximising both sides on the query complexity gives us the
desired result. 0

Of special interest is the situation when ) = {0,1}" and ¢ truncates its input to produce a t-bit
output. This corresponds to the situation when an n-bit message authentication tag is truncated to
produce a t-bit tag. Proposition 2 shows that the PRF-advantage of the function with the truncated
output does not change from that of the original function.

Vaudenay proved a useful result (Lemma 22 in [40]) which reduces the task of bounding the
advantage of an adaptive adversary to that of a probability calculation. A special version of this
result was given by Bernstein (Theorem 3.1 in [6]) with a different proof. Theorem 1 below is a
restatement of Vaudenay’s result in a form suitable for our requirement. The ideas given in the
proof below are from [40, 6]; we provide more details.

Theorem 1. Let ¢ and o > q be positive integers; f be a random function from a set X to a
set Y; and X\ be a length function on X. Suppose that U is a (1 — e1)-large subset of Y and f is
(q,0,1 — e9)-interpolating on U with respect to . Then,

Adv?rf(q, o) <e1+eo.
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Note. Here €2 could depend on ¢ and ¢ and in our applications later, it indeed does.

Proof. For any adversary A, let V = Acc(A), where Acc(A) is as defined in (5). Then V is the
subset of Y4 such that if A receives any y € V as reply to the oracle queries, then A outputs 0, i.e.,
V= {y € Y9:84A(y) = 0}. As noted earlier, V is independent of the function f and depends only
on the adversary A. Then for any random function f,

> Pr[ECBj(x) =y] + > Pr[ECBs(x) =y] = L. (7)
yey yEv

Also,

Pr[Af — 1) = Z Pr[ECB(x) = y] and similarly, Pr[A’" — 1] = Z Pr[ECB«(x) =y]. (8)
y&v y&v
Here f* is a uniform random function from & to Y. So,

Adv(A) = Pr[Af — 1] — Pr[AS" — 1]
© S PrECB;(x) = y] - 3 PrECB;-(x) = y]

Y&V y&v
D S (Pr[ECB;- (x) = y] — PrECB(x) = y))
yeV
= Y (Pr[ECBy(x) = y] — Pr[ECB;(x) = y])
yeV,yelU
+ 3 (Pr[ECBs(x) = y] - PrECB4(x) = y)). )
yeV,y¢U

Since f is (g, 0,1 — eg)-interpolating on U with respect to A, we have that for all x € x,(X) with
A(x) <o and for all y € U,

PrECBf(x) =y] > (1 —e2)/(#U) = (1 — £2) /(#V)". (10)

The function f* is a random function from X to ), and hence, for all x € x4(X) and for all y € J9,
Pr[ECBy«(x) = y] = 1/(#Y)?. Using this and (10) we have for all x € x4(X’) and for all y € U,

Pr[ECBy«(x) = y] — Pr[ECB¢(x) = y] < g2 Pr[ECBy«(x) = y|.

Consequently,
Z (Pr[ECBy«(x) =y] — Pr[ECBf(x) = y]) < e2 Z Pr[ECB«(x) =y] < e2. (11)
yeV,yeU yeEV,yelU

By the fact that U is a (1 — e1)-large subset of Y1, (#))? — (#U) < e1(#Y)?, and so,

Z (Pr[ECB#+(x) =y] — Pr[ECB(x) = y]) < Z Pr[ECB«(x) = y]
YEV,y¢U yeEV,y¢uUu

1
e

Y- ()

B (#Y)4

<e€1. (12)
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Substituting (11) and (12) in (9) gives the desired inequality. O
Informally, Theorem 1 states that if f has high interpolation probability on a large subset U of
Y4 then f is a PRF.

Note. In many situations, it is difficult to directly lower bound an interpolation probability of the
form Pr{f(z1) = vy1,..., f(zq) = y,). Instead, it turns out to be easier to lower bound Pr[£] and
Prf(z1) = y1,..., f(xq) = y4|E], where € is a suitably chosen event. Usually, £ stands for the event
that there are no internal collisions. Suppose that Pr[] > 1 —e9; and Pr{f(z1) = y1,..., f(zq) =
YqlE] > 1 — €29, then Pr[f(z1) = y1,..., f(xq) = yq) > 1 — €2 where €9 = €91 + €25.

2.5 Pseudo-Random Functions and Message Authentication

Suppose that the output of f on any input is a ¢-bit string. Then the function f can be used to
authenticate a message = using a t-bit tag. The authenticity of f is defined as follows. The adversary
has access to f as an oracle and can submit queries in an adaptive manner. Finally, A outputs a
“forged” pair (x,y) and is said to be successful if f(x) = y. The pair (x,y) must not be equal to
any previous pair (z;,¥;), where z; was the i-th query and y; was the corresponding response.

By (z,y) «+ A’ we denote the event that A produces (z,y) as output after interacting with f.
The event succ(A) denotes the event (((z,y) «— A/) A (f(z) = y)). Since f is a function, z = z;
implies that f(z) = f(x;). So, if x = x; but y # y;, then the forgery (z,y) is clearly invalid.
Therefore, for a valid forgery saying that (z,y) is not equal to (x;,y;) is equivalent to saying that
x # x;. The advantage of A in breaking the authenticity of f is defined to be

Adv"™(A) = Prisucc(A)] = Pr(((z,y) — AT A (f(2) = y)). (13)

As in the case of PRF, we define Adv?mh(q, o) to be the maximum of AdV?Uth(A) taken over
all adversaries making at most ¢ queries and having query complexity at most o. In this case, the
query complexity also counts the number of blocks in the forgery attempt.

Proposition 3. Let f be a random function chosen from X to Y where Y = {0,1}*, t > 0. Then
1
Adv?uth(q, o) = o T Advl;rf(q, o).

Proof. If A is an adversary attacking the authenticity property of f, then we can use A to construct
an adversary B attacking the PRF-property of f. B has access to either f or f*, where f* is a uniform
random function from X to ).

B runs A and responds to all queries from A using its own oracle. At the end, A outputs
the forgery (z,y); B now makes one more call to its oracle and receives ¢'; if y = 3/, then B
outputs 1, else B outputs 0. Clearly, the query complexities of both A and B are equal. Also,
Pr[Bf = 1] = Pr[(z,y) « A/ : f(z) = y]. Since z is a “new” value and f* is a uniform random
function Pr[Bf" = 1] = 1/2¢. Now

f *
Advi(B) = Pr(B/ = 1] - Pr[B/" = 1]
=Prl(,y) = A : f(2) =4] -
1
h
= Advi"(A) - o
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So, Adv?uth(A) = Adv?rf(B) + 1/2% and maximising both sides on the query complexity gives us
the desired result. O

The advantage of Proposition 3 is that it allows us to concentrate on proving the PRF-property
of a random function, from which the authenticity property automatically follows.

A combination of Propositions 2 and 3 simplifies reasoning about certain situations. Suppose
that f is a function which produces an n-bit output. This output is truncated to t bits and let
the resulting function be h; further, suppose h is used for message authentication. Then we have
Adv%uth(q,a) = 1/2t + Adv?rf(q,a). Thus, to show that h provides good authentication, it is
sufficient to show that f is a good PRF.

For message authentication applications, we will be interested in X to be the set of all binary
strings of lengths between 0 and some maximum value (say L), i.e., ¥ = UZ ,{0,1}*. (Here L will
be large enough to cover practical sized messages; for example L = 254 is a possible value.) A
PRF whose domain is & can handle the empty string as well as small strings. One can also put a
restriction on the minimum length (say n) of a string. The following simple result shows that given
a PRF over such a restricted domain, it is easy to obtain a PRF without such a restriction.

Proposition 4. Let ) be a finite non-empty set of binary strings and f : UiL:tL”{O, 1} — Y, where

the length function \ formats a binary string into n-bit blocks with possibly one partial block at the
end. For any fStr € {0,1}", define the function g : UL {0,1}' — Y as

g(x) = f(fStr, z).
Then Advy(q,0) < Advy(q,0 +q).

Proof. If x1, ..., x4 are ¢ distinct binary strings with 0 < len(z;) < L, then (fStr,z1),..., (fStr,z,)
are also ¢ distinct binary strings with n < len(fStr, z;) < L + n. So, given an adversary for f, one
easily constructs an adversary for g. If the adversary for g has query complexity o, then clearly
the adversary for f has query complexity q + o, corresponding to the fStr that has to be given as
initial n bits of each of the ¢ queries. O

For constructing PRF's, Proposition 4 is helpful in the following manner. First construct a PRF
f which can handle strings of lengths n or more (up to L + n). Then use Proposition 4 to convert
it into a PRF ¢ which handles strings of lengths between 0 and L. This may seem simple at this
point. But, later we will find this to be quite convenient in analysing the relation between PRF's
and authentication of AE schemes.

3 Domain Extenders

Many constructions use only a block cipher and the output of f; is obtained by invoking a block
cipher several times. Such functions can be viewed as a composition of the type f = f2 o f1, where
f2 is a uniform random permutation and f; is built using fo. When considered as keyed functions,
f will have a single key which is the key for fs.

More generally, suppose that we are given a random function p which maps from a set ¢/ to ).
Using p, we wish to construct another random function f which maps from a set X to ), where
X is larger than . In other words, we wish to extend the domain from i to X. To capture such
constructions, we have the following definition.

Definition 5. Let p: U — Y be a random function. A function f : X — Y is said to be a domain

extender for p if f=po 1(;;)} where f1: X — U and f1 satisfies the following conditions.
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1. On any input, f1 invokes p a finite number of times.
2. The only randomness involved in computing fi comes from the invocations of p.

When p is clear from the context, we will write fi instead of fl(p), We associate a canonical length
function A to X. For every x in X, A\(x) denotes the total number of times p is invoked to compute
the final output of f.

We wish to compute Pr[ECBf(x) = y|, where x € x,(X) and y € V9. Here f; and p “interact”
and hence we need to account for such possibilities. To this end, we make the following definition.

Definition 6. Let p: U — Y be a random function and f = po fi be a map from X to Y satisfying
Definition 5. For z,a' € X with x # ', let Z = fi(x), Z' = fi(z'); Mz) =m + 1, A@) =m' + 1;
and let Uy, ..., Up and U7, ... U}, be the inputs to the different invocations of p in the computation
of fi(x) and fi(x') respectively.

1. Define Self-Disjoint(z) to be the event Ni2(Z # Us;).
2. Define Pairwise-Disjoint(z, z") to be the event (/\?ll(Z’ #U;) A /\;”ZII(Z # UZ’))

Definition 7. Continuing with Definition 6, we say that f1 is (€1, e2)-disjoint with respect to \, if
for all pairs of distinct x,2' € X,

Pr[Self-Disjoint(x)] < e1(\(z)) and Pr[Pairwise-Disjoint(z, z’)] < ea2(A(z) + A(2)).

Note that the notion of disjointness is defined for f; rather than for f.

We now prove the main result on domain extenders. In the result below, we consider p to be
either a uniform random function or a uniform random permutation. The more general case is when
we have lower bound on the interpolation probabilities of p. A result of this type can be proved as
in the result below; but, such a result is of less practical interest.

Theorem 2. Let p: U — Y be a random function and f = po fi be a map from X to Y satisfying
Definition 5. Suppose that f1 is e-CR with respect to the length function \ and also (e1,e2)-disjoint
with respect to A. Then for positive integers q and o > q the following holds.

1. If p is a uniform random function, then
Advy(q,0) < o(ge + 1+ 2qe2).

2. IfU =Y and p is a uniform random permutation, then

qo
+ .

#Y
Proof. Let x = (z1,...,24) € Xq(X) with m; +1 = A(z;). Then 0 = g+ >, m;. Set Z; = f1(x;)
and let Uj1,...,Ujm, be the inputs to p in the computation of Z;. Let Distinct(x) and Disjoint(x)
be the events

Advy(q,0) < o(ge +e1 + 2ge2)

Distinct(x) = A\ (Z # Zj) (14)
1<i<j<q
and
Disjoint(x) = /\ A /{(ZZ #Ujr). (15)
i=1j=1k=1
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The event Distinct(x) is the event ECBy, 4(x) € x4(U). Using the fact that f; is e-CR with respect
to A and Lemma 3,

Pr [Distinct(x)} < qoe. (16)
We compute
[a a my
Pr [Disjoint(x)| = Pr | \/ \/ \/ (Zi = Uj)
li=1j=1k=1
rqg m; ] q q ™My
= Pr \/ (Z; = Ui,k) + Pr \/ \/ (Z; = Uj’k)
Li=1k=1 | i=1j=1, k=1
L J#
q [ m; 1 (¢ o /my m;
<> Pr|\/(Z=Uw|+Pr |V V (\/(Zi =Ujx)V V (Z; = Ui,k)>
i=1 Lk=1 i Li=1j=i+1 \k=1 k=1
q a q m; m;
< ZPr Self DISJOInt(.TZ‘)} + Z Z Pr [ Z Ujr) V \/ (Z; = Ulk)>1
=1 i=1 j=i41 k=1
q ] q
< ZPr SeIf—Disjoint(a:i)} + Z Pr [PalrW|se DISJOInt(CIZZ,LL’])} (17)

i=1 ) i=1 j=i+4+1

Since fi is (g1, e2)-disjoint with respect to A, we have

Pr [Self-Disjoint(xi)] < e1A(z;) and Pr [Pairwise—Disjoint(xi,wj)} < ea(A(zs) + A(zj)).

Using (17),
q a 4
Pr {Disjoint(x)} < ZPr [Self—Disjoint(a:i)} + Z Z Pr {Pairwise—Disjoint(z:i,xj)}
i=1 i=1 j=i+1
<512)\x1 +8QZ Z ))
=1 j=i+1
< e10 + 2e2q0. (18)

Lemma 1 is used in the last line. Combining (16) and (18),

Pr[Distinct A Disjoint] =1 — Pr [Distinct Y Disjoint}
>1-Pr [Distinct} —Pr [Disjoint]
> 1—0(ge +e1 + 2ge2). (19)
Let y € V9. Then,
Pr[ECBf(x) = y| > Pr[(ECB¢(x) = y) A (Distinct A Disjoint)]
= Pr[ECB{(x) = y|(Distinct A Disjoint)] x Pr[Distinct A Disjoint]
> (1 —o(ge + €1+ 2ge2)) x Pr[ECB¢(x) = y|(Distinct A Disjoint)].  (20)
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The event “Distinct A Disjoint” means that the random variables Z1, ..., Z, have distinct values and
they are different from any previous inputs to p obtained during the computations of Z; = f1(x;).
In other words, the event “Distinct A Disjoint” ensures that the set {Z;,...,Z;} is a set of ¢ “new”
values in the domain of p.

If p is a uniform random function, then ECB,(Z1, ..., Z,) is uniformly distributed over Y9. If p
is a uniform random permutation, then the situation is more complicated. We consider these two
cases separately.

1. If p is a uniform random function, then for any y € V4, Pr[ECB(x) = y|(Disjoint A Distinct)] =
1/(#Y)? and so,

Pr[ECB(x) = y] > x (1 — o(ge + &1 + 2ge2)).

1
#Y1
This lower bounds the interpolation probabilities of f. Now, applying Theorem 1,

Advy(q,0) < o(ge + €1+ 2qe2).

2. Suppose that p is a uniform random permutation of ). Let V;; = p(U; ;) and define V =
UL {Vins- o Vim - Fixy = (Y1,- -, 4q) € xq(Y). Let Allowed(y) be the event Al_, (yx ¢ V).
Since p is a uniform random permutation, for any yi, Prly, = Vi ;] = 1/#Y. Note that o =

Q+Z —1 M.

Pr[Allowed(y)] = Pr [ N (k€ V) ] —Pr [\q/ (yr € V)]

k=1

||

i Me
8
<@
<§

i=1j= 1
9 g m
>1—ZZZPrykf i
k=1i=1j=1
L lo—q)
#Y

Let us consider when can p(Z) be equal to yi. Suppose that Allowed(y) does not occur, i.e.,
there is a y;, which is equal to some V; ;. Then p(Z) = yi, implies that Z, = U, ;. The last event
cannot happen if Disjoint occurs. So,

Pr[ECB(x) = y|(Disjoint A Distinct A Allowed(y))] = 0.
On the other hand, if both (Disjoint A Distinct) and Allowed(y) occur, then

1 1
P (=0, = BV

Pr[ECB{(x) = y|(Disjoint A Distinct A Allowed(y))] =

Now, for any y € x4()),
1
(#Y)4
1

#y) (1 - Q(;&;Q)) |

Pr[ECB(x) = y|(Disjoint A Distinct)] > x Pr[Allowed(y)]

>
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This gives

PrECB;(x) = y] > (#;})q (1 - q(;;”> % (1 o(ge +e1 +24e2)
> (#;)q <1 —o(qe + 1 + 2qe2) — q(;;q)) .
Again, applying Theorem 1,
Advy(q,0) < o(ge +¢e1 + 2qe2) + Q(;&@ + q(Qq#yl)
< o(ge +e1 4 2¢e2) + %.
This completes the proof of the result. O

A simpler variant of Theorem 2 is given by the following result. The difference to Theorem 2 is
the condition on collision resistance. In this case, collision resistance does not depend on the length
function A.

Theorem 3. Let w: T — Y be a uniform random permutation and f = mwo f1 be a map from X to
Y satisfying Definition 5. Suppose that f1 is e-CR and it is (e1, 2)-disjoint with respect to A. Then
for positive integers q and o > ¢

q(qg—1)e

qo
5 +

#Y
The advantage of Theorems 2 and 3 is that they reduce the problem of upper bounding the

PRF-advantage for f to computing certain probabilities. These can be done using purely combina-
torial /probabilistic methods.

Advy(q,0) < + o(e1 + 2¢e2)

4 Masking Functions

In the constructions to be described, we will be making use of linear functions with certain prop-
erties. Let IFon = GF'(2") be the Galois field of 2" elements. For the moment, we do not consider
any particular representation of this field. The issue of field representation will be discussed later.

Let ¢ : IFon — IFan be a linear function. The iterates wk , k > 0 are defined in the usual manner.
Let nq divide n, so that IF9n; is a subfield of IF9n. The minimal polynomial of 1 over IFon; is defined
to be the minimum degree monic polynomial 7(z) € IFgni [z] such that 7(¢)) = 0, i.e., 7 annihilates
1. Note that the coefficients of 7(z) are in the field Foni. Given v, we define another function
¢ZF2n X {0,1,...,2”—2}—)1]?271 as

(8,1) = v'(B) (21)
and we use the notation ¢g(7) 2 o(B,1).

Definition 8. We say that the function ¢ defined in (21) is a proper masking function if it satisfies
the following properties.

1. For any « € IF; any non-negative integer k with 0 < k < 2™ — 2; and a uniform random 3 € Y;
Prlgs(k) = o] = 1/2".
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2. For any o € TF; integers ki, ko with 0 < k1 < ko < 2™ — 2; and a uniform random 3 € IF;
Prigg(ki) @ ¢p(ks) = o] = 1/2".

3. For any o € TF; integers ki, ka with 0 < k1, ky < 2" —2; and uniform random (B, B2) € x2(IF),
Prggp, (k1) @ ¢p,(k2) = a] = 1/(2" - 1).

There is a very general class of functions satisfying Definition 8.

Proposition 5. Let ¢ : Fon — Fon be a linear function whose minimal polynomial T(u) over IFy
is of degree n and is primitive over IFo. Then ¢ defined in (21) satisfies Definition 8.

Note. The lemma does not insist on any particular representation of IFon. In particular, IFon can

have a tower field representation. The condition is that whatever be the representation of IFon, its

minimal polynomial over IFs should be of degree n and primitive.

Proof. Since 7(u) is primitive over GF'(2) and is of degree n, it follows that ¢ is invertible and so

for every non-negative integer k, 1* is also invertible. The first point follows from this observation.
For 0 <i < j <2" —2, define n; j : IFan — IFon as

g (1) = 0 (7) @Y (7) = (i) ® $4(7)-

The second point will follow if we can show that 7; ; is a bijection. For this, it is sufficient to show
that 7; ; is an injection. So, suppose that v and ~' are distinct elements of IFo» and let, if possible,
7i.i(7) = 1i;(7'). Set 6 =y &+ and note that since vy # 7/, we have § to be non-zero. Then

0="ni;(7) ®mii()
=v'(M ey (M ev'(y) o ()
= (¢" @ ¢7)(9). (22)

For any non-zero element v of IFon, define m,(u) to be the minimal degree polynomial such that
(my(1))(v) = 0. Since 7(u) is the minimal polynomial of 4 it follows that 7(¢) = 0, i.e., 7(¢)) maps
all elements of IFan to 0. As a result, (7(¢))(v) = 0. By the minimality of m, (u) it follows that
my (u) divides 7(u). But, 7(u) is irreducible and so m, (u) = 7(u).

Consider the minimal polynomial mgs(u) of §. Since ¢ is non-zero, by the above argument, we
have mgs(u) = 7(u). Also, from (22), it follows that 7(u) = mgs(u) divides v’ @ v/ = u*(1 ® u/~?)
(assuming without loss of generality that i < j). Since 7(u) is primitive, it does not divide u’ and
so 7(u)|(1 @ w?~%). It is well known that if 7(u) is a primitive polynomial of degree n, then it does
not divide 1 @ u’ for any i with 0 < i < 2" — 1 (see for example [20]). Since 0 < i < j < 2" — 1, we
have 0 < j —i < 2"~ ! and hence, 7(u)|(1 ® w/~%) contradicts the primitivity property of 7(u). This
shows that 7; ; is a injection.

For the third point, consider the map Cy, , : IF3. — IFan which takes (31, 32) to 9" (31) @
VF2(B2) = g, (k1) © pp, (k2). We count the number of pre-images of o € IFan for (k, x,. For every
value of 1, B2 = ¥ *2(¢*1(8;) ® @) is unique. Hence, there are 2" pre-images for any . Since
(61, B2) is uniformly distributed over xa(IFan), the result follows. O

There are known examples of ¢ which satisfy Proposition 5.

Powering up method. Let 7(u) be a primitive polynomial of degree n over GF(2) and define
Y : IFon — TFon as ¢ : B — uf mod 7(u) and so ¢* : B — u*B mod 7(u). The minimal polynomial
of ¢ is clearly 7(u) which by definition is primitive over IFon. This strategy is quite common and
has been used in many papers [8,35,15,11,41].
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Word oriented LFSR. Faster instantiations can be obtained using a tower field representation
of IF [37]. Let n = ny X ny and let p(«) be an irreducible polynomial of degree n; which is used to
define IFon; over IFy, i.e., Fony = IFo[a]/(p(a)). Let pu(x) = 2™ @ tp, 12" 71 @ - D t12 O to, with
tny—1,---,t0 € IFon1 be a primitive polynomial over IFon: which is used to define IFan over IFon,.
The field IFo» can be represented by the polynomial basis {1,z,22,...,2"2~!} with multiplication
done modulo pu(z).
Define a map v : IF52, — F02, | with (bp,—1,...,b0) = Y¥(an,—1,--.,ap) as follows.

b = a1 ifOSiSnQ—Q;} (23)
bpy—1 = 1toGn,—1 D -+ D lyy—100.

This defines an LFSR over IFgn;. The minimal polynomial of ¢ is p(z) which is in Fon [z] and is
primitive. To show that Proposition 5 is satisfied, we need to show that the minimal polynomial of
1 over IF9 is also primitive and of degree n. The result below is actually more general than what
is required. From this result, it easily follows that v satisfies Proposition 5.

Lemma 4. Let n = nj X na, p(a) be an irreducible polynomial of degree ny over IFo and Fgny =
Fola]/(p(e)). Further, let ¢ : Fon — IFan be a linear map whose minimal polynomial, u(x), over
IFony s primitive and of degree na. Then the minimal polynomial of v over IFon is of degree n and
18 primitive over IFo.

Note. The lemma does not assume v to be an LFSR map. The condition states that v can be
any linear map defined using the tower field representation of IFo» and whose minimal polynomial
over the intermediate field is primitive.

Proof. Suppose that IFan, is represented by the polynomial basis {1,a,a?,...,a™ "1} over IFs.
Then any element v in IFo»; can also be considered to be a polynomial v(«) over IFy whose degree
is less than ni. Further, for any 8 € IFani, the “multiply-by-3” map from IFon, to IFony given by
vy(a) = B(a)y(a) mod p(cr) can be represented by an (n; x ni) matrix Mg over IFy which maps
IF5' to 5.

Fix the polynomial basis {1,z,22,...,2"27 '} of IFan over IFgn;. Then the map 1) is given by
an ng X ng matrix B = ((8;;)) over IFoni, so that each f;; is an element of IFgni. Since the
minimal polynomial p(x) of v is primitive and of degree ng, it follows that for any non-zero vector
§ = (80,-..,0n,—1) € IF52,, the sequence §,B,5B?, ... has period 2" — 1 = 2" — 1.

From B construct an n x n matrix C' by replacing each j3; j by the matrix Mpg, ; representing the
“multiply-by-/3; ;7 map. It then follows that for any & > 0, C* is obtained from B* using the same
procedure. Each §; can be considered to be an element of IF5', so that § can be considered to be
an element of IF%. So we can talk of the product §C* for k& > 0. Then the sequence 6, 6C, 6C?, ... is
exactly the sequence 6,88, 0B2, ... and hence is of period 2" — 1. This can only happen when the
minimal polynomial of C' over IF5 is primitive and of degree n. But, the minimal polynomial of C
over IFs is also the minimal polynomial of 1 over IFy, which proves the result. a

We implemented extension field arithmetic to generate suitable pairs of (p(«), u(x)). For differ-
ent values of n, Table 3 provides examples of pairs of polynomials which can be used to define v
as word oriented LFSRs.

)

Efficiency improvement over powering method. We implemented both the powering method
and the word oriented LFSR method on Intel Core 2 DuoProcessor P8700 (2.53 GHz) running
Fedora Release 11. For word oriented LFSRs, we took the intermediate field to be IFg32. The results
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for different values of n are shown in Table 4. This shows that implementation using word-oriented
LFSRs is about twice as fast as that using the powering method.

Effect on modes of operations. A mode of operation will typically have one block cipher call
and one application of ¢ per n-bit block. The dominant time will be the time for the block cipher
call. Faster masking, though, will provide some overall speed-up.

To get an idea of this speed-up for n = 128, let us consider the values of 0.19 cycles/byte and
0.32 cycles/byte respectively for word oriented LFSR and powering up, as given in Table 4. The
reported speeds of AES-128 on different platforms are quite varied. The best reported speed for
Intel Core 2 Duo is 9.2 cycles/byte for a bit-slice implementation [24] to about 10.6 [7]. Assuming
10 cycles/byte for AES-128, the speed-up obtained by using word-oriented LFSR will be about 1
to 2%. Admittedly, this is not much. But, it is to be noted that there are no trade-offs involved
and for algorithms which are likely to be heavily used it might be worthwhile to go for even small
improvements in efficiency.

Related to this is the issue of Intel proposing to implement AES-128 instructions as processor
instructions starting from a processor called Westmere [13]. This will significantly increase the speed
of AES-128 and possibly bring down the time to 2 or 3 cycles/byte. In such a scenario, the speed
improvement of 0.17 cycles/byte can be expected to lead to about 5% speed-up.

Table 3. Examples of IF2n represented as a tower field.

lnl‘ng‘n =n1 X No () w(z)

32| 2 64 T+ o +a%+1 24z +a

16| 5 80 o ra+al+a"+1 2+ 27+«

96| 3 96 o+ +aZ+a" +1 2 tr+a
324 128 T+ +a"+1 T+t +a
16| 8 128 o+’ +af+1 L2+t +a
8116 128 B+a +a+a®+1 25+ 42+ a
32| 8 256 P+ o+ 1+ 2T+ + 2+ a
32(12 384 a2 +a®+a ot +1] 22+ 2T Fa
32|16 512 o+ aP+aV+al 1] 2+ 25+ 22+

Table 4. Speed comparison between powering method and word oriented LFSR. The figures in the first row are the
different values of n and the values in the other two rows are given in cycles per byte.

method [128[192|256|384|512
powering|0.32|0.29]0.28]0.28|0.28
WLFSR [0.19]0.17{0.10|0.10{0.10

Notes.

1. The security of the constructions to be described later do not depend on the actual implemen-
tation of . Only the properties given by Definition 8 will be used.

2. In both the representations of IFan discussed above (i.e., either as Fo[x]/(7(x)) or as a tower
field), an element of IFon can be naturally considered to be an n-bit string. This will be assumed
without further mention.
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5 New Parallelizable Constructions of Pseudo-Random Functions

The basic idea of parallelizing is to apply a permutation 7 separately on (masked) blocks and then
XOR the outputs together and apply m on this XOR. Though simple in principle, this idea needs
to be worked out carefully. PCS [6] and PMAC [8,35] are based on this principle. PCS uses a
compressing function, whereas PMAC uses a permutation.

5.1 iPMAC

Let 7 be a uniform random permutation of {0,1}" and ¢ be a function satisfying Definition 8.
For any binary string = with len(z) > n, let (str, Pi,..., Pp,) be the output of Format(z,n) and
A(x) = m. Here str is an n-bit string and (P, ..., Py,) is of length greater than or equal to zero.
Let v = m(str) and § = 7(7). The function iPMAC; is a map

iPMAC, : z — C,,

where C; = w(D;) for 1 <1i <m and

P, @ ¢4(4) 1<i<m-—1;
Cir® - 0Chp_1® Py, i=m,r =mn;
Di: Cl@"'@cm—l@Pm@gb’y(m)i:mvr<n; (24)
e Py t=m=1,r=mn;
d® P @ py(1) i=m=1,r<n.

Notes.

1. The range of iPMAC is Y = {0,1}". From the manner iPMAC processes its input, there is no
restriction on the length. We put a bound of 2/2 on the maximum length of any input. The
bound on the PRF-advantage of iPMAC that we obtain later becomes meaningless for strings
beyond this length. So, formally, iPMAC is a map

2n/2
iPMAC : [ J {0,1}" — {0,1}".

>n

2. The function iPMAC, accepts strings of length at least n bits. By fixing the first n bits of the
input to a string fStr, we obtain a function which can handle strings of length greater than
or equal to zero. By a slight abuse of notation, we denote this function by iPMAC; ¢s;,. Later
we show that iPMAC, is a PRF and then using Proposition 4, we obtain the PRF-bound for
iPMAC ¢str. The function iPMAC ¢str can be used to obtain a MAC algorithm as described in
Propositions 2 and 3.

3. To process (str, P1,..., Py,) iPMAC, requires (m + 1) applications of 7 if m > 1; and 3 applica-
tions of 7 if m = 1. One application of 7 to str produces v and there are m other applications;
if m = 1, then one application of 7 to v produces §.

4. In iPMAC; gstr, the first n bits are fixed and so are v and ¢. Thus, the values of v and ¢ can
be computed once per session and cached. Further, the value of ¢§ is required only if strings of
lengths at most n bits are required to be processed in a session. Otherwise, this value need not
be computed at all.
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5. The mask ¢ is used to distinguish between strings of lengths at most n and strings of greater
lengths. Masking the first (m — 1) blocks by ¢-(1),..., ¢y(m — 1) ensures that with high proba-
bility the corresponding inputs to 7 are distinct. The masking or not of the last block by ¢, (m)
separates strings whose lengths are not multiples of n from strings whose lengths are multiples
of n.

Processing of a 4-block message using iPMAC is shown in Figure 1. The same figure also describes
the processing of a 4-block message using PMAC. The difference is in the interpretation of A.

Fig. 1. Tag generation using iPMAC Here I; = ¢, (4); A = 0™ if the last block is full and A = ¢-(4) if the last block
has been padded; and sum = C1 @ C2 @ Cs.

iPMAC. If the last block is full, then A = 0™ and if the last block is partial (and padded), then
A = ¢y (m).

PMAC. For n = 128, if the last block is full, then A = 4™ (u ® 1)R mod 7(u) and if the last block
is partial (and padded), then A = (u? ® v ® 1)u™R mod 7(u). The map m — u™ mod 7(u) is
called the powering-up map [35]. For this scheme to be secure, the discrete logarithms of (u@®1)
and (u? @ u @ 1) to the base u have to be “large”. The actual values depend on 7(z) and for
n = 128 and the choice of 7(x) to be the first lexicographically first primitive polynomial the
values are given in [35]. Changing 7(z) will require a re-computation of the discrete logarithm
to ensure that it is “large”; for n = 256, computing the discrete logarithms will take a few hours
and is not convenient

There are two advantages of iPMAC over PMAC. For one thing, iPMAC avoids the discrete
logarithm computation required during the design stage. As a result, it is possible to simply change
the field representation and obtain a distinct algorithm. So, iPMAC can be seen as providing an
easily reconfigurable family of algorithms. The second advantage is the faster masking operations.
The description of iPMAC does not depend on the actual choice of ¢. As a result, one can use a tower
representation of the underlying field and a word-oriented LFSR to instantiate ¢ (see Section 4).

Security. The security analysis of iPMAC is done using the general approach of domain extenders.
Let iPHASH be the map which takes x — D,,. Following the approach outlined in Section 3, it is
sufficient to bound the collision and disjointness probabilities of iPHASH. But, first let us consider
this a little informally.

Suppose that g queries are made and let us take a look at the different inputs and outputs of 7
arising out of these queries. These can be tabulated as follows.
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Inputs:
str(s)7 Py(s)

Dgs) = Pl(s) @ 5 if (m® =1 and r® =n);
D = P® ¢ @ if (m®) =1 and r® <n);
p¥ =P er®,.. pk%, =pP8 @r®

e -1 m(s)—1 m& =17 % if (m(®) > 1 and r(®) = n);
ij@ = o-eCi_ @ Ps()s) }

(5) _ pls) () () = pl¥ Y
Dio=H &1 Doty = Pt 1t O L0600 U (0060 5 1 and ) < ),

m(s) m
Outputs:

)60, 0,...,cl,.

Note F,L-(S) = ¢7(,s)(i). The formal analysis will be to show that the probability of ngl and Df;?(t)
(s)

mS

being equal is small and also that the probability of any D
(8)>

ms

being equal to any of the other inputs

to m is also small. The form of the D, s’s show that this is indeed to be expected if we assume that

7)) and the C’i(s) are independent and uniform random n-bit strings. (Since 7 is a permutation,
these will not be independent and this will be taken care of in the analysis below.)

Note that for m®) = 1, the use of 8 is quite crucial, as otherwise, one can achieve a trivial
collision by setting Pl(s) to be equal to str(®). (This point was missed in an earlier version of this
paper.)

The next few lemmas state the required bounds on the collision and disjointness probabilities
of iPHASH.

Lemma 5. Let x and 2/ be two distinct messages with m = Ax) and m’ = \(2'), which are
mapped to Dy, and D) , under iPHASH. Assume that m +m’ —3 < 2". Then Pr[D,, = D, ] <
(m+m')/2" < 2max(m,m’)/2".

Proof. From the definition of the domain of iPMAC, m,m’ < 2™2 so that m+m/ —3 < 2. Assume
without loss of generality that m > m’. First suppose str = str’ as this is the more difficult case.
In this case, ¥ = 74/ and § = §’. We will denote these masks as v and § and the derived masks as
I;. We start by assuming that both m and m’ are greater than one. The case when at least one of
them is one is considered later. There are four cases depending on whether r and r’ are less than
n or equal to n.

Case r = n, v’ = n: Since x # @/, let j be the first index such that either (1 < j < m' and P; # P))
or (j=m'+1and P, =P/ for 1 <i<m’).
If j=m=m/,then P, = P/ for 1 <i<m'—1andso C; =C/for1<i<m-—1. So,
Dp=Ci®---®Cpra1®Pp#Ci®---&Cl, &P, =D, , and Pr[D,, = D! ,] =0.
Ifj=m=m'+1,then P,=P/ for1 <i<m'—1andso C; =CJ for 1 <i<m'—1. So,

DnpoD,, =C1® - ®Cpr1®PpdCi®--®ClL,_,®P,,
- m—l@Pm@Pr/n/

Since Cj,_1 is the output of «, it is uniformly distributed over ) and hence, the last expression is
zero with probability 1/2".
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So, we can assume that either (m > m/ + 1, j = m/ + 1) or (1 < j < m/ and m > m’).
In either case, D; = ¢,(j) + Pn. We claim that with high probability D; is different from
Di,...,Dj—1,Dji1,...,Dyp—q and Di,..., D}, ;. To see this, first note that D; = P; ® ¢(i),

1<i<m-—1;and D, = P, & ¢,(k), 1 <k <m’ —1. Let £ be the event

i=1

m—1 m'—1
£: ./\ (D; #Dy) | A ( A (DﬁéD;)).

i#]

In other words, the event £ happens when D; is distinct from all other D;’s and is also distinct
from D},...,D, ,_,. We first show that £ occurs with high probability.

Pr[€] =1 — Pr[€]
m—1 m' —1
>1- > Pr[D;j=D;]— Y Pr[D;=Dj.

i=1, =1

i Z
If j < m’, then since P; # P}, Dj = P; @ ¢,(j) # P} © ¢-(j) = D} so that Pr[D; = D’] = 0. In
all other cases, the individual probabilities of either D; = D} or D; = D; for i # j are 1/2" by the
properties of ¢ given in Definition 8. So,

Pri€] > (1 _ W) .
We have
Pr[Dyy # Dj] 2 Pr{(Dyy # Di) A €]
= Pr[(Dm # Dy,)|E] Pr[€]

> Pr[(Dm # Dy )|E] % (1 - m+m'—3)

2n
Consider the event ((D,, # D/ /)|€). Since 7 is a permutation and D is distinct from all other D;s

and D1,..., D!, ,, we have that C; is distinct from all other C;s and C{,...,C/ ,_;.
Since r = 1’ = n, we have

Dp=C1®--®Cpr1® Py
D, =Ci® - ®Cyy_® P,

Consider the set of random variables.
{C1,...,Cj-1,Cj41, ..., Cpy1, Cl,...,ClL 1}

Some of the random variables in these set can be equal. We are interested in a subset of random
variables taking equal values only if the number of elements in this subset is odd. Let there be t > 0
such subsets and @1, ..., Q; be random variables where each @); is the XOR of the random variables
in each subset. Note that ¢ < m+m/—3. So, D, ®D! , = 0 implies that C; Q1 ®. . .®Q¢ = P, &P/,
for some t > 0 and (Cj,Q1,. .., Q) is distributed uniformly over x;11()).
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1. If t = 0, then Pr[Dy, # D!, |E] = Pr[C; # P ® PL,] = (1 —1/2").

2. If t=1and P, = P/, then Pr[D,, # D, ,|E] = Pr[C; # Q] = 1.

3. In all other cases, Pr[D,, # D/ |E] =Pr[C;6Q1® - ®Qt # P, ® P, ] >1—-1/(2" —1t) >
1-1/(2" = (m+m’'—3)) > 1—2/2" (assuming m +m' — 3 < 2™).

Thus, the inequality, Pr[D,, # D, ,|€] > 1 —2/2" holds for all ¢.
From this we have Pr[D,, # D! ,] > (1—(m+m’—1)/2") and so Pr[D,, = D/ /] < (m+m')/2".

Case r < n, ' < n: In this case, we have
9 9

Dyp=C1 @ ®Cp1 @ Py, ® ¢y (m)
fy =01 @ ®Cly_ @ Pl @y (m).

If m = m/, then the terms involving ¢ cancel out and the analysis is exactly the same as that for
the case r = r’ = n. (If r # 1/, then Format ensures that the last blocks are distinct, i.e., Py, # P/ ,.
If P,, = P/, (and so necessarily r = 1), then there is an ¢ with 1 <4 <m/ —1, such that P; = P;.)
So suppose m > m'. Let £ be the event that str is not equal to any of D1,...,D,,_1 or
1,--., D!, _,. The probability of & is at least 1 — (m + m’ — 2)/2". In a manner similar to the
previous case, it can be shown Pr[D,, # D/ ,|E] > 1—2/2" so that we again have Pr[D,, # D! ,] <
(m+m')/2".

Cases (r =n, ' <n) and (r < n, v’ =n): Both the cases are similar and we consider only r = n
and 7’ < n. In this case, we have

szcl@"'@cm—l@Pm@ﬁbw(m)
Dy =Cl & & Cly_y @ Pl

It is possible that m = m’ and P; = P/ for 1 < i < m even though = # 2’. This happens when
x = pad(z’) # 2’. Then, D,, ® D!, = ¢(m) which is equal to 0 with probability 1/2™. If m > m/
or P; # P/ for some 1 < i < m/, then an analysis similar to the previous case shows the desired
result.

Now we consider the two case which were left out earlier: str = str’ but one of m or m' is 1; and
the case when str # str’.

str = str’ and one of m or m' is 1. If m = m/ =1, then D; & D| = P; & P|. By the restriction
that queries must be distinct, it follows that Pr[D; = Dj] = 0. If m’ = 1 and m > 1, then
Di=D,®P/@dand D, =C1 & - & Cpu_1 ® P, ® A, where A is either 0" or I3, according as
r =mn or r < n. In either case, ¢ is not involved in the expression for D,,. A simple computation
now shows that Pr[D,, = D}] < 2m/2".

str # str’. This is simpler than the case str = str’, since in this case (y,7’) is uniformly distributed
over x2()). The following two facts can be noted.

L. For any i, j, and any n-bit string arb, I; © I'; = arb is the same as ¢, (i) @ ¢-/(j) = arb and from
Definition 8, the probability of the last event is 1/(2" — 1).
2. The event 6 = §’ occurs if and only if v = 7/ and so in this case, the probability of § = ¢’ is 0.

29



These two observations directly show that Pr[D,, = D! ,] < 2/2" for all cases other than the case
when both m and m’ are greater than 1 and r = v’ = n. In the last case, D,, = C1®---®Cypy_ 1D P
and D/, = C1®---&C),_®F,,.Now C; = n(P1®I1) and O = m(P{@®I7). Again, from Definition 8,
the probability that P @ I equals Pj @ I is at most 1/(2™ — 1). From this a small calculation
shows that Pr[D,, = D! ,] < 2max(m,m’)/2". O

The disjointness probabilities can be bound in a similar manner and is given by the following
result.

Lemma 6. Let v and 2’ be two distinct messages having m and m’ blocks respectively. Then

1. Pr[D,, = D}] <2/2™ for 1 <i<m' —1;
2. Pr[Dy, = D;] <2/2" for 1 <i<m—1;
3. Pr[D,, = str] <1/2";

4. Pr[Dy, =~] < 1/2™.

5. Pr[D,, = str'] <1/2";

6. Pr[D,, =~'] <1/2™.

Proof. First suppose m = 1. Then Dy = Py @6 or D1 = P, ® § ® ¢,(1) according as 7 = n or
r < n. Points 3 to 6 follow from this. For 1 <4 <m’ —1, D, = P/ ® I'/ which is independent of ¢.
So Pr[D; = D] < 2/2™ which proves Point 1. For m = 1, Point 2 is vacuous.

Ifm>1,then D,,=C1®---®Cp_.1®Pror D,,=C1&---BCp_1 0 P,, ® I, according as
r =mnorr > n. Here I, = ¢,(m) and m > 1. A straightforward analysis now shows the result. O

Consequently, Pr[Pairwise-Disjoint(z, 2/)] < (m+m’)/2"™ and Pr[Self-Disjoint(x)] < 2m/2". Using
Theorem 2 with ¢ = £1 = e = 2/2™ and noting that in this case 7 is a uniform random permutation
gives the following result.

Theorem 4. Let ¢ and o > q be positive integers. Then

(7q + 2)0.

f
Advip\ac(g,0) < on

As mentioned earlier, the modification in which the first n bits is fixed to fStr will be denoted by
iPMAC; ¢sr. Using Proposition 4, the PRF-bound for iPMAC; sy, is (7q + 2)(0 + ¢q)/2".

Table 5. Description of iPMAC and its modified version. Format(P, n) defines m and r.

1. (Str,P17...,Pm):Format(P7'rL); 1.(Str,P17-..,Pm)—FOrmat(P,n),
_ . 2.y = 7(str);
2. v = 7(str); 3 for im 1 I = 0 (0)
3.fori=1,...,m, I} = ¢ (i); Aore =L, ...,y Le = 0y 0)
¢~ (@) 4.(C1,...,Cm_1)

4.(C1,...,Coui)

=ECB.(P,®Th,...

aPanl ® Fanl);

:ECB-/r(Pl@F17~-~7Pm—l@r7rL—l)§

5.5sum=C1 @B Crm1 D P;

6.if (r < n) then sum = sum @ I'y; 6.if (r <n) then ’ sum = sum @ L y1; ‘
7.if m =1, then 7.if m =1, then

8. 6 =m(y); sum =sum & §; 8. 0 = m(7y); sum = sum & &;

9. tag = w(sum); 9.’tag:7r(sum€9F1@-~~®Fm71);‘

return tag.

55um=C1 @ @ Crn1® Pn;

return tag.
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Table 5 provides an explicit description of iPMAC,. In the presentation of the algorithm, we
have chosen clarity over efficiency. For example, in actual implementation, the masks I; are not
actually required to be pre-computed. These will computed as required and I; will be computed
from I;_1 with one application of 1. Further, if the first n bits are fixed to fStr, then « needs to
be computed only once per session and then cached. Similarly, é will be computed only if messages
of lengths less than or equal to n are required to be processed and then also, it will be computed
only once per session.

This table also shows a variant called miPMAC. There is a reason for considering miPMAC.
Later when we consider authenticated encryption, we will show that the authentication function of
a particular construction becomes equal to miPMAC in a very natural manner.

The differences between iPMAC and miPMAC are small and are highlighted using boxes. It is
easy to argue that these changes do not affect security. The changes are in the masking of the last
block. Let &, = I[1® -+ - B I,—1. In miPMAC, padded last blocks are masked by I'},11 @ &, instead
of by I, as in iPMAC; full last blocks are masked only by &, while in iPMAC they are not masked
at all. The following observations show that the collision analysis is not affected by these changes.

1. The masking of single block messages by d does not change and so the collision analysis for single-
block messages and blocks of other messages does not change. The XOR of a padded single-block
message and a full single-block message is Py @ I'» @ P{, which is zero with probability 1/2™.

2. Suppose the number of blocks in the messages are m and m’ and by the first point assume that
both are greater than 1. Further suppose that str = str’, so that I; = I/ for all i. (If str # str’,
then the analysis is easier.)

(a) Consider the collision analysis of the last blocks. The structure of the last blocks are as

follows.
D — Ci® - 0CHL1DPP,DEn if r =mn;
" Ci@ dCn1DPp® L1 ®En ifr <
D Ciled---aCl,_ ®P, &Ly if r = n;
mTNC OO, P, @ Dy © & i <

If m = m/, then the mask &, is used to mask the last block of both messages and has no
effect on the collision analysis of the last block irrespective of whether they are padded or
full. Suppose m > m/. There are, as before, four cases for the values of  and r’. The point
here is that the probability of D,, being equal to D! , can be shown to be small without
involving the I's. We consider r = r’ = n, the consideration for the other three cases being
similar. In this case,

Dp @D}y =C1®+ @Cro1 ® P @Cl @ ®Chy @ P, 07
=YaTr

where 7" is the XOR of all the terms which depend on « and Y is other part. The analysis of
the distribution of Y is exactly the same as the case r = ' = n in the proof of Theorem 4.
Further, Y does not depend on « and hence Y and T are independent.
This shows that the collision analysis of the last blocks remain unaffected by the additional
masking done in miPMAC.

(b) Now consider the collision analysis of a last block (with m > 1) and an internal block. In
this case also, it can be argued that the additional masking does not make any difference.
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Note that it is possible that for some m, In,11 @ &n = Img1 @ 11D -+ @ -1 is zero even
for a uniform random ~. This can happen if the minimal polynomial 7(x) of ¢ over IFo divides
™ @™ 1. . @y, But, this fact does not affect the collision analysis which remains unchanged
from that of iPMAC as argued above. In a nutshell, this happens because 7,11 is used to rule out
collisions only when the number of blocks in the two messages are equal and the last block of one
is full while the last block of the other is partial. Since, the number of blocks in the two messages
are equal, &,,s for both the messages are also equal and they cancel out leaving only I,11. We are
then back to the analysis of iPMAC.

By the above argument, the PRF-bound obtained for iPMAC also holds for miPMAC. Let ¢ and
o > q be positive integers. Then

(7q + 2)0'

f
Advyipmac(e,0) < on

(25)

5.2 VPMAC

Fix positive integers £ and n with £ > n and let & = {0,1}¥ and Y = {0,1}". Let p: U — Y be
a uniform random function. The natural additive operation on equal length binary strings is .
If x and y are unequal length binary strings, we define x@®y to be the binary string obtained by
XORing the shorter string into the least significant bits of the longer string. For an n-bit string X,
by bot(X) we will mean the n least significant bits of X; by top(X) we will mean the (¢ —n) most
significant bits of X. We define a function VPMAC which can handle strings of lengths greater than
or equal to ¢ (and of length at most 2¢/2).

Let ¢ be a function satisfying Definition 8. Given any binary string z, with len(x) > ¢, let
(str, P1,..., Py) be the output of Format(x, ¢) given in Table 2 which also defines the values of m
and r. Note that len(str) = £ and so it is possible that the other part consisting of Py, ..., P, is the
empty string. Let v = p(str) € Y and § = p(7]|0°™).

Define VPMAC, to be a function

VPMAC, : z — Cp,

where C; = p(D;) for 1 <1i <m and

6, (i) l<i<m-1,
(CL @ ®Cp1)® P, t=m>1,r=1{

D= (Ci & ®Cpe1 @ ¢y(m))®& P i =m > 1,7 < 4 (26)
S Py t=m=1r=1¢
(08 ¢y (1)& Py i=m=1r<t

Figure 2 shows how a 4-block message is processed using PCS and VPMAC. The message lengths,
however, are different. PCS processes 4n bits, while VPMAC processes 4¢ bits. In general, PCS
requires 1+ [len(x)/n] invocations of p to process a message x, while VPMAC requires 1+ [len(z)/¢]
invocations of p. Thus, VPMAC requires approximately a fraction n/¢ of the invocations of PCS.

The following result is obtained in a manner similar to that of Theorem 4, the only difference
being the fact that the uniform random permutation 7 is replaced by the uniform random function
p. This results in a slightly better bound.
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PCS VPMAC
1P 2P;  3]|P5  4||P;  0llesum P Py Py Py
I I I*
p P p P p P p P p
Ty Ts T3 Ty tag 4 Cs Cs tag

Fig. 2. Tag generation using PCS and VPMAC. In PCS, esum =T1 @ T> ® T3 ® T4. In VPMAC, I; = ¢4(i); A = 0"
if the last block is full and A = ¢,(4) if the last block has been padded; and sum = Cy & C> & Cs.

Theorem 5. Let q and o > q be positive integers. Then
(6g+2)o
AL ’
As in the case of iPMAC, Proposition 4 tells us the following. By fixing the first ¢ bits to a fixed

string fStr, we obtain a PRF VPMAC, ¢s¢, which can handle strings of lengths greater than or equal
to 0 and has advantage upper bounded by (6¢ + 2)(o + q)/2".

Advypmac(g, o) <

Remark. The masking strategy that we use for VPMAC is not the only possible one. In fact,
the tweak-based approach used for PMAC can be adapted to work with compressing functions.
However, this would also require discrete logarithm computations. Since one of the objectives of
this work is to do away with such computations, we do not adopt this approach.

6 Authenticated Encryption

Let N and X be finite non-empty sets of binary strings and let F,,[N, X] be the set of functions

N xX — X x{0,1}" such that if f(N,X) = (Y,tag), then len(X) = len(Y"). Here N is called

the set of nonces. Typically, V' will be the set of all binary strings of certain fixed length. Given a

fN xX — X x{0,1}", we define the following notions.

L. fmain . A7 x X — X is defined to be fM¥M(N, X) =Y if f(N,X) = (Y, tag).

2. The function f is said to be an AE-function if for every N € N/, frain(.) = RN LY s a
length preserving permutation. The invertibility of f};?ain ensures that decryption is possible,
i.e., given Y, it is possible to obtain X.

3. For an AE-function f, f : N x X — {0,1}" is defined to be f(N,Y) = tag if f(N, X) = (Y, tag)
for some X € X. Due to the invertibility of fﬁain, it follows that fis well defined. The function
f is said to be the authentication function associated with f.

4. For an AE-function f, f~ : N x X — X x {0,1}" is defined to be f~(N,Y) = (X, tag) if

f(N,X) = (Y,tag). Note that the tag is in fact equal to f(N,Y).

An AE-function is required to satisfy two security properties — privacy and authenticity.
Let f be a random AE-function and f* be a function distributed uniformly over F, [N, X].
Privacy is defined as indistinguishability from random strings. For defining privacy, an adversary A
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is assumed to have oracle access to f, i.e., for 1 < i < g, A can adaptively query f on (N(), P(s))

and get back (C (s) tag(s)) in return. There is, however, a restriction on A: the nonces of two different

queries cannot be equal. Such an adversary is called nonce-respecting. Finally, A outputs a bit. As

before, A = 1 denotes the event that A produces 1 as output after interacting with the oracle f.
The advantage of A in breaking the privacy of f is defined to be

AdVDT(A) = Pr[Al = 1] - PrfAl” = 1), (27)

By a (g, 0)-adversary we mean an adversary .4 which makes at most ¢ queries and has query com-
plexity at most o. The resource bounded advantage Advprw(q, o) is the maximum of Advpm(A)
taken over all (¢, 0)-adversaries A.

We can think of privacy-advantage of f as the PRF-advantage of f with respect to nonce-
respecting adversaries. We also define the privacy-advantage of f™2 in a manner similar to that
of (27). Note the following simple result.

Proposition 6. Let f be an AFE function. Then

AdvPY (q, )<Adv?riv(q,0).

fmam

In defining authenticity, an adversary A is given oracle access to f. Queries (N () x (S)) to f
are made adaptively by A with the restriction that no two queries are equal and that the nonces
N are distinct. The responses (Y(s),tag(s)) to the queries are provided to A. Suppose that a total
of (¢ — 1) such queries are made. Finally, A outputs a forgery (N@,Y (9 tag(@). The restriction
on the forgery is that (N@, V(@ tagl®) £ (N®) Y tagl®)) for all 1 < s < ¢ — 1. There is no
restriction on N@ and it can be equal to one of the earlier N()’s.

If there is an X9 such that f(N(@, X(@) = (Y(9) tagl@) then A is said to be successful. Let
succ(A) denote the event that A is successful. The advantage of A in breaking the authenticity of
f is defined to be

AdviT(A) = Prlsucc(A)]. (28)

The resource bounded advantage Adv3” auth(; &) denotes the maximum of Advae'aUth(A) taken
over all adversaries A making at most g queries and having query complexity at most o.

The following result relates the authentication property of an AE-function to the privacy of
fmain and the authenticity of f. The function f maps N x X to {0,1}" and its authenticity is
defined as in (13).

Proposition 7. Given an AE function f, we have

Adv?e—auth(q’ ) < Adv?;ll\;m( )—i—AdVaUth(q, )
Proof. Consider an adversary A attacking the authenticity of the AE-function f. Queries by A are
of the form (N®), X(*)) and the outputs of the oracle are of the form (Y®) tag(®), 1 < s <¢q—1,
where ¢ is the number of queries. The final query is a forging query of the type (N @, y(@, tag(q)).
Let po be the probability of succ(A).
Consider an adversary B which has f as oracle. B simulates A’s queries as follows: given
(N(S),X(s)), B generates a uniform random string Y(®) of the same length as X(®) and queries
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its oracle with (N(), Y () in return it gets tag(®) and sends (Y*), tag(®)) to A. Finally, B outputs
whatever forgery that A outputs.

Let p; be the probability of succ(.4) when the queries of A are simulated by B as mentioned
above. Clearly, p; is also equal to succ(B). The difference between pg and p; is that Y is chosen
uniformly at random instead of the being the output of f on (N, X). This shows that pg — p1 <
AdvP (q,0). Now,

fmall’l

AV (g ) = po = (po — p1) + ;1
< Advl;m(q, o) + succ(B)
< Advl})rlv(q, o)+ Adv%u'”h(q, o).

O

The advantage of Proposition 7 is that it reduces the task of proving the authenticity of an AE

function f to that of proving the privacy of f and the authenticity of ]? . Separated in this manner,

the two individual tasks are easier to carry out compared to the monolithic task of directly proving

the authenticity of f. At the same time, we also note that this approach may give us a slightly

weaker security bound than what can be obtained directly: the degradation would be by at most a
factor of 2.

Proposition 8. Given an AE-function f, define another AE function h as follows: h(N,X) =
(Y, g(tag)), where f(N,X) = (Y,tag) and g : {0,1}" — {0,1}" is a regular function. Then

1
AdVie (g, 0) < o + AV (6,0) + AdvE (g, 0).

Proof. From Propositions 2, 3 and 7 we have

Advy® auth(q o) < AdvPY (q,0) + Advauth(q, o)

pmain

= AdVPLE (g.0) + Advi™ (g, 0)

fmaln

1
= i T AV (0.0) + AdVP(g.0)

2t fmam

=L AP (g0) 4+ Advprf( o).

2t fma.ln

O

Note. In analysing the PRF-property of f we have not constrained the adversary to be nonce-
respecting. The security model for authentication of AE protocol, however, requires the nonces in
the queries to be distinct and only the nonce in the forgery attempt is allowed to be equal to one of
the nonces in the queries. So, requiring fto be a PRF is an overkill. It is sufficient for fto satisfy
a weaker security requirement as discussed below.

6.1 PRF Against Almost Nonce-Respecting Adversaries

Let f be an AE function and consider f An adversary attacking the PRF property of f has
only one restriction on the queries, namely, two queries (N, Y(®)) and (N®),Y®)) cannot be the
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same. Now suppose, that the following additional restriction is made: for 1 < s <t < ¢ — 1,

s) % N (1), Note that there is no restriction on N@ which may or may not be equal to one of
NG for 1 < s < g—1. Adversaries of the above type will be called almost nonce-respecting (ANR).
(If the restriction of distinctness is also imposed on N (@, then the adversary is nonce-respecting.)
The ANR-PRF-advantage of f with respect to an almost nonce-respecting adversary A is defined
to be

AdV?nr-prf(A) _ Pr[Af = 1] _ Pr[Af* = 1], (29)

The resource bounded advantage is defined as usual to be Adv?nr'prf(q, o). In the definition of
authentication security of an AE function, an adversary is actually restricted to be ANR. In view
of this, the following weaker version of Proposition 8 can be obtained.

Proposition 9. Given an AE-function f, define another AE function h as follows: h(N,X) =
(Y, g(tag)), where f(N,X) = (Y,tag) and g : {0,1}" — {0,1}" is a regular function. Then

1
Advie auth(q7 o) < 5 + Advl;fxll‘z;m( o)+ Advanr prf(q’ 7).

Suppose f1: N xX — {0,1}" and f; : H — {0,1}" are independent random functions. Consider

the function f3: N x H x X — {0,1}" defined as f5(N, H, X) 2 f1(N, X) @ fo(H). Since f1 and
fo are independent functions, it is easy to show that

f f f
Adv?:f (q,0) < Advljflr (q,0) + Advpr (q,0). (30)
Now consider the following more complicated scenario. Let
=N x X)) JWNV xH x X)
and consider a function fy : S — {0,1}" defined as follows:
£, X) = fi(N, X);
f4(N7H7X) = f3(NaH,X) = fl(NaX) SV fQ(H)

The f4 so defined is not a PRF and is easily demonstrated by four queries:
1. (N®, XM) returning Y fl( X(l))
2. (N U,H(l) xM) returmng Y@ fl( D XMy e fo(H )
3. ( ), X®) with (N®), X(?)) 75 (N (1),X(1)) returning Y = f1I(N®?), X)),

), HD X)) returning YW = f1(N®, X)) @ fo(H )

Then fo(HD) = YD gY@ = v ¢ Y™ showing that f; is not a PRF. The problem arises
due to the fact that it is allowed to query f; on (NM, XW) (N O xM) and (N?), X)),
(N @ 7O X (2)). Such an adversary is certainly not non-respecting and since two nonces have
been repeated, it is also not almost nonce-respecting. The following, however, can be proved.

AdvE" (g, 0) < AdvD(q,0) + AdVR (g, 0). (31)

In other words, if we restrict to almost nonce-respecting adversaries, then the ANR-PRF-bound
for f4 is upper bounded by the sum of the PRF-bounds for f; and fs. From Proposition 9, this is
sufficient to reason about the authentication security of an AE function.
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Note. The discussion in this section will become relevant when we analyse the authentication of
AEAD constructions.

6.2 Constructions

Two schemes for block cipher based parallel authenticated encryption are described. As in the case
of authentication, the description is in terms of a uniform random permutation 7 of {0,1}". The
constructions are called PAE and PAE-1. Table 6 shows the encryption algorithms while Table 7
shows the decryption algorithms. By only PAE and PAE-1, we will denote the encryption algorithms
which are AFE functions.

As in the case of presentation of the explicit algorithm for iPMAC, we have chosen clarity over
efficiency and the efficiency issues mentioned in that context are also applicable here. The I';s would
not be pre-computed, instead, I; will be computed from I;_; by a single application of ¢. If the
application requires to handle strings of length less than or equal to n, then only the value of § will
be computed.

The difference between PAE and PAE-1 is marked by boxes and consists in applying either 7!
or 7. The difference though small has two consequences.

1. The authentication function PAE of PAE is essentially the function miPMAC defined earlier. On
the other hand, the authentication function PAE-1 is a different one. Thus, in the two cases, the
authentications are achieved in different ways.

2. The encryption algorithm of PAE requires both m and 7~!, but, the decryption algorithm re-
quires only 7! In contrast, the encryption algorithm of PAE-1 requires only 7 and the decryp-
tion algorithm requires both m and 7—!. This can have consequences for actual implementation.
If the decryption module of the AE scheme is desired to be implemented in small size hardware
then PAE is preferable, whereas if the encryption module is desired to be implemented in small
size hardware, then PAE-1 is preferable.

. 2 2 2

Theorem 6. Let q and o > q be positive integers. Then Advhag (q,0) < (0—2{;(]).
' 2(0 + 2q)?
Consequently, AdvE:;main (q,0) < —

Proof. Let A be a (¢,0)-adversary, i.e., A makes a total of ¢ queries and provides a total of o
n-bit blocks in all the queries. This also includes the n-bit blocks for the nonces. Recall that A is
restricted to be nonce-respecting, i.e., A cannot repeat a nonce.

The s-th query is of the form (N(®), P(*)) and gets back (C®), tag(*)) where len(P(*)) = len(C(*)).
Note that the output of Format(P®) n) is (Pl(s), e ,Pr(,f()s)) and the output of Format(C®), n) is

c,....c¥)).

m

For 1 <s<gand0<i<m® +1, define

AES) — P(S()s) ® F(S()S) ifi= m(s) and T(S) = n;
Pm(s) @ Dm<5> ifi= m(s) and ,r.(s) < n;
tag(s) ifi=m® + 1;
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Table 6. Two schemes for parallel authenticated encryption. Here N is an n-bit string and P is a binary string of
length greater than or equal to 0. The call to Format(P,n) defines the values of m and r.

1.
2.
3.

® N o

9.

PAE.Encrypt,. (N,

10.
11.
12.
13.
14.
return (C1, ...

P).
(P, . ,.,Pm) = Format(P, n);
y=n"YN); Iy = ¢ (i) for 1 <i < my
eeyCm_1) =ECB.(P,®I1,...,
ST, ..., [m-1);
if (r =n) then
Cr =7(Pr ® I'py) ® Iy
sum=P1 @ - @ Pn—1® Cn;
else
tmp = 7 (bin, (r) © In);
D, = Py, @ tmp; T, = First,(Dm);
Con = T |(1077 1),
sum =P, @ D Prn—1 D Cp, & I'my1;
if m =1, then
§ =7 (7); sum = sum @ §;
tag = 7~ (sum);
,Cm71,Tm,tag).

Pro1 ® 1) 3

1.
2.

® N> ok

9.
10.
11.

PAE-1.Encrypt_ (N, P):

12. if m =1, then

13. 0 =7(y);|sum =sum @ §;
14. | tag = w(sum);
return (C1,...,Cm—1,Tm, tag).

(P1,...,Pmn) = Format(P,n);

y=7(N); | i = ¢4(i) for 1 <i<m;

(Ci,....0m1) =ECB.(PL & I, ...,
@([H,. --,mel);

Pro1 ® Lm-1)

if (r =n) then
Cm :W(Pm@rm)@FWM
sum=P1 & - B Prn_1P Cn;
else
\ tmp = 7 (binn (r) & Im); \
D,, = P, ® tmp; T, = First,(Dy,);
Cin = Tw|(10"7771);
sum=P, @& - D Pp1 D Cry & I'my1;

Table 7. Decryption algorithms for the two schemes shown in Table 6. The call to Format(C, n) defines the values of
m and 7.

PAE. Decrypt (N, C, tag): PAE-1.Decrypt,. (N, C, tag):

1. (Cy, Cm) = Format(C, n); 1. (Cy,...,Cn) = Format(C,n);

2. y=m (N) I = ¢,(i) for 1 < i < my 2. y=7(N); I = ¢4(2) for 1 <i <m;

3. (Pi,...,Pm_1) =ECB,1(C1 ®I1,...,Com1® Do_1)||3. (P1,..., Pm1) =ECB,_1(C1 @ I1,...,Com1 @ Du1)
@(Fl,...,Fm_l); @(Fl,...,Fm_l);

4. if (r =n) then 4. if (r =n) then

5. Pm:W71(07rz@Fm)®Fm; 5. P'rn:ﬂ'il(om@l—‘m)@]jm;

6. sum=P, ® - D Ppn_1® Cpn; 6. sum=P; ® - D Pn_1® Chn;

7. else 7. else

8. tmp = 77 (bin, (r) ® I'm); 8. tmp = mw(bin, (r) ® I'm);

9. Sm = First, (Cy @ tmp); 9. Sm = First,(Cp, ® tmp);

10. sum:Pl@---@mel@Cm®Fm+1; 10. Sum:P1®~~~@Pm71@Cm€BFm+1;

11. if m = 1, then 11. if m = 1, then

12. § =7n"1(y); sum = sum @ §; 12. 0 = 7(y); sum = sum @ §;

13. tag’ = w'(sum); 13. tag’ = m(sum);

14. if (tag’ # tag) return L; 14. if (tag’ # tag) return L;

return (Pi, ..., Pm—1,5m). return (P1,..., Pm—1,S5m).
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only full blocks last block is partial
sum
tag
sum=P, ® P D P;sDHCy Cy = T4||(10ni7‘71)7 sum=P, ® P D P;sDHCy

Fig. 3. Encryption using PAE: v = 77 (N); I = é(i).

only full blocks last block is partial
sum
tag
sum=P &P o P;®Cy Cy=Tu||A0" " N, sum =P, P, ® Ps® C4

Fig. 4. Encryption using PAE-1: v = w(N); I = ¢~ (7).

N©) i i = 0;
¢ e i1 <i<m® 1
Cr(j<s> © 75153) if i = m® and r(® = n;
bin, (r®)) & rs()s) if i = m® and 1) < n:
Ag )SE)B @ Afn%(s;)_l © iti=m® +1,m® > 1 and r® = pn;
@Fl ® @Fm(s) 1 @Cm(s)
() (s)
A (se)9 o Am((ss)) ! (s) (s) if i =m® +1,m > 1 and r < n;
®I & &I <, 1 D Cm(5> ©® Fm(s)_H
C%S) fan) 5(8) if 4 = 2,777,(8) — 1 and T‘(S) —n;
) @ 56 @ 1) 52 2 m® — 1 and v <m
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If m®) = 1, then 6 is required and is obtained as 7~ 1(7(*)) so that 7(6¢)) = v(*). We let S be
the set of all such §(®) corresponding to m(®) =1 and let 7 be the set of corresponding 4(*). If m(*)
is different from 1 for every s, then the sets S and 7 are empty.

From the description of PAE it follows that BZ-(S) = F(AES)). We define the following sets of
random variables.

Dls) — {A((]S),-~-7Am<5)+]_}; R() — {Bés)a""Br(:?S)—i-l};

q q
D=SulJD¥; R=7Tu|JRWY.

s=1 s=1

The number of elements in either of D or R equals Zgzl(m(s) +2) + #S < 0 + 2¢q. Note that o is
the query complexity which is the total number of n-bit blocks provided by the adversary in all its
queries and so o = >7_, (m(®) +1).

Assume that for any query, the quantities C’fs), cees ij()s) ,tag(®) are chosen uniformly at random
and independent of the previous choices. These are then returned to the adversary (only the first
(%) bits of CT(;:()S) is provided). Let Coll(D) be the event that two random variables in D take the
same value and similarly define Coll(R). Further, let Coll = Coll(D) Vv Coll(R). As is standard, it is
possible to show that

Adv(A) < Pr[Coll].

The task now reduces to bounding the probability of Coll. Note that, (%) = 7(N{)). Since the
adversary is nonce-respecting, the values N®) are distinct so that applying the uniform random
permutation 7 on these ¢ values ensures that each v(*) is uniformly distributed over IF and the joint
distribution of the v(¥)s is uniform over Xq(IF). So, the probability that two of the I's are equal is
at most 1/(2" — 1) < 1/2"~ . Further, FZ-(S) = ds) (1), ie., FZ-(S) depends on the actual value of the
nonce N provided in the s-th query. The XOR-universality of ¢ shows that for 1 < i < j < 2" —2
and for any § € IF, Pr[FZ.(s) s Fj(s) =] =1/2".

Using the randomness of the s, the randomness of the C's and the randomness of the tags, it
is possible to show that for any two elements in D, the probability that they are equal is at most
1/2"~1. This is a routine case analysis and depends on the XOR universality of ¢. Since the number
of elements in D is o + 2¢, the probability of Coll(D) is at most (¢ +2q)(c +2¢—1)/(2 x 2"~ 1). In
a similar manner, the same bound on the probability of Coll(R) can be obtained so that Pr[Coll] <
(0 +2¢)% /271, O

Usually authentication of an AE scheme is difficult to analyse. Proposition 7, however, makes
the task easier. It reduces the task of arguing about authentication of the entire scheme to the
task of analysing the privacy of the scheme and the PRF-property of the associated authentication
function. Theorem 6 bounds the privacy advantage of PAE™*" So. we only have to analyse the
PRF-property of PAE.

This task is made easy by the simple observation that PAE, is equal to miPMAC_-:. In fact,
PAE was designed so as to achieve this equality. Checking this equality is quite routine and can
be carried out by an inspection of the algorithms given in Tables 6 and 5. Table 7 provides the
description of the decryption algorithm of PAE. Letting T; = 7~ 1(C; @ I}), we have

Pe P, 1=T® Th 11 & Dl
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Thus the quantity I'1 @ --- & I, is part of sum in both PTE7r and miPMAC, -1 The masking of
a padded block by I,+1 is also present in both cases. In the algorithm in Table 7, consider only
the part required to regenerate the tag, i.e., to compute tag’. This means that Steps 8 and 9 can
be omitted and the algorithm ends at Step 13. Now, if we replace each occurrence of 7~! by 7 in
the reduced algorithm, then we get exactly miPMAC, -1.

As a result of this observation, the PRF-bound for miPMAC (which is the PRF-bound for
iPMAC) is also the PRF bound for PAE. This is formally stated in the following result.

Proposition 10. For every N € {0,1}" and binary string C, with len(C) > 0,
PAE, (N, C) = miPMAC,—1 (N, C).
Consequently, for ¢ > 0 and o > g,

o(7q+ 2)'

£ f
Adv%(q,o) = Advpipwac(2,0) < on

This also answers a question attributed to Rivest in [34] which asks whether an AE scheme such
as OCB can be used for authentication. The answer in case of PAE is simple and straightforward.
Fix an n-bit string fStr and then the function PAE, is a PRF. This function can be used for
authentication in the usual manner.

For 1 <t < n, let t-PAE denote the AE function obtained from PAE by truncating the tag to
(the first) ¢ bits. So, n-PAE is in fact PAE. The privacy of ¢-PAE follows from the privacy of PAE.
The authenticity of t-PAE is given by the following result.

Theorem 7. Let 0 > q > 1. Then

i 1 204292 o(7q+2)
h
AdvIGaEh (g, 0) < 5t T o e

Proof. Using Proposition 8, we have

AdvIHAE (g, 0) < % + AV (0.0) + AdVES (g,0).
Now the result follows from Theorem 6 and Proposition 10. O

The privacy of PAE-1 follow in a similar manner and the same bound holds. Following our
approach of authentication analysis, we need to study the PRF-property of PAE-1. This function
is shown in Table 8. Note that PAE-1 uses both 7 and 7—! which is unlike PAE which uses only
7~ L. Thus, the authentication functions of PAE and PAE-1 are different. In fact, the authentication
function for OCB is similar to that of PAE-1 in the sense that OCB also uses both 7 and 7! in the
decryption algorithm. This makes the manner in which authentication is achieved in OCB rather
different from the manner in which it is achieved in PAE.

The differences between PAE and PAE-1 are in Steps 1, 8 and 9, where 7 is used instead of
7~ L. For producing the masks v and ¢ it does not matter whether 7 or 7! is applied. For the two
functions, tag is produced by applying 7~! or 7. This also does not cause any additional difficulty.
In each case, the argument boils down to showing that the different values of sum® 11 & --- DI,
are distinct and are also different from the different values of C; @ I;. This analysis remains the
same for both algorithms and so we omit the details. The final result on PAE-1 is given below and
the bounds are the same as that of PAE.
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Table 8. Description of PAE-1. The call to Format(C,n) defines m and r.

PAE-1,.(N, C):
1. v = w(fStr);
2.for i =1 tom I = ¢ (i);
3.(C4,...,Cn) = Format(C, n);
4.(Pi,..., Pn1)

= ECBW—I(Cl EB Fl, .. .,Cm_1 EB Fm_1);
5.sum:P1@---€BPm,1€BCm;
6. if (r < n) then sum = sum @ I'py1;
7.if m =1, then
8. 0 = m(7y); sum = sum & &;
9.tag=m(sum S I1 D D [1);
return tag.

Theorem 8. Let 0 > g > 1. Then

: 2(0 + 2q)?
priv
Advppe(g,0) = ————
] 1 (0+29)2+0*  o(7q+2)
th
Atha_ePf/_i\lé_l(q, 0') < ? + on + on ’

7 Authenticated Encryption with Associated Data

In many applications (such as encryption of IP packets), along with the message and the nonce,
there is an additional binary string called the associated data (or header). The requirement is to
authenticate the header but not to encrypt it. The input to the encryption algorithm is a triple
(H, N, P), where H is the header, N is the nonce, P is the message and the output is (C,tag),
where C' is the encryption of P and tag authenticates both H and P.

The notion of AE can be easily extended to obtain the formal definition of an AEAD scheme. Let
H, N and X be sets of binary strings and let F,,[N, H, X] be the set of functions f : N x H x X —
X x {0,1}" such that if f(N,H,P) = (C,tag), then len(P) = len(C'). Here, H is the set of all
possible headers and N is the set of all possible nonces. Typically, H can consist of variable length
strings while A is {0,1}".

If we define N/ = N x H to be the set of nonces, then we go back to the formal framework
for AE functions. In this case, we have the set of nonces N’ to consist of possibly variable length
strings. The security notions of privacy and authentication for F,,[N’, X] are exactly the notions for
FnlN, H, X]. These coincide exactly with the security notion of AEAD schemes introduced in [34].
We will use the notation Adv®2d-2uth ¢, denote the authentication security of an AEAD scheme.

In this case, the query complexity o also counts the number of n-bit blocks formed from the
headers provided as part of the different queries. We divide the query complexity into two parts op
and op, where oy is the number of n-bit blocks obtained from the headers and op is the number
of n-bit blocks obtained from the nonces and the actual messages.

A simple AEAD scheme can be obtained by combining PAE and iPMAC and we call this PAEAD.
A similar construction is also obtained by combining PAE-1 and iPMAC which we call PAEAD-1.
The descriptions are given in Tables 9 and 10. A t-bit tag is produced and consequently, we will
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refer to the PAEAD scheme as t-PAEAD scheme and similarly for PAEAD-1. Considering PAE to be
an AE-function, the notation PAE™ is defined as in Section 6. Similarly for PAE-1.

Note. PAEAD requires both 7 and 7~! during encryption and only 7! during decryption; whereas
PAEAD-1 requires only 7 during encryption and both 7 and 7! during decryption. This difference
is inherited from a similar difference between PAE and PAE-1 and the fact that iPMAC uses 7! in
PAEAD whereas iPMAC uses 7 in PAEAD-1. For implementation in hardware or resource constrained
devices, the decryption algorithm of PAEAD will be smaller while the encryption algorithm of
PAEAD-1 will be smaller. The actual strategy to be adopted will depend on the application.

Table 9. Parallel AEAD schemes. PAEAD is obtained by combining PAE and iPMAC, while, PAEAD-1 is obtained
by combining PAE-1 and iPMAC. Here 1 <t < n is a fixed value; g : {0,1}" — {0,1}" is a regular function; and fStr
is a fixed n-bit string.

| PAEAD.Encrypt, s, (N, H, P) I PAEAD-1.Encrypt, ,, (N, H, P) |
1. if H is null, return PAE.Encrypt_(N, P);||1. if H is null, return PAE-1.Encrypt, (N, P);
2. (C,tag,) = PAE.Encrypt,. (N, P); 2. (C,tag;) = PAE-1.Encrypt_ (N, P);
3. w=7"1(fStr); 3. v =mn(fStr);
4. tag, =iPMAC, -1 ,(H); 4. tag, = iPMAC, ., (H);
5. return (C, g(tag, @ tag,)). 5. return (C, g(tag; @ tag,)).
Table 10. Decryption algorithms for the schemes shown in Table 9.
| PAEAD.Decrypt, . (N, H, C, tag) I PAEAD-1.Decrypt,, . (N, H, C, tag) |

if H is null then return PAE.Decrypt_(N, C,tag);
(P7 tagl) = PAE;(N7 C):

v =7 (fStr);

tag, = iPMAC, -1 ,(H);

if (tag # g(tag, P tag,)) return L;

return P.

1. if H is null then return PAE-1.Decrypt_(N, C, tag);
2. (P,tag;) = PAE-17(N,C);

3. v = 7(fStr);

4. tag, = iPMAC, . (H);

5. if (tag # g(tag, @ tag,)) return L;

6. return P.

S otk e

Privacy of the construction is easy to obtain and the analysis is similar to that of PAE.

Theorem 9. Let ¢ and 0 > q be positive integers. Then Advpapap(q,0) < —n
' 2(0 + 2¢)?
priv
Consequently, AdVPAEADmam(q, o) < o

For authentication we need to consider the function PAEAD. Let PAEAD ¢t (N, H, P) =
(C,tag) and v = 7 1(fStr). Then from the definition of PAEAD, the following holds.

e If H is null, then

PAEAD; s(N, H, P) = PAE.(N, P) (32)
= miPMAC, -1 (N, C).
e If H is not null, then
PAEAD,, (st (N, H, P) = PAE,(N,C) © iPMAC, 1 ,(H) (33)
= miPMAC,—1 (N, C) & iPMAC, -1 (, v, H)
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Similar equations can be written for PAEAD-1.

The analysis of PAEAD is based on ideas in Section 6.1. The functions miPMAC and iPMAC are
both PRFs. However, they are not independent functions in PAEAD, since the same 7! is used
for both of them. We will see how to tackle this difficulty a bit later and for the moment suppose
that these are independent. Then using (31), we get a upper bound on the ANR-PRF-advantage of
PAEAD. Using Proposition 9 this is sufficient to show the authentication security bound of -PAEAD.

Now we turn to the question of how the issue of non-independence of miPMAC and iPMAC can
be tackled. Let £ be the event that the set of inputs to 7—! in miPMAC is disjoint from the set
of inputs to 7=! in iPMAC. (Consequently, the set of inputs to m in miPMAC will also be disjoint
from the set of inputs to 7 in iPMAC.) Then the PRF bounds for the individual functions would
hold and using standard arguments we obtain

_prf f f
dV,iZEEVEYD (4,0) < Advyipyac(@,0) + Advipyac(a, o) + Pr(€]. (34)

Proposition 9 gives

aead-auth 1 priv anr-prf
AdviEAEAD (¢,0) < 5 + AdVPAEADmain(% o)+ AdVPKEvAD(q, o)

1 .
priv
37 T AV eapmain (47

f f
+AdvE byac(@, o) + Advipyac(a, o) + Pr[E]. (35)

<

The task, thus, reduces to bounding Pr[€]. The event £ represents the separation of the inputs for
7! in the message and header part. The literature provides different techniques for such separation
of inputs. These include using independent keys [34], and using tweakable block ciphers [35].

In our case, however, this is achieved differently. In the PAE part, the masks are obtained from
v which is obtained as 7~ (V). On the other hand, in iPMAC part the masks are obtained from
71 (v) = 7~} (m~1(fStr)). Since, the probability that N is equal to 7~ !(fStr) is 1/2", we obtain an
effective separation of the masks. We consider this in more details.

First consider the inputs and outputs to 7' determined by miPMAC,—1(N®),C®)). For the
s-th query, let AES) and Bl-(s) (1<i< m(s)) be the different inputs and outputs to m, so that
77*1(31»(5)) = A, The expressions for Ags) and BZ(S) are given in the proof of Theorem 6. Note that

i
each Bi(s) is masked with either 6¢*) or with the XOR of one or more of the Fi(s)s.
Next consider the inputs and outputs to 7! determined by iPMAC, -1 (v, H (5)). Such calls are
made only if H®) is non-null. Let the number of n-bit blocks in H®) be k(*) and let the length of

the last block before padding be p8). Denote the blocks as Hfs), el Hlifz) These blocks are the

output of Format(H (), n) which also defines the values of k() and p(®). Let TZ-(S) = W_l(Hi(S)) for
1<i<k® —1; and let iPMAC, -1 (v, H®) be denoted by htag(®).

Let w=7"1(v), ¥ = 7~ (w) and £2; = ¢,,(4). Since fStr does not depend on the queries, neither

do the £2;s or v or 9. For 1 < s < ¢, if H®) is non-null, then let Ei(s) for 1 < i < k(®) be the different

inputs to 7 and Fi(s) be the different outputs of 7 (and so are inputs to 7~ 1), i.e., 7T(EZ-(S)) = Fi(s).
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The different Fl-(s)s are as follows.

HY & 60 if (k) =1 and () = n);

H{s) @56 @ (8) if (k;(s) =1 and p® < n);
(s) (S) ( ) (S)

H(ls) ® I ( )Hks 1 ?)Fk@) U3 if (k) > 1 and p®) = n);

El @ Ek;é 1 @ H (5

Hl EBFl g Hks 1@Fk(g) 1’ }lf (k(s) >1andp(s) <’)’L)

BV o5, 0 HY) oI

Note that other than the case when k(*) > 1 and p(®) = n, in all other cases, either 9, or some §2;
(s)

or a XOR of {2s occur as a component of F;
of the following occur.

. We are interested in the event €& which holds if one

1. Some B§t) is equal to some FIE(S)), where k() > 1 and p(™ = n.
2. Some Bj(t) is equal to some FZ-( ),
3. Some BY is equal to either v or w or .

<.

Each Bj(-t) has a component which is either §®), or I j(t) or a XOR of some of the I'®s. For a fixed
7, Fj(t) uniquely determines (). Similarly, for a fixed i, £2; uniquely determines w. Here both i and
j are greater than 1.

Consider the event Fj(t) = v, i.e., gbv(t)( ) =wv. If N(t) = fStr, then fy(t) = v; since j > 1, from
Definition 8, we have Pr[¢, ¢ (j) = v] = 1/2". If N® £ fStr, then since ) = 771 (N®) and
v = 7w 1(fStr), the pair (y(),v) is uniformly distributed over xo(IF). Again from Definition 8, it
follows that Pr[¢. v (j) = v] = 1/(2" — 1). So, in both cases, Pr[Fj(t) =] <1/(2" - 1).

(t)

Now consider the event I} = w, i.e., ¢ 1 (j) = w. The analysis is similar, the difference being
that in this case w = 7~ !(v) and so the event N®) = v holds with probability 1/2". Using this it is

possible to show that Pr[Fj( ) = v] < 1/2"71. A similar analysis holds for the events I’ r =9 and

J
Y =,
These show that the events in Points 2 and 3 above hold with probability at most 1/2"~!. For

the event in Point 1, F( )) = E(s) - @ E,(;)_l &3] H,(;()s)' Since k(*) > 1, there is at least one Ei(s)
in the expression for Flg(g The probability that this is equal to I’ j(t) can again be shown to be
bounded above by 1/2"1. So, the event in Point 1 also holds with probability at most 1/2"71.

As a result of this analysis, we obtain Pr[€] < ogop/2" ! < 0?/2""L. This finally leads to the
following result.

Theorem 10. Let 0 > g > 1. Then

] 1
Advissash(g o) < = +

< 57+ g X (020 + 11 +2) + 4¢%).

The analysis of PAEAD-1 is similar and results in the same bounds.
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Theorem 11. Let o0 > q > 1. Then

2(0 + 2¢)*
on ’

1 1
d-auth
AdviBAERRL (¢, 0) < ot ton1 X (0(20’ +11g +2) + 46]2) :

Advppgap-1(¢,0) <

8 Discussion and Comparison

There are several [16, 12, 35] other single-pass schemes for authenticated encryption with or without
the option of supporting associated data. These include sequential as well as parallelizable designs.
Among these, the most famous is OCB [35] which is a parallelizable design. All parallel schemes,
including the ones proposed in this work, share a common feature. Each message block is masked
before being encrypted by the block cipher and the output is also masked. There are differences in
the manner that the masks are generated and in the way a possible partial last block is handled.

Authentication and authenticated encryption. Our basic premise is that the authentication
security of an AE scheme can essentially be derived from the PRF-property of an associated func-
tion. As a result, we first designed an authentication scheme and showed that it is a PRF. Then
the AE scheme was designed so that the authentication function of the AE scheme can be easily
seen to be (a simple modification of) the previously designed PRF. This makes the analysis of
authentication security of the AE scheme almost trivial. We note that in schemes such as TACBC,
IAPM [16] and OCB [35], it is the analysis of authentication security which is the complicated part.

Avoiding design stage discrete logarithm computation. It has already been mentioned that
our approach does not require the computation of any discrete logarithms. Further, avoiding this
computation does not cause any slow down in the generation of the masks. In any implementation,
the representation of IF as a tower field will be provided by two polynomials as described in Section 4.
Changing these to any other pair (subject to the second one being primitive over the intermediate
field) will provide a secure algorithm. Thus, the new AEAD schemes provide a family of easily
reconfigurable designs with the same efficiency.

Efficiency. The masks in the new AEAD schemes are to be generated using the word oriented
LFSR approach described in Section 4. OCB, on the other hand, uses the powering up method
which is about two times slower than the word oriented LFSR approach. As discussed in Section 4,
this leads to a small speed-up in the overall time for processing a message.

More Variants. For OCB, the encryption algorithm requires only Ex and the decryption algo-
rithm requires both Ex and El_(l. Here two AE schemes have proposed — PAE and PAE-1 as also two
AEAD schemes — PAEAD and PAEAD-1. For PAE and PAEAD the encryption algorithms require
both Fx and E;(1 whereas the decryption algorithms require only EI_(I. In contrast, for PAE-1 and
PAEAD-1 the encryption algorithms require only Fx whereas the decryption algorithms require
both Fx and EI_(I. OCB corresponds to the second case. For hardware and resource constrained
implementations, the first case will lead to a smaller decryption module whereas the second case
will lead to a smaller encryption module. Efficiency and security for both cases are same. This
aspect provides a designer with more flexible choices and underlines the fact that the new approach
has significant differences to OCB.
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Handling of the last block. If the message consists of only full blocks, then the new schemes
do not distinguish between the last block and the other blocks. The distinction arises only when
the last block is partial. For many applications, messages consist of only full blocks and the new
schemes will be simpler to implement for such applications. In contrast, OCB handles the last block
differently irrespective of whether it is full or partial. Thus, an inherent asymmetry is built into
the design even when the application has messages consisting of only full blocks.

9 Conclusion

We have analysed pseudo-random functions for use in symmetric key message authentication. Start-
ing from a useful result by Vaudenay [40] and Bernstein [6], we proved a general result on bounding
the advantage of a PRF built using a uniform random permutation or a uniform random func-
tion. This result is used to analyse parallelizable PRF' constructions which improve upon existing
constructions.

We took a re-look at the problem of constructing and analysing AE and AEAD schemes. On the
theoretical issue, we highlighted several subtle aspects of showing authentication of an AE scheme
and how to use a simple masking technique to securely combine an AE and a authentication
scheme. From a more practical point of view, the new constructions that we describe offer certain
improvements over the previously known constructions.
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