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Abstract. Ring signcryption, a cryptographic primitive to protect secu-
rity and privacy, is an encryption and authentication scheme in a single
logical step which allows a user to anonymously signcrypt a plaintext on
behalf of a group of users that decrypter cannot know who is the ac-
tual signcrypter. In 2009, Zhang, Gao, Chen and Geng proposed a novel
anonymous signcryption scheme(denoted as the ZGCG scheme) which is
more efficient in computational cost and ciphertext length than the re-
lated schemes. In this paper, however, we show that the ZGCG scheme
has not anonymity secure for the receiver, and then we propose an im-
proved anonymous signcryption scheme that remedies the weakness of
the ZGCG scheme. Our proposed scheme satisfies the semantic security,
unforgeability, signcrypter identity’s ambiguity, and public authenticity.
We also give the formal security proof in the random oracle model.
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1 Introduction

The concept of signeryption was first proposed by Zheng [1] that is a cryp-
tographic primitive to performs signature and encryption simultaneously, at a
lower computational costs and communication overheads than the traditional the
signature-then-encryption approach. Followed by the first constructions given
in [1], a number of new schemes and improvements have been proposed [2-5].
Recently, a formal security proof model for signcryption scheme is formalized
in [6]. To achieve simple and safe non-repudiation procedure, Bao and Deng [2]
introduced a signcryption scheme that can be verified by a sender’s public key.
A distinguishing property of ID-based cryptography is that a user’s public key
can be any binary string that can identify the user’s identity, while private keys
can be generated by the trusted Private Key Generator(PKG). Several ID-based
signeryption schemes have been proposed [7-11].

Ring signcryption [12,13,15] is an important method to realize the sign-
crypter identities’ ambiguity that motivated by ring signature [14]. The receiver



only knows that the message is produced by one member of a designated group,
but he cannot know more information about actual signcrypter’s identity. To
obtain that the signcrypter can authenticate the ciphertext was produced by
himself, an authenticable anonymous signcryption was proposed in [15] which
extend an authentication algorithm to let sender prove that the ciphertext is
produced by himslef. In [16], Zhang et. al proposed a novel anonymous sign-
cryption scheme(we called ZGCG scheme) that is more efficient. In this paper,
however, we show that the ZGCG scheme is not anonymous for the decrypter
nor public authenticable or verifiable for the third party. Furthermore, we pro-
pose an improved scheme that remedies the weakness of the ZGCG scheme. The
improved scheme has the security notions such as confidentiality, unforgeability,
signcrypter identities ambiguity, and public authenticity.

RoADMAP. The rest of this paper is organized as follows: Section 2 gives a
formal ID-based anonymous signcryption scheme and its security notions. The
ZGCG scheme and its security analysis is described in 3. An improved scheme is
proposed in section 4 and its security is given in section 5. At last the conclusion
is drawn in section 6.

2 Formal Model of ID-based Anonymous Signcryption
Scheme

In this section, we will describe the outline and the security requirements of ID-
based anonymous signcryption scheme. An ID-based anonymous signcryption
scheme consists of four algorithms: SETUP, KEYEXTRACT, ANONYSIGNCRYPT,
and UNSIGNCRYPT.

— SETUP: Take an input 1%, where k is a security parameter, the algorithm
generates a master key s and the system’s public parameters params, which
include a description of a finite message space together with a description of
a ciphtertext space.

KEYEXTRACT: Given an identity string ID € {0,1}*, and system master
key s, this algorithm outputs the private key associated with the I D, denoted
by D[D.

— ANONYSIGNCRYPT: If a user A identified by I D4 wishes to send a message
m to B identified by I D g ,this algorithm selects a group of n users’ identities
by L = UJID;(1 < i < n) including the actual signcrypter ID 4 , and outputs
the ciphertext C.

UNSIGNCRYPT: When user B receives the cipertext C, this algorithm takes
the ciphertext C, L, and B’s private key Dp as input, and outputs plaintext
m when unsigncryption is successful, otherwise it outputs L.

The algorithms must satisfy the standard consistency constraint of ID-based
signcryption scheme as following
C = ANONYSIGNCRYPT(m, L., Da,IDg) = UNSIGNCRYPT(C, L, Dg) =m



2.1 Security Notions

The security of ID-based signcryption scheme was first defined by Malone-Lee
[4,10] that satisfies indistinguishable against adaptive chosen ciphertext attacks
and unforgeability against adaptive chosen message attacks. The anonymous sign-
cryption scheme extends the security about ciphertext anonymity against adap-
tive chosen ciphertext attacks, and public authenticity and public verifiability.

Definition 1. (Confidentiality) An ID-based anonymous signcryption scheme is
indistinguishabe against adaptive chosen ciphertext attacks (IND-IDAS-CCAZ2)
if no polynomially bounded adversary has a non-negligible advantage in IDAS
game.

We define the IDAS game played by a challenger C and an adversary A as
following:

— Inital: The challenger B runs SETUP algorithm with security parameter k,
keeps master key s and gives the params to the adversary.

— Phasei-I: The adversary A performs a series of following queries in an adap-
tive fashion:

KEYEXTRACT queries: A produces an identity I D, C computes the private
key D;p = KEYEXTRACT(ID) to respond to A.

ANONYSIGNCRYPT queries: A generates a group of n identities L. = {ID;}
(i=1,...,n), a plaintext m and a designated receiver IDp. B randomly
chooses a user U; € {ID;}, computes D; = KEYEXTRACT(ID;) and
generates ciphertext C' = ANONYSIGNCRYPT(m, L, D;,IDg) and sends
C to A.

UNSIGNCRYPT queries: A chooses a group of identities L. = {ID;} (i=1,..,n),
a receiver identity 1D, and a ciphertext C. B first generates the privacy
key D, = KEYEXTRACT(ID,), computes UNSIGNCRYPT({ID,},C, D,.),
then returns the result to 4. This result may be the L if C' is an invalid
ciphertext for ID,..

— Challenge: A chooses two plaintexts mg, m; € M, a group of identities L* =
ID} (i=1,...,n), and a designated receiver 1D} on which he wishes to be
challenged. The challenger B picks a random b € {0,1} and computes C* =
ANONYSIGNCRYPT(my, L*, ID%) and sends C* to A.

— Phase-1l: A can ask a series number of queries adaptively again as in the first
stage with the restriction that he cannot make the KEYEXTRACT query on
group L* member nor D%, and he cannot make the UNSIGNCRYPT query
on ciphertext C*.

— Output: Finally, A outputs a bit ' and wins the game if o' = b.

The adversary A’s advantage is defined as Adv(A) = |[2Pr[b’ = b] — 1].

Definition 2. (Anonymity) An ID-based anonymous signcryption scheme is un-
conditional anonymous if for any group of n members with identities £ = |J I D;(1
i < n), any adversary cannot identify the actual signerypter with probability bet-
ter than random guess’s.

IN



That is, A outputs the identity of actual signcrypter with probability 1/n if he
is not the member of L, and with probability 1/(n — 1) if he is the member of L.

Definition 3. (Unforgeability) An ID-based anonymous signcryption scheme is
existentially unforgeable against adaptive chosen-message attacks and adaptive
chosen-identity attacks(EUF-IDAS-CMIA ) if no polynomially bounded adversary
has a non-negligible advantage in the following game:

— The challenger C runs the SETUP algorithm with a security parameter k& and
gives the public parameters to adversary A.

— A performs a polynomially bounded phase-I queries in IDAS game.

— Finally, A outputs a cipertext C* and wins the game if: (1)The C* is a valid
ciphertext under the group users L and receiver ID* such that the result
of the UNSIGNCRYPT(C*,L*, ID*) is not the L symbol; (2)C* was not pro-
duced by ANONYSIGNCRYPT oracle; (3)Group L identities were not performed
KEYEXTRACT queries.

Definition 4. (Public verifiability) An ID-based anonymous signcryption scheme
is publicly verifiable if given a plaintext m and ciphertext C, and possibly some
additional information provided by the receiver, anyone can verify that C' is a
valid message of the sender without knowing the receiver’s private key.

Definition 5. (Public authenticity) An ID-based anonymous signcryption scheme
1s publicly authenticable if anyone can verify that the validity and the origin of
the ciphertext without knowing the content of the message and getting any help
from the receiver.

3 Analysis of the ZGCG scheme

In this section, we review the ZGCG scheme [16], and demonstrate that the
ZGCG scheme is neither anonymous in sender identity for the decrypter nor
public authenticable or verifiable for a third party.

3.1 Review of the ZGCG scheme
The ZGXCG scheme is described as follow four algorithms.

1. SETUP Given a security k, the PKG chooses bilinear map groups (G, G2)
of order ¢ > 2%, bilinear map e : G; x G; — Gy. Let P be a generator of G.
It randomly chooses a master key s € Z; and computes Py, = sP as the
corresponding public key. Next, PKG chooses cryptography hash functions:
Hy : {0,1}* — G, Hy : Gy — {0,1}", Hs : {0,1}" x Gy — Z,, Hy :
{0,1}* x G1 x {0,1}* — G1. The system public parameters are

params = {G1,Ga, e, P, Py, H1, Hy, H3, Ha }.

2. KEYEXTRACT Given an identity /D, PKG computes user public key Q;p =

Hy(ID) and corresponding secret key Drp = sQrp.



3. ANONYSIGNCRYPT Let L = [ J{U;} (i=1,...,n) be a set of users including the
actual signcrypter IDg(S € [1,n]). To signcrypt a message m on behalf of
the group L to receiver IDp, the signcrypter I Dg executes as follows:

— For i =1,...,n(i # s), randomly picks x; €Eg Z to computes R; = z;P;

— Randomly chooses z; €g Zj to compute w = e(Ppup, S 2:Qp), and
sets Ry = 2P — 30 (H3(Ri,w)Qi + Ry);

— Computes ¢ = Ho(w) @m, and U = Y " | 2;P;

Computes S = Y7 | ;Hy(L,U,m) + x5 Ppup, + H3(Rs,w)Ds;

Finally, outputs the ciphertext of message m as C = (¢, S,U, Ry, ..., Ry).

4. UNSIGNCRYPT Upon receiving the cipertext C = (¢, S,U, Ry,...,R,), IDp
uses his secret key Dp to recover and verify the massage as follows:

— Computes w = e(U, Dp), and m = ¢ & w;
— Accepts the message iff the following equation holds:
e(S, P) = e(U, Hs(L,U,m))e(Ppup, iy (R; + H3(R;,w)Q;))

3.2 Security and Anonymity Analysis

We now show the ZGCG scheme is neither anonymous for the ciphertext un-
signcrypter nor publicly authenticable or verifiable for a third party.

1.Anonymity analysis. Only S and R contain signcrypter I Dg and group L
users identity information in ciphertext C' = (¢, S,U, Ry, ..., Ry,). We show that
S =30 xHy(L,Um)+ xsPpy + H3(Rs,w)D; leaks the actual signerypter
identity IDg. We have
e(S,P)=e(X"_, xiHs(L,U,m) + x5 Ppup + H3(Rs,w) Dy, P)

=e(>  x;Hy(L,U,m), P)e(xsPpyp + H3(Rs,w)Ds, P)

=e(U, Hy(L,U,m))e(xsP + H3(Rs,w)Qs, Poup)
The designerypter IDpg can get the value w by e(U, Dg), and check whether the
user U;(1 < j < n) is the actual signcrypter by checking the following equation:

e(zjP + H3(Rj,w)Q;, Pyup) = (S, P)e(U, Hy(L,U,m))~*
It is only the actual signcrypter IDg who can pass through the above checking
equation because it has the generated equation R, = st_Z?:L#S(HB(Ri) w)Qi+
R;) in ANONYSIGNCRYPT algorithm. The other user in L cannot pass through
the checking equation because his z; is randomly picked from Z;, and R; = z; P
is uniformly distributed in G;.

2. Public verifiability and authenticity analysis. We show that the ZGCG
scheme is neither public verifiable nor public authenticable. The verification
equation e(S, P) = e(U, Hy(L,U,m))e(Ppup, Y iy (Ri + H3(R;,w)Q;)) needs re-
ceiver’s decrypting agreeing key w. If a third party want to check the equation,
he must obtain the w. It cannot provide public verifiability. If the decrypting
receiver sends w to a third party, it cannot provide the confidentiality in this
scheme because the third party can decrypt the plaintext by m = ¢ @ w. So the
decrypting receiver cannot leak w to any third party so that the scheme is not
public authenticable.
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Improved Anonymous Signcryption Scheme

To overcome the weakness of the ZGCG scheme, we improve the anonymous
signeryption in this section.

1.

5

5.1

SETUP Given a security k, the PKG chooses groups G; and G5 of prime
order ¢ > 2% (with G additive and G multiplicative), bilinear map e : G; x
G1 — Gg, a generator P of Gy. It randomly picks a master key s € Z; and
computes Py, = sP. Next, PKG chooses hash functions: H; : {0,1}* — G,
Hy : Gy — {0,1}", Hs : {0,1}} x Gy — Z}, where n and [ is plaintext
and ciphertext length. The PKG keeps the master key s and public system
parameters

params = {G1,Ga, e, P, Py, H1, Hy, H3, Ha }.
KEYEXTRACT Given an identity I D, PKG computes user public key Q;p =
H,(ID) and corresponding secret key Drp = sQrp.
ANONYSIGNCRYPT Let L = [ J{U4;} (i=1,...,n) be a set of users including the
actual signerypter I Dg. To signcrypt a message m on behalf of the group L
to receiver IDpg, IDg executes as follows:

— For i =1,...,n(i # s), randomly picks x; € Z to computes R; = z; P;
— Randomly picks zs € Z; to compute w = e(FPpub, S x:Qp), and sets
c= Hy(w) ®&m;

— Computes R, = 2,Q, — Z?:L#S(Hg(c, R)Q; + R;), and U =Y 2, P;
Computes S = (zs + Hs(c, Rs))Ds;

— Finally, outputs the ciphertext C = (¢, S,U, Ry, ..., Rp).
UNSIGNCRYPT Upon receiving the cipertext C = (¢, S,U, Ry, ..., R,), IDp
uses his secret key Dp to recover and verify the massage as follows:

— Checks whether e(S, P) = e(Pyup, Y1, (Ri + Hs(c, R;)Q;)). If the equa-
tion holds, computes w’ = e(U, Dg), then recovers plaintext m = ¢ &
Hy(w'); otherwise outputs L as failure.

Correctness and Security Analyzes

Correctness

If the ciphertext C' is generated in the way described as above algorithm, it has
W' =e(U,Dp)=e(}.!_z;P,Dp) =e(sP,>. " 2,Qp) =w
Furthermore,

C(S, P) = 6((555 + HB(C; Rz))DsaP) = e((‘rst + H3(C» Ri)st Ppub)

= e(Xiy izs(Ha(e, Ri)Qi + Ri) + Rs + Hz(c, Ri)Qs, Ppu)
=e(X" 1 (Hs(c, Ri)Qi + R;), Ppup)



5.2  Security

Theorem 1. (Confidentiality) In the random oracle model, if there is an IND-
IDAS-CCA2 adversary A who can distinguish ciphertexts from the users set
\U{Us} with an advantage € when running in at most qg, queries to H;(1 <1 < 3)
hashes, at most qg key extract queries, qs signcryption queries, qu Unsigneryp-
tion queries. Then, there exists another algorithm B that can solve a random
instance of the DBDH problem with an advantage Adv(B) > (e — %) /q3; .

Proof. Let the distinguisher B receives a random instance (P, aP, bP, cP, h) of the
DBDH problem whose goal is to decide whether h = e(P, P)®*¢ or not. In order
to solve this problem, B runs A as a subroutine and act as A’s challenger in the
IDAS game. We assume that: (1).4 will ask for Hy(ID) before ID is used in any
other queries; (2).4 never makes an UNSIGNCRYPT query on a ciphertext obtained
from the ANONYSIGNCRYPT oracle, and he can only make UNSIGNCRYPT queries
for or guessed ciphertext.

Setup: At first, B sets Ppup = cP as system public key and sends params to
A after running the SETUP algorithm with parameter k. The value ¢ is unknown
to B and is used as the role of the PKG’s master key.

Queries-1: For the key extraction and the signcryption/unsigneryption on the
message m, B simulates the hash oracles(H;, He, H3), KEYEXTRACT oracle,
ANONYSIGNCRYPT oracle, and UNSIGNCRYPT oracle. A can perform its queries
adaptively in which every query may depend on the answers according to the
previous ones.

H1 queries. To response these queries, B maintains the list L; of tuples
(ID,b). When A queries the oracle Hy, B chooses a random number j € {1, ..., qm, }.
At the jth H; query, B answers by Hy(ID;) = bP , otherwise for queries H(ID,)
with e # j, B chooses be €r Z;, answers H; (ID.) = b.P and accords the pair
(ID.,b.) in list L.

H,, H3 queries. When A asks queries on these hash values, B checks the
corresponding lists. If an entry for the query is found, the same answer will be
given to A; otherwise, a randomly generated value will be used as an answer to
A, the query and the answer will then be recorded in the lists.

KEYEXTRACT queries. When A asks a query KEYEXTRACT(ID;), B first
searches the corresponding tuple (ID;,b;) in Ly. If ID; = ID;, B fails and
stops. Otherwise, B computes the secret key D; = b; Py, = cb; P and returns D;
to A.

ANONYSIGNCRYPT queries. A can perform a ANONYSIGNCRYPT queriy for
a plaintext m, a user group L = | J{U;} and a designated receiver with identity
IDg.

— B randomly chooses a user U4 € L whose identity is ID4(ID4 # ID;). B
can compute U4’s secret key Dy = ba Py where by is in the corresponding
tuple (ID4,ba) in Lq;

— B runs ANONYSIGNCRYPT (m, L, D4, IDpg) to signcrypt a message m on
behalf the group L using U4’s private key D 4;

— At last, B returns the result C to A.



UNSIGNCRYPT queries. At any time, A can perform an UNSIGNCRYPT query
for a ciphertext C' = (¢, S, U, Ry, ..., R;,) between the group L and the receiver
IDg.

— If IDp = ID;, B always returns A that the ciphertext is invalid, because B
does not know I.D;’s secret key in KEYEXTRACT oracle. If this ciphertext is
a valid one, the probability that A will find is no more than 27%;

— If IDp # IDj, the equation e(S, P) = e(Ppup, > vy (Ui + h;Q;)) holds, B
computes w = e(U, Dg), m’ = c®Hz(w) and returns m'. Otherwise B notifies
A that the ciphertext is invalid with symbol L;

For all gy UNSIGNCRYPT queries, the probability to reject a valid ciphertext
does not exceed qrr/2%.

Challenge: After performing a series number of queries-I, A chooses two
message mg, m; € M, n users L* = {ID7,..,ID}} and a receiver ID}. If
ID% # IDj, B fails and stops. B chooses b €g {0,1} and let U* = aP,w = h(h
is B candidate for the DBDH problem). Then B signcrypts the message m;
as described in the ANONYSIGNCRYPT request and sends the ciphertext C* =
(c*,8*, U* R},...,RY) to A.

A performs a second series of queries just like in queries-I. In this stage, he can

query neither the secret key of any user in the group L* nor I D%, and he cannot

make the UNSIGNCRYPT oracle to the ciphertext C*. At the end of the simula-

tion, he produces a bit b’ for which he believes the relation C*=ANONYSIGNCRYPT
(my,L*, ID;) holds and sends b’ to B. At this moment, if ' = b, B answers 1 as

a result of DBDH problem because his selection h satisfying h = e(U*, D;) =

e(ap, cbP) = e(P, P)%¢. If b’ # b, B answers 0.

Success probability: Now we analyze B’s success probability. The probability
that B does not fail during the key extraction queries is greater than 1/qg,.
Furthermore, with a probability 1/q#,, A chooses to be challenge on the ID; to
solve DBDH problem if A wins the IND-IDAS-CCA2 game. we have
p1 = Pr[b/ = bJANONYSIGNCRYPT(mj, D%, ID;)] = e+ 5 — &
p2 = Pr[b/ =ilh €g Go] =1/2 (i=0,1)

Adv(B) = Bz — (e = %) /g,
Theorem 2. (Anonymity) The improved anonymous signcryption scheme is full
anonymous.

Proof. Given a ciphertext C = (¢, S,U, Ry, ..., Ry,), we know that ¢, U, R;(i # s)
cannot leak any identity information about group identity L. It remains to con-
sider whether R, and S leaks information about the actual signcrypter. It has
e(S, P) = e((zs + Hs(c, R;))Ds, P)) = e((xs + Hs(c, R:))Qs, Ppub)

- e(stsy Ppub)e(Hi’)(cv Rs)Qsa Ppub)

= e(Rs + Z;L:l,i;és(R’i + Hs(c, Ri)Q:i), Ppus)e(Hs(c, Rs), Ppub))

= 6(2?:1,1;&3(1%1' + Hj(c, Ri)Qi), Ppuv)e(Hs(c, Rs) + Rs, Pyup))

It seems that it can check whether ID; is the actual signcrypter by
e(Sv P) = 6(2?:1,i7ﬁj (Rz + H3(Ca Rz)Qz)a Ppub)e(H?)(c) R]) + Rj7 Ppub))



However, it is no use in leaking signcrypter information because the above equal-
ity not only holds when i = j, but also V € {1,...,n}\{j}.
e(Ri + 3271 jui(Rj + Hs(e, Rj)Q;), Ppuv)e(Hs (e, Ri)Qi, Pous)
=e(Ri + 255 1 (R + Hs(e, R;)Q;) + Hs(e, Ry)Qi, Pous)
= 6%%%)1(33‘ + H3(c, Rj)Q;)), Ppuv) = e(35_, (xj + Hs(c, R;)D;), P)
= e y

Theorem 3. (Unforgeability) The improved anonymous signcryption scheme is
existentially unforgeable against adaptive chosen-message and adaptive chosen-

identity attacks (EUF-IDAS-CMIA).

Proof. The improved scheme is unforgeable against adaptive chosen-message and
chosen-identity attacks that can be derived directly from the security of Chow’s
ID-based ring signature scheme [?] under the CDH assumption. If an adversary
can forge a valid message of the proposed scheme, then he must be able to forge a
valid Chow’s ring signature. That is if A4 can forge a valid ciphertext on message
m, say C = (¢, S,U, Ry, ..., R,,) of a user group L and a designated receiver IDp,
then o* = (S, Ry, ..., R,) can be viewed as the Chow’s ID-based ring signature
on message m = c of the ring L.

Theorem 4. (Public authenticity The improved anonymous signcryption scheme
is public authenticable.

Proof. When obtains the ciphertext C' = (¢, S,U, Ry, ..., R,), anyone can check
the ciphertext C’s origin group without knowing the content of the message and
getting any help of the receiver by the following equation:

e(sv P) = e(Ppub’ Z?:l(Ri + H3(C’ Rl)QZ))

6 Conclusion

We have showed that the ZGCG scheme that providing neither anonymous for
unsignerypter nor public verifiable or authenticable for a third party. We also
proposed an improved anonymous signcryption scheme that satisfying confiden-
tiality, unforgeability, signcrypter anonymity and public authenticity in the ran-
dom oracle model.
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