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Abstract. In this paper, we present a near-collision attack on the com-
pression functions of Dynamic SHA2 for all the output sizes. For the
Dynamic SHA2-224/256, the complexity is about 2*% operations and for
the Dynamic SHA2-384/512, the complexity is about 275.

1 Description of Dynamic SHA2

The Dynamic SHA-2 [1] is an iteration cryptographic hash function family which
is built with the design components from SHA-2 family [2]. It provides the mes-
sage digests of 224, 256, 384 and 512 bits. The fundamental building block of
Dynamic SHA2-256 (Dynamic SHA2-512) is the compression function that takes
256-bit (512-bit) chaining value and 512-bit (1024-bit) message block and out-
puts a new 256-bit (512-bit) chaining value. For our purpose attack, we only
describe the compression function of Dynamic SHA2 which includes three it-
erative parts. The first part includes only one round and mixs all the message
words one time; the second iterative part includes 9 blank rounds and no mes-
sage words are mixed, so it has no effect on our attack and we can neglect to
describe it; and the third part includes 7 rounds and mixs the message words 7
times. The compression function of the Dynamic SHA2 can be described are as
follows:

1. Input the 512-bit (resp. 1024-bit) message W = (wq, w1, ..., w15), and initial-
ize the eight chaining variables (a, b, ¢, d, e, f, g, h) with the (i — 1)** hash
value (aOa bOa Co, dOa €0, angO7 hO)

2. Step update:
— The first iterative part
COMP(a,b,c,d,e, f,g,h, wy, wy,ws, w3, Wy, ws, We, Wr, 0)
COMP(a,b,c,d,e, f, g, h, wg, wy, w1, w11, W12, W13, W14, W15, 0)
— The second iterative part (No message words are mixed, we neglect to
describe it).
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— The third iterative part
For t=1to 7

COMP(CL, b7 c, da €, fagv ha Wo, W1, W2, W3, w4aw57w67w770)
OOMP(CM b,c,d,e, f,g,h,ws, wy, w10, W11, W12, W13, W14, w1570)

3. Output:
a=a+ay,b=b+by, c=c+cg, d=d+dy
€:€+€0, f:f+f07g:g+907h:h+h0

The function COM P(a,b,c,d,e, f, g, h,w(0),w(1),...,w(7),t) for Dynamic
SHA2 are defined in Table 1.

The notation ROT R(x,n) denote the 32-bit (or 64-bit) word x circular right
shifts by n bits and SHR"(x) denote x right shifts by n bits. The Boolean
function G(z,y, z,t) is defined as follows:

TOYD2 t=0
(xAy) @z t=1
(C@vz)A(zVvyez) t=2
(=(zV(y®2))V(A-2)t=3

Glx,y,2,t) =

It easy to deduced the properties of G; = G(z,y, z,t) which is useful for our
attack (See Table 2) .

2 The Near-Collision Attack on the Compression
Function of Dynamic SHA2-224/256

The compression function Dynamic SHA2-224/256 is composed of eight rounds
and each round can be decomposed four sub-steps. In order to facilitate our
analysis, we list the detail step operations of the Dynamic SHA2-256 in Table 4
and it includes 32 steps altogether.

Following the notations in the breaking MD5 and SHA-1 [3,4], let 2’ = x4
denote that x and 2z’ is different only in the i-th bit and the other 31 bits are the
same, x; denote the ¢ — th bit of the message word = where the least significant
bit is the 1-th bit, and the z;~; denote the value of x from the 7 — th bit to the
j— th bit, i.e., Tinj = X + 2zi41 + 22.2?1‘4_2 + ...+ 2j_i]}j.

Let the input chaining variable difference

(ACL07 AbO» ACO7 AdOa AeOa Aan AgO7 Aho) = (07 07 Oa 07 07 07 07 231)7

and the input message difference AW = W' — W = (Awy, Awy, ..., Awss),
where Aw; = 23! and Aw; = 0 when i # 1.

The basic idea of our attack is to control the differences of the chaining
variables only appearing at the most significant bit (32-th bit) by choosing the
corresponding bits of the message words. The differential path in the Table 4
can be deduced as follows:



Table 1. Function COM P for Dynamic SHA2.

Dynamic
SHA2-224/256

ROTR((((((a®b)+c)dd)+e) B f)+9)®h),w(t) A31)

+w((t+3)AT)

%OTR(f SHR®(w(t)) A31)
IC%OTR(d SHR™(w(t)) A 31)

(a,b,c, SHR® (w(t))) + w((t +2) A7)

QT O AR TN

G
b
T+w((t+1)AT7)

T =ROTR((((((((a®b) +c)®d) +e)® f) +g) ®h), SHR"(w(t)) A31)
h=g+w((t+T7)AT)

g = ROTR(f,SHR* (w(t)) A 31)

f=e+w((t+6)AT7)

e = ROTR(d, SHR*(w(t)) A 31)

d=G(a,b,c,t AN3) +w((t+5)AT)

c=b+w(t)

b=a

a=T+w((t+4)A7)

Dynamic
SHA2-384/512

T=ROTR((a@b)+c)Dd) +e)@ f)+g) ®h),w(t) A63)

h =

g= ?%OTR( [, SHR® (w(t)) A 63)
t)

f = ROTR(e, SHR™(w(t)) A63) + w((t+3) A7)
e = ROTR(d, SHR"(w(t)) A 63)

d = G(a,b,c, SHR®*(w(t))) +w((t +2) A7)

¢ = ROTR(b, SHR**(w(t)) A 63)

b=a

a=TH+w((t+1)AT7)

T = ROTR(((((((a®b) +c) @ d) +€) @ f) + g) ® h), SHR*(w(t)) A 63)
h=g+w((t+T)AT)

g = ROTR(f,SHR*®(w(t)) A
f = ROTR(e, SHR**(w(t)) A
e = ROTR(d, SHR*®(w(t)) A

d= G(a,b,c, SHR®(w(t)) A3) +w((t +5) A T)
c=b+w(t)

b= ROTR(a, SHR™ (w(t)) A 63)
a=T+w((t+4) A7)

w
w
w




Table 2. Properties of the Boolean function Gy, G1, G2 and Gs.

AaAbAc AGonAGO:IAGlz()AGlzl
0 0 O 1 - 1 —

0 0 1 - 1 - 1

0 1 0 - 1 a=20 a=1
0 1 1 1 — a=1 a=0
1 0 0 - 1 b=0 b=1
1 0 1 1 - b=1 b=0
1 1 0 1 - a=b®1l] a=0b
1 1 1 - 1 b=1 b=0
Aa Ab Ac||AG2 = 0|AGy = 1]|AGs = 0| AG3 =
0 0 O 1 - 1 —

0 0 1 - 1 - 1

0 1 0 a=0 a=1 a=1 a=20
0 1 1| a=1 a=0 a=0 a=1
1 0 0] b=1 b=0 b=0 b=1
1 0 1| b=0 b=1 b=1 b=0
1 1 0| a=b |la=bp1l|| a=b |la=bPp1
1 1 1llla=b®1l] a=0b a=b la=bp1

1. In the round 1 (¢=0), we set wg,1~5 = 0, then the number of the rotation
shift in T} is zero, so ATy = 231, i.e., T} = T1[32]. Because Aw; = 23!, then
Aay = ATy + Aw; = 231 4 231 = 0. So after the first round (steps 1 to 4),
the outputs of the message W and W' consist of a collision.

Because there is no message word mixed in the second iteration
part, the outputs of the messages W and W’ after the second iter-
ation also consist of a collision.

2. In the round 2 (t = 1),

— Step 5: the difference wq[32] will result that the different G functions
are used in the computations of ds and df. From the truth table of the

Boolean functions G, it’s easy to known that the probabilities Pr(G(z,y, z,0) =

G(z,y,2,2)) = 272 and Pr(G(z,y,2,1) = G(z,y,2,3)) = 1/2 where =,
y and z are all the single bits. So when we set w; 31 = 1, we get

P’I"(d5 )
PT(G((I4,b4,C4,SHR30(w1)) G(a4,b4,C4,SHR3O(’LU1[32]))
= Pr G(a4,b4,C4, 1) - G(a4,b4,C4,3))
32

— Step 6: the difference w[32] will result to cg = c6[32].

— Step 7: Set wyg 1.5 = 0, then shift number in 7% is w9 A31 = 0. So AT, =
Acg = 231 ie., Ty = T%[32], then a} = az[32]. According to the prop-
erties of the G functions, the probability that G(x,y,0,t) = G(x,y,1,t)



always equals to zero no matter the values of ¢. So we get df, = d7[32].

— Step 8: Because ATg = Aa; + Ad; = 0, so Aag = 0, and Abg = Aa; =
231, According to property of the function G(x, vy, 2, 1), Pr(G (a7, bz, c7,1)
G(a7[32],b7707, 1) = 1/27 i.e., dlg = dg when b7,32 = 0. Set W9 ,26~30 = 0,
then Aeg = Ad7 = 231.

Overall, after this round, the probability that the output difference in chain-
ing variables

(Aa/87 AbSa ACg, Ad87 A€87 Af87 Agga Ahg) = (07 2317 07 Oa 2317 07 07 0)

is equal to 2733 when we set the message values wi 31 =1, wg 105 = 0 and
Wy 26~30 = 0.

. Inround 3 (¢t = 2), we set the message values wa 31 = 1, wa 30 = 0, w2 2125 =
0, wig,1~5 = 0 and wig,11~20 = 0. Then the probability for the output
difference in chaining variables

(Aaiz, Abyz, Acya, Adyz, Aera, Afi2, Agiz, Ahiz) = (2°1,2%10,0,0,2%,0,0)

is equal to 272. The detail differential characteristic can be refer to Table 4.

. In round 4 (t = 3), we set the message values w3 i3z = 0, w3110 =
0, wi1,5~10 = 0 and w1 31~32 = 0. Then the probability for the output
difference in chaining variables

(Aaig, Abig, Acig, Adis, Aeis, Afi6, Agis, Ahis) = (0,0,0,231,0,0,0,2%")
is equal to 1/2.

. In round 5 (¢ = 4), we set the message values wy 11020 = 0, wiz,115 =0
and wip 31 = 1. Then the probability for the output difference in chaining
variables

(AQQ(); AbQO; ACQO? AdQOa AeQOv AfQO; A9207 AhQO) = (07 231) 2317 07 07 2317 07 231)
is equal to 1/2.
. In round 6 (¢ = 5), we set the message values w5 31~32 = 0, w5 6~10 = 0,

wizz1 = 1, wis,1~5 = 0 and wi3,11~20 = 0. Then the probability for the
output difference in chaining variables

(ACL24, Ab24, 4024, Ad24, A€247 Af24, A924, Ah24) = (231, 231» 2317 0,0, 2317 0, 0)

is equal to 1/4.



7. In round 7 (t = 6), we set the message values w31 = 1, we 10 = 0,
we21~25 = 0, wig4,1~05 = 0, w14,16~20 = 0, w14,26~30 = 0. Then the probabil-
ity for the output difference in chaining variables

(Aags, Abog, Acos, Adas, Aeas, A fog, Agas, Ahog) = (2°1,231,0,0,2%1,0,0,0)

is equal to 273.

In round 8 (¢t = 7), we set the message values wr 31 = 1, wr 32 = 0 wr 15 = 0,
wr21~25 = 0, w15 31032 = 0, w1515 = 0, w15,16~20 = 0. Then the probabil-
ity for the output difference in chaining variables

(Aass, Absy, Acsa, Adsy, Aesa, Afsa, Agsa, Ahsz) = (2*1,2°1,0,0,0,0,0,2°")
is equal to 273.
So for the Dynamic SHA2-256, if we fix the following message bits (See Table

3 for message W, then W and W’ will obey the differential path in Table 4 with
probability 274°.

Table 3. The fixed message bits for Dynamic SHA2-224/256.

wo,1~5 =0 |wizr =1 wa,21~25 = 0,|ws,1~10 = 0,
w231 = 1,|w331~32 =0
wa,32 =0

wWy,11~20 = 0 |ws6~10 = 0,|wee~10 = 0,|w71~5 = O,

Wws,31~32 = 0 |we21~25 = 0,|wr 21025 = 0,
we,31 = 1 wr31 = 1,

wr32 =0
wy,1~5 = 0,|wio,1~5 = 0,|wi1,5~10 = 0,
Wo,26~30 = 0 |w1i0,11~20 = 0 |W11,31~32 =0

wi2,1~15 = 0,|wis,1~5 = 0,|wis,1~5 = 0,|wis;i~s = 0,

wi2,31 =0 wW13,11~20 = 0,|W14,16~20 = 0,|w15,16~20 = 0,

w1331 = 1 W14,26~30 = 0 |wis,31~32 =0

3 The Near-Collision Attack on the Compression

Function of Dynamic SHA2-384/512

For the compression function of Dynamic SHA2-384/512, it’s easy to get a similar
differential path as in Table 4 from the input difference (0,0,0,0,0,0,0,2%) to
the output difference (262,2%3,0,0,0,0,0,25%) with probability 277°. We select
the message difference Aw; = 253 and Aw; = 0 when i # 1. The message bits
that need to be fixed to keep the diffusion only in the most significant bit (the
64-th bit) are listed in Table 3:



Table 4. The fixed message bits for Dynamic SHA2-224/256.

wo,1~6 = 0

w163 = 1

w2,13~18 = 0, w2,25~30 = 0, w2 37~42 = 0, w263 = 1, wa,64 =0

w3,1~12 = 0, w3,25~30 = 0, w3,55~60 = 0, w362 = 1, w3,63~64 = 0

W4,19~24 = 0 Ww4,31~36 = 0, Wq,43~48 = 0

ws,7~12 = 0, ws,25~30 = 0, Ws,63~64 =0

we,7~12 = 0, we,25~30 = 0, Wwe 37~42 = 0, we,61~62 = 0, We,64 = 1

w7,1~6 = 0, wr,13~18 = 0, w7,25~30 = 0, W7 55~n60 = 0, w761 = 1, wre2 =0, wres =1, wrea =0

w9, 1~6 = 0, Wo,19~60 = 0, wo,61 = 1

w10,1~6 = 0, W10,19~24 = 0, W10,31~36 = 0, W10,43~4a8 = 0, W10,55~60 = 0, wi0,61 = 1

wi1,7~12 = 0, wi1,25~30 = 0, w11,63~64 = 0

wi2,1~12 = 0, wi12,19~24 = 0, w12,43~48 = 0, w12,55~62 = 0, w1263 = 1, w1264 =0

w13,1~6 = 0, w13,19~24 = 0, W13 31~36 = 0, W13,43~4a8 = 0, W13,55~60 = 0, W13,61~62 = 0, wiz,e3 =1

w14,1~6 = 0, w14,31~36 = 0, W14,49~54 = 0, w14,55~60 = 0, w1461 = 1

W15,1~6 = 0, W15,25~36 = 0, W15,55~60 = 0, Wis5,61 = 1, W15,63~64 = 0

4 Conclusions

The SHA-3 Candidate algorithm Dynamic SHA2 family borrows the structure
of SHA-2 family, but it uses the bits of message as parameters of the Boolean
function G and the rotation-shift function ROT R. This enables us to choose the
number of shifts in the function ROT R and the use of the function G freely.
In this paper, we present a near-collision attack on the compression functions
of Dynamic SHA2-224/256 and SHA2-384/512 with complexity 24° and 27° re-
spectively which is much higher than the ideal complexity of the near-collision
attack.
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Table 5. The compression function of the Dynamic SHA-224/256.

T1[32] = ROTR((((((((ao @ bo) + co) @ do) + €0) & fo) + g0) ® ho[32]), wo A 31)
a1 =T, [32] -+ ’LU1[32]

bl = ap

c1 = bg

dy = G(ao, bo, co, SHR30(w0)) + woy

e1 = ROTR(do, SHR'Y (wo) A 31)

f1=eo+ws

g1 = ROTR(fo, SHR®(wo) A 31)

hy =

wo,1~5 = 0

g0
T> = ROTR((((((a1 ®b1) + 1) @ dr) +e1)  f1) + g1) © h1), SHR™wo A 31)
az =T + wy
by = ay
ca = b1 + wo
d2 = G(ay,b1,c1,0) + ws
ez = ROTR(dy, SHR?®(wo) A 31)
fa =e1 + ws
g2 = ROTR(f1, SHR?° (wo) A 31)
ha = g1 +wr

T3 = ROTR((((((((a2 ® b2) + c2) ® d2) + e2) @ f2) + g2) @ h2), ws A 31)
az = T3 + wog

bz = a2

Cc3 = b2

ds = G(az, bz, c2, SHR* (ws)) + w10

es = ROTR(da, SHR' (wg) A 31)

fz=e2+wi i

g3 = ROTR(f2, SHR’(ws) A 31)

hs = g2

Ty = ROTR((((((((az ® b3) + c3) @ d3) + e3) D f3) + g3) @ ha), SHR™ (ws) A 31)
ag =Ty + w2

b4 = as

cq = bz + wsg

dy = G(as,bs,c3,0) + wis

es = ROTR(ds, SHR?® (wg) A 31)

fa=e3+wis

g4 = ROTR(f3, SHR?° (ws) A 31)

hy = g3 + wis

Ts = ROTR((((((((a4 ® ba) +ca) ® da) + €4)  fa) + g4) ® ha), w1[32] A 31)
as = Ts5 + w2

b5 = a4

c5 = by

ds = G(aa, ba, ca, SHR*® (w1[32])) + w3

es = ROTR(d4, SHR (w1[32]) A 31)

fs = es + wyq

g5 = ROTR(f4, SHR® (w1[32]) A 31)

hs = ga

Pr(Ads = 0) =272

wi,31 =1

Ts = ROTR((((((((a5 ® bs5) + c5) ® ds) +e5) @ f5) + g5) © hs), SHR™ (w1 [32]) A 31)
ag =T + ws

be = as

Cce [32] = b5 + w1[32]

de = G(as,bs,c5,1) + we

es = ROTR(ds, SHR?®(w1[32]) A 31)

fo = es +wr

gs = ROTR(fs, SHR?*®(w1[32]) A 31)

he = g5 +

wo
T7[32] = ROTR((((({(({as ® bs) + c6[32]) ® de) + e6) ® f6) + g6) ® he), wo A 31)
a7[32] =T [32] 4+ w10
b7 = ag
cr = b6
d7[32] = G(as, be, c6[32], SHR>® (wo)) + w11
er = ROTR(ds, SHR' (wg) A 31)
fr =es +wi2 ;
gr = ROTR(fe, SHR® ('LUQ) A 31)
h7 = gs

w9 ,1~5 = 0

Tz = ROTR(((((((a7[32] ® b7) + ¢7) ® d7[32]) + e7) @ f7) + g7) © hr), SHR™ (wg) A 31)
ag = Tg + w13

bs[32] = ar[32]

cg = by + wo

dg = G(a7[32],b7,c7,1) + wig

es[32] = ROTR(d7[32], SHR?® (wo) A 31)

fs =er +wis

gs = ROTR(f7, SHR?° (wg) A 31)

hs = g7 + ws

b7,32 =0
w9, 26~30 = 0




¥

©

To = ROTR((((((((as © b3[32]) + cs) @ ds) + es[32]) @ fs) + gs) © hs), w2 A 31)
ag =Ty + w3

by = asg

co[32] = bg[32]

dg = G(as, bg[32], cs, SHR3® (ws)) + w4

e9 = ROTR(ds, SHR' (w2) A 31)

fo[32] = eg[32] + ws

go = ROTR(fs, SHR®(ws) A 31)

ho = gs

w231 = 1
wz 32 = 0
ag 32 =0

Tho = ROTR((((((((ag@bg)+Cg[32])@dg)+eg)@f9[32])+gg)@hg), SHRIE)(UJQ)/\gl)+U}6
a0 = Tho + we

bio = ao

c10 = by + w2

d10[32] = G(ag, by, Cg[32]7 2) —+ wr

e10 = ROTR(dg, SHR?® (w2) A 31)

fi0 = eg + wo

910[32] = ROTR(f9[32], SHR?° (w2) A 31)

h10[32] = go + w1[32]

w2 21~25 = 0

T11[32] = ROTR((((((((a10®b10)+c10)@d10[32])+€10) D F10)+910[32]) Bh10[32]), w10 A31)
a11[32] = T11[32] + w11

b11 = aio

c11 = bio )

di1 = G(a1o, b10, c10, SHR** (w10)) + w1z

€11[32] = ROTR(d10[32], SHR® (w10) A 31)

fi1 = e1o + w13

gi11 = ROTR(fl(), SHR5(’UJ1()) A 31)

h11[32] = g10(32]

w10,1~5 = 0

w10,11~15 = 0

T12[32] = ROTR((((((((a11[32] & b11) + c11) ® di1) + en1[32]) & fi1) + g11) ©
h11[32]), SHR (w10) A 31)

a12[32] = Ti2 + wia

b12[32] = a11[32]

c12 = b11 + wio

di2 = G(a11[32], b11,¢11,2) + wis

e12 = ROTR(d11, SHR?® (w10) A 31)

f12[32] = e11[32] + ws

g12 = ROTR(f11, SHR?®(w10) A 31)

hi2 = g11 + we

w10,16~20 = 0

b11,32 =0

W

T13[32] = ROTR((((((((a12[32]@®b12[32]) +c12)Ddi2)+e12) D f12[32])+g12) Dhi2), w3 A31)
a13[32] = T13[32] + wy

b13[32] = a12[32]

613[32] = b12[32]

dis = G(a12[32], b12[32], c12, SHR3** (w3)) + w3

e13 = ROTR(d12, SHR'(w3) A 31)

f13 = e12 + we

913[32] = ROTR(f12[32], SHR® (w3) A 31)

his = g1

w3105 = 0

w3,31~32 = 0

w3 5~10 = 0

2
Ty = ROTR((((a1132] @ b1a[32]) F cia[32]) @ dua) T e1a) @ Jia) F 91a132]) &
his), SHR'®(w3) A 31)

a1qg = Tha + wr

b14[32] = a13[32]

C14[32] = b13[32] —+ w3

dig = G(a13[32], b13[32], C13[32], 3) =+ wo

e14 = ROTR(d13, SHR?®(w3) A 31)

f14[32] = e13 + w1[32]

g14 = ROTR(f13, SHR?®(w3) A 31)

h14[32] = g13[32] + w2

a13,32 = b1z 32 + 1

Tis = ROTR{(((((((a14 ©014[32]) +c14) ®d14) +e14) © f14[32]) + g14) ® h14[32]), w11 A31)
a15 = Ti5 + w12

bis = a1

c15[32] = b14[32]

di5 = G(a14, 1714[32]7 614[32], SHRSO(’Lvll)) + w13

e1s = ROTR(dM, SHRlO(wll) A 31)

fis = e1a + wig

915[32] = ROTR(f14[32], SHR® (w11) A 31)

w11,31~32 = 0

w11,5~10 = 0

his = g1a

T16 = ROTR((((((((a15®b15)+c15[32])@dis) +e1s) D f15) +915(32]) @ h1s), SHR™ (wi1) A
31)

a16 = Tie + wis

bie = ais

c16 = bis + w11

d16[32] = G(a1s, bis, c15[32], 2) 4+ ws
e16 = ROTR(d1s, SHR?® (w11) A 31)
fi6 = e15 + wg

g16 = ROTR(f15, SHR?® (w11) A 31)
h16[32] = 915[32] + w10
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Ti7 = ROTR((((((((a16 @ bis) + c16) ® d16[32]) + e16) @ fi6) + g16) D h16[32]), wa A 31)
a1 = Ti7 +ws

bi7 = aie

c17 = big

di7 = G(ass, big, c16, SHR?** (wy)) + we

e17[32] = ROTR(d16[32], SHR (w4) A 31)

fi7 = e16 + w7

g17 = ROTR(f16, SHR®(w4) A 31)

hir = g1

wq,11~15 =0

6
T15[32] = ROTR((((((((a17 ®b17)+c17) ®di7) +€17[32]) @ fi7) +g17) Dhi7), SHR™ (wa) A
31)

a18[32] = T13[32] =+ wo

big = a7

c1g = bi7 + w4

d18[32] = G(ai7, bi7, c17,0) + w1 [32]

wq,16~20 = 0

t = 4|e1s = ROTR(dy7, SHR?® (wy) A 31)
f18[32] = e17[32] + w2
g18 = ROTR(f17, SHR?®(w4) A 31)
his = gi17 + w3
T19[32] = ROTR((((((((a18[32]@b18) +c18) D d18[32]) +e18) D f18[32]) +918) Dhis), w12 A31) wi2,1~5 = 0
a19[32] = Tho[32] + wis
b19[32] = a18[32]
c19 = big w12,31 = 1
dig = G(a18[32], bis, cis, SHRSO(wlg)) —+ wia b18,32 =0
€19[32] = ROTR(d18[32], SHR (w12) A 31) wi12,11~15 = 0
fio = e18 + wis
910[32] = ROTR(f18[32], SHR® (w12) A 31) wi12,6~10 = 0
hi9 = gis
Too = ROTR(((({{{a10[32] ® b19[32]) + c10) @ dio) + €19[32]) ® fio) + g19[32]) @
hlg), SHR15(71)12) A 31)
az0 = T2 + ws
b20[32] = a19(32]
c20[32] = b19[32] + w12
d2o = G(a19(32], b19(32], c19,0) + wy
e20 = ROTR(d19, SHR?®(w12) A 31)
f20[32] = e19[32] + w10
g20 = ROTR(f19, SHR?*®(w12) A 31)
h20[32] = g19(32] + w11
T21 = ROTR((((((((a20®b20[32])+c20[32]) Dd20)+e20) D f20[32]) +g20) D h20[32]), ws A31)
a1 = T21 + we
ba1 = azo
(121[32] = bzo [32]
doy = G(ago, bao {32]7 620[32], SHRSO(’LU5)) + wr w5,31~32 = 0
€21 = ROTR(d2o, SHR' (ws) A 31)
f21 = e20 + wo
921[32] = ROTR(f20[32], SHR® (ws) A 31) ws,6~10 = 0
h21 = g20
T22 = ROTR((((((((a21 ®b21)+c21[32]) ®d21) +e21) ® fa1) +921[32]) Bh21), SHR™ (ws) A
31
a22[32] = Tao + w1[32]
baz = as1
c22 = b1 + ws
d22[32] = G(agl, ba1, C21[32], 1) =+ wao
t = 5|e2a = ROTR(d21, SHR?® (w3) A 31)

fa2 = e21 + w3
g22 = ROTR(f21, SHR?*® (ws) A 31)
h22([32] = g21[32] + wy

T23[32] = ROTR((((((((a22[32]@b22) +c22)®d22[32]) +€22) D f22) +g22) Dh22[32]), w13 A31)
a23[32] = T2z + w14

b23[32] = a22[32]

ca3 = baz )

das = G(a22[32], baz, c22, SHR?® (w13)) + wis

€23[32] = ROTR(d22[32], SHR® (w13) A 31)

f23 = e22 + ws

g23 = ROTR(sz, SHR5(’UJ13) A 31)

has = g22

wi3,1~5 = 0

wig,31 =1
ba232 =0
w13,11~15 = 0

T24[32] = ROTR((((((((a23[32] @ 023[32]) + c23) © d23) + €23[32]) © f23) + g23) ©
hzg), SHR15(IU13) A 31)

az4 [32] = T24[32] =+ wo

b24[32] = az3 [32]

c24(32] = b23[32] + wis

da4 = G(a23[32], b23(32], ca3,1) + w10

€24 = ROTR(d23, SHR?®(w13) A 31)

f24[32] = e23[32] + w11

g24 = ROTR(fa23, SHR?® (w13) A 31)

h24 = g23 + wi2

w13,16~20 = 0

a23,32 = b2z32 + 1
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Tos = ROTR((((((((a24[32]®b24[32]) +c24([32]) Dd2a)+e24) @ f24[32]) +g24) Phoa), ws A31)
azs = Tos + wr

b25[32] = a24[32]

c25[32] = b24[32] we,31 =1
das = G(a24[32], b24[32], c24[32], SH R3° (we)) + wo a24,32 = b2a 32
eas = ROTR(d24, SHR (wg) A 31)
f25(32] = e24 + w1[32]

925[32] = ROTR(f24[32], SHR® (wg) A 31) we,6~10 = 0
has =

Tz = ROTR((((((((a25 D 025[32]) + c25[32]) © d2s) + e25) @ f25[32]) + ¢25[32]) @
has), SHR (we) A 31)
aze = T26 + w2

bae = azs
c26[32] = ba5[32] + we
dog = G(a25, b25[32]7 625[32], 2) + w3 a25,32 = 1

e26 = ROTR(das, SHR?® (we) A 31)
f26 = e25 + wa

926[32] = ROTR(f25[32], SHR?" (we) A 31) we,21~25 = 0
h26[32] = g25[32] =+ ws

T>7[32] = ROTR((((((((a26Db26)+c26[32]) B d26)+e26) D f26)+926[32]) Dh26[32]), w14 A31) wig4,1~5 = 0
az7 = T27(32] + wis
ba7 = aze
c27 = bag
d27[32] = G(azs, bas, c26[32], SHR?® (w14)) + ws
ear = ROTR(dzs, SHR' (w14) A 31)
f27 = e26 + wy
= ROTR(f26, SHR®(w14) A 31)
h27[32] = g26[32]

T28[32] = ROTR((((((((a27[32] @ ba7) + ca7) @ d27[32]) + ea7) @ far) + g27) ©| wia;16~20 =0
h27[32]), SHRlS('u}u;) A 31) —+ wig
a28(32] = T28(32] + wio

bas[32] = as?[32]

c28 = ba7 + wig

dog = G(a27(32], bar, ca7,2) + w11 ba732 =1
€28[32] = ROTR(d27[32], SHR?® (w14) A 31) w14,26~30 = 0
f28 = €27 + w12

g2g = ROTR(f27, SHR2O(U)14) A 31)
has = ga7 + wig

T29[32] = ROTR((((((((a28[32]®b2s[32])+cas) Ddag)+e28[32]) @ fas) +9g28) Phas), wr A31) wr,1~5 = 0
a9 [32] = Tag [32] + wo

b29[32] = asg [32] w731 =1
029[32] = bog [32] w7,32 = =0
dog = G(a28[32], bas [32], Cc28, SHR3O(’LU7)) + wq [32] b28 32 = (28,32

€29 = ROTR(dag, SHR (w7) A 31)
f20[32] = e28[32] + w2

g20 = ROTR(fas, SHR®(wr) A 31)
h29 = g2s

T30 = ROTR{(((((((a20[32] @ b20[32]) + c20[32]) @ da9) + e20) ® f20[32]) + g20) @
hgg), SHR15(UJ7) A 31)

a30(32] = T30[32] 4+ w3

b30[32] = a29[32]

630[32] = bog [32] 4+ wr

dzg = G(a29[32], bag [32], CQQ[SQ], 3) —+ wy a29,32 = b29,32 +1
e30 = ROTR(dag, SHR?® (wr) A 31)
f30 = e29 + ws

930[32] = ROTR(f20[32], SHR?" (w7) A 31) wz,21~25 = 0
h3o = g20 + we

T31[32] = ROTR((((((((a30®b30[32])+c30[32]) Ddz0)+€30) D f30) +930[32]) ®h3zo), wisA31)[  wis,1~5 =0
a31[32] = T51[32] + ws

b31 = aso
C31[32] = b30 [32]
ds1 = G(aso, bso[32], c30[32], SHR*° (w15)) + we wis,31~32 = 0

e31 = ROTR(ds0, SHR'Y (w15) A 31)
f31 = e3o0 +wio

g31 = ROTR(f30, SHR® (w15) A 31)
h31([32] = g30([32]

T32132J = ROTR((((((((GCSI[?’Z] @ b31) + C31[32]) (5] dsl) + 631) ©® fsl) + 931) D W15,16~20 =0
h31[32]), SHR (w1s5) A 31)
a32(32] = T32(32] + w11 + ao
b3a [32] = a3y [32] + bo

c32 = b31 + w15 + co

dz2 = G(a31[32], b31, ¢31[32], 3) + w12 + do b31,32 =1
e3s = ROTR(d31, SHR?® (w15) A 31) + eo
fa2 = e31 + w1z + fo

g32 = ROTR(f31, SHR?® (w15) A 31) + go
h32(32] = g31 4+ w14 + ho[32]




