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Abstract. In this paper, we present a near-collision attack on the com-
pression functions of Dynamic SHA2 for all the output sizes. For the
Dynamic SHA2-224/256, the complexity is about 245 operations and for
the Dynamic SHA2-384/512, the complexity is about 275.

1 Description of Dynamic SHA2

The Dynamic SHA-2 [1] is an iteration cryptographic hash function family which
is built with the design components from SHA-2 family [2]. It provides the mes-
sage digests of 224, 256, 384 and 512 bits. The fundamental building block of
Dynamic SHA2-256 (Dynamic SHA2-512) is the compression function that takes
256-bit (512-bit) chaining value and 512-bit (1024-bit) message block and out-
puts a new 256-bit (512-bit) chaining value. For our purpose attack, we only
describe the compression function of Dynamic SHA2 which includes three it-
erative parts. The first part includes only one round and mixs all the message
words one time; the second iterative part includes 9 blank rounds and no mes-
sage words are mixed, so it has no effect on our attack and we can neglect to
describe it; and the third part includes 7 rounds and mixs the message words 7
times. The compression function of the Dynamic SHA2 can be described are as
follows:

1. Input the 512-bit (resp. 1024-bit) message W = (w0, w1, ..., w15), and initial-
ize the eight chaining variables (a, b, c, d, e, f , g, h) with the (i− 1)th hash
value (a0, b0, c0, d0, e0, f0, g0, h0).

2. Step update:
– The first iterative part

COMP (a, b, c, d, e, f, g, h, w0, w1, w2, w3, w4, w5, w6, w7, 0)
COMP (a, b, c, d, e, f, g, h, w8, w9, w10, w11, w12, w13, w14, w15, 0)

– The second iterative part (No message words are mixed, we neglect to
describe it).
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– The third iterative part
For t=1 to 7
{
COMP (a, b, c, d, e, f, g, h, w0, w1, w2, w3, w4, w5, w6, w7, 0)
COMP (a, b, c, d, e, f, g, h, w8, w9, w10, w11, w12, w13, w14, w15, 0)
}

3. Output:
a = a + a0, b = b + b0, c = c + c0, d = d + d0

e = e + e0, f = f + f0, g = g + g0, h = h + h0

The function COMP (a, b, c, d, e, f, g, h, w(0), w(1), ..., w(7), t) for Dynamic
SHA2 are defined in Table 1.

The notation ROTR(x, n) denote the 32-bit (or 64-bit) word x circular right
shifts by n bits and SHRn(x) denote x right shifts by n bits. The Boolean
function G(x, y, z, t) is defined as follows:

G(x, y, z, t) =


x⊕ y ⊕ z t = 0
(x ∧ y)⊕ z t = 1
(¬(x ∨ z)) ∧ (x ∨ (y ⊕ z)) t = 2
(¬(x ∨ (y ⊕ z))) ∨ (x ∧ ¬z) t = 3

It easy to deduced the properties of Gt = G(x, y, z, t) which is useful for our
attack (See Table 2) .

2 The Near-Collision Attack on the Compression
Function of Dynamic SHA2-224/256

The compression function Dynamic SHA2-224/256 is composed of eight rounds
and each round can be decomposed four sub-steps. In order to facilitate our
analysis, we list the detail step operations of the Dynamic SHA2-256 in Table 4
and it includes 32 steps altogether.

Following the notations in the breaking MD5 and SHA-1 [3, 4], let x′ = x[i]
denote that x and x′ is different only in the i-th bit and the other 31 bits are the
same, xi denote the i− th bit of the message word x where the least significant
bit is the 1-th bit, and the xi∼j denote the value of x from the i− th bit to the
j − th bit, i.e., xi∼j = xi + 2xi+1 + 22xi+2 + ... + 2j−ixj .

Let the input chaining variable difference

(∆a0,∆b0,∆c0,∆d0,∆e0,∆f0,∆g0,∆h0) = (0, 0, 0, 0, 0, 0, 0, 231),

and the input message difference ∆W = W ′ − W = (∆w0,∆w1, ...,∆w15),
where ∆w1 = 231 and ∆wi = 0 when i 6= 1.

The basic idea of our attack is to control the differences of the chaining
variables only appearing at the most significant bit (32-th bit) by choosing the
corresponding bits of the message words. The differential path in the Table 4
can be deduced as follows:
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Table 1. Function COMP for Dynamic SHA2.

T = ROTR((((((((a⊕ b) + c)⊕ d) + e)⊕ f) + g)⊕ h), w(t) ∧ 31)
h = g
g = ROTR(f, SHR5(w(t)) ∧ 31)
f = e + w((t + 3) ∧ 7)
e = ROTR(d, SHR10(w(t)) ∧ 31)
d = G(a, b, c, SHR30(w(t))) + w((t + 2) ∧ 7)
c = b
b = a

Dynamic a = T + w((t + 1) ∧ 7)
SHA2-224/256 T = ROTR((((((((a⊕ b) + c)⊕ d) + e)⊕ f) + g)⊕ h), SHR15(w(t)) ∧ 31)

h = g + w((t + 7) ∧ 7)
g = ROTR(f, SHR20(w(t)) ∧ 31)
f = e + w((t + 6) ∧ 7)
e = ROTR(d, SHR25(w(t)) ∧ 31)
d = G(a, b, c, t ∧ 3) + w((t + 5) ∧ 7)
c = b + w(t)
b = a
a = T + w((t + 4) ∧ 7)

T = ROTR((((((((a⊕ b) + c)⊕ d) + e)⊕ f) + g)⊕ h), w(t) ∧ 63)
h = g
g = ROTR(f, SHR6(w(t)) ∧ 63)
f = ROTR(e, SHR12(w(t)) ∧ 63) + w((t + 3) ∧ 7)
e = ROTR(d, SHR18(w(t)) ∧ 63)
d = G(a, b, c, SHR62(w(t))) + w((t + 2) ∧ 7)
c = ROTR(b, SHR24(w(t)) ∧ 63)
b = a

Dynamic a = T + w((t + 1) ∧ 7)
SHA2-384/512 T = ROTR((((((((a⊕ b) + c)⊕ d) + e)⊕ f) + g)⊕ h), SHR30(w(t)) ∧ 63)

h = g + w((t + 7) ∧ 7)
g = ROTR(f, SHR36(w(t)) ∧ 63)
f = ROTR(e, SHR42(w(t)) ∧ 63) + w((t + 6) ∧ 7)
e = ROTR(d, SHR48(w(t)) ∧ 63)
d = G(a, b, c, SHR60(w(t)) ∧ 3) + w((t + 5) ∧ 7)
c = b + w(t)
b = ROTR(a, SHR54(w(t)) ∧ 63)
a = T + w((t + 4) ∧ 7)
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Table 2. Properties of the Boolean function G0, G1, G2 and G3.

∆a ∆b ∆c ∆G0 = 0 ∆G0 = 1 ∆G1 = 0 ∆G1 = 1

0 0 0 1 – 1 –
0 0 1 – 1 – 1
0 1 0 – 1 a = 0 a = 1
0 1 1 1 – a = 1 a = 0
1 0 0 – 1 b = 0 b = 1
1 0 1 1 – b = 1 b = 0
1 1 0 1 – a = b⊕ 1 a = b
1 1 1 – 1 b = 1 b = 0

∆a ∆b ∆c ∆G2 = 0 ∆G2 = 1 ∆G3 = 0 ∆G3 = 1

0 0 0 1 – 1 –
0 0 1 – 1 – 1
0 1 0 a = 0 a = 1 a = 1 a = 0
0 1 1 a = 1 a = 0 a = 0 a = 1
1 0 0 b = 1 b = 0 b = 0 b = 1
1 0 1 b = 0 b = 1 b = 1 b = 0
1 1 0 a = b a = b⊕ 1 a = b a = b⊕ 1
1 1 1 a = b⊕ 1 a = b a = b a = b⊕ 1

1. In the round 1 (t=0), we set w0,1∼5 = 0, then the number of the rotation
shift in T1 is zero, so ∆T1 = 231, i.e., T ′1 = T1[32]. Because ∆w1 = 231, then
∆a1 = ∆T1 + ∆w1 = 231 + 231 = 0. So after the first round (steps 1 to 4),
the outputs of the message W and W ′ consist of a collision.
Because there is no message word mixed in the second iteration
part, the outputs of the messages W and W ′ after the second iter-
ation also consist of a collision.

2. In the round 2 (t = 1),
– Step 5: the difference w1[32] will result that the different G functions

are used in the computations of d5 and d′5. From the truth table of the
Boolean functions G, it’s easy to known that the probabilities Pr(G(x, y, z, 0) =
G(x, y, z, 2)) = 2−2 and Pr(G(x, y, z, 1) = G(x, y, z, 3)) = 1/2 where x,
y and z are all the single bits. So when we set w1,31 = 1, we get

Pr(d5 = d′5)
Pr(G(a4, b4, c4, SHR30(w1)) = G(a4, b4, c4, SHR30(w1[32]))

= Pr(G(a4, b4, c4, 1) = G(a4, b4, c4, 3))
= 2−32.

– Step 6: the difference w1[32] will result to c′6 = c6[32].

– Step 7: Set w9,1∼5 = 0, then shift number in T7 is w9∧31 = 0. So ∆T7 =
∆c6 = 231, i.e., T7 = T ′7[32], then a′7 = a7[32]. According to the prop-
erties of the G functions, the probability that G(x, y, 0, t) = G(x, y, 1, t)
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always equals to zero no matter the values of t. So we get d′7 = d7[32].

– Step 8: Because ∆T8 = ∆a7 + ∆d7 = 0, so ∆a8 = 0, and ∆b8 = ∆a7 =
231. According to property of the function G(x, y, z, 1), Pr(G(a7, b7, c7, 1) =
G(a7[32], b7, c7, 1) = 1/2, i.e., d′8 = d8 when b7,32 = 0. Set w9,26∼30 = 0,
then ∆e8 = ∆d7 = 231.

Overall, after this round, the probability that the output difference in chain-
ing variables

(∆a8,∆b8,∆c8,∆d8,∆e8,∆f8,∆g8,∆h8) = (0, 231, 0, 0, 231, 0, 0, 0)

is equal to 2−33 when we set the message values w1,31 = 1, w9,1∼5 = 0 and
w9,26∼30 = 0.

3. In round 3 (t = 2), we set the message values w2,31 = 1, w2,32 = 0, w2,21∼25 =
0, w10,1∼5 = 0 and w10,11∼20 = 0. Then the probability for the output
difference in chaining variables

(∆a12,∆b12,∆c12,∆d12,∆e12,∆f12,∆g12,∆h12) = (231, 231, 0, 0, 0, 231, 0, 0)

is equal to 2−2. The detail differential characteristic can be refer to Table 4.

4. In round 4 (t = 3), we set the message values w3,31∼32 = 0, w3,1∼10 =
0, w11,5∼10 = 0 and w11,31∼32 = 0. Then the probability for the output
difference in chaining variables

(∆a16,∆b16,∆c16,∆d16,∆e16,∆f16,∆g16,∆h16) = (0, 0, 0, 231, 0, 0, 0, 231)

is equal to 1/2.

5. In round 5 (t = 4), we set the message values w4,11∼20 = 0, w12,1∼15 = 0
and w12,31 = 1. Then the probability for the output difference in chaining
variables

(∆a20,∆b20,∆c20,∆d20,∆e20,∆f20,∆g20,∆h20) = (0, 231, 231, 0, 0, 231, 0, 231)

is equal to 1/2.

6. In round 6 (t = 5), we set the message values w5,31∼32 = 0, w5,6∼10 = 0,
w13,31 = 1, w13,1∼5 = 0 and w13,11∼20 = 0. Then the probability for the
output difference in chaining variables

(∆a24,∆b24,∆c24,∆d24,∆e24,∆f24,∆g24,∆h24) = (231, 231, 231, 0, 0, 231, 0, 0)

is equal to 1/4.
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7. In round 7 (t = 6), we set the message values w6,31 = 1, w6,6∼10 = 0,
w6,21∼25 = 0, w14,1∼5 = 0, w14,16∼20 = 0, w14,26∼30 = 0. Then the probabil-
ity for the output difference in chaining variables

(∆a28,∆b28,∆c28,∆d28,∆e28,∆f28,∆g28,∆h28) = (231, 231, 0, 0, 231, 0, 0, 0)

is equal to 2−3.

8. In round 8 (t = 7), we set the message values w7,31 = 1, w7,32 = 0 w7,1∼5 = 0,
w7,21∼25 = 0, w15,31∼32 = 0, w15,1∼5 = 0, w15,16∼20 = 0. Then the probabil-
ity for the output difference in chaining variables

(∆a32,∆b32,∆c32,∆d32,∆e32,∆f32,∆g32,∆h32) = (231, 231, 0, 0, 0, 0, 0, 231)

is equal to 2−3.

So for the Dynamic SHA2-256, if we fix the following message bits (See Table
3 for message W , then W and W ′ will obey the differential path in Table 4 with
probability 2−45.

Table 3. The fixed message bits for Dynamic SHA2-224/256.

w0,1∼5 = 0 w1,31 = 1 w2,21∼25 = 0,
w2,31 = 1,
w2,32 = 0

w3,1∼10 = 0,
w3,31∼32 = 0

w4,11∼20 = 0 w5,6∼10 = 0,
w5,31∼32 = 0

w6,6∼10 = 0,
w6,21∼25 = 0,
w6,31 = 1

w7,1∼5 = 0,
w7,21∼25 = 0,
w7,31 = 1,
w7,32 = 0

w9,1∼5 = 0,
w9,26∼30 = 0

w10,1∼5 = 0,
w10,11∼20 = 0

w11,5∼10 = 0,
w11,31∼32 = 0

w12,1∼15 = 0,
w12,31 = 0

w13,1∼5 = 0,
w13,11∼20 = 0,
w13,31 = 1

w14,1∼5 = 0,
w14,16∼20 = 0,
w14,26∼30 = 0

w15,1∼5 = 0,
w15,16∼20 = 0,
w15,31∼32 = 0

3 The Near-Collision Attack on the Compression
Function of Dynamic SHA2-384/512

For the compression function of Dynamic SHA2-384/512, it’s easy to get a similar
differential path as in Table 4 from the input difference (0, 0, 0, 0, 0, 0, 0, 263) to
the output difference (263, 263, 0, 0, 0, 0, 0, 263) with probability 2−75. We select
the message difference ∆w1 = 263 and ∆wi = 0 when i 6= 1. The message bits
that need to be fixed to keep the diffusion only in the most significant bit (the
64-th bit) are listed in Table 3:
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Table 4. The fixed message bits for Dynamic SHA2-224/256.

w0,1∼6 = 0

w1,63 = 1

w2,13∼18 = 0, w2,25∼30 = 0, w2,37∼42 = 0, w2,63 = 1, w2,64 = 0

w3,1∼12 = 0, w3,25∼30 = 0, w3,55∼60 = 0, w3,62 = 1, w3,63∼64 = 0

w4,19∼24 = 0 w4,31∼36 = 0, w4,43∼48 = 0

w5,7∼12 = 0, w5,25∼30 = 0, w5,63∼64 = 0

w6,7∼12 = 0, w6,25∼30 = 0, w6,37∼42 = 0, w6,61∼62 = 0, w6,64 = 1

w7,1∼6 = 0, w7,13∼18 = 0, w7,25∼30 = 0, w7,55∼60 = 0, w7,61 = 1, w7,62 = 0, w7,63 = 1, w7,64 = 0

w9,1∼6 = 0, w9,49∼60 = 0, w9,61 = 1

w10,1∼6 = 0, w10,19∼24 = 0, w10,31∼36 = 0, w10,43∼48 = 0, w10,55∼60 = 0, w10,61 = 1

w11,7∼12 = 0, w11,25∼30 = 0, w11,63∼64 = 0

w12,1∼12 = 0, w12,19∼24 = 0, w12,43∼48 = 0, w12,55∼62 = 0, w12,63 = 1, w12,64 = 0

w13,1∼6 = 0, w13,19∼24 = 0, w13,31∼36 = 0, w13,43∼48 = 0, w13,55∼60 = 0, w13,61∼62 = 0, w13,63 = 1

w14,1∼6 = 0, w14,31∼36 = 0, w14,49∼54 = 0, w14,55∼60 = 0, w14,61 = 1

w15,1∼6 = 0, w15,25∼36 = 0, w15,55∼60 = 0, w15,61 = 1, w15,63∼64 = 0

4 Conclusions

The SHA-3 Candidate algorithm Dynamic SHA2 family borrows the structure
of SHA-2 family, but it uses the bits of message as parameters of the Boolean
function G and the rotation-shift function ROTR. This enables us to choose the
number of shifts in the function ROTR and the use of the function G freely.
In this paper, we present a near-collision attack on the compression functions
of Dynamic SHA2-224/256 and SHA2-384/512 with complexity 245 and 275 re-
spectively which is much higher than the ideal complexity of the near-collision
attack.
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Table 5. The compression function of the Dynamic SHA-224/256.

t = 0

T1[32] = ROTR((((((((a0 ⊕ b0) + c0)⊕ d0) + e0)⊕ f0) + g0)⊕ h0[32]), w0 ∧ 31) w0,1∼5 = 0
a1 = T1[32] + w1[32]
b1 = a0
c1 = b0
d1 = G(a0, b0, c0, SHR30(w0)) + w2

e1 = ROTR(d0, SHR10(w0) ∧ 31)
f1 = e0 + w3

g1 = ROTR(f0, SHR5(w0) ∧ 31)
h1 = g0

T2 = ROTR((((((((a1 ⊕ b1) + c1)⊕ d1) + e1)⊕ f1) + g1)⊕ h1), SHR15w0 ∧ 31)
a2 = T2 + w4
b2 = a1
c2 = b1 + w0
d2 = G(a1, b1, c1, 0) + w5

e2 = ROTR(d1, SHR25(w0) ∧ 31)
f2 = e1 + w6

g2 = ROTR(f1, SHR20(w0) ∧ 31)
h2 = g1 + w7
T3 = ROTR((((((((a2 ⊕ b2) + c2)⊕ d2) + e2)⊕ f2) + g2)⊕ h2), w8 ∧ 31)
a3 = T3 + w9
b3 = a2
c3 = b2
d3 = G(a2, b2, c2, SHR30(w8)) + w10

e3 = ROTR(d2, SHR10(w8) ∧ 31)
f3 = e2 + w11

g3 = ROTR(f2, SHR5(w8) ∧ 31)
h3 = g2

T4 = ROTR((((((((a3 ⊕ b3) + c3)⊕ d3) + e3)⊕ f3) + g3)⊕ h3), SHR15(w8) ∧ 31)
a4 = T4 + w12
b4 = a3
c4 = b3 + w8
d4 = G(a3, b3, c3, 0) + w13

e4 = ROTR(d3, SHR25(w8) ∧ 31)
f4 = e3 + w14

g4 = ROTR(f3, SHR20(w8) ∧ 31)
h4 = g3 + w15

t = 1

T5 = ROTR((((((((a4 ⊕ b4) + c4)⊕ d4) + e4)⊕ f4) + g4)⊕ h4), w1[32] ∧ 31) Pr(∆d5 = 0) = 2−32

a5 = T5 + w2
b5 = a4 w1,31 = 1
c5 = b4
d5 = G(a4, b4, c4, SHR30(w1[32])) + w3

e5 = ROTR(d4, SHR10(w1[32]) ∧ 31)
f5 = e4 + w4

g5 = ROTR(f4, SHR5(w1[32]) ∧ 31)
h5 = g4

T6 = ROTR((((((((a5 ⊕ b5) + c5)⊕ d5) + e5)⊕ f5) + g5)⊕ h5), SHR15(w1[32]) ∧ 31)
a6 = T6 + w5
b6 = a5
c6[32] = b5 + w1[32]
d6 = G(a5, b5, c5, 1) + w6

e6 = ROTR(d5, SHR25(w1[32]) ∧ 31)
f6 = e5 + w7

g6 = ROTR(f5, SHR20(w1[32]) ∧ 31)
h6 = g5 + w0
T7[32] = ROTR((((((((a6 ⊕ b6) + c6[32])⊕ d6) + e6)⊕ f6) + g6)⊕ h6), w9 ∧ 31) w9,1∼5 = 0
a7[32] = T7[32] + w10
b7 = a6
c7 = b6
d7[32] = G(a6, b6, c6[32], SHR30(w9)) + w11

e7 = ROTR(d6, SHR10(w9) ∧ 31)
f7 = e6 + w12

g7 = ROTR(f6, SHR5(w9) ∧ 31)
h7 = g6

T8 = ROTR((((((((a7[32]⊕ b7) + c7)⊕ d7[32]) + e7)⊕ f7) + g7)⊕ h7), SHR15(w9) ∧ 31)
a8 = T8 + w13
b8[32] = a7[32]
c8 = b7 + w9
d8 = G(a7[32], b7, c7, 1) + w14 b7,32 = 0
e8[32] = ROTR(d7[32], SHR25(w9) ∧ 31) w9,26∼30 = 0
f8 = e7 + w15

g8 = ROTR(f7, SHR20(w9) ∧ 31)
h8 = g7 + w8
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t = 2

T9 = ROTR((((((((a8 ⊕ b8[32]) + c8)⊕ d8) + e8[32])⊕ f8) + g8)⊕ h8), w2 ∧ 31) w2,31 = 1
a9 = T9 + w3
b9 = a8 w2,32 = 0
c9[32] = b8[32] a8,32 = 0
d9 = G(a8, b8[32], c8, SHR30(w2)) + w4

e9 = ROTR(d8, SHR10(w2) ∧ 31)
f9[32] = e8[32] + w5

g9 = ROTR(f8, SHR5(w2) ∧ 31)
h9 = g8

T10 = ROTR((((((((a9⊕b9)+c9[32])⊕d9)+e9)⊕f9[32])+g9)⊕h9), SHR15(w2)∧31)+w6 w2,21∼25 = 0
a10 = T10 + w6
b10 = a9
c10 = b9 + w2
d10[32] = G(a9, b9, c9[32], 2) + w7

e10 = ROTR(d9, SHR25(w2) ∧ 31)
f10 = e9 + w0

g10[32] = ROTR(f9[32], SHR20(w2) ∧ 31)
h10[32] = g9 + w1[32]
T11[32] = ROTR((((((((a10⊕b10)+c10)⊕d10[32])+e10)⊕f10)+g10[32])⊕h10[32]), w10∧31) w10,1∼5 = 0
a11[32] = T11[32] + w11
b11 = a10 w10,11∼15 = 0
c11 = b10
d11 = G(a10, b10, c10, SHR30(w10)) + w12

e11[32] = ROTR(d10[32], SHR10(w10) ∧ 31)
f11 = e10 + w13

g11 = ROTR(f10, SHR5(w10) ∧ 31)
h11[32] = g10[32]
T12[32] = ROTR((((((((a11[32] ⊕ b11) + c11) ⊕ d11) + e11[32]) ⊕ f11) + g11) ⊕
h11[32]), SHR15(w10) ∧ 31)

w10,16∼20 = 0

a12[32] = T12 + w14
b12[32] = a11[32]
c12 = b11 + w10
d12 = G(a11[32], b11, c11, 2) + w15 b11,32 = 0
e12 = ROTR(d11, SHR25(w10) ∧ 31)
f12[32] = e11[32] + w8

g12 = ROTR(f11, SHR20(w10) ∧ 31)
h12 = g11 + w9

t = 3

T13[32] = ROTR((((((((a12[32]⊕b12[32])+c12)⊕d12)+e12)⊕f12[32])+g12)⊕h12), w3∧31) w3,1∼5 = 0
a13[32] = T13[32] + w4
b13[32] = a12[32]
c13[32] = b12[32]
d13 = G(a12[32], b12[32], c12, SHR30(w3)) + w5 w3,31∼32 = 0
e13 = ROTR(d12, SHR10(w3) ∧ 31)
f13 = e12 + w6

g13[32] = ROTR(f12[32], SHR5(w3) ∧ 31) w3,5∼10 = 0
h13 = g12
T14 = ROTR((((((((a13[32] ⊕ b13[32]) + c13[32]) ⊕ d13) + e13) ⊕ f13) + g13[32]) ⊕
h13), SHR15(w3) ∧ 31)
a14 = T14 + w7
b14[32] = a13[32]
c14[32] = b13[32] + w3
d14 = G(a13[32], b13[32], c13[32], 3) + w0 a13,32 = b13,32 + 1
e14 = ROTR(d13, SHR25(w3) ∧ 31)
f14[32] = e13 + w1[32]
g14 = ROTR(f13, SHR20(w3) ∧ 31)
h14[32] = g13[32] + w2
T15 = ROTR((((((((a14⊕b14[32])+c14)⊕d14)+e14)⊕f14[32])+g14)⊕h14[32]), w11∧31)
a15 = T15 + w12
b15 = a14
c15[32] = b14[32]
d15 = G(a14, b14[32], c14[32], SHR30(w11)) + w13 w11,31∼32 = 0
e15 = ROTR(d14, SHR10(w11) ∧ 31)
f15 = e14 + w14

g15[32] = ROTR(f14[32], SHR5(w11) ∧ 31) w11,5∼10 = 0
h15 = g14

T16 = ROTR((((((((a15⊕b15)+c15[32])⊕d15)+e15)⊕f15)+g15[32])⊕h15), SHR15(w11)∧
31)
a16 = T16 + w15
b16 = a15
c16 = b15 + w11
d16[32] = G(a15, b15, c15[32], 2) + w8

e16 = ROTR(d15, SHR25(w11) ∧ 31)
f16 = e15 + w9

g16 = ROTR(f15, SHR20(w11) ∧ 31)
h16[32] = g15[32] + w10
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t = 4

T17 = ROTR((((((((a16 ⊕ b16) + c16)⊕ d16[32]) + e16)⊕ f16) + g16)⊕ h16[32]), w4 ∧ 31)
a17 = T17 + w5
b17 = a16
c17 = b16
d17 = G(a16, b16, c16, SHR30(w4)) + w6

e17[32] = ROTR(d16[32], SHR10(w4) ∧ 31) w4,11∼15 = 0
f17 = e16 + w7

g17 = ROTR(f16, SHR5(w4) ∧ 31)
h17 = g16

T18[32] = ROTR((((((((a17⊕b17)+c17)⊕d17)+e17[32])⊕f17)+g17)⊕h17), SHR15(w4)∧
31)

w4,16∼20 = 0

a18[32] = T18[32] + w0
b18 = a17
c18 = b17 + w4
d18[32] = G(a17, b17, c17, 0) + w1[32]
e18 = ROTR(d17, SHR25(w4) ∧ 31)
f18[32] = e17[32] + w2

g18 = ROTR(f17, SHR20(w4) ∧ 31)
h18 = g17 + w3
T19[32] = ROTR((((((((a18[32]⊕b18)+c18)⊕d18[32])+e18)⊕f18[32])+g18)⊕h18), w12∧31) w12,1∼5 = 0
a19[32] = T19[32] + w13
b19[32] = a18[32]
c19 = b18 w12,31 = 1
d19 = G(a18[32], b18, c18, SHR30(w12)) + w14 b18,32 = 0
e19[32] = ROTR(d18[32], SHR10(w12) ∧ 31) w12,11∼15 = 0
f19 = e18 + w15

g19[32] = ROTR(f18[32], SHR5(w12) ∧ 31) w12,6∼10 = 0
h19 = g18
T20 = ROTR((((((((a19[32] ⊕ b19[32]) + c19) ⊕ d19) + e19[32]) ⊕ f19) + g19[32]) ⊕
h19), SHR15(w12) ∧ 31)
a20 = T20 + w8
b20[32] = a19[32]
c20[32] = b19[32] + w12
d20 = G(a19[32], b19[32], c19, 0) + w9

e20 = ROTR(d19, SHR25(w12) ∧ 31)
f20[32] = e19[32] + w10

g20 = ROTR(f19, SHR20(w12) ∧ 31)
h20[32] = g19[32] + w11

t = 5

T21 = ROTR((((((((a20⊕b20[32])+c20[32])⊕d20)+e20)⊕f20[32])+g20)⊕h20[32]), w5∧31)
a21 = T21 + w6
b21 = a20
c21[32] = b20[32]
d21 = G(a20, b20[32], c20[32], SHR30(w5)) + w7 w5,31∼32 = 0
e21 = ROTR(d20, SHR10(w5) ∧ 31)
f21 = e20 + w0

g21[32] = ROTR(f20[32], SHR5(w5) ∧ 31) w5,6∼10 = 0
h21 = g20

T22 = ROTR((((((((a21⊕b21)+c21[32])⊕d21)+e21)⊕f21)+g21[32])⊕h21), SHR15(w5)∧
31)
a22[32] = T22 + w1[32]
b22 = a21
c22 = b21 + w5
d22[32] = G(a21, b21, c21[32], 1) + w2

e22 = ROTR(d21, SHR25(w3) ∧ 31)
f22 = e21 + w3

g22 = ROTR(f21, SHR20(w5) ∧ 31)
h22[32] = g21[32] + w4
T23[32] = ROTR((((((((a22[32]⊕b22)+c22)⊕d22[32])+e22)⊕f22)+g22)⊕h22[32]), w13∧31) w13,1∼5 = 0
a23[32] = T23 + w14
b23[32] = a22[32]
c23 = b22 w13,31 = 1
d23 = G(a22[32], b22, c22, SHR30(w13)) + w15 b22,32 = 0
e23[32] = ROTR(d22[32], SHR10(w13) ∧ 31) w13,11∼15 = 0
f23 = e22 + w8

g23 = ROTR(f22, SHR5(w13) ∧ 31)
h23 = g22
T24[32] = ROTR((((((((a23[32] ⊕ b23[32]) + c23) ⊕ d23) + e23[32]) ⊕ f23) + g23) ⊕
h23), SHR15(w13) ∧ 31)

w13,16∼20 = 0

a24[32] = T24[32] + w9
b24[32] = a23[32]
c24[32] = b23[32] + w13
d24 = G(a23[32], b23[32], c23, 1) + w10 a23,32 = b23,32 + 1
e24 = ROTR(d23, SHR25(w13) ∧ 31)
f24[32] = e23[32] + w11

g24 = ROTR(f23, SHR20(w13) ∧ 31)
h24 = g23 + w12
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t = 6

T25 = ROTR((((((((a24[32]⊕b24[32])+c24[32])⊕d24)+e24)⊕f24[32])+g24)⊕h24), w6∧31)
a25 = T25 + w7
b25[32] = a24[32]
c25[32] = b24[32] w6,31 = 1
d25 = G(a24[32], b24[32], c24[32], SHR30(w6)) + w0 a24,32 = b24,32

e25 = ROTR(d24, SHR10(w6) ∧ 31)
f25[32] = e24 + w1[32]
g25[32] = ROTR(f24[32], SHR5(w6) ∧ 31) w6,6∼10 = 0
h25 = g24
T26 = ROTR((((((((a25 ⊕ b25[32]) + c25[32]) ⊕ d25) + e25) ⊕ f25[32]) + g25[32]) ⊕
h25), SHR15(w6) ∧ 31)
a26 = T26 + w2
b26 = a25
c26[32] = b25[32] + w6
d26 = G(a25, b25[32], c25[32], 2) + w3 a25,32 = 1
e26 = ROTR(d25, SHR25(w6) ∧ 31)
f26 = e25 + w4

g26[32] = ROTR(f25[32], SHR20(w6) ∧ 31) w6,21∼25 = 0
h26[32] = g25[32] + w5
T27[32] = ROTR((((((((a26⊕b26)+c26[32])⊕d26)+e26)⊕f26)+g26[32])⊕h26[32]), w14∧31) w14,1∼5 = 0
a27 = T27[32] + w15
b27 = a26
c27 = b26
d27[32] = G(a26, b26, c26[32], SHR30(w14)) + w8

e27 = ROTR(d26, SHR10(w14) ∧ 31)
f27 = e26 + w9

g27 = ROTR(f26, SHR5(w14) ∧ 31)
h27[32] = g26[32]
T28[32] = ROTR((((((((a27[32] ⊕ b27) + c27) ⊕ d27[32]) + e27) ⊕ f27) + g27) ⊕
h27[32]), SHR15(w14) ∧ 31) + w10

w14,16∼20 = 0

a28[32] = T28[32] + w10
b28[32] = a27[32]
c28 = b27 + w14
d28 = G(a27[32], b27, c27, 2) + w11 b27,32 = 1
e28[32] = ROTR(d27[32], SHR25(w14) ∧ 31) w14,26∼30 = 0
f28 = e27 + w12

g28 = ROTR(f27, SHR20(w14) ∧ 31)
h28 = g27 + w13

t = 7

T29[32] = ROTR((((((((a28[32]⊕b28[32])+c28)⊕d28)+e28[32])⊕f28)+g28)⊕h28), w7∧31) w7,1∼5 = 0
a29[32] = T29[32] + w0
b29[32] = a28[32] w7,31 = 1
c29[32] = b28[32] w7,32 = 0
d29 = G(a28[32], b28[32], c28, SHR30(w7)) + w1[32] b28,32 = a28,32

e29 = ROTR(d28, SHR10(w7) ∧ 31)
f29[32] = e28[32] + w2

g29 = ROTR(f28, SHR5(w7) ∧ 31)
h29 = g28
T30 = ROTR((((((((a29[32] ⊕ b29[32]) + c29[32]) ⊕ d29) + e29) ⊕ f29[32]) + g29) ⊕
h29), SHR15(w7) ∧ 31)
a30[32] = T30[32] + w3
b30[32] = a29[32]
c30[32] = b29[32] + w7
d30 = G(a29[32], b29[32], c29[32], 3) + w4 a29,32 = b29,32 + 1
e30 = ROTR(d29, SHR25(w7) ∧ 31)
f30 = e29 + w5

g30[32] = ROTR(f29[32], SHR20(w7) ∧ 31) w7,21∼25 = 0
h30 = g29 + w6
T31[32] = ROTR((((((((a30⊕b30[32])+c30[32])⊕d30)+e30)⊕f30)+g30[32])⊕h30), w15∧31) w15,1∼5 = 0
a31[32] = T31[32] + w8
b31 = a30
c31[32] = b30[32]
d31 = G(a30, b30[32], c30[32], SHR30(w15)) + w9 w15,31∼32 = 0
e31 = ROTR(d30, SHR10(w15) ∧ 31)
f31 = e30 + w10

g31 = ROTR(f30, SHR5(w15) ∧ 31)
h31[32] = g30[32]
T32[32] = ROTR((((((((a31[32] ⊕ b31) + c31[32]) ⊕ d31) + e31) ⊕ f31) + g31) ⊕
h31[32]), SHR15(w15) ∧ 31)

w15,16∼20 = 0

a32[32] = T32[32] + w11 + a0
b32[32] = a31[32] + b0
c32 = b31 + w15 + c0
d32 = G(a31[32], b31, c31[32], 3) + w12 + d0 b31,32 = 1
e32 = ROTR(d31, SHR25(w15) ∧ 31) + e0
f32 = e31 + w13 + f0

g32 = ROTR(f31, SHR20(w15) ∧ 31) + g0
h32[32] = g31 + w14 + h0[32]


