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Abstract

Hierarchical secret sharing is among the most natural generalizations of threshold secret
sharing, and it has attracted a lot of attention since the invention of secret sharing until
nowadays. Several constructions of ideal hierarchical secret sharing schemes have been pro-
posed, but it was not known what access structures admit such a scheme. We solve this
problem by providing a natural definition for the family of the hierarchical access structures
and, more importantly, by presenting a complete characterization of the ideal hierarchical
access structures, that is, the ones admitting an ideal secret sharing scheme. Our charac-
terization is based on the well known connection between ideal secret sharing schemes and
matroids and, more specifically, on the connection between ideal multipartite secret sharing
schemes and integer polymatroids. In particular, we prove that every hierarchical matroid
port admits an ideal linear secret sharing scheme over every large enough finite field. Fi-
nally, we use our results to present a new proof for the existing characterization of the ideal
weighted threshold access structures.

Key words. Secret sharing, Ideal secret sharing schemes, Hierarchical secret sharing,
Weighted threshold secret sharing, Multipartite secret sharing, Integer polymatroids, Boolean
Polymatroids

1 Introduction

A secret sharing scheme is a method to distribute shares of a secret value among a set of partic-
ipants. Only the qualified subsets of participants can recover the secret value from their shares.
Such a scheme is said to be perfect if the unqualified subsets do not obtain any information
about the secret value. The qualified subsets form the access structure of the scheme, which
is a monotone increasing family of subsets of participants. Only unconditionally secure perfect
secret sharing schemes are considered in this paper.

Secret sharing was independently introduced by Shamir [31] and Blakley [5] in 1979. They
presented two different methods to construct secret sharing schemes for threshold access struc-
tures, whose qualified subsets are those with at least some given number of participants. These
schemes are ideal, that is, the length of every share is the same as the length of the secret,
which is the best possible situation [17].
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One can think on many situations in which non-threshold secret sharing schemes are required
because, for instance, some participants should be more powerful than others. The first attempt
to overcome the limitation of threshold access structures was made by Shamir in his seminal
work [31] by proposing a simple modification of the threshold scheme to be used in hierarchical
organizations. Namely, every participant receives as its share a certain number of shares from a
threshold scheme, according to its position in the hierarchy. In this way a scheme for a weighted
threshold access structure is obtained. That is, every participant has a weight (a positive integer)
and a set is qualified if and only if its weight sum is at least a given threshold. This scheme is
not ideal because the shares have in general larger length than the secret.

Every access structure admits a secret sharing scheme [4, 16], but in general the shares must
have larger length than the secret [8, 10]. Very little is known about the optimal length of the
shares in secret sharing schemes for general access structures, and there is a wide gap between
the best known general lower and upper bounds. Nevertheless, it seems clear that we cannot
expect to find efficient secret sharing schemes for all access structures. The reader is referred to
the recent survey by Beimel [1] on this topic. Because of that, the construction of ideal secret
sharing schemes for families of access structures with interesting properties for the applications
is worth considering. This line of work was initiated by Kothari [18], who presented some ideas
to construct ideal hierarchical secret sharing schemes, and by Simmons [32], who introduced
two families of access structures, the multilevel and the compartmented ones, and conjectured
them to admit ideal secret sharing schemes. Those access structures are multipartite, which
means that the participants are divided into several parts (levels or compartments) and all
participants in the same part play an equivalent role in the structure. In addition, multilevel
access structures are hierarchical, that is, the participants in higher levels are more powerful
than the ones in lower levels. Multipartite and, in particular, hierarchical secret sharing are
arguably among the most natural generalizations of threshold secret sharing.

Simmons’ conjecture was proved by Brickell [6], who proposed a general method, based
on linear algebra, to construct ideal secret sharing schemes, and showed how to apply it to
find ideal schemes for the multilevel and compartmented access structures. By using different
kinds of polynomial interpolation, Tassa [33], and Tassa and Dyn [34] proposed constructions
of ideal secret sharing schemes for several families of multipartite access structures that contain
the multilevel and compartmented ones. Other proposals of ideal multipartite secret sharing
schemes have been given in [14, 26]. All these constructions are based as well on the general
linear algebra method by Brickell [6].

In spite of all those constructions of ideal hierarchical secret sharing schemes, it was not
known what access structures admit such a scheme. This natural question, which is solved in
this paper, is related to the more general problem of determining what access structures admit
an ideal secret sharing scheme, that is, the characterization of the ideal access structures. This is
a very important and long-standing open problem in secret sharing. Brickell and Davenport [7]
proved that every ideal secret sharing scheme defines a matroid. Actually, this matroid is
univocally determined by the access structure of the scheme. This implies a necessary condition
for an access structure to be ideal. Namely, every ideal access structure is a matroid port. A
sufficient condition is obtained from the method to construct ideal secret sharing schemes by
Brickell [6]: the ports of representable matroids are ideal access structures. The results in [7]
have been generalized in [20] by proving that, if all shares in a secret sharing scheme are shorter
than 3/2 times the secret value, then its access structure is a matroid port. At this point, the
remaining open question about the characterization of ideal access structures is determining the
matroids that can be defined from ideal secret sharing schemes. Some important results, ideas
and techniques to solve this question have been given by Matus [21, 22].

In addition to the search of general results, several authors studied this open problem for



particular families of access structures. Some of them dealt with families of multipartite access
structures. Beimel, Tassa and Weinreb [2] presented a characterization of the ideal weighted
threshold access structures that generalizes the partial results in [23, 29]. Another important
result about weighted threshold access structures have been obtained recently by Beimel and
Weinreb [3]. They prove that all such access structures admit secret sharing schemes in which the
size of the shares is quasi-polynomial in the number of users. A complete characterization of the
ideal bipartite access structures was given in [29], and related results were given independently
in [25, 27]. Partial results on the characterization of the ideal tripartite access structures
appeared in [9, 14], and this question was solved in [12]. In every one of these families, all matroid
ports are ports of representable matroids, and hence, all ideal access structures are vector space
access structures, that is, they admit an ideal linear secret sharing scheme constructed by the
method proposed by Brickell [6].

The characterization of the ideal tripartite access structures in [12] was obtained actually
from the much more general results about ideal multipartite access structures in that paper.
Specifically, by elaborating on the connection between ideal secret sharing and matroids, in-
teger polymatroids are introduced in [12] as a new powerful combinatorial tool to study ideal
multipartite secret sharing schemes.

2 Our Results

This paper deals with the two lines of work in secret sharing that have been discussed previously:
first, the construction of ideal secret sharing schemes for useful classes of access structures, in
particular the ones with hierarchical properties, and second, the characterization of ideal access
structures. In this paper we solve a question that is interesting for both lines of research.
Namely, what hierarchical access structures admit an ideal secret sharing scheme?

First of all, we formalize the concept of hierarchical access structure by introducing in Sec-
tion 4 a natural definition for it. Basically, if a participant in a qualified subset is substituted by
a hierarchically superior participant, the new subset must be still qualified. An access structure
is hierarchical if, for any two given participants, one of them is hierarchically superior to the
other. According to this definition, the family of the hierarchical access structures contains
the multilevel access structures [6, 32], the hierarchical threshold access structures studied by
Tassa [33] and by Tassa and Dyn [34], and also the weighted threshold access structures that
were first considered by Shamir [31] and studied in [2, 3, 23, 29]. Duality and minors are fun-
damental concepts in secret sharing, as they are in matroid theory. Several important classes
of access structures are closed by duality and minors, as for instance, matroid ports or vector
space access structures. Similarly to multipartite and weighted threshold access structures, the
family of the hierarchical access structures is closed by duality and minors. This is discussed in
Section 7.

Our main result is Theorem 10.2, which provides a complete characterization of the ideal
hierarchical access structures. In particular, we prove that all hierarchical matroid ports are
ports of representable matroids. By combining this with the results in [20], we obtain the
following theorem.

Theorem 2.1. Let I be a hierarchical access structure. The following properties are equivalent.

1. T' admits a vector space secret sharing scheme over every large enough finite field.
2. T is ideal.

3. T admits a secret sharing scheme in which the length of every share is less than 3/2 times
the length of the secret value.



4. T' is a matroid port.

This generalizes the analogous statement that holds for weighted threshold access structures
as a consequence of the results in [2, 20]. Actually, as an application of our results, we present in
Section 11 a new proof for the characterization of the ideal weighted threshold access structures
by Beimel, Tassa and Weinreb [2].

Our starting point is the observation that every hierarchical access structure is determined
by its hierarchically minimal sets, which are the minimal qualified sets that become unqualified
if any participant is replaced by another one in a lower level in the hierarchy. Our results
strongly rely on the connection between matroids and ideal secret sharing schemes discovered
by Brickell and Davenport [7]. Moreover, since hierarchical access structures are in particular
multipartite, the results and techniques in [12] about the characterization of ideal multipartite
access structures, which are recalled in Section 6, are extremely useful. In particular, integer
polymatroids play a fundamental role. Another important tool is the geometric representation
introduced in [12, 29| for multipartite access structures, which is adapted in Section 4 to the
hierarchical case by introducing the hierarchically minimal points that represent the hierarchi-
cally minimal sets. Our characterization of the ideal hierarchical access structures is given in
terms of some properties of the h-minimal points that can be efficiently checked. By using
our results, given a hierarchical access structure that is described by its hierarchically minimal
points, one can efficiently determine whether it is ideal or not.

3 Notation

Some notation and terminology are needed to describe in Section 4 the geometric representation
of multipartite access structures introduced in [12, 29], and also to present in Section 6 the basic
facts about integer polymatroids. This notation will be used all through the paper.

We notate Z and R for the sets of the non-negative integer and real numbers, respectively.
For every i,j € Z we write [i,j] = {i,a+1,...,5} if ¢ < j, while [¢,i] = {i} and [i,5] = 0 if
i > j. For a positive integer m, we put J/, = [0,m] and J,, = [1,m]. Consider a finite set .J.
The modulus |u| of a vector u = (u;);es € Z7 is defined by |u| = >, u;. For every subset
X C J, we notate u(X) = (u;)icx € Z~. Observe that [u(X)| = > ,cx ui. The support of
u € Z7 is defined as supp(u) = {i € J : u; # 0} and we notate m(z) = max(supp(x)) for every
T € Zim = Z'!'. Finally, we consider the vectors e’ € 7”7 such that eg =1if j =4 and ez- =0
otherwise.

We need to introduce as well two order relations among vectors. Given u,v € R’, we write
u < v if u; < wv; for every ¢ € J. In addition, for two vectors u,v € Zi’" =Z", we put u X v
if 23:1 u; < ZLI v; for every j € J,,. In this situation, and for a reason that will be made
apparent later, we say that the vector v is hierarchically superior to the vector u. The latter
order relation was introduced in [34, Definition 4.2], also in the framework of hierarchical secret
sharing.

We notate P(P) for the power set of P, that is, the set of all subsets of P. A sequence
IT = (I, ..., II,,) of subsets of P is called here an m-partition of P if P =1I; U--- UIl,, and
II;NII; = () whenever ¢ # j. Observe that some of the parts may be empty. For an m-partition IT
of a set P, we consider the mapping II: P(P) — Z' defined by II(A) = (|[ANIL|,..., [ANIL,]).
We write p =II(P) = (|ILi],...,|ILy]) and P =II(P(P)) = {u € ZT} : u < p}.



4 Hierarchical Access Structures

We present here a natural definition for the family of the hierarchical access structures, which
embraces all possible situations in which there is a hierarchy on the set of participants as, for
instance, the weighted threshold access structures, the multilevel access structures [6, 32] and
the hierarchical threshold access structures [33].

An access structure on a finite set P of participants is a monotone increasing family I' C
P(P) of subsets of P. That is, if A C B C P and A € T, then B € I'. Given an access
structure I', its members are called the qualified subsets. The participants that are not in any
minimal qualified subset are called redundant. An access structure is connected if there is no
redundant participant.

Let T' be an access structure on P. We say that the participant p € P is hierarchically
superior to the participant ¢ € P, and we write ¢ <X p, if AU {p} € T for every subset
A C P\{p,q} with AU{q} € I'. An access structure is said to be hierarchical if all participants
are hierarchically related, that is, for every pair of participants p,q € P, either ¢ < p or p <Xgq.
If p < g and ¢ < p, we say that these two participants are hierarchically equivalent. Clearly,
this is an equivalence relation, and the hierarchical relation < induces a partial order on the set
of the equivalence classes. Observe that an access structure is hierarchical if and only if this is
a total order.

For a partition II of the set P, an access structure I' on P is said to be II-partite if every
pair of participants in the same part II; are hierarchically equivalent. A different but equivalent
definition for this concept is given in [12]. If m is the number of parts in II, such structures are
called m-partite access structures. An m-partite access structure is said to be strictly m-partite
if all parts are nonempty and participants in different parts are not hierarchically equivalent.

A Il-partite access structure is said to be II-hierarchical if ¢ < p for every pair of participants
p € II; and ¢ € 1II; with ¢ < j. That is, the participants in the first level are hierarchically
superior to those in the second level and so on. Obviously, an access structure is hierarchical
if and only if it is Il-hierarchical for some partition II of the set of participants. The term
m-hierarchical access structure applies to every II-hierarchical access structure with |[II| = m.

We describe in the following the geometrical representation of multipartite access structures
that was introduced in [12, 29]. Observe that a subset A C P is in the Il-partite access
structure I' if and only if the vector II(A) € Z' in is II(I"). Then I is univocally represented by
the set of vectors II(I') C P. By an abuse of notation, we will use I' to denote both a II-partite
access structure on P and the corresponding set II(I") of vectors in P. If two vectors u,v € P
are such that u < v and v € I', then v € I'. This is due to the fact that I" is a monotone
increasing family of subsets. Therefore, I' C P is determined by the family minI' C P of its
minimal vectors. We are using here an abuse of notation as well, because minI" denotes also
the family of minimal subsets of the access structure I'.

Let T' be a II-hierarchical access structure. If a set B C P is obtained from a set A C P
by replacing some participants by participants in superior levels, and u = II(A) and v = II(B),
then Y 7_ u; < >1_, v; for every j € Jp,, that is the vector v is hierarchically superior to the
vector u. The vectors in P that are minimal according to this order are called the hierarchically
minimal vectors of I', and the set of these vectors is denoted by hminI'. Clearly, if u,v € P
are such that v € I' and u < v, then v € I'. This implies that every Il-hierarchical access
structure is determined by the partition II and its hierarchically minimal vectors. Since u < v
if u < v, we have that hminI" C minI', and hence describing a hierarchical access structure by
its hierarchically minimal vectors is more compact than doing so by its minimal vectors. The
hierarchically minimal sets of I' are the sets A C P such that II(A) is a hierarchically minimal
vector. Observe that a subset of participants is hierarchically minimal if and only if it is a



minimal qualified subset such that it is impossible to replace a participant in it with another
participant in an inferior level and still remain qualified.
We present next three examples of families of hierarchical access structures.

Example 4.1. A weighted threshold access structure I' is defined from a real weight vector
w = (Wi,...,wy) € R™ with w; > wy > -+ > wy, > 0 and a positive real threshold T' > 0.
Namely, T is the Il-partite access structure defined by

F={uweP:u-w=ww + - +upwy >T}.

That is, every participant has a weight and a set is qualified if and only if its weight sum is at
least the threshold. Clearly, such an access structure is I1-hierarchical.

Example 4.2. Brickell [6] showed how to construct ideal schemes for the multilevel structures
proposed by Simmons [32]. These are Il-partite access structures of the form

KA
I'={ueclP: ZuthiforsomeieJm

=1
for some monotone increasing sequence of integers 0 < t1 < ... < ty,. Clearly, such an access
structure is I1-hierarchical and, if |IL;| > t; for every i = 1,...,m, its hierarchically minimal

vectors are hminT = {t1el, ... t,e™}.

Example 4.3. Tassa [33] presented a construction of ideal secret sharing schemes for another
family of hierarchical threshold access structures. Namely, given integers 0 < t1 < ... < tup,
consider the Il-partite access structure

i
I'=<ueckP: ZUthiforeveTyiEJm
j=1

Such an access structure is 1l-hierarchical and, if the number of participants in every level is
large enough, its only hierarchically minimal vector is (t1,ta —t1, ..., tm — tm—1)-

5 Polymatroids and Matroids

A polymatroid S is a pair (J, h) formed by a finite set J, the ground set, and a rank function
h: P(J) — R satisfying

1. h(D) =0, and
2. h is monotone increasing: if X CY C J, then f(X) < f(Y), and
3. his submodular: if XY C J, then h(X UY)+hA(XNY) <h(X)+ h(Y).

If the rank function h is integer-valued, we say that S is an integer polymatroid. An integer
polymatroid such that h(X) < |X| for every X C J is called a matroid. Readers that are
unfamiliar with Matroid Theory are referred to the textbooks [28, 35]. A detailed presentation
about polymatroids can be found in [30, Chapter 44] or [15].

While matroids abstract some properties related to linear dependency of collections of vec-
tors in a vector space, integer polymatroids do the same with collections of subspaces. Let V'
be a K-vector space, and let (V;);cs be a finite collection of subspaces of V. It is not difficult to



check that the mapping h: P(J) — Z defined by h(X) = dim(}_,. x V;) is the rank function of
an integer polymatroid. Integer polymatroids and, in particular, matroids that can be defined
in this way are said to be K -representable. Observe that, in a representable matroid, dim V; < 1
for every ¢ € J, and hence representations of matroids are considered as collections of vectors
in a vector space.

Example 5.1. We present here a family of integer polymatroids that is specially useful for our
purposes. Let B be a finite set and consider a family (B;)icy of subsets of B. The mapping
h: P(J) — Z defined by h(X) = ‘UieX Bi‘ is clearly the rank function of an integer polymatroid.
Integer polymatroids that can be defined in this way are called Boolean polymatroids. Such
integer polymatroids are K-representable over every field K. This is proved by identifying the
set B to a basis of V.= KBl and considering the subspaces V; = (B;) C V.

A polymatroid S with ground set J is determined by its independent vectors, which are the
elements in the convex polytope

T ={ueR] : [u(X)| <h(X) for every X C J}.

Actually, the rank function h of S satisfies h(X) = max{|u(X)| : u € T} for every X C J. The
maximal elements in T, that is, the vectors u € T such that there does not exist any v € T with
u < v, are the bases of the polymatroid S. All bases of a polymatroid have the same modulus,
which equals h(J), the rank of the polymatroid S. More details about these concepts can be
found in [35] or [30, Chapter 44].

By formalizing known results from combinatorial optimization [13, 30] and discrete convex
analysis [24], Herzog and Hibi [15] presented two characterizations of integer polymatroids,
one in terms of the integer independent vectors and another one in terms of the integer bases.
Complete proofs for the facts that are stated in the following are given in [15]. Let Z be an
integer polymatroid with ground set J. Consider the set D of the integer independent vectors
of Z. That is, if T C ]R{ris the set of independent vectors of Z, then

D=TNZ ={ueZ] : |[uX)| <h(X) for every X C J}.
The set D C Zi satisfies the following properties.
1. D is nonempty and finite.
2. fueDandwve Zi are such that v < u, then v € D.

3. For every pair of vectors u,v € D with |u| < |v|, there exists i € J with u; < v; such that
u+el €D.

Recall that eé =1if j =1¢ and e§ = 0 otherwise. Moreover, for every set D C Zi satisfying
these properties, there exists a unique integer polymatroid Z with set of independent vectors D,
and the rank function of Z is determined by h(X) = max{|u(X)| : u € D}.

Integer polymatroids can be characterized as well by its integer bases, that is, the bases with
integer coordinates, which are of course the maximal integer independent vectors. A nonempty
subset B C Zi is the family of integer bases of an integer polymatroid with ground set J if and
only if it satisfies the following exchange condition.

e For every w € B and v € B with u; > v;, there exists j € J such that u; < v; and
u—e'+eeB.



As it happened with the integer independent vectors, every integer polymatroid is univocally
determined by the family B C Zi of their integer bases.

From now on, only integer polymatroids and integer vectors will be considered, and we will
omit the term “integer” most of the times when dealing with the integer independent vectors
or the integer bases of an integer polymatroid.

If D is the family of independent vectors of an integer polymatroid Z on J, then, for every
X C J, the set D|X = {u(X) : u € D} C Z¥ is the family of independent vectors of an integer
polymatroid Z|X with ground set X. Clearly, the rank function h|X of this polymatroid satisfies
(h|X)(Y) = h(Y) for every Y C X. Because of that, we will use the same symbol to denote
both rank functions.

For an integer polymatroid Z and a subset X C J of the ground set, we write B(Z, X) to
denote the family of the independent vectors u € D such that supp(u) C X and |u| = h(X).
Observe that there is a natural bijection between B(Z, X) and the family of bases of the integer
polymatroid Z|X.

6 Integer Polymatroids and Multipartite Matroid Ports

The aim of this section is to summarize the results in [12] about ideal multipartite secret
sharing schemes, which play a central role in our characterization of the ideal hierarchical
access structures.

For a polymatroid S and an element pg € J in the ground set, the family

[po(8) ={A € J\{po} = h(AU{po}) = h(A)}

of subsets of J\{po} is monotone increasing, and hence it is an access structure on J\{po}.
If S is a matroid, then the access structure I'y,(S) is called the port of the matroid S at the
point pg. As a consequence of the results by Brickell [6] and by Brickell and Davenport [7],
matroid ports play a very important role in secret sharing. Ports of K-representable matroids
are called K-vector space access structures. Such an access structure admits an ideal scheme
that is constructed according to the method given by Brickell [6]. In addition, Brickell and
Davenport [7] proved that the access structure of every ideal secret sharing scheme is a matroid
port. This result was generalized in [20] by proving that the access structure of a secret sharing
scheme is a matroid port if the length of every share is less than 3/2 times the length of the
secret.

We introduce next a class of multipartite access structures that are defined by integer poly-
matroids. The interest of such access structures is due to the results from [12], which are
summarized in Theorem 6.2.

Definition 6.1. Let II be an m-partition of a set P of participants. Consider an integer
polymatroid Z' on J], with h({0}) =1 and h({i}) < |IL;| for every i € Jp,, and take Z = Z'|Jp,.
The -partite access structure To(Z',11) is defined in the following way: a vectoru € P C Z" =
Zim is in To(Z2',11) if and only if there exist a subset X C J,, and a vector v € B(Z,X) such
that v < u and h(X U{0}) = h(X) (that is, X is in the access structure T'o(Z')).

Theorem 6.2 ([12]). Let IT be an m-partition of a set P. A Il-partite access structure T' on P
is a matroid port if and only if it is of the form To(Z', 1) for some integer polymatroid Z' on
J!, with h({0}) = 1 and h({i}) < |IL;| for every i € J,,. Moreover, in this situation the integer
polymatroid Z' is univocally determined by T' if this access structure is connected. In addition,
if 2 is K-representable, then To(Z2',11) is an L-vector space access structure for every large
enough finite extension IL of K.



Example 6.3. Given integers 1 =tg < t1 < --- < ty,, consider the Boolean polymatroid Z' with
ground set J], defined by the subsets B; = [1,t;] € B = [1,ty,]. We affirm that the I1-partite
access structures T'o(Z2',I1) defined by such polymatroids coincide with the ones introduced in
Ezample 4.2. That is, To(Z',11) is equal to the hierarchical access structure

i
I'=<uecP: ZuthiforsomeiEJm
i=1

Observe that the access structure Tg(Z') contains all nonempty subsets of J,,. In addition,
v € Zi’” is an independent vector of Z' if and only if Y 3i_qvj < t; for all i € Jy,. Consider
a vector u € P that is in I' and let ig be the smallest element in J,, such that Z;(’Zl u; >
ti,- Clearly, there exists a vector v € B(Z,[1,i0]), where Z = 2'|J,, such that v; = u; for
J € [l,io — 1], which implies that u € T'o(Z',1I). Conversely, consider v € B(Z,X), where
0 # X C Jm. Observe that h(X) = t;,, where io = max X. Therefore 3% | v; = |[v] = t;,, and
hence v € T'. This concludes the proof of our affirmation. Since Z' is a Boolean polymatroid,
it is representable over every finite field. Therefore, I' is a vector space access structure over
every large enough finite field. Actually, this fact was constructively proved by Brickell [6].

Example 6.4. Given integers 0 =ty < t1 < --+ < t,, consider now the set B = [1,t,,] and the
subsets Bo = {1} and B; = [ti—1 + 1,ty] for i € Jp. If Z' is the Boolean polymatroid on J},
defined by those sets, then the Il-partite access structure To(Z',11) is one of the -hierarchical
access structures introduced in Example 4.3. Specifically, To(Z',11) =T, where

i
I'=<ueckP: ZUthiforeveTyiEJm
j=1

We prove this assertion in the following. Observe that X C Jy, is in the access structure T'o(Z")
if and only if 1 € X. Clearly, h(X) = tp, — tip—1 if X C Jpn and i9 = min X. In particular,
hX) =tm if 1 € X, and hence |u| = t,, if u € minTy(Z’,II). Obviously, the same applies to
the vectors in minT'. Consider a vector u € P with |u| = t,, and a subset X C J,,, and take

io = min X. Then
io—1

m

WX <Y wg=tm— Y uj,
J=to Jj=1

and hence |u(X)| < h(X) if and only if 230;11 u; > tijo—1. Clearly, this proves our assertion.

Therefore, each of these 11-hierarchical access structures is a vector space access structure over

every large enough finite field. A constructive proof of this fact was given by Tassa [33].

7 Operations on Hierarchical Access Structures

Duality and minors are fundamental concepts in matroid theory, and they have their counterpart
in secret sharing. Several important classes of access structures are closed by duality and
minors, as for instance, matroid ports and K-vector space access structures. The dual of an
access structure I' on a set P is the access structure I'* on the same set defined by I'* =
{AC P : P\A ¢ T}. It is not difficult to prove that T' is II-partite if and only if T'™* is
so. For a subset B C P, we define the access structures I'\B and I'/B on the set P\B by
MB={ACP\B: AcT}andI'/B ={A C P\B: AUB € I'}. Every access structure
that can be obtained from I' by repeatedly applying the operations \ and / is called a minor



of I'. If ' is a Il-partite access structure, then the minors I'\B and I'/B are (II\ B)-partite
access structures, where II\B = (II;\B, ..., II,,\B), a partition of P\B. If II(B) = b, then the
geometric representations of these access structures are '\B={z € ZT : x <p—band z € I'}
andI'/B={z€Z} :x<p—-bandx+bcl}.

Proposition 7.1. The class of the hierarchical access structures is minor-closed and duality-
closed. The same applies to the class of the weighted threshold access structures.

Proof. Let I' be a hierarchical access structure. Consider v € I'* and v € P such that u < v.
Observe that p —v < p—u ¢ I', and hence p —v ¢ I' and v € I'*. Consider now the minors
I'\B and I'/B for some B C P, and take b = II(B). Consider vectors 0 < u,v < p — b with
u < v. If uw € T\B, then u € T'. This implies that v € I and hence v € T\B. If u € T'/B, then
u+b €T and hence v+ b € I" because u + b < v + b. Therefore, v € I'/B.

Let ' be the weighted threshold access structure defined by the weight vector w and the
threshold T' and take W = " | nw;, where n; = |II;|, that is, W is the weight sum of all
participants in P. Let W’ be the maximum weight sum of all unqualified subsets and take ¢ > 0
such that W’ + € < T. Then I'* is the weighted threshold access structure given by the same
weights as ' but with threshold 7% = W — W’ — €. The access structure I'\ B is defined by the
same weights and threshold as I', while the threshold of I'/B is T' — |w(B)|. O

Let P’ and P” be two disjoint sets and let I" and I'” be access structures on P’ and P”,
respectively. The composition of T' and T" over p € P’, which is denoted by I'[I'"; p], is the
access structure on the set of participants P = P’ U P"\{p} that is defined as follows a subset
A C P isin I"[I'; p] if and only if

e ANP T’ or
e (AU{p})NP €I and ANP" eT”.

The composition of matroid ports is a matroid port, and the same applies to K-vector space
access structures. A proof for these facts can be found in [19]. The access structures that can
be expressed as the composition of two access structures on sets with at least two participants
are called decomposable.

Suppose that TV is (Py, ..., P,)-partite and T is (P41, ..., Pr1s)-partite, and take p € P,.
Then the composition I'[I'; p| is (P, ..., P/ ,)-partite, where P/ = P,\{p} and P] = P; for
i #r. TV and T are hierarchical and p € P, then I"[["; p] is also hierarchical, and the same
applies to weighted threshold access structures. Observe that the composition is made over a
participant in the lowest level of I”.

8 Hierarchical Matroid Ports

We explain in the following how the hierarchically minimal vectors of an m-hierarchical matroid
port can be determined from its associated integer polymatroid. We prove first some technical
lemmas that apply to every integer polymatroid. Specifical results on integer polymatroids that
define hierarchical matroid ports will be given afterwards.

Lemma 8.1. Consider an integer polymatroid Z on Jp,, a subset X C J,, and a vector
y € B(Z,X) that is hierarchically minimal in B(Z,X). Then y is the hierarchically minimum
vector of B(Z,X), that is y < = for every x € B(Z,X).

10



Proof. Suppose that the set R = B(Z, X)\{z € B(Z,X) : y < «} is nonempty and consider a
vector € R that is hierarchically minimal in R. Let ¢ € X be the smallest index with x; # ;.
If 2; < y;, there exists j € X with j > i such that z; > y; and 2 = y + &/ — €' € B(Z, X).
Observe that z < y, a contradiction with the fact that y is hierarchically minimal in B(Z, X).
If 2; > y;, there exists j € X with j > i such that z; < y; and u = z + &/ — €' € B(Z, X).
Then u ¢ R because z is hierarchically minimal in R and u < z. This implies that y < u < =z,
a contradiction again. O

Let Z be an integer polymatroid on Jy,. For every i € Jp,, consider the vector Yy =9 (2) €
27 defined by y; = h([j,i]) —h([j +1,4]). Observe that |y ([s,1])| = > i_, y; = h([s,i]) for every
s € [1,i]. Actually, these vectors are vertices of the polytope 7 C R’ formed by the (real)
independent vectors of Z. A description of all vertices of 7 can be found, for instance, in [11,
Theorem 22] and [15, Proposition 1.3].

Lemma 8.2. If 1 < j <i<m, theny; >yt
Proof. Since h is submodular, y;.'H = h([j,i+1])=h([j+1,i+1]) < h([j,i])=h([j+1,7]) = y; O]

Lemma 8.3. For everyi € Jp,, the vector y' is the hierarchically minimum vector of B(Z,[1,1]).

Proof. By Lemma 8.1, it is enough to prove that g’ is a hierarchically minimal vector of
B(Z,[1,i]). We prove first that y* € B(Z,[1,i]). Take X C [l,i] and, for j € [1,i + 1],
consider X; = X N [j,4]. Then

WX = D yi= > (n(lGd) = hlj +1,1])

JEX JEX
< Y (h(Xg) = h(Xjh1)) = h(X).
JEX

The inequality holds because X; 11 = X;N[j+1,] and [j,4] = X;U[j+1,4]. Since y; =0 for all
j > i, this implies that 3 is an independent vector of Z and, moreover, y* € B(Z,[1,1]) because
ly!| = h([1,i]). We prove next that y' is hierarchically minimal in B(Z, [1,i]). If not, there exists
z € B(Z,][1,i]) with z < y*. Since |z| = |y|, there exists s € [1,1] for which Zj;%(y; —z;) >0
and Z;:S(y§ —2zj) < 0. Then |2([s,])| = Z;:s zj > Zé':s y; = h([s,]), a contradiction because
z € B(Z,[1,i]). O

For the remaining of this section, we assume that Z’ is an integer polymatroid on J/, with
h({0}) = 1 such that, for an m-partition II of a set P with |[II;| > h({i}) for every i € Jp,
the access structure I' = T'g(Z’,1I) is II-hierarchical. We consider the integer polymatroid
Z = Z'|J,, and the vectors y* = y*(Z). Recall the notation m(x) = max(supp(z)).

Lemma 8.4. If x € P is a minimal vector of T', then x € B(Z,[1,m(z)]).

Proof. Take X = supp(z). Since z € B(Z, X), it is enough to prove that h(X) = h([1, m(x)]).
Specifically, we are going to prove that h(X U {j}) = h(X) for every j € [1,m(z)]\X. Clearly
this is the case if II; = (. In any other case, consider the vector =/ = z + e — e ¢ P,
Since I' is II-hierarchical, 2’ € T', and hence there exists Y C X U {j} with Y € I'((Z2’) and a
vector y € B(Z,Y) with y < a’. Clearly, y; # 0 because z € minI". Thus, y; =1 and j € Y.
Since h is submodular, A(X U {j}) + h(Y\{j}) < h(X) + h(Y). Therefore, h(X U {j}) = h(X)
if A(Y) = h(Y\{j}). Suppose now that h(Y\{j}) < h(Y) — 1. Observe that h(Y\{j}) >
lyY\{j}D)| = ly(Y)| —1 = h(Y) — 1 because y € B(Z,Y). Hence, h(Y\{j}) = h(Y) — 1 and
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y—e € B(Z,Y\{j}). Observe that y — e’ ¢ T because y — e/ < z. Thus, Y\{j} ¢ ['¢(Z), and
hence

MY\{7}) UA{0}) = h(Y\{7}) + 1 = h(Y).

The submodularity of A implies inequality (1) in the following calculation.

MXULG,0H) +A(Y) = X U{50}) +h(Y\{7}) U{0})
< h(XU{0})+h(Y U{0}) (1)
= WX)+h).
Therefore, h(X U{j}) = h(X). O

Let tg = tp(Z2’) be the minimum value ¢ € J,,, with A([0,t]) = h([1,¢]), that is, the minimum
value t € J,,, such that [1,¢] € To(Z’). The following result describes how the hierarchically
minimal vectors of a hierarchical matroid port are determined from its associated integer poly-
matroid. Its proof is straightforward from the previous lemmas in this section.

Lemma 8.5. If z € P is a hierarchically minimal vector of T', then x = y™®) . As a consequence,
hmin T = hmin{y*(Z2),...,y"(2)}.

We need to prove some more technical results before concluding this section with Proposi-
tion 8.10. The first one describes some hierarchical properties of the vectors y* = y"(2).

Lemma 8.6. The following properties hold whenever 1 < i < j < m.

1.y 2y if and only if || = |y'|.

2. y" =y if and only if yz = yz for all £ € [1,i]. In this situation, y* < y* for every

keli+1,7].

3. y" 2y if and only if h([L,5]) = h([1,4]) + h([i + 1, j]).
Proof. Properties 1 and 2 are straightforward. We prove Property 3. By Property 2, 3* < 9/ if
and only if

Wls, i) = > =D vk =Y (h(k,4]) = b([k+1,5)))
k=s k=s k=s
= h([s,5]) = h([i + 1,5])

for every s < i. Moreover, if h([i + 1, j]) = h([1,j]) — h([1,1]), then
B(li +1,4]) = h((1,3]) — h([1, 1)) < h(ls, ) — Alls, 1) < h(li + 1,])
for every s < 1. O

Lemma 8.7. For every z € minl' there exists a unique * € hminI' such that x < z and
|z = |z].

Proof. Leti € [m(z), m] be the maximum value with |y*| = |y™*)|. Clearly, y* < z and |y*| = |2|.
We only have to prove that y* is hierarchically minimal in {y%, ... ,y™}. If j € [i + 1,m], then
|y/| > |y¢|, and hence 3/ Z£ y* by Lemma 8.6 (1). Suppose that there exists j € [tg,7 — 1] such
that 7/ < y°. By Lemma 8.6 (2), |37/| < |y’| = [y™*)|, and hence j < m(z) and 37 < ™). This
implies that h([1, m(z)]) = h([1, j])+h([j+1,m(z)]) by Lemma 8.6 (3). Since z € B(Z, [1, m(2)]),
we have that |z| = h([1,m(2)]), while |2([1, j])| < h([1,j]) and |2([j+1,m(2)])| < h([j+1,m(2)]).

Therefore, |z([1,4])| = h([1,4]), and hence 2’ = }7_, 2z, € I, a contradiction with 2’ < z and
z € minT" O
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Lemma 8.8. Let xz,y € P be two different hierarchically minimal vectors of ' with m(z) < m(y)
such that there is not any hierarchically minimal vector z with m(z) < m(z) < m(y). If x; > y;
for some i € [1,m(x) — 1], then |IL;| = z; for all j € [i + 1, m(x)].

Proof. Suppose that z; > y; and z; < |II;| for some ¢,j with 1 <i < j < m(x). Since y, < zi
for all k =1,...,m(x) and |y| > |z|, there exists a vector ¢y € P such that

e y <y and || = [y, and

o y, =y forall ke[l,j—1], and

A

° y] ;L‘j + 1, and
Y y;ﬂ = T fOI‘ all k& S [] + 1,m($)]

Observe that 3’ is not an independent vector of Z’ because |y ([j, m(z)])| > |=([j, m(x)])| =
h([j, m(z)]). The last equality is due to the fact that 2 = y"(®). Therefore, 3’ € I'but y/ ¢ minT.
Consider 2/ € minT" with 2’ < 3/ and the only hierarchically minimal vector z = y™*) € hminT
such that z < 2" and |z| = |2/|. Clearly, m(z) < m(y) because |z| = |2/| < |¢/| = |y|, and m(z) > i
because z < y otherwise. Observe that 22:1 Yk = 22:1 Yy > 22:1 2) because z < y/. Since
zi > yg for all k € [1, m(z)], we have that z; = yg for all k € [1,4]. If m(z) < m(z), then z;, > x,
for all k € [1,m(z)], a contradiction with z; = y; < x;. Therefore, there exists a hierarchically
minimal vector z with m(x) < m(z) < m(y). O

Several properties of the hierarchically minimal vectors of a hierarchical matroid port that
can be inferred from Lemma 8.8 and the others results in this section are summarized in the
next proposition. Of course, these properties are necessary conditions for a hierarchical access
structure to be ideal. We prove in Section 10 that these conditions are also sufficient.

Notation 8.9. From now on, the hierarchically minimal vectors of a Il-hierarchical access
structure I' are denoted by hminT = {z',... 2"}, we write m; = m(z*) fori=1,...,r and we
put mg = 0. In addition, we assume that the hierarchically minimal vectors are ordered in such
a way that m; < miy foralli=1,...,r—1.

Proposition 8.10. LetT' = T'g(Z’,11) be a II-hierarchical matroid port withhmin T = {z' ... 2"}.
Then the following properties are satisfied.

1. If1 <i <r, thenm; < miq1. In particular, I' has at most as many hierarchically minimal
vectors as levels in the hierarchy.

2. If 1 <i<r, then 2t > x"™ for all k € [L,m;] and i, > 2} for some k € [1,m;).

8. If % > af, for some 1 <i<r—1andk € [1,m;—1], then |I;| = x} for all ¢ € [k+1,m;].

Proof. The first property is straightforward from Lemma 8.5. By Lemmas 8.2 and 8.5, :zc}€ > azfjl
for all k € [1,m;]. Observe that z* < g if 2t = 2 for all k € [1,my]. This implies that
x}c > m?l for some k € [1,m;]. We prove now the third property. Since zr:iJ > a:?l > 2>,
there exists j € {i,...,r — 1} such that a] > xfjl. Then |II,| = z for all £ € [k + 1,m;] by

Lemma 8.8. Therefore, |II,;| = x? <z} < || for all £ € [k + 1,m;]. O
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9 A Family of Ideal Hierarchical Access Structures

We introduce in Definition 9.1 a family of hierarchical access structures that generalizes the
ones in Examples 6.3 and 6.4. This section is devoted to prove that these access structures are
ideal. Actually, they can be constructed from a class of Boolean polymatroids that contains
the ones used in those examples. Moreover, we prove in Section 10 that every ideal hierarchical
access structure is a member of this family.

Definition 9.1. Consider two integer vectors a = (ag,...,am) and b = (bo,...,bn) with
ap =a1 =by =1 and a; < a;y1 < b; < biy1 for every i € [0,m — 1], and consider as well an m-
partition 11 of the set P of participants. The Il-partite access structure I'(a, b,I1) is defined as
follows: a vector u € P is in T'(a, b,II) if and only if there exists i € J,, such that 2221 ug > b;

and Zi:l up > ajp1—1 forall j € [1,i—1]. Clearly, these access structures are I1-hierarchical.

The access structures I'(a,b,II) with a; = 1 for alli € J/ and 1 = by < by < -+ < by,
coincide with the hierarchical matroid ports in Example 6.3. We obtain the hierarchical matroid
ports in Example 6.4 by taking 1l =ap=a1 < - - <apand 1 =byg < by =--- = b,.

Given two integer vectors a = (ag, ..., a,) and b = (by, ..., by,) such that ag =a; = by =1
and a; < a;41 < b; < by for every ¢ € [0,m — 1], consider the subsets B; = [a;, b;] of the
set B = [1,b,,] and the Boolean polymatroid 2’ = Z’(a,b) with ground set J;, defined from
them. Observe that h([j,]) = |[a;, b;]| = bi — aj + 1 whenever 0 < j < i < m and, in particular,
h({0}) = 1. Therefore, for every m-partition II of a set P with |II;| > h({i}) = b; — a; + 1,
we can consider the II-partite matroid port I' = I'o(Z’,II). Since Z’ is representable over every
field, we have that I' is a vector space access structure over every large enough finite field.

We analyze first the properties of the vectors y* = y*(Z), where Z = Z(a,b) = Z'(a,b)|J,,.
Observe that y; = h([4,i]) — h([j + 1,4]) = aj+1 — a; if j < i while y! = b; — a; + 1. Therefore,

y' = (ag — ay,...,a; — a;_1,b; — a; +1,0,...,0).

In the following lemma, we present a characterization of the families of points (y'(Z))1<i<m
corresponding to integer polymatroids of the form Z = Z(a,b).

Lemma 9.2. Given vectors y',...,y™ € 77, there exists a Boolean polymatroid of the form
Z(a,b) with y* = y*(Z(a,b)) if and only if the following conditions are satisfied.

e m(y') =i for every i € [1,m].
o yi=ytifl<j<i<m-—1
i+1

o [y < |y and yi >yt for every i € [1,m — 1].

Proof. Clearly, the vectors of the form y* = y*(Z(a,b)) satisfy the required conditions. The
converse is proved by considering a = (ag, ..., ay) and b = (b, ..., b,,) defined as follows:

[ CLo:CH:bO:la
o a; =Y\ yi+1foralic€Jp,

o b = Z;‘:1 y} for all i € J,,.

Clearly and aj11 — a; = yitt >0 and b; = lyi| < |yt = bir1. In addition, b; — a;41 =
Yl — yf“ —1 > 0. Finally, observe that y* = (a2 —a1,...,a; —aj—1,b; —a; +1,0,...,0) for every
1€ Jny. O
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We prove in Proposition 9.5 that I'o(Z’(a, b),II) = I'(a, b, II). Two technical lemmas about
the properties of the integer polymatroid Z’ = Z’(a,b) and its associated multipartite matroid
port I' = T'y(2'(a, b),II) are needed. Observe that a subset X C .J,, is in I'o(Z2’) if and only if

Gmin x = 1.

Lemma 9.3. If X C J/, is such that h(X) < h([min X, max X]), then
h(X)=h(XN[1,j 1)) +h(XN[j+1,m])
for some j € [min X, max X|\X.

Proof. Take C' = |J,c x[ai, b;] and consider j € [min X, max X]|\ X such that h(X U{j}) > h(X).
Then there exists ¢ € [aj,b;] such that ¢ ¢ C. We claim that b, < cif k € X N[l,j—1].
Otherwise, ar < a; < ¢ < b, and ¢ € [ag, bg] € C. Analogously, a; > cif £ € X N [j+ 1,m)].
Therefore, h(X) = |CN[L,c—1]|+|CNc+1,m]=h(XN[1,j—-1])+hAXN[j+1,m]). O

Lemma 9.4. Ifx € minT', then z € B(Z,[1,m(x)]).

Proof. We have to prove that h(supp(z)) = h([1,m(x)]). Take X = supp(x) and ip = min X,
and suppose that A(X) < h([1,m(x)]). Since X € I'x(Z2’), it holds that a;, = 1, which implies
that h([io, m(z)]) = h([1,m(z)]). Therefore, h(X) < h([min X, max X]) and, by Lemma 9.3,
there exists j € [ig, m(z)]\X such that Ah(X) =h(X N[1,5 —1]) + (X N[j + 1,m]). Consider
Z=Xn[l,j—1]and z =Y, ., x;€". Clearly, z is an independent vector of Z" with |z(Z)| =
h(Z), which implies that z € T" because Z € I'y(Z’). Since z < z, this is a contradiction with
rz €minl. g

Proposition 9.5. Consider two integer vectors a = (ag, ..., am) and b = (bo, ..., by) such that
ap =a1 =by =1 and a; < aj41 < b; < b for every i € [0,m — 1], and let I be an m-partition
of a set P with [IL;| > h({i}) = b; —a; + 1. Then I'o(Z'(a,b),II) =T'(a, b,II).

Proof. Put I' = I'y(Z’(a,b),II) and Z = Z'(a,b)|J,,. Consider a vector x € minT". Then
x € B(Z,[1,m(z)]) by Lemma 9.4, and hence |z| = ZZL(T v = h([1,m(2)]) = by In
addition, |z([j + 1,m(z)])] < A([j + 1,m(z)]) = by — aj+1 + 1 for all j € [1,m(z) — 1].
Therefore, |x([1,7])| = >7_; @k = ajq1 — 1 for all j € [1,m(z) —1].

Consider now a vector u € P such that there exists i € J,,, with 2221 up > b; and Zi:1 U >
aj+1 — 1 for all j € [1,i — 1]. We can assume that ¢ is the mininum index for which the vector
u satisfies this condition, which implies that aj41 —1 < > _ju, < bj for all j € [1,i — 1]
Let v € P be the vector given by v; = u; if j € [1,i — 1], and >, _, vp = b;, and v; = 0 if
j € [i +1,m]. Obviously, v < u. The proof is concluded by checking that v € B(Z,[1,1i]).
Since |v| = b; = h([1,1]), we only have to check that |v(X)| < h(X) for every X C [1,4]. If
X = [j()vjl] - [1a7’]7 then

Jo—1

|—ka—2vk—21}k<bﬂ aj0+1:h(X).

k=jo

By Lemma 9.3, for every X C [1,4], there exist disjoint subsets Y7,...,Ys C [1,4] such that
Yy = [ay, Be], and X C Y1 U---UYs, and h(X) = h(Y1) + -+ + h(Ys). O

As a direct consequence of Proposition 9.5, we prove next that every access structure of the
form T'(a, b, II) is ideal. Finally, Proposition 9.7 provides a sufficient condition for a hierarchical
access structure to be ideal in terms of the properties of its hierarchically minimal vectors.
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Proposition 9.6. Fvery access structure of the form I'(a, b,II) admits a K-vector space secret
sharing scheme for every large enough finite field K.

Proof. Consider a set P D P and an m-partition II of P such that II; D II; and \H | >bj—a;+1
for all i € Jp,. Then I' = I'(a, b, II) = I'y(Z'(a, b),II) by Proposition 9.5, and hence T" is a K-
vector space access structure for every large enough finite field K. Finally, it is easy to prove
that I' = I'(a, b, II) is a minor of r. Specifically, T = f\(]g\P) O

Proposition 9.7. Let I1 be an m-partition of a set P and let I' be a Il-hierarchical access
structure on P. Consider the family hminT = {x',... 2"} of its hierarchically minimal points.
Suppose that the following properties are satisfied.

1. If 1 <i<r, then m; < mjy1 and m}v = x’“ for all k € [1,m; — 1].
2. If mi—1 < j < my, then [II;| > 3770, .

Then T is ideal and, moreover, it admits a K-vector space secret sharing scheme for every large
enough finite field K.

Proof. Consider the points y',...,y™ € P defined as follows: if m;_1 < j < m;, then

o yi =z} for every k € [1,j — 1], and

o yg =3 s z', and
o yi =0 for every k € [j + 1,m)].

Observe that af, > xif! because 2 ¢ z'*'. In addition, |z'| < [#"!| because z't1 < 27
otherwise. With that in mind, it is not difficult to check that the points y',...,y™ € Al
satisfy the conditions in Lemma 9.2, and hence there exists a Boolean polymatroid of the form
Z' = Z'(a,b) such that y/ = y/(2'|J,,) for every j € J,,. Moreover, h({j}) = y} < |1 for
every j € Jp,, and hence we can consider the access structure I'g(Z’, IT), which is II-hierarchical
with hminTo(2’,1I) = hmin{y!,...,y™} = {z!,...,2"}. Therefore, I' = I'x(Z’,I1) and this
concludes the proof. O

10 A Characterization of Ideal Hierarchical Access Structures

By using the results in Sections 8 and 9, we present here a complete characterization of the
ideal hierarchical access structures. Moreover, we prove that every hierarchical matroid port is
ideal and, moreover, it is a K-vector space access structure for every large enough finite field K.
In particular, the results in this section prove Theorem 2.1. The next result is a consequence
of Proposition 9.7 and the necessary conditions for a hierarchical access structure to be ideal
given in Section 8. It provides a characterization of the ideal hierarchical access structures in
which the number of participants in every hierarchical level is large enough in relation to the
hierarchically minimal points.

Proposition 10.1. Let Il be an m-partition of a set P and let I' be a Il-hierarchical access
structure on P with hminT = {z',...,2"}. Suppose that |p,,| > &, for all i € {1,...,7}.
Then T is ideal if and only if m; < m;y1 and z}, = "H for all i € {1 , 7 —1} and k €
[1,m; — 1]. Moreover, in this situation T' is a K-Uector space access structure for every large

enough finite field K.
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Proof. The condition is necessary because of Proposition 8.10. We prove now that it is also
sufficient. Consider a set P O P and an m- partition IT of P such that II; D II; for all j € J,,, and
|H | > Ze xb if mi_y < j < m;. Let I be the II-hierarchical access structure with the same

hlerarchlcally minimal vectors as I'. By Proposition 9.7, [ is a K-vector space access structure
for every large enough field K. Clearly, the access structure I' is a minor of I'. Specifically,
' =T\(P\P). O

Finally, we present our complete characterization of ideal hierarchical access structures in
terms of the properties of the hierarchically minimal vectors. Specifically, an access structure
is ideal if and only if it satisfies the conditions in Proposition 8.10.

Theorem 10.2. Let IT be an m-partition of a set P and let I be a I1-hierarchical access structure
on P with hminT = {x',... 2"}. Then T is ideal if and only if the following conditions are
satisfied.

1. If1 <i<r, then mj < mjy1.
2. If 1 <i<r, then % > att™ for all k € [1,my].
3. If 2t > for some i € [1,r —1] and k € [1,m; — 1], then |IL;| = 2} for all £ € [k +1,m;].

Moreover, in this situation I' is a K-vector space access structure for every large enough finite

field K.

Proof. As before, Proposition 8.10 implies that the given conditions are necessary. Suppose
that the conditions are satisfied. Take z" = 2" and for i € [1,7 — 1] consider the vectors z* € ZT
defined by

o 7t :932 if k € [1,m; — 1], and

o F,, =i, + Sk~ 2), and
. %};:Oisze[mi—i-l,m].

As we did in the proof of Proposition 10.1, we extend the set P of participants to a larger one.
Consider a set P D P and an m- partition IT of P such that H 2 11, for all j € Jp, and ]Hj] >

ZZ = xe if mi_1 < j <m;. Let T be the [I-hierarchical access structure on P with hmin [ =

{z',...,2"}. It is not difficult to check that I satisfies the conditions in Proposition 9.7, and
hence 1t is a K-vector space access structure for every large enough finite field K. In particular,
I = I'o(Z’,1I) for some integer polymatroid Z’ on J/,. Consider Z = ZJm.

The proof is concluded by checking that I' is a minor of I. Specifically, we prove that
I' = I NP, which implies that I' = I\ (P\P). Since # < 2 for all i € [1,7], it is clear that
I C T NP. Since every minimal vector of I' is in B(Z, [1,m;]) for some i € [1,7], it is enough to
prove that Q; = B(Z,[1,m;]) NP C T for all i € [1,7]. Suppose that this is false and take the
smallest i € [1,r] such that Q; Z T.

We affirm that, in this situation, ' € Q;. If not, z* ¢ min T by Lemma 8.4 and, since
zt € f there exists z € minT with z < . Applying Lemma 8.4 again, z € B(g, [1,m;]) for
some j € [1,r] and, since |z| < \ml\ = |7!|, we have that j < i. Therefore, z € ; C T, a
contradiction with the fact that z* is a minimal vector of I'. This proves our affirmation.

Consider R = Q;\I" and consider a vector y € R that is hierarchically minimal in R. Let
k € [1,m; — 1] be the smallest value such that y; # :c}C If yp < x};, there exists ¢ € [k + 1, m;]
such that y, > z. Since ' <y, it follows that |z*([1,k])| < |y([1,k])| < |#*([L, k])|, and hence
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27 = 7L < 2% for some s € [1,k]. This implies that 2% = |II,| and y, < z because y € P,
a contradiction. If yr > 2i, then y, < 2% and y/ = y — e’ +ef € B(Z,[1,m;]) NP for some
¢ e [k+1,m]. Since y' <y and and y is a hierarchically minimal vector in R, it follows that

y' ¢ R, and hence y' € T, a contradiction with y ¢ T. O

Actually, we have proved that a hierarchical access structure I' is ideal if and only if
' = T'\(P\P) for some matroid port I' = I'o(Z’(a, b),II). By combining this fact with Proposi-
tions 9.5 and 9.6, another characterization of the ideal hierarchical access structures is obtained.

Theorem 10.3. Let I' be an m-partite access structure. Then I' is an ideal hierarchical access
structure if and only if it coincides with one of the access structures I'(a,b,II) described in
Definition 9.1.

Example 10.4. Let II be a 4-partition of a set P with |II;| = 4 for all i € Jy, and let T be
the weighted threshold access structure defined by the vector of weights w = (7,5,4,3) and the
threshold T = 13. The hierarchically minimal points of T are x' = (2,0,0,0), 22 = (0,1,2,0),
and z® = (0,0,1,3). Since x3 > 3 and |I13| > 3, it follows from Theorem 10.2 that T is not
ideal.

Example 10.5. Given positive integers t1 < to < t3 < t4, consider a 4-hierarchical access
structures in which the qualified subsets are those with at least one participant from the first
level, and at least t; participants in the first i levels for some i € Jy. This access structure is
ideal because it is a minor of a 4-hierarchical access structure with hierarchically minimal points
(t1,0,0,0), (1,t2,0,0), (1,0,t3,0), and (1,0,0,4).

Tassa [33] proposed an open problem on hierarchical access structures that can be solved
by using our results. Given integers 0 < ¢; < --- < t,, and ¢ € J,,, consider the II-hierarchical
access structure

i
re=(J reP ) x>t forallie X
th]mle‘:e j:l
Observe that the access structures I'y for £ = 1 and £ = m are, respectively, the ones in

Examples 4.2 and 4.3, and hence they are ideal. The open problem proposed in [33] is to find
out whether the other access structures of this form are ideal or not.

We solve this open problem by proving a negative answer for this question. Consider an
access structure of the form I'y with ¢ # 1, m, and suppose that |II;| > ¢; for every i € J,,. For
every X = {i1,...,ip} C J,, withi; < --- < iy, consider the vector v¥ € ZT with supp(vX) = X
determined by vi)f = t;, and vfi =t;, —tiy_, for k=2,... 0. Clearly, vX € Ty and u ¢ Ty if
uw € P and u < vX. Therefore, vX is a hierarchically minimal vector of this access structure.
Consider the sets X = [2,/+ 1] and Y = {1} U[3,£+ 1]. Then v* and v¥ are two different
hierarchically minimal vectors of I'y with m(vX ) = m(vy). By Theorem 10.2, this implies that
I’y is not ideal.

11 Ideal Weighted Threshold Access Structures

By using our characterization of ideal hierarchical access structures, we present in this section
an alternative proof for the characterization of ideal weighted threshold access structures that
was given by Beimel, Tassa and Weinreb [2]. First, we describe several families of ideal weighted
threshold access structures, and then we prove in Theorem 11.1 that every indecomposable ideal
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weighted threshold access structure must be in one of these families. As was noticed in [2], an
ideal weighted threshold access structure can be the composition of smaller such structures.

The (t,n)-threshold access structures form the first of those families. Of course, they are
ideal weighted threshold access structures. We consider as well two families of ideal bipartite
hierarchical access structures, that is, ideal II-hierarchical access structures for some bipartition
IT = (II3, I13) of the set of participants.

B; This family consists of the access structures such that hminI' = {(z1,z2)} with z; > 0
and 0 < w9 = |IIz] — 1. We affirm that every member of By is a weighted threshold
access structure with weight vector (wq,ws) = (1,1 — ), where 0 < § < 1/z9, and
threshold T = 21 + x2(1 — 0). This is proved by checking that (z1,22) - w > T while
(r1—1l,zo+1)-w<Tand (1 +22—1,0) - w < T.

B, This is the family of the access structures with hminI" = {(y1 + y2 — 1,0), (y1,y2)}, where
y2 > 2, and [IIg| < ya + 1 if y; > 0. They are weighted threshold access structures with
w= (w1,wz) = (1,1 =1/y2) and T = y1 +y2 — 1.

In addition we consider two families of ideal tripartite hierarchical access structures. Sim-
ilarly to the previous families of bipartite access structures, all their members are weighted
threshold access structures. In this case we also describe the hierarchically maximal non-
authorized vectors. The computation of these vectors is straightforward. If I' is a hierarchical
tripartite access structure with hminT' = {z',2%}, then v € Z3 is not in I if there exist
1 <i,j <3 such that [o*([1,4])] > [u([1,4])] and |2*([1,])| > |u([1, j])I-

T; We consider in this case the structures with hminT" = {(x1,0,0), (y1, y2,y3)} such that
y2 = [Ha| if y1 # 0, and y2 > 0, and 1 < y3 = [[I3| — 1, and 21 = y1 + 32 + y3 — 1.
The hierarchically maximal non-authorized vectors of such an access structure are u =
(x1—1,1,0) and v’ = (y1 +y2 — 1,0,y3 + 1). Consider real numbers 0 < 3 < d3 < 1 such
that

1 1 —y9é
< 53 < ﬂ

ys+1 Y3
We affirm that I' is the weighted threshold access structure with weight vector w =
(1,1 — 62,1 — 03) and threshold 7' = z1. This is proved by checking that v - w < T and

w -w < T whilev-w>T if v € hminT.

T2 This family contains the access structures with hminI" = {(z1, z2,0), (y1, y2,y3)}, where
0<y; <zj,and 1 <y3 = |3, and 0 < x9 = yo+1 = |Iz|, and 1 + 2 = y1 +y2 +y3 — 1.
In this case, the hierarchically maximal non-authorized vectors are u = (x1 + z2 — 1,0, 1)
and u' = (y1 — 1,y2 + 1,y3). Consider real numbers 0 < d2 < d3 < 1 such that

1 1+6
maX{52$2, } < 03 < + 2.
Y3 Y3

Then T is the weighted threshold access structure determined by w = (1,1 — d2,1 — d3)
and T = x1 + (1 — d2)x2.

At this point, we can state the characterization of the ideal weighted threshold access struc-
tures.

Theorem 11.1. A weighted threshold access structure without redundant participants is ideal
if and only if
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1. it is a threshold access structure, or
it is a bipartite access structure in one of the families By or Bo, or

it s a tripartite access structure in one of the families T1 or To, or

e

it is a composition of smaller ideal weighted threshold access structures.

The remaining of this section is devoted to the proof of this theorem, which is divided into
several partial results. We prove first a technical result about ideal hierarchical access structures
that are indecomposable and strictly m-partite.

Lemma 11.2. Let I be an m-partition of the set P of participants and let T' be an ideal I1-
hierarchical access structure with hminT = {x!, ... 2"}. Assume that ' is indecomposable and
strictly m-partite. Then the following properties hold.

1. For every j € Jp,, there exists i € {1,...,1} such that :Ué # 0.

2. If j € Jy is such that mj—1 +1 < j < my; for some i € {1,...,r}, then zh < |11 |
(remember that mo = 1).

3. Ifr > 2, then x'([1,m;]) # 2" ([1,m;]) + € for everyi € {1,...,r — 1} and j € [1,m;].
4. If m > 2, then 2t < |Iy| for somei=1,...,r.

5. Ifm > 2, then z,, > 1.

6. If r =2, then a:? >0 forallj € [1,m; —1].

Proof. Suppose that there exists j € J,,, such that ZL‘z =0forallz=1,...,r. Clearly, the par-
ticipants in II,,, are redundant if j = m. We prove that the participants in II; are hierarchically
equivalent to the ones in Il if j < m. Consider u € I' such that v = u — &/ + e/l ¢ P,
and take x € hminT' with & < u. If m(z) < j — 1, then clearly < v. If m(z) > j + 1, then
S (v —xg) > Zi;i(w — x¢) > 0 because x; = 0 and « < u. Therefore, x < v. This proves
Property 1.

Assume that there exist ¢ € {1,...,7} and j € J,, such that m;—; +1 < j < m; and
T = II1;|. Property 2 is proved by checking that, in this situation, the participants in IT;_;
are hierarchically equivalent to those in II;. By Theorem 10.2, x;“ = |II;| for all k =4,...,r.
Consider u € T' such that v = u — e/~! + &/ € P, and take 2* € hmin I' with zF < u. Clearly,
oF < vif k <i. If k > i, then uj — :1;5C = u; — |II;| < —1, and hence Zé;i(w — x%) > 1. This
implies that z* < v.

Property 3 is proved in the following. Suppose that r > 2 and there exist i € {1,...,r — 1}
and j € [1,m;] such that 2%([1,m;]) = 2"([1,m;]) + e/. Observe that Proposition 8.10 (2)
implies that z*([1,m;]) = 2*([1,m;]) + € for all k =4 + 1,...,7. In addition, 2} = |II;| for all
¢ € [j4+1,m;] by Theorem 10.2. Consider p ¢ P and the m-partition Il of P’ = PU{p} obtained
by modifying IT with II},, = IL,, U {p}. Consider as well the vectors y* = z*([1,m;]) +e™ —e’,
and y* = 2F([1,m;]) for all 1 < k < i, and 2* = 2¥([m; + 1,m]) for all i < k < r. Let 'y be
the (ITy,. .., Ly, 1,11}, )-hierarchical access structure with hminI'; = {y!,..., '}, and let '
be the (I, 41, . -, 1L, )-hierarchical access structure with hmin Ty = {z/*1,... 2"}. We prove
next that I' = I'1[Te;p]. If & < i, then y* < 2¥([1,m,]), and hence z* € T'y['y;p] because
2F([1,m;]) € Ty. If k > i, then 2F([1,m;]) + e™ = 2([1,m;]) — & + ™ = ¢ € 'y, and
ok ([m; + 1,m]) = zF € T'y. This implies that o¥ € T'1[['g;p]. Therefore, I' C I';[T'2; p] because
all hierarchically minimal vectors of I" are in I'1[I'; p], which is II-hierarchical. If u € T';1[T'9; p],
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then either u([1,m;]) € I'y or u([1,m;]) + €™ € I'y and u([m; + 1,m]) € I's. In both cases, it is
clear that u € T'.

Suppose that m > 2 and z¢ = |IIy| for all i = 1,...,7. Consider p ¢ P and I} = II; U {p},
and the points z* = z*([2,m]) for all i = 1,...,r. Let I'; be the (|IT}|, |IT}|)-threshold access
structure on H’1 and let T’y be the (Ila,...,II,,)-hierarchical access structure with hminT's =
{z!,...,2"}. Then I' = I';[I'y; p]. This proves Property 4.

We prove next Property 5. If m,_1 = m — 1, then z], > 1 by Theorem 10.2. Suppose that
my—1 <m—1and z], = 1. Then |II,,| > 2], = 1 by Property 2. Consider p ¢ P and I/, | =
1,1 U{p}, and the vectors y* = z*([1,m —1]) for 1 <i <r—1and y" = 2"([1,m—1]) +e™ L.
Let I'y be the (Ily, ..., IL,_2, I’ _;)-hierarchical access structure with hminI'; = {y!,...,y"}
and let 'y the (1, |II,,|)-threshold access structure on P,,. One can check that I' = T';[I'y; p).

Finally, we prove Property 6. Suppose that a;j2 = 0 for some j € [1,m; — 1]. By Property 1,
:cjl > 0 and, as consequence of Theorem 10.2, :c} = || for all £ = 5+ 1,...,m;. Then the
participants in II; are hierarchically equivalent to those in II;;;. Let u € I' be such that
v=u—e +e/Tl € P. If 2} < u, then Zgzl(w—l‘%) > 1 because w41 —le+1 < —1. Therefore,

! <v. If 22 < u, then Zgzl(u@ —x}) = ZZ%(W —x}) 4+ uj > 1, and hence z! < v. O

We can now proceed to prove Theorem 11.1. We assume in the following that I' is an ideal
weighted threshold access structure. That is, I' is an ideal m-hierarchical access structure with

F={ueP:u w=uw + - +unpw, >T}

for some weight vector w € R™ with wy > - -- > wy, > 0 and some threshold 7" > 0. We suppose
as well that ' is indecomposable and strictly m-partite. Several cases are considered depending
on the number m of levels in the structure. The case m = 1 clearly corresponds to the threshold
access structures. We discuss in Lemma 11.4 the case m = 2, while the case m > 3 is analyzed
in Lemmas 11.5, 11.6 and 11.7. We begin with an obvious fact that will be used several times
in the following.

Lemma 11.3. Consider u € P and v € Z™ such that u+v € P. Ifu el andu+v ¢ T, then
v-w < 0. On the other hand, if u ¢ T andu+v €T, then v-w > 0.

Lemma 11.4. If m = 2, then I' belongs to one of the families B1 or Bs.

Proof. Suppose first that hminT" = {(x1,22)}. By Lemma 11.2, it is clear that 0 < 1 < [IIj]
and 1 < x9 < |Ip|. If [IIp] > @2 + 2, then (z1,22) + (—1,2) € P\I" and (z1,22) + (1,-2) €
P\I', a contradiction by Lemma 11.3 implying that |[IIs|] = z9 + 1. Therefore, I' € B; in
this case. Suppose now that hminI' = {(z1,0), (y1,y2)}. Since yo > 2 and 1 —y; > 2 by
Lemma 11.2, (y1,y2) + (1,—2) € P\T, so w; < 2wy. In addition, wy > (y2 +y1 — x1)ws because
(x1,0)+ (=1,y2+y1 —x1) € P\I'. This implies that 1 = yo+y1 —1. If y1 = 0 then yo = x1+1,
and hence I' € By. Suppose that y; > 0. If |IIs] > y2 + 2, then both (y1,y2) + (—1,2) and
(y1,y2) + (1, —2) are in P\I', which is impossible. Therefore, |II3| < yo + 1 and I" € By as well.
This concludes the proof because, by Theorem 10.2, all possible cases for ideal 2-hierarchical
access structures have been analyzed. O

Lemma 11.5. If m > 3, then I' has exactly 2 hierarchically minimal vectors.
Proof. Suppose that I' has only one hierarchically minimal vector, that is, hminI' = {z}. From

Lemma 11.2, 0 < z; < |II;| for all j € J,,,. This implies that the vectors z + (e! — e —e3) and

r — (el —e? —e?) are in P\TI', a contradiction.
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Suppose that I" has r > 3 hierarchically minimal vectors. Consider the vector
u=1a""2— "2 4 "1 4"

By using Theorem 10.2, it is not difficult to check that |u([1,m;])| < |2*| foralli =1,...,r, and
hence w € P\I'. This implies that (—e™ 24 €1 +e™) - w = —wWy,,_, + W, _, + Wy, < 0, and
hence Wy, , > 2wy,. Let j be the maximum element in [1,m,_2] such that x;*Q > z%. Such
a value exists by Proposition 8.10 and, in addition, [II;| = 2} = x;_Q for all £ € [j + 1,m,_2].
Consider v = 2" + €/ — 2e™, which is in P by Lemma 11.2 (5). At this point, it is enough to
prove that v ¢ T, because this implies that wy,, , < wj < 2wy, a contradiction.

Clearly, |z"~2([1,4])| > |v([1,4])| for all £ € [1,m,_3] and, by Theorem 10.2, |z*([1,m;])| >
|27 =2 ([1,m;])| if 1 < i < r — 2. This implies that 2* Z v if 1 <i <7 — 2. In addition, 2" £ v

because |2"| > |v|. Suppose that 272 < v. Then |27~ 2([1,m,_2])| = |v([1,m,_2])|, which
implies that 2" ~2([1,m,_2]) = 2"([1,m,_2]) + €/, a contradiction by Lemma 11.2 (3). This
proves that 2"~2 £ v, and one can prove analogously that "' £ v. Therefore, v ¢ T O

Lemma 11.6. If m = 3, then I is in one of the families T1 or Ts.

Proof. Suppose that hminT' = {z,y} = {(21,0,0), (y1,y2,y3)}. Taking into account Lemma 11.2,
it is clear that yo > 0, and 1 < y3 < |II3|, and 1 > y;+1, which implies that y+(1,0,—2) € P\T,
and hence w; < 2ws. If |z| < |y| — 1, then z + (—1,0,2) € P\I" and w; > 2ws, a contradiction.
Therefore, |z| = |y|—1. If [II3] > y3+1, then y+ (0, —1,2) € P\I' and wy > 2w3, a contradiction
because wy < 2ws. Therefore, |II3] = y3 + 1. Now suppose that ya < |IIz| and y; > 0. Then
y+(—1,1,1) € P\I', and hence w; > wy + w3, a contradiction with w; < 2ws. Therefore, I' is
in Tl.

Suppose that hminT" = {z,y} = {(z1,22,0), (y1,¥2,y3)} with z2 > 0. Observe that y3 > 2
by Lemma 11.2. Suppose, for the sake of contradiction, that z; = y;. Taking into account
Lemma 11.2 again, it is clear that zo > yo+2 and x; < |II1]. In this case, both y+ (1,0, —2) and
y+(—1,2,0) are in P\T', a contradiction. Hence 21 > y; and, as a consequence of Theorem 10.2,
xo = ||, and so x5 > yo by Lemma 11.2 (2). If |z| < |y| — 1, then x 4+ (—1,0,2) € P\T, a
contradiction because y + (1,0,—2) € P\I'. Therefore, |z| = |y| — 1. We claim that y; > 0.
Indeed, if y; = 0, then 1 > 0, and hence xy = |II2|, but this is impossible by Lemma 11.2 (6).
If y3 < |II3] then y+ (—1,1,1) € P\I" and so w; > wa + ws, a contradiction implying y3 = |II3].
Observe that xo = y2 + 1, because if 29 > yo + 1 then y+ (—1,2,0) € P\I" and hence wy > 2ws,
a contradiction. Therefore, I' is in Ts.

This concludes the proof because, by Theorem 10.2, all possible tripartite hierarchical ideal
access structures with exactly two hierarchically minimal points have been analyzed. O

Lemma 11.7. m < 3.

Proof. Suppose that m > 3 and take hminT" = {z!, 2?}.

Suppose that m; = m—1 and x% = x% Since mp > 3, by Lemma 11.2 we obtain that (E} >0
and .%‘JQ < |IL;| for all j = 1,2,3. Thus both 2! + e! —e? — €3 and 22 — e! + ? + €3 are in P\T,
a contradiction. Now suppose that #1 > 2?. By Theorem 10.2, :L'jl = |II;| for all j € [2,m4],
and by Lemma 11.2 (2), :):]2 < |II;] for j = 2,3. As a consequence of Lemma 11.2 (6) we obtain
that 27 > 0 and 23 > 0. Hence both 22 —e! + e +e?® and 22 + el —e? —e™ are in P\I', which
implies that w3z < w,,, a contradiction. Therefore mq < m — 1.

Now suppose that 1 < m; < m — 2. Then 23 < |Ily] and 1 < 22, < |II,,]. Moreover,
|zt ([1,m1])| > |#2([1,m1])| + 1 by Lemma 11.2. Suppose that x1 = 22. Then 2? > 0 and both
2?2 +e! —2e™ and 22 —e! +e? +e™ are in P\I', a contradiction. Now suppose that x% > :L'% In
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this case, 72 > 0 by Lemma 11.2 (6). Now both 22 + e! —e™ ! —e™ and 2% —e! + ™ ! +e™
are in P\I', a contradiction.

Finally, suppose that m; = 1. Then z} — 22 > 2, and :1;3 > 0 for j € [m — 2,m], and
:cj2 < |IL;| for j € [m—1,m]. Both 2% +e! —e™ ! —e™ and 2% —e™ 2+ e™ ! +e™ are in P\T,
a contradiction. O
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