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Abstract. This paper studies the security of ARIA against impossible
differential cryptanalysis. Firstly an algorithm is given to find many new
4-round impossible differentials of ARIA. Followed by such impossible
differentials, we improve the previous impossible differential attack on
5/6-round ARIA. We also point out that the existence of such impossible
differentials are due to the bad properties of the binary matrix employed
in the diffusion layer.
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1 Introduction

ARTA[1] is a 128-bit block cipher designed by a group of Korean experts in 2003
which later was established as a Korean Standard by the Ministry of Commerce,
Industry and Energy. ARIA supports key length of 128/192/256 bits, and the
most interesting characteristic is its involution based on the special usage of
neighbouring confusion layer and involutional diffusion layer|[2].

The security of ARIA was initially analyzed by its designers, including dif-
ferential cryptanalysis, linear cryptanalysis, truncated differential cryptanaly-
sis, impossible differential cryptanalysis, higher order differential cryptanalysis,
square attack and interpolation attack[l]. Later Alex Biryukov etc. performed
an evaluation of ARIA, but they focused on truncated differential cryptanalysis
and dedicated linear cryptanalysis[3]. Wu ete. firstly found a non-trivial 4-round
impossible differential path which led to a 6-round attack of ARIA requiring
about 22! chosen plaintexts and about 2112 encryptions[4].

Impossible differential cryptanalysis, independently found by Knudsen[6] and
Biham[7], uses one or more differentials with probability 0 called impossible dif-
ferential. Unlike differential cryptanalysis[5] which recoveries the key through
the obvious advantage of a high probability differential characteristic, impossi-
ble differential cryptanalysis is a sieving attack which excludes the candidate
keys until only one key left using some impossible differential path. Since its
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emergence, impossible differential cryptanalysis has been applied to attack many
well-known block ciphers such as AES[9-11], recently a newly designed block ci-
pher CLEFIA[12-14] and so on.

Impossible differential is usually built in a miss-in-the-middle manner[8], i.e.
given an input difference o, we can go forward with probabolity 1 to some dif-
ference 7, meanwhile from the output difference (3, we can go backward with
probability 1 to another difference §, but then we get some contradictions be-
tween 7 and 4, thus we get an impossible difference o - (. In [7], some auto-
mated technique called Shrinking was introduced as an efficient algorithm to
find impossible differential of a new block cipher, but such method relates to the
structure of the block cipher at a large extent and doesn’t focus too much on
the detail of components in the round function.

In this paper we observe that due to some bad properties of the binary
matrix used in the diffusion layer, we can find many new impossible differentials
of ARIA, and the impossible differentials found in [4] are some special cases in
ours. Based on such new impossible differentials and the Farly Abort Technique
introduced in [4,5,15], we mount an efficient attack on 5/6 reduced round of
ARIA. Table 4 summaries our main cryptanalytic results compared with the
previous impossible differential attack on ARIA.

The rest of the paper is organized as follows. In section 2 we briefly describe
the block cipher ARIA. In section 3 we give some bad properties of the diffusion
layer. In section 4, we present an algorithm to find many new 4-round impossible
differential. Section 5 is our improved attack on the 5/6-reduced round ARIA.
We concludes this paper in Section 6.

2 Preliminaries

2.1 Description of ARIA

ARIA is an SPN style block cipher, and the number of the rounds are 12/14/16
corresponding to key of 128/192/256 bit. In this paper the plaintext, as well as
the input and output of the round function, the ciphertext are treated as 4 x 4
matrices over GF(2%)4*4 or a 16-byte vectors over GF(28)!¢ and we call them
states.

The round function of ARIA constitutes 3 basic operations: the Substitution
Layer, the Diffusion Layer and the Round Key Addition. An N round ARIA
firstly applies a Round Key Addition, then iterates the round function N — 1
times, the last round is the same but excludes the diffusion layer. The whole
structure is depicted in Fig. 1 and the 3 basic operations are as follows:

Round Key Addition(RKA): a 128-bit round key is simply XORed to
the state. The round key is derived from the cipher key by means of the key
schedule. For the detail of the key schedule, we refer to [1].

Substitution Layer(SL): a non-linear byte substitution operates on each
byte of the state independently. In ARIA this is implemented by two S-boxes s1
and s defined by affine transformations of the inverse function over GF(2%).
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Diffusion Layer(DL): a 16 x 16 involution binary matrix with branch num-
ber 8 was selected to improve the diffusion effect and increase efficiency in both
hardware and software implementations.

plaintext

Xo | X4 | Xg [X12

X | x5 | Xo [x13| RKA SL DL RKA

X2 | X6 | X10 [ X14

X3 | X7 X0 | X5

SL DL RKA
1d
> PR
SL DL RKA

SL RKA | Z1 | Z5 | Zo | Z13
—

23| Z7 [Zn | Z1s

ciphertext

Fig. 1. Overall Structure of ARIA

2.2 Notions

In this paper, we will use the following notations:

Por P the 128-bit plaintext
CorC' the 128-bit ciphertext

X some 16-byte state denoted by (xg,- - ,715) where z; € GF(2%)
AX the XOR (@) difference of X
h(X) the number of non-zero byte in X

X1 (X2) the input (resp. output) of round ¢
X7 (XP) value after application of SL(resp. DL) of round i
* the j-th byte of X/, where x € {I,0, S, D}

%
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3 Some Observations On the Diffusion Layer of ARIA

In [2], the authors presented an excellent algorithm (implementation of A can
be performed efficiently) to construct a binary matrix A satisfying the following
conditions:

(1) the branch number of A is 8 which is the best when A € GF(2)16x16;
(2) A is involution, i.e. A2 = I, where I is identical transformation;

(3) resistance against truncated differential cryptanalysis;

(4) resistance against impossible differential cryptanalysis.

Such binary matrix A was later employed as the diffusion layer in ARIA. In this
section, we will use X to denote the input to the DL, and Y to denote the output
of the DL. Both X and Y can be treated as 16-byte vectors, then A can be seen
as a linear map from GF(28)16 to GF(2%)!%, we denote such transformation by
Y = AX as follow.

Yo 0001101011000110 zo
Y1 0010010111001001 1
Y2 0100101000111001 T2
Y3 1000010100110110 T3
Ya 1010010010010011 T4
Ys 0101100001100011 Ts5
Yo 1010000101101100 Tg
yv | /0101001010011100 o | 7
Ys 1100100100100101 g
Yo 1100011000011010 T
Y10 0011011010000101 Z10
Y11 0011100101001010 11
Y12 0110001101011000 T12
Y13 1001001110100100 13
Y14 1001110001010010 14
Y15 0110110010100001 15

Let A; = {t|0 < ¢ < 15,A;; = 1}(0 < ¢ < 15). It is obviously that A; is
a good description of the dependency between output y; and the input byte
positions of X. After pondering such A;’s in table 1 thoroughly, we can get the
following propositions:

Proposition 1. Let A be defined as above, then, for any 0 < i # j < 15, there
exits £ € GF(2%)° such that for any X € £39) y; =0 and y; 7 0.

Proof. From table 1, for any 0 < i # j < 15, A;; & A; — A; # (. Chose an
arbitrary element of A;;, say k, then for I =0,1,---15, let

a if | = k,where 0 # o € GF(28)
=140 ifle AUl #E
Jé] others, where 3 € GF(2%) .
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Table 1. The dependency between output y; and input byte positions of X

Ao {3,4,6,8,9,13,14} As {0,1,4,7,10,13,15}
A {2,5,7,8,9,12,15} Ao {0,1,5,6,11,12,14}
A, {1,4,6,10,11,12,15} Ao {2,3,5,6,8,13,15}
As {0,5,7,10,11,13,14} An 12,3,4,7,9,12,14}
A {0,2,5,8,11,14,15} AL {1,2,6,7,9,11,12}
As {1,3,4,9,10,14,15} Az {0,3,6,7,8,10,13}
Ao {0,2,7,9,10,12,13} Als {0,3,4,5,9,11,14}
A7 {1,3,6,8,11,12,13} Ars {1,24,5.8,10,15}

and let
E) = (XX = (a0, 215)),
then, £0+7) = UkGA“ Séi’j) satisfies all the conditions in Proposition 1. 0

Proposition 2. For 2 consecutive rounds of ARIA, there exits D = {(r, s, u,v)|
0<rsuv<151r<s,u<uv}, such that for any (r,s,u,v) € D,
(AX],, AX],) #(0,0); AX], =0, while l #r,s;

2,7
and
o _ ()]
AXi+1,u - AXi+1,v'

Proof. The existence of D can be verified by algorithm 1 and the searched results
are listed in table 2. We only give the proof when (r,s,u,v) = (0,5,11,14) as
depicted in Fig 2, other cases are similar.

Algorithm 1: Finding the Set D
for u =0 to 15
forv=u-+1to 15
Set T:=A,UA, — A, N A,
Let Iy = {0, ,15} = Uper Ak
print {I ,,u,v }
end for
end for

Results of Algorithm 1 show that for any 0 < u < v < 15, |I},,|=0 or 2.

Suppose that the input difference of round i is AX{ = (ao,0,0,0,0,as,0,0,0,0,
0,0,0,0,0,0) as depicted in Fig 2, where (ag, as) # (0,0). Such difference prop-
agates in round ¢ as follows:

After SL:  AX? = (bg,0,0,0,0,b5,0,0,0,0,0,0,0,0,0,0).

After DL: AXZD = (O, Cc1, O7 C3,C4, 0, Ce, O, Csg, Cg, C10, O, 0, C13,C14, 615).

After RKA AX,LO = (07 C1, O, C3,C4, 0, Ce, 0, Cg, Cg, C10, 0, O, C13,C14, 015).
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Since the output difference of round i is equal to the input difference of round
7 —+ 1, we have AXiIJrl = (07 C1, O, C3,C4, 0, Ce, O, Cg, Cg, C10, 0, 0, C13,C14, 615), then
such difference propagates in round 7 + 1 as follows:

After SL: AX1S+1 - (Oa d17 07 d37 d4a 07 dﬁa 07 dSa d97 d107 Oa 07 d137 d147 d15)~

After DL: AXzH = (eo, €1, €2, €3, €4, €5, €6, €7, €8, €9, €10, €11, €12, €13€14, €15 ).
After RKA: AX7,+1 - (603ela627637647653eGa67768769761076117612761376147615)~

Through the binary matrix A, we can express e;; and eq4 as follows:

e11 =ds@dy ©do®dig
e1a=d3 @ dys ®dy D dyg

thus e11; = e14, which means that AX{ZLLH = AXSFLM. O

Table 2. D Searched By Algorithm 1

(r,s,u,v) | (r,s,u,v) | (r,s,u,v) | (r,s,u,v)
(0,5,11,14) | (2,5,8,15) | (4,9,3,14) | (7,9,2,12)
(0,7.10,13) | (2,7,9,12) | (4,10,1,15) |(7,10,0,13)
(0,10,7,13) | (2,8,5,15) | (4,14,3,9) | (7,12,2,0)
(0,11,5,14) | (2,9,7,12) | (4,15,1,10) |(7,13,0,10)
(0,13,7,10) | (2,12.7.9) | (5,8,2,15) | (8,13,3,6)
(0,14,5,11) | (2,15,5,8) | (5,11,0,14) | (8,15,2,5)
(1,4,10,15) | (3,4,9,14) | (5,14,0,11) | (9,12,2,7)
(1,6,11,12) | (3,6,3,13) | (5,15:2.8) | (9,14,3,4)
(1,10,4,15) | (3,8,6,13) | (6,8,3,13) |(10,13,0,7)
(1,11,6,12) | (3,9,4,14) | (6,11,1,12) |(10,15,1,4)
(1,12,6,11) | (3,13,6,8) | (6,12,1,11) |(1L,12,1,6)
(1,15,4,10) | (3,14,4,9) | (6,13,3,8) |(11,14,0,5)

Proposition 2 shows that in ARIA there exits input difference of which 1 or
2 bytes can have nonzero difference, after applying 2 consecutive rounds, some
2 bytes of output difference are identical. This fact is useful to find new 4-round
impossible differentials as depicted in section 4.

4 New 4-Round Impossible Differentials

In this section, we present an algorithm to find many new 4-round impossible
differentials of ARIA.
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Algorithm 2: Finding 4-Round Impossible Differentials of ARIA

Choose an element (r, s, u,v) € D
Construct £(*?) and £®»)
Let AX! =(0,---,0,a,,0,---,0,as,0,---,0), where (a,,as) # (0,0)
Let AXP 5 € £ yglow)
Output:(AX/, AXZ ), where AXG 3 =A - AX7, 5.
The impossible differentials found by Algorithm 2 are explained as follows:
Since (7, s,u,v) € D and AX! = (0,---,0,4a,,0,---,0,as,0,---,0), from propo-
sition 2 we know that

AXO = AXT . (1)
Meanwhile, if
AXE 5 € £V ygw), (2)
then
AX] e gy (3)
Note that
AXP, = A"t AXE, and AX], = AXD, = AX] 5, (4)

and since A is involutional, from (3)(4) we get
X{iz =4 AXBFQ and AXﬁz e glww) gl (5)

According to proposition 1 and (5) we have

AXiSjLZu =0 or AXISJrQ,u 7£ 0
AXS.,, #0 AXS,, =0

which implies that
AXE&-Q,u 7é AX’ZZ—Q,U’

thus
AXiI+2,u 7& AXZ'I+2,'U .

which is contradicted with (1), so these differentials are impossible.

One kind of the above impossible differentials are depicted in Fig 2. Note
that these impossible differentials are based on (0,5,11,14) € D, but they don’t
use the whole set €114 U 0411 (only use the set 5511’14) as constructed in
the proof of Proposition 1).

As shown in Fig.2, the input difference of round 4 can only have 1 or 2 non-
zero bytes, i.e. h(AX/!) = 1 or 2, but the output difference of round i + 3, i.e.
AXi(_)‘_?,7 can have many situations depending on the combinations of question
mark(?) in AX?, ;. Since

AXi‘rz; = (t7 ?7 ?7 ?7 0’ 07 ?) 07 ?7 07 ?7 O’ 07 ?) 07 ?)7
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ap by ¢y | cg ¢ | cs
as SL bs DL | ¢ ¢y |c13 |[RKA | ¢ co |Ci3
> > — >
C6 [Cr0|Ci4 Ce | Cr0|Cl4
C3 Cis C3 Cis
dy | dy € | e | €€ € | €4 | €3 |€n
el] el4
SL | d, do |d;3| DL | e |es| ey |es|RKA |e)|es|e|en
— —> —> —>
ds | dio | dia €| € | €| €1y €| € €10 €y
d; dis es | er|é|és ey | er|ej|es
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ol fil fi [fi2|81=0 g0 | gs | s |21 ho ?
L E f g, 20 9 9
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? ? 000°? 000°?
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Fig. 2. New 4-Round Impossible Differential
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if now ? is confined to {0,t¢}, some concrete output difference after the DL
can be given. In fact, there will be 26 = 64 total output differences and 4 <
h(AXZ ;) < 13. Table 3 lists 6 of them satisfying h(AX ;) = 4,5, where the
first 2 correspond to the output difference of our chosen impossible differential
as ID-I, ID-II, ID-III, ID-IV in Fig. 3, the next 4 denote the output difference
of the impossible differential in Ref. [4].

Table 3. Some Concrete AXZ, 3 while ? is confined to {0,t}

AXFs hAX75) AXTs h(AX 7 3)
t00000t0t0t00000 4 0t000t000000t0t0 4
tt00000000000t0¢ 4 tt0000000000t0t0 4
t000000000£0000% 3 0t000000ttt000t0 5
t0000000£0000t00 3 0t0000000£000¢tt 5
t00000t000000t00 3 00t0t0000000ttt0 5
tt00000000£00000 3 0000t00tt000t0t0 5

a t t a ] ]t t
DL %1 1+ DL [/
t 1t tit e t
t S S S — |
ID-1
a t) it a t t t
i PL e e e 1 ¢tiDL [y
t > t
N I O t t
ID-1I
a t t] ¢ a t] ¢ t
(i DL t b DL /77
t Tt t tit i t
ID-I1I
a t t|t|t a t t t
P DL b ‘ (iDL [y
t 7 t t
t t

ID-IV

4-Round Impossible Difference in Ref. [4] 4-Round Impossible Difference in This Paper

Fig. 3. Comparision of 4 Round Impossible Differential of ARIA
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5 Impossible Differential Attack on Reduced Round
ARIA

In this section, we improve all the previous impossible differential cryptanalysis
of ARIA reduced to six rounds. The 6 round attack is based on the new four
round impossible differential with additional one round at each of the beginning
and the end. We only give our improved attack based on ID-IIT as in Fig 4,
others are similar and the results are summarized in table 4.

The procedure is as follow:

1. A structure is defined as a set of plaintexts which have certain fixed values
in all but the ten bytes(1,3,4,6,8,9,10,13,14,15). One such structure consists
of 289 plaintexts and proposes 280 x (280 — 1) x % ~ 259 pairs of plaintexts.

2. Take 232 structures(2!'? plaintexts, 21! plaintext pairs). Choose pairs whose
ciphertext pairs have zero difference at the twelve bytes (0,2,3,4,6,7,8,9,10,11,
13,15). The expected number of such pairs is 2191 x 2796 = 295,

3. Assuming a 32-bit value k7 at the four byte(1,5,12,14), repeat Step 4 and
Step 5.

4. For every remaining ciphertext pair(C,C*) from Step 2, compute C5 =
SL=Y(C & kg), C: = SL™1(C* @ k¢) and choose pairs whose difference
C @ C* are the same at the four bytes(1,5,12,14). The probability is about
(278)3 = 2724, thus the expected number of the remaining pairs is about
295 % 2—24 — 271.

5. For every remaining ciphertext pair(C, C*) from Step 4, considering the cor-
responding plaintext pair (P, P*), guess ten bytes of the key k1 at (1,3,4,6,8,9,
10,13,14,15), calculate SL(P @ k1) ® SL(P* @ k1) and check whether such
difference satisfy the conditions at (1,10,15)(6,8,13),(3,4,9,14) as depicted in
Fig 4. The probability is (27%)2 x (278)% x (278)* = 2764,

6. Since such a difference is impossible, every key that proposes such a difference
is wrong key. After analyzing 27! ciphertext pairs, there remain only about
280(1 — 2-64)2™ ~ 27104 wrong values of the ten bytes of ki .

7. Unless the initial assumption on the final round key k7 is correct, it is ex-
pected that we can get rid of the whole ten bytes of k; for each 32-bit
value of k7 since the wrong key value (ki,k7) remains with probability
2. is a wrong key 27104 = (232 _ 1) x (27194) ~ 2772, Hence if there remains
a value of k1, we can assume that value of k7 is right.

The time complexity of the above attack is calculated as follow: the naive
approach as in [10, 11] will require about 2 x 232 x 295 4+ 232 x 2 x 289 x {1+ (1 —
2764) 4 (1-2764)2 4 ... 4 (1 —2759)2""} one round operations, thus the time is
longer than exhaustive search. To avoid this, we use the Early Abort Technology
method [4,5,15], i.e. at Step 4 we don’t guess the whole four byte of k7 each
time for discarding unuseful pairs, instead we first guess k7,; and k7 5 to discard
295(1 —27®) pairs, then add another guessing key byte k7 12 for further filtering,
thus discard 287(1 — 278) pairs, then guess k7 15 to discard 279(1 — 278) pairs.
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At last, about 295 —295(1 —278) — 287(1 — 278) — 279(1 — 278) = 27! pairs are
left for the next step. The same procedure can also be performed at Step 5. So
the time complexity can be calculated as follow:

1. Step 4 requires about 26 x 2 x 295 4+ 224 x 2 x 287 4232 x 2 x 279 = 3 x 2112
one round operations.

2. Step 5 requires about 232 x (216 x 2 x 271 4 224 x 2 x 263 1232 5 2 x 295 |
o280 % 2 x 27) = 9 x 2120 one round operations.

Choose another impossible differential, we can derive other key bytes of k7 and

k1, so the total time complexity is about 2216 encryptions of ARIA reduced to
6 rounds.
* ok * ok a®h a a a
* * 1 * IR | * *1*F s b a®b| a | p, b RKA b
_> —) — _)
* * * * * * a b la®
* £ £ * a® b b
a t
b t|t
———————— > 7] t P

4-Round Impossible Differential |

t|t SLt | | ¥ RKA| * | *

Fig. 4. 6-Round Impossible Differential Attack Based On ID-III

For the attack of 5 round ARIA, the following 4 round impossible differential
is chosen:

(*? 07 07 07 07 O? 07 07 07 07 O? 0) 07 07 0’ O) - (*7 *’ O’ 0) 07 07 *? O? *7 07 *7 07 O? *7 07 *)’
where * denotes non-zero byte. Note that such 4-round impossible differential is

from round 2 to round 5 and round 5 doesn’t contain the diffusion layer. The
data and time complexity are 2713 and 2716 respectively.
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6 Conclusion

This paper study the impossible differential property of ARIA. We firstly point
out many bad properties of the binary matrix in the diffusion layer, then we
present an algorithm to find many new 4-round impossible differentials. For the
attack of 5 round ARIA, the data complexity is 2713 and the time complexity is
271:6 For the 6-round ARIA, we mount 2 kinds of impossible differential attack.
One is for reducing the time complexity and the corresponding data (resp. time)
complexity is 2120-3(reps. 2104-5). The other is for reducing the data complexity
and the corresponding data (resp. time) complexity is 2!13(resp. 2121-0). Table 4
summaries our main cryptanalytic results of ARIA.

Even if we can improve the previous impossible differential attack of reduced
round ARTA, our new impossible differential could’t lead to a successful attack
on more than 6 rounds now. The main handicap is the absence of enough pairs
for filtering wrong keys. Further research should be focused on more than 4
round properties of ARIA, eg. it is very interesting to find some new impossible
differential other than ours in this paper and some new cryptanalysis technology
combined with the key schedule is welcome for attacking more rounds of ARIA.

Table 4. Summary of Impossible Differential Attacks on Reduced ARIA

l Round Number[ Data [ Time [ Paper [ Weight of ID‘
l 5 ‘ 2713 ‘ Q7LE ‘ ID in this paper ‘ (1,7) ‘
6 2121 212 Ref.[4] (1,5)
6 21205 21045 ID-I in this paper (1,4)
6 oM3 21216 ID-III in this paper (2,4)
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