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Abstract

Private set intersection is an important area of research and has been the focus of many
works over the past decades. It describes the problem of finding an intersection between the
input sets of at least two parties without revealing anything about the input sets apart from
their intersection.

In this paper, we present a new approach to compute the intersection between sets based on
a primitive called Oblivious Linear Function Evaluation (OLE). On an abstract level, we use
this primitive to efficiently add two polynomials in a randomized way while preserving the roots
of the added polynomials. Setting the roots of the input polynomials to be the elements of the
input sets, this directly yields an intersection protocol with optimal asymptotic communication
complexity O(mx). We highlight that the protocol is information-theoretically secure assuming
OLE.

We also present a natural generalization of the 2-party protocol for the fully malicious multi-
party case. Our protocol does away with expensive (homomorphic) threshold encryption and
zero-knowledge proofs. Instead, we use simple combinatorial techniques to ensure the security.
As a result we get a UC-secure protocol with asymptotically optimal communication complexity
O((n2 +nm)k), where n is the number of parties, m is the set size and & the security parameter.
Apart from yielding an asymptotic improvement over previous works, our protocols are also
conceptually simple and require only simple field arithmetic.

Along the way we develop tools that might be of independent interest.

Keywords: Private set intersection, threshold private set intersection, oblivious linear function
evaluation, multi-party, UC-security

1 Introduction

Private set intersection (PSI) has been the focus of research for decades and describes the following
basic problem. Two parties, Alice and Bob, each have a set Sy and Sg, respectively, and want to
find the intersection S = Sx N S of their sets. This problem is non-trivial if both parties must not
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learn anything but the intersection. There are numerous applications for PSI from auctions [NPS99]
over advertising [PSSZ15] to proximity testing [NTL™11].

Over the years several techniques for two-party PSI have been proposed, which can be roughly
placed in four categories: constructions built from specific number-theoretic assumptions [Sha80),
MMS7, HEH99, DKT10, [DTT0], using garbled circuits [HEK12) [PSSZ15], based on oblivious trans-
fer (OT) [DCW13|, [PSZ14, [PSZ16l, (OOS17, KKRT16, RR17] and based on oblivious polynomial
evaluation (OPE) [FNP04, DMRY09, HN12, Haz15, [FHNP16]. There also exists efficient PSI
protocols in server-aided model [KMRS14].

Some of these techniques translate to the multi-party setting. The first (passively secure)
multi-party PSI (MPSI) protocol was proposed by Freedman et al. [FNP04] based on OPE and
later improved in a series of works [KS05, [SS08|, [CJS12] to achieve full malicious security. Recently,
Hazay and Venkitasubramaniam [HV17] proposed new protocols secure against semi-honest and
fully malicious adversaries. They improve upon the communication efficiency of previous works by
designating a central party that runs a version of the protocol of [FNP04] with all other parties
and aggregates the results.

Given the state of the art, it remains an open problem to construct a protocol with asymp-
totically optimal communication complexity in the fully malicious multi-party setting. The main
reason for this is the use of zero-knowledge proofs and expensive checks in previous works, which
incur an asymptotic overhead over passively secure solutions.

In a concurrent and independent work, Kolesnikov et al. [KMP'17] presented a new paradigm
for solving the problem of MPSI from oblivious programmable pseudorandom functions (OPPRF).
Their approach yields very efficient protocols for multi-party PSI, but the construction achieves only
passive security against n — 1 corruptions. However, their approach to aggregate the intermediate
results uses ideas similar to our masking scheme in the multi-party case.

1.1 Owur Contribution

We propose a new approach to (multi-party) private set intersection based on oblivious linear
function evaluation (OLE). OLE allows two mutually distrusting parties to evaluate a linear function
ax + b, where the sender knows a and b, and the receiver knows z. Nothing apart from the result
ax—+b is learned by the receiver, and the sender learns nothing about . OLE can be instantiated in
the OT-hybrid model from a wide range of assumptions with varying communication efficiency, like
LPN |ADI"17], Quadratic/Composite Residuosity [[PS09] and Noisy Encodings [IPS09, [GNNT7],
or even unconditionally [IPS09).

Our techniques differ significantly from previous works and follow a new paradigm which leads to
conceptually simple and very efficient protocols. This results in asymptotic efficiency improvements
over previous works in both communication and computational complexity (cf. Table . Our
approach is particularly efficient if all input sets are of similar size. To showcase the benefits of our
overall approach, we also describe how our MPSI protocol can be modified into a threshold MPSI
protocol.

Concretely, we achieve the following:

e Two-party PSI with communication complexity O(mk) and computational complexity O(m log2 m).
The protocol is information-theoretically secure against a malicious adversary in the OLE-
hybrid model.



Protocol Tools Communication Computation Corruptions Security
| [KMPT17] OPPRF O(nmk) O(nk) n—1 semi-honest
[HV17] THE O(nmk) O(nmlogm) n—1 semi-honest
[KS05) THE, ZK O(n’m’rk) O(n*m + nm’r) n—1 malicious
[CIS12] THE, ZK O(n*mk) O(n*m + nmk) t<n/2 malicious
[HV17] CRS, THE | O((n* + nmlogm)k) O(m?) n—1 malicious
Ours+[GNNI7] OLE O((n* 4+ nm)r) O(nmlogm) n—1 malicioutﬂ

Table 1: Comparison of multi-party PSI protocols, where n is the number of parties, m the size
of the input set and x a security parameter. The computational cost does not distinguish between
exponentiations and multiplications. Some of the protocols perform better if the sizes of the input
sets differ significantly, or particular domains for inputs are used. The overhead described here

assumes sets of similar size, with x bit elements. 9
e UC-secure Multi-party PSI in fully malicious setting with communication complexity O((n”+

nm)r) and computational complexity O(nm log2 m) for the central party and O(m log2 m)
for the other parties.

e A simple extension of the multi-party PSI protocol to threshold PSI, with the same complexity.
To the best of our knowledge, this is the first actively secure threshold multi-party PSI
protocol.

In comparison to previous works which rely heavily on exponentiations in fields or groups, our
protocols require only field addition and multiplication (and OWF in the case of MPSI). We want
to emphasize that this efficiency holds including the communication and computation cost for
the OLE, if the recent instantiation by Ghosh et al. [GNN17] is used, which is based on noisy
Reed-Solomon codes. This OLE protocol has a constant communication overhead and therefore
does not influence the asymptotic efficiency of our result. Our results may seem surprising in
light of the information-theoretic lower bound of O(anli) in the communication complexity for
multi-party PSI in the fully malicious UC setting. We circumvent this lower bound by considering
a slightly modified ideal functionality, resulting in a UC-secure solution for multi-party PSI with
asymptotically optimal communication overhead. By asymptotically optimal, we mean that our
construction matches the optimal bounds in the plain model for m > n, even for passive security,
where n is the number of parties, m is the size of the sets and « is the security parameter. All of
our protocols work over fields ' that are exponential in the size of the security parameter k.

We believe that our approach provides an interesting alternative to existing solutions and that
the techniques which we developed can find application in other settings as well.

1.2 Technical Overview

Abstractly, we let both parties encode their input set as a polynomial, such that the roots of the
polynomials correspond to the inputs. This is a standard technique, but usually the parties then use
OPE to obliviously evaluate the polynomials or some form of homomorphic encryption. Instead, we
devise an OLE-based construction to add the two polynomials in an oblivious way, which results in
an intersection polynomial. Kissner and Song [KS05] also create an intersection polynomial similar
to ours, but encrypted under a layer of homomorphic encryption, whereas our technique results in

'Our protocol is UC-secure in the fully malicious setting.



a plain intersection polynomial. Since the intersection polynomial already hides everything but the
intersection, one could argue that the layer of encryption in [KS05|] incurs additional overhead in
terms of expensive computations and complex checks.

In our case, both parties simply evaluate the intersection polynomial on their input sets and
check if it evaluates to 0. This construction is information-theoretically secure in the OLE-hybrid
model and requires only simple field operations. Conceptually, we compute the complete intersec-
tion in one step. In comparison to the naive OPE-based approach| our solution directly yields an
asymptotic communication improvement in the input size. Another advantage is that our approach
generalizes to the multi-party setting.

We start with a detailed overview of our constructions and technical challenges.

Oblivious polynomial addition from OLE. Intuitively, OLE is the generalization of OT to
larger fields, i.e. it allows a sender and a receiver to compute a linear function ¢(z) = ax + b, where
the sender holds a,b and the receiver inputs  and obtains ¢. OLE guarantees that the receiver
learns nothing about a, b except for the result ¢, while the sender learns nothing about x.

Based on this primitive, we define and realize a functionality OPA that allows to add two
polynomials in such a way that the receiver cannot learn the sender’s input polynomial, while
the sender learns nothing about the receiver’s polynomial or the output. We first describe a
passively secure protocol. Concretely, assume that the sender has an input polynomial a of degree
2d, and the receiver has a polynomial b of degree d. The sender additionally draws a uniformly
random polynomial r of degree d. Both parties point-wise add and multiply their polynomials,
i.e. they evaluate their polynomials over a set of 2d + 1 distinct points o, ..., 941, resulting in
a; = a(ay),b; = b(ay) and r; = r(ay) for i € [2d + 1]. Then, for each of 2d + 1 OLEs, the sender
inputs r;, a;, while the receiver inputs b; and thereby obtains ¢; = r;b;+a;. The receiver interpolates
the polynomial ¢ from the 2d + 1 («;, ¢;) and outputs it. Since we assume semi-honest behaviour,
the functionality is realized by this protocol.

The biggest hurdle in achieving active security for the above protocol lies in ensuring non-zero b
and r. In particular, the protocol has to ensure that the inputs b and r are non-zero. Otherwise, e.g.
if b = 0, the receiver could learn a. One might think that it is sufficient to perform a coin-toss and
verify that the output satisfies the supposed relation, i.e. pick a random x, compute a(x), b(z), r(z)
and c¢(z) and everyone checks if b(x)r(z) + a(z) = ¢(x) and if b(x), r(x) are non-zero. For r(x) # 0,
the check is actually sufficient, because » must have degree at most d, otherwise the reconstruction
fails, and only d points of r can be zero (r = 0 would require 2d + 1 zero inputs). For b # 0,
however, just checking for b(z) # 0 is not sufficient, because at this point, even if the input b # 0,
the receiver can input d zeroes in the OLE, which in combination with the check is sufficient to
learn a completely. We resolve this issue by constructing an enhanced OLE functionality which
ensures that the receiver input is non-zero. We believe that this primitive is of independent interest
and describe it in more detail later in this section.

Two-party PSI from OLE. Let us first describe a straightforward two-party PSI protocol
with one-sided output from the above primitive. Let Sj and Sg denote the inputs for Alice and
Bob, respectively, where |Sp| = m. They compute pa and pg such that pp(vy) = 0 for v € Sp. If
Bob is supposed to get the intersection, Alice picks a uniformly random polynomial rp of degree m
and inputs pa,ra into OPA. Bob inputs pg, obtains pn = pa + pgra and outputs all ; € Sg for
which pn(7;) = 0. Obviously, rp does not remove any of the roots of pg, and therefore all points

*Here we mean an OPE is used for each element of the receiver’s input set. This can be circumvented by clever
hashing strategies, e.g. [FNP04, [HV17].



~v where pg(y) = 0 = pa(7) remain in pp.

However, as a stepping stone for multi-party PSI, we are more interested in protocols that
provide output to both parties. If we were to use the above protocol and simply announce pn to
Alice, then Alice could learn Bob’s input. Therefore we have to take a slightly different approach.
Let ua be an additional random polynomial chosen by Alice. Instead of using her own input in the
OPA, Alice uses rp,up, which gives sg = up + pgra to Bob. Then they run another OPA in the
other direction, i.e. Bob inputs rg, ug and Alice pp. Now, both Alice and Bob have a randomized
“share” of the intersection, namely s, and sg, respectively. Adding s, and sg yields a masked
but correct intersection. We still run into the problem that sending either sg to Alice or sp to
Bob allows the respective party to learn the other party’s input. We also have to use additional
randomization polynomials r, rg to ensure privacy of the final result.

Our solution is to simply use the masks u to enforce the addition of the two shares. Let us
fix Alice as the party that combines the result. Bob computes sg = sg — ug + pgrg and sends it
to Alice. Alice computes pn = sg + Sy — Up + para. This way, the only chance to get rid of the
blinding polynomial ug is to add both values. But since each input is additionally randomized via
the r polynomials, Alice cannot subtract her own input from the sum. Since the same also holds
for Bob, Alice simply sends the result to Bob.

The last step is to check if the values that are sent and the intersection polynomial are consistent.
We do this via a simple coin-toss for a random x, and the parties evaluate their inputs on « and can
abort if the relation py = pg(ra +rg) + Pa(ra +rg) does not hold, i.e. pn, is computed incorrectly.
This type of check enforces semi-honest behaviour, and was used previously e.g. in [BFO12].

A note on the MPSI functionality. We show that by slightly modifying the ideal func-
tionality for multi-party PSI we get better communication efficiency, without compromising the
security at all. A formal definition is given in Section Typically, it is necessary for the sim-
ulator to extract all inputs from the malicious parties, input them into the ideal functionality,
and then continue the simulation with the obtained ideal intersection. In a fully malicious setting,
however, this requires every party to communicate in O(mk) with every other party—otherwise
the input is information-theoretically undetermined and cannot be extracted—which results in
O(anFa) communication complexity.

The crucial observation here is that in the setting of multi-party PSI, an intermediate intersec-
tion between a single malicious party and all honest parties is sufficient for simulation. This is due
to the fact that inputs by additional malicious parties can only reduce the size of the intersection,
and as long as we observe the additional inputs at some point, we can correctly reduce the inter-
section in the ideal setting before outputting it. On a technical level, we no longer need to extract
all malicious inputs right away to provide a correct simulation of the intersection. Therefore, it is
not necessary for every party to communicate in O(mk) with every other party. Intuitively, the
intermediate intersection corresponds to the case where all malicious parties have the same input.
We therefore argue that the security of this modified setting is identical to standard MPSI up to
input substitution of the adversary.

Multi-party PSI. The multi-party protocol is a direct generalization of the two-party protocol,
with some small adjustments. We consider a network with a star topology, similar to the recent
result of [HVI7]. One party is set to be the central party, and all other parties (mainly) interact
with this central party to compute the result. The main idea here is to delegate most of the work
to the central party, which in turn allows to reduce the communication complexity. Since no party
is supposed to get any intermediate intersections, we let each party create an additive sharing of



their intersection with the central party.

First, consider the following (incorrect) toy example. Let each party P; execute the two-party
PSI as described above with Py, up to the point where both parties have shares s}o,s/pi. All
parties P; send their shares S/P7i to Py, who adds all polynomials and broadcasts the output. By
design of the protocols and the inputs, this yields the intersection of all parties. Further, the
communication complexity is in O(nmk), which is optimal. However, this protocol also allows P,
to learn all intermediate intersections with the other parties, which is not allowed. Previously,
all maliciously secure multi-party PSI protocols used threshold encryption to solve this problem,
and indeed it might be possible to use a similar approach to ensure active security for the above
protocol. For example, a homomorphic threshold encryption would allow to add all these shares
homomorphically, without leaking the intermediate intersections. But threshold encryption incurs
a significant computational overhead (and increases the complexity of the protocol and its analysis)
which we are unwilling to pay.

Instead, we propose a new solution which is conceptually very simple. We add another layer
of masking on the shares sp , which forces F to add all intermediate shares—at least those of the
honest parties. For this we have to ensure that the communication complexity does not increase,
so all parties exchange seeds (instead of sending random polynomials directly), which are used
in a PRG to mask the intermediate intersections. This technique is somewhat reminiscent of the
pseudorandom secret-sharing technique by Cramer et al. [CDI0O5]. We emphasize that we do not
need any public key operations.

Concretely, all parties exchange a random seed and use it to compute a random polynomial
in such a way that every pair of parties P;, P; holds two polynomials v;;, v;; with v;; + v;; = 0.
Then, instead of sending S/pi, each party P; computes s}/ai = s}i + >_v;; and sends this value. If
P, obtains this value, it has to add the values slllpi of all parties to remove the masks, otherwise s’,’:i
will be uniformly random.

Finally, to ensure that the central party actually computed the aggregation, we add a check
similar to two-pary PSI, where the relation, i.e. computing the sum, is verified by evaluating the
inputs on a random value x which is obtained by a multi-party coin-toss.

Threshold (M)PSI. First of all, we clarify the term threshold PSI. We consider the setting
where all parties have m elements as their input, and the output is only revealed if the intersection
of the inputs among all parties is bigger than a certain threshold ¢. In [HOS17] Hallgren et al.
defined this notion for two party setting, and finds application whenever two entities are supposed
to be matched once a certain threshold is reached, e.g. for dating websites or ride sharing. In
contrast, Kissner and Song [KS05] previously defined an over-threshold PSI protocol, where an
element appears in the intersection if the number of occurrences of this element among the n
parties is bigger than the threshold.

We naturally extend the idea of threshold PSI from [HOSI7| to a multi-party settings and
propose the first actively secure threshold multi-party PSI protocol. On a high level, our solution
uses a similar idea to [HOSIT], but we use completely different techniques and achieve stronger
security and better efficiency. The main idea is to use a robust secret sharing scheme, and the
execution of the protocol basically transfers a subset of these shares to the other parties, one share
for each element in the intersection. If the intersection is large enough, the parties can reconstruct
the shared value.

Concretely, we only modify the input polynomials of each party P; for the MPSI protocol and
add an additional check. Instead of simply setting p; such that p;(v;) = 0 for all v; € .5;, we set



pi(7;) = 1. Further, for each of the random polynomials r;, r; we set r;(7;) = p; and rg('yj) = p;-,
where py,...,pns Pls-- ., P, are the shares of two robust (£,n)-secret sharings of random values
s? and sz-1 , respectively. Now, by computing the intersection polynomial p~ as before, each party
obtains exactly mn = |Sn| shares, one for each v, € 5;. If m > £ then each party can reconstruct
Th = Yoy (s) +s;), otherwise the intersection remains hidden completely. Given a successful
reconstruction, the set Sy can be easily identified by using the locations v; of valid shares in pp.

We believe that our techniques can also be applied to [KS05] or follow-up works, but due to
the use of threshold homomorphic encryption and zero-knowledge proofs, the efficiency of these
protocols would be inferior to our solution.

A New Flavour of OLE. One of the main technical challenges in constructing our protocols
is to ensure a non-zero input into the OLE functionality by the receiver. Recall that an OLE
computes a linear function az + b. We define an enhanced OLE functionality (cf. Section [3|) which
ensures that = # 0, otherwise the output is uniformly random. Our protocol which realises this
functionality makes two black-box calls to a normal OLE and is otherwise purely algebraic.

Before we describe the solution, let us start with a simple observation. If the receiver inputs
xz = 0, an OLE returns the value b. Therefore, it is critical that the receiver cannot force the
protocol to output b. One way to achieve this is by forcing the receiver to multiply b with some
correlated value via an OLE; lets call it . Concretely, we can use an OLE where the receiver inputs
2 and a random s, while the sender inputs b and obtains b+ s. Now if the sender uses a + bz + 5,0
as input for another OLE, where the receiver inputs z, the receiver obtains ax + bZz + sx. Which
means that if # = 2" then the receiver can extract the correct output. This looks like a step in
the right direction, since for x = 0 or £ = 0, the output would not be b. On the other hand, the
receiver can now force the OLE to output a by choosing & = 0 and z = 1, so maybe we only shifted
the problem.

The final trick lies in masking the output such that it is uniform for inconsistent inputs x, . We
do this by splitting b into two shares that only add to b if -2 = 1. The complete protocol looks like
this: the receiver plays the sender for one OLE with input afl, s, and the sender inputs a random w
to obtain t = 2 'u+s. Then the sender plays the sender for the second OLE and inputs t+a, b—u,
while the receiver inputs = and obtains ¢ = (t+a)z+b—u = ur 'zt szt ar+b—u= ar+b+ sx,
from which the receiver can subtract sx to get the result. A cheating receiver with inconsistent
input 2%, 2" will get ax + b+ u(z*2" — 1) as an output, which is uniform over the choice of w.

1.3 Structure of the Paper

We start with the definition and construction of the enhanced OLE functionality in Section
In Section [ we define an ideal functionality for the addition of polynomials and describe a protocol
that realizes this functionality black-box from OLE. Based on this primitive, we first provide a
two-party PSI protocol in Section [5] and later a multi-party PSI protocol in Section [6]

2 Preliminaries

We assume |F| € 0(27), where  is a statistical security parameter. Typically, z € F denotes a field
element, while p € F[X] denotes a polynomial. Let M(p) denote the zero-set for p € F[X], i.e.
vz € My(p), p(z) = 0.



In the proofs, # denotes an element either extracted or simulated by the simulator, while z*
denotes an element sent by the adversary.

We slightly abuse notation and denote by v = PRG,(s) the deterministic pseudorandom poly-
nomial of degree d derived from evaluating PRG on seed s.

2.1 Security Model

We prove our protocol in the Universal Composability (UC) framework of Canetti [Can0l]. In
the framework, security of a protocol is shown by comparing a real protocol 7 in the real world
with an ideal functionality F in the ideal world. F is supposed to accurately describe the security
requirements of the protocol and is secure per definition. An environment Z is plugged either to the
real protocol or the ideal protocol and has to distinguish the two cases. For this, the environment
can corrupt parties. To ensure security, there has to exist a simulator in the ideal world that
produces a protocol transcript indistinguishable from the real protocol, even if the environment
corrupts a party. We say m UC-realises F if for all adversaries A in the real world there exists a
simulator § in the ideal world such that all environments Z cannot distinguish the transcripts of
the parties’ outputs.

Oblivious Linear Function Evaluation. Oblivious Linear Function Evaluation (OLE) is a
special case of Oblivious Polynomial Evaluation (OPE). In contrast to OPE, only linear functions
can be obliviously evaluated. The sender has as input two values a,b € F that determine a linear
function f(x) = a-x+b over F, and the receiver gets to obliviously evaluate the linear function on
input € F. The receiver will learn only f(z), and the sender learns nothing at all. Consider the
ideal functionality in Figure

Functionality Forg
1. Upon receiving a message (input$, (a, b)) from the sender with a,b € F, verify that there is no stored
tuple, else ignore that message. Store a and b and send a message (input) to A.

2. Upon receiving a message (inputR,z) from the receiver with x € F, verify that there is no stored
tuple, else ignore that message. Store x and send a message (input) to A.

3. Upon receiving a message (deliver,S) from A, check if both (a,b) and x are stored, else ignore that
message. Send (delivered) to the sender.

4. Upon receiving a message (deliver, R) from A, check if both (a,b) and = are stored, else ignore that
message. Set y = a-x + b and send (output,y) to the receiver.

Figure 1: Ideal functionality for oblivious linear function evaluation.

To instantiate our PSI protocol we choose an efficient batch-OLE protocol based on Noisy Reed-
Solomon-Codes from [GNNI7]. The protocol has a constant communication overhead of 64 field
elements per OLE, and require only O(logm) simple field operations, where k-bit prime field gives
K-bit security.

2.2 Commitment from Fqp

Let us briefly sketch how to obtain an efficient multiple commitment protocol from Fporg. If we
simply use the message m and a random field element r as inputs for Fopg, while the receiver



queries with a random z, we get a UC-secure commitment. Intuitively, the commitment can be
simulated because the simulator knows x and can adjust r, and it can be extracted because the
simulator learns the message as an input.

The above commitment protocol, however, does not realise F,,con- In order to do so, we have
to include the id of the sender pid to prevent man-in-the-middle attacks, in particular copying of
the commitment. Interestingly, this poses a difficulty in the Fo,g-hybrid setting, since our message
space is limited. So either we pick a larger field F' such that we can embed in m’ € F' both m € F
and pid, or we directly construct a commitment which has a slightly larger message space. We take
the second approach in Figure

Protocol 11 ,coum

Let pid € F denote the ID of party P;.

Commit Phase
1. Party P; (Input m € F): Choose a random 7,7, € F. Input (inputS,(m,r;)) into ]—'C()OIEE and
(input$, (m - pid, ry)) into f(()lgE.
2. Party P;: Choose random z,y € F. Input (inputR,z) into ]-"(()OIEE and (inputR,y) into ]:(()lL)E to
obtain ¢y, qs.
Unveil Phase
3. Party P;: Send (m,7r1,75) to P;.

4. Party P;: Accept if ¢ =m -z + 7y and g, = m - pid - y + 1y, abort otherwise.

Figure 2: I1,conm in the Forg-hybrid model.

Lemma 1. The protocol I1,,com UC-realizes Fcom in the Forg-hybrid model.

Sketch. Corrupted P,. The simulator against the committing party observes 7, 7’ and also 7, .
It aborts if 4 = 1/ /i # pid for P,. Otherwise, it sends (commit, P;, P;j,m) to Fcom-

Let («, By, B2) denote the unveil. This simulation is indistinguishable from the real protocol,
since the check of the unveil will always fail if o # . Let o denote the outcome of the check from
A’s view.

c=ar+f —q = (a—m)z+p —r.

Thus, from A’s view, ¢ is uniform over the choice of z. We now know that a = . If v # pid,
o' =1 - pidy + By — go = (- pid — 1 - )y + B — 7.

In this case, ¢’ is uniform over the choice of y and the protocol would abort. In conclusion, the
simulator extracts the right input and provides an indistinguishable simulation of the real protocol.

Corrupted P;. The simulator against the receiving party observes the challenges #,§ and
simulates the commit phase with a random input p using randomness r{,r5. Upon receiving a
message (unveil, ) in the ideal setting, the simulator sets 7, = §; — mZ and 7y = ¢, — Mmpidi.
Since g; and g9 are uniform over the choice of r; and 74, respectively, the simulation is identically
distributed. O



2.3 Non-malleable Commitments

Roughly, the setting of concurrent non-malleable commitments is as follows. An adversary MIM
interacts in a left session with polynomially many committers, while simultaneously interacting with
receivers in m right sessions. We denote by MIMcowm (v, ) the distribution of all values committed
by MIM in the right sessions, and Sim¢om (1", z) the joint distribution of all values committed by
the simulator.

Definition 2. A commitment scheme {COM.Commit, COM.Open} is said to be m-bounded-concurrent
non-malleable if for every PPT MIM, there exists a PPT simulator S such that the following en-
sembles are computationally indistinguishable:

{MIMZom({v}, Z)}HEN,UG{O,I}“,ZE{OJ}* and {Sim¢om (1", Z)}HENWG{OJ}K’ZG{OJ}*

2.4 Technical Lemmas

We state several lemmata which are used to show the correctness of our PSI protocols later on.

Lemma 3. Let p,q € F[X] be non-trivial polynomials. Then,
Mo(p) N Mo(p + a) = My(p) N My(a) = Mo(q) N My(p + a).

This lemma shows that the sum of two polynomials contains the intersection with respect to
the zero-sets of both polynomials.

Proof. Let M = My(p) N My(q).

“«D" Vo e Mn: p(x) = q(x) =0. But p(z) + q(z) =0, so 2 € My(p +q).

« c": Tt remains to show that there is no z such that z € My(p) N My(p + q) but = ¢ Mg,
Le. Mo(p) N (Mo(p +a) \ Mp) = 0. Similarly, My(q) N (Mo(p +a) \ Mn) = 0.

Assume for the sake of contradiction that My(p) N (My(p +q) \ M) # 0. Let x € My(p) N
(Mo(p +aq) \ Mpn). Then, p(x) = 0, but q(z) # 0, otherwise z € Mp. But this means that
p(x) +q(z) #0, i.e. x ¢ My(p + q). This contradicts our assumption, and we get that My(p) N
(Mo(p +a) \ Mp) = 0.

Symmetrically, we get that My(q) N (My(p +q) \ M) = 0. The claim follows. O

Lemma 4. Let d € poly(log |F|). Let p € F[X], deg(p) = d be a fizred but unknown non-trivial
polynomial. Further let qq,...,q; € F[X] with deg(q;) < d.

! !
Pr [(Mo(p) N Mo(D_a;)) # (Mo(p) N[ Mo(q;))] < negl(|F|).
=1

pPEF[X] =1

This lemma is basically an extension of Lemma [3|and shows that the sum of several polynomials
does not create new elements in the intersection unless the supposedly unknown zero-set of p can
be guessed with non-negligible probability.

Proof. We first observe that ﬂi:l My(q;) € MO(Z§:1 q;): it holds that for all z € ﬂ§:1 Mo(q;),
q;(z) =0 for i € [I]. It follows that Zé:l q;(x) =0,1e z € /\/IO(ZL1 q;)-
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Now, assume for the sake of contradiction that

l

l
(Mo() " MY~ ) # (Mo(p) N () Mo(ay))

i=1 =1

with non-negligible probability €. Let M = MO(ZE:l q;) \ ﬂizl Mo(qy).

Then with probability at least €, the set M is not empty. Further, we can bound |[M| < d.
Pick a random x € M. It holds that Prjxz € My(p)] > €/d, which is non-negligible. But since
p is unknown, so is M (p), and the probability that we can find z, so that z € My(p) is upper
bounded by d/|F| over p.

This is a contradiction and the claim follows. O

Lemma 5. Let d,d € poly(log [F|). Let r € F[X], deg(r) = d be a uniformly random polynomial.
For all non-trivial p € F[X], deg(p) = d,

Pr [(Mo(r) N My(p)) # 0] < negl(|F]).
reF[X]
This lemma establishes that the intersection of a random polynomial with another polynomial
is empty except with negligible probability.

Proof. This follows from the fundamental theorem of algebra, which states that a polynomial of
degree d evaluates to 0 in a random point only with probability d/|F]|.
Since r (and therefore all z € M(r)) is uniformly random and |M,(r)| = d, while |My(p)| = ',
we get that
Pr[(My(r) N Mo(p)) # 0] < dd'/|F|.

O

Lemma 6. Let d € poly(log |F|). Let p € F[X], deg(p) = d be a fixred but unknown non-trivial

polynomial. Further let v € F[X], deg(r) = d be a uniformly random polynomial. For all non-trivial
q,s € F[X] with deg(q) < d and deg(s) < d,

reng}[(MO(p) N My(ps +1rq)) # (My(p) N Mo(a))] < negl(|F|).

This lemma shows that the multiplication of (possibly maliciously chosen) polynomials does
not affect the intersection except with negligible probability, if one random polynomial is used.

Proof.

Mo(p) N Mo (ps + rq) “™2*B Ay

z
)
<
g
z
)

o
o]
2




From Lemma [5 it follows that Pr[T; # 0] < d*/|F|, and also Pr[T; # 0] < d*/|F|. Since

Mo(p) N ((Mo(p) N Mg(q)) UM(aq)) = Moy(p) N Mg(q),

we get

Pr_[(Mo(p) N My(ps +1rq)) # (My(p) N My(a))] < 2d°/|F].

reF[X]

3 Enhanced Oblivious Linear Function Evaluation 7 .+
In this section we present an enhanced version of the OLE functionality. The standard OLE
functionality allows the sender to input a, b, while the receiver inputs x and obtains axz +b. For our
applications, we do not want the receiver to be able to learn b, i.e. it has to hold that = # 0. Our
approach is therefore to modify the OLE functionality in such a way that it outputs a random field
element upon receiving an input z = 0 (cf. Figure . A different approach might be to output a
special abort symbol or 0, but crucially the output must not satisfy the relation ax + b. This is a
particularly useful feature, as we will show in the next section.

FoLe*
1. Upon receiving a message (input$, (a, b)) from the sender with a,b € F, verify that there is no stored
tuple, else ignore that message. Otherwise, store (a,b) and send (input) to A.

2. Upon receiving a message (inputR,z) from the receiver with x € F, verify that there is no stored
value, else ignore that message. Otherwise, store z and send (input) to A.

3. Upon receiving a message (deliver) from .4, check if both (a,b) and x are stored, else ignore that
message. If  # 0, set ¢ = ax + b, otherwise pick a uniformly random ¢ € F and send (output,c) to
the receiver. Ignore all further messages.

Figure 3: Ideal functionality for the enhanced oblivious linear function evaluation.

While it might be possible to modify existing OLE protocols in such a way that a non-zero input
is guaranteed, we instead opt to build a protocol black-box from the standard OLE functionality
FOLE-

Let us begin with a short overview of our construction. Our main goal is to prevent leakage
of the value b on input x = 0. One way to ensure that is by using an OLE and computing xb.
However, the result of the enhanced OLE should still be az + b for  # 0. Thus, we have to remove
the connection of x and b with a second OLE, while at the same time adding another connection
with a. The key idea is to force the receiver to use 27! and z as his inputs, thus cancelling the
relation between x and b if the inputs were chosen correctly.

Concretely, one first attempt might be to execute an OLE from receiver to sender, where the
receiver inputs 271 and a random value s. The sender inputs b and obtains be !+ s, then adds a
and uses (bz~ ' +a+s,0) for the second OLE. The receiver inputs z and thereby obtains az+ b+ sz
from which he can subtract sz (because he knows both s and z) and output ¢ = ax + b.

This leaves a small problem: the receiver can still meddle with his inputs, and particularly by
first using 0 instead of 2~ " and then 1 instead of z the protocol returns a. This obviously should
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not be allowed. Therefore, we make a small modification to the above described protocol. Instead
of sending b to the first OLE, the sender picks a uniformly random u and obtains ur ' +s. In
order to still get the correct result, the senders input into the second OLE has to be changed to
(u:fl +a+ s,b—u). If the receiver cheats with his inputs, the term u will completely randomize
the output, since ¢ = ax + b + uzz™' — u + sx. The formal description of the protocol is given
in Figure

HOLE+

1. Receiver (Input z € F): Pick s € F and send (input$, (z™ ', s)) to the first Forp.

2. Sender (Input a,b € F): Pick u € F uniformly at random and send (inputR,w) to the first Forp to
learn t = uz~ ' + s. Send (inputS, (¢ + a,b — u)) to the second Fopp.

3. Receiver: Send (inputR,z) to the second Fqorp and obtain ¢ = ax + b+ sx. Output ¢ — sz.

Figure 4: Protocol that realizes F .+ in the Fopg-hybrid model.

Lemma 7. I o+ unconditionally UC-realizes F | .+ in the FoLg-hybrid model.

Proof. The simulator against a corrupted sender simulates both instances of Fqr . Let oy be the
sender’s input in the first OLE, and (ay, a3) be the inputs into the second OLE. The simulator
sets b = a; + a3 and @ = oy — t, where ¢ is chosen as the uniformly random output to Ag of the
first OLE. The simulator simply inputs (inputs, (a, l;)) into F; o+. Let us briefly argue that this
simulation is indistinguishable from a real protocol run. The value ¢ is indistinguishable from a
valid ¢, since the receiver basically uses a one-time-pad s to mask the multiplication. Therefore,
the sender can only change his inputs into the OLEs. Since his inputs uniquely determine both a
and b, the extraction by the simulator is correct and the simulation is indistinguishable from a real
protocol run.

Against a corrupted receiver, the simulator simulates the two instance of Fopr and obtains
the receiver’s inputs (§1,&3) and &. If & - & = 1, the simulator sets & = &, sends (inputR, )
to F g+ and receives (output,c). It forwards ¢ = ¢ + &E&; to Ag. If & - & # 1, the simulator
sends (inputR,0) to F; o+ and forwards the output ¢ to the receiver. It remains to argue that this
simulation is indistinguishable from the real protocol. From A’s view, the output c is determined
as

c=u&éy +aly +b—u+ &8s = aly +b+u(€€s — 1) + &&s.

We can ignore the last term, since it is known to A. If ;& # 1, then u(£;&, — 1) does not vanish
and the result will be uniform over the choice of u. Thus, by using &, as the correct input otherwise,
we extract the correct value and the simulation is indistinguishable from the real protocol. O

4 Randomized Polynomial Addition from OLE

Concretely, we have two parties, the sender with a polynomial of degree 2d as input and the
receiver with a polynomial of degree d as input. The goal is that the receiver obtains the sum of
these two polynomials such that it cannot learn the sender’s polynomial fully. We want to achieve
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this privacy property by using a randomization polynomial that prevents the receiving party from
simply subtracting its input from the result. This functionality is defined in Figure

Notice that we have some additional requirements regarding the inputs of the parties. First,
the degree of the inputs has to be checked, but the functionality also makes sure that the receiver
does not input a 0 polynomial, because otherwise he might learn the input of the sender. Also note
that the functionality leaks some information about the sender’s polynomial. Looking ahead in the
PSI protocol, where the input of the sender is always a uniformly random 2d degree polynomial,
this leakage of the ideal functionality will not leak any non-trivial information in the PSI protocol.

Fora

Implicitly parameterized by d signifying the maximal input degree.
1. Upon receiving a message (input$, (a,r)) from the sender where a,r € F[X], check whether
er+#0
e deg(r) < d and deg(a) = 2d OR deg(r) = d and deg(a) < 2d
and ignore that message if not. Store (a,r) and send (input) to A.

2. Upon receiving a message (inputR,b) from the receiver where b € F[X], check whether deg(b) < d
and b # 0. If not, ignore that message. Otherwise, retrieve a,r, compute s = r - b + a and send
(res,s) to the receiver. Ignore all further messages.

Figure 5: Ideal functionality that allows to obliviously compute an addition of polynomials.

4.1 Passively Secure Protocol for Fopy

It is instructive to first consider a passively secure protocol. In the semi-honest case, both sender
and receiver evaluate their input polynomials on a set of distinct points P = {oq,..., 09411},
where d is the degree of the input polynomials. The sender additionally picks a random polynomial
r € F[X] of degree d and also evaluates it on P.

Instead of using OLE in the “traditional” sense, i.e. instead of computing ab + r where r blinds
the multiplication of the polynomials, we basically compute rb + a. This means that the sender
randomizes the polynomial of the receiver, and then adds his own polynomial. This prevents the
receiver from simply subtracting his input polynomial and learning a. In a little more detail, sender
and receiver use 2d + 1 OLEs to add the polynomials as follows: for each i € [2d + 1], the sender
inputs (r;, a;) in OLE ¢, while the receiver inputs b; and obtains s; = r;b; + a;. He then interpolates
the resulting polynomial s of degree 2d using the 2d 4 1 values s;. The above protocol is described
in Figure [0]

Due to the security guarantees of OLE, the sender learns nothing about the result, while the
receiver’s input is randomized by r, i.e. he is not able to reconstruct a.

Lemma 8. H%hpA UC-realizes Fopa with passive security in the Forg-hybrid model.

Sketch. Since both parties provide inputs according to the protocol, it is ensured that the input
polynomials have the correct degrees and b and r are non-zero. Given the inputs of the parties,
we can clearly provide a perfect simulation of the protocol by simulating the OLEs. It remains to
argue that b; # 0 in H%IPA for honest inputs, since otherwise the receiver can learn the sender’s
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1_[OPA

Let P ={ay,..., 441}, €F be a set of distinct points.
1. Sender (Input a € F[X], deg(a) = 2d): Pick r € F[X] of degree d uniformly at random. Evaluate
a,r on P to obtain (a;,7;),7 € [2d + 1]. Input (r;, a;) into f(()%E'

2. Receiver (Input b € F[X], deg(b) = d): Evaluate b on P and obtain b;,i € [2d + 1]. Input b; into
]-'giE and receive s; = 1;b; + a;. Reconstruct s from the s; and output s

Figure 6: Protocol that realizes Fopa in the Forg-hybrid model with passive security.

input. This follows from the fundamental theorem of algebra: we evaluate b in 2d + 1 distinct
points independent of b, and b has exactly d roots. The probability that a root is contained in P
is therefore (2d + 1) - d/|F|, which is negligible in |F|. O

4.2 Actively Secure Protocol for Fgopy

In going from passive to active security, we have to ensure that the inputs of the parties are correct.
Here, the main difficulty obviously lies in checking for b = 0. In fact, since Fopa does not even
leak a single point a; we have to make sure that all b; # 0. However, this can easily be achieved by
using F, o+ instead of Forg. We also have to verify that the inputs are well-formed via a simple
polynomial check. For a more detailed overview we refer the reader to the introduction.

The complete actively secure protocol is shown in Figure

Hopa

Let P ={ay,..., 441}, €F be a set of distinct points.

1. Sender (Input a,r € F[X], deg(a) < 2d,deg(r) = d): Evaluate a,r on P to obtain (a;,r;),i € [2d+1].
Input (r;, a;) into FO

OLE™’
2. Receiver (Input b € F[X], deg(b) < d): Evaluate b on P and obtain b;,¢ € [2d + 1]. Input b; into
]:(()liE+ and receive s; = a; + b; - ;. Reconstruct s from the s; and check if deg(s) = 2d, otherwise

abort.
Sender: Pick a random x5 € F and send it to the receiver.
Receiver: Compute b(zs), s(zs) and pick a random zg € F. Send (b(zs),s(xs), xg) to the sender.

Sender: If s(zg) # a(zs) + b(xs) - r(xs), abort. Send (a(xg),r(zg)) to the receiver.

o U W

Receiver: If s(zg) # a(zg) + b(ag) - r(zg) or r(zg) = 0 or a(zg) = 0, abort, otherwise output s.

Figure 7: Protocol that realizes Fopp in the F,

OLE+—hybrid model.

Lemma 9. [Igpy unconditionally UC-realizes Fopp in the F . _+-hybrid model.

OLE
Proof. Corrupted Sender. The simulator Sg against a corrupted sender proceeds as follows. It

)

Lt and thereby obtains (r;, a;) for all i € [2d + 1]. From these values, the simulator

simulates F (i
O
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reconstructs ¢ and a. It aborts in Step [0 if deg(f) > d or deg(&) > 2d. It also aborts if & or F are
zero, and otherwise sends (input$, (a,r)) to Fopa.-

The extraction of the corrupted sender’s inputs is correct if his inputs r* corresponds to a
polynomial of degree d and a* corresponds to a polynomial of degree 2d. Thus, the only possibility
for an environment to distinguish between the simulation and the real protocol is by succeeding
in answering the check while using a malformed input, i.e. a polynomial of incorrect degree or
0-polynomials. If the polynomials have degree greater than d and 2d, respectively, the resulting
polynomial s has degree 2d + 1 instead of 2d, i.e. the receiver cannot reconstruct the result from
2d + 1 points. Since the sender learns nothing about the receiver’s inputs, the thus incorrectly
reconstructed polynomial will be uniformly random from his point of view and the probability that
his response to the challenge is correct is 1/|F|. Also, both a and r have to be non-zero, because
in each case the polynomials are evaluated in 2d + 1 points, and it requires 2d + 1 zeros as a;, ;
to get a 0 polynomial. But since both a,r have degree at most 2d, there are at most 2d roots of
these polynomials. Therefore, in order to pass the check, a(z) and b(z) would need to be 0, which
is also checked for. :

Corrupted Receiver. The simulator Sg against a corrupted receiver simulates F (iL + and

obtains b; for all i € [2d + 1]. It reconstructs b and aborts the check in Step 5| if deg(f)) > d. The
simulator sends (inputR, f)) to Fopa and receives (res,$). It evaluates § on P and returns s; for
the corresponding OLEs. Sg simulates the rest according to the protocol.

Clearly, if the corrupted receiver Ag inputs a degree d polynomial, the simulator will extract
the correct polynomial. In order to distinguish the simulation from the real protocol, the adversary
can either input 0 in an OLE or has to input a polynomial of higher degree, while still passing

v

the check. In the first case, assume w.l.o.g. that Ag cheats in F OJLE+ for some j. This means Ag

receives a value §;, which is uniformly random. This means that only with probability 1/|F| will
5, satisfy the relation rb + a and the check will fail. In the second case, the resulting polynomial
would be of degree 2d 4 1, while the receiver only gets 2d + 1 points of the polynomial. Therefore
the real polynomial is underdetermined and A can only guess the correct value §(x), i.e. the check
will fail with overwhelming probability. O

Remark. We use the abstraction of Fops to modularize the construction of our PSI protocols. For
practical purposes it is possible to remove the check in IIgpp, since this check only ensures that
the inputs and output of the protocol are well-formed polynomials and this can also be checked
directly in the PSI protocols.

5 Maliciously Secure Two-party PSI

In this section we provide a maliciously secure two-party PSI protocol with output for both parties,
i.e. we realize Fpg as described in Figure

We briefly sketch the protocol in the following; a more detailed overview can be found in the
introduction. First, Alice and Bob simply transform their input sets into polynomials. Then, both
compute a randomized share of the intersection via our previously defined OPA in such a way
that Alice can send her share to Bob without him being able to learn her input. This can be
achieved by adding a simple mask to the intermediate share. Bob adds both shares and sends the
output to Alice. The protocol only requires two OPA and a simple check which ensures semi-honest
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]:PSI

1. Upon receiving a message (input, P, Sp) from party P € {A, B}, store the set Sp. Once all inputs
are given, set S = Sa N Sg and send (output, SH) to A.

2. Upon receiving a message (deliver) from A, send (output, Sn) to the honest party.

Figure 8: Ideal functionality Fpg for two-party PSI.

behaviour, and no computational primitives. A formal description is given in Figure [9]

1_[2PSI

Let m = max; |S;| + 1.

Computation of Intersection

1. Alice (Input Sp): Compute a polynomial ps of degree m such that pa(7y;) = 0 for all v, € Sp.
Generate two random polynomials rp, ry of degree m and a random polynomial u, of degree 2m.

e Input ry, up into .Fé)lf),A.
e Input pp into f(‘ng and obtain sy = parg + Ug.
e Set s) = sp — up + para and send it to Bob.

2. Pg (Input Sg): Compute a polynomial pg of degree m such that pg(v;) = 0 for all ; € Sg. Generate
two random polynomials rg, rg of degree m and a random polynomial ug of degree 2m.

e Input rg, ug into f(()ngA.

e Input pg into }"glgA and obtain sg = pgra + ua.

e Upon receiving sy, compute pn = sy + sg + per's — Ug and send it to Alice.

Output Verification
3. Alice: Pick a random x5 € F and send it to Bob.

4. Bob: Set ag = pg(za), B = rg(za) and 6 = rg(za). Pick a random zg € F and send
(vaaB;BB,(SB) to Alice.

5. Alice: Check if pa(za)(8g +Ta(za)) + ap(ra(za) +0g) = Pn(za), otherwise abort. For each 7; € Sa:
If pr(v;) =0, add v, to S. Send ap = pa(zg), Ba = ra(zg) and dp = ra(zg) to Bob. Output Sp.

6. Bob: Check if aa(rg(zg) +0a) + Pe(2g)(Ba +rs(2g)) = Pn(zg), otherwise abort. For each v; € Sg:
If pn(7y;) =0, add v; to S. Output Sq.

Figure 9: Protocol II,pg; UC-realises Fpgy in the Fopa-hybrid model.

Theorem 1. The protocol llgpgy UC-realises Fpgp in the Fopa-hybrid model with communication
complexity O(mk).

Proof. Let us argue that pn = pa(ra + rg) + pg(ra + rg) actually hides the inputs. The main
observation here is that rp + rp is uniformly random as long as one party is honest. Since pa + pg
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validly encodes the intersection (see Lemma , Pn is uniformly random over the choice of the
randomization polynomials rp, ry, rg and rg, except for the roots denoting the intersection.

Corrupted Alice. We show the indistinguishability of the simulation of Sp (cf. Figure . The
simulator extracts Alice’s inputs and then checks for any deviating behaviour. If such behaviour
is detected, it aborts, even if the protocol would succeed. Proving indistinguishability of the
simulation shows that the check in the protocol basically enforces semi-honest behaviour by Alice,
up to input substitution.

- W b=

Simulator S,

Extract the inputs pa, T, 0a by simulating Fopa-
Find the roots 41, . .., 5m of Pa and thereby the set Sx = {31, ..., %m }-
Send (input, A, Sx) to Fpgr.

Upon receiving (output, S‘m) from Fpg, pick a random degree m polynomial pg such that pg(y) =0
for all v € Sn.

Use pg as input for simulating the Fops together with random polynomials g and ug, i.e. keep
Sg = Pp - I'a + Up and send §5 = Pa - g + Ug to A.

Simulate the rest according to IIypgy, but abort in Step [0} if after setting

ta = (Sy +0a — Ug — Palp)/Pa,

ap # Palx), Ba # ta(x) or 55 # Fa(z), even though the check would pass.

Figure 10: Simulator Sa against a corrupted Alice.

Consider the following series of hybrid games.

Hybrid 0: Real’*

Iopst”

Hybrid 1: Identical to Hybrid 0, except that S; simulates Fopa, learns all inputs and aborts if

ap # pa(z) or Ba # ta(z), but the check is passed.

Let ajy = ap + e be Ap’s check value. Then the check in Step @ will fail with overwhelming
probability. Let o denote the outcome of the check. If A, behaves honestly, then

o = ap(rg(z) + 6a) + pe()(Ba + ra(2)) — Pn(z) = 0.
Using aa = ap + e, however, we get
o' = (an +€)(ra(x) + 53) + Pa(@) (B3 + th()) — Pn(x) = € - (rp(w) + 53) # const.

This means that the outcome of the check is uniformly random from Aa’s view over the choice
of rg (or pg for Bx # ra(x)). Therefore, the check will fail except with probability 2/|F| and
Hybrids 0 and 1 are statistically close.

Hybrid 2: Identical to Hybrid 1, except that Sy aborts according to Step [6] in Figure

An environment distinguishing Hybrids 1 and 2 must manage to send sx such that
Sa + Up — Ug 7 Pa - (Fg + T)
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while passing the check in Step [0 with non-negligible probability.

Let f = sy + iy — Qg — Pa - (b + T4). We already know that f(z) = 0, otherwise we have
ap = ap+f(z) # aa (or an invalid Ba), and the check fails. But since z is uniformly random,
the case that f(z) = 0 happens only with probability m/|F|, which is negligible. Therefore,
Hybrid 1 and Hybrid 2 are statistically close.

Hybrid 3: Identical to Hybrid 2, except that S; generates the inputs §,,8g according to Step

in Figure [10| and adjusts the output. This corresponds to Ideali‘; o

The previous hybrids established that the inputs pp, I'p are extracted correctly. Therefore, by
definition, S, = My (Pa). It remains to argue that the simulated outputs are indistinguish-
able. First, note that the received intersection S = M (pg) defines pg. From Lemma
it follows that Mo(pn) = Mo(Pa) N My(Pg) = Sn w.r.t. My(pg), even for a maliciously
chosen r,, i.e. the Aj cannot increase the intersection even by a single element except with
negligible probability.

Further, note that s, = pa - I'g + Gp is uniformly distributed over the choice of g, and pn
is uniform over the choice of ig, I'g.

Finally, since tg, ¥ are uniformly random and the degree of pg is m, i.e. max; |S;| + 1, the
values ag, fg and dg are uniformly distributed as well. In conclusion, the Hybrids 2 and 3
are statistically close.

As a result we get that for all environments Z,

A S
Realy” (Z) ~, Ideal’ (Z).

Corrupted Bob. The simulator against a corrupted Bob in Figure (and therefore the
proof) is essentially the same as the one against a corrupted Alice, except for a different way to
check his inputs.

Ll

Simulator Sg

Extract the inputs pg, 'g, Ug by simulating Fopa.-
Find the roots 41, . .., 4m of Pg and thereby the set Sg = {31,...,%m }-
Send (input, B, Sg) to Fpg;.

Upon receiving (output, S’n) from Fpgr, pick a random degree m polynomials pa such that pa(y) =0
for all v € 5.

Use p,p as input for simulating the Fopa together with random polynomials 5 and 1ia, i.e. send
éB :155 'IA'A+1A1A to AB and keep éA :f)A'f‘B+ﬁB~

Simulate the rest according to IIypgr, but abort in Step [5] if after setting

Fa = ph — (Pa(F + Fa) + Pe(fs + £a)),

the extracted ap # pg(z), B # tg(x) or 6g # tg(x), even if the check passes otherwise.

Figure 11: Simulator Sg against a corrupted Bob.

Consider the following series of hybrid games.
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Hybrid 0: Real® .

Hybrid 1: Identical to Hybrid 0, except that S; simulates Fopa, learns all inputs and aborts if
ap # pa(z) or Ba # ta(z), but the check is passed.
This step is identical to the case of a corrupted Alice. Let ag = ag + e be Ag’s check value.

Then the check in Step [p| will fail with overwhelming probability. Let ¢ denote the outcome
of the check. If Ag behaves honestly, then

o = af(ra(@) + 65) + Pa(@) (55 + TA@)) — Pr(@).

Using ag = ag + e, however, we get

o' = (ap + €)(ra(@) + 38) + Pa(@) (35 + Ta()) — Pr(x) = - (Talw) + 65) # const.
This means that the outcome of the check is uniformly random from Ag’s view over the choice
of rp (or pa for Bg # rg(x)). Therefore, the check will fail except with probability 2/|F| and
Hybrids 0 and 1 are statistically close.

Hybrid 2: Identical to Hybrid 1, except that S, aborts according to Step [] in Figure

An environment distinguishing Hybrids 1 and 2 must manage to send pr, such that

ph # Pa(fg + £a) + Pa(fs + £a),

while passing the check in Step [5| with non-negligible probability.

Let f = pf, — (Pa(tg +1a) + Pg(ts +1a)). We already know that f(x) = 0, otherwise we have
ag = ag+f(z) # ag (or an invalid Bg), and the check fails. But since z is uniformly random,
the case that f(z) = 0 happens only with probability m/|F|, which is negligible. Therefore,
Hybrid 1 and Hybrid 2 are statistically close.

Hybrid 3: Identical to Hybrid 2, except that S; generates the inputs 8g, S according to Step
in Figure [11| and adjusts the output. This corresponds to Ideali‘;SI.

The previous hybrids established that the inputs pg, I'g are extracted correctly. Therefore, by
definition, Sg = M (pg). It remains to argue that the simulated outputs are indistinguish-
able. First, note that the received intersection Sy = M (pp) defines pp. From Lemma |§| it
follows that My(pn) = Mo(Pg) N Mg(Pa) = S w.r.t. Mo(pa), even for a maliciously chosen
I'g, i.e. Ag cannot increase the intersection even by a single element except with negligible
probability.

Further, note that Sg = pg - r'p + U, is uniformly distributed over the choice of G, and pn
is uniform over the choice of .

Finally, since fn,# are uniformly random and the degree of pa is m, i.e. max; |S;| + 1, the
values Gp, Ba and dp are uniformly distributed as well. In conclusion, the Hybrids 2 and 3
are statistically close.

As a result we get that for all environments Z,

Ap
RealH21>SI

S
(Z) = Ideali® (Z).
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Efficiency. The protocol makes two calls to OPA, which in turn is based on OLE. Overall,
2m calls to OLE are necessary in OPA. Given the recent constant overhead OLE of Ghosh et
al. [GNN17], the communication complexity of Ilypgr lies in O(m).

On the computational side, the parties have to compute interpolations of polynomials of degree
m, which brings the computational complexity to O(mlogm) using NTT. Note that this cost
includes the computational cost of the OLE instantiation from |[GNNI17]. This concludes the proof.

O

6 Maliciously Secure Multi-party PSI

6.1 Ideal Functionality

The ideal functionality for multi-party private set intersection fK/IPSI simply takes the inputs from
all parties and computes the intersection of these inputs. Our functionality ff\k/IpSI in Figure
additionally allows an adversary to learn the intersection and then possibly update the result to be
only a subset of the original result.

*
'FMPSI

Let A denote the set of malicious parties, and H the set of honest parties.

1. Upon receiving a message (input, P;,S;) from party P;, store the set S;. Once all inputs i € [n] are
input, set S, =\, S; and send (output, Sn) to A.

2. Upon receiving a message (deliver,S;) from A, check if S, C Sn. If not, set S, = L. Send
(output, S5) to H.

Figure 12: Ideal functionality ]-';/IPSI for multi-party PSI.

Let us briefly elaborate on why we chose to use this modified functionality. In the UC setting,
in order to extract the inputs of all malicious parties, any honest party has to communicate with
all malicious parties. In particular, since the simulator has to extract the complete input, this
requires at least O(nm) communication per party for the classical MPSI functionality. In turn, for
the complete protocol, this means that the communication complexity lies in O(n2m).

Instead, we want to take an approach similar to the recent work of Hazay et al. [HV1T], i.e. we
have one central party, and some of the work is delegated to this party. This removes the need for
the other parties to extensively communicate with each other and potentially allows communication
complexity O(mn), which is asymptotically optimal in any setting. However, if we assume that the
central party and at least one additional party are corrupted, the honest party does not (extensively)
interact with this additional party and does not learn its inputs; it can only learn the input of the
central party. If the input set of the other malicious party is the same as the one of the central party,
the output remains the same. If this input is different, however, the actual intersection might be
smaller. One might argue that this case simply corresponds to input substitution by the malicious
party, but for any type of UC simulation this poses a problem, since the output of the hgnest party
in the protocol might be different from the intersection in the ideal world. Thus, Fypg; allows
a malicious party to modify the output. Crucially, the updated intersection can only be smaller
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and may not changed arbitrarily by the adversary. We believe that this weaker multiparty PSI
functionality is sufficient for most scenarios.

6.2 Multi-party PSI from OLE

Our multi-party PSI protocol uses the same techniques that we previously employed to achieve
two-party PSI. This is similar in spirit to the approach taken in [HV17], who employ techniques
from the two-party PSI of [ENP04] and apply them in the multi-party setting. We also adopt
the idea of a designated central party that performs a two-party PSI with the remaining parties,
because this allows to delegate most of the computation to this party and saves communication.
Apart from that, our techniques differ completely from [HV17]. Abstractly, they run the two-party
PSI with each party and then use threshold encryption and zero-knowledge proofs to ensure the
correctness of the computation. These tools inflict a significant communication and computation
penalty.

In our protocol (cf. Figure we run our two-party PSI between the central party and ev-
ery other party, but we ensure privacy of the aggregation not via threshold encryption and zero-
knowledge proofs, but instead by a simple masking of the intermediate values and a polynomial
check. This masking is created in a setup phase, where every pair of parties exchanges a random
seed that is used to create two random blinding polynomials which cancel out when added.

Once the central party receives all shares of the computation, it simply add these shares, thereby
removing the random masks. The central party broadcasts the result to all parties. Then, all
parties engage in a multi-party coin-toss and obtain a random value z. Since all operations in the
protocol are linear operations on polynomials, the parties evaluate their input polynomials on x
and broadcast the result. This allows every party to locally verify the relation and as a consequence
also the result. Here we have to ensure that a rushing adversary cannot cheat by waiting for all
answers before providing its own answer. We solve this issue by simply committing to the values
first, and the unveiling them in the next step. This leads to malleability problems, i.e. we have to
use non-malleable commitment

Let us briefly give an intuition on why this protocol computes the intersection of all parties.
The intersection polynomial pn = Z?:_II (po + p;) - (r; + rp) is the sum of all two-party intersection
polynomials. Every such intermediate polynomial contains exactly the intersection between the
parties P; and P, in its roots (plus some additional, but random, roots). By simply adding all
of these polynomials, the common roots of the intermediate polynomials are preserved, while the
other roots are blinded by random values. The probability that two of these random blindings
cancel out is negligible in the field size. Therefore, from the view of each party, the common roots
of pn and p; represent the intersection with all other parties.

Theorem 2. The protocol Ilypg; computationally UC-realises ff\k/[PSI in the Fopa-hybrid model
with communication complezity in O((n* + nm)k).

Proof. We have to distinguish between the case where the central party is malicious and the case
where it is honest. We show UC-security of IIy;pg; by defining a simulator S for each case which
produces an indistinguishable simulation of the protocol to any environment Z trying to distinguish

3In order to achieve our claimed efficiency we actually use UC commitments, but non-malleable commitments are
sufficient for the security of the protocol.
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1_[MPSI

Let m = max; {|S;|} +1 and NMCOM be a bounded-concurrent non-malleable commitment scheme against

synchronized adversaries. fgg)A denotes the jth instance for parties Py and P;.

Setup
1. All parties P; and P; fori,j € {1,...,n—1} exchange a random polynomial as follows. For all j # 1,

if v;; = L, P, picks seed;; uniformly at random and sets v;; = PRGy,, (seed;;). It sends seed,; to P;,
who sets v;; = —PRGy,, (seed,;).
Share Computation

2. Py (Input Sp): Compute a polynomial p, of degree m s.t. po(7;) = 0 for all 7, € Sy. Generate n
random polynomials ry € F[X],i € {1,...,n—1} and ry € F[X] of degree m each and n — 1 random
polynomials ug € F[X],i € {1,...,n — 1} of degree 2m. For i € [n — 1]

e Input ré,ué into fgiglg for each i € {1,...,n —1}.
e Input pg into }"gﬁg and obtain s(i) =po-Tr; +u;.

3. P; (Input S;): Compute a polynomial p; of degree m s.t. p;(v;) = 0 for all 7, € S;. Additionally,

pick r;, r; € F[X] uniformly of degree m and u; € F[X] uniformly of degree 2m.
e Input p; into }"g’;g and obtain s; = p; - I'f) + ué.
e Input r;, u; into fg’PQA).
e Set s, =s, —u; +p,r, + >ix; Vi and send it to 1.
Output Aggregation and Verification
4. Py: Compute pn = S0 (s} + s, — uf) + pory) and broadcast pp.
5. All parties:

e Run a multiparty coin-toss protocol Il to obtain a random z € F.

e Evaluate o, = p;(z), B = r;(x), 6 = ri(r) and compute (com,,unv;) =
NMCOM.Commit(ay, 5;,0;). Broadcast com;.
e Once all commitments are received, broadcast unv; and (ay,0;,0;). Abort if

2 ao - (Bi +00) + ;- (By + 6;) # Pr(x) or NMCOM.Open(com;, unv,, (a;, 3, 6;)) # 1.
e For each v; € S, : if pn(vy;) = 0, add ; to S. Output Sp.

Figure 13: Protocol 1Iypg; UC-realises FK/{PSI in the Fopa-hybrid model.

the ideal world from the real world. The approach of the simulation is straightforward: the simulator
extracts the input polynomials into Fops and thus obtains an intersection of the adversary’s inputs.

In the case of an honest central party, all parties communicate with this party, i.e. the simulator
can extract all inputs of all malicious parties. In the case where F,; is malicious, however, the
simulator can at most learn the central party’s input at the beginning. He inputs this result into
the ideal functionality and uses the intermediate result for the simulation. The malicious central
party can later “simulate” the other malicious parties and thereby possibly change the intersection
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for the honest parties. We show that A can only reduce the intersection unless it already knows
x € S; for at least one j € H, i.e. we assume that A cannot predict a single element of the set of
an honest party except with negligible probability. This reduced intersection can be passed by the
simulator to the ideal functionality.

P, is malicious: Consider the simulator in Figure

Simulator Sp,

Let A = {i|P; is malicious} denote the index set of corrupted parties, where |A| =t < n — 1. Further let H
denote the index set of honest parties.

1. Simulate the setup and obtain all vfj for i € A and j € H. Pick uniformly random v; € F[X] of
degree 2m for j,1 € H and set v;; = —V ;.

2. Extract the inputs (p), #, @) of P, for all j € H by simulating Fop,.

3. Abort in Step [5] of IIy;pgy if the f)% are not all identical. Set pa = f)é for a random j € H, and find
the roots 41, ..., 52, of Pa and thereby the set Sa = {1, ..., 52m }-

4. Send (input, P;, SA) to .FK/IPSI for all parties i € A.

5. Upon receiving (output,gm) from ]—';/IPSI, pick n — ¢ random degree m polynomials p; such that
p;(y) =0forall y € S, € H.

6. Use the p; as input for each instance of Fopa together with random polynomials r; and ; for j € H,
ie. send §) = pp - T; + 1; to A and keep §; = p; - I + .

7. Simulate the rest according to ITy;pg;, but abort in Step if the extracted pa(z) # o or f"f)(x) # ﬁg

for any j € H, even if the check passes otherwise.

8. Upon receiving pr from A, if the check in Step [5| of ITypg; passes, test for all s € S“m if ph(s) = 0.
If yes, set S, = S/, Us. Send (deliver, 5‘%) to Fypsi-

Figure 14: Simulator Sp, for /) € A.

We show the indistinguishability of the simulation and the real protocol through the following
hybrid games. In the following, let A denote the dummy adversary controlled by Z.

Hybrid 0: Realff .
Hybrid 1: Identical to Hybrid 0, except that &; simulates Fops and learns all inputs.
Hybrid 2: Identical to Hybrid 1, except that S, aborts according to Step [7|in Figure

Hybrid 3: Identical to Hybrid 2, except that Sz aborts if the extracted pg are not identical, but
the check is passed.

Hybrid 4: Identical to Hybrid 3, except that S, replaces the v;; between honest parties j,l by
uniformly random polynomials.

Hybrid 5: Identical to Hybrid 4, except that Sy generates the inp}glts ég, S, according to Step|§|
in Figure [14] and adjusts the output. This corresponds to ldeal o

MPSI
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Hybrids 0 and 1 are trivially indistinguishable. We show that Hybrid 1 and Hybrid 2 are
computationally indistinguishable in Lemma [9.1} This step ensures that the correct p, was ex-
tracted, and that all the intermediate values of the honest parties are added up. Hybrids 2 and 3
are indistinguishable due to the security of the coin-toss. This is formalized in Lemma As
an intermediate step to complete the full simulation, we replace all pseudorandom polynomials
vj; between honest parties j,! by uniformly random ones. Computational indistinguishability of
Hybrid 3 and Hybrid 4 follows from a straightforward reduction to the pseudorandomness of PRG.
We establish the statistical indistinguishability of Hybrids 4 and 5 in Lemma As a result we
get that for all PPT environments Z,

S
Realff . (Z) =, |deal L (2)

Lemma 9.1. Assume that NMCOM is a bounded-concurrent non-malleable commitment scheme
against synchronizing adversaries. Then Hybrid 1 and Hybrid 2 are computationally indistinguish-
able.

Proof. The only difference between Hybrid 1 and Hybrid 2 lies in the fact that S, aborts if the
extracted pp evaluated on z does not match the check value «g, but the check is still passed.
Therefore, in order for Z to distinguish both hybrids, it has to be able to produce a value o, # pa(x)
and pass the check with non-negligible probability e. W.l.o.g. it is sufficient that «y is incorrect for
only one py. We show that such a Z breaks the non-malleability property of NMCOM.
Let o denote the outcome of the check. If A is honest, i.e. ag = pg(x) and Sy = ty(z), then
n .
o= Z (ao(B; + 00) + i (B + 0;)) — Pr(z) = 0, (1)

i=0

where ' '
P =D (si+50) + ) (s; +50).
i€A jEH

We first observe that > .y (s; + sé) = jcnPj (f‘% + r;) + Po(ry + t;) is uniform over the choice
of the #;,#;. Therefore, if A uses p;, without adding > icn (8 —1—56), the check will fail with

gty
overwhelming probability.

Since A controls the inputs of the malicious parties i € A, in order to pass the check it is
sufficient for A to satisfy the following simplification of Equation ().

o' = Z (ao(B; + o) + (B + ;) — Z (sj(z) + sy(x)) = const
j€EH j€EH
Here const is a fixed constant known to A (0 if A is honest) determined by setting the inputs «;, ;
for i € A accordingly. But if ag # Po(z), i.e. ay = ag + e, then we get that

o' = ((ag+€)(B; +8o) + o (B +0,)) = Y (sj(x) + sh())

jeH jeH
= > (ag(B; +80) + i (B +8;)) = > (s(x) + sp()) + €D (B + &)
jeH J€H JeH
= ez (B; 4 d¢) # const
jeH
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Similarly for Bé + f‘%(az) for any j € H. Thus, except for the case of ay = oy + e/ ZjeH B;,
the check will fail for oy # pg(x). But since we assumed that A passes the check with non-
negligible probability, and NMCOM is statistically binding, A has to produce a valid commitment
to &g = ag +e/ > ;cn (Bj + dp) with the same probability.

Note, that A interacts in both the left and right session of NMCOM with the same party (actually
all parties simultaneously, since everything is broadcast). But this means that A cannot let the left
session finish before starting the right session, i.e. A is a synchronizing adversary against NMCOM.
Concretely, in the left session, S, commits to (f)j(x),f'j(x),f';-(a:)) = (ay,p;,0;) for j € H, while
A commits in the right session to (ay, {Bé}ie[n],éo) and («ay, B;,0;) for i € A to Sy. Further, the
number of sessions that A can start is bounded in advance at n — 1, i.e. it is sufficient to consider
bounded-concurrency.

Consider the two views

Real = {s;, {com;}},ch, Rand = {8;, {com;}},ch,

where com; <~ NMCOM.Commit(a;, ;) and com; <~ NMCOM.Commit(0). Real corresponds to a
real protocol view of A before committing itseliﬂ

Obviously, Real ~, Rand if NMCOM is non-malleable. However, we will argue that A cannot
output a valid commitment on &, except with negligible probability, i.e.

Pr[(com, unvy, (dp, {Bé}ie[n], d) + A(Rand) A valid] < negl(x),

where valid is the event that NMCOM.Open(comg, unvy, (&, {Bé}ie[n], dp) = 1. We first observe that

p; and r; for j € H cannot be obtained by A via s; = p; - ) — u;. The polynomial §; itself is

uniformly random over the choice of 1, and the only equation that A has is pn = ) _;ca (s; + sp) +
> ien (85 +80) = 2 ien (Po - (B + ) + P; - (£ + f';))‘FZjeH (Po - (£ +10) + ;- (B + £)). Note,
that the honest r;, f'; have degree d and therefore hide p;. Further, the commitments com; contain
the value 0 and are therefore independent of p; and ;. Thus, the probability that A obtains a
commitment on &g is negligible.

But since Real =, Rand, we also get that
PI“[(COmS, unVEk)a (dOa {Bé}ze[nb SO) — A(Real) A Valld] < negl("{)a

which contradicts our assumption that A produces the commitment with non-negligible probability
€.
In conclusion, Hybrid 1 and Hybrid 2 are computationally indistinguishable. O

Lemma 9.2. Assume that Il provides a uniformly random x with computational security. Then
Hybrid 2 and Hybrid 8 are computationally indistinguishable.

Proof. Assume that there exists an environment Z that distinguishes Hybrids 2 and 3 with non-
negligible probability €. In order to distinguish Hybrid 2 and Hybrid 3 Z has to provide two distinct

“For ease of notation, here we assume that the commitments are completely sent before A commits himself.
The very same argument also holds if A only received synchronized messages of com; and has to start committing
concurrently.
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polynomials for a malicious F, and still pass the check in the protocol. Then we can construct from
Z an adversary B that predicts the outcome of Il with non-negligible probability.

Let A input w.l.o.g. two polynomials f) 133. The check with the random challenge = allows A
to send only one value «y, but from Lemma we know that it has to hold that of, = pp(z) = pa(z),
or the check will fail. First note that two polynomials of degree m agree in a random point x over
F only with probability m/|F|, which is negligible in our case.

Our adversary B proceeds as follows. It simulates the protocol for Z according to S; up to
the point where S; learns the polynomials f)(l) #* 133. B sets £ = 15[1) — f)g and computes the roots
Y1, .-, of £. One of these roots has to be the random point , otherwise pg(z) — pg(z) # 0
and the check in ITypg; fails (since there is only one «f). B picks a random index [ € [m] and
predicts the output of the coin-flip as ;. Thus, B predicts the outcome of the coin-toss correctly
with probability €/m, which is non-negligible. This contradicts the security of IIo.

This establishes the indistinguishability of Hybrid 2 and Hybrid 3. O

Lemma 9.3. Hybrid 4 and Hybrid 5 are statistically close.

Proof. A malicious environment Z can distinguish Hybrid 4 and Hybrid 5 if (a) the extracted
inputs are incorrect or if (b) the simulated messages can be distinguished from real ones.

Concerning (a), if the inputs were not correctly extracted, Z would receive different outputs in
the two hybrids. We already established that the extracted polynomial py is correct. Similarly, the
extracted ) are also correct. By implication this also ensures that the intermediate intersection is
computed correctly.

We argue that the correction of the intersection is also correct, i.e. the set S}'W is computed
correctly and in particular it holds that (Mg(pf) N Mo(D;)) C S. First of all, we have to show
that the intermediate intersection polynomial p;,, actually provides the intersection for all parties.
For all P; it holds with overwhelming probability:

Mo(B)) N Mo(Bio) = MoB,) N Mo(3 (Bo - (& + £) + by - (5 + 1))
JeH
Fr By (5y) 0 () Mo((Bo - (35 + £6) + B - () + 1))
jeH
Femm e Mo (d;) N (1) Mo(Bo) N Mo (D))
jeH
= S’m

Once the intermediate intersection is computed, the adversary can only add an update polyno-
mial P, to get the final intersection polynomial ph. It remains to show that this final intersection
does not include any points that were not already in the intermediate intersection for any of the
parties’ polynomials p.

For this, we consider the intersection of every honest party’s (unknown) input p; with the
intersection. It has to hold that S}Iq - Sm for all P; except with negligible probability. Here we
require that Pr[z <= A(Pjnt), s.t. P;j(x) = 0 A Pine(x) # 0] < negl(|F|), i.e. the adversary can only
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guess an element of P;’s input set.

Mo(f’j) N MO(P;) = MO(IA)J) N (Mo(Pint + f)“pt))
Lemma [ Mo(ﬁj) ) (M ( ) N Mo(Pupt))
= MO(IA)]) N ( N MO(IA)upt))
- MO( j) ns, n - gﬁ

Therefore, 5’6 - S’Q, and the output in both hybrids is identical.
Regarding (b), we make the following observations. Since S, sends é;; =8; —u;+ ;. Vi, the

value §’ if t < n — 2). Therefore, the

J
simulation of é; is identically distributed to Hybrid 4.

Similarly, we have:

STE ) =D (o (B +50) +b; - B ) [+ Y vyl

jeH jeH i€A,jEH

is uniformly random over the choice of u; (and over ) v

IN

YR

We can ignore the v;; values, since these are known to A. The sum is uniform over the choice of the
I, r] apart from the points v € S’n (since Fopa guarantees that py # 0) and therefore identically
distributed to Hybrid 5, since the extraction in correct. O

F, is honest: Consider the simulator in Figure

Simulator Sp,

Let A = {i|P; is malicious} denote the index set of corrupted parties, where |A| =¢ < n — 1. Further let H
denote the index set of honest parties.

Simulate the setup and obtain all V i fori € Aand j € H.
Extract the inputs (p;,;, ;) for all ¢ € A by simulating Fopa -
Set Pa = > _;ca Pi» and find the roots 41,. .., %5, of pa and thereby the set Sa =11, Aam}-

Send (input, P;, SA) to .FK/IPSI for all parties i € A.

A ol o B

Upon receiving (output, Sy) from .FK/IPSI, pick n — ¢ random degree m polynomials p; such that
p;(y) =0 forall y € S, € H.

6. Use the p pj as input for each instance of Fopa together with random polynomials 1 ro and G uO fori € A,
i.e. keep 83 = Po - T; + 0; and send §;, = p; - I'O—I-uo to A.
7. Simulate the rest according to IIypgr, but abort in Step [5] if after setting

Prest = Y (8] + 0 — g — Y vij) = > Bi-fo=) bt

icA jeH ieA ieA

a; # Pi(x), B; # T;(x) or Y, a @;0; # Prest() for any i € A even if the check passes otherwise.

Figure 15: Simulator Sp for Py ¢ A.
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We show the indistinguishability of the simulation and the real protocol through the following
hybrid games.

Hybrid 0: Realff .

Hybrid 1: Identical to Hybrid 0, except that S; simulates Fopa, learns all inputs and aborts if
a; # pi(x) or B; # r;(x) for any i € A, but the check is passed.

Hybrid 2: Identical to Hybrid 1, except that Sy aborts according to Step [7]in Figure

Hybrid 3: Identical to Hybrid 2, except that S3 generates the inputs éé, s; according to Step|§|
S_
in Figure . This corresponds to Ideal .

FMPSI
We prove the computational indistinguishability of Hybrids 0 and 1 in Lemma [9.4] This does
not rule out that A adds a masking polynomial, thereby leading to an incorrectly extracted input.
Lemma [9.5] takes care of this problem by showing the indistinguishability of Hybrids 1 and 2. From
this point on A’s input is correctly defined, which allows to show that Hybrid 2 and Hybrid 3 are
statistically close. Let us briefly argue that setting pa = >, P; yields the correct intersection.
With overwhelming probability over p; it holds that

Mo (Pa) = MO(Z i)
i€A
Fere B M) (Mo(y)
€A

= S

€A

Then, independent of A’s inputs, pn returns the correct intersection S’m for all i € A except with
negligible probability.

n—1
Mo(P;)) " Mo(Pr) = Mo(Pi)N MO(Z (Bo - (&) + £0) + Py - (85 +17)))
=1
I = n—1
TECT Mo(py) N (ﬂ Mo((Bo - (B, +10) + By - () +17)))
I=1

n—1
Lemma @ Mo(p;) N (ﬂ Mo (Do) N My(D7))
=1

The polynomial §; = pg - £; + ﬁg and in particular its roots are uniformly distributed over the
choice of ﬁg from A’s view. Replacing py with py does not change this. Since we established that
the extracted inputs are correct, the intersection polynomial p, contains exactly the set of the
intersection as its roots, and is otherwise random over the choice of ty, f'6. Thus, the output of the
simulation is identical to the output of the ideal functionality.
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As a result we get that for all PPT environments Z,

A Sp,
Realf,,, (Z) =~ Ideal " (2).
MPSI
Lemma 9.4. Assume that NMCOM s a bounded-concurrent non-malleable commitment scheme

against synchronizing adversaries. Then Hybrid 0 and Hybrid 1 are computationally indistinguish-
able.

Proof. The only difference between Hybrid 0 and Hybrid 1 lies in the fact that S; aborts if the
extracted p; evaluated on x does not match the check value «;, but the check is still passed. Our
proof follows along the lines of the proof of Lemma [9.1] with some small modifications.

In order for Z to distinguish both hybrids, it has to be able to produce a value o # p,; and
pass the check with non-negligible probability e. W.l.o.g. it is sufficient if o] is incorrect for only
one p;. We show that such a Z breaks the non-malleability property of NMCOM.

Let o denote the outcome of the check. If A is honest, i.e. o; = p;(z), B; = #;(2) and §; = (),
then

n

o= Z (00 (B; + 6o) + i (B + 6;)) — pr(x) =0, (2)

1=0

where

Pr= (s +50)+ Y (s;+5p)

i€A jeH
Since A does not control the inputs of the honest parties j € H, in order to pass the check it is
sufficient for A to satisfy the following simplification of Equation ({2).

o' = Z (v (B; + 8o) + (B + 6,)) — Z (s;(x) + sh(z)) = const

€A i€A

Here const is a fixed constant known to A (0 if A is honest) determined by setting the inputs for
s;,sq for i € A accordingly. But if o # p;(z), i.e. aj = a; + e, then we get that

o' = (a(Bi+ ) + (a; + €)(By + 6) — Y (sil) +sp(x))

i€A ieA
= Z (v (B; + 60) + (85 + 6;)) — Z (si(x) +so(x)) + e(By + ;)
ieA ieA

= ¢(B) + 0;) # const

Similarly for 8; # ;(z) for any i € A. Thus, except for the case of af = a; + ¢/, the check will
fail for a; # p;(x). But since we assumed that A passes the check with non-negligible probability,
and NMCOM is statistically binding, A has to produce a valid commitment to &; = a; +e¢/(85+6;)
with the same probability.

Consider the two views

Real = {pPn, {com;}}en, Rand = {pn, {com;}};cn,
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where com; <~ NMCOM.Commit(a;, 3;,6;) and com; <- NMCOM.Commit(0). Real corresponds to
a real protocol view of A before committing itself. Obviously, Real ~. Rand if NMCOM is non-
malleable. However, we will argue that A cannot output a valid commitment on &; except with
negligible probability, i.e.

Pr[(com},unv}, (&;, 3;,6;) < A(Rand) A valid] < negl(k),

where valid is the event that NMCOM.Open(com;, unv;, (di,ﬁi,gi) = 1. We first observe that p
and 1 for i € A cannot be obtained by A via pp:

D= (si+sp)+ Y (s;+5))

icA jeH
= (o~ (B + o) + P - (8o + 1) + D (o - (£ +£0) + b, - (8 + 7))
€A j€EH

Thus, having only one equation, but at least two unknowns, it is information-theoretically impos-
sible to reconstruct py, i or ¥, (and therefore &;) except with negligible probability. Further, the
commitments com; contain the value 0 and are therefore independent of py, f'é and . Thus, the
probability that A obtains a commitment on &; is negligible.

But since Real =, Rand, we also get that

Pr[(com,unv, (d;, 3;, ;) < A(Real) A valid] < negl(k),

which contradicts our assumption that A produces the commitment with non-negligible probability
€.
In conclusion, Hybrid 0 and Hybrid 1 are computationally indistinguishable.
O

Lemma 9.5. Assume that Il provides a uniformly random x with computational security. Then
Hybrid 1 and Hybrid 2 are computationally indistinguishable.

Proof. The only difference between Hybrid 1 and Hybrid 2 lies in the fact that Sy aborts if

ptest(x) 7é Zai5i7

€A

while §; does not.

If Z wants to distinguish Hybrid 1 and Hybrid 2, it thus has to provide a value s;* for which
the above equation does not hold, but at the same time the check in Step [5| has to pass. In other
words, for at least one malicious party P;, A either does not use the same 1; as input in Fopy and
for §;°, or the same vij, leaving p; - (4 + ) + £, where f is a non-zero polynomial of degree 2m
and in particular not of the form p; - q for some degree m polynomial q. Intuitively, this means
that if A provides such an input and passes the check, the extracted input is incorrect (because S
only looks at the p; values, and f changes the intersection polynomial non-trivially).

Lemma [9.4] establishes that if a; # p;(x) or B; # t;(x), then the check fails. It follows that the
check can only be passed if f(z) = 0, since otherwise o; = p;(x) + f(z).

Assume that Z succeeds in this endeavour with polynomial probability e. Then we can construct
from Z an adversary B that predicts the outcome of Il with polynomial probability.
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First note that f is of degree 2m and the probability that f(z) = 0 in a random point x over
F is 2m/|F|, which is negligible in our case. Our adversary B proceeds as follows. It simulates the
protocol for Z according to S; up to the point where S; learns the polynomials p;, #; and 0;. After
receiving & for i € A, B sets

= (s +0—0p— D viy) = Y B £

icA jeH i€A

and computes the roots 7y, ..., 7y, of f. One of these roots has to be the biased point z, otherwise
f(r) # 0 and the check in IIypgr fails. B picks a random j € [2m] and predicts the output of
the coin-flip as 7;. Thus, B predicts the outcome of the coin-toss correctly with probability €/2m,
which is polynomial. This contradicts the security of Ilt.

In conclusion, Hybrid 1 and Hybrid 2 are computationally indistinguishable. O

Efficiency. The setup, i.e. the distribution of seeds, has communication complexity O(n21<;).

The oblivious addition of the polynomials has communication overhead of O(nmk). The check
phase first requires a multi-party coin-toss.

We propose to use a standard Blum coin-toss and generalise it as follows to n parties. Let Iop
proceed as follows. Every party picks a random field element z;. It commits to the field element
using a concurrent non-malleable commitment (similar to the check in IIypgr). Then, every party
broadcasts x; and verifies that the commitment is correct. If that holds, the output is defined as
Tct = D x;, otherwise party P; aborts. The communication complexity of Ilgp is in O(n2 “ Ceom)s
where c.om is the communication overhead for the commitment used.

The check itself also requires sending O(nz) non-malleable commitments. The most efficient
(bounded-)concurrent non-malleable commitment that we are aware of is due to Goyal et al. [GRRV14]
(concurrency was shown in [COSV17]). This commitment has communication complexity O(x?) in
our setting, i.e. the check and coin-toss would require communication in O(nzmz).

Therefore, in order to achieve an asymptotically optimal construction, we opt to use an OLE-
based UC-secure commitment from the supplementary material instead of the non-malleable
one. UC-security implies concurrent non-malleability in the strongest form, so that this step does
not jeopardize the security of the protocol. This commitment has a constant rate, i.e. the commu-
nication complexity of the check is reduced to O(n2/<;). Combining the above observations, IIy;pgy
has communication complexity O((n” + nm)x) in the Foyp-hybrid model.

For concrete instantiations of Forg, the OLE protocol of Ghosh et al. [GNNI7] has a con-
stant communication overhead per OLE. In summary, the complete protocol has communication
complexity O((n” + nm)x), which is asymptotically optimal for m > n.

Similar to the two-party case, the computational cost is dominated by the cost of polynomial
interpolation. In particular, the central party has to run the two-party protocol n times, which
leads to a computational overhead of O(nmlogm). The other parties basically have the same
computational overhead as in the two-party case. O

7 Threshold-(M)PSI

In this section we will show a simple modification of our results from the previous sections. Specif-
ically, we construct threshold set intersection protocols with only a small constant overhead over
our standard (M)PSI protocol.
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In Figure we formally define the ideal functionality ]-}&FSI for multi-party threshold PSI.
The only difference from the standard MPSI functionality lies in the additional check whether the
size of the intersection exceeds a threshold /.

4
]:MPSI

Let A denote the set of malicious parties, and H the set of honest parties. Further let ¢ denote the threshold.

1. Upon receiving a message (input, P;,S;) from party P;, store the set S;. Once all inputs i € [n] are
input, set S =, S; and send (output, S,) to A, if |S| > £. Otherwise send (output, ) to A.

2. Upon receiving a message (deliver,Sr) from A, check if S, C Sn. If not, set S, = L. Send
(output, S5) to H.

Figure 16: Ideal functionality }—f/IPSI for multi-party threshold PSI.

7.1 Threshold Multi-party PSI from OLE

We simply have to modify the inputs of the parties in comparison to the standard multi-party PSI
protocol. Instead of simply setting p; such that p;(y;) = 0 for all v; € S5;, we set p;(y;) = 1.
Further, for each of the random polynomials r;,r; we set r;(v;) = p; and r;('yj) = p;-, where
Pl s Prs Pls-- 1Py are the shares of two robust (¢,n)-secret sharings of random values s? and
sil, respectively. After executing the protocol with these inputs, the parties obtain the correct
intersection if each party reconstructs the correct value rn = > 1" ; (s? + s% ).

Security of this protocol follows from the fact that the shares p; are uniformly random, so r;
and r} are distributed exactly as in IIy;pg;, unless a party obtains more than ¢ shares. If more than
¢ shares are obtained, a malicious party learns at most the sum of the two random values 5? and s% ,
which reveals nothing about the individual polynomials r; and r}. Also, choosing p; as described
above is a simple input substitution for Ilypgr, so this does not lead to any problems.

In order to prevent rushing adversaries from cheating, the parties additionally have to commit
to their value r, and then broadcast this commitment before checking the consistency. If this
check passes, it means that the intersection contains more than t elements, and the robustness
of the secret sharing scheme ensures that the randomized shares do not break the reconstruction.
Importantly, if the parties do not obtain enough shares to reconstruct r, the intersection remains
completely hidden, since the shares are uniformly distributed.

Lemma 10. The protocol Hi/[PSI UC-realizes ff/lPSI in the Forg-hybrid model.

Proof. Let us briefly sketch our proof strategy. Since Hﬁ/{PSI basically runs an instance of Ilyipgr
with modified inputs and a slightly modified output phase, we will write a simulator for Ily;pg;
which translates any attack on Hﬁ/{PSI into an attack on Ilypgr. Again, we have to distinguish
between a malicious Fy and an honest one; however, the proof strategy in both cases is identical,
so we only show the first (and arguably more complicated) case.

We show the indistinguishability of the simulation and the real protocol through the following
hybrid games. In the following, let A denote the dummy adversary controlled by Z.

Hybrid 0: Realff .
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£
1_[MPSI

Let m = max; {|S;|} + 1 and RSS a robust (¢, n)-secret sharing.
Setup Identical to Iypgr-

Share Computation

1. Py (Input Sy): Instantiate the inputs as follows.

e Compute a polynomial p, of degree m s.t. py(7y;) = 1 for all 7; € Sj.

e Pick two random values 887 sé € F and compute two secret sharings (pi,...,pm)
RSS.Share(s)) and (p}, ..., pl,) < RSS.Share(s).

e Generate n random polynomials rj € F[X],ie{1,...,n—1} and r) € F[X] of degree m each
s.t. ro(7;) = p; and r4(v;) = pj for all v; € Sp.

e Generate n — 1 random polynomials uf, € F[X],i € {1,...,n — 1} of degree 2m.

Proceed with Iy pgr using the above inputs.
2. P; (Input S;): Instantiate the inputs as follows.
e Compute a polynomial p; of degree m s.t. p;(v;) = 1 for all ; € S;.

e Pick two random values 8?7521 € F and compute two secret sharings (pi,...,pm,)
RSS.Share(sy) and (p},. .., pm) < RSS.Share(s}).

e Generate two polynomials r;,r; € F[X] of degree m s.t. r;(v;) = p; and rg(fyj) = p;- for all

e Generate u; € F[X] uniformly of degree 2m.

Proceed with Ilypgr using the above inputs.

Output Aggregation and Verification
3. Run the output aggregation and verification phase of IIy;pg; and obtain pp.
4. All parties:
e Compute 5, = RSS.Recon (Pr(11)s - PA(Tm))-

e Compute (com’,unv’.) = NMCOM.Commit(r5) and broadcast com..

e Once all commitments are received, broadcast (r%, unvi’,) and abort if
NMCOM.Open(comy., unv,., 7)) # 1 or rry # rl, for any 4, € [n].

e For all j € [m], if pr(7;) is a valid share of 7, add 7; to Sp.

Figure 17: Protocol H‘ﬁ/[pSI for threshold set intersection in the Fug-hybrid model.

Hybrid 1: Identical to Hybrid 0, except that S; aborts if the check in Step 4] of HﬁAPSI passes,
even though S = ).

Hybrid 2: Identical to Hybrid 1, except that S, substitutes all inputs by running Sp . This
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Simulator ngo

Let A = {i|P; is malicious} denote the index set of corrupted parties, where |A| =t < n — 1. Further let H
denote the index set of honest parties.

1. Run Sp, of Ilypg; with the only modification that it extracts the roots of the polynomial pa —1 (i.e.
it returns all ; such that pa(v;) = 1. Forward all messages from A to Sp, .

2. Forward (input, P;, SA) from Sp, to ]:16[PSI for all parties ¢ € A.

3. Upon receiving (output, Sm) from ff/IPSI, forward this message to Sp, and continue the simulation

‘(Swith the exception that the p;(v;) = 1 for v, € S’m instead of 0). Forward all messages from A to
Py-

4. Upon receiving comTA, run the reconstruction protocol of r according to HIZ\/IPSI. Abort if S’m =0,
but the check in Step {4 passes.

Figure 18: Simulator ngo for Py € A.

Sp
corresponds to ldeal .°
Fmps1

We only sketch the proof, because the argumentation follows along the lines of the previous
proofs, with minor modifications. The first two hybrids are indistinguishable due to the non-
malleability of NMCOM and the fact that the s?, 51-1 are chosen uniformly. Hybrid 1 and Hybrid 2
are also indistinguishable: all shares of RSS are uniformly distributed, exactly like the random
polynomials in Ilypgr. All messages except for the commitment check at the end are identical to
Iyipgr, so the simulation of 8;;0 is also indistinguishable from the real protocol. Finally, the output
is also identical: The previous step together with the correctness of the simulation of Sp, already
establishes that A cannot convince an honest party of an incorrect intersection, since Sp—always
extracts the correct input. Therefore, the slightly modified simulation will return the correct output
and both hybrids are indistinguishable. O

Relaxing the Threshold. ITi;pg; works only for ¢ = % when Shamir’s scheme [Sha79] is used
to instantiate the robust secret sharing scheme. However, the protocol can easily be modified to
work with any threshold with communication overhead less than 2 over HﬁAPSI. The idea is to add
dummy elements in input sets to adjust the threshold artificially. The strategy works with any

other robust secret sharing scheme as well. We will sketch the solution for the two relevant cases.

l< %: One party announces %n — ¢ elements which all parties include in their set. This increases
the overall size, and pushes the size of the intersection above the reconstruction threshold.

> %: All parties pick %E — n random elements from F. This is only necessary if the threshold of
the robust secret sharing scheme cannot be fixed arbitrarily for ¢ > %

Note, that a malicious party cannot influence the outcome except by forcing an abort (by not
adding the announced element to the intersection), which cannot be prevented in any case.

Acknowledgement We would like to thank Ivan Damgard and Claudio Orlandi for helpful
discussions.
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