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The Arbiter Physically Unclonable Function (APUF) is a widely used strong delay PUF design. There are
two FPGA variants of this design, namely, Programmable Delay Line APUF (PAPUF) and Double APUF
(DAPUF) to mitigate the FPGA platform specific implementation issues. In this paper, we introduce the idea of
Architectural Bias to compare the impact of the architecture of these APUF designs on their design bias. The
biased challenge-response behavior of a delay PUF implies the nonuniform distributions of 0’s and 1’s in its
response, and if this bias is due to the architectural issue of the PUF design, then it is called “Architectural
Bias”. Another important source of bias is the implementation issue specific to an implementation platform.
According to our study, a good PUF architecture results in PUF instances with small amount of architectural
bias. In this paper, we provide a comparison of APUF, PAPUF and DAPUF based on their architectural bias
values. In addition, we also compare these APUF architectures with respect to fulfilling the Strict Avalanche
Criterion (SAC) and robustness against the machine learning (ML) based modeling attack. We validate our
theoretical findings with Matlab based simulations, and the results reveal that the classic APUF has the least
architectural bias, followed by DAPUF and PAPUF, respectively. We also conclude from the experimental
results that the SAC property of DAPUF is better than that of APUF and PAPUF, and PAPUF’s SAC property
is significantly poor. However, our analyses indicate that these APUF variants are vulnerable to ML-based
modeling attack.

Additional Key Words and Phrases: Architectural bias, arbiter PUF (APUF), double APUF (DAPUF), physically
unclonable function (PUF), programmable delay line (PDL), PDL based APUF (PAPUF), modeling attack, strict
avalanche criterion.

1 INTRODUCTION
Implementation of Arbiter Physically Unclonable Function (APUF) [5] on FPGA platform is a
challenging task due to predefined logic array layout, and relative lack of designer’s control
on routing offered by existing FPGA CAD tools [12]. Consequently, implementation induced
bias (i.e. non-uniform distribution of 0’s and 1’s in response bit-string) creeps into the APUFs
implemented on FPGAs, and results in APUF implementation with relatively poor statistical
properties [2]. To overcome the shortcomings, researchers came up with two APUF design variants
specifically targeting FPGA devices: Programmable Delay Line (PDL) based APUF (PAPUF) [12]
and Double Arbiter PUF (DAPUF) [6, 7]. The design objective of PAPUF and DAPUF is to mitigate
the implementation induced bias specific to the FPGA platform. However, there is no study in the
literature that systematically compares the pros and cons of these APUF variants. This motivates
us to reinvestigate these delay PUF architectures in the search of answers to the following queries:
(1) Are the performance metrics (e.g. uniformity, uniqueness and reliability) of PAPUF and

DAPUF upto the level of APUF, while we consider simulation of these architectures?
(2) How the PAPUF architecture is different from DAPUF architecture with respect to perfor-

mance metrics?
(3) How are the security properties of these APUF architectures different?
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Note that APUF and its variants are used as the primitive component in various secure strong
PUF designs (e.g., XOR PUF [21], LSPUF [13] and MPUF [20]) as well as security protocols (e.g.
Slender PUF protocol [15] and Lockdown authentication protocol [22]). Thus, a proper guideline
for selecting an APUF architecture for a specific platform would helpful for system developer. This
is another motivation of focusing on the APUF architectures.
In this paper, we present a platform-independent study of these architectures to understand

their ideal behavior, and how they are supposed to work in practice. In this context, we introduce
the notion of Architectural Bias, which is a bias (i.e., non-uniform distribution of 0’s and 1’s) in
challenge-response behavior of the APUF variants due to their architectures. This would be the
basis for comparing the performance metrics of APUF and its variants.
Modeling attack becomes a common security vulnerability for strong delay PUF architectures,

and there is no exception for these APUF designs. Modeling attack on APUF is known from very
early days of this design [5], and the parity vector of challenge is used as feature set for machine
learning algorithm. However, there is no reported result on feature set formats for PAPUF and
DAPUF. To make a fair comparison of modeling vulnerability of these APUF designs, we develop
linear additive delay models for PAPUF and DAPUF. These model can give the right format of
feature sets which are required for efficient machine learning based modeling attack. Besides the
modeling attack, we also compare the APUF variants with respect to their vulnerability to statistical
attacks based on their Strict Avalanche Criterion (SCA) [17].

Our contributions in this work are summarized as follows:

(1) We develop analytic delay models for the DAPUF and PAPUF circuits, as these form the
foundation of the analysis in the rest of the paper. These models can be considered as the
extension of the APUF model developed in [5].

(2) We introduce the notion of architectural bias based on the generic behavior of strong delay
PUF. This bias exists in the design regardless of how good implementation is done on any
platform like FPGA or ASIC, i.e., bias is platform independent.

(3) We propose an evaluation scheme for delay PUF designs based on their architectural bias
values. This scheme estimates the fraction of good instances (which we called goodness factor)
of a delay PUF design for a given bias tolerance limit ϵ , either using the delay model of the
PUF design or based on the challenge-response dataset of PUF instances. The goodness of
the architectures of a pair of PUF designs can be decided by comparing the values of the
corresponding goodness factors.

(4) As the case studies, we have applied the notion of architectural bias to compare APUF, PAPUF
and DAPUF. This study shows that classic APUF architecture has less architectural bias
compared to both the PAPUF and DAPUF. It is also shown that DAPUF has comparatively
less architecture bias than PAPUF. To the best of our knowledge, this is first work that
provide a comparison of APUF, PAPUF and DAPUF based on their architectures. Based on the
analytical models of APUF, PAPUF and DAPUF, we quantitatively estimate their goodness
factors. We show that for bias tolerance parameter ϵ = 0.1, approximately 99% of APUF
instances are good, while this quantity is 33% for DAPUF and 20% for PAPUF.

(5) The impacts of architectural bias on the PUF performance metrics like uniformity, uniqueness
and reliability are discussed in brief. Interestingly, we demonstrate that large architectural
bias results in poor uniformity and uniqueness, but improved reliability.

(6) We also discuss the modeling attack, and statistical attack based on the SAC properties of
APUF and its variants.

(7) Finally, we realize the APUF, PAPUF and DAPUF designs by using Matlab based simulation
to validate the notion of architectural bias, modeling attacks and SAC property.
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Fig. 1. An n-stage APUF. Si denotes the i-th switching stage.

The rest of the paper is organized as follows. In Section 2.1, we introduce a notation system that
will be used throughout the paper, and then develop linear additive models of PAPUF and DAPUF
in Section 2.2. The notion of bias in PUF is explained in Section 3. The notion of architectural bias
and evaluation of delay PUF designs using it are discussed in Sections 4 and 5, respectively. A
comparison of APUF variants based on their architectural bias is presented in Section 6. In Section 7,
the impacts of architectural bias on uniqueness and reliability properties are discussed. Security
analysis of APUF variants are provided in Section 8 using SAC property and machine learning
based modeling attack. We validate our findings based on the simulated APUF designs in Section 9.
A discussion on APUF, PAPUF and DAPUF architectures is provided in Section 10. Finally, the
paper is concluded in Section 11.

2 NOTATION AND DELAY MODELING
2.1 Notations
The following notation system will be used in the rest of the paper. A vector is represented
by lowercase letter in bold font, e.g a. A vector with m-components is represented as: a =
(a[0], . . . , a[i], . . . , a[m − 1]), where a[i] is the (i + 1)-th component of the vector. We use a[i : j]
as a sub-vector (a[i], . . . , a[j]). The normal lowercase letter denotes a scalar, e.g. n. We denote a
random variable by using a upper-case letter, e.g. X ; Pr(X = x) is used to denote the probability
of the event X = x , and µX, σ 2

X are used to denote mean and variance of the random variable
X , respectively. A probability distribution is denoted by D. The notation X ∼ DX implies that
the random variable X follows the probability distribution DX . Random variable X following a
Gaussian probability distribution function is denoted as X ∼ N(µ,σ 2). The ϕµ,σ 2 () and Φµ,σ 2 ()

represent the probability density function (PDF) and cumulative distribution function (CDF) of
Gaussian random variable, respectively; ϕ() and Φ() represent the PDF and CDF of standard normal
random variable, respectively.

2.2 Linear Additive Delay Models of APUF and Its Variants
In this section, we provide the compact representation of APUF delay model, and derive delay
models for PAPUF and DAPUF. Note that during the derivation of these models, challenges to the
PUF follow a bipolar encoding, i.e. logic-0 is encoded as ‘+1’ and logic-1 is encoded as ‘-1’. In these
models, our objective is only to model the delay differences after the last switching stage, without
the consideration of arbiter circuit (cf. Fig. 1).

2.2.1 Model of APUF. Let us briefly recap the linear additive delay model of APUF (cf. Fig. 1)
as derived in [5]. Let pi , ri , si and qi be the four delay components of the i-th switching stage of
APUF as shown in Fig. 2a. The delay difference of top and bottom paths of an APUF instance can
be modeled as:

∆(n − 1) = w[0]Φ[0] +w[1]Φ[1] + · · · +w[n]Φ[n] = ⟨w,Φ⟩, (1)
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Fig. 2. Switching stages of classic APUF and PAPUF. Depending on the challenge bit c[i] ∈ {+1,−1}, a pair
of delay elements is selected.

where the feature vector1 Φ is the parity vector of challenge c defined as:

Φ[n] = 1, and Φ[i] =
n−1∏
j=i

c[j] for i = 0, . . . ,n − 1. (2)

The vector w is defined as follows:

w[0] = α0, w[n] = βn−1, and w[i] = αi + βi−1 for i = 1, . . . ,n − 1, where (3)

αi =
pi − qi + ri − si

2
and βi =

pi − qi − ri + si
2

.

Hence, ∆(n − 1) = ⟨w,Φ⟩ represents a linear additive delay model of an APUF. Note that αi and βi
notations are used only to make representation more compact and these qualities are defined based
on the delay components of APUF switches.

2.2.2 Model of PAPUF. The principal difference between APUF and PAPUF [12] lies in the design
of switching stages. Fig. 2 shows the structural difference between the switching elements of APUF
and PAPUF. In contrast to APUF which uses path-swapping switches, PAPUF uses non-swapping
path based switches to reduce the implementation bias on FPGA. In the PAPUF design in [12], the
authors introduced additional delay tuning elements to mitigate the bias. However, we exclude the
tuning part in model building of PAPUF to aid us in analyzing the architecture-specific bias. The
tuning part was proposed to tune the bias, but here, we are interested in analyzing the factor of
this bias. Next, we develop the delay model of PAPUF.
Let ∆(n − 1) be the delay difference of top and bottom paths after the final switch for a given

n-bit challenge c, where c follows a bipolar encoding. The sign of ∆(n − 1) determines the response
for a given challenge, as in the case of the classic APUF.

Let pi+1 and ri+1 be two delay components in the top part of (i + 1)-th stage, and qi+1 and si+1 be
the other two delay components in the bottom part of (i + 1)-th stage (cf. Fig. 2b). Let δt (i) and
δb (i) be the propagation delays of the trigger signal along the top and bottom paths to the input of
the (i + 1)-th stage of PAPUF, respectively. For a given challenge c ∈ {+1,−1}, propagation delay
of the trigger signal at the output of the (i + 1)-th stage is given by:

δt (i + 1) =
1 + c[i + 1]

2
(δt (i) + pi+1) +

1 − c[i + 1]
2

(δt (i) + ri+1)

δb (i + 1) =
1 + c[i + 1]

2
(δb (i) + qi+1) +

1 − c[i + 1]
2

(δb (i) + si+1)

1The symbol Φ in bold font (i.e., Φ) represents a vector, whereas Φ() denotes the CDF of Normal distribution.



On the Architectural Analysis of Arbiter Delay PUF Variants :5

A
1 r[0]

A
2 r[1]

S0 S1 Sn−2 Sn−1

S0 S1 Sn−2 Sn−1

tig

c[0] c[1] c[n− 2] c[n− 1]

c[0] c[1] c[n− 2] c[n− 1]
APUF-2

APUF-1

Fig. 3. An n-stage DAPUF with challenge c. A1 and A2 are two arbiter circuits.

Then delay difference between top and bottom paths can be estimated as:

∆(i + 1) = δt (i + 1) − δb (i + 1) =
1 + c[i + 1]

2
(∆(i) + pi+1 − qi+1) (4)

+
1 − c[i + 1]

2
(∆(i) + ri+1 − si+1) = ∆(i) + αi+1c[i + 1] + βi+1, where

αi+1 =
pi+1 − ri+1 − qi+1 + si+1

2
, and βi+1 =

pi+1 + ri+1 − qi+1 − si+1
2

.

Let us assume that ∆(−1) = 0, and then the delay difference ∆(n − 1) after the final stage can be:

∆(n − 1) =
n−1∑
i=0

αic[i] +
n−1∑
i=0

βi =
n∑
i=0

w[i]Φ[i] = ⟨w,Φ⟩, where (5)

w[n] = (βn−1 + · · · + β0) and w[i] = αi for i = 0, . . . ,n − 1,
Φ[0 : n − 1] = c[0 : n − 1], and Φ[n] = 1.

Thus, PAPUF also follows a linear additive delay model, very similar to the classic APUF [5].
However, there are also important differences between the delay models of classic APUF and
PAPUF:
(1) The feature vector Φ in PAPUF model is the challenge c itself, while Φ in APUF is the parity

vector of challenge c.
(2) All elements of w (except w[n]) in PAPUF model depend only on the α values, whereas

most of the elements of w in APUF depend on both α and β values. In addition, w[n] in
APUF depends on the βn−1 value, but w[n] in PAPUF depends on β0, · · · , βn−1. In both the
cases, αi and βi have different definitions. Later, this observation will be used to compare the
architectural bias values of APUF and PAPUF instances.

2.2.3 Model of DAPUF. As shown in Fig. 3, the DAPUF [6] consists of two APUF instances, which
are evaluated in parallel for a given challenge, and two 1-bit responses r[0] and r[0] are generated.
The upper paths of both APUF instances are connected to an arbiter circuit (A1) to compare
their delays. Similarly, signal propagation delays of both the lower paths are compared using
another arbiter circuit (A2). The main assumption made for this design scheme is that FPGA CAD
tool maintains similar routing for upper paths of both the APUF instances with high probability,
provided that they are placed in physical proximity and with similar placement constraints. Hence,
it is expected that the two paths will have similar nominal propagation delays. This also holds
for lower paths of both the APUF instances. If the APUF instances are instantiated twice to be
quasi-identical using hard macros (excluding the arbiters), the designer can expect elimination of
the implementation bias.
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Fig. 4. The i-th and (i + 1)-th switching stage of DAPUF.

Let ∆t (n−1), ∆b (n−1) be the delay differences of two top paths and two bottom paths of DAPUF,
respectively. Then, the two responses of DAPUF are defined as:

r[0] =

{
1 if ∆t (n − 1) < 0,
0 otherwise.

r[1] =

{
1 if ∆b (n − 1) < 0,
0 otherwise.

Now, we develop an analytical model for ∆t (n − 1), and the model for ∆b (n − 1) can be derived
in a similar way. Let δ jt (i) and δ

j
b (i) be the propagation delays of trigger signal from the starting

point to the top and bottom output lines of the i-th switch of j-th APUF, respectively. Let p ji+1, q
j
i+1,

r ji+1 and s
j
i+1 be the values of four delay components of the (i + 1)-th switching stage of j-th APUF,

as shown in Fig. 4. Now, we can derive the delay of trigger signal at the output of (i + 1)-th stage
with challenge c ∈ {+1,−1} as follows:

δ 1t (i + 1) =
(1 − c[i + 1])

2
[
δ 1t (i) + p

1
i+1

]
+
(1 + c[i + 1])

2
[
δ 1b (i) + s

1
i+1

]
(6)

δ 2t (i + 1) =
(1 − c[i + 1])

2
[
δ 2t (i) + p

2
i+1

]
+
(1 + c[i + 1])

2
[
δ 2b (i) + s

2
i+1

]
δ 1b (i + 1) =

(1 − c[i + 1])
2

[
δ 1b (i) + q

1
i+1

]
+
(1 + c[i + 1])

2
[
δ 1t (i) + r

1
i+1

]
δ 2b (i + 1) =

(1 − c[i + 1])
2

[
δ 2b (i) + q

2
i+1

]
+
(1 + c[i + 1])

2
[
δ 2t (i) + r

2
i+1

]
In case of DAPUF, we compute delay difference of top paths of two APUF instances to generate

response r[0]. Similarly, r[1] is generated by computing delay difference of two bottom paths of
APUFs. Below we provide only the analytical delay model to generate r[0], and the model for r[1]
can be built in similar way.
Let ∆t (i) and ∆t (i + 1) be the delay differences between top paths of two APUF instances after

the i-th and (i + 1)-th stages of DAPUF, respectively. Similarly, let ∆b (i) and ∆b (i + 1) represent the
delay differences between bottom paths of two APUF instances after the i-th and (i + 1)-th stages,
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respectively. Then, we have:

∆t (i + 1) = δ 1t (i + 1) − δ
2
t (i + 1) = ∆t (i)

(1 − c[i + 1])
2

+ ∆b (i)
(1 + c[i + 1])

2
+ α ti+1c[i + 1] + β

t
i+1,

where α ti+1 =
p2i+1 − p

1
i+1 + s

1
i+1 − s

2
i+1

2
and β ti+1 =

p1i+1 − p
2
i+1 + s

1
i+1 − s

2
i+1

2

∆b (i + 1) = δ 1b (i + 1) − δ
2
b (i + 1) = ∆b (i)

(1 − c[i + 1])
2

+ ∆t (i)
(1 + c[i + 1])

2
+ αbi+1c[i + 1] + β

b
i+1,

where αbi+1 =
q2i+1 − q

1
i+1 + r

1
i+1 − r

2
i+1

2
and βbi+1 =

q1i+1 − q
2
i+1 + r

1
i+1 − r

2
i+1

2
.

Let us assume that ∆t (−1) = 0 and ∆b (−1) = 0, and then ∆t (n − 1) can be represented as:

∆t (n − 1) = ⟨xt ,c⟩ + ⟨yt ,p⟩ = ⟨w,Φ⟩, (7)

where 2n-bit weight vector w = (xt , yt ) and 2n-bit feature vector Φ = (c, p). Similarly, we can
compute ∆b (n−1) of DAPUF, the delay difference of two bottom paths. Let us define an n-bit vector
p based on challenge c as:

p[n − 1] = 1, and p[i] =
n−1∏
j=i

c[i] for 0 ≤ i ≤ n − 2 (8)

The n-bit vectors x and y are defined as follows:

xt [i] =

α ti +α

b
i

2 if 0 ≤ i < n − 1
β i−1b −β

i−1
t +2α ti
2 if i = n − 1

yt [0] =

αb0 −α

t
0

2 if n is even
α t0 −α

b
0

2 if n is odd
For 1 ≤ i ≤ n − 2,

yt [i] =



αbi −α
t
i +β

t
i−1−β

b
i−1

2 if n even and i is odd
α ti −α

b
i +β

b
i−1−β

t
i−1

2 if n even and i is even
α ti −α

b
i +β

b
i−1−β

t
i−1

2 if n odd and i is odd
αbi −α

t
i +β

t
i−1−β

b
i−1

2 if n odd and i is even

yt [n − 1] =
β t0 + β

b
0 + · · · + β

t
n−2 + β

b
n−2 + 2β

t
n−1

2
In the definitions of xt and yt , we have used α ti and β ti values to make the definitions more

comprehensive, and these quantities are defined based on the delay parameters of delay components
of APUF switches. In case of DAPUF, we have two APUFs, and four delay components of the (i + 1)-
th switching stage of j-th APUF for j ∈ {1, 2} are denoted by p ji+1, q

j
i+1, r

j
i+1 and s ji+1, as shown

in Fig. 4. Then, α ti+1 and β ti+1 are defined as follows:

α ti+1 =
p2i+1 − p

1
i+1 + s

1
i+1 − s

2
i+1

2
, β ti+1 =

p1i+1 − p
2
i+1 + s

1
i+1 − s

2
i+1

2
, (9)

αbi+1 =
q2i+1 − q

1
i+1 + r

1
i+1 − r

2
i+1

2
, βbi+1 =

q1i+1 − q
2
i+1 + r

1
i+1 − r

2
i+1

2
.

The above analysis shows that each individual output of a DAPUF can be estimated using a
linear additive delay model. In case of DAPUF, the number of delay parameters to be learned is
twice that of an APUF. Also, the delay difference expression is an inner product involving both
challenge and parity vectors. Thus, we can say that the delay model of a DAPUF is a combination
of delay models of classical APUF and a PAPUF.
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Fig. 5. An example delineating bias in the behavior of a delay PUF instance. In this case, response generated
by a PUF instance is biased towards ‘1’.

Next we explain the bias in the delay PUF and what are the possible factors for these bias.

3 BIAS IN CHALLENGE-RESPONSE BEHAVIOR OF DEALY PUF
In general, for delay PUFs (e.g. APUF [5]), the response to a given challenge c is determined by the
delay difference zc between a pair of paths established by challenge c as:

r =

{
1 if zc < 0,
0 otherwise.

(10)

In case of nanoscale CMOS circuits, delay variation in circuit due the random process variations
follows a Gaussian distribution [9], and this fact has been used in the past to analyze delay PUFs [4, 5].
Let Z ∼ N(µZ ,σ 2

Z ) be a Gaussian random variable representing the delay differences of a delay
PUF instance, whereas zc represents the delay difference for a particular challenge c, i.e., Z = zc for
challenge c. It is desirable that an ideal delay PUF should generate responses where 0’s and 1’s are
equiprobable. The uniformity metric of a PUF instance estimate the fractions of 0’s and 1’s in PUF
responses, and it is defined based on the delay difference distribution2 as [5]:

B = Pr(r = 1) = Pr(Z ≤ 0) =
1

σZ
√
2π

∫ 0

−∞

e
−
(u−µZ )

2

2σ 2
Z du = ΦµZ ,σ 2

Z
(0) = Φ

(
−µZ
σZ

)
. (11)

Equation (11) is another way of stating that the ideal value of PUF uniformity is B = Φ(0) = 0.5
when (−µZσZ

) = 0. If a PUF design fails to achieve (−µZσZ
) , 0, then its challenge-response behavior

exhibits a bias. The bias value can be estimated as:

b = |Φ(0) − B | = |0.5 − B | . (12)

Figure 5 shows the behavior of a delay PUF instance with µZ < 0, and it results a bias in the
behavior of PUF instance towards ‘1’, as the response is defined by Eq. (10). Two key reasons for
this bias can be:
(1) Imperfect Implementation. The most important requirement while designing a delay

PUF is symmetric placement and routing of its delay stages, such that the nominal delay
difference between any two delay paths is zero. In other words, the only factor affecting
delay differences should be process-variation induced device-level random variations. This
requirement is comparatively difficult to achieve for PUFs implemented in FPGA platform
compared to ASIC, due to predefined gate-array layout of FPGA and less control on the
routing provided by FPGA CAD tool. Thus, non-ideal implementations of delay PUFs can
result in bias. We term this implementation induced bias as “implementation bias”.

2Here, Φ(·) and Φµ,σ 2 (·) are CDFs of standard normal and normal random variables, respectively.



On the Architectural Analysis of Arbiter Delay PUF Variants :9

(2) Architectural Weakness. Some PUF designs might exhibit bias in their performance, even
when their ideal (bias-free) implementation is feasible. This bias is due to the inherent
architectural weakness of PUF design, and we term this bias as “Architectural Bias”.

Next, we focus on the architectural bias, which is the main topic of discussion in this paper. Since
the architectural bias is not related to any implementation platform, in this paper, we use simulated
PUFs to estimate their architectural bias.

4 ARCHITECTURAL BIAS IN DELAY PUF
By architectural bias, we refer to the bias in challenge-response behavior of a delay PUF design
that is instance-specific, challenge invariant and independent of the implementation platform. Let
us elaborate the “instance-specific” and “challenge invariant” properties of the architectural bias.
The reader might think how an architectural issue can results in a unique bias value for each PUF
instance following the same architecture. The reason is that the delay elements of a PUF instances
are affected by the random process variations, and delay values follow a Gaussian distribution with
zero mean. In the context of PUF, “instance-specific" property of a metric implies that the value of
this metric follows an Gaussian distribution. On the other hand, “challenge invariant” properties
of architectural bias implies that this bias would be present as a fixed additive offset to the delay
difference of each challenge of a given PUF instance. Note that implementation bias does not have
this “challenge invariant” property. Next, we formalize the notion of architectural bias.

Let Z be a random variable representing the delay differences of a delay PUF instance due to the
application of challenges, and it follows a Gaussian distribution DZ = N(µZ,σ

2
Z). To explain the

notion of architectural bias more precisely, we express random variable Z as follows:
Z = X + y, (13)

whereX ∼ DX = N(0,σ 2
X), y ←− Dy = N(0,σ 2

y ), µZ = y and σ 2
Z = σ 2

X. Here,X is a Gaussian random
variable, and DX and Dy are two Gaussian distributions. The notation “y ←− Dy” implies that y is
sampled from distribution Dy .
The key difference between X and y is that while values of X depend on challenge and process

variations of the device where the PUF is embedded, y only depends on process variations of the device.
Since y is independent of challenge, it is a constant for a given PUF instance and appears as a fixed
additive offset in delay difference of each challenge. As a consequence, y value introduces a shift to
the mean value of delay distribution DZ (i.e. µZ , 0) from its ideal value µZ = 0, which makes the
distributions of 0’s and 1’s in PUF responses non-uniform (cf. Fig. 5). Let us call this bias in the
distributions of 0’s and 1’s as “Architectural Bias”. For a given PUF instance, it is estimated as:

barchi = |0.5 − B |,

where B = Φ(
−y
σZ
) is the uniformity metric as defined in Eq. (11). It is desirable that a good PUF

design should have architecture induced bias close to zero (i.e. barchi ≈ 0), for most of its instances in a
given population.

Now, let us consider a populationI = {I1, . . . , IK−1} of instances of a PUF design P . Each instance
Ii , i ∈ [0 : K − 1] is associated with a 2-tuple (Xi ,yi ), where Xi ∼ DX and yi ←− Dy . The (Xi ,yi )
defines the random variable Zi = Xi +yi (cf. Eq. (13)) corresponding to instance Ii . For all instances
of P , Xi ’s are independent and identically distributed random variables, as delay parameters of PUF
instances are sampled independently from a common Gaussian distribution and they have the same
challenge space. Thus, Zi , i ∈ [0,K − 1], follows a Gaussian distribution DZi = N(yi ,σ

2
Z), where

σ 2
Z = σ 2

X. Since yi ’s are independently sampled from a Gaussian distribution Dy = N(0,σ 2
y ), there

are many PUF instances for which yi values are equal, and thus, they have the same architectural
bias. Note that bias in PUF instance Ii would be large if |yi | is large.
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Next, we evaluate delay PUF designs with respect to the fraction of PUF instances with small bias
barchi, which they can produce. To simplify the notation, we use b in the rest of this chapter to refer
the architectural bias barchi as we are not considering any other kind of biases in our discussion.

5 QUALITY EVALUATION OF DELAY PUFS USING ARCHITECTURAL BIAS
The delay PUF designs like APUF have been exploited in different security related applications,
for example: hardware-based authentication and secret-key generation. An interesting property of
PUF is its instance-specific random behavior. In the context of security applications, it is important
to ensure that values of performance metrics (e.g., uniformity and reliability) for PUF instances
of a PUF design are not significantly different from each other; otherwise different deployments
of the same (PUF-enabled) application have different (nonuniform) security levels, which is not
desirable. For example, let us consider an APUF-based key generation algorithm. If there are a
few APUF instances with poor uniformity, then the entropy of their responses are also less, and it
results in a weak key. One can think about post-silicon validation of the required metrics of a PUF
instance before deployment, but in case of ASIC, it might result in a reduced yield rate when many
PUF-enabled chips are rejected during validation. Thus, we need a pre-fabrication scheme that can
estimate the fraction of good PUF instances (i.e. an instance that satisfies the required property of
a metric) of a PUF design. Our objective in this section is to develop such a scheme based on the
architectural bias of delay PUF designs.
We now consider a population of instances of a given PUF design, and evaluate its quality

by estimating the percentage of “good” and “bad” instances. Since it is difficult to design a PUF
with b = 0, we introduce an acceptable tolerance in the bias value, and we denote it by ϵ , where
0 ≤ ϵ ≤ 0.5. This implies that acceptable value of b should satisfy 0 ≤ b ≤ ϵ or equivalently by
following Eq. (12), we have:

0.5 − ϵ ≤ B ≤ 0.5 + ϵ . (14)

Based on Eq. (14), we now estimate a range for y that can ensure 0 ≤ b ≤ ϵ , as follows:

0.5 − ϵ ≤ B ≤ 0.5 + ϵ ⇒ Φ−1(0.5 − ϵ) ≤
−y

σZ
≤ Φ−1(0.5 + ϵ)

⇒ −Φ−1(0.5 + ϵ) ≤
y

σZ
≤ −Φ−1(0.5 − ϵ) ⇒ −σZΦ−1(0.5 + ϵ) ≤ y ≤ −σZΦ

−1(0.5 − ϵ). (15)

Due to the symmetric nature of the Gaussian distribution, we can write |σZΦ−1(0.5 + ϵ)| =
|σZΦ

−1(0.5 − ϵ)|. Let us denote Ty = σZΦ
−1(0.5 + ϵ) to be the threshold for acceptable y values, and

then, we have:
−Ty ≤ y ≤ Ty . (16)

In practice, the acceptable uniformity range of a PUF design is 40% − 60%, and thus ϵ = 0.1.
Hence, practical value for Ty is:

Ty = σZΦ
−1(0.5 + 0.1) =

σZ
4
. (17)

We now give a concrete definition of the goodness of a PUF instance:

Definition 5.1 (Good PUF Instance vs. Bad PUF Instance). For a given instance of a PUF design, if its
y value lies in [−Ty ,Ty ], then that instance is called as “Good” instance with respect to architectural
bias; otherwise, PUF instance is “Bad.”

For a given PUF design, we now estimate the fraction of “Good” PUF instances. Let us recall the
well-known property of a Gaussian distribution: about 99.7% of values sampled from a Gaussian
distribution lie in the range [µ − 3σ , µ + 3σ ]. So, the most probable range of y is [−3σy ,+3σy ], i.e.,
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+Ty−Ty +3σy−3σy 0
Y

G = Φ0,σ2y
(Ty) − Φ0,σ2y

(−Ty)

(a) Ty ≤ 3σy

+Ty−Ty +3σy−3σy 0
Y

G = 0.997

(b) Ty ≥ 3σy

Fig. 6. Goodness of a PUF design w.r.t. fraction of good PUF instances, for two different cases. These two
plots represent the distribution of bias values of a population of instances of a PUF design.

Pr(y ∈ [−3σy ,+3σy ]) ≈ 0.997. Let G be the fraction of good PUF instances, also called “Goodness
Factor", and we compute it based on Ty as:

G =

{
Φ0,σ 2

y
(Ty ) − Φ0,σ 2

y
(−Ty ) = Φ( σZ4σy ) − Φ(−

σZ
4σy ), if Ty < 3σy

Φ0,σ 2
y
(3σy ) − Φ0,σ 2

y
(−3σy ) = Φ(3) − Φ(−3) ≈ 0.997, if Ty ≥ 3σy

(18)

This fact is also be depicted in Fig. 6. Although the generic definition of goodness factor is
G = Φ0,σ 2

y
(Ty ) −Φ0,σ 2

y
(−Ty ), we have considered two different cases as shown in Eq. (18) depending

on the relation between Ty and σy because in case of Ty ≥ 3σy , the value ofG is significantly large,
and thus, we can avoid the computation of expression Φ0,σ 2

y
(Ty ) −Φ0,σ 2

y
(−Ty ). We use this fact later

in Section 6.
Now we can define the goodness of a PUF design based on the percentage of good and bad PUF

instances of a PUF design as follows:

Definition 5.2 (Good PUF Design vs. Bad PUF Design). For a given PUF designM1, if the fraction
of good PUF instances G1 is greater than some threshold Gth, then PUF design M1 is called as
“Good” design. Otherwise, designM1 is “Bad.” For example, let Gth = 0.90. If the PUF designM1
can generate more than 90% good PUF instances, then designM1 is good. For a pair of PUF designs
(M1,M2), if G1 > G2, then designM1 is better thanM2.

Next, we discuss architectural bias in the context APUF, PAPUF and DAPUF designs, and compare
these designs based on their architectural bias values. For these designs, architectural bias will be
estimated based on their analytic delay models.

6 ARCHITECTURAL BIAS IN APUF VARIANTS
As case studies of theory developed in Section 4, we consider APUF variants to compare their
architectures. To explain the architectural bias (cf. Eq. (13)), we consider linear additive delay
models of APUF, PAPUF and DAPUF (cf. Section 2.2). A random variable Z ∼ DZ = N(µZ,σ

2
Z)

would be used to represent ∆(n − 1). In general, Z can be expressed using delay model as:

Z =

(
k−2∑
i=0

w[i]Φ[i]

)
+w[k − 1] = X + y, (19)

where Gaussian random variableX =
∑k−2

i=0 w[i]Φ[i],y = w[k−1], and k is the size of weight vector
w used to define ∆(n− 1) in Eqs. (1), (5) and (7). Each w[i], i ∈ [0 : k − 1] is sampled from a Gaussian
distribution Dwi = N(0,σ 2

wi
), (i.e. w[i] ←− Dwi ), assuming that delay parameters pi ,qi , ri , si

of the i-th APUF’s switch (cf. Fig. 2) are sampled independently from a Gaussian distribution
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with mean µ = 0 and variance σ 2, i.e., pi ,qi , ri , si ←− N(0,σ 2) [5]. The value of σ 2
wi

depends on
PUF architecture and process variation, as definition of w[i] is architecture specific. Since the
value of X for a challenge is sum of w[0], . . . ,w[k − 2], and feature vector Φ only decides the
polarities of w[i]’s, i ∈ [0 : k − 2], X would follow a Gaussian distribution DX = N(0,σ 2

X), where
σ 2
X = σ 2

w0 + · · ·+σ
2
wk−2

. For each PUF instance, y value is sampled independently from the Gaussian
distribution Dy = Dwk−1 . Thus, Z ∼ DZ = N(y,σ

2
Z), where σ

2
Z = σ 2

X. For all instances of a PUF
design, σ 2

Z would be the same, but y values are sampled from Dy = N(0,σ 2
y ).

Next, we estimate the parameters of σ 2
X and σ 2

y for APUF variants based on their delay models.

6.1 Architectural Bias and Goodness Factor of APUF
Let ZA = ∆(n − 1) be a random variable representing the delay differences of an APUF instance and
it follows a Gaussian distribution N(µA,σ 2

A). Based on the model of APUF in Eq. (1), we can write:

ZA =

(
n−1∑
i=0

w[i]Φ[i]

)
+w[n] = XA + yA,

where XA =
∑n−1

i=0 w[i]Φ[i] is challenge dependent and yA = w[n] is challenge independent.
From Eq. (3), we have:
(1) w[0] ←− Dw0 = N(0, 2σ 2), w[n] ←− Dwn = N(0, 2σ 2), and w[i] ←− Dwi = N(0, 4σ 2), for

i = 1, . . . ,n − 1,
(2) XA ∼ N(0,σ 2

A) where σ
2
A = (4n − 2)σ

2 ≈ 4nσ 2 for moderately large values of n,
(3) yA ←− DyA = Dwn = N(0,σ 2

yA ), where σ
2
yA = 2σ 2.

Thus, ZA = XA + yA ∼ N(yA,σ
2
A). Based on Eq. (15), we can compute the threshold for acceptable

yA values as:
TyA = σA/4 =

√
nσ/2.

In case of Gaussian distribution DyA , we have 3σyA = 3
√
2σ . Since TyA > 3σyA for n > 72, the

fraction of good APUF instances (cf. Eq. (18)) is:
GA ≈ 0.997.

Later, we show using simulation results in Section 9 (cf. Table 2 and Fig. 9) that the distribution
of bias for APUF has a mean close to 0, and the variance is significantly small. Hence, we would
say that the APUF is relatively free from architectural bias.

6.2 Architectural Bias and Goodness Factor of PAPUF
Let ZP = ∆(n − 1) be a Gaussian random variable representing the delay differences of a PAPUF
instance. From Eq. (5), we can write:

ZP =

(
n−1∑
i=0

w[i]Φ[i]

)
+w[n] = XP + yP.

Similar to APUF, XP =
∑n−1

i=0 w[i]Φ[i] is challenge dependent, and yP = w[n] is challenge indepen-
dent. We also have following information from Eq. (5):
(1) w[i] ←− Dwi = N(0, 2σ 2) for i = 0, . . . ,n − 1, and w[n] ←− Dwn = N(0, 2nσ 2),
(2) XP ∼ N(0,σ 2

P) where σ
2
P = 2nσ 2, and

(3) yP ←− DyP = Dwn = N(0,σ 2
yP ) where σ

2
yP = 2nσ 2.

Thus, ZP = XP +yP ∼ N(yP,σ
2
P). Based on Eq. (15), we can compute the threshold for acceptable yP

values as:
TyP = σP/4 =

√
2nσ/4.
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In case of Gaussian distribution DyP , we have 3σyP = 3
√
2nσ . Thus, TyP < 3σyP , and the fraction of

good PAPUF instances (cf. Eq. (18)) is:

GP = Φ(
σP
4σyP
) − Φ(−

σP
4σyP
) = Φ(

√
2nσ

4
√
2nσ
) − Φ(−

√
2nσ

4
√
2nσ
) = Φ(1/4) − Φ(−1/4) ≈ 0.20.

Thus, it is expected that the distribution of bias for PAPUFwould have significantly large standard
deviation (cf. Fig. 9c). To the best of our knowledge, until now no theoretical explanation has been
provided for this fact, although it was reported based on experimental observations in [3, 12].

6.3 Architectural Bias and Goodness Factor of DAPUF
Let ZD = ∆(n − 1) be a Gaussian random variable representing the delay differences of a DAPUF
instance. From Eq. (7), we can write

ZD =

(
2n−2∑
i=0

w[i]Φ[i]

)
+w[2n − 1] = XD + yD,

where XD =
∑2n−2

i=0 w[i]Φ[i] and yD = w[2n − 1]. From the definition of w[i] in Eq. (7), we have:
(1) XD ∼ N(0,σ 2

D) where σ
2
D = 6nσ 2, and

(2) yD ←− DyD = Dwn = N(0,σ 2
yD ) where σ

2
yD = 2nσ 2.

Thus, ZD = XD + yD ∼ N(yD,σ
2
D). Based on Eq. (15), we can compute the threshold of acceptable

yD values as:
TyD = σD/4 =

√
6nσ/4.

In case of Gaussian distribution DyD , we have 3σyD = 3
√
2nσ . Thus,TyD < 3σyD , and the fraction of

good DAPUF instances (cf. Eq. (18)) is:

GD = Φ(
σD
4σyD
) − Φ(−

σD
4σyD
) = Φ(

√
6nσ

4
√
2nσ
) − Φ(−

√
6nσ

4
√
2nσ
) = Φ(

√
3/4) − Φ(−

√
3/4) ≈ 0.335.

Hence, from the above analysis we conclude that the standard deviation of bias distribution of
DAPUF is also large, but less than that of PAPUF. In case of DAPUF design, there are 13.5% more
“good” instances compared to PAPUF.

6.4 Computation of Goodness Factor without Delay Model
Although our discussion on the estimation of goodness factor is based on the delay models for
APUF variants, this approach would not be feasible for the delay PUF for which analytical delay
model is not available. However, estimation of G can also be done based on the CRP dataset of
a PUF design, and we have explained the computation steps in Algorithm 1. Algorithm 1 takes
the followings as inputs: (a) ϵ as bias tolerance value, (b) K is number of instances of PUF design
P , (c) N is number of challenges. The value of K should be large enough to ensure the correct
estimation ofG . To observe the architectural bias in a delay PUF design, one can apply Algorithm 1
on the CRPs of simulated PUF instances; physical implementation is not necessary. If the value of
G is significantly large for simulation of the PUF design, then one can proceed for actual silicon
implementation which is expensive.

7 IMPACTS OF ARCHITECTURAL BIAS ON UNIQUENESS AND RELIABILITY
METRICS

According to Eq. (12), uniformity is inversely proportional to bias, i.e., a PUF instance with less
architectural bias implies that PUF instance has good uniformity metric. So, in this section, we
discuss only the effects of architectural bias on uniqueness and reliability metrics.
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7.1 Uniqueness Metric
The uniqueness metric [10], also known as inter HD, is used as an estimate of average dissimilarity
in challenge-response behavior of PUF instances with respect to the same set of challenges. It
can be defined as an average pairwise Hamming distance between the responses of a population
of PUF instances. In case of a PUF design where uniformity of PUF instances are significantly
less, distribution of pairwise HD values exhibits a large standard deviation. Ideally, distribution of
pairwise HD should have the mean value close to 50% with small standard deviation, as this allows
to identify maximum number of unique chips based on PUF response. In general, a PUF design with
large architectural bias results in poor uniqueness, and this fact can also be observed from simulation
result in Section 9. There might be some special cases, where uniformity values two PUF instances
are 50%, but their HD distance is 100%. For example, let r1 = “1010101010” and r2 = “0101010101”
be 10-bit responses of two PUF instances obtained from 10 different challenges, and the same set
of challenges are applied to both the instances. In both the cases, they have 50% uniformity, but
uniqueness is 100% as r1 and r2 differ at each bit position. However, these cases are rare.

This fact implies that uniqueness of an ideal APUF is significantly better than PAPUF and DAPUF,
and DAPUF has comparatively better uniqueness than that of PAPUF.

7.2 Reliability Metric
The reliability of a PUF is the ability to generate the same response to a given challenge repeatedly
over different time instants and operating conditions, e.g. variations in ambient temperature and
supply voltage. For a given challenge c, if delay difference is significantly small, then polarity of
delay difference can change with high probability due to noise.
In practical use of PUF, a delay difference range is estimated, as shown in Fig. 7a, to determine

the condition under which the PUF instance might behave unreliably. If the delay difference zc due
to a given challenge c lies in the interval zc ∈ [−s,+s], then response to challenge c is treated as

Algorithm 1 ϵ-Bound Goodness Factor Computation of a Delay PUF Design
Input: P—A PUF design; ϵ—bias tolerance value; K—number of instances of P; N—number of

challenges
Output: Goodness factor G of PUF design P

1: C := Set of N randomly generated challenges of PUF P
2: b := An K-component bias vector initialized with zeros
3: Gcnt = 0 ◃ No. of good PUF instances
4: for i = 1 to K do
5: Create the i-th instance Pi of PUF design P
6: r1Cnt := 0 ◃ Count no. of 1’s
7: for all c ∈ C do
8: r := Pi (c) ◃ Evaluate Pi with challenge c
9: if r = 1 then
10: r1Cnt := r1Cnt + 1
11: b[i] = |0.5 − r1Cnt

N | ◃ |x |– absolute value of x
12: for i = 1 to K do
13: if b[i] ≤ ϵ then
14: Gcnt := Gcnt + 1 ◃ Good PUF instance
15: G = Gcnt

K ◃ Goodness factor
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0
Z

Unreliable Zone

+s−s

(a) Unreliable zone (gray region) in
the delay difference distribution of a
delay PUF instance without architec-
tural bias.

µZ 0 Z

Unreliable Zone

(b) Reduced unreliable zone (gray re-
gion) under the curve ofZ (curve with
solid line) due to shift in µZ from its
ideal value 0.

Fig. 7. Demonstration of reliability of a delay PUF instance. (a) If delay difference zc of challenge c lies in
[−s,+s], then response to challenge c is unreliable. (b) Showing the shift in the mean of delay difference
distribution Z due to architectural issue, and it results in reduction of unreliable area under the curve of Z .
The amount of unreliability reduction occurred is equivalent to the area of black region.

unreliable. In [1, 11], authors discussed about estimation of parameter s based on the weight vector
of linear delay model obtained using machine learning modeling of APUF. Figure 7b depicts an
interesting fact that if the mean µZ of delay difference distribution Z of a PUF instance is shifted
from its ideal value µZ = 0, then the unreliable zone under the curve of Z is reduced. So, if µZ ≈ 0 for
a PUF instance, then its reliability property is poor compared to the PUF instance having |µZ | > 0.
Since the architectural bias values are smaller for most of the APUF instances compared to

PAPUF and DAPUF, it exhibits poor reliability than PAPUF and DAPUF. The PAPUF has better
reliability compared to DAPUF. Since architectural bias value is instance-specific, the reliability
metric would be different for PUF instances of a PUF design. Thus, we need to consider both
the mean and standard deviation of reliability values of a population of instances to evaluate the
reliability metric of a PUF design.
Next, we discuss the security properties of APUF, PAPUF and DAPUF. Note that, in security

analysis, we exploit the linear delay models of APUF variants, which depend on their architectures.
In this paper, we could not establish the relation between the architectural bias and security
properties. We consider this as our future work on this topic.

8 SECURITY ANALYSIS
In this section, we discuss the security features of these architectural variants of APUF. Our security
analysis would focus on the differential cryptanalysis based on the SAC property [14, 17], and
machine learning based modeling attack [19]. In the literature, one can find security analysis of
APUF using these two approaches. However, we present the security properties of PAPUF and
DAPUF for the sake of comparison with APUF.

8.1 Differential Cryptanalysis Based on SAC Property
An n-bit input, 1-bit output Boolean function f : {0, 1}n → {0, 1} is said to satisfy SAC property, if
the value of the function f complements with probability of one-half, whenever a single bit of the
input is complemented [18]. For the sake of explanation, we consider a random variable Xi defined
as:

Xi =

{
1, If output of f complemets due to complemented i-th challenge bit
0, otherwise.
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Fig. 8. Depicting SAC properties of 64-bit simulated APUF, PAPUF and DAPUF.

The probability Pr(Xi = 1) is the probability that output f complements when i-th bit of challenge
is complemented. To satisfy the SAC property, a PUF design with n-bit input should achieve
Pr(Xi = 1) = 0.5 for i = 0, . . . ,n − 1.
Figure 8 shows Pr(Xi = 1) for APUF design variants with 64-bit challenge, and these designs

are simulated in Matlab (cf. Section 9). While the Pr(Xi = 1) value lies in [0,1] for APUF, it lies
in [0,0.5] in cases of both the PAPUF and DAPUF. Note that small as well as the large values for
Pr(Xi = 1) are not desirable from security perspective as an adversary can generate many related
CRPs based on Pr(Xi = 1) value [17]. For example, let us consider a CRP (c, r ) and a challenge ci ,
where c and ci differ only at i-th bit position. Let us denote ri as the response to challenge ci and
the adversary can predict the value of ri based on (c, r ) as follows:

ri =

{
r , Pr(Xi = 1) → 0
r ⊕ 1, Pr(Xi = 1) → 1.

In case of PAPUF, Pr(Xi = 1) value is significantly small and Pr(Xi = 1) value is a similar for all
challenge bit positions. Thus, the number of related CRPs can be generated is significantly larger
for PAPUF. On the other hand, in case of DAPUF, Pr(Xi = 1) value is small for least significant bit
(LSB) positions and it approaches 0.5 for most significant bit (MSB) positions of challenge. As a
consequence of SAC property, PAPUF leaks more information to adversary when partial CRP set
of its is revealed, regardless of the complemented challenge bit positions. In case of APUF, both the
LSB and MSB positions are are useful to the adversary to generate related CRPs, whereas only LSB
positions are useful in the case of DAPUF. Thus, DAPUF has comparatively better SAC property
than that of APUF and PAPUF, and the SAC property of PAPUF is significantly poor compared to
both the APUF and DAPUF.

8.2 Machine Learning Based Modeling
Like APUF, both the PAPUF and DAPUF have a linear additive analytic model (cf. Section 2.2), and
thus, these are also vulnerable to machine learning based modeling attack. An important step in
machine learning is to decide what would be the feature set (or independent inputs) of the machine
learning algorithm. From (cf. Section 2.2), it can be observed that modeling of these APUF designs
need a different feature set, summarized as follows:
• PAPUF modeling uses the challenge of PUF as feature set with an additional constant 1 bit.
Thus, no transformation is required to get the feature set from challenge. For n-bit challenge,
the size of feature set is n + 1.
• APUF modeling uses the parity vector of challenge as feature set. Like PAPUF, the size of
feature set is n + 1 for an n-bit challenge.
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Table 1. Modeling accuracy values of LR-based models for 64-bit simulated APUF variants

PUF # CRPs
Accuracy (%)

max. avg. std. NMGE_90†

PAPUF
5000 96.62 77.14 22.17 6/10
10000 98.58 83.59 21.99 7/10
15000 98.98 83.93 22.22 7/10

APUF
5000 99.55 99.40 0.06 10/10
10000 99.83 99.74 0.04 10/10
15000 99.86 99.82 0.03 10/10

DAPUF
5000 99.09 98.80 0.17 10/10
10000 99.57 99.45 0.06 10/10
15000 99.67 99.58 0.05 10/10

† NMGE_90 is denoted as a ratio a/b , where a is the number of runs that
results in a model with accuracy ≥ 90%, and b denotes the total number
of runs of LR algorithm considered during the model building.

Note : In testing phase, we have used 30 × 103 CRPs.

• DAPUF’s feature set consists of both the challenge bits and its parity bits. In this case, the
size of feature set is 2n-bit which is derived from n-bit challenge.

Table 1 reports the modeling accuracy values of Logistic Regression (LR) [19] based models
of APUF design variants. The reported modeling results are based on the CRPs of a randomly
generated simulated instance of 64-bit APUF design variants, and PUF instances are 100% reliable.
For detailed simulation setup, we refer the reader to Section 9. We have considered 10 different
runs of LR algorithm with different CRP set of a given size. It can be observed from Table 1 that
for PAPUF, each run of LR algorithm could not produce a good model, where a good model is a
LR-based model with modeling accuracy at least 90%. On the other hand for DAPUF and APUF,
each run of LR algorithm generated a good model, provided that CRP sets are selected randomly.
Although we have obtained models with accuracy greater than 99.50% for APUF and DAPUF

with 15,000 CPRs, the accuracy of PAPUF model is less than 99% even though the same size of
training CRP set is used. One reason is that random CRPs used in modeling of PAPUF might be
correlated/similar due to large architectural bias (i.e. poor uniformity). Thus, modeling accuracy
heavily depends on the number of useful CRPs in the training CRP set, instead of the size of training
CRP set. As reported in Table 1, for PAPUF, only 6-7 models achieves modeling accuracy greater
than 90% out of 10 models obtained from 10 different runs of LR algorithm.
Both the APUF and PAPUF require a similar computation time for building a model, whereas

DAPUF requires more computation time as it has more parameters compared to APUF and PAPUF.
However, the modeling time of DAPUF is linearly related to the modeling time of APUF. Results
in Table 1 might give a false impression to the reader that PAPUF has slightly better modeling
resistance than both the APUF and DAPUF, but this is not true. The reason behind the less modeling
accuracy for PAPUF model compared to APUF and DAPUF models is the existence of many related
CRPs in the training set of PAPUF. We need to consider more CRPs in the training for PAPUF than
that of APUF and DAPUF to achieve the same modeling accuracy.

9 SIMULATION RESULTS
To validate the notion of architectural bias and its effects on performance metrics of APUF, PAPUF
and DAPUF, in this section we present simulation based results.



:18

 0

 0.02

 0.04

 0.06

 0.08

 0.1

 0.12

 0  10  20  30  40  50

N
or

m
al

iz
ed

 F
re

qu
en

cy

Bias (%)

(a) 64-bit APUF

 0

 0.005

 0.01

 0.015

 0.02

 0.025

 0  10  20  30  40  50

N
or

m
al

iz
ed

 F
re

qu
en

cy

Bias (%)

(b) 64-bit DAPUF

 0
 0.002
 0.004
 0.006
 0.008
 0.01

 0.012
 0.014
 0.016
 0.018
 0.02

 0  10  20  30  40  50

N
or

m
al

iz
ed

 F
re

qu
en

cy

Bias (%)

(c) 64-bit PAPUF

 0

 0.05

 0.1

 0.15

 0.2

 0.25

 0.3

 0  10  20  30  40  50

N
or

m
al

iz
ed

 F
re

qu
en

cy

Bias (%)

(d) 512-bit APUF

 0

 0.005

 0.01

 0.015

 0.02

 0.025

 0.03

 0.035

 0  10  20  30  40  50

N
or

m
al

iz
ed

 F
re

qu
en

cy

Bias (%)

(e) 512-bit DAPUF

 0
 0.002
 0.004
 0.006
 0.008
 0.01

 0.012
 0.014
 0.016
 0.018
 0.02

 0  10  20  30  40  50

N
or

m
al

iz
ed

 F
re

qu
en

cy

Bias (%)

(f) 512-bit PAPUF

Fig. 9. Histograms of bias values of simulated APUF, PAPUF and DAPUF based on the bias values of 1000
instances of each PUF design. In this case, all instances are perfectly reliable, i.e., σnoise = 0.

Simulation Setup. We simulated the APUF variants using Matlab (for challenge sizes of 64-bit,
128-bit, 256-bit and 512-bit), assuming that propagation delay of each delay component follows
normal distribution with µ = 10 and σ = 0.05. In case of simulation, we directly compare the delays
of top and bottom paths using an ideal comparator, so there is no impact of the non-ideal arbiter
component on the PUF behavior. This helps to elucidate the impact of architectural bias, which is
the focus of this paper. Note that in case of PAPUF simulation, tuning elements are not considered.
To observe the effect of architectural bias on the reliability metric of simulated PUF, we have

considered a simulated additive noise (in case of hardware implementation this noise occurs due to
temperature and supply voltage variations) with the delay distribution of delay components. In the
presence of noise, each delay component follows a normal distributionN(µ + 0,σ 2 + σ 2

noise), where
noise distribution is a normal distribution N(0,σ 2

noise). In our simulations, we have used following
relation between σ and σnoise to control the reliability levels: σnoise = γσ , where 0 ≤ γ ≤ 1. For
γ = 0, PUF instance is 100% reliable.

We simulated 1000 instances for each PUF design, and uniformity, uniqueness and reliability
metrics were computed based on these population of PUF instances using 50,000 CRPs. In the
presence of noise, golden responses of a simulated PUF instance are generated using majority
voting of responses to the same set of challenge over 25 measurements. Reliability of a simulated
PUF instance, with a given value of σnoise = p, is estimated as the Hamming distance between the
golden responses at σnoise = p and reference responses at σnoise = 0.

Distribution of Bias. Figure 9 depicts the distribution of bias values of 1000 instances for APUF,
DAPUF and PAPUF designs, and bias of a PUF instance is computed as the difference (onlymagnitude
of difference is considered) of numbers of 0’s and 1’s in the PUF responses. As discussed earlier,
PUF instances with bias values closer to zero are good. It can be observed from Fig. 9 that range
of bias values for APUF instances are significantly small compared to the DAPUF and PAPUF,
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and a smaller range started with ‘0’ is desirable. From Figs. 9a to 9c, it can be observed that bias
distributions of APUF and DAPUF follow (half) normal distributions with mean close to zero, and
this property along with a small standard deviation of bias distribution is a desirable property for
any good PUF design. However, in case of PAPUF, the mean of bias distribution is significantly
greater than zero and standard deviation is large. Thus, the range of bias values is significantly
larger for PAPUF than that of APUF and DAPUF.
From Fig. 9, it can be observed that there is a dependency of bias distribution on the challenge

length. By comparing Figs. 9a and 9d, it is observed that standard deviation of bias distribution for
512-bit APUF is less compared to 64-bit APUF, while a (partially) reverse trend can be observed for
PAPUF and DAPUF. In this context, APUF with larger challenge is preferable.
In Table 2, we have reported the number of good PUF instances (G) in the populations of 1000

simulated PUF instances for different settings of bias tolerance parameter ϵ . From this result, it
can be observed that, for ϵ = 0.1 (i.e. at most 10% bias is acceptable), average values of G (i.e.,
fraction of PUF instances with bias values at most ϵ) over different challenge sizes for APUF,
DAPUF and PAPUF are 100%, 33.75% and 20.25%, respectively, and it matches the theory developed
in Section 6. Note that the values of G are computed using CRPs of simulated PUF instances by
following Algorithm 1.

Uniformity Results. Uniformity is the probability that a PUF instance produces ‘1’ as response.
In case of a population of PUF instances of a PUF design, the distribution of uniformity values
should follow a normal distribution with mean close to 50% (i.e, uniform distributions of 0’s and 1’s)
with small standard deviation. Uniformity distributions of APUF, PAPUF and DAPUF are shown
in Fig. 10.
From Figs. 10a and 10b, it is evident that uniformity distributions of 64-bit APUF and DAPUF

have mean close to 50%. Form the uniformity distribution plot of 64-bit PAPUF in Fig. 10c, it is
hard to observe the mean value, but it has also mean close to 50% as shown in Table 3. Thus, if
one considers only mean (avg. in Table 3), then all these APUF variants have good uniformity
metrics, but that is not true. Uniformity distribution of PAPUF in Fig. 10c shows that there are many
PAPUF instances with uniformity values approximately 0 and 1. Although, for PAPUF, uniformity
distribution has the mean value close to 50%, standard deviation is significantly large. The standard
deviation of PAPUF’s uniformity distribution is larger than that of DAPUF, and DAPUF’s uniformity
distribution has larger standard deviation than that of APUF (cf. Table 3). This implies that majority
of APUF instances have good uniformity values, whereas for PAPUF, majority of instances have
poor uniformity values.

In addition, it can be observed from Table 3, standard deviation of uniformity distribution reduces
with increasing challenge size for APUF, but that trend is not prominent for DAPUF and PAPUF
design. This implies that an APUF with longer challenge has a better uniformity metric compared

Table 2. Percentage of “good” PUF instances (G) in the populations of 1000 simulated instances

Size PUF
No. of Good PUF Instances (%)

ϵ = 0.05 ϵ = 0.1 ϵ = 0.15 ϵ = 0.20

64
APUF 83 100 100 100
DAPUF 18 33 49 63
PAPUF 10 20 31 42

512
APUF 100 100 100 100
DAPUF 18 35 51 65
PAPUF 11 22 32 42

Note The ϵ is the bias tolerance parameter as defined in Section 5.
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Table 3. Uniformity and Uniqueness metrics (%) of simulated APUF, PAPUF and DAPUF

n†
Uniformity Uniqueness

APUF DAPUF PAPUF APUF DAPUF PAPUF
(Avg., Std.) (Avg., Std.) (Avg., Std.) (Avg., Std.) (Avg., Std.) (Avg., Std.)

64 (50.04, 3.53) (50.59, 19.96) (51.98, 28.65) (49.96, 4.01) (50.10, 8.29) (49.90, 16.51)
128 (49.78, 2.52) (50.30, 20.38) (50.80, 29.15) (49.95, 2.79) (50.03, 8.44) (50.11, 17.09)
256 (50.07, 1.73) (49.80, 19.78) (49.89, 28.59) (50.03, 2.01) (50.03, 7.99) (50.14, 16.31)
512 (50.07, 1.73) (49.61, 19.66) (51.14, 28.91) (50.03, 2.01) (49.85, 8.00) (50.08, 16.70)
† Challenge size in bits

to an APUF with small challenge.

Uniqueness Result. Uniqueness is computed as the average pairwise HD of responses over a
population of instances of a PUF design. Here, we see that this average value does not provide
the clear picture about the distribution of pairwise HD values. Ideally, the distribution of pairwise
HD distribution of a good PUF design should follow a Gaussian distribution with mean close to
50% with sufficiently small standard deviation. Uniqueness distributions of APUF, PAPUF and
DAPUF are reported in Fig. 11 and Table 3. Like uniformity metric, mean values of uniqueness
distributions are close to 50% for these APUF design variants. However, standard deviation of
uniqueness distribution for PAPUF is large compared to DAPUF. In case of APUF, this standard
deviation is significantly small, and it reduces with increasing challenge length (cf. Table 3).

Reliability Results. According to Section 7.2, large bias implies a better reliability. Ideally, relia-
bility distribution of a PUF design should follow a Gaussian distribution with mean at 100% (i.e.,

 0

 0.01

 0.02

 0.03

 0.04

 0.05

 0.06

 0.07

 0  20  40  60  80  100

N
or

m
al

iz
ed

 F
re

qu
en

cy

Uniformity (%)

(a) 64-bit APUF

 0
 0.002
 0.004
 0.006
 0.008
 0.01

 0.012
 0.014
 0.016
 0.018

 0  20  40  60  80  100

N
or

m
al

iz
ed

 F
re

qu
en

cy

Uniformity (%)

(b) 64-bit DAPUF

 0

 0.002

 0.004

 0.006

 0.008

 0.01

 0.012

 0  20  40  60  80  100

N
or

m
al

iz
ed

 F
re

qu
en

cy

Uniformity (%)

(c) 64-bit PAPUF

 0
 0.02
 0.04
 0.06
 0.08

 0.1
 0.12
 0.14
 0.16

 0  20  40  60  80  100

N
or

m
al

iz
ed

 F
re

qu
en

cy

Uniformity (%)

(d) 512-bit APUF

 0
 0.002
 0.004
 0.006
 0.008
 0.01

 0.012
 0.014
 0.016

 0  20  40  60  80  100

N
or

m
al

iz
ed

 F
re

qu
en

cy

Uniformity (%)

(e) 512-bit DAPUF

 0

 0.002

 0.004

 0.006

 0.008

 0.01

 0.012

 0  20  40  60  80  100

N
or

m
al

iz
ed

 F
re

qu
en

cy

Uniformity (%)

(f) 512-bit PAPUF

Fig. 10. Histograms of uniformity values of simulated APUF, PAPUF and DAPUF based on the uniformity
values of 1000 instances of each PUF design. In this case, all instances are perfectly reliable, i.e., σnoise = 0.
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Fig. 11. Histograms of uniqueness values of simulated APUF, PAPUF and DAPUF based on the responses of
1000 instances of each PUF design. Since the value

(1000
2

)
is a large, we considered only 1,00,000 pairs in each

histogram, instead of all possible pairs. In this case, all instances are perfectly reliable, i.e., σnoise = 0.
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Fig. 12. Histograms of reliability values of simulated APUF, PAPUF and DAPUF based on the reliability values
of 1000 instances of each PUF design. In this case, we considered σnoise = σ/2.



:22

Table 4. Reliability metrics (%) of simulated APUF, PAPUF and DAPUF designs

n† γ ‡
APUF DAPUF PAPUF

(Avg., Std.) (Avg., Std.) (Avg., Std.)

64
1/2 (94.97, 0.54) (94.95, 1.14) (94.91, 2.45)
1/20 (99.49, 0.06) (99.49, 0.12) (99.49, 0.25)
1/80 (99.87, 0.02) (99.87, 0.03) (99.87, 0.06)

128
1/2 (94.97, 0.39) (95.00, 1.14) (94.99, 2.39)
1/20 (99.49, 0.05) (99.49, 0.12) (99.49, 0.25)
1/80 (99.87, 0.02) (99.87, 0.03) (99.87, 0.06)

256
1/2 (94.97, 0.29) (94.94, 1.11) (94.86, 2.43)
1/20 (99.49, 0.04) (99.49, 0.11) (99.49, 0.25)
1/80 (99.87, 0.02) (99.87, 0.03) (99.87, 0.06)

512
1/2 (94.98, 0.21) (94.92, 1.04) (95.03, 2.35)
1/20 (99.49, 0.04) (99.49, 0.12) (99.50, 0.24)
1/80 (99.87, 0.02) (99.87, 0.03) (99.87, 0.06)

† Challenge size in bits
‡ σnoise = γσ , where σ is the standard deviation of delay
distribution of delay component.

if one considers probability value, then mean should be at 1.0) with sufficiently small standard
deviation. Figure 12 shows the reliability distributions of APUF, PAPUF and DAPUF for σnoise = σ/2
(i.e., γ = 1/2), and reliability results for different noise levels and challenge length are provided
in Table 4. Figures 12c and 12f show the reliability distributions of 64-bit and 512-bit PAPUFs,
respectively. It can be observed that there are many PAPUF instances with very good reliability
values, while this quantity is significantly less for DAPUF and APUF. In case of PAPUF, number of
reliable instances increases with the increasing challenge length. Although the standard deviation
of APUF’s reliability distribution (cf. Figs. 12a and 12d) is significantly small, but its mean value is
significantly shifted away from the ideal mean close to 100%. In addition, number of APUF instances
with comparatively good reliability values reduces with the increasing challenge length. Reliability
distribution of DAPUF is comparatively better than that of APUF.
This implies that zero bias is not good in practice as it results in poor reliability. Instead, bias

values should be small such that there is a good trade-off among all performance metrics, namely
uniformity, uniqueness and reliability.

10 COMPARISON OF APUF VARIANTS
Before comparing the PAPUF with APUF and DAPUF, we like to mention that we have considered
PAPUF without tuning bits to maintain architectural similarity with APUF and DAPUF. We discuss
the effects of tuning bits later in this section. From Table 2, it is evident that architectural bias in
APUF is comparatively less than that of DAPUF and PAPUF, and as a consequence of this, most of
the APUF instances have very good uniformity. On the other hand, PAPUF and DAPUF have large
architectural bias, and the architectural bias in DAPUF is less compared to PAPUF.

From the perspective of uniformity and uniqueness metrics, APUF is superior than PAPUF and
DAPUF, and DAPUF is better than PAPUF. Since less bias implies poor reliability, reliability of
APUF is comparatively lesser than PAPUF and DAPUF, and reliability of DAPUF is less compared
to PAPUF.
From the traditional ML-based modeling attack perspective, APUF, PAPUF and DAPUF are

vulnerable to modeling attack with asymptotically similar data and time complexities, as they
have additive linear delay models. The SAC property of PAPUF is significantly poor as output
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transition probability is a similar regardless of the challenge bit positions. On the other hand, output
transition probability in DAPUF and APUF depend on the challenge bit positions. Among these
APUF design variants, DAPUF exhibits better SAC property than that of APUF and PAPUF. An
implementation-platform independent comparison of performance and security metrics for APUF,
PAPUF and DAPUF are summarized in Table 5 for a quick reference.

Although we have validated our theoretical findings using simulated PUF designs, we prefer to
discuss our experience on the design of APUF variants in the FPGA platform. We excluded FPGA
characterization results as these are different from the theoretical finding due the implementation
bias in FPGA. In our discussion, we did not consider the implementation bias as it would make
discussion more complex, and our focus on architectural bias would be diverted.
The APUF implementation of FPGA suffers a large implementation bias, which results in poor

uniqueness metric for APUF [2, 16] even if it has good uniformity. In FPGA platform, uniqueness
of APUF is even lesser than PAPUF and DAPUF. Thus, APUF implementation on FPGAs with good
uniqueness is almost infeasible, but in ASIC with custom circuit layout, one can implement the
APUF with good performance metrics [8, Ch. 4]. However, PAPUF and DAPUF designs are easier
to implement on FPGA platform with less implementation bias, and they have less implementation
effects on their performance metrics. But their performance metrics are very poor due to poor
architectures, regardless of implementation platforms.
From this discussion it is evident that the it is infeasible to realize implementation bias free

classic APUF on FPGA platform though it is architecturally good. On the other hand, DAPUF and
PAPUF (without tuning bits) are easier to implement on FPGA with less implementation bias. Since
PAPUF and DAPUF have large architectural bias, they must employ additional tuning scheme to
reduce the effect of architectural bias.
In case of PAPUF design in [12], a set of additional programmable delay components are used

to reduce the bias in delay differences, and those programmable delay elements are controlled by
additional tuning bits, different from challenge bits. In [12], the authors suggested to use the same
assignment for the tuning bits of all instances of PAPUF design, but according to the architectural
bias results, it is evident that there are many PAPUF instances having different architectural bias
values, and the range of bias value is also large. Thus, the idea of using the same assignment for
tuning bits for all PUF instances seems to be less effective. On the other hand, if one uses different
tuning bits for PAPUF instances according to its bias values, then we cannot claim the intrinsically
unique behavior of PUF instances as different inputs are applied to PUF instances. We have tried
with the same assignment of tuning bits for PAPUF instances, and observed that there are only a
few (< 5%) PAPUF instance with improved uniformity. Thus, more efficient tuning bits assignment
algorithm is required to make PAPUF useful in practice.

Table 5. A comparison of ideal/simulated APUF, PAPUF and DAPUF designs

Metric Relation
Arch. Bias APUF < DAPUF ≤ PAPUF
Uniformity APUF > DAPUF ≥ PAPUF
Uniqueness APUF > DAPUF ≥ PAPUF
Reliability APUF < DAPUF ≤ PAPUF

SAC Property DAPUF > APUF > PAPUF
Modeling Robustness DAPUF ∼ APUF ∼ PAPUF
Note i) “A > B”—PUF A is better than PUF B for a given metric
and ii) “A ∼ B”–PUF A and B exhibit a similar property.
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The DAPUF design is a hybrid architecture as it borrowed the architectural properties of both the
APUF and PAPUF. We can also use the tuning scheme in this context, but there is no such proposal
in the literature. Since the architectural bias in the DAPUF is less compared to PAPUF, the efforts
(e.g., size of tuning circuit) required to tune DAPUF seems to be less than that of PAPUF. As a
future work, we try to improve DAPUF architecture as it has better SAC property and performance
metrics compared to PAPUF. It is worth mentioning that tuning scheme is not feasible for APUF as
bias is implementation induced, which is challenge dependent. This implies that for APUF, one
needs to tuning delay difference of each challenge, and which is infeasible.

11 CONCLUSIONS
In this paper, we have introduced the notion of architectural bias, and exploited this to evaluate
the architectures of APUF, PAPUF and DAPUF designs. We have shown that architectural bias
is significantly less for APUF compared to DAPUF and PAPUF, and PAPUF suffers from large
architectural bias. From the perspective of uniformity and uniqueness metrics, APUF architecture
is superior than PAPUF and DAPUF, and DAPUF is comparatively better than PAPUF. Since more
architectural bias implies good reliability, the reliability of PAPUF is better than APUF and DAPUF.
Besides the performance metrics, we have compared the security metrics of APUF variants. The
SAC property of DAPUF is better than APUF, and PAPUF exhibits poor SAC property among
these three architectures. However, these APUF variants are vulnerable to machine learning based
modeling attack. Although we have considered only the architectures of APUF design variants, but
the idea of architectural bias can also be applicable to other delay PUF designs.
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