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Abstract

In this paper, we present the first inner-product encryption (IPE) schemes that are
unbounded in the sense that the public parameters do not impose additional limitations on
the predicates and attributes used for encryption and decryption keys. All previous IPE
schemes were bounded, or have a bound on the size of predicates and attributes given public
parameters fixed at setup. The proposed unbounded IPE schemes are fully (adaptively)
secure and fully attribute-hiding in the standard model under a standard assumption, the
decisional linear (DLIN) assumption. In our unbounded IPE schemes, the inner-product
relation is generalized, where the two vectors of inner-product can be different sizes and it
provides a great improvement of efficiency in many applications. We also present the first
fully secure unbounded attribute-based encryption (ABE) schemes, and the security is proven
under the DLIN assumption in the standard model. To achieve these results, we develop
novel techniques, indexing and consistent randomness amplification, on the (extended) dual
system encryption technique and the dual pairing vector spaces (DPVS).
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1 Introduction

1.1 Background
1.1.1 TIPE and ABE

The notions of inner-product encryption (IPE) and attribute-based encryption (ABE) introduced
by Katz, Sahai and Waters [7] and Sahai and Waters [20] constitute an advanced class of en-
cryption, functional encryption (FE), and provide more flexible and fine-grained functionalities
in sharing and distributing sensitive data than traditional symmetric and public-key encryption
as well as identity-based encryption (IBE).

In FE, there is a relation R(v,x), that determines whether a secret key associated with a
parameter v can decrypt a ciphertext encrypted under another parameter x. The parameters
for IPE are expressed as vectors & (for encryption) and v (for a secret key), where R(¥, Z) holds,
i.e., a secret key with ¢ can decrypt a ciphertext with &, iff 7- & = 0. (Here, ¥ - Z denotes
the standard inner-product.) In ABE systems, either one of the parameters for encryption and
secret key is a set of attributes, and the other is an access policy (structure) or (monotone)
span program over a universe of attributes, e.g., a secret key for a user is associated with an
access policy and a ciphertext is associated with a set of attributes, where a secret key can
decrypt a ciphertext, iff the attribute set satisfies the policy. If the access policy is for a secret
key, it is called key-policy ABE (KP-ABE), and if the access policy is for encryption, it is
ciphertext-policy ABE (CP-ABE).

For some applications, the parameters for encryption are required to be hidden from cipher-
texts. To capture the security requirement, Katz, Sahai and Waters [7] introduced attribute-
hiding (based on the same notion for hidden vector encryption (HVE) by Boneh and Waters
[5]), a security notion for FE that is stronger than the basic security requirement, payload-
hiding. Roughly speaking, attribute-hiding requires that a ciphertext conceal the associated
parameter as well as the plaintext, while payload-hiding only requires that a ciphertext conceal
the plaintext. A weaker notion of attribute-hiding than the original one [7] was given by [8].
The weaker notion is called weakly attribute-hiding, and the original one is fully attribute-hiding.
Informally, in the fully attribute-hiding, the secrecy of attribute x is ensured even against an
adversary having a secret key with v such that R(v,z) holds (i.e., no information is released
on z except R(v,z) holds), while it is ensured only when R(v,z) does not hold in the weakly
attribute-hiding (see Definition 5 for the definition of the fully attribute-hiding).

To the best of our knowledge, the widest class of attribute-hiding FE is IPE [7, 8, 14, 16]
(KSW08, LOS™10, OT10 and OT12 schemes). Inner-products for IPE represent a fairly wide
class of relations including equality tests as the simplest case (i.e., anonymous IBE and HVE
are very special classes of attribute-hiding IPE), disjunctions or conjunctions of equality tests,
and, more generally, CNF or DNF formulas. We note, however, that inner-product relations
are less expressive than a class of relations (on span programs) for ABE, while existing ABE
schemes for such a wider class of relations are not attribute-hiding but only payload-hiding.

Among the existing IPE schemes, only the OT12 IPE scheme [16] achieves the full (adaptive)
security and fully attribute-hiding simultaneously, whereas other attribute-hiding IPE schemes
[7, 13, 8, 14] are selectively secure or weakly attribute-hiding, and some IPE schemes [1, 15]
only achieve payload-hiding. As for ABE, Lewko et.al. and Okamoto-Takashima ABE schemes
[8, 14] are fully secure in the standard model, while ABE schemes [20, 6, 18, 22] before [8, 14]
were selectively secure.



1.1.2 Unbounded IPE and ABE

All previous constructions of IPE and ABE except the Lewko-Waters ABE scheme [11] have
restriction, or are bounded, in the choice of the parameters for secret key and encryption once the
public parameters have been set. The only unbounded ABE scheme [11], however, is selectively
secure, while they presented an unbounded hierarchical identity-based encryption (HIBE) that
is fully secure in the standard model. No unbounded IPE scheme has been presented. Therefore,
no fully secure and unbounded scheme for an advanced class of encryption like IPE or ABE has
been presented.

In practice, it is highly desirable that the parameters for secret key and encryption should
be flexible or unbounded by the public parameters fixed at setup, since if we set the public pa-
rameters for a possible maximum size (e.g., the maximum dimension of predicate and attribute
vectors for IPE), the size of the public parameters should be huge.

Removing the restrictions for fully secure IPE and ABE, however, is quite challenging. As
mentioned above, no fully secure and unbounded scheme for an advanced class of encryption like
IPE or ABE has been presented. The difficulty resides in the existing techniques for proving
the full (or adaptive) security of such an advanced class of encryption.

The only known technique to prove the full security of an (attribute-hiding) IPE or ABE
system is the dual system encryption by Waters [21] and its extension [16]. In the techniques,
information theoretical arguments (e.g., conceptual change due to the same distribution and the
independent randomness of two distributions etc.) over some (hidden) parts of a secret-key and
challenge ciphertext play a key role in the security proof, provided that the adversary follows
the secret-key-query condition in the security games. To execute a security proof based on the
information theoretical arguments, an appropriate distribution of randomness consistent with
the key-query condition should be supplied in the proof games transformed from the original
proof game.

As for bounded IPE and ABE schemes, the public parameters can supply immanent ran-
domness enough for the arguments, since the size of parameters for secret-keys and encryption
is bounded by the public parameters. For example, when the dimension of vectors for IPE is
required to be n, the public parameters whose size is O(n) with respect to n should be given
in bounded ITPE, and the size of secret randomness to generate the public parameter is O(n?).
Such an amount of randomness can be enough for the arguments over n-dimensional vectors.

In contrast, for unbounded IPE and ABE schemes, some (unbounded amount of ) randomness
whose distribution is consistent with the key-query condition should be supplied in addition to
the randomness provided by the public parameters. For example, even when the dimension of
vectors for IPE is required to be n, the size of the public parameters is O(1) in unbounded IPE,
i.e., the size of secret randomness to generate the public parameters is O(1). Clearly, such a
size of randomness is not sufficient for the information theoretical arguments over n-dimensional
vectors. Therefore, any additional source of randomness should be provided, and the distribution
of the randomness should be specific (i.e., consistent with the key-query condition). For the
unbounded HIBE scheme [11], where the equality (un-)matching is the key-query condition,
a simple compression technique works well to create such randomness since equality can be
simply compressed with preserving the property. The key-query condition for IPE and ABE,
however, is in general much more complicated than just the equality matching for (H)IBE, and
no technique was known to create randomness consistent with such a complicated condition in
some security proofs. This is a reason why [11] succeeds in realizing a fully secure unbounded
HIBE but not for ABE (and not for IPE).



1.1.3 Restriction on IPE

The existing IPE schemes have another restriction on the parameters (i.e., vectors) for secret
key and encryption that the dimensions of Z (for encryption) and ¥ (for a secret key) should
be equivalent. Such a restriction may be considered to be inevitable for the inner-product
relation on ¥+ &, but it is required to be relaxed in various applications to improve the efficiency,
especially in unbounded IPE systems where the setup (public) parameters give no restriction on
the dimensions of vectors.

Let us consider an example on a genetic profile data of an individual. It is desirable that
such a sensitive data be treated as encrypted data even for data processing and retrievals.
Although a genetic profile may include a large amount of information, only a part of the profile
is examined in many applications. For example, let Xy,..., Xj90 be variables of 100 genetic
properties and x1,...,x100 be Alice’s values of these variables. To evaluate if f(x1,...,z100) =
0 for any examination (multivariate) polynomial f with degree 3, or the truth value of the
corresponding predicate ¢f(x1,...,2100), the attribute vector Z of Alice should be a monomial
vector of Alice’s values with degree 3, 7 := (1,21, ..., T100, T3, T1T2, . . . , Tgg, T3, T3T2, . - -, T300),
whose dimension is around 10%. A predicate vector @ for a secret key can be associated with
predicate ¢y.

To ensure the private data processing of Z, it should be encrypted (say ¢ for a ciphertext of
T) by a fully attribute-hiding IPE scheme, since whether ¢¢(z1,...,2100) holds can be examined
with releasing no other information by checking whether ¢ can be decrypted by a secret key
with ¢ (i.e., R(7,Z) holds). Here, if ¢ is encrypted by fully attribute-hiding IPE, it releases no
information on Z except that R(¥, %) holds, or ¢¢(x1,...,x100) holds, however, if it is encrypted
by weakly attribute-hiding IPE, such desirable security cannot be ensured.

Let a predicate for ¥ be ((X5 = a) V (Xi6 = b)) A (Xs57 = ¢), which focuses only three
factors, X5, X16, X57, among the 100 genetic properties. It can be represented by a polynomial
equation, r1 (X5 —a)(Xi6 —b) +12(Xs57 —¢) = 0 (where 1,19 & Fy,), ie., (riab—rac) —ribXs —
riaXi6 +roXs7 + 11 X5X16 = 0. In order that T1($5 — a)(xlﬁ — b) + 7"2(1‘57 — C) =0iff v- =0,
vector ¥ should be ((riab — r2¢),0,...,0,—r1b,0,...,0,—r1a,0,...,0,72,0,...,0,7r1,0,...,0),
whose dimension is equivalent to that of Z, i.e., around 10°, although the effective dimension of
v is just 5. This is due to the above-mentioned restriction on the inner-product relation of the
existing IPE schemes. The size of secret key for ¥ then should be in proportion to the dimension
of ¥ (and Z), around 10°. This example shows us a strong practical motivation, especially for
unbounded IPE schemes, to relax this restriction on the inner-product relation and to shorten
the length of the secret key to that in proportion to the effective dimension, e.g., 5, instead of
around 10°.

1.2 Our Results

1. This paper introduces a new concept of IPE, generalized IPE, which relaxes the above-
mentioned restriction of IPE and consists of three types of IPE, Types 0, 1 and 2. Here
the notion of Types 1 and 2 is introduced in this paper, and Type 0 is the traditional one
(see Remark below).

Remark: We now roughly explain the three types of inner-product relations. To re-
lax the above-mentioned restriction on the inner-product relation, we introduce a new
type of inner-product (generalized inner-product) for ¢ and &, where their dimensions
can be different (say n and n’ for the dimensions of ¢ and Z). In this notion, vector
¥ and & are expressed by {(t,v;) | t € Iz, 8y = n} and {(t,z¢) | t € Iz Iz = n'},
respectively, where ¢t € N is an index for vectors, whose semantics is given by each ap-



Table 1: Comparison of attribute-hiding IPE schemes, where |G| and |Gr| represent size of an
element of G and that of G, respectively. AH, IP, PK, SK, CT, GSD and eDDH stand for
attribute-hiding, inner-product, master public key (public parameters), secret key, ciphertext,
general subgroup decision [3] and extended decisional Diffie-Hellman [8], respectively. And,
n:= #Iy and n’' := §Iz. (Then, n = n/ except for the proposed unbounded IPE schemes.)

KSWO08 [7] [LOS™10 [8]| OT10 [14] OT12 [16] Proposed IPE
. . (type 1 or 2)| (type 0)
(basic) (variant) Section 5.1 | Section 5.3
Bounded or
bounded bounded bounded bounded unbounded
Unbounded
ReStI‘lCtIO.H on restricted™ | restricted | restricted restricted relaxed restricted
IP relation
Securit selective & |adaptive & |adaptive & adaptive & adaptive &
Y fully-AH | weakly-AH | weakly-AH fully-AH fully-AH
Order . . . . .
composite prime prime prime prime
of G
2 variants
Assump. of GSD n-eDDH DLIN DLIN DLIN
PK size O)[G| | O@*)IG| | O*)|G| | O(@*)|G| | O(n)|G| 0(1)|G| 0(1)|G]|
SK size (2n + 1)|G||(2n + 3)|G|| (3n + 2)|G| | (4n + 2)|G] 11|G| (15n + 5)|G| | (21n 4 9)|G|
OT size (2n + 1)|G||(2n + 3)|G|| (3n + 2)|G|| (4n + 2)|G| | (5n + 1)|G| || (150" + 5)|G]|| (21n 4+ 9)|G|
+ |G| + |Gr| + |G| + |G| + |G| + |Gr| + |G|

* It can be easily relaxed.

plication.
sion as well as for the conventional one, (v1,..

Here note that we abuse the same vector notation, ¢, for the new expres-

-y Up).

In the above-mentioned exam-

ple, & := {(1,1),(2,21),...,(101,2100), (102, 2%), (103, z122), ..., (n', 2349) } Where Iz :=

{1,2,...,n'}, and ¢ := {(1,r1ab — rec), (6, —r1b), (17, —r1a), (58, 72),(517,71)} where
Iy :=={1,6,17,58,517}. The generalized inner-product of ¢ over Z is defined by >, I, VTt
if Iz C Iz. Otherwise, it is undefined. By using the generalized inner-product notion, the
secret key size can be in proportion to the effective dimension (e.g., 5 instead of around
10%).

We then introduce three types of IPE schemes. For Type 1, relation R(¥,Z) holds iff the
generalized inner-product of ¢ over # is 0, while for Type 2 it holds iff the generalized
inner-product of Z over ¢ is 0. We call Type 0 for the conventional inner-products, i.e.,
relation R(¥, ) is defined by the standard inner-product of ¢ and #, where ¥ and Z have
the same dimension (in other words, the inner-product for Type 0 is defined iff these
dimensions are equivalent.)

. We present the first unbounded inner-product encryption (IPE) schemes. The proposed
unbounded IPE schemes are fully (adaptively) secure and fully attribute-hiding in the
standard model under a standard assumption, the decisional linear (DLIN) assumption.
The proposed unbounded IPE schemes consist of the above-mentioned types of generalized
IPE, Types 0, 1 and 2, For comparison of attribute-hiding IPE schemes, see Table 1.

3. We present the first unbounded KP- and CP-ABE schemes that are fully secure (adaptively



Table 2: Comparison of KP-ABE Schemes, where |G| represents the size of an element of G, and
PK, SK, CT and GSD stand for master public key (public parameters), secret key, ciphertext
and general subgroup decision [3], respectively. And, d, n, nmax, £ and kmax are the number
of sub-universes of attributes, the number of attributes for a CT, the maximum number of
attributes for a CT, the row size of an access policy matrix for a SK and the maximum value
of the degree of access policies, respectively.

LWI11 [11] LOS'10 [§] OT10 [14] Proposed KP-ABE
. . . . (basic) (modified)
(basic) | (modified) | (basic) | (modified) Section 6.1| Section 6.2
Bounded or unbounded bounded bounded unbounded
Unbounded
Security selective full full full
Order of G || composite composite prime prime
Assump. GSD GSD DLIN DLIN
Degree Of arbitrary 1 arbitrary 1 arbitrary 1 arbitrary
access policies
PK size o()|G| O(nmax) |G| Od)|G| o()|G|
SK size O0)|G| O0)|G| O0)|G| O(0)|G|
CT size O(n)|G| |0(n)|G]]|O(kmaxn)|G||O(1n)|G]|O(kmaxn)|G||| O(n)|G| [O(kmaxn)|G]

payload-hiding) in the standard model. The proposed unbounded ABE schemes are fully
secure under the DLIN assumption, and are for a wide class of relations, non-monotone
access structures. See Table 2 for comparison of KP-ABE schemes.

Remark: Similarly to the existing fully secure ABE schemes in the standard model
[8, 14, 10] except [12], our basic ABE scheme (Section 6.1) has a restriction that the degree
of access policies is 1 '. A modified KP-ABE scheme is shown in Section 6.2 to relax the
restriction or to achieve an arbitrary degree k of access policies with preserving the fully
secure and unbounded property. It, however, shares a shortcoming of the existing fully
secure (modified) ABE schemes [8, 14, 10] that the ciphertext size grows linearly with k.
Here, a (maximum) value of k can be determined in each application of our ABE scheme,
while the public parameters are fixed and commonly shared by all applications and users.

1.3 Key Techniques

As mentioned above, the difficulty of realizing a fully secure unbounded IPE or ABE scheme
arises from the hardness of supplying an unbounded amount of randomness consistent with
the complicated key-query condition for the (dual system encryption) security arguments on
IPE or ABE. To overcome this difficulty, we develop novel techniques, indexing and consistent
randommness amplification, on the dual system encryption and the dual pairing vector spaces
(DPVS). Roughly speaking, the indering technique is for supplying a source of unbounded
amount of randomness and the consistent randomness amplification technique is for amplifying
the randomness of the source through a computational assumption (e.g., the DLIN assumption

nformally, the degree may imply the number of appearance of a variable in a formula, e.g., formula ((z =
a)V (x = b)) A (y = ¢) has degree 2 for variable z. For the definition of the degree of access policies in our
schemes, see Section 6.2. The degree should be a bit differently defined in [20, 6, 18, 22, 8, 10], where degree 1
is called one-use.



in our case) and the randomness of hidden bases as well as for adjusting the distribution of
the amplified randomness to be consistent with a condition. This methodology could provide a
general framework for proving the security in unbounded situations.

In DPVS, a pair of dual (or orthonormal) bases for N-dimensional linear spaces, B :=
(bi,...,by) and B* := (b],...,b} ), are randomly generated using a secret random linear
transformation X (random N x N matrix) (see Section 2). In a typical application of DPVS
to cryptography, a part of B (say I@%) is used as a public key (public parameters), and B* as a
secret key, where X is the top level secret key and the source of randomness.

In a typical construction of bounded IPE schemes [8, 14, 16] which are based on DPVS,
once a basis of DPVS, a part of the basis of a IN-dimensional space is published as public
parameters, the dimension n of predicate and attribute vectors for secret key and encryption
is bounded or fixed, e.g., n < N/4 (i.e., N = O(n)). The full security is proven through the
information theoretical arguments, and the randomness of secret matrix X (e.g., the amount of
the randomness is O(n?)) supplies enough randomness for the arguments.

In contrast, the dimension, n, of the predicate and attribute vectors is not bounded by the
public parameters in unbounded IPE. For example, in one of the proposed IPE schemes (Section
5), the public parameters consist of a constant number of elements, 9 elements of bases (or 105
pairing group elements), By := (bg,1,b0,3,b05) and B := (b1,...,bs,b14,b15), where random

matrices of constant sizes, X S FgXE’ and X S Fé‘r’xw, are employed to generate the public
parameters. The randomness of the public parameters, just a constant amount with respect to
n, is clearly insufficient for the (dual system encryption) arguments on the proof of full security.

To supply additional randomness for the purpose, in our IPE schemes, we introduce a tech-
nique called indexing, where two-dimensional index vectors, o4(1,t) and p(t, —1) are embedded
into ciphertext ¢; and secret key kj, respectively, where o, and p; are freshly random for each t.

In our IPE scheme (Section 5) where n = n’ for simplicity, for example, secret key (k7,..., k)
for ¥ := (v1,...,v,) can be expressed by a coefficient vector, (u(¢t,—1),dvy,...), fort =1,...,n,
over basis B*, i.e., kf := (u(t, —1),0v,...)p= and ciphertext (ci,...,¢y,) for @ := (x1,...,2,)
can be expressed by ¢; := (04(1,t),wxy,...)p for t = 1,...,n, where 0, w are randomly selected.

While the size of the public parameters or its randomness is constant in n, an unbounded
amount of randomness, {ft}t=1... n,{0t}t=1,.n, can be supplied to secret key and ciphertext.
This is a key idea of the indexing technique.

Although the technique supplies an unbounded amount of randomness, i.e., O(n)-size of
randomness, it is not enough for our purpose. We need more and a specific distribution of
randomness. This is because: in the proof of full security on dual system encryption and the
extension, such a real randomness provided by the indexing technique should be expanded into
a hidden part in spaces over bases B and B*, and the distribution should be also adjusted to
(or consistent with) the key-query condition for IPE or ABE. For this purpose, i.e., in order
to amplify the randomness to a hidden subspace and to adjust it to a specific distribution, we
develop another technique, consistent randommness amplification.

For a bit more detailed explanation of the consistent randomness amplification technique,
we will briefly review a hidden part (subspace) of DPVS. As mentioned above, in a typical appli-
cation of DPVS to cryptography, a part of B (say ]ﬁ%) is used as a public key (public parameters).
Therefore, the basis, IB%—IBB, is information theoretically concealed against an adversary, i.e., even
an infinite power adversary has no idea on which basis is selected as B — B when B is published.
The underlying dual vector spaces, span(B) and span(B*), are 15-dimensional for our IPE scheme
(Type 1 or 2) and 14-dimensional for our ABE scheme. The subspaces employed for public pa-
rameters are just 6-dimensional and other 2 dimensional basis can be public. Hence, the basis
for the remaining 7 or 6-dimensional subspace is information theoretically concealed (uncertain).
The consistent randomness amplification technique is executed over these 7 or 6-dimensional



hidden subspaces. For example, as mentioned above, a real secret key {k;} and ciphertext

{c.} are expressed by kj := (u(t, —1),(5%,&,,...)3* and ¢; := (04(1,t), wxy, &?,, . )B-

This technique provides a transformation (for the dual system encryption technique and the

extension) to the following forms: kj := (u(t, —1), 6vs, s5¢,| 0%, (g, ar) - Up, 0, .. )p+ and ¢; :=
(ov(1, t),wzy, @,|...,(T24,7) Zt, 0),...)B, where Z; is an independently random 2 X 2 ma-
trix for each t and Uy := (Z})~!, and other new variables are random. Here, the box-framed

parts are the information theoretically hidden subspaces, the randomness of the hidden parts is
amplified and the distribution of (wv, a) - Uy and (724, 7) - Z; is consistent with the key-query
condition.

The consistent randomness amplification technique is composed of several computational
and conceptual (information theoretical) transformations. One of the key tricks of the trans-
formations is to amplify a source of randomness to a hidden part by applying a computational
assumption, the DLIN assumption. Another computational trick is to swap two vectors in
different positions under DLIN. Information theoretical key tricks are inter-subspace and intra-
subspace types of conceptual transformations (see Section 7 for more details).

The security proofs of our IPE and ABE schemes are hierarchically constructed in a modular
manner. The very top level of the security proof is based on the dual system encryption and
its extension. Several problems in the middle level support the top level arguments. Our key
techniques, the indexing and consistent randomness amplification techniques, which are also
constructed in a hierarchical manner, are employed in the lowest level to reduce the hardness of
the middle level problems to the DLIN assumption. The top level of the security proof of our
IPE scheme (for k = 1) is outlined in Section 5.1.7, and that of our ABE scheme is outlined in
the upper part of Figure 2 in Appendix A.4.

1.4 Notations

When A is a random variable or distribution, ¥y & A denotes that y is randomly selected

from A according to its distribution. When A is a set, y & 4 denotes that y is uniformly
selected from A.  We denote the finite field of order ¢ by F,, F, \ {0} by F, and the set
of positive integers by N. A vector symbol denotes a vector representation over Fy, e.g., &
denotes (x1,...,2,) € Fg. The vector 0 is abused as the zero vector in F;' for any n. XT
denotes the transpose of matrix X. I, and 0, denote the ¢ x ¢ identity matrix and the £ x ¢
zero matrix, respectively. A bold face letter denotes an element of vector space V, e.g., x € V.
When b; € V (i =1,...,n), span(by,...,b,) CV (resp. span(Zy,...,Z,)) denotes the subspace
generated by by,..., b, (resp. Z1,...,2,). For bases B := (by,...,by) and B* := (b],..., b} ),
(x1,...,zN)B = le\il x;b; and (y1,...,yN)p* == Zi\;1 y;by. €1 and € denote the canonical
basis vectors in F7, i.e., € := (1,0) and & := (0,1). GL(n,F,) denotes the general linear group
of degree n over F,.

2 Dual Pairing Vector Spaces by Direct Product of Symmetric
Pairing Groups

Definition 1 “Symmetric bilinear pairing groups” (¢,G,Gr,G,e) are a tuple of a prime g,
cyclic additive group G and multiplicative group Gp of order q, G # 0 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — G i.e., e(sG,tG) = (G, G)* and
e(G,G) # 1. Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear
pairing groups (¢, G, G, G, e) with security parameter X.



Definition 2 “Dual pairing vector spaces (DPVS)” (q,V,Gr, A, e) by a direct product of sym-
metric pairing groups (¢,G,Gr,G,e) are a tuple of prime q, N-dimensional vector space V :=
N

—N——

G x---xG over Fy, cyclic group Gr of order q, canonical basis A = (ai1,...,an) of V,
- N

where a; = (0,...,0,G, 0,...,0), and pairing e : VXV — Gp. The pairing is defined by

e(x,y) = [V, e(Gy, H)) € Gp where x := (Gy,..., Gy) € V and y := (Hy,...,Hy) € V.
This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)*" and if e(z,y) = 1 for all y € V, then
x = 0. For alli and j, e(a;,a;) = e(G, G935 where 0i; = 1ifi =7, and O otherwise, and
e(G,G) # 1 € Gy. DPVS generation algorithm Gypys takes input 1* (A € N) and N € N, and
outputs a description of paramy := (q, V,Grp, A, e) with security parameter A and N -dimensional
V. It can be constructed by using Gppg.

For matriz W := (w; j)i j=1,..N € IF'QNXN and element x := (G1,...,Gy) in N-dimensional

V, W denotes (Zf\il Gw; 1, ... ,Zi]\il Giw; N) :(Zi\il w;1Gi, ..., Zf\il w; NG;) by a natural
multiplication of a N-dim. row vector and a N X N matriz. Thus it holds an associative law,
i.e., (:I)Wl)WQ = l‘(W1W2).

For the asymmetric version of DPVS, see Appendix A.2 in [14]. We describe random dual
orthonormal basis generator Gep, which is used as a subroutine in our IPE and ABE schemes.

Gob(1*, (N¢)¢=0.1) : paramg := (¢,G,Gr, G, e) & Gbpe(17), ¥ & F,
for t = 0,1, paramy, := (¢, V¢, Gr, Ay, e) := gdpvs(ﬂ, Ny, paramg),
Xy o= (Xeag)ijet,o. N,  GL(N,, Fy)y Xi o= (011)ij—1...5, =0 - (XF)™!, hereafter,
Xt,i and ﬁt,i denote the i-th rows of X; and X; for i =1,..., Ny, respectively,
bri = (Xei)a, = Yooy Xeij@ey fori=1,... Ny, Byi=(by1,....byn,),
by o= (Dri)a, = o0y Deigary fori=1,... Ny, Bf = (bjy,....b} ),
gr = e(G,G)¢, param := ({paramy, };—0,1, ¥G, gr), return (param,B,B").

We note that gr = e(by;, by;) for t = 0,1;i =1,..., N;. Hereafter, for simplicity, we denote
N :=N;,V:=V,A:=A,B :=B; and B* := B] for variables with ¢t = 1.

3 Decisional Linear (DLIN) Assumption

Definition 3 (DLIN: Decisional Linear Assumption [4]) The DLIN problem is to guess
B € {0,1}, given (paramg, G,EG, kG, G, 0kG, Yp) & QEL'N(Y\), where

gﬁDLIN(lA) : paramg == (¢, G, G, G e) & Gopg(1%),

K,0,6,0 < Fy, Yor=(0+0)G, Yi<G,
return (paramg, G,£G, kG, 066G, 0kG, Yp),

for B J {0,1}. For a probabilistic machine F, we define the advantage of F for the DLIN prob-
lem as: AdvBUN(\) := |Pr [.7-"(1’\,9)—>1’ 0 <—Rg5L'N(1A)} —Pr [f(ﬁ,g)_q QﬁngL'N(ﬂ)} ’

The DLIN assumption is: For any probabilistic polynomial-time adversary F, the advantage
AdvP?HN(N) ds negligible in .
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4 Definitions of Generalized Inner-Product Encryption (IPE)
and Attribute-Based Encryption (ABE)

4.1 Generalized Inner-Product Encryption

This section defines generalized inner product encryption (IPE) and its security.

The parameters of generalized inner-product predicates are expressed as a vector T :=
{(t,z) |t € Iz, x; € F,}\ {0} with finite index set Iz C N for encryption and a vector
7= {(t,n)|t € Iy, v, € F,}\ {0} with finite index set Iy C N for a secret key, respectively.
Here there are three types of unbounded IPE with respect to the decryption condition. For
Type 1, R(v,&) = 1 iff Iz C Iz and Ztelg viry = 0. For Type 2, R(¥,Z) = 1 iff Iz O Iz and
2ter, vty = 0.

We will consider Type 0 inner-product predicate only for conventional prefix type vectors
v := (v1,...,v,) and & := (x1,...,2,). For Type 0, R(7,Z) = 1 iff n = n' and ¢ -7 :=
Z?:l VTt = 0.

Definition 4 An inner product encryption scheme (for generalized inner-product relation R(U, &))
consists of probabilistic polynomial-time algorithms Setup, KeyGen, Enc and Dec. They are given
as follows:

Setup takes as input security parameter 1*. It outputs public parameters pk and (master) secret
key sk.

KeyGen takes as input public parameters pk, secret key sk, and vector v. It outputs a corre-
sponding secret key skg.

Enc takes as input public parameters pk, message m in some associated message space, msg,
and vector I. It returns ciphertext ctz.

Dec takes as input the master public key pk, secret key sky and ciphertext ctz. It outputs either
m’ € msg or the distinguished symbol 1.

A generalized IPE scheme should have the following correctness property: for all (pk, sk) AL
Setup(1%), all vectors ¥ and &, all secret keys sky & KeyGen(pk, sk, ¥), all messages m, all
ciphertext ctz R Enc(pk, m, Z), it holds that m = Dec(pk, skg, ctz) if R(¥,Z) = 1. Otherwise, it
holds with negligible probability.

Definition 5 The model for defining the adaptively fully-attribute-hiding security of I PE against
adversary A (under chosen plaintext attacks) is given by the following game:

Setup The challenger runs the setup algorithm, (pk, sk) R Setup(1*), and gives public param-
eters pk to A.

Phase 1 A may adaptively make a polynomial number of key queries for wvectors, v, to the

challenger. In response, the challenger gives the corresponding key sky AL KeyGen(pk, sk, ¥/)

to A.

Challenge A submits challenge vectors (f(o),f(l)) with the same index set Izo) = Iz (or
nO = /@) for Type 0) and challenge messages (m(o),m(l)), subject to the following
restrictions:

o Any key query ¥ in Phase 1 satisfies R(7, 7)) = R(7,1) =0, or

11



e Two challenge messages are equal, i.e., m® = mW | and any key query @ in Phase

1 satisfies R(v, 7)) = R(¥, #).
The challenger flips a coin b L {0,1}, and gives ctyw) i Enc(pk, m®, ") to A.

Phase 2 Phase 1 is repeated with the above restriction for key query v and challenge, (f(o), f(l))
and (m©), mW).

Guess A outputs a bit V', and wins if b = b.

The advantage of A in the above game is defined as Adv!APE’AH(A) = Pr[A wins | — 1/2 for
any security parameter \. An IPE scheme is adaptively fully-attribute-hiding (AH) against cho-
sen plaintext attacks if all probabilistic polynomial-time adversaries A have at most negligible
advantage in the above game. For each run of the game, the variable s is defined as s := 0 if
m© £ m® for challenge messages m©® and mY | and s := 1 otherwise.

4.2 Attribute-Based Encryption with Non-Monotone Access Structures
4.2.1 Span Programs and Non-Monotone Access Structures

Definition 6 (Span Programs [2]) Let {p1,...,pn} be a set of variables. A span program
over Fy is a labeled matriz M = (M, p) where M is a (¢ x r) matriz over Fy and p is a labeling
of the rows of M by literals from {p1,...,Pn, P1,-.., "Pn} (every row is labeled by one literal),
e, p:{l,.... 0} = {p1,..,Pns D1, -+, “Pn}-

A span program accepts or rejects an input by the following criterion. For every input
sequence ¢ € {0,1}" define the submatriz Ms of M consisting of those rows whose labels are set
to 1 by the input 9§, i.e., either rows labeled by some p; such that §; = 1 or rows labeled by some
—p; such that §; = 0. (i.e., v:{1,...,0} — {0,1} is defined by v(j) = 1 if [p(j) = pi] A [0 = 1]
or [p(j) = =il A [6; = 0], and vy(j) = 0 otherwise. Ms = (M;) =1, where M; is the j-th row
of M.)

The span program M accepts & if and only if Te span({Ms), i.e., some linear combination of
the rows of Ms gives the all one vector 1. (The row vector has the value 1 in each coordinate.) A
span program computes a Boolean function f if it accepts exactly those inputs § where f(§) = 1.

A span program is called monotone if the labels of the rows are only the positive literals
{p1,...,pn}. Monotone span programs compute monotone functions. (So, a span program in
general is “non”-monotone.)

v(5)

We assume that no row M; (i = 1,...,/) of the matrix M is 0. We now introduce a non-
monotone access structure with evaluating map ~ that is employed in the proposed attribute-
based encryption schemes.

Definition 7 (Access Structures) U, (t =1, ...,d and U, C {0,1}*) is a sub-universe, a
set of attributes, each of which is expressed by a pair of sub-universe id and value of attribute,
i.e., (t,v), where t € {1,...,d} and v € IF,.

We now define such an attribute to be a variable p of a span program M = (M, p), i.e., p:=
(t,v). An access structure S is span program M = (M, p) along with variables p := (t,v),p’ =
('), ..., ie., S:=(M,p) such that p: {1,..., L} — {(t,v), (', V),...,=(t,v),~(t',V),...}.

Let T' be a set of attributes, i.e., I := {(t,x¢) | 2t € Fy, 1 <t < d}, where 1 <t < d means
that t is an element of some subset of {1,...,d}.

When T' is given to access structure S, map v : {1,...,0} — {0,1} for span program M =
(M, p) is defined as follows: Fori=1,..., 4, sety(i) = 1if [p(i) = (t,v)]A[(t, ) € T]A[v; = a¢]
or [p(i) = = (t,v)| AN [(t, ) € T] A [v; # a4]. Set v(i) = 0 otherwise.

Access structure S := (M, p) accepts T iff T € span{(M;)(i)=1)-
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We now construct a secret-sharing scheme for a non-monotone access structure or span
program.

Definition 8 A secret-sharing scheme for span program M = (M, p) is:

1. Let M be £ x r matriz. Let column vector j‘?T = (f1, .., f)F A F;. Then, so:= I fT =

> ey fr is the secret to be shared, and 8T := (s1,...,s0)T := M - fT is the vector of ¢
shares of the secret sy and the share s; belongs to p(i).

2. If span program M = (M, p) accept &, or access structure S := (M, p) accepts T, i.e.,
e span((M;)i=1) with v : {1,..., 0} — {0,1}, then there exist constants {o; € F, |
i€ I} such that I C {i € {1,...,0} | (i) = 1} and }_,.; a;s; = so. Furthermore, these
constants {a;} can be computed in time polynomial in the size of matriz M.

4.2.2 Key-Policy Attribute-Based Encryption

In key-policy attribute-based encryption (KP-ABE), encryption (resp. a secret key) is associated
with attributes T' (resp. access structure S). Relation R for KP-ABE is defined as R(S,T") =1
iff access structure S accepts I'.

Definition 9 (Key-Policy Attribute-Based Encryption: KP-ABE) A key-policy attribute-
based encryption scheme consists of probabilistic polynomial-time algorithms Setup, KeyGen, Enc
and Dec. They are given as follows:

Setup takes as input security parameter 1. It outputs public parameters pk and master secret
key sk.

KeyGen takes as input public parameters pk, master secret key sk, and access structure S :=
(M, p). It outputs a corresponding secret key sks.

Enc takes as input public parameters pk, message m in some associated message space msg,
and a set of attributes, I' := {(t,x¢)|xy € Fy, 1 <t < d}. It outputs a ciphertext ctp.

Dec takes as input public parameters pk, secret key sks for access structure S, and ciphertext
ctr that was encrypted under a set of attributes T'. It outputs either m’ € msg or the
distinguished symbol L.

A KP-ABE scheme should have the following correctness property: for all (pk,sk) AL
Setup(1%), all access structures S, all secret keys skg R KeyGen(pk, sk,S), all messages m,

all attribute sets I', all ciphertexts ctr i Enc(pk, m,I"), it holds that m = Dec(pk, sks, ctr) if S
accepts I'. Otherwise, it holds with negligible probability.

Definition 10 The model for defining the adaptively payload-hiding security of KP-ABE under
chosen plaintext attack is given by the following game:

Setup The challenger runs the setup algorithm, (pk, sk) R Setup(1*), and gives public param-
eters pk to the adversary.

Phase 1 The adversary is allowed to adaptively issue a polynomial number of key queries, S,
to the challenger. The challenger gives sks &2 KeyGen(pk, sk,S) to the adversary.
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Challenge The adversary submits two messages m9, m) and a set of attributes, T', provided
that no S queried to the challenger in Phase 1 accepts I'. The challenger flips a coin

p Y {0,1}, and computes ct(rb) A Enc(pk,m®) . T). It gives ct(Fb) to the adversary.
Phase 2 Phase 1 is repeated with the restriction that no queried S accepts challenge T'.

Guess The adversary outputs a guess b’ of b, and wins if b/ = b.

The advantage of adversary A in the above game is defined as AdvﬁP_ABE’PH()\) := Pr[A wins | —

1/2 for any security parameter \. A KP-ABE scheme is adaptively payload-hiding secure if all
polynomial time adversaries have at most a negligible advantage in the above game.

4.2.3 Ciphertext-Policy Attribute-Based Encryption

Definition 11 (Ciphertext-Policy Attribute-Based Encryption : CP-ABE) A ciphertext-
policy attribute-based encryption scheme consists of four algorithms.

Setup takes as input security parameter. It outputs the public parameters pk and a master key
sk.

KeyGen takes as input a set of attributes, T := {(t,z;)|x; € Fg,1 < t < d}, pk and sk. It
outputs a decryption key.

Enc takes as input public parameters pk, message m in some associated message space msg,
and access structure S := (M, p). It outputs the ciphertext.

Dec takes as input public parameters pk, decryption key skp for a set of attributes I', and
ciphertext cts that was encrypted under access structure S. It outputs either m’ € msg or
the distinguished symbol L.

A CP-ABE scheme should have the following correctness property: for all (pk,sk) i
Setup(1%), all attribute sets I', all decryption keys skp AL KeyGen(pk, sk, I"), all messages m,

all access structures S, all ciphertexts ctg R Enc(pk,m,S), it holds that m = Dec(pk, skr, cts)
with overwhelming probability, if S accepts I'.

Definition 12 The model for proving the adaptively payload-hiding security of CP-ABE under
chosen plaintext attack is:

Setup The challenger runs the setup algorithm, (pk,sk) i Setup(1%), and gives the public
parameters pk to the adversary.

Phase 1 The adversary is allowed to issue a polynomial number of queries, I', to the challenger
or oracle KeyGen(pk, sk, ) for private keys, skr associated with T

Challenge The adversary submits two messages m®, mM) and an access structure, S :
(M, p), provided that the S does not accept any I' sent to the challenger in Phase

s =

The challenger flips a random coin b & {0,1}, and computes ctéb) XK Enc(pk, m(®,S).

gives ct(Sb) to the adversary.

Phase 2 The adversary is allowed to issue a polynomial number of queries, I', to the challenger
or oracle KeyGen(pk, sk, -) for private keys, sk associated with T, provided that S does not
accept T'.
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Guess The adversary outputs a guess b’ of b.

The advantage of an adversary A in the above game is defined as Adij_ABE’PH()\) = Prt) =
bl — 1/2 for any security parameter \. A CP-FE scheme is adaptively payload-hiding secure if
all polynomial time adversaries have at most a negligible advantage in the above game.

We note that the model can easily be extended to handle chosen-ciphertexst attacks (CCA)
by allowing for decryption queries in Phase 1 and 2.

5 Proposed IPE Schemes

5.1 Type 1 IPE Scheme
5.1.1 Construction Idea for Our Type 1 and 2 IPE Schemes

In the existing constructions [13, 8, 14, 15, 16, 17] of IPE on DPVS, around cn (¢ > 1) di-
mensional vector spaces are used for n-dimensional attribute and predicate vectors. Here, the
vectors are encoded in an n-dimensional subspace. Although this is a typical strategy of con-
structing IPE on DPVS, we cannot employ this idea in the unbounded setting, where we can
use only constant dimensional spaces. In our construction, each component x; of ¥ (resp.v;
of ¥) is encoded in a constant dimensional space. In order to meet the decryption condition,
we employ the indexing technique and n-out-of-n secret sharing trick. For example, in Type
1 construction, 4-dimensional vector (u(t, —1), vy, s¢) is encoded in key k;, and (oy(1,t), wxy,
w) is encoded in ciphertext ¢;. The first 2-dimension is used for indexes, and s; in the fourth
component of ki is for the secret sharing. Informally, a ciphertext can be decrypted if all n
pieces of shares s; are recovered. A Type 2 IPE scheme can be constructed from our Type 1
scheme by setting the secret-sharing mechanism in the ciphertext side instead of the secret key
side.

5.1.2 Construction

Let d := poly()\), where poly(-) is an arbitrary polynomial. Random dual basis generator
Gob (17, (N¢)i=0,1) is defined at the end of Section 2. We refer to Section 1.4 for notations on
DPVS.
Setup(1*):  (param, (Bo, BY), (B, B*)) < Gop(1*, (No := 5, N := 15)),
Bo := (bo,1,b0,3,b05), B := (b1,.., by, b14, b15),
Ba = (b6,1,b3,3>b3,4)a B* := ( Tv "’bjb T2a ){3)a
return pk := (1%, param,@o,@), sk := (]@S,I@*)
KeyGen(pk, sk, U := {(t,vt) |t el; C {1, R ,d}}) D 8¢, 0, 7o <—U Fq for t € Iz, sg:= Zte[g St,

ké = ( —S0, 07 17 1o, 0 )]Bav

4 7 2 2
AN —— A~

U *
for ¢ < I@', /j,t,nt71,?7t72 — Fq, kt = ( /,Lt(t, —1), (51),5, St, 07, Nt 151,25 02 )3*7
return sky := (I, kg, {kf }eer,)-
Enc(pk, m, &= {(t,z) |t € I; C {1,...,d}}) : w,&,C, 00 < Fy,

Cy ‘= ( &7 07 C) 07 %0 )1807 r = g%m7

4 7 2 2
% N AN ——

U ~
for t € va Ot, Pt1,Pt,2 < qu Ct 1= ( Ut(17 t)v W, W, 077 027 Pt.1,Pt.2 )B:
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return cty = (va Co, {ct}tEI:;;v CT)'

Dec(pk, skg 1= (Iﬁa kg, {k:}t615)7 Cty = (Ifc’) Co, {Ct}telfch)) :
if Iy C Iz, K :=e(co, k) - [lies, eler, ki), return m’ := ep /K,
else return L.

[Correctness] If Iy C Iz and )., vixy =0, e(co, ki) - [1ier, elen k) =

iy 5 —5 Sw(Xpery vere)+@0( ey 5t) - &
wsop+¢ dwviri+wsy . —wso+( tely tely _ —@so+CHaso ¢
9r : Htelg gr " =9r 97 =9r =97

5.1.3 Security

Theorem 1 The proposed Type 1 IPE scheme is adaptively fully-attribute-hiding against chosen
plaintext attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines F’s, whose running times are essen-
tially the same as that of A, such that for any security parameter \, the advantage Adv'jE’AH (N
is upper-bounded by the sum of the right hand of Eq. (1) and the right hand of Eq. (2). The sum
is given by the total of (v(12d? + 6d + 3) +4d + 6) advantages of DLIN for F algorithms, which
are F machines with parameters (h,i,p,j,1) as described in Lemmas 1 and 2. Here, v is the

maximum number of A’s key queries.

Theorem 1 is proven based on Lemmas 1 and 2.

Proof. First, we execute a preliminary game transformation from Game 0 (original security

game in Definition 5) to Game 0’, which is the same as Game 0 except that flips a coin & {0,1}
before setup, and the game is aborted in step 3 if Kk # s. We define that A wins with probability
1/2 when the game is aborted (and the advantage in Game 0’ is Pr[A wins | — 1/2 as well).
Since k is independent from s, the game is aborted with probability 1/2. Hence, the advantage
in Game 0’ is a half of that in Game 0, i.e., Advle’AH’O,()\) =1/2- Advle’AH(/\). Moreover,
Pr[A wins] = 1/2- (Pr[A wins | kK = 0]+ Pr[A wins | k = 1]) in Game 0’ since & is uniformly and
independently generated. As for the conditional probability with x = 0, i.e., Pr[A wins | k = 0],
Lemma 1 (Eq. (1)) holds. As for the conditional probability with x = 1, i.e., Pr[A wins | k = 1],
Lemma 2 (Eq.(2)) holds. Since Adv[ZE’AH()\) =2- Adv!ZE’AH’OI()\) = Pr[A wins | kK = 0] +
Pr[A wins | k = 1] — 1 = (Pr[Awins |k = 0] — 1/2) + (Pr[Awins|x = 1] — 1/2), we obtain
Theorem 1 from Lemmas 1 and 2. O

Lemma 1 The proposed Type 1 IPE scheme is adaptively fully-attribute-hiding against chosen
plaintext attacks under the DLIN assumption when k = 0.

For any adversary A, there exist probabilistic machines Fi.g, Fi-1, F1-2, Fo-1, Fa-2-1, - - - y Fo-2.5,
F3, whose running times are essentially the same as that of A, such that for any security pa-
rameter \,

Pr[A wins in Game 0’ | £ = 0] — 1/2 < AdvPN(A) + AN (V) + 300 375 AdvREN ()
S (AdVREN () + 300 S22 (AVREI, () AdVREN, ()
it e (AGVEEN ) AREEN ) AR, () +
Y1 AVEEN (V) e, (1)

where Fiopj() == Fro(h,p, j,)s Fon1(:) == Foa(hs ), Fon2pi(+) = Fo21(hspy i),
Fonopoi(s) = Fooalh,p,J, ) Fohops-jual-) = Faoos(h,p, 4,1, ), Fonopaji() := Faoal(h,p,
Il )y Fonapsi(c) = Foos(h,p, j, ), Fai(-) == F3(4,-), v is the mazimum number of A’s key
queries and € := (20d?v + 10dv + 5v + 10v + 20) /q.
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Proof outline (resp. proof) of Lemma 1 is given in Section 5.1.5 (resp.5.1.6).

Lemma 2 The proposed Type 1 IPE scheme is adaptively fully-attribute-hiding against chosen
plaintext attacks under the DLIN assumption when k = 1.

For any adversary A, there exist probabilistic machines Fi.g, Fi-1, Fi-2, Fo-1, Fo-o1, ..., Foos,
Fo31, ..., Foss, Foua, whose running times are essentially the same as that of A, such that for
any security parameter X,

Pr[A wins in Game 0’ | k =1] —1/2 < AdijclL_'é\' (A) + AdvZEN () + Zzzl Z?:l Adv]D_—lLi';\ilpij()\)
v 3 d 2
Sy (AVEEN )+ 8, S0 S (AdVREN )+ AR )+

St 1 (AR O) AN )+ AR ) +

Foh-t-p-3-j-1 Foh-t-p-d-j-1 Foh-t-p-5-5
2 DLIN
ZjZI Advf2_4_j ()\)> + €, (2)

where Fiop () = Fia(h,p, 4, ), Fon-1(-) = Foa(h, ), Fohrp1-5(-) = Foer (R, 0, Js )5
Foherp2-i(+) = Foua(hyp, js )y Fooherop-g-ji (+) = Fouz(ho 0, 3,1, 2) Foheropajt (4) == Fouea(hy p, 4,
L), Fonpsi(c) = Fous(h,p, j,-) fore=2,3, Fouj(-) := Foulj,-), v isthe maximum number
of A’s key queries and e := (40d*v + 20dv + 10v + 10d + 10) /q.

Proof outline (resp. proof) of Lemma 2 is given in Section 5.1.7 (resp.5.1.8).

5.1.4 Lemmas (and Problems) for the proof of Lemmas 1 and 2

Computational Problems and Assumptions for Proofs of Lemmas 1 and 2 While
our IPE scheme uses 15 dimensional space V, our KP-ABE in Section 6.1 uses 14 dimensional V.
This 1-dimensional difference arises from the difference of the required security, fully-attribute-
hiding for IPE but only payload-hiding for KP-ABE. The security of our KP-ABE is proven
using Problem 1-ABE and 2-ABE. Note that while these problems are made for KP-ABE, they
are also key techniques or basic building blocks for the security proof of IPE. The security proofs
for Problems 1-ABE and 2-ABE (Lemmas 23 and 24) are given in Appendix A.4. The security
proofs of IPE and ABE are reduced to the security (intractability) of these problems.

We will introduce 5 computational problems on DPVS for our IPE, Problems 1-IPE, ...,
5-IPE. These are classified into 3 types, ones based on Problem 1-ABE, ones based on Problem
2-ABE, and ones directly reduced from DLIN. Since the security of Problems 1-ABE and 2-ABE
is proven using the indering and consistent randomness amplification techniques, the security
of the former two types essentially depends on these techniques.

The security lemma of Problem 1-IPE for unbounded IPE is reduced to that of Problem
1-ABE (Lemma 32 in Appendix A.1.1), and the security lemmas of Problems 2-IPE and 4-IPE
are reduced to that of Problem 2-ABE (Lemma 33 in Appendix A.1.2). The security proofs of
the other problems (Problems 3-IPE and 5-IPE) are not based on Problems 1-ABE or 2-ABE,
but can be directly reduced from the DLIN assumption.

Definition 13 (Problem 1-IPE) Problem 1-IPE is to guess (3, given (param,@o,@g,@,@*,
~ ~ R
€3.0.1€8,1iti=1,..di=1,2, €8,1, €2) — ggl"PE(l’\,d), where
gﬁPl_IPE(lAa d) : (param, (18307185)1 (B7B*)) <_R gob(1>\7 (NO :=5,N := 15))>
Yo, w <_U]Fq7 T <_U]qua
Bo := (bo.1,b0,3,bo5), B:= (br,.., by, bia, bis),

% . 1k * * o . 1k % gk *
IB%0 T (bO,lﬂbO,SﬂbOA)v B '*( 1,..,b4, 12> 13)7
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€00 = (w,0,0,0,90)By, €1,0:= (w,7,0,0,00)B,, Zt J GL(2,F,) fort=1,...,d,
for t = 17 oo )da 1= 172a _'1 = (170)5 52 = (05 ]-) € quv Ot,is Pty 1, Pt,i,2 <_U ]FQ7

4 7 2 2
N —N—

A > 7 2
eoti= | oi(1, 1), wej, 0°, 0%, il Pri2 B

R = = 2 > 2
61775’@‘ = ( Ut’i(l, t), we;, TE;, 0 , TE; Zt, 0, 0 y QDt’Z‘J,SOt’Z"Q )IB;
Py o =~ 3 7 2 ~ o~
eO,l = ( ag, 0 5 0 P 0 3 P1, P2 )]Ba
g A ~ 3 6 2 = =
€11 = ( g, 0 5 0 ; 07 0 ; ©1, P2 )]Ba

€y := obsy,

o s o
return (param, By, By, B, B*, eg0,{€a,t,i}t=1,. d:i=1,2, €31, €2),

for B8 J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 1-IPE is defined
as: AdVBIPE()) .= ‘Pr [3(1&@)_4‘ Qigg’l-'PE(ﬂ,n)} —Pr [3(1&9)%1) gﬁgfl-'PE(ﬂ,n)} }

Lemma 3 Problem 1-IPE is computationally intractable under the DLIN assumption.

For any adversary B, there exist probabilistic machines Fo, F1,Fe, whose running times
are essentially the same as that of B, such that for any security parameter A, Advlpgl"PE()\) <
AdVREN () + AVEEN () + 300 S AVEEN (X) + €, where Fop () i= Falp, 4, -), € := (10d+
5)/q.

Lemma 3 is proven in Appendix A.1.1.

Definition 14 (Problem 2-IPE) Problem 2-IPE is to quess [3, given (param,ﬁg,ﬁg,@,ﬁ*,
R -
h o, €0, {RG i €niti=1,. dim12) < G52 (1%, d), where

gﬁm"PE(lA,d) : (param, (By,Bj), (B,B*)) K Gob(1*, (No := 5, N :=15)),
8,10, 00,w = Fq, 7, p < F/,
Bo := (bo,1,b03,bos), B := (bi, .., bs, big, bys),
B = (b1, bha), BT := (], .., b, by, b, by, biy),
hoo = (6,0,0,70,0)8z, hio:= (6, p,0,m0,0)m;, €0 := (w,7,0,0,%0)B,
Z & GL(2,F,), Uy = (Z7 YT, for t =1, ...,
fort=1,....d; i=1,2 ¢ :=(1,0),é:=(0,1) € F,

u
Ht iy Ot iy Mti s Mt 25 Ptiils P2 < Fo,

4 7 2 2

hivi = ( pea(t, —1), 6€i, 07, Mii, 15 Mti,2 0° )B*
hﬁl(,t,i = ( ,ut,i(ta _1)a 6517 04) sz Ut7 07 nt,i,l,nt,i,? 02 )B*a
e = (ol t), we, T, 0% 7€ Z, 0, 02, Cril, Pti2 B

S s s N N
return (param ) BO: IB%Oa ]Bv B ) h570) €0, {hﬁ7t7i7 et,i}t:l,...,d;i:1,2)7

for & {0,1}.  For a probabilistic adversary B, the advantage of B for Problem 2-IPE,
AdvE>PE(N), is similarly defined as in Definition 13.

Lemma 4 Problem 2-IPE is computationally intractable under the DLIN assumption.
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For any adversary B, there exist probabilistic machines Fi,Fo1,...,Fos, whose running

times are essentially the same as that of B, such that for any security parameter \, Adez"PE()\) <

d 2
Adv.?—'I;IN()‘) + Zp:l Zj:l (Adv‘?:;-lgl.j(A) + AdV]D:;-I22.j ()‘) + Zl:l,...,d; l#p (AdV]D-'Ig__IL\I,g,_j_l()‘)_'_
Adv%_'}'j&j_l(x)) + Adv%'ys_j(x)) + €, where Fop1.i(-) := Fo1(p, j,-)s Fopai(-) == Foo(p,J, ),

~7:2—p—3—j—l(') = ‘7:2—3(p>j>la ')7‘7'—2—p—4—j—l(') = ~7:2—4(pajala ')7]:2—p—5—j(') = ~7:2—5(paja ) and € =
(20d? 4 10d + 5)/q.

Lemma 4 is proven in Appendix A.1.2.
Definition 15 (Problem 3-IPE) Problem 3-IPE is to guess (3, given (param,Bo,BS,B,@*,
h*,ez) X 953'”3'5(1)‘), where

gE3-IPE(1)\) . (param, (Bo, By), (B, B*)) R gob(1/\7 (Np :=5,N :=15)),

u . ok L x 1ok Lk Lk *
T,U,W,T,Zi,ni,@iH}Fq fOI'Z:1,2, B* .= ( 1 27b47 (CRA) 15)7
4 7 2 2
R 2 4 2 2
h* = ( 0 y Uy 07 0 ) r, 0 ) n, 12, 0 )IB*7
- 4 4 2
e = ( 0%, 0%, 21, 22, 0, 07, 1,92 B
R 2 3 2
€] = ( 0 , W, 07 T, 0 , Rl 22, 07 0 ’ @1, P2 )137

return (param, By, By, IBB,@*, h*, ep),

for B J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 3-IPE,
Advlpg?"IPE()\), is similarly defined as in Definition 13.

Lemma 5 Problem 3-IPE is computationally intractable under the DLIN assumption.
For any adversary B, there exist probabilistic machines F whose running times are essen-

tially the same as that of B, such that for any security parameter X, AdvE>'PE()\) < Adng'N()\)—i—
€, where € :=5/q.

Lemma 5 is proven by combining proofs of (straightforward extensions of) Lemmas 1 and 2
in [14].
Definition 16 (Problem 4-IPE) Problem 4-IPE is to guess (3, given (param,@o,@g,@,@*,
* * R -
his €0, {h 50 eniti=t, dim1,2) < G5+'TE(17, d), where

GEHPE(17,d) : (param, (Bo, BY), (B, B*)) < Gob(1%, (No := 5, N :=15)), 10,0, 7, p < Fy,
B := (bo.1,b0,3,b05), B := (by,.., by, b1y, ba, bis),
B = (5,1, b53,b5,4), B = (b1, .., b, by, by, bis),
hq = (0,p,0,m0,0)mz, €o:= (0,7,0,0,¢0)B,,
Zy & GL(2,F,), Uy = (Z7 YT, for t =1, ..d,
fort=1,....d; i=1,2; & :=(1,0),é :=(0,1) €FZ,

U
Ftyis Oty Mei 1 0,25 Ptii 1y P2 < o,

4 7 2 2

ho o= ( palt, 1), 0% 0%, peiUs 0, 7in, a2 0° )B*
h’itﬂ‘ = ( Ht,i(ta _1)’ 027 pé;a 057 Tt 15 M2 02 )B*7
er;:= ( owi(l, 1), 0% 1€, 0% 7€ 7, 0, 02, Oril, Pri2 B

o MW W M ok *
return(paramvB()a]BO?BaB 7h07607{hﬁ’t,yﬁet,i}t:l,...,d;i:l,2)7
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for B & {0,1}. For a probabilistic adversary B, the advantage of B for Problem 4-IPE,
AdeP;4'IPE()\), is similarly defined as in Definition 13.

Lemma 6 Problem 4-IPE is computationally intractable under the DLIN assumption.
For any adversary B, there exist probabilistic machines Fs.1,. .., Fs.5, whose running times
are essentially the same as that of B, such that for any security parameter A, Advg4"PE()\) <

d 2
S 0 (AN, () + AN, () + Cy g 1y (A, () + AN ()
+Adv%_|:_ls_j(>\)) + €, where F3p15(-) := F31(p.J, ) Fap2(-) := Fz2(p.j,)s Fapajuls) =
Fs3(p, sl +)s Fapajua () = Faa(p, 4,1, -), Fapsj(-) := Fa5(p,j,-) and € :== (20d* + 10d)/q.

Lemma 6 is proven in a similar manner to Lemma 4.

Definition 17 (Problem 5-IPE) Problem 5-IPE is to guess (3, given (param,Bg,BS,@,B*,
* R -
hj, {ej}j=01) — QES IPE(1Y), where
G5>'"PE(1Y) 1 (param, (Bo, B}), (B, B*)) L Gop(1*, (N := 5, N := 15)),
Tiy 92‘,,0 <—U Fq fOl“ = 0, 1, @ = (bl, ooy b4, b(j, e ,blg, b12, e ,b15),
. U
for 22071; N, M2, 9i1, Pi2 <_1Fq7

4 7 2 2

=~ -
h’(ﬁ = ( 047 12 06a n, 12 02 )B*a
h’T = ( 047 067 P n,n2 02 )B*7
€; = ( 047 Ti, 05) Hia 027 ©i,1, Pi2 )Ba

return (param, By, By, I@, B*, hj, {ei}i=01),

for B Y {0,1}.  For a probabilistic adversary B, the advantage of B for Problem 5-IPE,
AdlegS'IPE()\), is similarly defined as in Definition 13.

Lemma 7 Problem 5-IPE is computationally intractable under the DLIN assumption.

For any adversary B, there exist probabilistic machines F whose running times are essen-
tially the same as that of B, such that for any security parameter A, AdlegS'IPE()\) < Adv%LIN()\)—i—
€, where € := 8/q.

Lemma 7 is proven in a similar manner to Lemma 4 in [16] (i.e., security of Problem 3 in
[16]).

Next is a key probabilistic (or information-theoretic) lemma used in the proofs of Lemmas
11 and 19.

Lemma 8 (Lemma 3 in [14]) For p € Fy, let Cp := {(Z,0)|Z -0 = p} C V x V* where
V' is n-dimensional vector space Fj', and V* its dual. For all (%,v) € Cp, for all (7,%) €

Cp, Pr[fU=F A 9Z =] = Pr[#Z =7 A §U = @] = 1/4C,p, where Z < GL(n,F,),U :=
(z=hHT.
5.1.5 Proof Outline of Lemma 1

At the top level of strategy of the security proof, we follow the dual system encryption method-
ology proposed by Waters [21]. In the methodology, ciphertexts and secret keys have two forms,
normal and semi-functional. In the proof herein, we also introduce another form of secret keys
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called pre-semi-functional, which is called nominally semi-functional in [9]. The real system
uses only normal ciphertexts and normal secret keys, and semi-functional ciphertexts and semi-
functional /pre-semi-functional keys are used only in a sequence of security games for the security
proof.

To prove this theorem, we employ Game 0’ (defined in the proof of Theorem 1) through
Game 4. As in the original dual system encryption, challenge ciphertexts have a final (or
randomized) form in the final game (Game 4). In the proof herein, we also use another form of
ciphertext, which we call semi-randomized form, in Game 3. This form and an additional game
transformation from Game 3 to 4 is necessary for achieving security using limited randomness
in public parameters.

In Game 1, the challenge ciphertext is changed to semi-functional. When at most v key
queries are issued, there are 2v game changes from Game 1 (Game 2-0-2), Game 2-1-1, Game
2-1-2, through Game 2-v-2.

In Game 2-h-1, the first (h — 1) keys are semi-functional and the h-th key is pre-semi-
functional, while the remaining keys are normal, and the challenge ciphertext is semi-functional.
In Game 2-h-2, the first h keys are semi-functional (i.e., and the h-th key is semi-functional),
while the remaining keys are normal, and the challenge ciphertext is semi-functional.

The next game (Game 3) with semi-randomized challenge ciphertext is conceptually changed
from Game 2-v-2, and the final game (Game 4) with randomized challenge ciphertext is com-
putationally changed from Game 3. As usual, we prove that the advantage gaps between
neighboring games are negligible. In this proof outline, we ignore a negligible factor in the
(informal) descriptions of this proof outline. For example, we say “A is bounded by B” when
A < B + €(\) where €(A) is negligible in security parameter A.

When at most v key queries are issued by an adversary, we set a sequence of sk := skz’s,
ie., (sk(l)*, e sk(”)*), in the order of the adversary’s queries. A normal secret key, sk%h)*norm,
is the correct form of the secret key of the proposed IPE scheme, and is expressed by Eq. (3).
Similarly, a normal ciphertext ct2™, is expressed by Eq. (4). A pre-semi-functional secret key,
skq(jh)* PSEM! " is expressed by Eq.(6), a semi-functional secret key, sk%h)* M is expressed by
Eq. (7), and a semi-functional ciphertext, ct¥™', is expressed by Eq.(5). A semi-randomized
ciphertext is expressed by Eq. (8), and a randomized ciphertext is expressed by Eq. (9).

To prove that the advantage gap between Games 0 and 1 is bounded by the advantage of
Problem 1-IPE (to guess 8 € {0,1}), we construct a simulator of the challenger of Game 0’ (or

1) (against an adversary .A) by using an instance with /3 & {0,1} of Problem 1-IPE. We then
show that the distribution of the secret keys and challenge ciphertext replied by the simulator
is equivalent to those of Game 0’ when 3 = 0 and Game 1 when § = 1. That is, the advantage
gap between Games 0 and 1 is bounded by the advantage of Problem 1-IPE (Lemma 9). The
advantage of Problem 1-IPE is proven to be bounded by that of the DLIN assumption (Lemma
3).

The advantage gap between Games 2-(h — 1)-2 and 2-h-1 is similarly shown to be bounded
by the advantage of Problem 2-IPE (i.e., advantage of the DLIN assumption) (Lemmas 10 and
4).

The distributions of pre-semi-functional secret key skq(jh)* psemi (Eq. (6)) and semi-functional
secret key skéh)* *™ (Eq. (7)) are distinguishable by the simulator or challenger, but the joint

distributions of (skéh)* PEEM! cts$e™i) and (skgh)* M ct$$™) along with the other keys are (infor-

mation theoretically) equivalent for the adversary’s view, when ¢ and & are not orthogonal.

Therefore, as shown in Lemma 11, the advantages of Games 2-h-1 and 2-h-2 are equivalent.
We show that Game 2-v-2 can be conceptually changed to Game 3 (Lemma 12) by using

the fact that basis vectors of bgo and bag are unknown to the adversary (and matrices Z; are
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uniformly and independently distributed).
Finally, we show the advantage gap between Games 3 and 4 is bounded by the advantage
of Problem 3-IPE (i.e., advantage of the DLIN assumption) (Lemmas 13 and 5).

5.1.6 Proof of Lemma 1

To prove Lemma 1, we consider the following games. In Game 0’, a part framed by a box
indicates positions of coefficients to be changed in a subsequent game. In the other games,
a part framed by a box indicates coefficients which were changed in an experiment from the
previous game. Games proceed as follows:

Game 0’ = Game 1 = (for h =1,...,v; Game 2-h-1 = Game 2-h-2 ) = Game 3 = Game 4

Game 0’ : Same as Game 0 except that flip a coin & S {0,1} before setup, and the game is
aborted in step 3 if kK # s. In order to prove Lemma 1, we consider the case with k = 0. The
reply to a key query for ' := {(¢,v¢) |t € I} is:

ks = ( —50, @7 17 Mo, 0 )Baa
4 7 2 2
A~ = (3)

for t € I177 k: = ( Mt(u _1)7 5’Ut, St 047 7 07 ﬁ‘t7 02 )B*-

This is called a normal key. The challenge ciphertext for challenge plaintexts (m(o), m(l)) and
attributes 7(®) := {(t,xgb)) |t € Iz} with Iz := I 0) = Iz is:

Cp ‘= ( &}7 @7 7 Oa ®0 )]Bm ZT = gg“m(b)v - , ,
AN A (4)

fOI‘ te Ifa Ct := ( Ut(17 t)v wxgb) ) a 7 027 70a 027 QBt )1537

where b {0,1}. This is called a normal ciphertext.

Game 1: Same as Game 0’ except that the challenge ciphertext is:

Co ‘= ( wv a Cv 0, ®0 )Bov Cr = g%m(b)a
for t € Iz,
4 7 2 2 (5)
c = (o1, 1), wxgb), w, Ta:,gb), 7|, 02, (ngb), 7)-Zg, 0, 0%, & )m,

where 7,7 s FJ Zt S GL(2,F,), and all the other variables are generated as in Game 0’.

This is called a semi-functional ciphertext.

Game 2-h-1 (h = 1,...,v): Game 2-0-2 is Game 1. Game 2-h-1 is the same as Game
2-(h — 1)-2 except the reply, (k§, {kf }ier,), for the h-th key query for v := {(t,v;) |t € Iy} are:
7 2 2

k6 = (s [a0h 1, 0
4
N (6)
for t € Iy, ki :=( m(t, 1), dvg, s, 0 ’ 0, 0% e,
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where a; <> Fq, a0 == X ier, ar. U= (Z7HT for Z, & GL(2,F,;) used in Eq. (19) and ¢ € Iy,

and 7 < F,. All the other variables are generated as in Game 2-(h — 1)-2. This is called a
pre-semi-functional key.

Game 2-h-2 (h = 1,...,v): Game 2-h-2 is the same as Game 2-h-1 except the reply,
(kg, {k{ }ter,), for the h-th key query for ¢ := {(¢,v;) |t € Iz} are:

ki = (=50, [0}, 1, m0; 0 gz,
4 7 2 2
—N— (7)

for t € Il_fa k;;fk = ( :ut(t? _1)7 6vt7 St 047 7 07 7_];57 02 )]B*a

where ¢ S Fy, 7 & Fg. All the other variables are generated as in Game 2-h-1. This is called
a semi-functional key.

Game 3: Same as Game 2-v-2 except that the challenge ciphertext is:

Co = ( &7 ?a , 07 2] )Boa cr 1= g’%m(b)a

for t € Iz,
4 7 SR (8)

b) ~ b~ -
c:= ( oy(1, t), wajg ), w, m§ ), T, 02,, 0, 0%, & g,

where (', 211,212 S F,, and all the other variables are generated as in Game 2-v-2. This is
called a semi-randomized ciphertext.

Game 4: Same as Game 3 except that the challenge ciphertext is:

Cp = ( &vjv 777 Cly 07 20) )Bov CT = gg“m(b)a

4 7 2 2
PN 9)

fOl”t € Igg, Ct = ( O‘t(l, t), @, (:), @, ;, 02, Zt’l,ztjz, 0, 02, 95} )]B,

where all the variables are generated as in Game 3. Note that the ciphertext is independent
from bit b. This is called a randomized ciphertext.

Let Advd?(\), Adv (), AdvE" () (b =1,...,v55 = 1,2), Adv)(A) and Adv{)()) be
the advantage of A in Game 0, 1,2-h-j, 3 and 4 when k = 0, respectively. Advfgl) (\) is equivalent
to Pr[Awins |k = 0] and it is obtained that Adv.(j)()\) = 0 by Lemma 14.

We will show five lemmas (Lemmas 9-13) that evaluate the gaps between pairs of Advg) (M),
Advi (), AdvE D (), AdvE 2 (A) for b =1, v, AV (A) and Adv( (\). From these lem-

mas, we obtain Pr[Awins [k = 0] = Advfgl)()\) < }Advf/)()\) - Ade)()\)‘—G—ZZ:l (‘Adv(j'(h_l)a)(/\)—
Advf'h'l)()\)‘ + )Advf‘h‘”(A) — AdvED () D +(Adv(j""2>(A) — AV () ‘+‘Adv§’)(>\) — Adv ()

—l—Adv%)()\) < Adle;}"PE()\) +> Advggf}'LPE()\) + Advlpgg"PE()\) + (2v 4+ 4)/q. Therefore, from
Lemmas 3-5, we obtain the upperbound in Lemma 1. This completes the proof of Lemma 1. O

Lemmas 9-13 are proven in Appendix A.2.

Lemma 9 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter \, |Adv52 )()\) -

Advi) (V)] < AdvEPE(N).
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Game 2-0-4

Game Game Game Game Game | Game Game Game Game
0 1 2-1-1 2-h-1 2-h-2 2-h-3 2-h-4 2-v-4 3
\ Type 1 Type 1 T Type 2 T Type 1 Type 3
Problem 1 Problem 2 Problem 3
in [34] in [34] in [34]
DLIN
Game 1-0-5
1}
Game Game Game Game Game | Game Game Game Game
0 1-1-1 1-h-1 1-h-2 1-h-3 1-h-4 1-h-5 1-v-5 2
T Type 1 T Type 4 T T Type 1 Type 3
Problem Problem Problem Problem
1-IPE 2-IPE 4-1PE 5-IPE
DLIN DLIN DLIN DLIN

Figure 1: Structures of Reductions: The upper one is that used in [16], and the lower one is
that used in the proof of Lemma 2.

Lemma 10 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, \Advf'(h_l)_Q)()\) —

AdVEj_h_l)(A)\ < Adv,ngjLPE(A) +2/q, where Bo_p(-) := Ba(h,-).

Lemma 11 For any adversary A, for any security parameter A, Advf_h_l)()\) = Advf'h'Q)(/\).

Lemma 12 For any adversary A, for any security parameter X, |Advﬁ'y'2)()\) - Advg)()\ﬂ <

1/q.

Lemma 13 For any adversary A, there exists a probabilistic machine B3, whose running time

is essentially the same as that of A, such that for any security parameter X, \Advf)()\) —
4 :

AV (V)] < AdVEFPE(N) +3/4.

Lemma 14 For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from A’s view in Game 4. Hence, Advf)()\) =0. 0

5.1.7 Proof Outline of Lemma 2

Structure of Game Transformation for Proof of Lemma 2 At the top level strategy of
the security proof, an extended form of the dual system encryption (DSE), which was introduced
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in [16], is employed. We will first explain the extended methodology comparing with the original
DSE, briefly.

In the original form [21, 14], the first goal of game transformations is to insert a pair of
random coefficients in a hidden subspace of challenge ciphertext and queried keys (e.g., Game
2-h-2 in the proof of Lemma 1), and then the random distribution of the pairs is reflected to the
real (or normal) encoded part, i.e., the challenge vector 2 is totally randomized (e.g., Game
3 in the proof of Lemma 1). For dealing with the x = 1 case, the main difficulty resides in
how to change a (normal) secret key queried with ¥ to another form, without knowing whether
R(7, :E’(b)) = 0 or not (non-matching or matching). Here, an adversary may issue key queries
with ¥ before issuing the challenge ciphertext query with #(®) (b =0,1) and two possible cases,
R(7,#®) =0 (for all b= 0,1) and R(#,Z®) =1 (for all b= 0,1), are allowed.

Here, a key fact is that R(, 7)) = R(#, 71 = R(¥, woz® + wi M) for wp,w J [F, with
all but negligible probability. Based on that relation, our goal of game transformations turns
out to change a challenge ciphertext to the ciphertext for unbiased vector wo@© + w721 with
respect to bit b € {0, 1}. For achieving that change, [16] also used hidden subspace in a different
manner from the original DSE (e.g., the proof of Lemma 1). In [16], only ¥ is encoded in a
hidden subspace of the temporal forms of a secret key, and a random vector in span(a‘:’(o), :E'(l)> is
encoded in the corresponding hidden subspace for the temporal and final forms of a ciphertext.
The change is based on a pairwise independence lemma (Lemma 8), which can be only applied
one by one for a pair of key and ciphertext. Since the encoded vectors (7, woZ(®) + wi M)
have non-uniform distribution, which are different from the original DSE case, we need one
more n-dimensional block to accumulate the transformed pairs of coefficients. Moreover, the
swapping of coefficients between two (hidden) blocks is achieved by a computational change in
[16]. After that, [16] has unbiased ciphertext for b € {0, 1} by reflecting the accumulated results
to real encoding part, by a conceptual change.

In this paper, we must accomplish the above transformations with limited public parameter
randomness. We turn to the outline of our game transformation. Figure 1 compares the
structures of the security reductions in [16] (the upper figure) and that for Lemma 2 (the lower
figure). The security of the schemes is hierarchically reduced to the intractability of the DLIN
problem. In [16], three types of computational changes by Problems 1, 2, and 3 and three types
of conceptual changes (Types 1, 2, and 3) are used alternately. With limited randomness in
public parameters, Type 2 conceptual change is impossible to achieve, so we need an alternative
mean for our purpose.

Type 2 conceptual change is shaded in the reduction used in [16]. In fact, that change is
given by combining 3 conceptual changes, in which the first and third conceptual changes are
not achievable under unbounded setting. The changes needed public parameter randomness
for each index t, which generates hidden (from the adversary) parameters in transient games.
Therefore, we replace these changes by computational changes in our reduction, i.e., (a part of)
the computational change by Problem 2-IPE and the computational change by Problem 4-IPE,
respectively. Together with the central conceptual change (of Type 4), these changes are also
shaded in the lower one of Figure 1.

Game Description At the top level strategy of the security proof, an extended form of
the dual system encryption (DSE), which was introduced in [16], is employed. In our game
transformations, ciphertexts have four forms, normal, 1-st temporary, 2-nd temporary, and
unbiased, and secret keys have four forms, normal, 1-st temporary, 2-nd temporary, and final.
The real system uses only normal ciphertexts and normal secret keys, and the other types of
ciphertexts and keys are used only in a sequence of security games for the security proof.

To prove this lemma, we only consider the k = 1 case. We employ Game 0’ (described in
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Table 3: Outline of Game Descriptions

Game|| Challenge Queried keys
ciphertext 1 | h—1 | h | h+1 - v
0’ normal normal
1-1-1 | 1-st temp. normal
1-1-2|| 1-st temp. | 1-st temp. normal
1-1-3|| 2-nd temp. | 1-st temp. normal
1-1-4|| 2-nd temp. | 2-nd temp. normal
1-1-5|| 2-nd temp. final normal
1-h-11| 1-st temp. final normal
1-h-2|| 1-st temp. final 1-st temp. normal
1-h-3 || 2-nd temp. final 1-st temp. normal
1-h-4 || 2-nd temp. final 2-nd temp. normal
1-h-5|| 2-nd temp. final final normal
1-v-5| 2-nd temp. final final
2|| unbiased final

the proof of Theorem 1) through Game 2. When at most v secret key queries are issued by an
adversary, there are 5v game changes from Game 0’ (Game 1-0-5), Game 1-1-1 through Game
1-v-5.

In Game 1-h-1, the challenge ciphertext is changed to 1-st temporary form, and the first
h — 1 keys are final form, while the remaining keys are normal. In Game 1-h-2, the h-th key is
changed to 1-st temporary form while the challenge ciphertext and the remaining keys are the
same as in Game 1-h-1. In Game 1-h-3, the challenge ciphertext is changed to 2-nd temporary
form while all the queried keys are the same as in Game 1-h-2. In Game 1-h-4 and 1-h-5, the
h-th key is changed to 2-nd temporary and final form while the remaining keys and the challenge
ciphertext are the same as the previous games, i.e., in Game 1-h-3 and 1-h-4, respectively. At
the end of the Game 1 sequence, in Game 1-v-5, all the queried keys are final form (and the
challenge ciphertext is 2-nd temporary form), which allows the next conceptual change to Game
2. In Game 2, the challenge ciphertext is changed to unbiased form (while all the queried keys
are final form). In the final game, advantage of the adversary is zero.

We summarize these changes in Table 3, where shaded parts indicate the challenge ciphertext
or queried key(s) which were changed in a game from the previous game

As usual, we prove that the advantage gaps between neighboring games are negligible. In
this proof outline, we ignore a negligible factor in the (informal) descriptions of this proof
outline. For example, we say “A is bounded by B” when A < B + ¢(\) where €()) is negligible
in security parameter \.

A normal secret key, sk*™"™ (with vector ¥), is the correct form of the secret key of the
proposed IPE scheme, and is expressed by Eq. (10). Similarly, a normal ciphertext (with vector

F), ct"™ s expressed by Eq.(11). A 1-st and 2-nd temporary ciphertexts, i.e., ct*™P! and
ctt*mP2 are expressed by Eq. (12) and Eq. (14), respectively. An unbiased ciphertext is expressed
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by Eq. (17). A 1-st and 2-nd temporary secret key, i.e., sk**™P! and sk**™P2 are expressed by
Eq. (13) and Eq. (15), respectively. A final key, sk* " is expressed by Eq. (16).

To prove that the advantage gap between Games 0’ and 1-1-1 is bounded by the advantage
of Problem 1-IPE (to guess 3 € {0,1}), we construct a simulator of the challenger of Game 0’

(or 1-1-1) (against an adversary .4) by using an instance with 3 s {0,1} of Problem 1-IPE.
We then show that the distribution of the secret keys and challenge ciphertext replied by the
simulator is equivalent to those of Game 0’ when = 0 and those of Game 1-1-1 when § = 1.
That is, the advantage of Problem 1-IPE is equivalent to the advantage gap between Games 0’
and 1-1-1 (Lemma 15). The advantage of Problem 1-IPE is proven to be equivalent to that of
the DLIN assumption (Lemma 3).

The advantage gaps between Games 1-h-1 and 1-h-2, and Games 1-h-i and 1-h-(i + 1) for
i = 3,4 are shown to be bounded by the advantages of computational problems, i.e., Problems 2-
IPE, 4-IPE, 5-IPE, respectively (Lemmas 17, 19, 20). These advantages are also upper-bounded
by sums of advantages of the DLIN assumption (Lemmas 4, 6, 7).

In Lemma 18, we show that Game 1-h-2 can be conceptually changed to Game 1-h-3. In
this conceptual change, we use the fact that all key queries @ satisfy R(7,7(0) = R(7,#1)) = 1
or R(7, f:’(o)) = R(7, :E'(l)) = 0. Here, we notice that 1-st temporary key and 1-st temporary chal-
lenge ciphertext, (sk**MPL ctt®™Pl) are equivalent to 1-st temporary key and 2-nd temporary
challenge ciphertext, (sk*®mPL cttemP2) except that random linear combination 7o#(® + 7 (1)
(with 79,71 S F,) is used in ciempz instead of 72" (with 7 J F,) for the 9-th and 10-th
coefficients in c§emp1 for any t € Iz. This conceptual change is based on Lemma 8.

We then show that Game 1-v-5 can be conceptually changed to Game 2 (Lemma 21) by
using the fact that parts of bases, bi; and b3, are unknown to the adversary.

5.1.8 Proof of Lemma 2

To prove Lemma 2, we consider the following games. In Game 0’, a part framed by a box
indicates positions of coefficients to be changed in a subsequent game. In the other games,
a part framed by a box indicates coefficients which were changed in an experiment from the
previous game. Games proceed as in Figure 1 in Section 5.1.7.

Game 0’ : Same as Game 0 except that flip a coin & & {0,1} before setup, and the game is
aborted in step 3 if k # s. In order to prove Lemma 1, we consider the case with k = 1. The
reply to a key query for v := {(t,v) |t € I3} is:

kg = ( —S0, 7 17 7o, 0 )]Bga

4 7 2 2
o~ A~ (10)

for t € Iif» kik = ( iut(tv _1)a 5Ut7 St 7 027 7 ﬁty 02 )B*a

The challenge ciphertext for challenge plaintext m := m(© = m®) and attributes Z® :=
{(t, ZEEb)) |t S Ia’:‘} with If = If(o) = 15(1) is:
Co = ( &7 7 C) 07 ®o )Bov cr ‘= g’g“ma
4 7 2 2

e N (11)
fortelz ci:= ( o1, ), wxgb) , W , 02, , 02, Gt B,

where b <> {0,1}
Game 1-h-1 (h = 1,...,v): Game 1-0-5 is Game 0. Game 1-h-1 is the same as Game
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1-(h — 1)-5 except the challenge ciphertext is:

Co = ( &'77 7 ¢ 0, ¢o )IEBO7 ‘r = g%m’
for t € Ii:,
4
12
co:= ( o(1, 1), wxib), w, (12
. 2 2
AN~
ol 7|02 [ (e, 7) - Zi || boxt” + 0V | 02 @ e,

where 7,7, 0, 0y S Fy, Zi S GL(2,F,), and all the other variables are generated as in Game
1-(h — 1)-5.

Game 1-h-2 (h = 1,...,v): Game 1-h-2 is the same as Game 1-h-1 except the reply,
(k§, {kf }ery), for the h-th key query for o' := {(t,v;) |t € Iy} are:
7 2 2

ké = ( —50, 7 17 7o, 0 )B?})
4
A~ /=~ (13)

fOI‘ te -[177 k; = ( :U’t(tv _1)5 6Uta St, 04a a 0’ ’r_fh 02 )B*v

where a; <> Fq, a0 == X 4er, at. Up = (Z7 YT for Z, & GL(2,F,;) used in Eq. (19) and ¢ € Iy,

and 7 << [F,. All the other variables are generated as in Game 1-h-1.

Game 1-h-3 (h=1,...,v): Same as Game 1-h-2 except that that the challenge ciphertext
is:

Cy ‘= ( &, 7’:7 C) 07 ©o )307 Ccr = g’%ma
for t € Iz,
4
14
Ct = ( Jt(lv t)a wxgb)a @a ( )
7 2 2
A~ A~
7'0.7}%0) + Tlx,gl) s 7/:, 02, (Toxgo) + Tl.%'gl), ?) . Zt s ng,go) + Hlxgl), 02, (ﬁt )IB%;

where 9, 7 & F,, and all the other variables are generated as in Game 1-h-2.

Game 1-h-4 (h =1,...,v): Same as Game 1-h-3 except the reply, (k§, {k; }icr,), for the
h-th key query for ¥ := {(¢t,v;) |t € Iz} are:

ké = ( —S0, —Aap, 17 To, 0 )BS’
4 7 2 2

for t € I, k;fk = ( ;ut(tv _1)7 ovt, st a 027 7 0, ﬁb 0? )B*v

where all the variables are generated as in Game 1-h-3.

Game 1-h-5 (h =1,...,v): Same as Game 1-h-4 except the reply, (k§,{k; }icr,), for the
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h-th key query for ¥ := {(t,v;) |t € I3} are:

k§ = ( —s0, —ao, 1, 1m0, 0 gy,
4 7 2 2
4 PN (16)

for t € Iﬁa k:;fk = ( :ut(tv _1)7 5'015, St @7 G, 047 a ﬁta 02 )B*a

where all the variables are generated as in Game 1-h-4.

Game 2: Game 2 is the same as Game 1-v-5 except that the challenge ciphertext is:

Cy ‘= ( &7 :7\:) ga 07 ®o )BQJ cr = g’%m7

for t € Iz,
4

co:= ( ou(1, 1), w0x§°) +w1x§1) , W,

7 2 2
AN N

Toxf)) + T1a:§1), 7, 0%, (rox§°) + m;,ﬁ”, 7) - Zy, Goxgo) + 0133151), 02, & s,

where wy, wq & F,, and all the other variables are generated as in Game 1-v-5.

Let Advgl)l)()\), Ade'h'j)(/\) (h=1,...,v;5=1,...,5) and Advg)()\) be the advantage of A
in Game 0/, 1-h-j and 2 when x = 1, respectively. Advg\),)(}\) is equivalent to Pr[Awins |k = 1]
and it is obtained that Advfz)()\) = 0 by Lemma 22.

We will show seven lemmas (Lemmas 15-21) that evaluate the gaps between pairs of Advg‘)/) (N,
AVGTI O, ARG, for b = 1,0, v and AdvP()). From these lemmas, we ob-

tain PrAwins in Game 0' |k = 1] = Advfg/)(/\) <> (‘Advﬁ_(h_l)-g))()\) - AdVEi_h_l)(/\) +
S ’Advﬁ‘h‘j)(A) — Ay I () D +(Adv§‘”‘5>(A) — AV () ] +AdV () < AdVELTPE())

+>ho1 (Advzg_']LPE()\) + Advlpgg_','LPE()\) + Advlpgz:LPE()\)) + (15v + 1)/q. Therefore, from Lemmas
3, 4, 6 and 7, we obtain the upperbound of Pr[Awins in Game 0’| x = 1] in Lemma 2. This
completes the proof of Lemma 2. O

Lemmas 15-21 are proven in Appendix A.3.
Lemma 15 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter X, |Adv521)()\) —
AdVG T )] < AdVEIPE(N) + 1/

Lemma 16 Let h > 2. For any adversary A, for any security parameter A, ]Advg'(h_l)'S)(/\) —
AdVGT I < 1/g.

Lemma 17 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter A, |Ade_h_1)(A) —

AdVLT P )] < AdVEZIPE(N) + 2/q, where Bay(-) i= Ba(h, ).

Lemma 18 For any adversary A, for any security parameter A, Ade'ha)(A) = Advfi'h"g)(/\).
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Lemma 19 For any adversary A, there exists a probabilistic machine B3, whose running time

is essentially the same as that of A, such that for any security parameter A, ]Advg'h'g)()\) —

AdVG Y (V)] < AdVEHPE(X) + 4/q, where By y(-) = By(h,-).

Lemma 20 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter A, |Ade_h_4)()\) —

AdVT P ()] < AdVEFPE(N), where By (-) i= Ba(h, ).

Lemma 21 For any adversary A, for any security parameter X, |Adv£i'y'5)()\) - Advf)()\ﬂ <
1/q.

Lemma 22 For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from A’s view in Game 3. Hence, Advf)()\) =0. O

5.2 Type 2 IPE Scheme
Let d := poly()\), where poly(+) is an arbitrary polynomial.

Setup(1*) :  (param, (Bo, By), (B,B*)) < Gob(1*, (Ng := 5, N := 15)),
Bo := (bo,1,b0.3,bos), B := (b1, ..,bs, bis, bys),
B = (05,1, 005, 00,4). B* = (b}, .. b, by, biy),
return pk := (1)‘, param,@o,@), sk := (@3,@*)

KeyGen(pk, sk, v:= {(t,v) |t € Iz C{1,...,d}}): w,w,no J Fy,

ké = ( ZJ? 07 13 Mo, 0 )Bsa

4 7 2 2
-~ N ——

U ~
for t € Iy, Mty M1, M2 <— Fq? k;fk = ( Mt(ta _1)7 wut, W, 077 N1, 7,25 0? >B*’
return sky := (I, kg, {kf }er,)-

Enc(pk, m, @:={(t,x) |t € I C{1,...,d}}) : 8¢, 9,(, 00 < Fy for t € Iz, s0.:= sy, st
Cp = ( —3s0, 0, Cv 0, ¢o )BO’ r = g%m’

4 7 2 2
% N AN /S

U
fOI‘ t e If? Ut?QDt,l’ g0t72 — qu Ct 1= ( O-t(]-a t)) 5$t) St, 077 O2a SDt,h(Pt,Z )Bv
return cty := (Iz, co, {¢t}rer,, cr).
Dec(pk, sky:= (I3, ko, {k; }ier;), ctz == (Iz, co, {Ctiers, cr)) :
if Iy 2 Iz, K :=e(co, kg) - [L1er, e(er kp), return m’ := cp /K,

else return L.
Correctness is shown in a similar manner to the Type 1 IPE scheme.

Theorem 2 The proposed Type 2 IPE scheme is adaptively fully-attribute-hiding against chosen
plaintext attacks under the DLIN assumption.

Theorem 2 is proven in a similar manner to Theorem 1.

30



5.3 Type 0 IPE Scheme
5.3.1 Construction Idea for Our Type 0 IPE Scheme

In Type 1 construction, 4-dimensional vector (u:(t,—1),dvs, ;) is encoded in key kf, and
(0¢(1,t),wxy, W) is encoded in ciphertext ¢;. Here, secret-sharing system, s; for t € Iz, in
k; are used to assure one of the decryption conditions, Iz C Iz. In Type 0 scheme, to achieve
its decryption condition Iz = Iz for ¥ := (vi,...,vp),Z := (21,...,2,) i.e., that is equivalent
to n = n/, we use the above mechanism also to ciphertext side. Then, in our Type 0 scheme,
we encode 5-dimensional (u¢(t, —1), dvy, ¢, ) in the first part of k', and (o4(1,t), wxs, w, fi) in

the first part of ¢; with random ¢, oy, w, @, 0, g, Sty [t nd IF,.

5.3.2 Construction and Security

Let d := poly(X), where poly(-) is an arbitrary polynomial.

Setup(1*) :  (param, (Bo, BY), (B, B*)) <X Gop(1*, (Np := 9, N := 21)),
Bo := (bo.1,b0.2, bos, bos, bog), B := (b1, .., b, brg, ..., bar),
By = (051,052,055, b57), B = (b,..,b], big, .., bis),
return pk := (1%, param,ﬁg,@), sk := (@5,1@3*)

KeyGen(pk, sk, @ := (v1,...,v,) such that n < d) :
51, 0,0, 70,15 70,2 & Fyfort=1,...,n, so:=> St
ki o= (—s0, 9, 0%, 1, mo1,m,2, 0%) x5

U
fort=1,....,n, p,ne1,--, M3 < Fy,

5 10 3 3
—— —

ki = ( w(t, =1), ovg, sy, g, 010, M1y e T3 0 p-,
return sky := {k; }1=0,... n-
Enc(pk, m, & := (z1,...,2,) such that n’ <d) :
_ U /
Jtsw,@,(, 001,002 — Fgfort =1,....n, fo:=>7f,

Cp = ( &7 _f07 02, <7 027 SEO )BO’ T = g%m’

/ ]
fort=1,....,n", o, 0t1,..,013 < Fy,

5 10 3 3
—— AN ——

10 3
0 ) 0 ) Pt,1y -4y Pt,3 )137

C 1= ( Jt(17 t)a W, &, fta

return ctzy := ({¢t}i—o,...n/, 7).
Dec(pk, ski := {k;}t=0,..n, ctz := ({cthi=0,...n, 1)) :

if n=n', K:=[[_,e(ct, k;), return m’:=cp/K, else return L.

Correctness of the scheme can be shown in a similar manner to that of our Type 1 IPE.

Theorem 3 The proposed Type 0 IPE scheme is adaptively fully-attribute-hiding against chosen
plaintext attacks under the DLIN assumption.

Theorem 3 is proven in a similar manner to Theorem 1.
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6 Proposed ABE Schemes

6.1 Basic KP-ABE Scheme

6.1.1 Construction

We define function p: {1,..,¢} — {1,..,d} by p(i) := t if p(i) = (t,v) or p(i) =—(t,v), where p
is given in access structure S := (M, p). In the proposed scheme, we assume that p is injective
for S := (M, p) in sks. For the modified scheme without such a restriction, see Section 6.2. Let
d := poly(N), where poly(-) is an arbitrary polynomial.
Setup(1*) :  (param, (Bo, By), (B, B*)) <X Gop(1*, (Np := 5, N := 14)),
Bo := (bo,1,b0,3,b05), B := (b1, .., by, b1z, b1a),
BB = (b8,17b6,37b6,4)’ B* := ( Ta "7bzv Tl’ TZ)’
return pk := (1, param,@o,@), sk := (@S,I@*)
KeyGen(pk, sk, S:=(M,p)): f<—u Fg, so:= 1. f_T, 51 = (s1,...,8)" = M.f_T,

U *
Mo <_]FQ7 kO = (_807 07 17 Mo, O)

00
. U
for i = 17"'967 Mi70i7ni,17ni,2 <_]FQ7

if /0(2) = (t7vi)7

4 6 2 2
— —
ki = ( pilt, =1), s + 005, —b; 09, Nils 12 0% g,
if p(i) = —(t,v;),
4 6 2 2
—_—— ———
k: = ( :U”L(t> _1)) Si(?)i, _1)7 067 77i717 ni,27 02 )B*)

return skg := (S, kg, k7, ..., k).
Enc(pk, m, T'=={(t,z) |1 <t <d}): w,( 00 < Fy,
Co = (wa 07 C? Oa SDO)JBm Cd+1 ‘= gg“m7

for (t,x) € ', 01,081,012 = Fq,

4 6 2 2
—— T ———
Ci = ( Ut(17 t)a W(L $t)a 067 027 $t,1, P2 )]B’

return ctp := (I', o, { €t} (,0,)ers Cdt1)-
Dec(pk, sks := (S, k7,...,ky), ctr := (', co, {¢t}(t,0,)ers Cat1)) :

If S:= (M, p) accepts I := {(¢,2¢)}, then compute I and {«;};er such that
1= Y icr @iM;, where M; is the i-th row of M, and
IC{ie{l,....0} | [p(i) = (t,v;) A (t,v) €T

Vp@i) = =(t,vi) A (t,ze) € T A vy # 2] },
K = e(co, k) 1T e(ey, k)™ 11 e(ey, ki)l vimee),
iel A p(i)=(t,v;) i€l A p(i)=—(t,vi)

return m’ = cgy1/K, else return L.

[Correctness| If S := (M, p) accepts I' := {(¢,x¢)},

—wso+ 54 isi(vi—xe)/(vi—ze) _ w(=s0+> ;5 @isi)+C
K:gTwso ¢ Hie[ A pli)=(t0s) g;a s Hie] N i) (ton) g;a si(vi—zt) [ (vi—wt — g eI _
q
9r-
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6.1.2 Structural Comparison of our KP-ABE Scheme with the KP-ABE in [14]

We compare our unbounded KP-ABE with the existing bounded one [14].

Okamoto-Takashima [14] gave an adaptively secure KP-FE scheme on DPVS framework, and
the specialized KP-ABE scheme, i.e., n; := 2, is given in Appendix G.1 in the full version of the
paper. Ciphertexts (CT) and secret-keys (SK) of the scheme have dimension 7=2+2+2+1,
where the first 2 dimension is the real-encoding part (real part, for short) for CT and SK vectors,
the second is the hidden part for semi-functional CT and SK, the third is the SK randomness
part, and the fourth is the CT randomness part. CT and SK of our KP-ABE have the same
form, but dimension of each part is different, with 14 = 446+242 inner-structure. Particularly,
6 dimensional hidden part is crucial for our security proof of an elaborated Problem 2-ABE.

For the outline of the proof, See Sectiog 7. ) .

—— —— — =
CT & SK in

14 Kp-app © ( real  hidden  SKran. o CTran. ),

4 6 9 9
/_/H /—H
(SITI%P?K];EI) o real hidden SK ran. CT ran. ).

6.1.3 Security

Theorem 4 The proposed KP-ABE scheme is adaptively payload-hiding against chosen plain-
text attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines Fi_1, Fi-2, Fo-1-05 - - - , Fo-1-5, F2-2-0,
..., Faos, whose running times are essentially the same as that of A, such that for any security
parameter \,

AdVEPABE() < AV (V) + 300, 3071, AdvREN ()

F1-2-p-j
v 2 d 2
Sy St (AR )+ 00 S (AdVREN )+ AR )+

Sty 1 (AR ) AN () AN () e

Fooh-t-p-3-j-1 Foh-t-p-d-j-l Foh-t-p-5-j

where F1.o.p5(+) = Fra(h, p, J,°), Fonr-o(-) := Foo(hy ), Fohorp1-5(+) := Foua(hyp, 55 -),
f2—h—b—p—2—j(') = fQ-L-Z(h”p’j’ ')7 f?—h—L—p—?)—j—l(') = fQ-L-3(hap7 j7 la ')’FQ—h—L—p—4—j—l(') = fZ-L-4(hapaja
L), Fohipsi(s) i= Fous(h,p, j,-) for v = 1,2, v is the mazimum number of A’s key queries
and € := (40d*v + 20dv + 10v + 10d + 5)/q.

As shown in Section 1.3, the central part of the proof of Theorem 4 is that of Lemma 24
(see Section 7 for the proof outline, and Appendix A.4 for the proof). The top level of the proof
of this theorem (see Section 6.1.4) is similar to that in [14] using Lemmas 23 and 24.

Definition 18 (Problem 1-ABE) Problem 1-ABE is to guess (3, given (param,ﬁg,@?{;,@,ﬁ*,
€30, {€stiti=1,. di=12) K G5 ABE(1M, d), where
GEYABE(1X d) : (param, (Bo, By), (B, B*)) <~ Gop(1%, (No := 5, N := 14)),
00, w & Fq, 7 & F,
Bo := (bo1,bo.3, bos), B = (by, ... bs, big, bua),
BG := (B,1, 03, b5.4), B 1= (b, -, b3, b1, bL),
)

€0,0 ‘= (%070707@0 By, €1,0 ‘= (W,T,O,O,QOO)BO, Zt <_U GL(27FQ) for t = 17 s 7d7
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fOI' t= 17 o 7d7 1= 1727 _'1 = (170)7 52 = (07 1) S ]Fq27 Ut,i7¢t,i,17¢t,i72 <_U qu

4 6 2 2
A ——
._ > 6 2
€0t = ( Gt,i(la t)a weq, 0 ) 0 ) Pti, 1, Pt,i,2 )Bv
o > > 02 = 2
eii= (o1, t), wé, Té;, 0%, 7€; Zy, 04, Otil,Pti2 B,

NS
return (paramvﬁ(JvBO:BaB » €30, {eﬁ,t,i}tZI,..,d;i=1,2)a

for B J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 1-ABE,
Advgl‘ABE()\), is similarly defined as in Definition 13.

Lemma 23 Problem 1-ABE is computationally intractable under the DLIN assumption.

For any adversary B, there exist probabilistic machines Fi,Fa, whose running times are
essentially the same as that of B, such that for any security parameter A, Adlegl'ABE()\) <
AN () + 300 32 AVEEN (V) + €, where Fopj(+) i= Falp, 4, -), € = (10d + 5) /q.

Lemma 23 is proven in Appendix A.4.3.

Definition 19 (Problem 2-ABE) Problem 2-ABE is to guess [3, given (param,@o,ﬁg,@,ﬁ*,
R
R0, €0, {hG 0 €riti=1, di=1,2) < QE}ABE(l’\,d); where

GEZAPE(1M,d) : (param, (Bo, B}), (B, B")) < Gop(1*, (No := 5, N := 14)),
9,10, $0, w <—UFq,T,P<—UFqX,
Bo := (bo,1,b03,bos), B:= (bi,..,bs, b1z, bis),
Bj = (b5,1,-, b5 4), B = (b, .., b}, by, bi),
hoo = (6,0,0,70,0)m:, hig:= (4,p,0,70,0);, €0 := (w,7,0,0,00)B,,
7 2 GL2,F,), Uy = (Z7HT, for t =1, ..d,
fort=1,...,d; i=1,2;

- - 2 U
1:=(1,0),63:=(0,1) € an Fotyis Otyis Meyi s i 25 Priinls P2 < Fo,

4 6 2 2
hgri= ( wa(t, —1), dé, 06, Mei,1> Mt,i2 02 )B*
h’?[:tﬂ' = ( Mt,i(t7 _1)7 56_"“ 045 pg’L Ut7 nt,i,la nt,i,Q 02 )]B*7
€t = ( Ut7i(17 t)? (Ué;‘, Téia 027 Té;‘ Zt7 027 Sotﬂl,lv SDLZ‘,Q )IB?

N N N
return (param,Bo, ]:807 Ba B 7h’ﬁ,07 €p, {h/@t’ia et,’i}t:l,...,d;i:l,Q)v

for B J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2-ABE,
Adlegz'ABE()\), is similarly defined as in Definition 13.

Lemma 24 Problem 2-ABE is computationally intractable under the DLIN assumption.
For any adversary B, there exist probabilistic machines Fi, Fo1,...,Fo5, whose running
times are essentially the same as that of B, such that for any security parameter A, Ade-ZABE()\) <

AN 3 52 (VRN () AN, () 4 i (AN ()4
AVREN, () +AQVREN () + €, where Fopii() = Faa(pd, ) Fapai() = Faalpidi ),
Fopsiji(s) = Foz(p,5,0,), Foopaju(:) = Foua(p, 4, 1,-), Fopsj(-) = Fos(p,j,-) and € :=
(20d% +10d + 5)/q.

Lemma 24 is proven in Appendix A.4.4.
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6.1.4 Proof of Theorem 4

Proof Outline of Theorem 4: At the top level of strategy of the security proof, we follow the
dual system encryption methodology over dual pairing vector space (DPVS) described in [14].
To prove the security of KP-ABE, we use Problems 1-ABE and 2-ABE, instead of Problems 1
and 2 in [14]. The rest of the proof is similar to that in [14].

Proof of Theorem 4: To prove Theorem 4, we consider the following games. In Game 0,
a part framed by a box indicates positions of coefficients to be changed in a subsequent game.
In the other games, a part framed by a box indicates coefficients which were changed in an
experiment from the previous game. Games proceed as follows (see Figure 2 in Appendix A.4):

Game 0 = Game 1 = ( for h = 1,..,v; Game 2-h-1 = Game 2-h-2 = Game 2-h-3 ) =
Game 3

Game 0 : Original game. That is, the reply to a key query for S := (M, p) is:

kg = (_807 @7 17 No, O)IB%)
fori=1,...,¢,
4 6 2 2

k;k ::( MZ(t7 _]-)7 Si+0ivi7 _eiv 047 a ni,la 771',27 02 )B*)

4 6 2 2

k;k ::( :u”l(ta _1)7 S’i(viv _1)7 047 7 i1y 16,25 02 )B*v

where Mi)9i7n07ni,l7ni,2 HU qu f<_U ]F(;a S0 = T f_T> '§T = (517"°7SZ)T = M - f_T The
challenge ciphertext for challenge plaintext (m(®), m(1)) and attributes T' := {(t,2;)]1 < t < d}
is:

Cy ‘= (w, @, , 0, QD()) &

4 6 2 2
N P NS S

for <t7 xt) € Fv Ct ::( Ut(la t)') (,4.)(1, xt)v 7 027 7 027 Pt.1, Pt,2 )]Ba

Cd+1 = g’%m(b)?

where b <_U {07 1}7 W, Ca Oty P05 Pt,1, Pt,2 HU ]F(I‘

Game 1: Same as Game 0 except that the challenge ciphertext is:

Cy :— (CU, ; <7 O) QOO)BO’

for (t,z¢) €T,
4 6 2 2 (19)
A ——

Ct ::( Ut(lv t)v W(L -Tt), ‘T(lv xt)v 02a 7—(1’ 'Tt) 'Ztv 027 Pt,1, Pt,2 )E7

where 7 <2 qu, Zy & GL(2,F,;), and all the other variables are generated as in Game 0.
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Game 2-h-1 (h = 1,...,v): Game 2-0-3 is Game 1. Game 2-h-1 is the same as Game
2-(h — 1)-3 except the reply, (k})i=o, . ¢, for the h-th key query for S := (M, p) are:

k}é = (—SU, 7 17 Mo, O)Bgv (20)
fori=1,...,¢,

if p(1) = (t,v;), )

k:;k ::( ui(t, —1), s + O;v;, —0;,
6 2 2

04, | (ai + mvs, —m) - Ul mitimiz, 0% ge, (21)
if p(’L) = _'(ta Ui)a
4
k= ( pi(t, —1), si(v;, —1),
6 2 2
-~ % —— A~

047 a’i(viv _]-)Ut

2
’ i1, 75,25 0 )B*7

7

where §’<—U Fy, ao := -3 a' = (ay,...,a)T .= M- G", U, := (Z; YT for Z J GL(2,F,)
t pu—

used in Eq. (19) and 1,...,d, and m; S F, for i = 1,...,¢. All the other variables are
generated as in Game 2-(h — 1)-3.

Game 2-h-2 (h=1,...,v): Same as Game 2-h-1 except that kj of the reply for the h-th key
query is:

kS = (—80, 7 17 7o, O)B(’;v (22)

0 J F,, and all the other variables are generated as in Game 2-h-1.

Game 2-h-3 (h=1,...,v): Game 2-h-3 is the same as Game 2-h-2 except (k});=1,. ¢ of the
reply for the h-th key query are:

k§ = (—s0, 70, 1, 70, O)m;,
fori=1,...,¢,

4 6 2 2
—— A~

k;k ::( :ui(ta _1)7 8i+9ivia _Hia 047 7 1,15 75,25 02 )B*>

4 6 2 2
N —
k:( ::( :ui(ta _1)7 Si(via _1)’ 04’ > i1, 7i,2, 02 )B*a )

where all the variables are generated as in Game 2-h-2.

Game 3: Game 3 is the same as Game 2-v-3 except that ¢y of the challenge ciphertext is:

co = (w, 7, [¢'} 0, ¢o)me, carr = ggm®,
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where ¢’ & [F, (i.e., independent from ¢ & [F,), and all the other variables are generated as in
Game 2-v-3.

Let Advi?)()\), Advg)()\),Adsz'h'j)()\) (h=1,...,v;7=1,2,3) and Advﬁ)()\) be the advan-
tage of A in Game 0,1,2-h-j and 3, respectively. Advfg)()\) is equivalent to Advllf‘P'ABE’PH (N
and it is obtained that Advf)()\) = 0 by Lemma 30.

We will show five lemmas (Lemmas 25-29) that evaluate the gaps between pairs of Advg) (M),
AV (), AVETD ), ANVEEI V), for b= 1, v and AdviP(A). From these lemmas,

we obtain Adv{"ABEPH(\) = Adv® (1) < ‘Advfg)()\) - Advfj)(A)‘ Y (‘Advf'(h_l)‘g’)( e
AV IO+ 0 AT ) = AU 00 4 AdvE ) - A ()] +
Advfj’)()\) < Adv%}'ABE()\) + 301 (AVEZABE(N) + AdvEZABE())) + (4v 4 1) /q. Therefore, from

Bo -1 Bo.p-o
Lemmas 23 and 24, we obtain the upperbound of AdvﬁP'ABE’PH (A) in Theorem 4. This completes

the proof of Theorem 4. O

Lemma 25 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any securily parameter X, \Advg\))(}\) -

Advi) (V)] < AdVEIABE ().

Lemma 26 For any adversary A, there exists a probabilistic machine Ba 1, whose running time
is essentially the same as that of A, such that for any security parameter \, \Advg'(h_l)'g)()\) —
AV V(W) < AdVEZABE(N) + 2/q, where B 1 (-) i= By (h,-).

‘ (2-h-1) /\y __ (2-h-2)
Lemma 27 For any adversary A, for any security parameter A, Adv, (A) = Adv, (N).

Lemma 28 For any adversary A, there exists a probabilistic machine Ba o, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Advgh_m()\) —
AV V)] < AdVEZREE(N) + 2/q, where Byga(r) == Baa(h ).

Lemma 29 For any adversary A, |Adv§i’)(>\) - Advf'y'g)()\ﬂ <1/q.
Lemma 30 For any adversary A, Advf)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 3. Hence, Advf)()\) =
0. 0

6.2 Modified KP-ABE Scheme with Arbitrary Degree
6.2.1 Construction

Let function p : {1,...,0} — {1,...,d} be p(i) := t if p(i) = (t,v) or p(i) = —(t,v), where
p is given in access structure S := (M, p). Let k; be the number of elements of preimage set
pL(t), ie., ky := #p 1(t), and the k; elements of p—1(¢) are expressed by {i1,...,ir, | 1<
i1 < ig < -+ <, </} in the ascending order. Degree k of access structure (M, p) is defined
by maxi<;<q(kt). Fort =1,...,dand i; € p~*(t) (j = 1,..., k), we define p: {1,...,} - F,
by p(ij) := [t,j], where [t,j] ==t - olld/2l 4 j ¢ F, with ¢,7 = O(X°) for a constant ¢ and
gl = ©(}).

In the proposed scheme shown in Section 6.1, we assume that p is injective (or degree k is
1) for S := (M, p) with decryption key sks. Using a simple encoding technique given in [8] with
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some modification to our situation, we can easily construct a fully secure unbounded KP-ABE
scheme where p is not necessarily injective, or arbitrary (unbounded) degree k is available.

Suppose that the maximum degree kmax is given to users, i.e., the degree k of any access
policy with decryption key sks is at most kmax. With this condition, in the modified scheme,
an extended index ¢ := [t, j] = p(i) for i € {1,..., ¢} is employed for decryption key in place of
t = p(i) with the original proposed scheme where 1 < j < ky < knax for each t. Note that map p
is always injective, even when p is not injective. The size of the secret key of the modified scheme
is the same as that of the original scheme. A ciphertext for attribute set I' consists of components
for (t,2;) € T in the original scheme, while a ciphertext for attribute set I" consists of components
for ([t, ], #¢) € I in the modified scheme, where I' := {([t, j],x¢) | (t, ) €T, j=1,..., kmax}-
Therefore, the ciphertext size of the modified scheme is kmnax times greater than that of the
original scheme, and a user who makes a ciphertext should know the value of kmax.

Let d := poly(\), where poly(-) is an arbitrary polynomial. Random dual basis generator
Gob (17, (Nt)t=0,1) is defined at the end of Section 2. We refer to Section 1.4 for notations on
DPVS.

Setup(1}) :  (param, (Bo, BY), (B, B*)) <X Gop(1*, (No := 5, N := 14)),
Bo := (bo,1,bo,3, bos), B := (b1, .., bs, bis, by,
By = (b5,1,65,3,b5.4), B* := (b}, ., b, by, bi),
return pk := (1%, param,@o,@), sk := (@8,@*)
KeyGen(pk, sk, S:=(M,p)): f£ Fg, s0:= T 5= (51,...,80)7F := M- fr,
o < Fg, ki = (—s0, 0, 1, 70, 0)ps,
fori=1,....0, i, 0;mi1,m2 < Fy,

if p(i) = (t,v), t:=[t, 4] := p(i),
4 6 2 2
N —— A~
k;k = ( :U’l(t7 _1)7 Si+9ivi7 _02' 067 i1y 15,2, 02 )]B*a

if p(i) = =(t,v;), t:=[t, 5] := p(i),
4 6 2 2
AN ——
k;k = ( MZ(£7 _1)7 Si(vh _1)7 067

i1y 1,25 02 )B*7
return skg := (S, kj, k7, .., k7).
Enc(pk, m, F = {(t,IL‘t) | 1 S 13 S d}) : f = {([[t,]]],l’t) | (t>$t) € Fa ] = 1a . 'akmaX}v

U
w7C7 Yo — an Cy ‘= (wa 07 C: 07 SDO)IBov Cd+1 = gg‘ma

. ~ ~ . U
for ([[taj]]axt) € F7 t:= [[t7j]]) O,y Qoﬂlagofg — ]Fq7

4 6 2 2
—— S
Cf = ( Uf(17 t )7 W(l, .Tt), 067 027 Qof,la 90{72 )B7

return ctp := (T, e, {Ct“}(ﬂl,t)ef\,CCH,l).
Dec(pk, sks := (S, k7,...,k;), ctr := (T, co, {Ci}(£7wt)€f\,0d+1)) :
If S := (M, p) accepts I := {(£,2;)}, then compute I and {a;};es such that
1= Y icr @i M;, where M; is the i-th row of M, and
TC el b} | [p(i) = (t,05) A (3(0),v5) € T)
VIp() = ~(tv) A (p(3),20) € F A vi # ]},
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K := e(co, k) H e(esiy, ki)™ H e(cﬁ(i),kj)ai/(”i—‘”t),
i€l N p(i)=(t,v;) i€l A p(i)=—(t,v;)
return m’ == cqy1/K.

[Correctness] If S := (M, p) accepts T := {(#, xp)},
e(co k) Tlicr n pioy=tton) €(Cat0) B Tlier n pliy=itan) €(Catays )2/ (im0 =

isi(vi— i w(=so0+>;er @isi)+C
[Ler p(i)==(t,v;) g;a sl 9r e = 9%-

w8

—wso+(
977" Ticr a p(i)=(tw;) 9T

6.2.2 Security

Theorem 5 The modified KP-ABE scheme with arbitrary degree is adaptively payload-hiding
against chosen plaintext attacks under the DLIN assumption.

t (resp.p) in Theorem 4 is replaced by ¢ (resp.p) in Theorem 5. Since p is injective in the
modified KP-ABE scheme, Theorem 5 is reduced from Theorem 4.

6.3 Basic CP-ABE Scheme

6.3.1 Construction

We define function p: {1,..., 0} — {1,...,d} by p(i) := tif p(i) = (¢t,v) or p(i) = —(t,v), where
p is given in access structure S := (M, p). In the proposed scheme, we assume that p is injective
for S := (M, p) with ciphertexts cts. To remove this restriction, we can apply the technique in
Section 6.2 to the basic CP-ABE scheme.

Let d := poly(X), where poly(-) is an arbitrary polynomial. Random dual basis generator

Gob (17, (Ny)1=0.1) is defined at the end of Section 2. We refer to Section 1.4 for notations on
DPVS.

Setup(1*) :  (param, (Bo,By), (B, B*)) & Gob (17, (N := 5, N := 14)),
Bo := (bo.1,bos,bos), B:=(b1,...,by,bis, biy),
By = (051,053, 054), B = (b,..., b}, biy, bi),
return pk := (1’\, param,@g,@), sk := (@E‘),I@*),
KeyGen(pk, sk, T':={(t,zy) | 1<t <d}): w, o< F,
ko = (w, 0, 1, @0, O)B;,

U
for (t,z¢) € I', 04,011,012 — Fy,

4 6 2 2
% — ——
k;fk = ( Jt(la t)a w(lv ':L‘t)a 067 Pt,1, Pt,2, 02 )E*

return sk := (I, kg, {kf }(1,2,)er)-
Enc(pk, m, S:= (M, p)) :

~ U g 5 U
f(_]F(;a S0 = 1f_T7 ST = (Sla"'vsf)T ::M'f_Tv (7770(_]:5‘(]7
Co \= (_307 07 Ca 07 770)307 Cd+1 ‘= g’%mv

fori=1,...,¢,

. . U
if p(i) = (t,v5), pa, O3 mi1,Mmi2 < Fy,
4 6 2 2

ci= ( wilt, =1), si+6v;, —6; 0% 0% m1, mi2 e,
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. . U
if p(l) = _‘(t,’l)i), My Mi 15 15,2 <— IFq;

4 6 2 2
- —— AN —/—
e . (). 6 2 . .
Ci = ( ,ul(ta _1)7 81(’1)@, _1)7 0°, 0°, i1, 75,2 )IB%,
return cts := (S, cp, €1, ..., Cp,Ca11)-

Dec(pk, skr := (I, kg, {k;"}(mt)ep), cts == (S,co,€1,...,€C0,C441)) :
If S:= (M, p) accepts I' := {(¢, x¢)}, then compute I and {«;};es such that
I= Y icr @iM;, where M; is the i-th row of M, and
IC{ie{l,....0} | [pi)=(t,v;) N (t,zr) €T A v; = x4

Vo [p(i) = =(t,vi) A (txe) €T A v # a4}
K := e(co, ko) H e(ci, ki)™ H e(ci,k;‘)o‘i/(”i_“)
el A p(i)=(t,v;) €l A p(i)==(t,v;)

return m’ = cqy1/K.

[Correctness| If S:= (M, p) accepts I' := {(¢,x¢)},
e(co, kg) [ Lier o p(i)=(t,v;) e(es, k7)™ - Tlier A p(i)=—(t,v;) e(c;, k)l im) =

—wso+( i8i wagsi(vi—zt)/(vi—ze) _ w(=s0+Der isi)+C ¢
9r " Iier A p(i):(tvi)giufja ’ [Lier A p(i)=—(t,v;) 9T ‘ Y =gr e = G-

6.3.2 Security

Theorem 6 The proposed CP-ABE scheme is adaptively payload-hiding against chosen plain-
text attacks under the DLIN assumption.

The proof of Theorem 6 is similarly given to that of Theorem 4.

7 Consistent Randomness Amplification (Proof Outline of Lemma
24)

Lemma 24 is proven by the hybrid argument through 8d + 2 experiments (Appendix A.4.4).
To clarify the idea, we only consider several highlighted experiments. The highlighted game
transformation with the same experiment numbers as in Appendix A.4.4 consists of 5d + 2
experiments:

Experiment 0 = Experiment 1 =

Experiment 2-p-1 = Experiment 2-p-4 = Experiment 2-p-5 =

forp=1,....d; Experiment 2-p-6 = Experiment 2-p-8

Section 7.1 gives basic building blocks for the transformation. Section 7.2 describes some useful
combinations of the basic changes. Section 7.3 explain the transformations through the high-
lighted experiments, and how randomness are amplified consistently (with the key condition).

7.1 Basic Changes
7.1.1 Basic Computational Changes

In the game description, we employ two types of elementary computational changes. Using
a (toy) example in 2-dimensional 3 blocks, i.e., total is 6-dimension, we illustrate them. The
first block is included in the real-encoding part, the second one is in the hidden part, and the
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third one is included in the ciphertext randomness part (resp.secret-key randomness part) for
the first type change (resp.second type change). (For the terminology, see Section 6.1.2.) We
remark that neither the first nor third part is described in the highlighted transformation in
Section 7.3, where coefficients only in the hidden part are described.

Type I: The first type change transforms a ciphertext element e := (wz/?, 0%, 7)p to € :=

(wzﬁ, T, Z)p where a secret-key element h* has a form, ((55, 02,0%)g+, with w, 7,6 & Fq, & S

]Fg (and with any J,E € IFS, not necessarily uniform ones). The transformation is given by
a special form of Problem 1 in [14], and the security is proven from the DLIN assumption.
Change of coefficients in the 6-dimensional space are given as: (Hereafter, a blank indicates
zero coefficients)

e=|_ wj & |

Type I

gz‘ m/_; ‘ 7-1/_; ‘ %) ‘Whereh*:‘ 5§_'| | |

Type II: The second type change transforms a key element h* := (55, 02, 7)p+ to h* =
((55 p§, )B* where a ciphertext element e has a form, e := (wzﬁ, 70, 0%)p, with w,7,d,p S

Fy, 77 s Iﬁ'g (and with any ¢,§ € ]F'q, not necessarily uniform). The transformation is given
by a special form of Problem 2 in [14], and the security is proven from the DLIN assumption.
Change of coefficients in the 6-dimensional space are given as:

h*=| &€ i |
Type II  _
e

h*:‘ 55‘ pg ‘ 7 ’ wheree:‘ wz/7 ‘ 7‘1;

7.1.2 Basic Information-Theoretical Changes

In the game description, we employ two types of elementary conceptual changes. Using a (toy)
example in 2-dimensional 2 blocks (resp. 1 block), i.e., total is 4-dimension (resp. 2-dimension),
with B := (b1,...,bs) and B* := (b7,...,b}) (resp.B := (b1,b2) and B* := (b}, b3)), we
illustrate them. All the blocks are included in the hidden part. Hence, they are described in
the highlighted transformation in Section 7.3, where coefficients only in the hidden part are
described.

Inter-subspace Type: We set new dual orthonormal bases D := (b1, be, d3 := bs + xb1,dy :=
by + xbz2) and D* := (d} := b} — xbi,d; = b} — Xb4,b5,b4) with x € F,;. Then, ciphertext
element e := (wl,wg)B with ¢1 wg € IF‘2 is equal to (wl Xwg,wg)ﬂ), and secret-key elements

= ({1,52)13* with §1,§2 € IFq is equal to (51752 + Xfl)]D)*~ We remark that this change
affects all elements represented with B and B*. This change is represented by bases transform

matrix as |nter< );,I ? >, where [:=1sand 0:=02. Change of coefficients of e and h* in the

4-dimensional space are given as:

I 0
Inter( N )

Intra-subspace Type: We set new dual orthonormal bases D := (d, d2) and D* := (df, d;)
where U € GL(2,F,), Z := (U™)", (d1,do)" = 27"+ (b1, b)" and (df, d5)" := U~ (b7, b5)
Then, ciphertext element e := ("‘P)B with 1/1 € IF'2 is equal to (wZ ), and secret-key elements

‘7/71—X1;2‘ 1;2 ‘ ‘ 51 ‘§2+X€1‘

41



h* := (E)IB* with 5 € Fg is equal to (5 U)p+. We remark that this change affects all elements rep-

resented with B and B*. This change is represented by bases transform matrix as Intra( z-1 )
Change of coefficients of e and h* in the 2-dimensional space are given as:

Intra(Z~1)

e=| ¢ h=| § |———— e=| 92 h*=| €U

7.2 Combinations of Basic Changes
7.2.1 Combination for Coefficient Vector Swapping

For the transition from Experiment 2-p-1 to Experiment 2-p-4, we use a game change based
on a new type of computational change, the third type, which itself consisted of the first type
computational change and an inter-subspace type conceptual change. Using a (toy) example
in 2-dimensional 4 blocks, i.e., total is 8-dimension, we illustrate the third type change. The
first block is included in the real-encoding part, the second and third ones are in the hidden
part, and the fourth one is included in the secret-key randomness part. We remark that neither
the first nor fourth part is described in the highlighted transformation in Section 7.3, where
coeflicients only in the hidden part are described.

Type III: The third type change transforms a key element h* := (55, 02,02, 7)p- to h* =
((55, 95, —05, 77)B+ where a ciphertext element e has a form, e := (wzﬁ, 7'1/7, T@E, 0%)p, with w, 7,5, 0 J
Fy, 17 S Fg (and with any 1/7, 5 € Fg, not necessarily uniform). The change is composed of Type

I change and an inter-subspace type conceptual change, so the security is proven from the DLIN
assumption. Change of coefficients in the 8-dimensional space are given as:

I s 2 W 2 s 10 2
T 111 . o . ~ o - -
L e = ‘ w ‘ TY ‘ T h* = 0& ‘ —0¢ ‘ 0& ‘ 7 ’

The swapping using Type III changes is shown below pictorially, i.e., change of coefficients of

e; and hy (t =1,...,d) in 4-dimensional space in the hidden part are given as follows:
t=1 7'117 7'1; 1 7'1; 7'1/7
. . . Type . : .
- 111 :
p 123 — P (p—0)¢ | 6¢
d|__ " pE d|_ Y pE
Concep. change 1 7-1/_; 7-1;
on coefls : : .
(p - 97 0) ’ ’ ’ — —
p 0¢ | (p=0)¢
d|__ Y pE
1 7’1/-; 7'1/;
Type III ~ ° 1 ‘ .
—— D 123
d| ) p€
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7.2.2 Randomness Masking (Application of Basic Problem 5-p)

For the transition from Experiment 2-p-4 to Experiment 2-p-5, we use a randomness masking
transformation by applying Basic Problem 5-p in Definition 24. The problem consists of basic
transformations in Section 7.1 (Appendix A.4.2). Change of coefficients of e;; and hy; (t =
1,...,d;i = 1,2) in 2-dimensional space in the hidden part are given below, where €; € Fg
(i = 1,2) are canonical basis vectors and X;; fort =1,...,p—1,p+1,...,d;i = 1,2 are random
vectors in Fg. To achieve this computational change, we employ the fact that indexes o4(1,1t)
(t # p) and pp(p, —1) have random inner-product values.

. . Application of .
Basic Problem 5-p

—

d TE; d )_(‘d,i

7.2.3 Key Combination of Three Basic Conceptual Changes

For the transition from Experiment 2-p-5 to Experiment 2-p-6, we use a key conceptual change
combined with three basic conceptual changes in Section 7.1.2, i.e., intra-subspace, inter-
subspace, and intra-subspace transformations, given below pictorially. Change of coefficients of
er; and hy; (t =1,...,d;i = 1,2) in 4-dimensional space in the hidden part are given below,
where €; € F 2 (1 = 1,2) are canonical basis vectors. After the series of the transformations, the
Up-multiplied canonical basis vectors pe;U, are inserted to the second block p-th row.

t=1] X%~ | @z peil
P TE; T€Zp pE;
d| X5v° T€;Z4
Intra(Zp_l) 1 %i}> TE; L1 pé}'Ul
in the . . .
first block ~ _ .
— p | T€Zp TE€ Ly pe;Up
d| X3° T€; 24
1| X5 7821 pé;Un
Inter Lo : :
I I . . _’- . _'.
p T€ L)y pe;U, pe;U,
d )Zj?> Té;'Zd
Intra(ép='2,) 1] x5 T€;Z1 pe;Ux
in the . :
first block : : o . N
p 7€ Zp 32 pgiUp
d )_(E‘?> TgiZd
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We will consider the effect to the other (i.e., t # p) rows in the first and second blocks. For
the second block, only coeflicients in hj, (t # p) are effected, where only the second change
is related. Since the rows in the first block in hy; (t # p) are zero, the corresponding rows in
the second block remain unchanged after the change. For the first block, all three changes are
related in e;;. By the first change, coefficients X<O> (t # p) are changed to X<1> : X<O>Z ,
and changed to X<2> = )Zt<21> — 7€;Z; by the second change, and X<3> = £ pX<2>Z 1
by the third change. Consequently, Xff’> = £ p()Z’fZO> — 1€ZZ,"). Note that if )Zfz(b

<3>

are uniformly and independently distributed, then Xt —are so, and this is crucial for our

(highlighted) transformation in Section 7.3.
7.3 Highlighted Transformation for the Proof of Lemma 24

Our description focuses changes of coefficients in the hidden part with 2-dimensional 3 blocks i.e.,
total is 6-dimension, of ciphertexts elements e;; and secret-key elements h;‘:i (t=1,...,d;i=
1,2).

Experiments 0 and 1: Experiment 0 is equal to a Problem 2-ABE instance with 3 := 0. In
Experiment 1, pe; for ¢ = 1,2 are embedded to the first block of h;;, by Type II computational
change. Coefficients of the hidden part of e;; and h;,; at Experiments 0 and 1 are given as
follows:

t=1 Té'i Té}Zl t=1
p p
d TE; T€; 44 d
t= TE; TE; /1 t=1 sz
Type I1
E— p p
d TE; T€; Zq d pE;

Experiment 2-p Sequence: The goal of the Experiment 2-p sequence is to change the coef-
ficients p€; in the p-th row in the first block of hj ; to pé;Up, and to transfer the changed one to
the third block (of the p-th row). In other words, it is to embed a new matrix U, to the third
block.

Just before the Experiment 2-p sequence, in Experiment 2-(p — 1)-8, target matrices Uy, i.e.,
the adjoint matrices of Z;, for ¢ < p are embedded in the ¢t-th row of the third block in the
hidden part of h;;. Coefficients of the hidden part of e;; and h}; in Experiment 2-(p—1)-8 are
given as follows:

t=1 TE; T€; 71 t=1 pe; Uy
P P PE;
d TE; T€; 24 d pEe;
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In Experiment 2-p-1, the first of the Experiment 2-p sequence, by the conceptual change

. 1 . o .
inter 0 I between the first and second blocks, coefficient vectors 7€; are embedded into

the second block of e;; respectively for ¢ = 1,2. Coefficients of the hidden part of e;; and h;i
in Experiment 2-p-1 are given as follows:

t=1 TE; T€; T€; 21 t=1 pe; Uy
Inter L= : :
0 I :
p p PE;
d TE; TE; T€; 24 d Pe;

Then, by a swapping transformation in Section 7.2.1, we achieve a swapping of coefficients
in the p-th row, between the first and second blocks of h.;- Coefficients of the hidden part of
e and hy, in Experiment 2-p-4 are given as follows:

Coefficient t=1 7€, T€; 78,71 t=1 pe; Uy
swapping in .
Section 7.2.1

- p p Pei

d TE; TE; T2, d pe;

Next step to Experiment 2-p-5 is one of crucial points in the reduction. In the second block
of e;;, coeflicient vectors except for the p-th row are changed to uniformly random. Since,
indexes fip,i(p, —1) in h; ; and o1;(1,t) in e;; for ¢ # p have uniformly and independently dis-
tributed inner product values, application of Basic Problem 5-p can make such a randomization.

Coeflicients of the hidden part of e;; and h;,; in Experiment 2-p-5 are given as follows:

t=1 Té;' )Zl,i Té;‘Z1 t=1 pgiUl
Application of . - . .
Basic Problem 5-p : ° . ) .
P TE; TE Ly P PEi
d| 76 Xd,i T€i 24 d pE;

Note that, in Experiment 2-p-5, the p-th coefficients in the second block of e, ; are indepen-
dent from others in the same block. By applying a combined conceptual change composed of
intra- and inter-subspace type changes given in Section 7.2.3, random dual matrices (Up, Z,) are
embedded (Experiment 2-p-6). Note that since coefficients in the ¢-th (¢ # p) rows are random,
their distributions are not affected by the conceptual change. Coeflicients of the hidden part of
e and hi, in Experiment 2-p-6 are given as follows:

Combined t=1 7€, X1 A t=1 peiUx
concep. change . . . .
in Section 7.2.3

P G P £€; peiUp

— — -

d TE; Xd,i T€; Zg d PEi

Here, we achieved the main aim, i.e., p€; in the first block p-th row is changed to €;U, (in
the second block), and it is embedded into the third block p-th row. Roughly speaking, the
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rest of the Experiment 2-p sequence reverses the process before Experiment 2-p-5, and arrives
at Experiment 2-p-8, i.e., the initial state of the Experiment 2-(p + 1) sequence. Coefficients of

the hidden part of e;; and hy; in Experiment 2-p-8 are given as follows:
BP5-pand =1 TE; A t=1 p&;U;

Type I . . .

changes .
_ D p peilp

d TE; T€; 2y d pe;

Final Experiment: After all the Experiment 2-p sequences for p = 1,...,d, we reach Ex-
periment 2-d-8, where independent pairs of dual (adjoint) matrices (Uy, Z;) for t =1,...,d are

embedded into the third block, i.e., which is equal to a Problem 2-ABE instance with § := 1.
Coeflicients of the hidden part of e;; and hj,; in Experiment 2-d-8 are given as follows:

t=1 Té} Té;‘Zl t=1 pgiUl
p p
d @ T€;Zq d pe;iUqg
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A Proofs of Lemmas

A.1 Proofs of Lemmas 3 and 4 in Section 5.1.4
A.1.1 Proof of Lemma 3

Lemma 3 Problem 1-IPFE is computationally intractable under the DLIN assumption.

For any adversary B, there exist probabilistic machines Fy, F1,Fe, whose running times
are essentially the same as that of B, such that for any security parameter A, Ava1 'PE()\) <
Adv2EN () + AdvREN (A )+zp 12] 1AdvDL'N (\) +e¢, where Fop () = Fa(p, j,-), € := (10d +

5)/q.

Proof. Lemma 3 is proven by a hybrid argument consisting of three experiments, i.e., Exp
1, 2, 3, where the differences of the experiments are given by a choice of (31, 32) € {0,1}? for
(e8,,0, €81 t,i}t=1,..d: i=1,2) and eg, 1. (The other variables are given in the same manner as in
Problem 1-IPE.) Exp 1 uses the choice of (1, 42) = (0,0), then is the same as Problem 1-IPE
for = 0. Exp 2 uses the choice of (81, 2) = (0,1). Exp 3 uses the choice of (51, 52) = (1,1),
then is the same as Problem 1-IPE for § = 1. Therefore, Lemma 3 is obtained by combining of
Lemmas 31, 32 and 23. O

Lemma 31 FExp 1 and 2 are computationally indistinguishable under the DLIN assumption.

For any adversary B, there exist a probabilistic machine F, whose running time is es-
sentially the same as that of B, such that for any security parameter X\, |Pr[Explg(\) —
1] — Pr[Exp25(A) — 1]| < AdvDL'N()\) + €, where € :=5/q.

Lemma 31 is proven in a similar manner to Lemma 1 in [14].
Problem 1-ABE is given in Definition 18 in Section 6.1.3.

Lemma 32 FExp 2 and 8 are computationally indistinguishable under the computational in-
tractability of Problem 1-ABE.

For any adversary B, there exist a probabilistic machine C, whose running time is es-
sentially the same as that of B, such that for any security parameter X\, |Pr[Exp2z(\) —
1] — Pr[Exp35(\) — 1]| < AdvEABE()).

Proof. In order to prove Lemma 32, we construct a probabilistic machine C against Problem
1-ABE using an adversary B in an experiment (Exp 2 or 3) as a black box as follows: C is
given a Problem 1-ABE instance, (param, IB%O,IB%O,IB% IB% eg 0-1€p.titt=1,. d:i=1,2). Note that the

dimension N := 14, and B = (b1,...,bs,b13,b14),B* := (b7,...,b},bj,,b},). From the basis
vectors, C calculates new basis vectors in 15 dimensional spaces
d; .= (b;,0) W, d} := (b;,0) (W HT fori=1,...,10,
diy = (0", )W, di = (0", 9vG) (W HT,
d; = (bi_1,0) W, df:= (b 1,0)(WHT fori=12,...,15,
D:=(di,...,ds, dis,dis), D* := (df,...,d}, d}s,d3),
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where TW GL(15,F,;). Then, C calculates
{Fori=epei Whet,..ai-12, €11 = (5,0°,0,0% 61, d2)p, & = ody,

where o, 0, 51, 52 &4 [F,. C gives an instance p := (param,@o,ﬁf‘),}ﬁ),ﬁ)*, €30, { Fa,titt=1,. di=12
€1,1,€2) to B. When 3 =0 (resp. 5 = 1), p is an instance for Exp 2 (resp. Exp 3). Then, the
inequality in Lemma 32 holds, and this completes the proof of Lemma 32. O

A.1.2 Proof of Lemma 4

Lemma 4 Problem 2-IPFE is computationally intractable under the DLIN assumption.
For any adversary B, there exist probabilistic machines Fi, Fo1,...,Fos, whose running
times are essentially the same as that of B, such that for any security pammeter A, Ava2 IPE(/\) <

Adv2-N (A )+Zp—1 Z] 1 <AdVD“N (A)+AdvD“N HOVE DY I (AdVDL'N LA+
AdvDL'N (A)) —|—AdvDL'N (A)) + €, where Fop1.i() := Fo1(p, j,-)s Fopoi() == Foa(p,j, ),
f?-p—?}-]-l() = f2—3(p7]7la')7f2-p-4-j-l(') = Fou(p, j, 1), Fopsi(c) == Fos(p,j,-) and € :=
(20d% + 10d + 5)/q.

Lemma 4 is proven by combining Lemma 33 and 24.

Lemma 33 Problem 2-IPFE is computationally intractable under the computational intractabil-
ity of Problem 2-ABE.

For any adversary B, there exist a probabilistic machine C, whose running time is essentially
the same as that of B, such that for any security parameter A, Ava2 IPE()) < Advgz'ABE()\).

Proof. In order to prove Lemma 33, we construct a probabilistic machine C against Problem
2-ABE using an adversary B against Problem 2-IPE as a black box as follows: C is given a
Problem 2-ABE instance, (param IB%O,IB%O,IB% B* hﬁo, eo, {hﬁtl,e“}t 1,..d:i=12). Note that the

dimension N := 14, and B := (by, ..., by, bis, bs), B = (b7,...,b}, b7, b}5). From the basis
vectors, C calculates new basis vectors in 15 dimensional spaces

d; ;= (b;,0) W, df := (b;,0) W HT fori=1,...,10,

di = (0", G)W, dj, = (0",4G) (W),

d; ;= (b;_1,0) W, df:= (b;_1,0) (W T fori=12,...,15,

D= (di,...,dy,ds,dis), D" = (di, ... d diy, dis),
where W <2 GL(15,F,). Then, C calculates

{fri=e; W, P;},m‘ = h?}ti (W_I)T}tzl,...,d;i:I,Q-

C gives an instance g := (param,@o,@o,lﬂ% B* hfm,eg, {PEM-,ft,z’}t:l,...,d;z‘:l,2) to B. pis an
instance of Problem 2-IPE for 5. Then, the inequality in Lemma 33 holds, and this completes
the proof of Lemma 33. O

A.2 Proofs of Lemmas 9-13 in Section 5.1.6

Lemma 9 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter X, |AdvEf1J )()\) —

Advi (V)] < AdVEPE(N).

Proof. In order to prove Lemma 9, we construct a probabilistic machine B; against Problem
1-IPE using an adversary A in a security game (Game 0’ or 1) as a black box as follows:
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1. By is given a Problem 1-IPE instance, (param,@o,@g,@,@*,eﬂo,{eﬁvtﬂ-}t:l ..... dii=1,2,€3,15
€s).
2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, 51 provides A a public key pk := (1*, param, ]Bo, ) of Game
0 (and 1) where Bo = (bo 1, bo 139 bo 5) and B = (bl, .. b4, b14, b15).

4. When a key query is issued for vector v' := {(t,v)[t € I3}, Bi answers normal key
(k§, {kf beer,;) with Eq. (3), that is computed using Bjj, B* of the Problem 1-IPE instance.

5. When Bj receives an encryption query with challenge plaintexts (m(o) (1)) and 70 .=
{2 |t € I}, 7V = {(t,2V) |t € I} with Iy := I« = I, from A, By computes
the challenge mphertext (co,{ct}tter,, cr) such that

b
co:=ego+Cbysz, c¢i= %E )eﬁ,t,l +&iegio + &by, cor = g%m(b),

where (,€1,6& < Fg, b < {0,1}, and (bos, es0. {€gi}i=1...ai-1.2.ba) is a part of the
Problem 1-IPE instance.

6. When a key query is issued by A after the encryption query, By executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢/. If b =/, By outputs 3 := 1. Otherwise, B; outputs ' := 0.

It is straightforward that the distribution by Bi’s simulation given a Problem 1-IPE instance
with (3 is equivalent to that in Game 0’ (resp. Game 1), when 5 =0 (resp. 5 = 1). O

Lemma 10 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter X, \Advf'(h_l)_z)()\) —

AT )] < AVEZIPE(N) + 2/g, where Byy () = Ba(h, ).

Proof. In order to prove Lemma 10, we construct a probabilistic machine By against Problem
2-IPE using an adversary A in a security game (Game 2-(h — 1)-2 or 2-h-1) as a black box as
follows:

1. Bs is given an integer h and a Problem 2-IPE instance, (param,@o, @8,@7 E*, h; 0+ €0
{hz,@j, et,j}tzl,...,d;j:l,Z)-
2. Bs plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By provides A a public key pk := (1*, param, IB%O, ) of Game
2-(h — 1)-2 (and 2-h-1), where By and B are obtained from the Problem 2-IPE instance.

4. When the «-th key query is issued for vector ¥ := {(t,v;) |t € I3}, Ba answers as follows:

(a) When 1 < < h—1, By answers semi-functional key (k{, {kf }+er,) with Eq. (7), that
is computed using Bf, B* of the Problem 2-IPE instance.
(b) When ¢ = h, By calculates (kg, {kj }er,) using (bo,1, bo3, b1, hj o, {Rj, ;He=1,..d;j=1,2)
of the Problem 2-IPE instance as follows:
U * * *
for t € I’U? gt gt — qu pE,O,t = gth’ﬂp + ftb0717 p:at’Q = gthE’tQ + §tb47
ki === 1er, Phos + 003
for t € Iy, ki :=wvithj, 1 + D5, o
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(c) When ¢ > h+1, By answers normal key (k§, {kf }ier,;) with Eq. (3), that is computed
using B, B* of the Problem 2-IPE instance.

5. When Bj receives an encryption query with challenge plaintexts (m(o), m(l)) and 70 .=
{(t,azgo)) 1t e Iz}, 2D = {(t, xgl)) |t € Iz} with Iz := [0 = Iz from A, By computes
the challenge ciphertext (co, {¢t}ier,, cr) such that

b
co:=eg+ (b3, c¢i= iEE )€t71 +01e12 +02by,  cr = gém(b)y

where (, 61, 02 J Fg, b & {0,1}, and (bg 3, €0, {€tj}i=1,.n;j=1,2) is a part of the Problem
2-IPE instance.

6. When a key query is issued by A after the encryption query, Bs executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¥'. If b =/, By outputs 3’ := 1. Otherwise, By outputs ' := 0.

Claim 1 The distribution of the view of adversary A in the above-mentioned game simulated
by By given a Problem 2-IPE instance with 3 € {0,1} is the same as that in Game 2-(h — 1)-2
(resp. Game 2-h-1) if 3 =0 (resp. = 1) except with probability 1/q (resp.1/q).

Proof. It is straightforward that the distribution by Bs’s simulation given a Problem 2-1PE
instance with 8 = 0 is equivalent to that in Game 2-(h — 1)-2 except that ¢ defined in Problem
2-1PE is zero, i.e., except with probability 1/q.

When § = 1, the challenge ciphertext in the above simulation is given as:

Co ‘= ((:J, 7A:> Ca Oa 900)15301
for t € Iz,

4 7 2 2
- AN —
(b) ~ (b) (b)

e = ( ol t), w0, (tzp’, T), 02, (tz;’, T)- Z, 0, 02, O, P2 B,

(b)

where 0, 1= x; "o 1+ 012, w 1= w02, T := 017,05 = :ng)got,ld +@rojforj=1,2, w,7,{0,
4, el i,j—1,2 are defined in Problem 2-IPE.

p%,o,tvp%,m for t € Iy calculated in case (b) of steps 4 and 6 in the above simulation are
expressed as:

St 1= gt5 + gta ar = gkp, pao,t = (Sta 07 0797577070)1837 piQt = (8t7 atvougtn07 O)Baa

4 7 2 2
=~
pat,Z = ( gt:U’t,z(t? _1)) 07 St, 077 9t(ﬁt,2,1;77t,2,2)7 02 )B*)

Piio= ( guuea(t, 1), 0, s, 0% (0, a)Us, 0, ge(megrsmge)s 0% e,

where 6, p, no, {tt,2, U, e,2,1, Me,2,2 feer,; are defined in Problem 2-IPE. Therefore, (K, {kf }icr;)
are expressed as:

S0 = Z?:l St, agQ ‘= Z?:l atg, 770 = (Z?:l gt)7707
lf /6 - 07 ks - (_30707 1777070)15337 lf ﬂ - 17 ké - (_807 —aop, 1777070)15337

4 7 2 2
% —_———

if /6: 0; k;fk = ( ﬁt(ta *1)5 5Ut, St, 075 ﬁt,laﬁt,?a 02 )B*a
if ﬁ: 1, k:;tk = ( ﬁt(tv _l)a 5Uta St 047 (pvt, at) Uy, 0, ﬁt,hﬁt,% 0? )B*a
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where 6, p, s¢, ag, it 1= Vepte 1 + Gele,2, e = VNt + gene,; for t € Iiy; 7 = 1,2 are independently
and uniformly distributed. Therefore, (k,{kf}icr,) and (co,{ct}er,) are distributed as in
Egs. (6) and (5), respectively. Therefore, when 5 = 1, the distribution by Bs’s simulation is
equivalent to that in Game 2-h-1 except that § defined in Problem 2-IPE is zero, i.e., except
with probability 1/q. O

This completes the proof of Lemma 10. O

Lemma 11 For any adversary A, for any security parameter \, Advf'h_l)()\) = Advf'ha)()\).

Proof. It is clear that the distribution of the public-key and the (-th key query’s answer for
t # h in Game 2-h-1 and Game 2-h-2 are exactly the same. Therefore, to prove this lemma we
will show that the joint distribution of the h-th key query’s answer and the challenge ciphertext
in Game 2-h-1 and Game 2-h-2 are equivalent.

Let 7 := (mwvg,a¢) - Up, which is coefficients of the ¢-th key element kj for ¢t € Iy, and
Wy 1= (Txgb), T) - Zt, which is coefficients of the ¢-th ciphertext element ¢; for ¢ € Iz in Game 2-
h-1. Let n := §(I3), n’ := #(Iz), and n elements of I; are expressed by {t1,...,t, |1 <t; <ty <
-~ <ty < d}. We will show that (ag, {7} }tery, {Wi}er,) € Fq % (Fg)n X (Fg)n/ are uniformly
and independently distributed from the other variables in the joint distribution of adversary
A’s view.

When Iz € Iz, there exist an index t; € Iy \ Iz, and coefficients Wy, = (7, a4,) - Uy,
of kj is uniformly and independently distributed in Fg since Uy, S GL(2,F,) is uniformly
and independently distributed from the other variables in A’s view. Moreover, variables a;; for
jg=1,...,1—1i+1,...,nand ap := ijl,,...,i—l,i+1,...,n at; are also uniformly and independently
distributed in I, since a;, appears only in @, in A’s view. Therefore, from Lemma 8, variables
(ao, {7 }tery {Wi}er,) are uniformly and independently distributed from the other variables.

When I C Iz, it holds that ), I Ut # 0 from the definition of the security game. Since

Ty - Wy = oy + Tag, (ao, {7 - Wiher,) = (ao, Ty - Wiy -« ., T, - Wy, ) are represented as
ao T 0 1 ... 1
i - =M - afl ,  where M := Tvt%mtl r (24)
Ftn . u_)'tn CLtn TUtnﬁtn 7A:

The determinant of M is given by det(M) = (7)" ' 7(30, v,ar,) = (?)”_IT(Z:EL7 V),
which is nonzero since ), 1 Vit # 0 with all but negligible probability 2/¢, i.e., except when
7 =0 or 7 = 0. Since fresh variables (7, {a¢}tcr,) appear only in (ag, {7 - W; }er,) in A’s view,
these variables (ag, {7} - W;}iecr,) are also fresh, i.e., uniformly and independently distributed
from the other variables. Then, from Lemma 8, variables (ao, {7 }ser,, {W: }icr,) are uniformly
and independently distributed from the other variables when Iz C Iz, too.

Therefore, the view of adversary A in the Game 2-h-1 is the same as that in Game 2-h-2.
This completes the proof of Lemma 11. O

Lemma 12 For any adversary A, for any security parameter \, |Advf_y_2)()\) - Advﬁ)()\ﬂ <
1/q.

Proof. To prove Lemma 12, we will show distribution of public parameters, queried keys, and
challenge ciphertext, (param, B, {sk™ := (k¢"", {k{" " }ier,) }nzt,...0st == (co, {eihierss or)), in
Game 2-v-2 and that in Game 3 are equivalent.
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First, we note that a part of ciphertext {c;}ier, in Game 2-v-2 and that in Game 3 are

equivalently distributed since matrices {Z; & GL(2,Fg) ber; of {ci}ier, in Game 2-v-2 are
uniformly and independently distributed from other variables.

For the distribution of kf and ¢y, we define new dual orthonormal bases (D, Df) of Vj as
follows:

We generate x S Fy, and set

dO’Q = b072 — Xb(),g, d3,3 = b3,3 + XbEk)’Q
Do := (bo,1,do2,b03- - -, bos), Dy := (051,09, dg 3,004, 005)-

We then easily verify that Dy and Dj are dual orthonormal, and are distributed the same as
the original bases, By and By.

The t = 0 elements of keys and challenge ciphertext ({k(()h)*}hzl,_._yy, ¢p) in Game 2-v-2 are
expressed over bases (Bo,Bj) and (Dg, Djj) as

h)x h h h h h h
k(()) = (_8(() )7 ’f’(()) 17 77(() )7 O)BSZ(_SS )7 T(())—X, 17 77(() )7 O)Da
h h h
= (78(() )7 ;F(())v ]-7 77(() )7 O)]D)g
co = (@0, 7,60, 00 )= (@, T, (+x75 0, 9o )p, = (@, 7, s 0, 9o )y,
where ¢ := g%m(b),
where ?’éh) = r(()h) X,¢" = ¢ + x7T € Fy are uniformly, independently (from other variables)

distributed since r(()h) Y Y [Fy, except for the case 7 = 0, i.e., except with probability 1/q.

In the light of the adversary’s view, both (B, Bf) and (Do, D) are consistent with pub-
lic key pk := (1>‘,param,1§0,fﬂ\%). Therefore, {sk(h) = (kéh)*,{kt(h)*}telﬂ)}h:17._,,y and ct :=
(co,{ct}ier,, cr) above can be expressed as keys and ciphertext in two ways, in Game 2-v-2
over bases ((Bo,Bf), (B,B*)) and in Game 3 over bases ((Dg,Dj), (B,B*)). Thus, Game 2-v-2
can be conceptually changed to Game 3. O

Lemma 13 For any adversary A, there exists a probabilistic machine Bs, whose running
time is essentially the same as that of A, such that for any security parameter X, |Adv§’)()\) -
AdV (V)] < AdVEFPE(N) +2/4.

Proof. In order to prove Lemma 13, we construct a probabilistic machine Bs against Problem
3-IPE using an adversary A in a security game (Game 3 or 4) as a black box as follows:

1. Bs is given a Problem 3-IPE instance, (param,Bg,BS,B,@*, h*,eg).
2. Bs plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, B3 provides .A a public key pk := (1%, param, IEBo, ) of Game
3 (and 4) where Bo = (bo 1, b() ,39 b() 5) and B = (bl, .. b4, b14, b15).

4. When a key query is issued for vector v := {(t,v) |t € I}, B3 answers (kg, {k; }+cr,) such
that

ké = ( —50, Oa ]-a No, 0 )ES?
ki = ovsh* + (p(t, —1), 0, s¢, 0%, 7, 0, 7, 0% )g for t € I,

< U - - U % % T
where Sty Mt 705 0 ]an 7"15/7777& — }ng 50 1= thej77 St and (BOa h 7B = (bla b2> b4a R b15))
is a part of the Problem 3-IPE instance.
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5. When B3 receives an encryption query With challenge plaintexts (m(®,m(Y)) and vectors
70 = {(¢, xt )|t € I}, 70 = {(t, ZL‘t )|t € Iz} with Iz := Iy = Iz from A, B3
computes the challenge c1phertext (co,{ct}ter,, cr) such that
co:= (@, 7, ¢, 0, ¢o )By,
e =2"es+ (o1, 1), 0, @, 0, 7, 02, Z/, 0%, @ )p forte Iz

cr = g%m(b),

where ¢, (', 0,7, ¢o J Fo,Z/, Gt J Fg, b {0,1}, and (Bo, eg,B) is a part of the Problem
3-IPE instance.

6. When a key query is issued by A after the encryption query, Bs executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢/. If b = V', B3 outputs 3 := 0. Otherwise, B3 outputs ' :=

Claim 2 The distribution of the view of adversary A in the above-mentioned game simulated
by Bs given a Problem 3-IPE instance with 3 € {0,1} is the same as that in Game 3 (resp.
Game 4) if B =1 (resp. B =0) with all but negligible probability 1/q.
Proof. We will consider the joint distribution of k}gh)* for h =1,...,v; t € Iym and ¢ for
telz.

The h-th queried key {k V=1, for 70 = {(t, Ut ) |t € Iy} generated in steps 4 and
6 is

k}gh)* — g(h)vt(h)h* +( (h)( ~1), 0, S(h) 047 S (h ) 0, —(h)7 02 )

= (", 1), WM, s, 0t 7" +6<h>v£ '(r,0), 0, 7", 02 s
= (luﬁgh)<t7 _1)7 6(h)vt(h)7 Sgh)7 047 Ftv 07 7_7;(11)7 02 )B*

where 6" .= 5y € Fq, th) = ﬁ(h)+g(h)vgh) (r,0) are uniformly and independently distributed
since o) J Fy, (h) & Fg, except for the case u = 0, i.e., except with probability 1/q.
When g = 0 mphertext c; generated in step 5 is
o = e+ (o ( 1), 0, &, 0, 7, 0% 2, 0%, & )n
= (o:(1, 1), 0, @, 0, 7, 02, % +x§b)(zl, z2), 0%, i )B
= (Ut(17 t) 0, w, 0, 02 ztv 037 Sat )B
where Z; := Z/ + xgb) (21, 22) € F2 is uniformly and independently distributed since z/ & F2.
When § =1, ciphertext ¢; generated in step 5 is
o = 2Ve+(ai(1, 1), 0, 3, 0, 7, 0%, 2, 0% & )p

= (Ut(la t) wxl(fb)7 ZJ sz(fb)a ?7 027 ’E;S/—i_xgb)(zla Zg), 037 Sb’t )]B
(b) (b)

- (Ut(la t) th ) w Txt ) f7:7 027 Z_;fa 037 9515 )B

where Z; := Z/ + xgb) (21, 22) € F2 are uniformly and independently distributed since z/ & F2.

Therefore, the above {¢;}ier, and ¢o == (@, 7, ¢/, 0, @o By, c1 := gém(b) give a challenge

ciphertext in Game 3 when 8 = 1, and that in Game 4 when 5 = 0. O
From Claim 2, [Adv® (1) — Adv(P (A ’ ’Pr [Bs(1),0)—1] o £ GEHPE)

Pr |:33(1>‘, 0)—1 ‘ 0 <—QP3 IPE(14) ” +2/q = Ava3 'PE(X) + 2/q. This completes the proof of

Lemma 13. O
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A.3 Proofs of Lemmas 15-21 in Section 5.1.8

Lemma 15 For any adversary A, there exists a probabilistic machine Bi, whose running

time is essentially the same as that of A, such that for any security parameter \, |Adv52/)()\) -

AdVG TV )] < AdVEIPE(V) + 1/

Proof. In order to prove Lemma 15, we construct a probabilistic machine By against Problem
1-IPE using an adversary A in a security game (Game 0’ or 1-1-1) as a black box as follows:

1. By is given a Problem 1-IPE instance, (param,Bo,BS,@,@*,eg,o,{657t,i}t:17,,.7d;2~:172,Egyl,
€).

2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, B provides A a public key pk := (17, param,@o,fB\B) of Game
0’ (and 1-1-1), where By := (bo1,bo3,bo5) and B is obtained from the Problem 1-IPE
instance.

4. When a key query is issued for vector v' := {(t,v)|t € Iy}, B answers normal key
(k§, {kf }rer,) with Eq. (10), that is computed using B, B* of the Problem 1-IPE instance.

5. When B receives an encryption query with challenge plaintext m := m(©® = m®) and
vectors Z(0) := {(t,xgo)) |t € Iz}, 70 = {(t,xgl)) |t € Iz} with Iz := L) = Iz from A,
B1 computes the challenge ciphertext (cg, {¢;}ier,, cr) such that

co:=egp+(Cby3, cr:= g%m,

cr = (1)) +2{V0) (€51 + 1) + 1 g + Ereppz + Eaby fort € I,

=~ U U ~ ~ .
where (,0,£1,&2,00 — Fq, b« {0,1}, and (ego,bo3,€5,1,€2,{€a,i}tery; i=1,2,b4) is a
part of the Problem 1-IPE instance.

6. When a key query is issued by A after the encryption query, By executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢/. If b =/, By outputs 3 := 1. Otherwise, B; outputs ' := 0.

Claim 3 The distribution of the view of adversary A in the above-mentioned game simulated
by By given a Problem 1-IPE instance with § € {0,1} is the same as that in Game 0’ (resp.
Game 1-1-1) if B =0 (resp. B =1 with all but negligible probability 1/q).

Proof. We will consider the distribution of ¢; for ¢t € Iz.
When 3 = 0, ciphertext ¢; generated in step 5 is

c; = (-%go) + Z’El)g)(go’l + tgg) + xl(fb)eo,t,l + 5160’1572 + &by

(:cﬁo) + xﬁ”g)(ﬁ(bl +tb2)) + (%Eb)o't,l +&10¢.2) (b1 + tha)

+wz"by + (E1w + &)by + Frbua + Gabus

= ((xgo) + x§1)§)5 + l’ib)atjl + flUt’Q)(bl + tbg) + wxib)bg, + ({1&1 + 52)1)4 + 611)14 + ¢2b15

b ~ ~ ~

= (Ut(la t)> W$1(€ )7 W, 097 Y1, P2 )B
where oy 1= (xgo) + x§1)§)5 + :L‘gb)o'm +&1012,Cw,w = &w + &2, 01, P2 € F, are uniformly and
independently distributed.
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When § =1, ciphertext ¢; generated in step 5 is

¢ = (xgo) + xil)g)(él,l +teg) + Qfgb)el,t,l +&ier 2 + &by

- (Ut(lu t)) W‘Tgb)? @7 097 &1? &2 )B

+( 047 T$§b)7 617—7 027 (Tl'l(tb)7 ng)Zta G(I‘EO) —|—CL‘£1)§), 04 )IB

where o; = (m,go) + wgl)g)ﬁ + x%b)at,l + &1ot2, Cw,w = §w + &, T, 517,9,95, 1,92 € Fy are
uniformly and independently distributed with all but negligible probability 2/q, i.e., except
when 7 =0 or 6§ = 0.

Therefore, the above ¢; and ¢y := (@, 0, {, 0, @o )y, cT = g%m give a challenge ciphertext
in Game 0’ when 0 = 0, and that in Game 1-1-1 when g = 1 with all but negligible probability

1/q. 0
: (0" B (1-1-1) A R APLIPE/4 A\ |
From Claim 3, |Adv}, "(A\) — Adv; " (\)| < [Pr|Bi(1%,0)—1| 0 =G (1Y)
Pr [Bl(l)‘, 0)—1 ‘ 0 <—Rgfl"PE(1A)} +1/q = Advg™""E(\) + 1/g. This completes the proof of
Lemma 15. 0

Lemma 16 Let h > 2. For any adversary A, for any security parameter A, |Ade_(h_1)'5)()\) -

ANG O] < 1/4.

Proof. Since matrices {Z; };cr., only appear in coefficients in {¢; }1cr, in Games 1-(h —1)-5 and
1-h-1, all coefficients {(To.rgo) + Tlxgl),?)Zt}telf in Game 1-(h — 1)-5 and {(ngb),?)Zt}tgf in
Game 1-h-1 are uniformly and independently distributed in Fg.

To finish the proof of Lemma 16, we will show distribution of public parameters, queried keys,
and challenge ciphertext, (param,@, {sk(h) = (k:(()h)*, {kgh)*}teuh))}hzl,m,y, ct := (co, {ct}ier, 1)),
in Game 1-(h — 1)-5 and that in Game 1-h-1 are equivalent. For that purpose, we define new
dual orthonormal bases (D,D*) of V (in Game 1-h-1) as follows:

We generate x S Fy, and set

d11 = b11 — Xb5, d; = bg + Xbﬁ
D:= (bl,.. . ,blo,dll,blg,...,blg,), D* = ( T, ,bz,d;,bé,..., T5)

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.

Parts of queried keys and challenge ciphertext, {kt(h)*} and {¢;}, in Game 1-h-1 are expressed
over bases (B, B*) and (D,D*) as

B o P 1, s 0, o, \
= (lulgh)(t? _1)> 5(h)vt(h)7 Sgh)7 07 ) ﬁt(h)a 02)]1))*
e = (oo(1, 1), wal”, @, 72, 7, 02, (72, F) - Z, 02” + 0128V, 02, ) (25)
= (ou(1, t), wx,gb), w, T.le,gb) +X(90x§0) +01x,§1)), ?,...,Hoxgo) +01x§1), 0%, Zi)p
= (Ut(lv t)’ wxl(tb)7 w, TOxz(SO) +7—1$1(€1)7 ?7--'a90$£0) +91[E£1), O2a QBt)D ),

where 7, := 7 + X0, T1_p = xb1_p € Fy are uniformly, independently (from other variables)

distributed since 7, x Y [Fq, except for the case 61, = 0, i.e., except with probability 1/q.

In the light of the adversary’s view, both (B,B*) and (ID,D*) are consistent with pub-
lic key pk := (1)‘,param,]/§l%0,@). Therefore, {sk(® := (k:(()h)*,{kih)*}tela(h))}h:L_,_,V and ct :=
(co,{ct}ter,, cr) above can be expressed as keys and ciphertext in two ways, in Game 1-h-1
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over bases (B, B*) and in Game 1-(h — 1)-5 over bases (D,D*). Thus, Game 1-(h — 1)-5 can be
conceptually changed to Game 1-h-1.

Therefore, the view of adversary A in the Game 1-(h — 1)-5 is the same as that in Game
1-h-1. This completes the proof of Lemma 16. O

Lemma 17 For any adversary A, there exists a probabilistic machine Bo, whose running time
is essentially the same as that of A, such that for any security parameter A, |Ade_h_1)(A) —

AdVT P ()] < AdVEZIPE(N) + 2/q, where Bay(-) i= Ba(h, ).

Lemma 17 is proven in a similar manner to Lemma 10.

Lemma 18 For any adversary A, for any security parameter A, Ade'ha)()\) = Ade'h'3)()\).

Proof. It is clear that the distribution of the public-key and the (-th key query’s answer for
t # h in Game 1-h-2 and Game 1-h-3 are exactly the same. Therefore, to prove this lemma we
will show that the joint distribution of the h-th key query’s answer and the challenge ciphertext
in Game 1-h-2 and Game 1-h-3 are equivalent.

Let 7 := (mwvg,a¢) - U, which is coefficients of the ¢-th key element kj for ¢ € Iz, and

u_)'gb) = (Tbxgb),?) - Zy, which is coefficients of the ¢-th ciphertext element ¢; for ¢ € I; in Game

1-h-2. In Game 1-h-3, the ciphertext coeflicients are given by w;;nbias = (Toxgo) + lerrgl),?) - Zy.
Let n := #(I3), n' := #(Iz), and n elements of Iy are expressed by {t1,...,t,|1 < t1 < tg <
ce <ty < d}.

We will show that V) := (ag, {# }ier,, {0 bier,) € Fy x (F2)" x (F2)™ and Vunbies .—
(a0, {7t }er,, {0mPa} o ) have the same distribution in A’s view.

When Iy Z Iz, both V) and VUnbias are uniformly and independently distributed from the
other variables in A’s view as in the proof of Lemma 11.

Therefore, we will consider the case when Iy C Iz, below. Then, we first note that
R(@,79) = R(@,2V) = R(¥, 102 + 7 Z1)) with all but negligible probability. Therefore,
if R(7,#9) = R(#,#1)) = 0, we can show that both V) and Vumbas are uniformly and in-
dependently distributed from the other variables in A’s view from the proof of Lemma 11,
too.

When R(%,#) = R(¢, #V) =1, i.e., Doter, vttt = Dy vt wy, = 0, as in Eq. (24), since

7 g T Tz T
t1 t1 ay t14t
— L —
: =M - . ,  where M := :
) 3 (b) =
Ty, - Wy, a, TV, Ty T

and the rank of M is n with all but negligible probability 1/q, i.e., except when 7 = 0, inner
product values {pgb) =T} u_igb)}te 1, are uniformly distributed. And, among {pgb)}te 1, and ag, a
relation ¢/ pgb) = Tagp holds. Similarly, {pynbias := 7, . @i"Pias}, ./ are uniformly distributed,
and among {py""*},c; and ag, the relation Y, Iy pynbias — Fq4 also holds. This shows that
(ayp, {pgb)}tgﬁ) and (ag, {py"°@},c1.) have the same distribution.

Therefore, from Lemma 8, V() and VU"bias have the same joint distribution in this case,
too.

To finish the proof of Lemma 18, we will show distribution of public parameters, queried keys,

and challenge ciphertext, (param, B, {sk) 1= (k§"", {k{""}ier_, V=1, ct := (co, {ethier, o1)),
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in Game 1-h-2 and that in Game 1-h-3 are equivalent. For that purpose, we define new dual
orthonormal bases (ID,D*) of V as follows:

We generate x S F,, and set

d11 = b11 — Xb5, d; = b; + Xbﬁ
D = (bl,.. . 7b10,d117b127~--,b15), ]D)* = ( T, ,bz,d;,bg,..., T5)

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.

Parts of queried keys and challenge ciphertext, {kt(h)*} and {¢;}, in Game 1-h-2 are expressed
over bases (B,B*) and (D,D*) as in Eq.(25) except for the case 6;_, = 0, i.e., except with
probability 1/q.

In the light of the adversary’s view, both (B,B*) and (ID,D*) are consistent with pub-
lic key pk := (1*, param,Bo,B). Therefore, {sk(” := ( (()h)*,{kih)*}tgg(h))}hzlw,y and ct :=
(co,{¢ct}ier,,cr) above can be expressed as keys and ciphertext in two ways, in Game 1-h-2
over bases (B,B*) and in Game 1-h-3 over bases (ID,D*). Thus, Game 1-h-2 can be conceptu-
ally changed to Game 1-h-3.

Therefore, the view of adversary A in the Game 1-h-2 is the same as that in Game 1-h-3.
This completes the proof of Lemma 18. O

Lemma 19 For any adversary A, there exists a probabilistic machine Bs, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Ade_h_?’)(A) —

AdVEj_h_4)()\)\ < Advgg_',ILPE()\) +4/q, where Bs_p(-) :== Bs(h,-).

Proof. In order to prove Lemma 19, we construct a probabilistic machine Bs against Problem
4-TPE using an adversary A in a security game (Game 1-h-3 or 1-h-4) as a black box as follows:

1. Ba.o is given a Problem 4-IPE instance, (param,@o, @8, B, B, hi.eo, {hj, ;s eriti=1,. di=12)
2. Bs plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, B3 provides A a public key pk := (17, param,@o, I/B\%/) of Game
1-h-3 (and 1—h—4), where BO = (b071, b073, b075) and B := (bl, ey b4, b14, b15).

4. When the «-th key query is issued for vector ¥ := {(t,v;) |t € I3}, Bs answers as follows:

(a) When 1 <. < h—1, B3 answers final key (kg, . .., k;;) with Eq. (16), that is computed
using Bj, B* of the Problem 4-IPE instance.

(b) When ¢ = h, B3 calculates (kg, {k; }+cr,) using (bo.1, bo 3, b3, b}, h{, {hfi,t,z‘}tﬂ,--.,d;i:l,?)
of the Problem 4-IPE instance as follows:

u ~ ~ ~ U
0 — Ky, st,9t, s a2 < Fy for ¢ € I,
50 7= Dom1 St 90 = Doy Ge Ky = —(s0b5 1 + gohg) + b,
k; = ’Ut((Sbg + h?ﬁ,t,l) + Stbz + gth27t’2 + ﬁt(tbf — b;) + 771”11)){2 + ﬁt,beg for t € I3.

(c) When ¢ > h+1, B3 answers normal key (k{, {k;}1,) with Eq. (10), that is computed
using B, B* of the Problem 4-IPE instance.
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5. When Bs receives an encryption query with challenge plaintexts m := m(® = m®) and
FO = {(t,2")|t € I}, 70 = {(t,2V) |t € Iz} with I; := L) = L) from A, Bs
computes the challenge ciphertext (co, {¢;}ier,, cr) such that

co :=wbo1 +&eg +(Cbo3, cr = Q%m,

cp = wxgb)bg + Wby + a:,gb)et,l +&eo + (9050150) + Gla:,gl))blg,

_ U U .
where w,w, ¢, §, 00,01 < Fq, b« {0,1}, and ({bo,; }i=1,3, €0, {bi}i=3.4,13, {€t,i }rely; i=1,2) 18
a part of the Problem 4-IPE instance.

6. When a key query is issued by A after the encryption query, Bs executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢'. If b =/, B3 outputs 3 := 1. Otherwise, B3 outputs /' := 0.

Claim 4 The distribution of the view of adversary A in the above-mentioned game simulated
by Bs given a Problem 4-IPE instance with 5 € {0,1} is the same as that in Game 1-h-3 (resp.
Game 1-h-4) if =0 (resp. = 1) except with probability 2/q.

Proof. We will consider the joint distribution of the h-th queried key (k§, {k{}+cr,) and chal-
lenge ciphertext (co, {ct}icr,) (and cr).
The h-th queried key (k§, {kf }1er,) for v := {(t,v:) |t € I} generated in steps 4 and 6 is

ko := —(sobgy 1 + gohg) +bo s = (—s0, —ao, 1, 7o, 0 )gg, where ag = gop,
when 3 =0,
ki := (b3 + i) 4 sib] + gehiy + [ (tb] — b3) + 7,167y + 72673
= ( ﬁt(t’ _1)7 (5’0,5, St 04) (pvta at)Uta 07 ﬁt,lvﬁtﬂ? 02 )B*7
when § =1,
ki := (b3 + hg 1) 4 sebi + gehg g o + [ (t0] — b3) + 77,1675 + 7,275
— ( ﬁt(t) _1)) (51)t7 Sty PUt, Qt, 045 07 ﬁt,lvﬁt,27 02 )]B*a

where a; = gip, fiy = Vefie 1+ G2 T Ny 2= Ve it G2+ for i = 1,2, and p, e, e g, Ut
are defined in Problem 4-IPE. Note that ag = ), I Oty and ay, j1; are uniformly and indepen-
dently distributed since gy, it i F, except for the case p = 0, i.e., except with probability
1/q.

co of the challenge ciphertext is given as

co = wbp 1+ &§eg + (b3 = (@, 7, ¢ 0, o),

where 7 := &7, which is uniformly and independently distributed since & J F, except for the
case T = 0, i.e., except with probability 1/q.
The challenge ciphertext in the above simulation is given as:

c = wxgb)b:s + Wby + ivgb)eo,m +&ep o+ (90£B§0) + 911}51))1711
~ b ~ b ~ b~ -
= (Ut(17 t)a WZUE )7 W, (7—'1"15 )7 7_)7 02, (TI‘E )a T)Ztv GO:EEO) +01$1(€1)7 O2a Pt 1, Pt,2 )B
~ b ~ b .
where 0 1= :r§ )Ut,l +&01,2, 015 = x§ )Sot,l,j +&pi 25 for j = 1,2, and 7, {01 j, Y1,ij» Zt el ij=1,2
are defined in Problem 4-IPE. Note that o4, ¢;; are uniformly and independently distributed

since o042, P42, & F, except for the case £ =0, i.e., except with probability 1/q.
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Therefore, when 3 = 0 (resp. 8 = 1), the distribution by Bs.o’s simulation is equivalent to
that in Game 1-h-3 (resp. Game 1-h-4) except with probability 2/q. 0
This completes the proof of Lemma 19. O

Lemma 20 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter A, ]Advi_h_@()\) —
AdVYT P ()] < AdVEPE(N), where Byy(-) i= Ba(h, ).

Proof. In order to prove Lemma 20, we construct a probabilistic machine By against Problem
5-IPE using an adversary A in a security game (Game 1-h-4 or 1-h-5) as a black box as follows:

1. B4 is given a Problem 5-IPE instance, (param,Bo,BE‘),I@%,B*, h, {ej}j=01)-
2. B4 plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By provides A a public key pk := (17, param,@o, I@’) of Game
1-h-4 (and 1—h-5), where BO = (b071, b073, b0’5) and B’ := (bl, ey b4, b14, b15).

4. When the «-th key query is issued for vector ¥ := {(¢,v;) |t € I3}, By answers as follows:
(a) When 1 < ¢ < h — 1, By answers final key (k, {k; }ier,) with Eq.(16), that is

computed using By, B* of the Problem 5-IPE instance.

(b) When ¢ = h, By calculates (kg, {kj }ter,) using (Bg, B*, hj) of the Problem 5-IPE
instance as follows:

U U - - U
67 o < ]qu Mty St, Gt <— ]an Uty Tt < Fg for ¢ € -[177

S0 = Zte]a St, ag ‘= Zte[17 ag, k(*) = ( —5S0, —ao, ]-7 No, 0 )15367
k;fk = Uthﬁ+ ( ;ut(tv _1)’ 5Ut7 St, 07 atg, 057 ﬁta 02 )B* for t € 117'

(c) When ¢ > h+1, By answers normal key (kg, {k; }er,) with Eq. (10), that is computed
using B, B* of the Problem 5-IPE instance.

5. When By receives an encryption query with challenge plaintexts m := m(® = m®) and
70 = {(t,:rgo)) |t € Iz},70) = {(t,a:gl)) |t € Iz} with Iz := I, 0 = Iz from A, By
computes the challenge ciphertext (co, {¢;}ier,, cr) such that

wva}a%aC7<1007O-t <£ Fq, Szt ‘E ]Fg for t S If,
Co ‘= ( Z‘vjv ?7 Cv 07 2 )Boa Ccr = g%m,

C = ZL‘EO)GO + $1(51)61 + ( Ut(17 t)v wxi(fb)a &}a 0, ?> 077 SBt )IB for t € Iz,

where b <2 {0,1}, and (By, B, {ei}i=0,1) is a part of the Problem 5-IPE instance.

6. When a key query is issued by A after the encryption query, B4 executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢/. If b =/, B4 outputs 3 := 1. Otherwise, B4 outputs ' := 0.
Claim 5 The distribution of the view of adversary A in the above-mentioned game simulated

by By given a Problem 5-1IPE instance with 5 € {0,1} is the same as that in Game 1-h-4 (resp.
Game 1-h-5) if =0 (resp. = 1) except with probability 1/q (resp.1/q).
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Proof. We will consider the joint distribution of the h-th queried key (k§, {k}}+cr,) and chal-
lenge ciphertext (co, {ct}ier,) (and cr).
The challenge ciphertext in the above simulation is given as:

Cy = ((:3, %/a <7 07 ©0 )Boa
Ct = $£0)80+$§1)61+(Jt(1, t), (.d.l‘l(fb), (:D, 0, 7/:, 07, gBt )]B
= (o1, t), wxib), w, Toazgo) + Tlx,gl), 7, 06, 90x§0) + Gl:zgl), @ )p for t € Iz,
where {7;,6;}i=0,1 are defined in Problem 5-IPE.
k{ of the h-th queried key for ¥ := {(t,v:) |t € I3} generated in steps 4 and 6 is

ké = (_507 —aop, 17 7o, 0) 87
When § = 0, the h-th queried key {k; }icr, for 0:= {(t,v) |t € I} is

k: = vtho—i_(:ut(t? _1)’ 51}% St 07 Qt, 057 ﬁh 02 )IB%*
= (Mt(t7 _1)7 5/Ut7 St, PUt, A, 057 7_7;57 02 )B* for ¢ S -[17'

When § = 1, the h-th queried key {kj }ier, for v := {(t,v) |t € I3} is

k:: = Uthl +(Mt(t, _1)’ 5"075, St 07 Qt, 053 ﬁta 02 )B*
= (Mt(t, *1), (S’Ut, St, O, ag, 04, PUt, ﬁt, 02 )B* for t € Ig.

Therefore, when 3 = 0 (resp. 3 = 1), the distribution by B4’s simulation is equivalent to
that in Game 1-h-4 (resp. Game 1-h-5). 0
This completes the proof of Lemma 20. O

Lemma 21 For any adversary A, for any security parameter \, |Ade_V_5)()\) — Advﬁ)()\ﬂ <
1/q.

Proof. To prove Lemma 21, we will show distribution of public parameters, queried keys, and
challenge ciphertext, (param,@, {sk(h) = {(k(()h)*, {kt(h)*}tejﬁ(h))}h:17_._7y,ct = (co, {ct}ier, 1)),
in Game 1-v-5 and that in Game 2 are equivalent. For that purpose, we define new dual or-
thonormal bases (D, D*) of V as follows:

We generate x J Fy, and set

d11 = b11 — ng, d§ = b:r; —+ Xb?l
D := (bl, .. -,b10>d113b12, . ,b15), ]D* = ( T,b;,dg,bz, PPN T5)

We then easily verify that D and D* are dual orthonormal, and are distributed the same as the
original bases, B and B*.

Parts of queried keys and challenge ciphertext, {{kgh)*}teuh) th=1,..v:{Ctter,, in Game
1-v-5 are expressed over bases (B, B*) and (D, D*) as ’

M= (M, —1), sMu® | Mg o™t 70y g2y,
= (u"t, =), 8 s 0, 6, 0f, 7O — x6®u™ M, 02 )pe
= ("t =1), 6P, s 0, o, 0%, €M™ i, 0 e,
e = (o1, t), wm,ﬁb), @, 09, 6?03:,20) +91m§1), 0%, & )
= (o1, 1), wrl” + y(6oz” + 012V), @, 0%, Bz'” + 0,27, 0%, B )
= (o1, ), wox,go) —i—wla?gl), @, 09, 00%750) +01x§1), 0%, B )
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Game 2-0-3
I

Game Game Game Game Game Game Game Game Game
0 1 2-1-1 2-1-2 2-1-3 ax 2-v-1 2-y-2 2-v-3 3
Problem 1-ABE Problem 2-ABE

BP1 BP2 BP3-p || BP5-p BP4-p
H H t .2 ?
i BP4-p || BPS | /
i 5 — /
N | BPO |/
| N
DLIN DLIN DLIN

Figure 2: Structure of Hierarchical Reductions for the Proof of Theorem 4

where wp := w + x0, wi_p = x01_p and €M) = 7" — 5 [F, are uniformly, independently
(from other variables) distributed since w, 7 Y IFy, except for the case 01— = 0, i.e., except
with probability 1/q.

In the light of the adversary’s view, both (B,B*) and (ID,D*) are consistent with pub-
lic key pk := (1)‘,param,1§0,f8\3). Therefore, {sk(h) = {k[()h)*,{k,gh)*}tgq(h)}h:lw,y and ct :=
(co, {ct}ter,, cr) above can be expressed as keys and ciphertext in twovways, in Game 1-v-5
over bases (B,B*) and in Game 2 over bases (D,D*). Thus, Game 1-v-5 can be conceptually
changed to Game 2. O

A.4 Proofs of Lemmas 23 and 24 in Section 6.1.3

A.4.1 Outline

Intractability of (complicated) Problems 1-ABE and 2-ABE are reduced to that of the DLIN
Problem through several intermediate steps, or intermediate problems, as indicated below (Fig-
ure 2):

1. DLIN Problem (in Definition 3)

2. BP1, BP2, BP3-p, BP4-p, BP5-p, BP6, BPO for p = 1,...,d: Basic Problems with DPVS
Vo of dimension 5 and V of dimension 14 (in Definitions 20-26)

3. P1-ABE, P2-ABE : Problems 1-ABE and 2-ABE (in Definitions 18 and 19)

We will explain how the simplest problem, DLIN, is sequentially transformed to more com-
plicated ones.

DLIN — Basic Problems : In this first reduction step, DLIN instances on (symmetric)
pairing group are transformed to a Basic Problem instance on the DPVS, V| i.e., higher
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level concept. The reductions are given in Lemmas 34-44 (Appendix A.4.2). The reduc-
tions are indicated in Figure 2 by arrows or dotted arrows. The proofs of reductions by

dotted arrows are similar to those in [14], and those by arrows are given in Appendix
A.4.2.

Basic Problems — P1-ABE, P2-ABE : The reductions are given in Lemmas 45-56 (Ap-
pendices A.4.3 and A.4.4). They are indicated in Figure 2 by arrows.

A.4.2 Basic Problems

Definition 20 (Basic Problem 1) Basic Problem 1 is to guess 3, given (param,Bo,@S,B,I@*,
R
€30, {esiti=1,2) — QﬁBpl(l)‘,d), where

* * R
G571 (1%,d) :  (param, (Bo,Bj), (B, B*)) < Gob(1*, (No := 5, N := 14)),
Bg = (bal, b3,3, A ba5), B* := (b],...,bg, by, ..., bly),
u u
w,p0 —Fg, 7 =T, eopo:=(w,0,0,0,00)B,, €1,0:= (w,7,0,0,00)B,,

fori=1,2; &:= (011,027 € F2, & < F2,

4 6 2 2

R 2 > 6 2 =
eO,i = ( 0 , WEq, 0 ) 0 ) 23 )B

._ 2 = N 2 =
eli= (0% wé, T€;, 0%, 0=, B B

return (param, By, I/B\%a, B, I@%*, €30,1€eg,iti=1,2),

for B & {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 1,
Advgpl()\), s similarly defined as in Definition 13.

Lemma 34 For any adversary C, there exists a probabilistic machine F, whose running time

1s essentially the same as that of C, such that for any security parameter A, Adchpl()\) <
Adv?HN(N) +5/¢.

Lemma 34 is proven in a similar manner to Lemma 1 in [14].
Definition 21 (Basic Problem 2) Basic Problem 2 is to guess [3, given (param,@o, By, I@,IB%*,
R
h%j(ﬁ €0, {h:gﬂ‘? ei}i:l,?) — gﬁsz(l)\? d); where
G572(1*,d) :  (param, (B, BY), (B, B*)) B Gop(1Y, (N == 5,N := 14)),

= > U U

BO = (b0,15b0,37"'7b0,5)7 B .= (blu"'7b67b97”'7b14)7 57‘*)7770‘_an PaT‘_Fun
haO = (57070777070)307 T,O = (57 /)70777070)18507 €p ‘= (w77—707070)15307

fori=1,2% &:= (071,02 eF2, 7j <F2

4 6 2 2
— A~
hi, = (0% 06, 0%, i, 02 p,
hii = ( 027 56@7 paa 047 ﬁi’ 02 )B*?
e.:= (0% we, 7é;, 04, 02, 02 )p

return (param, I/B\%O, By, I@, B*, hj 0, €0, {hj,,€iti=12),

for B & {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 2,
AdvEP2(N), is similarly defined as in Definition 13.
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Lemma 35 For any adversary C, there exists a probabilistic machine F, whose running time

1s essentially the same as that of C, such that for any security parameter X, Advgw()\) <
Adv?HN(X) +5/¢.

Lemma 35 is proven in a similar manner to Lemma 2 in [14].

Definition 22 (Basic Problem 3-p for p =1,...,d) Basic Problem 3-p is to guess (3, given
(param> By, BS? @’ B*7 €0, {h’z;,p,iv €, gi}i:1,2) <_R ggBP3_p(1)\v d)7 where
g[E;P?"P(l)\’ d) : (param, (15307186)’ (B7B*)) <_R gob(1>\7 (NO =35, N := 14))>
Bi=(b1,...,bg,bi1,...,bua), TFS, e:=(0,7,0,0,0)g,,

for i =1,2; € == (Oi_17 1,02_i) € Fq2a Tp,i & Fq2a Hopiy Op.i = Fy,

& N A~
hapﬂ' = ( ,up,i(p, _1)7 027 067 ﬁp/ia 02 )]B*a
h?,p,i = ( /lp,i(p, _1)7 027 _9p7ié;', ep,igiv 027 ﬁpﬂ'u 02 )]B*a
€i = ( 0%, 7€, TE, 02 02, 02 )B
g; = ( 047 04’ 7E;, 02’ 02 )IB

return (param7 BO? Baa @, B*a €y, {h’z,pﬂﬂ €, gi}i=1,2)7
for B 2 {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 3,
Advgpa'p()\), is similarly defined as in Definition 13.

Lemma 36 For any adversary C, there exists a probabilistic machine F, whose running time
1s essentially the same as that of C, such that for any security parameter X\, AdeP3_p()\) <

Cp
>7 AdVREN(N) +10/q, where Cy(-) := C(p,-), Fpi(-) := F(p, 4, ).
Lemma 36 is obtained by combining Lemma 37 and Lemma 38.
Definition 23 (Basic Problem 4-p for p =1,...,d) Basic Problem j-p is to guess [3, given

(param, Bo, By, B, B*, {R; , }im12) < G5' (1}, d), where

G (1N d) s (param, (Bo, Bp), (B.B)) < Gay(1*, (No := 5, N := 14)),
]@ = (bl,...,bﬁ,bg,---gblél)a

fori=1,2; & := (011,07 ¢ Fq2, Tp,i J F(?,Mp’i,ﬁp’i & Fy,

—— ——
hap’i = ( ,up77j(p, _1)7 027 067 ﬁp,iv 02 )B*J
hipvi = ( MPJ(p’ _1)7 027 027 ep,iaa 027 ﬁpfi: 02 )]B*?

return (param, Bo, B, I@, B*, {hjpi}i=12)

for B & {0,1}. For a probabilistic adversary D, the advantage of D for Basic Problem /,
Adv%P‘Lp()\), is similarly defined as in Definition 13.

Lemma 37 For any adversary C, there exists a probabilistic machine D, whose running time
1s essentially the same as that of C, such that for any security parameter X, AdeP3_p()\) <

Cp
Adviy “P(N), where Cp(-) = C(p,-), Dy(-) :=D(p,")
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Proof. D is given an integer p and a BP4-p instance (param, By, B, I@,IB%*, {hgpi}i:m). D can
calculate

eo :=(0,7,0,0,0),,

4 § 2 2
—_——— N
€; = ( 047 Té%, 047 027 02 )B
g; ‘= ( 047 047 Té;‘, 027 02 )1537

where 7 < F, using By and B in the BP4-p instance. D sets

dyyi = by —beri, dgi;:=bgy;+biy, fori=1,2,
D:= (by,...,bs, ds,ds, br,...,b14), D*:=(b],...,bs, d7,dg, by,...,bl,),
D:= (bl,...,b47 bg,...,b14).

D can calculate f)), but cannot calculate all the D using B given in the BP4-p instance. D then
gives integer p and (param, By, Bj, D, D*, ey, {hgpw €,gi}ti=12) to C, and outputs 5 € {0,1} if
C outputs 3.

With D and D*, hf ., h7 . e; g; are represented as

0,p,27 ""1,p,0»
4 6 2 2
AN~

2 = 2
hapﬂ' = ( /”LPJ(p’_l)? 0°, 067 Mp,is 0 )D*7

2 > > 2 = 2
>ip,i = ( Mp,i(p7 _1)7 0 3 _ep,ieiu Hp,ieiy 0 ) np,iv 0 )D*7
€; = ( 047 Té;’, Té;’, 027 027 02 )]D)
gi ‘= ( 047 047 Té;‘, 027 02 )]D)

Therefore, the distribution of (param,IB%o,IBBS,]IA)),D*,eO, {hap’i,ei,gi}i:m) is exactly the same
as {Q ‘ o8 QEP3'p(1A,d)}- H

Lemma 38 For any adversary D, there exists a probabilistic machine F, whose running time
1s essentially the same as that of D, such that for any security parameter X, Adv%‘?’p()\) <

2321 Adv%;']',\'()\) +10/q, where Dy(-) :==D(p,-), Fp,;(-) := F(p, J,-)-
Lemma 38 is proven in a similar manner to Lemma 1 in [14].
Definition 24 (Basic Problem 5-p for p =1,...,d) Basic Problem 5-p is to guess (3, given
~ ~ R _
(param, Bo, Bj, B, B*, by, {1, €s1itimt, p-1p41.a =12, {BS }i=s.60.10) < G5~ P(1%,d), where
: » « R
gﬁBPSP(l)\’ d) : (paramv (]BO’]BO)? (B’]B )) — gob(l)\v (NO =9, N := 14))7

ok * * gk * U
]B ::(1""’b6’b9""’ 14), p(—]Fq,
fori=1,....p—1,p+1,...,d; i =1,2;

o i—1 24 2 o5 S o U2 U
€ 1= (Ol ) ]-7 0 l) € Fq s Mpyis Xlis Pl < ]Fq s Mpyis Ol < Fqu

4 6 2 2
—~
h;;i = ( ,up,i(pv _1)7 025 027 sza 027 ﬁp,i) 02 )B*)
eori = ( o1(L0), 07 0%, 0%, @i e
€11, = ( O-l,i(la l)’ 027 027 %l,’ia 023 027 Sal,i )B?

hj == pby,, h:=pb} for j=5,6,9,10,

* D * * * T %
return (param, Bo, Bj, B, B, ho, {h,, ;s €p1i}i=1,.. p-1p+1,...d; i=12, {P] }j=569,10),
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for B 2 {0,1}. For a probabilistic adversary C, the advantage of C for Basic Problem 5,
Adv?PE"p()\), is similarly defined as in Definition 13.

Lemma 39 For any adversary C, there exists a probabilistic machine F, whose running time

1s essentially the same as that of C, such that for any security parameter A, Advgp%'p()\) <
DLIN DLIN

Z(:l17-“7)13/_1’p+1,...,d(AdV7‘—p,l,1 (MFAdvE T, (A)+e, where Cp(+) := C(p, ), Fpa() := F(p, e, ) €

5(d—1)/q.

Proof. Combining Lemmas 40, 42 and 43, Adch:E’_p()\) < zl:l,...,p—l,p+l7...,dAdv%l:?()\)

<
Zl:l,...,p—Lp—&—l,...,d(AdV%l:SJ()‘)_’_Adv%l:gg()‘)) < El:l,...,p—l,p+17...,d(Adv‘?::llljll()‘)—*—Ad\/?}l:’ll"\lz(/\))+
€, where € := 5(d — 1)/q. This completes the proof of Lemma 39. O

Definition 25 (Basic Problem 6) Basic Problem 6 is to guess (3, given (param, By, By, B, B*,
* * T * R
hi, {h;, ep,iti=1.2, {h; }i=5,6,9,10) < QEPG(P), where

gg%(l/\) : (param7 (30738)7 (I&B*)) <_R gob(lAv (NO =9, N := 14))7

B* := (b7,...,b5,bg,...,bly),
fori=1,2 &:=(0""1,027) € F2, i, p 05 < Fyy Xi@i = F2,
2 6 2 2
% e N N
hi:= (  p, 03 0%, pé;, 02, 02, 02 g,
epii= (o4 0% 0°, 0%, Bi )B,
e = ( oi, 03, 0%, i, 0% 02, Bi )B,

hj = pbyy,  hl:=pbl for j =5,6,9,10,
return (param , Bo, BS, B, @*, hé, {h;k, eg’i}i:LQ, {ﬁ;}j:57679710),

for B & {0,1}. For a probabilistic adversary D, the advantage of D for Basic Problem 6,
AdVEFO(N), is similarly defined as in Definition 13.

Lemma 40 For any adversary C, there exists a probabilistic machine D, whose running time

1s essentially the same as that of C, such that for any security parameter \,
BPS5-
Advcp P(N) < Zl:l,...,p—l,p+1,...,d Adv%i?(k), where Cp(-) :=C(p,-), Dp,(-) := D(p,1,-)

Proof. To prove Lemma 40, we consider the following experiments. Basic Problem 5-p is the
hybrid of the following Experiment 0,1,...,p—1,p+1,...,d, i.e.,

AdvE:E"p()\) = ‘Pr {Expgp()\) — 1] —Pr {Exp‘ép()\) — 1] ‘ Therefore, from Lemma 41, we obtain
Lemma 40. O

Experiments: In Experiment 0, a part framed by a box indicates positions of coefficients to
be changed in a subsequent game. In the other experiments, a part framed by a box indicates
coeflicients which were changed in an experiment from the previous experiment. Experiments
proceed as follows:

Experiment 0 = Experiment 1 = --- = Experiment p — 1 = Experiment p+1 = --- =
Experiment d

For a probabilistic adversary C,, we define an experiment Expgp using Problem BP5-p gen-

erator Go' (1%, d) in Definition 24 as follows:
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1. Cp is given o & GEPEP (12 d).
2. Output g’ K Cp(14, ).
Experiment 0 (Expgp) : [ =0 case of Basic Problem 5. That is,

forl=1,....p—1,p+1,....d; i=1,2;

4 6 2 2
—
€l ‘= ( Ul,i(17 l)7 027 027 7 027 027 951775 )IB%

where all variables are generated as in Basic Problem 5.

Experiment [ (Explcp, fori=1,...,p—1,p+1,...,d) : Same as Experiment [ —1if [ # p+1
and p — 1 if [ = p+ 1 except that

4 6 2 2
—_—— ——
2 2 = 2 2 = (26)
€l = ( Ul,i(lv l)’ 0 ) 0 s | X | 0 ; 0 ’ Pl,i )B

where X J IFqQ, and all the other variables are generated as in Experiment [ — 1 if [ £ p+ 1

andp—1ifl=p+ 1.

Lemma 41 For any adversary C, there exists a probabilistic machine D, whose running time
is essentially the same as that of C, such that for any security parameter X, |Pr[Explel()\) —
1] = PriExpe 1 (A) — 1| < AdvyS(N) if L # p+ 1, PrlExpl!)  (A) — 1] = PrlExpp ) (V) —
1] < AdVET® (\) if 1 # p+1, where Cpy(-) := C(p,1,-), Dpi(-) := D(p,1,-).

Dp,p+1

Proof. Since the case with [ = p+ 1 is proven in a similar manner as the case with [ # p+ 1,
hereafter, we deal with the [ # p + 1 case only.
Given a BP6 instance (param,Bg, Bj, B, B*, {h}, es,}i=12) and integers p,l, D calculates

(o) =z(o)= (5 ) () weez= (5 1),
<£>:: (lé):(l—p)l(j ;)(Zz) where U := (771",

L x . (. 3k 3k px * Dk o (g% g% B* * 7% *
ID).— (d17d2,b3,,b14)7 ]D) —( 15 27b3,..., 14), D —( 1 2,b3,...,b6,b9,..., 14),
h;,l = h’)Lk7 eﬁ,l,l = 6577:7

and {esibict,  ditps; im0 1B ims6900 With p,ov; < Fy,Xois Gra « B2 and dual basis
(D, D*) as in the definition of Experiment . D then gives ¢ := (param, By, B, D, D*,

{h;i, €830 =1, .. p—1,p+1,..d; i=1,25 {71;7}]':57679’10) to C, and outputs 3’ € {0,1} if C outputs 3.
Claim 6 When 5 =0 (resp.3 = 1), the distribution of o is exactly same as that of instances

in Experiment | — 1 (resp. Experiment ).

Proof. We will consider the joint distribution of (D,Iﬁ)*,{h;i,e@l’i}l:l 77777 p—1ptl,.ds =125
{h}}j=5,6910). {hy; €pliti=1,. p—1p+1,..d i=12 are given as
i = (ppi(L, 0), 0% p&, 0%, 7ty 02 )e = (papalp, —1), 0% péi, 07, 77, 0% )pr,
€0l = ( Ui(17 0)7 067 027 027 SE’L )B = ( 52(17 l)? 067 027 027 SE’L )]D)v
e = (0i(1, 0), 0% Xi, 0%, @i )s = (ai(1, 1), 0° Xi 0% @i )p,
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where 7; := (p — [)o; since
biN\_pafdi\_, r(di\_(p —1 di
(i )=v (e ) -7 (&) -0 5 (&)
by \ _ i di\_,rfdr\_, 11 dy
(n )= (@)= (@) =on (L 5) (%)
Since (IB%,I/B\%*) and (D, D*) have the same distribution, the distribution of ¢ is exactly same as

that of instances in Experiment | — 1 (resp. Experiment /) when 5 =0 (resp. 3 = 1). O
Claim 6 completes the proof of Lemma 41. O

For upper-bounding Advls)l:?()\) by the advantage for the DLIN problem, we use an interme-

diate problem, Basic Problem 70, below.

Definition 26 (Basic Problem 0) Basic Problem 0 is to gquess (3, given (parameo,E,@*,
« R
{h;}iz12, €5, 8GL G, pEG) = GEPO(1Y), where

GEPO(1Y) 1 (paramgpy, (B, B*), kG, £G) <& Gop(1, (N :=5)), B* := (b}, b}, bE),

By B2, P5 Oy X1, X25 P15 2 <—UFq>

hi:=(p1, p, 0, 0, 0 )=, h3:=(p2, 0, p, 0, 0 )p=,
e :=(0,0,0, ¢1, $2 )B, e1:= (0, x1, X2, 91, P2 )B,
return(paramBPo,B,@*,{h;"}i:LQ,eﬁ,/{G,SG,péG),

for B J {0,1}. For a probabilistic adversary &, the advantage of &€ for Basic Problem 0,
AdvE’PO()\), s similarly defined as in Definition 13.

Lemma 42 For any adversary &, there exists a probabilistic machine F, whose running time
1s essentially the same as that of &£, such that for any security parameter X, Advgpo()\) <
AdvHN(N) +5/¢.

Proof. Given a DLIN instance (paramg, G,¢G, kG, 006G, 0kG,Y), F calculates

paramy := (¢, V,Gr, A e) := devs(lA,5, paramg),
gr = e(kG,EQ) (: e(G, G)“§> , paramgpg := (paramy, gr).

F sets b x 5 matrices IT*, II as follows:

& 1 1 K
77{1 —mk —mé mikE
IT:= 772_1 , II":=| —mk —mo€ moké |,
K 1 13
K 1 &

where 7y, 9 S F,. Then, IT - (II*)T = k¢ - I5. By using matrices II and IT*, F sets

uy = (£,0,0,1,1)a, ug:=(0,0,0,77",0)a, ug:=(0,0,0,0,75 "),

= (0,k,0,1,0)a, us:=(0,0,k,0,1)4,

ui == (k,0,0,0,0)a, uj:=(—mk,—mE,0,mKE0)s, uj:=(—mk,0, —m2&, 0, m2kKE) A,
= ( =

uy 0,£,0,0,0)a, wui:=(0,0,£0,0)a,

Uy
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F can compute u; for i = 1,...,5 and u; for i = 1,4,5 from the above DLIN instance. Let

bases U := (u;)i=1,..5, U* := (u});=1,.5 of V. F then generates 1, ¢1, ©2 2 [F, such that n # 0,
and sets

UT = (SOIGa —7T117G, 0, Wln(’ﬁG)a 0) (: (‘Pb —m1n, 0, mink, O)A) )
U; = (SOQGa 0, _7T277G7 0, 77277("€G)) (: (902? 0, —man, 0, 7T277’€)A) )
wg = (606G, 0kG,0kG,Y3,Y3).

F generates a random matrix W & GL(5,F,), then calculates

b :=uW fori=1,4,5, b :=u; (W HT fori=1,...,5,
B* 3:( Tvbj(bb;) B .= (b17""b5)’
fi=vW fori=12yz=wz (W HT.

F then gives (param,IB%,I@*, {f}Viz12, 98, kG, EG, NG) to €, where kG, (G, G are contained in
the DLIN instance, and outputs 8’ € {0, 1} if £ outputs 3.
If we set

pr=ET", p=pmiA KT e, pe = pma R 0o,
then p # 0 (since n # 0),

v] = (p1, —m1n, 0, Mk, 0)a = ((p1 — pm1)k, —m1pE, 0, pr1KE, 0) 4
= pui + puy = (p1,p,0,0,0)p,

vy = (2,0, —man, 0, mank)a = ((u2 — pm2)k, 0, —map&, 0, prak&) s
= poui + puz = (u2,0,p,0,0)y-,

Ji =vi W= ((p1,0,0,0,0)p) W = (11, 0,0,0,0)p+.

5 = v W= ((12,0, 0,0,0)p) W = (12,0, p, 0,0)p+,

where p, 141, o are uniformly and independently distributed since 1, @1, 2 & Fy.
If 3=0,1ie., Yg=Yy=(0+0)G, then
wo = (G, 0kG,0RkG, (0 +0)G, (0 + 0)G) = (6§, 0Kk, 0k, + 0,6+ 0)a

=du; + ouy + ous = (6,0,0,0,0)y
yo = wo (W HT =((6,0,0,0,0)y) (WHT = (5,0,0,0,0)s.

Therefore, the distribution of (param,B,I@*, {f V=120, G, EG, kG, G, NG = pEQG) is exactly
the same as {Q ‘ 0 & g(l)apo(l’\)} when x #£ 0 and £ # 0, i.e., except with probability 2/q.
If =1, 1ie, Y3=Y; (=9G) is uniformly distributed in G, we set 7 :=1¢ — 6 — 0. Then

w; = (066G, 0kG,0kG, (6+T+0)G,(0+T7+0)G) = (6,0K,0K,0+T+0,0+T+0)4
= duy + mTus + mTU3 + oug + ouy = (0, ™7, MoT, 0,0)y, and
Yy = w (W_l)T = ((57X17X27 U7U)U) (W_l)T = (6ﬂ X1, X2,0, J)Bv

where x; := m7 for i = 1,2 are also uniformly and independently distributed. Therefore, the
distribution of (param,B,B*, {f/}i=12,y1, kG, £G,nG = pEG) is exactly the same as

{Q ’ 0 hi Q?PO(IA)} when k # 0, £ # 0 and p # 0, i.e., except with probability 3/q.
Therefore, AdvBPO(N) < Adv2HN(\) + 2/ + 3/ = Adv?*N(N) + 5/¢. 0
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Lemma 43 For any adversary D, there exists a probabilistic machine £, whose running time
1s essentially the same as that of D, such that for any security parameter X, Adv%i?()\) <

AdvEPO (X) + AdvEC (\), where Dy () :=D(p,1,-), Epu(-) := E(p, 1,1, ).

gp,l,l gp,l,Z

Proof. To prove Lemma 43, we consider the following experiments. Basic Problem 6 is the hy-
brid of the following Experiment 0, 1,2, i.c., AdvEPO(}) = ’Pr [Exp%p()\) - 1] —Pr [Exp%p()\) - 1} ‘
Therefore, from Lemmas 48-56, and Lemmas in Appendix A.4.2, we obtain Lemma 43. O

Experiments: In Experiment 0, a part framed by a box indicates positions of coefficients to
be changed in a subsequent game. In the other experiments, a part framed by a box indicates
coefficients which were changed in an experiment from the previous experiment.

For a probabilistic adversary D), we define an experiment Exp%p using Problem BP6 gener-

ator GBP®(1*, d) in Definition 24 as follows:
1. D, is given o < GBPS(1X d).
2. Output g’ K Dp(lA,Q).

Experiment 0 (Expgp) : (8 =0 case of Basic Problem 6. That is,

4 6 2 2
—

e; ‘= ( g; 03, 02, a 027 027 SBZ )B

where all variables are generated as in Basic Problem 6.

fori=1,2;

Experiment ¢ (Expép, for i =1,2) : Same as Experiment ¢ — 1 except that

4 6 2 2
— =

€; = ( Oi, 037 027 7 027 027 SB'L )B

where Y; J Fqg, and all the other variables are generated as in Experiment ¢ — 1.

Lemma 44 For any adversary D, there exists a probabilistic machine &, whose running time
1s essentially the same as that of D, such that for any security parameter X, ]Pr[Exp%Pl()\) —

1] — Pr[Expg:l(/\) — 1] < Advg:?()\), where Dy () :==D(p,1,-),Epi(-) == Ep,1,-).
Proof. We will show only the case of ¢ = 1 below. Lemma 44 when ¢ = 2 is proven in a similar
way.
£ is given a Basic Problem 0 instance
(Paramgpg, B, B*, {h} }i-12, 5, KG. G, pE Q).

By using paramg := (¢, G, G, G, e) underlying paramgpg, £ calculates

param := (q, Vo, Gp, Ag, ) := devs(lA,5, paramg),
param := (¢, V,Gp, A, e) := gdpvs(ﬂ, 14, paramg),

paramy := (paramg, param, gr),
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where g7 is contained in paramgpy. & generates random matrices Wy & GL(5,F,), W &
GL(14,F,), then sets

do, = (01 KG,0° ) Wy, dj, = (01,€G,0°7) Wy )T forv=1,...,5,

dy := (by,0OW, dj := (b7,0%) (W 1T,

d7 = (by, 0ONYW, d5 := (b5, 0°) (W 1T, dg:= (b3,0)W, dj:= (b5,0°) (W HT,

d13 = <b4,09>W, diz == (b1,0) (WY, dig:= (b5, 0°)W, diy:= (b5,0°)(W )T,
= (0°,072, kG, 019" HYW, df := (0°,072,£G, 010 (W HT for=2,...,6,
(0”rl kG, 027w, df = (071G, 02 (W HT for 1 =9,...,12,

N U 5 U
g1 = (e3,0M)W, gpo = (02,0, F)pe, where oy — Fy, 3y — F.,
Pl = (0,p6G, 09 (W )T, pr = (R},09)(WHT fori=1,2,
p; = (07, pcG, 0" ) (W HT for j = 5,6,9,10,

where (v,07) := (él, . ,65,09) for any v := (C~¥1, . ,65) € G°. Then, Dy := (dp;)i=1,.. 5 and
= (d(’§7i)i:1,,,.75, D := (d;)i=1,..14 and D* := (d);=1,... 14 are dual orthonormal bases. £ can
compute Dy := (do 1, ..., dos), Df:=(dgy,...,dj5), D:=(dy,...,du), D* = (di,...,dg, ds,
., di,) from IB%,I@* = (b}, b}, b%), kG, and £G. D then gives g := (param,Do,DS,D,H/l\)*,pS, {p.
98, }i=12, {ﬁ;}j:5,6’9710) to D, and outputs ' € {0, 1} if D outputs .
We can see that the distribution of g is exactly the same as in Expgp (resp. Expép) if =0
(resp. 5 =1). 0

A.4.3 Proof of Lemma 23

Lemma 23. Problem 1-ABE is computationally intractable under the DLIN assumption.

For any adversary B, there exist probabilistic machines F1, Fo, whose running times are
essentially the same as that of B, such that for any security parameter A, Ava1 ABE()\) <
Adv DLIN( ) + Zp—l Z] 1 AdVDLIN (/\) + 6 where ‘7:2-13-]( ) ‘7:2(p7.77 ) €= (10d+ 5)/q

Proof. To prove Lemma 23, we consider the following experiments. Problem 1-ABE is the
hybrid of the following Experiment 0,1,...,2-d-2-2, i.e., AdvgPE(X) = |Pr [Expi(\) — 1] —
Pr [Exp%‘d'Z'z()\) — 1] ‘ Therefore, from Lemmas 45, 46, 47 and Lemmas in Appendix A.4.2,
we obtain Lemma 23. O

Experiments In Experiment 0, a part framed by a box indicates positions of coeflicients to be
changed in a subsequent experiment. In the other experiments, a part framed by a box indicates
coefficients which were changed in an experiment from the previous experiment. Experiments
proceed as follows:

Experiment 0 = Experiment 1 = (forp=1,...,d; j=1,2; | =1,2; Experiment 2-p-j-[)

For a probabilistic adversary B, we define an experiment ExpOB using Problem 1-ABE gen-
erator QEI'ABE(I)‘, d) in Definition 18 as follows:

1. Bis given o & GETABE(1A d).

2. Output 8 << B(1*, ).
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Exp 2-0-2-2
I

Exp Exp Exp Exp Exp Exp Exp Exp
0 1 2-1-1-1 || 2-1-1-2 || 2-1-2-1 v 2-d-1-2 || 2-d-2-1 || 2-d-2-2

Basic Problem 1

A

DLIN

Figure 3: Structure of Reductions for the Proof of Lemma 23

Experiment 0 (Exp%) : 3 = 0 case of Problem 1-ABE. That is,

eo := (w,[0],0,0,%0),,

fort=1,...,d; i=1,2;
4 6 2 2 (28)
—

e;i = ( owi(l,t), wé, 7 02, , 02, Gii B

where all variables are generated as in Problem 1-ABE.

Experiment 1 (Expy) : Same as Experiment 0 except that

€o = (w770707 SDO)B(W
fort=1,....d; i=1,2;

4 6 2 2 (29)
—

et,i = ( Ut,i(lut)) (x)é;’, 7 02) 025 02) @t,i )B

where 7 < [y, and all the other variables are generated as in Experiment 0.

Experiment 2-p-j-1 (EprB_p'j'l, for p=1,...,d; 5 =1,2): Experiment 2-0-2-2 is Exper-
iment 1. Same as Experiment 2-(p — 1)-2-2 if j = 1, or Experiment 2-p-1-2 if j = 2 except
that

4 6 2 2
% —N

(30)

epj = ( op5(1,p), wéj, 7, 0%, |Gp5(1,p) | 0%, & B

where 0, JF ¢> and all the other variables are generated as in Experiment 2-(p — 1)-2-2 if
j =1, or Experiment 2-p-1-2 if j = 2.
Experiment 2-p-j-2 (Expzp-ja, for p=1,...,d; j =1,2) : Same as Experiment 2-p-j-1
except that

4 6 2 2

ep7] = ( O-pn](l’p)’ ng’ ng’ 027 T(Zp,j,l,ZpJ’Q) U 027 ﬁpmj )B
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where 2, 51, 2p .2 J [y, and all the other variables are generated as in Experiment 2-p-j-1.
Let Z; := L1212 ) for b — 1,...,d, then e;; in the final experiment (Experiment
Zt2,1  2t2,2
2-d-2-2) are expressed as

fort=1,....d; j=1,2;

4 6 2 2

~ ~ —
er; = ( (1,1), we; €, 02, 7€;7, 02 Bri )
t,J - Ot5\1,1), B TEj, , T€j44, ) Pt,j B

where Z; & qu“. Therefore, the distribution in Experiment 2-d-2-2 and that in the § = 1 case
of Problem 1-ABE are equivalent except for the case that det(Z;) = 0 for some ¢, i.e., except
with probability d/q.

Lemmas In the following, we consider canonical (monomial) linear order in N2. For (t1,11), (t2,i2) €
N2

(tl,il) < (tQ,ig) <~ (tl < tg) or (tl =1ty and 1] < ig),

(tl,il) > (tg,ig) <~ (tg,iz) < (tl,’il).

Lemma 45 For any adversary B, there exists a probabilistic machine Cy, whose running time
1s essentially the same as that of B, such that for any security parameter \, ]Pr[Expg))(/\) —
1] — Pr[Expd) (A) — 1]| < AdVEP ().

Proof. Given a BP1 instance (param,Bg,@S,E,@*, es0,1€es,iti=1,2), C1 calculates
gti = 0pi(bi +tba) + eg;i + vri1b13 + 1 2b1a,

where o5, @ui1, iz — Fg. Ci then sets Bo := (b, bos, bos), By = (b51,bf,b5.4), B :=
(by,...,by,b13,b14),B™ := (b{A, o szbil’ bis).

C, then gives g := (param, By, B{, B, B, e3.0, {gt,i }t=1,...a:i=1,2) to B, and outputs 5 € {0,1}
if B outputs 3'. If 3 =0 (resp. 8 = 1), the distribution of g is exactly same as that of instances
in Experiment 0 (resp. Experiment 1). O

Lemma 46 For any adversary B, there exists a probabilistic machine Co, whose running time is

essentially the same as that of B, such that for any security parameter A, |Pr[Expg'(p71)'2'2)()\) —

1= Pr[Expl V() = 1] < AVEPL (A) (5 = 1), or [PriExp " (A) — 1]~ Pr[Exply 7V ()
— 1] < Advgg_j()\) (7 =2), where Copj(-) := Ca(p, J, ).

Proof. Given integers (p,j) and a BP1 instance (param,Bg,@S,B,@*,e/g,o,{eg7i}i:1,2), Co
sets new dual orthonormal bases D := (di,...,d14) := (b3, by, b1, ba, by, b1, b7, bs, bs, bg, b11,
...,b14) and D* = (di,...,d3,) = (b}j,Abj‘l, b, b3, bg, by, b7, bg, bs, b, b1y, - ., biy). R

CQ then sets Bo = (bo’l, bo’g, b075),B6* = (bal’ b673, b674), D := (dl, ceey d4, d13, d14), ]D* =
(df,....d5 d;,,dry). Co can calculate (D, D*) from (B,B*) in the BP1 instance.

Cy then calculates e;; for (¢,7) < (p,j) as in Eq. (31) and e;; for (¢,i) > (p,j) as in Eq. (29),

. ~ - U L~
using D and w, T, 044, 2,,1, 24,i,2, Pt,i,1, P2 < Fq. Using w, 7, Cy calculates

9o := (@, 7,0,0,%0)n,,
gpj = €p1+pego+wdyyj+ Tdyyj,
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where g 2 Fq. C then gives p := (param,@o,@g*,@,@’*,go,{em}(t’i)#p’j),gp,j) to B, and
outputs 4’ € {0,1} if B outputs 8. When j = 1, if 3 = 0 (resp. 8 = 1), the distribution of
o is exactly same as that of instances in Experiment 2-(p — 1)-2-2 (resp. Experiment 2-p-1-1).
When j =2, if =0 (resp. § = 1), the distribution of g is exactly same as that of instances in
Experiment 2-p-1-2 (resp. Experiment 2-p-2-1). O

Lemma 47 For any adversary B, for any security parameter A,
Pr[Exp@p] 1)(/\) — 1] = Pr[Exp@p] 2)(/\) — 1]

dyo

D := (by,...,bs,dg,d1g,b11,...,b14) (and its dual D*). (ID,D*) are consistent with ( I/Bg*)
Since

Proof. We generate Z S GL(2,F,),U := (Zz7HT, and set < dy ) =UT. < by ) and
B

4 6 2 2
—
for (t72) < (pvj)v €t = ( Ut,i(lat)7 wgia Té;;, 027 T’Z‘/,ia 027 SBt,i )Ba
— ( Ut,i(]-a t)) wé, Té;‘, 027 Tgttia 027 ﬁt,i )]D))
for (t7i) - (paj)7 €ti = ( U%j(l?p)ﬂ ngv T%’ 027 5P,j(17p)7 027 ﬁp,j )Ba
= ( Upd(l’p)’ ng? T‘%v 027 TZPJ? 027 95107]' )D’
for (t72) > (p7])7 €5 = ( Ut,i(lat)7 wgiv Téi? 02a 027 027 ()Bt,i )Bv
- ( Ut,i(la t)) (A)é;‘, Té;', 027 027 027 @’t,i )]DM

where 2, j 1= Tflgp,j(l,p) - Z and Zy; = (2141, #t4.2), 5;&/,1 =2y, - Z for (t,i) < (p,j). Therefore,
Zp,j and Zv;’,i for (t,7) < (p,7) are uniformly and independently distributed, and the joint distri-
bution for Experiment 2-p-j-1 and that for Experiment 2-p-j-2 are equivalent. O

A.4.4 Proof of Lemma 24

Lemma 24. Problem 2-ABFE is computationally intractable under the DLIN assumption.
For any adversary B, there exist probabilistic machines Fi,Fo1,...,Fo5, whose running
times are essentially the same as that of B, such that for any security pammeter A, Ava2 ABE()\) <

AVREN V) 30 30 (AR, () + AN, )+ Y 1 (AdvD“N (M
AdvDLIN (A)) + AdvDLIN ()\)> + €, where Fap1.5(-) = Faa1(p, J, ), Fop2i(-) := Foa(p, J, ),
fZ-p—?)-]-l() = f2—3(p7]7l7')7f2-p-4-j-l('> = Fou(p,7,1,), Fopsj() = Fas(p,j,-) and € :=
(20d% + 10d + 5)/q.

Proof. To prove Lemma 24, we consider the following experiments. Problem 2-ABE is the
hybrid of the following Experiment 0,1,...,2-d-8, i.e., AdvE>ABE(\) = |Pr [ExpOB()\) — 1] -
Pr [Epr'd'g()\) — 1” (Figure 4). Therefore, from Lemmas 48-56, and Lemmas in Appendix
A.4.2, Addvg?*BE(X) = |Pr [Expi(A) — 1] — Pr [Expg“3(\) — 1]

< AdvEP2()) + zp . (AdeP3 P(A) + AdVEPP(A) + AdvEPTP(\) + AdvE TP ()) + AdvER" "(A))

< AN T 2 (AVEEN () + AN () £ Xy 1y (AR ()4
Advz DL'N ()x)) + AdvD"IN ()x)) + (20d? 4+ 10d + 5) /q, we obtain Lemma 24. 0

Experiments In Experiment 0, a part framed by a box indicates positions of coefficients to
be changed in a subsequent game. In the other experiments, a part framed by a box indicates
coefficients which were changed in an experiment from the previous experiment. Experiments
proceed as follows:
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Figure 4: Structure of Reductions for the Proof of Lemma 24

Experiment 0 = Experiment 1 =
forp=1,...,d; Experiment 2-p-1 = --- = Experiment 2-p-8

For a probabilistic adversary B, we define an experiment Exp% using Problem 2-ABE gen-
erator g}?-ABE(lA, d) in Definition 19 as follows:

1. B is given g <X GEFABE(1A d).
2. Output g’ ALl B(1%, o).
Experiment 0 (Exp%) : [ =0 case of Problem 2-ABE. That is,

h’a = (57 @7 07 No, 0)15387

fort=1,...,d; i=1,2;
4 6 2 2

h’;i = ( Mt,’i(ta _1)7 55@7 7 m,h 02 )E*

€p = (w7 T, 07 07 ()00)15307

fort=1,...,d;, i=1,2,
4 6 2 2

€t = ( Ut’i(l,t), wé}, Té}, , Té;'Zm 02, Q/_D’m )B,
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where all variables are generated as in Problem 2-ABE.

Below, we describe coefficients of the hidden part, i.e., span(bs, ..., bio) (resp.span(bi,...,
bi)) of er; (resp.hy;) w.r.t. these bases vectors for ¢ = 1,...,d. Non-zero coefficients are
colored by light gray, and those which were changed from the previous experiment are colored
by dark gray.

Coefficients of the hidden part of e;; Coefticients of the hidden part of hy,
in Experiment 0 in Experiment 0
t=1 ’Té'i Té;Zl t=1
p p
d Té;‘ Té;‘ Zd d

Experiment 1 (Expy) : Same as Experiment 0 except that

h’Ek) = (57a0a77070)133,
fort=1,...,d; i=1,2;

4 6 2 2 (32)
A A — A — —_—

h;tk,i = ( Mt,i(t7_1)7 55’“ 7 047 ﬁt,iv 02 )IB%*

where p Y [Fy, and all the other variables are generated as in Experiment 0.

Coefficients of the hidden part of e ; Coefficients of the hidden part of hy;
in Experiment 1 in Experiment 1
t=1 Té} Té;Zl t=1 pé;,
p p
d TE; T€;Zq d PE;
Coefficients of the hidden part of e;; Coefficients of the hidden part of h;;
in Experiment 2-(p — 1)-8 in Experiment 2-(p — 1)-8
t=1 Tgi Té%Zl t=1 pé;Ul
p p| P
d TE; T€; 74 d pEi

Experiment 2-p-1 (EprB'p'l, for p=1,...,d): Experiment 2-0-8 is Experiment 1. Same as

Experiment 2-(p — 1)-8 except that

fort=1,...,d; i=1,2,
4 6 2 2

L - - - - 2 -
et,,- = ( O’m‘(l,t), we;, TE;, , TeiZt, 0 N (pm' )B7
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where all the variables are generated as in Experiment 2-(p — 1)-8.

Coefficients of the hidden part of e;; Coefficients of the hidden part of h;;
in Experiment 2-p-1 in Experiment 2-p-1
t=1 TE; TE; T€; 1 t=1 pe;Uq
p p|  pe
d TE; TE; TE; 7y d PE;
Experiment 2-p-2 (Exp%’p '2, for p=1,...,d): Same as Experiment 2-p-1 except that
for i =1,2;
4 6 2 2
—
h’;;i = ( ,up,i(pu _]-)7 66@) (P - Hp,i)gi7 ap,ig’i ) 027 ﬁp,’h 02 )B*

where 0, ; Y [y, and all the other variables are generated as in Experiment 2-p-1.

Experiment 2-p-3 (Exp%’p S ofor p=1,..., d) : Same as Experiment 2-p-2 except that

fori=1,2;
4 6 2 2
h;i = ( Hp.i (pa 71)5 6627 gp,iaa (P - ep,i)é;ﬁ ; 027 ﬁp,ia 02 )]B*

where all the variables are generated as in Experiment 2-p-2.

Experiment 2-p-4 (Exp%’p 4 for p=1,...,d) : Same as Experiment 2-p-3 except that

4 6 2 2
— =
for i = 1727 h;,@ = ( :up,i(pa _1)7 552) 027 pé’z s 027 ﬁp,ia 02 )]B*a

where all the variables are generated as in Experiment 2-p-3.

Coefficients of the hidden part of e;; Coefficients of the hidden part of h;;
in Experiment 2-p-4 in Experiment 2-p-4
t=1 Té; Té; Té'iZl t=1 pé'iUl
p p peq
d TE; TE; TE; 7, d PE;

Experiment 2-p-5 (Exp%’p B for p=1,..., d) : Same as Experiment 2-p-4 except that

fori=1,....,.p—1,p+1,....d; i=1,2,

4 6 2 2
—~ (34
€l = ( Ul,i(Ll)’ weq, TCiy | Xl | TeiZla 0 ) Pl )137
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where X7 ; J IFqQ, and all the other variables are generated as in Experiment 2-p-4.

Coefficients of the hidden part of h;;

Coefficients of the hidden part of e ;
in Experiment 2-p-5

in Experiment 2-p-5

t=1 TE; X1,i T€ 2, t=1 pe;Uy
D T€; p PEi
d TE; Xd,i 7€ Zq d PE;

Experiment 2-p-6 (Exp%’p-6, for p=1,...,d): Same as Experiment 2-p-5 except that

4 6 2 2
for 7 = 1727 h;;z = ( ,U’p,i(pa _1)7 56’“ 027 5527 pé;,Up ) ﬁp,iv 02 )B*
Up,i(lvp)v wgiv T€i7 7 Tgizpv 02? (ﬁp,i )Bv

)T, and all the other variables are generated as in

epi = (

where ¢ < Fy, Z, <2 GL(2,F,), U, := (Z, "
Experiment 2-p-5.
Coefficients of the hidden part of h;;

Coefficients of the hidden part of e ;
in Experiment 2-p-6

in Experiment 2-p-6

t=1 Té} )Zl,i Té;'Zl t=1 pé;Ul
P p £e; pe;Up
d @ Xd,i T€ Zq d pEi

Experiment 2-p-7 (Exp%’pj, for p=1,...,d): Same as Experiment 2-p-6 except that

forl=1,....p—1,p+1,....d, i =1,2,
4 2 2
~ A

6
L N N 2 N 2 i
el,i T ( Ul,’i(l?l)’ weq, TEq, 7 TeiZlv 0 ) Sol,i )B?

where all the variables are generated as in Experiment 2-p-6.
Coefficients of the hidden part of h;;
in Experiment 2-p-7

Coefficients of the hidden part of e;;
in Experiment 2-p-7

t=1 Tgi Té;'Zl t=1 pé;Ul
P p £e; peiUp
d TE; T€; Ly d PE;

Experiment 2-p-8 (Exp%’p'g, for p=1,...,d): Same as Experiment 2-p-7 except that

4 6 2 2
(35)

for i = 1727 h;,z = ( :up,i(p7_1)7 55@7 027 7 pgiUpv ﬁp,ia 02 )]B*a
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where all the variables are generated as in Experiment 2-p-7.
Experiment 2-8-d is the 3 = 1 case of Problem 2-ABE.

Coefficients of the hidden part of e;; Coefficients of the hidden part of h;;
in Experiment 2-p-8 in Experiment 2-p-8
t=1 Tgi Té;'Zl t=1 pé;Ul
p p péiUp
d TE; T€; 24 d PE;
Coefficients of the hidden part of e;; Coefficients of the hidden part of h;;
in Experiment 2-d-8 in Experiment 2-d-8
t=1 T€i Té;'Zl t=1 pgiUl
p p
d| 7é 7€iZa d péila
Lemmas

Lemma 48 For any adversary B, there exists a probabilistic machine Cy, whose running time
is essentially the same as that of B, such that for any security parameter A, ]Pr[Exng)(/\) —

1] — Pr[Expy’ (\) — 1]] < AdvEP? ().
Proof. Given a BP2 instance (param,@g,BS,@,B*, h% o €o, {hz?i, e;}i=12), C1 calculates

* * * * 2 *
Py = it (tb] — b3) + hﬁ,z’ + Zj:l 77t,i,jb10+j’

9o = eo +@obos, Gri = e+ T 0y ztijbsis+ Y-y Prijbiats,
fort=1,...,d, i=1,2,

where fig.i; 0t,i,15Mt,i,2, 90, Pr,i 15 Pri2 & Fy and (2t,05)ij=12 = Z4 <—UAGL(2,IF‘q). Cy then sets
EE) = (bo,l, bo,g, b0’5),BE§ = (bal’ ey b8’4), B/ = (bl, ey b4, b13, b14),B* = ( T, . ,bz, Tl? TQ)

C1 then gives ¢ := (param,@6,AS,@/7E*,’1E70,90,{pzi,gt,i}t=1,.“,d;i=1,2) to B, and outputs
B € {0,1} if B outputs 5. If 3 =0 (resp. 3 = 1), the distribution of g is exactly same as that
of instances in Experiment 0 (resp. Experiment 1). O

Lemma 49 For any adversary B, for any security parameter \, Pr[Expg_(pfl)_S)()\) — 1] =

PriExpe ™ (M) — 1.

Proof. If we set d7 := by — by, dg := bg — byg, dg := b; + b3, dj, := bj, + bg, then D :=
(b1,...,bs,dr7,dg, by, ... ,by) and D* := (b7,...,b§,d5, dj,, bi,,...,b7,) are dual orthonormal
bases. Moreover, (D, D*) are consistent with (B, B*). Since

fort=1,....d; i=1,2,

4 6 2 2
h’;fk,i = ( N‘t,i(t? _1)7 55‘27 pé;u 027 027 ﬁt,i) 02 )B*
= ( mat,—1), o6, péi, 07, 0%, i, 0% o
et:i = ( O-t,i(]'? t)’ wgiv Té)ia 027 Té;’Zt, 025 (;Bt,’i )B,
= ( Jt,i(lv t)a Wé'ia Té;‘, T€i7 Té;ZZta 027 SBt,i )ID)7
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the distribution of the adversary’s view for Experiment 2-(p — 1)-9 and that for Experiment
2-p-1 are equivalent. O

Lemma 50 For any adversary B, there exists a probabilistic machine Co.1, whose running time
1s essentially the same as that of B, such that for any security parameter X, |Pr[Exp§32'p'1)()\) —
1] — Pr[Expg_p'Q)(/\) — 1] < Adv?ij_’f)(/\), where Cop1(+) = Ca1(p, -).

Proof. Given an integer p and a BP3-p instance (param,]B%o,IB%S,I/B\%,B*,eo, {hgvpyi,ei,gi}izl,g),
Co1 generates (zij)ij=1.2 = Z¢ 2 GL(2,Fy), Uy = (Zt_l)T for t = 1,...,d and calculates
hi, b, (t < p) asin Eq. (35) ki, (t > p) as in Eq. (32) using By, B* and p, &, 1103, 710 iz — Fo
and (Z;, Uy) for t # p. Coq then calculates

go 1= e +wbg 1 + pobo 5,

gti = 01i(by +tby) + wbay; + €; + Z?:l 244395 + 2321 @rijbiogy fort =1,...,d;i=1,2,

p;;i = hE,p,i +0by,; + pbgy; for i = 1,2,

U A~ A~ ~
where w, o, 01i, ptij — Fg. Caq then sets Bo := (bo1,b03,b05),B5 := (b5 q,...,b54),B" =
(b1,...,b4,b13,b14),B" :=( 1‘,.;\.,1121, il,jQ).

CQ—I then gives 0= (paramvB()a 8718/713*7’1’67907 {h;ﬂp;;i}t:l,...,pfl,p+1,...,d;i=1,27
{gti}tt=1.. da:i=12) to B, and outputs 4’ € {0,1} if B outputs 5. If § = 0 (resp. = 1), the
distribution of p is exactly same as that of instances in Experiment 2-p-1 (resp. Experiment
2-p-2). 0

Lemma 51 For any adversary B, for any security parameter X,

Pr[Expg'p'z)()\) — 1] = Pr[Expg'p'g)()\) — 1].

Proof. Because the distribution (p — 6,,6,,), where p,0,; & [Fy, is equivalent to the distri-
bution (0,4, p — 6p,i), where p, 60, ; & F,. O

Lemma 52 For any adversary B, there exists a probabilistic machine Co.o, whose running time

s essentially the same as that of B, such that for any security parameter A, |Pr[Exp§'p'3)()\) —
2-p-4 .

1] — [PrlExpy 7V (\) — 1| < AdveL 2P (), where Copa(") = Caa(p, ).

Lemma 52 is proven in a similar manner to Lemma 50.

Lemma 53 For any adversary B, there exists a probabilistic machine Co_3, whose running time
(2-p-4)

is essentially the same as that of B, such that for any security parameter X, |Pr[Exp; (A —
1] — Pr[Expg'p'5)()\) — 1] < AdeBZFj:_'f()\), where Cop3(+) == Ca3(p, -).
Proof. Given an integer p and a BP5-p instance
(param, Bo, B, B, B*, h, {1 es1i b=t p-1pt1,..d: =12, {Rj}j=5.6.910);
Ca.3 calculates e := (w, 7, 0,0, vo)B, using By and w, 7, ¢q & Fy. Co-3 then calculates
fort=1,...,d;i=1,2; 0,7,7M0, ltt i, Op Y Fy, e, Pp,i Y IF?],
Us = (w55)ig=12 < GL2,Fy), Zi = (205)i5=12 = (U7 )T,
po:=ho+ (6,0, 0, no, 0)g;,
ift<p, pi;=> 12 um?jﬁzﬂ + (i, —1), 6, 05, iy 0% )ps,
ift=p, py; =2 —12Wpijh,;+( 0%, 6¢;, 010 )p«,
it t>p, pl=Y 0 uiihiy + (pea(t, —1), 68, 0°, G, 02 ),
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if ¢ #p) gti ‘= €3t + ( 027 55’“ Té;‘, Té;', TgiZtv 04 )Bv

if t:p7 dpi = ( Jp,i(17 p)) 5627 Té;h Té;', Tg’in7 027 @p,i )B‘

62_3 then sets Bo = (b(),l, b()737 b075), BE’; = (bal’ e ,ba4),B/ = (bl, e ,b47 b13, b14),B* =
(by,..., b}, biy,biy). o

Cy.3 then gives o := (param,Bo,IB%E‘),IB%’,B*,pS,eo,{p;i,em}t:l,m,d;i:lyg) to B, and outputs
3 € {0,1} if B outputs f'. If § =0 (resp. S = 1), the distribution of p is exactly same as that
of instances in Experiment 2-p-4 (resp. Experiment 2-p-5). O

Lemma 54 For any adversary B, for any security parameter A, Pr[Expg_pﬁ)()\) — 1] =
PriExpl ™% () — 1.

Proof. To prove Lemma 54, we will show distribution (paramv,@, {etj, th}t:l,...,d;j:lz) in
Experiment 2-p-5 and that in Experiment 2-p-6 are equivalent. For that purpose, we define new
dual orthonormal bases (ID,D*) of V as follows: We generate { S FJ\ Zp J GL(2,F,), U, :==
(Z;1)T and set

p
d: ~ b7 dr 1 by
a | | 2 U by A I T by
a | = b || 4 | T - by |
I —17-1
ds, 0 b b, dio §°2," I bio

D:= (by,...,bg,dy7,...,dio,b11,...,b14),
* * * * * * *
D ::(1a"'7b67d7a"'7 10 Y11y -+ 14)a

where I is the 2 x 2 identity matrix. We then easily verify that D and D* are dual orthonor-
mal, and are distributed the same as the original bases, B and B*. Keys and ciphertexts
({es;, h;‘ﬂj}tzl,...,d;jzl,g) in Experiment 2-p-5 are expressed over bases (B, B*) and (D,D*) as

fort=1,....,p—1;5=1,2,

4 6 9 )
N
hij=( peglt=1), 66, 0% p&U Wiy, 00 e
=( pgt-1), 06, 0L p&Us, g, 07 e
fort:p; .]':1727
4 6 ) )
A é — = =~
h;’] :( ,Up,j(p,—l), 65]’ 023 pé}, 023 ﬁp,j) 02 )B*
:( Mp,j(p,_l), 56]7 027 fé}v pngpv ﬁp,ﬁ 02 )]D)*
where & := Ep,
fort:p+17"'ad;j:1,27
4 6 ) )
N —— ——
hij=(  pey(t, 1), d¢j, pe, O, g 0% e
=( peglt,—1), 6€j, pej, 0L, Mg 0% o
fort=1,....p—1Lp+1,...,d; j=1,2,
4 6 9 9
a N =
€t :( Jtd‘(l’t)’ ng’ ng’ )Zt,j; ngZtv 027 SBt,j )B,
= o(L1), wej, €, Xog» €% 0% @i )b

where i ;==& (Yo — 7€ - Ze2,1)

81



fort=p; j=1,2,

4 6 2 2
e N
R . > > > > 2 =
epj=( 0p;(l,p), wej, TEj, 7'62% 7€ Zp, 02, Bpi B
=(  op,;(1,p), wej, T€j, 0%, 1€;Up, 0%, Gpi b

where ﬂzj are uniformly, independently distributed since X% ; J FqQ (t # p).

In the light of the adversary’s view, both (B, B*) and (D,D*) are consistent with public key
pk := (paramy,B). Therefore, {e; ;, h;j}tZL...,d; j=1,2 can be expressed as keys and ciphertext
in two ways, in Experiment 2-p-5 over bases (B, B*) and in Experiment 2-p-6 over bases (D, D*).
Thus, Experiment 2-p-5 can be conceptually changed to Experiment 2-p-6. O

Lemma 55 For any adversary B, there exists a probabilistic machine Co_4, whose running time

is essentially the same as that of B, such that for any security parameter X, |Pr[Expg'p'6)()\) —

1] — Pr[Exp(2 r 7)()\) —1]| < AdeP5 P(X), where Copa(+) := Caua(p, ).

p-4

Lemma 55 is proven in a similar manner to Lemma 53.

Lemma 56 For any adversary B, there exists a probabilistic machine Co.5, whose running time
1s essentially the same as that of B, such that for any security parameter \, ]Pr[Exp(2 P 7)(/\) —
1] - PriExpZ7Y (A) — 1]] < Adv Ejjjf(A), where Caps(+) = Cas(p, ).

Lemma 56 is proven in a similar manner to Lemma 53.

A.5 Proofs of Lemmas 2529 in Section 6.1.4

Lemma 25 For any adversary A, there exists a probabilistic machine By, whose running
time is essentially the same as that of A, such that for any security parameter A, \Adv(o)()\) —
Advi (V)] < AdVEIABE()).

Proof. In order to prove Lemma 25, we construct a probabilistic machine By against Problem
1-ABE using an adversary A in a security game (Game 0 or 1) as a black box as follows:

1. B is given a Problem 1-ABE instance, (param,@g,@g,@,ﬁ*,e@o, {es,tjti=1,. dj=12)-
2. By plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, 51 provides A a public key pk := (1*, param, ]Bo, ) of Game
(and 1) where Bo = (bo 1, b(] )35 b(] 5) and B = (bl, .. b4, b13, b14) for t = 1, cey d.

4. When a key query is issued for access structure S := (M, p), By answers normal key
(k5 ..., ky) with Eq. (18), that is computed using Bfj, B* of the Problem 1-ABE instance.

5. When Bj receives an encryption query with challenge plaintexts (m(o),m(l)) and I' :=
{(t,z¢) | 1 <t <d} from A, By computes the challenge ciphertext (co, {¢t} (e, )er; Cat1)
such that

co:=ego+Cbos, cii=egi1t+ri€812,  Cap1 = g%m(b),
where ¢ &2 Fq, b & {0,1}, and (bo3,€p,0,{€p,j}i=1,..dj=12) is a part of the Problem
1-ABE instance.
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6. When a key query is issued by A after the encryption query, By executes the same proce-
dure as that of step 4.

7. A finally outputs bit ¢'. If b =¥/, By outputs ' := 1. Otherwise, By outputs 3’ :=

It is straightforward that the distribution by B;’s simulation given a Problem 1-ABE instance
with (3 is equivalent to that in Game 0 (resp. Game 1), when 5 =0 (resp. 5 = 1). 0

Lemma 26 For any adversary A, there exists a probabilistic machine By 1, whose running time

is essentially the same as that of A, such that for any security parameter \, \Advf(h_l)_s)(}\) —

AdVE D ()] < AdVEZABE(N) + 2/, where Byp(-) := Bai(h,-).

Bo h-1

Proof. In order to prove Lemma 26, we construct a probabilistic machine Bo_1 against Problem
2-ABE using an adversary A in a security game (Game 2-(h — 1)-3 or 2-h-1) as a black box as
follows:

1. Bo.1 is given an integer h and a Problem 2-ABE instance, (param,@o,@(’g,@, I@B*, h’%,oa ey,
{hG ., etjti=1,. dj=12)
2. Bs.1 plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, Bs.q provides A a public key pk := (1*, param, IB%O, ) of
Game 2-(h — 1)-3 (and 2-h-1), where By and B are obtained from the Problem 2-ABE
instance.

4. When the «-th key query is issued for access structure S := (M, p), Bo.1 answers as follows:
(a) When 1 < ¢ < h — 1, Byy answers semi-functional key (kg,...,k;) with Eq. (23),
that is computed using Bj, B* of the Problem 2-ABE instance.
(b) When ¢ = h, Bo.i calculates (k§, ..., k}) using (b1, bo 3, h;o, {b’]'f, hat,j}t:l,...,d;j:m)
of the Problem 2-ABE instance as follows:
Tty Et G By fort=1,....d; k=1,....r,
for k = 1, Y i ﬁE,O,k = gkh??,o + é-kbal,
fort=1,....d; k=1,...,r; j=1,2;
Piag = Tihfyy T &5 5 Bhrg = kb, + Ekb3,
ki == 11 P50x + b0 3

fori=1,...,¢,
if p(i) = (t vi), f = ”iPE t1 Pﬁ,t o+ ket MigP s
if p(i) = =(t,vi), kj: Zk 1 M4 k(vng tk,1 P57t7k72)7

where (M; 1)i=1,...ek=1,..r = M.
(c) When ¢ > h+1, By answers normal key (kg, ..., k;) with Eq. (18), that is computed
using B, B* of the Problem 2-ABE instance.

5. When Bo_1 receives an encryption query with challenge plaintexts (m(o),m(l)) and I' :=
{(t, ) | 1 <t < d} from A, By computes the challenge ciphertext (co, {¢t}(t,)er, Ca+1)
such that for (¢,z¢) € T,

cp = eg + (b3 + qo, Cii=ey1 +Te2 + qu, Cd+1 = gg’m(b)7
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U U U U
where ¢ < Fq, b — {0,1}, go < span(bg ), q; < span(bi3, b14), and (bo 3, €, {es;}1=1,.a;j=12)
is a part of the Problem 2-ABE instance.

6. When a key query is issued by A after the encryption query, Bs.1 executes the same
procedure as that of step 4.

7. A finally outputs bit ¥'. If b =/, By outputs 3/ := 1. Otherwise, Bo.1 outputs 3 := 0.

Claim 7 The distribution of the view of adversary A in the above-mentioned game simulated
by Ba.1 given a Problem 2-ABE instance with 5 € {0,1} is the same as that in Game 2-(h—1)-3
(resp. Game 2-h-1) if 3 =0 (resp. = 1) except with probability 1/q (resp.1/q).

Proof. It is straightforward that the distribution by By 1’s simulation given a Problem 2-ABE
instance with § = 0 is equivalent to that in Game 2-(h — 1)-3 except that ¢ defined in Problem
2-ABE is zero, i.e., except with probability 1/g.

When g =1, the challenge ciphertext in the above simulation is given as:

Cpy ‘= (w7 T, Cv 07 900)15307

for (t,z:) €T,

4 6 2 2
% AN /N

Ct ::( &t(L t)a w(17 wt)a T(th)a 027 7-(17 wt) 'Zta 027 &t,lv&tﬂ )1537

where 0y 1= 041 + 24012, Prj = i1 + Tepr2y for j =1,2, w, T, {Ut,j,SOt,i,j}(t,xt)eF,i,j:IJ are
defined in Problem 2-ABE.

ﬁg70,pg7t’j,ﬁgyt7k7j fort=1,...,d;k=1,...,7;5 = 1,2 calculated in case (b) of steps 4 and
6 in the above simulation are expressed as:

Op =70+ &, foi=00 + & T =T, Gk = Gup,
Pook = (fk:0,0,9km0,0)Bs,  Piok = (fr 9k, 0, Gxn0, 0)By »

4 6 2 2

P A~ —~~
Pos; = Tt —1), Orej, 0°, Te(ejisnege)s 02 B,
Posg; = (  Gepes(t, —1), fi€j, 0%, Gk(eg1smeg2), 0% e,
Pi; = (0 Tyt —1), 0i€;, 0%, me&;U; Te(ejnsnege)s 02 e,
Piiki = ( Gepeg(t, —1), fu€j, 0%, gre;Us, Gk(Megismeg2), 0% e,

where &, p, o, {ft¢,5, Ut Me,j,15 Mt j.2 be=1,....dsj=1,2 are defined in Problem 2-ABE and €) := (1,0), €3 :=
(0,1). Therefore, {k;}i—o,.. ¢ are expressed as:

f:z (fl,...,fr), S0 - — TfT, (81,...,Sg)T 2:M"}ET,
g‘._

=(91,---,9r), ao =147, (a,...,a0)T == M- gt
if 8=0, kj=(—s0,0,1,—aom0,0)s;, if B=1, kj= (—s0,—ao,1,—aono,0)s;,
if 5=0,
if p(i) = (¢,v3),
4 6 2 2
~ ~~
k= ( pi(t, =1), si + 0w, =04, 0°, kil ki, 0% B,
if p(i) = ~(t, vi),
kro= ( Jut, —1), si(vi,—1), 06, kil kiz, 0% B,
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ki .= ( ﬁ’l(tﬂ _1)7 Si + gtvia _9t7 047 (ai + USAYE —ﬂ't) : Ut7 Hi,l? Ki,?a 02 ) :7
. )’
kf = ( ﬁl(ta _1)5 Si(’l}i, _]-)7 04) ai(viv _1) : Ut7 K’Z,17 Hi,2a 02 )]B:a

where f1; := (v +ZZ:1 Mi,kﬁk)ﬂt,l - %tutg, Rij = (vime + 22:1 Mi,k?k)nt,l,j - %tnt,l,j for j =
L,21if p(i) = (¢, vi), fi := (gt Mikge) (it,1 — p1e.2)s Kij i = (X1 MixGr) (vine,1,5 — pu,2,5) for
Jj =1,2if p(i) = =(t,v;). Therefore, variables {0y, 7 }r—1.._ s { [k, Gk bh=1,....rs { Wi Kij Fim1,.. =12
are independently and uniformly distributed. Therefore, {kj}i=o, . ¢ and {ci} (1 ,)er are dis-
tributed as in Egs. (20), (21) and (19). Therefore, when 5 = 1, the distribution by Ba.;’s
simulation is equivalent to that in Game 2-h-1 except that ¢ defined in Problem 2-ABE is zero,
i.e., except with probability 1/q. O

This completes the proof of Lemma 26. O

Lemma 27 For any adversary A, for any security parameter A, Advf'h_l)()\) = Advf'h'm()\).

Proof. It is clear that the distribution of the public-key and the «(-th key query’s answer for
t # h in Game 2-h-1 and Game 2-h-2 are exactly the same. Therefore, to prove this lemma we
will show that the joint distribution of the A-th key query’s answer and the challenge ciphertext
in Game 2-h-1 and Game 2-h-2 are equivalent.

Therefore, we will show that ag in Eq. (20) is uniformly and independently distributed from
the other variables in the joint distribution of adversary A’s view. Since ag := 1-§7 is only related
to (a1,...,ap)" := M -g" and U; = (Zt_l)T holds, ag is only related to {W;}i=1, ¢, {ﬁi}i:L,J
and {7 }4=1,. 4, where W; := (a; + mv;, —m;) - Uy and W, = a;(vi,—1) - Uy in Eq.(21) for
i=1,...,0, and 7 := 7(1,2¢) - Z; in Eq. (19) for t = 1,...,d with ¢ := p(i). (p is defined at
the start of Section 6.1.) With respect to the joint distribution of these variables, there are
five cases for each i € {1,...,¢}. Note that for any ¢ € {1,...,¢}, (Z;,Uy) with ¢t := p(1) is
independent from the other variables, since p is injective:

1. v(i) =1 and [p(i) = (t,v;) A (t,z) €T A vy = xy).
Then, from Lemma 8, the joint distribution of (@;,7;) is uniformly and independently
distributed on Crg, := {(@, )| - ¥ = Ta;} (over Z; < GL(2,F,)).

2. v(i) =1 and [p(i) = =(t,vi) A (t,z) €T A v # a4l

Then, from Lemma 8, the joint distribution of (@;, ) is uniformly and independently
distributed on Cy, _z,).7q, (OVer Zy & GL(2,F,)).

3. (i) =0 and [p(i) = (t,v;)) A (t,z¢) € T (e, v; # x¢).
Then, from Lemma 8, the joint distribution of (w;,7:) is uniformly and independently

distributed on Cr((v,—a,)-m+a;) (OVEr Zy J GL(2,F,;)). Since m; is uniformly and indepen-
dently distributed on I, the joint distribution of (@, 7}) is uniformly and independently
distributed over IE‘;.

4. v(i) = 0 and [p(i) = =(t,v;) A (t,x¢) €T (ie., v; = x4).
Then, from Lemma 8, the joint distribution of (@;,7) is uniformly and independently
distributed on Cy (over Z; S GL(2,F)).
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5. [p(i) = (t,vi) N (t,m) €T or [p(i) = =(t,vi) A (t,2¢) 1.
Then, the distribution of @; or @; is uniformly and independently distributed on F (12 (over

7, < GL(2,F,)).

We then observe the joint distribution (or relation) of ag, 7, {w;}i=1, . ¢, {ﬁi}izlw.’g and
{7i}4=1,..a- Those in cases 3-5 are obviously independent from ag. Due to the restriction of
adversary A’s key queries, 1 & span{(M;)+(;)=1). Therefore, ag := 1-g" is independent from the
joint distribution of 7 and {ra; := 7M; - g* | ¥(i) = 1} (over the random selection of §), which
can be given by (@, 7) in case 1 and (W;, 7) in case 2. Thus, ag is uniformly and independently
distributed from the other variables in the joint distribution. Therefore, the view of adversary
A in the Game 2-h-1 is the same as that in Game 2-h-2.

This completes the proof of Lemma 27. O

Lemma 28 For any adversary A, there exists a probabilistic machine Bo.o, whose running time
is essentially the same as that of A, such that for any security parameter A, |Advf_h_2)()\) —

AdviT (V)] < AdVEEABE(N) + 2/q, where Byja(*) == Baa(h, ).

Ba_p-2

Proof. In order to prove Lemma 28, we construct a probabilistic machine Bo_o against Problem
2-ABE using an adversary A in a security game (Game 2-h-2 or 2-h-3) as a black box. Ba.o
acts in the same way as Bo.1 in the proof of Lemma 26 except the following two points:

1. In case (b) of step 4; kj is calculated as
k= =3 k—1Ph0x + T0bG 2 + b s,

where r{, S Fy, ﬁg o is calculated from h;g o and b ; as in the proof of Lemma 26, and
bj o and bf 5 are obtained from the Problem 2-ABE instance.

2. In the last step; if b =¥/, Boy outputs 8’ := 0. Otherwise, Bo.g outputs 3 := 1.

When g3 = 0, it is straightforward that the distribution by B s’s simulation is equivalent to
that in Game 2-h-2 except that § defined in Problem 2-ABE is zero, i.e., except with probability
1/q. When [ = 1, the distribution by Byo’s simulation is equivalent to that in Game 2-h-3
except that ¢ defined in Problem 2-ABE is zero i.e., except with probability 1/q. O

Lemma 29 For any adversary A, |Advf)()\) - Advf_y_3)(A)| <1/q.

Proof. To prove Lemma 29, we will show distribution (param, I@O, IE%, {skéj)*}jzlww, c) in Game

2-v-3 and that in Game 3 are equivalent, where sk(Sj )* is the answer to the j-th key query, and
c is the challenge ciphertext. By definition, we only need to consider elements on Vy or Vi. We

define new bases Dy of Vi and D of V{j as follows: We generate 6 S F,, and set
d072 = (0, 1,-6,0, O)B = b0,2 - 9b073, da3 = (0, 0,1,0, O)B = b873 + 9b872.

We set ]D)o = (bo,l,dO’Q, b(],g, b0,4, b0,5), ]D)Ek) = (bal’ ba?’da?)’baA’ 675). We then easily Verify
that Dy and Dfj are dual orthonormal, and are distributed the same as the original bases, By
and B.

The Vo components ({k(()j)*}j:17.,,7l,, ¢p) in keys and challenge ciphertext ({sk(sj)*}jzl,m,y, ctr)
in Game 2-v-3 are expressed over bases By and Bj as k:(()j)* = (—sgj),wéj), 1,77(()j),0)1536, co) =
((5, To, C, 0, (pQ)BO . Then,
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where 19(()j )= wéj ) 4 6 which are uniformly, independently distributed since wéj )Y Fy.

Cy = (57 T, Ca 07 900)]30 - (57 T, C + 7—97 07 SDO)]D)O - (67 T, C,7 07 SOO)DQ

where ¢’ := ¢ + 76 which is uniformly, independently distributed since 6 J F,.

In the light of the adversary’s view, both (Bp, Bfj) and (Do, D) are consistent with public
key pk := (17, param,@o,@). Therefore, {ské])*}jzlw’,, and ctp can be expressed as keys and
ciphertext in two ways, in Game 2-v-3 over bases (Bg,Bj) and in Game 3 over bases (Do, Dj).
Thus, Game 2-v-3 can be conceptually changed to Game 3 if 7 #£ 0, i.e., except with probability
1/q. 0

B Proposed Fully Secure Unbounded Anonymous HIBE Scheme

Lewko-Waters [11] constructed fully secure unbounded HIBE scheme. The scheme is payload-
hiding, but not attribute-hiding, i.e., non-anonymous. We propose the first fully (adaptively)
secure and attribute-hiding unbounded HIBE scheme based on the techniques given in the
previous sections. The security is proven under the DLIN assumption in the standard model.

Here, we employ standard definitions of anonymous HIBE scheme and its adaptively attribute-
hiding security. For example, those for (anonymous) HPE, i.e., a general version of anonymous
HIBE, are given in Appendix B.5 [8]. Our definitions are specialized to two-dimensional vectors
for the equality relation, i.e., &4 := (1,z;) (in ciphertexts) and v; := (v, —1) (in secret-keys),
where Z; - U, = 0 iff 2y = vy.

Our scheme is constructed based on the (weakly) attribute-hiding HIPE scheme given in
Appendix H.4 of [14]. The HIPE scheme employs d + 1 DPVSs V,Vy,...,V,, where basis

generation matrices are X & GL(5,F;) and X; & GL(3n; + 1,F,) for t = 1,...,d. By
arranging the matrices Xo, X1, ... X, diagonally and other off-diagonal parts are zero, in [14],
we consider a special from of basis generation matrix X € IFqNXN with NV : =5+ Zle(?mt +1),
where

Xo
X1

Xq

and the HIPE in [14] is constructed on the one vector space V (= G%) with special bases
induced by X.
Here, since we use dual orthonormal basis generator Gop(1*, (Nt )—0.1) given in Section 2, we

only use two spaces Vg, Vi and matrices Xg, X1, where Xg & GL(5,F;) and X, & GL(14,F,).
Therefore, the corresponding bases generation matrix X € IF,;V “N with N := 5+ 14d is given as

Xo
X1
X1

where off-diagonal parts are zero. In other words, the matrix X gives direct sum decomposition
d d

— —N—
VeViaVi@ - ®dV; (resp. V: = Vi@ Vi@ - - ®VY), where V, := span(B,) (resp.V; :=
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span(B;)) for « = 0,1. Based on this isomorphism, i.e., embedding of V and d V; (resp. V{ and
d Vi) in V (resp. V*), we define the following notations as:

((50)15307(01(171)’51)317" ( ( ) fd)Bl)+((37 )Bov(al(l 1) 371)1317"'7(5d(1’d)7gd)]31)
= ((Zo + Yo)By, ((o1 +01)(1, 1), &1 + §1)B, - - -, ((0a + Ga) (1, d), Ta + Ya)B, )
where ((Z0)Bo, (01(1,1), Z1)B,, - - -, (0a(1,d), Za)B, ),

d
- . _ . N —
((H0)Bo» (61(L,1),91)By»---» (0a(1,d), Ja)B,) EVEVoB V1 & --- &V,
d
—_—
(f)]BO ((f)Bov (O)Elv Tty (0)31) € V?
-1 d—t
—_——~ —_——~

(f)]é? = ((6)1307 (6)317 T 7(0)1317 (f)Bl7 (0)317 T ’(6)131) €V fort= L... 7da

( (L), T)p:t=1,...,0) = (Zo)p, + Loy (0e(L,1), Z)y) €V for 1 < ¢ <d,
((Zo)By, (oe(1,8), Zp)p : t = 1,...,¢,(0¢(1,t), 7))

= (Fo)py + 41 7€T(at(l,t) )W eV forl1<t<r<d

—
e(c,k*) := H?:o e(e, ki) where ¢:=(cg,...,cq) EVod V1 ®--- BV,
d

e e
k* = (ki,... k) eVieVie . -oV],

where position is indicated by the 2-dimensional o,(1,¢) for ¢ = 1,...,¢, and all the above
notations are applied to the case with {B;},—o ; instead of {B, },—o,1 with using s (¢, —1) instead
of Jt(l, t).

B.1 Construction

Let d := poly()\), where poly(-) is an arbitrary polynomial. Random dual basis generator
Gob (17, (Nt)i=0,1) is defined at the end of Section 2. We refer to Section 1.4 for notations on
DPVS.
Setup(1)):  (param, (Bo,B), (B, B*)) < Gop(1*, (Ng := 5, N := 14)),
By := (bo,1,b03,b05), B:= (b1,...,bs,b13,b14), IB%S’pk =byy, By = (bo1,b03),
;k = ( Tvbz’ Tlv >f2) sk = (b3’b4)
return pk := (1*, param, By, B, B; ko Bok), ski= (Bosk, B, ).
KeyGen(pk, sk, (v1,...,v) € Fg) :
forj=1,....20; 7=4+1,...,d; 1t =1,2;
U
Y, Hdec,ts Mran,1,5,t5 Sdec,ts Sran,1,j,t5 Hdec,ty Qran,l,j,t — IE‘q fort=1,...,¢,
U
Hdel,(r,0),t> Hran,2,7.t5 Sdel,(7,0),t> Sran,2,7,t) Hdel,(r,b),ta eran,Q,T,t — IE‘q for t = 1,... ,f +1,
4 /+1
Sdec,0 *— Zt:l Sdec,ty  Sdel,(1,1),0 *— Zt:1 Sdel,(7,0),ts
Sran,1,5,0 *= Zle Sran,1,5,t» Sran,2,7,0 ‘= Zfii Sran,2,7,t>
= - ] - - U
ndec,ta 77ran,1,j,t — FQQ for t = 07 R 767 nde|,(T,L),t7 nran,Q,T,t — F(? for t = 07 ... 7€ + ]-7
kZdec = ( ( —Sdec,0> 0, 1, Tldec,0, 0 )IBSSv
( Mdec,t(ta _1)7 Sdec,t + edec,tvtv _Hdec,ta 067 ﬁdec,h 02 )IB* b= 17 cee 7£)7
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kZdeL(T,L) = ((_Sde|,(T,L),0’ 0, 0, Tldel,(7,t),0s 0 )BS’
(/’Ldel,(r,b),t(ta_l)a Sdel,(T,L),t+0de|,(T,L),tUta _9d6|,(T,L),t7 06a ﬁde',(T,L),t? 02 )IB* :
t=1,....0,
(”del,(T,L),€+1(7-7_1)> Tdel,(1,0),6+1,15 Tdel,(7,0),0+1,2 067 ﬁdel,(*r,?),é—i—lv 02 )]B*)

( Sdel(r1)e+1 T, 0) ife=1,

where, ( Tdel,(7,1),6+1,00 Tdel,(7,0),0+1,2 ) = { ( Sl (7.2) 441 . ) T
el,(7, 5 ) - )

eran,l,j = ( ( —Sran,1,5,0, 0, 0, Tlran,1,5,0, 0 )Bf‘)a
( Mran,l,j,t(tafl)a Sran,1,5,t +9ran,1,j,tvta *eran,l,j,t, 067 ﬁran,l,j,t, 02 )IB* :
t=1,....0),
eranQ,T = ( ( —Sran,2,7,0, 0, 0, Tlran,2,7,05 0 )IB%S:
( Mran,?,r,t(t7 _1)7 Sran,2,7t T eran,Q,T,tvta _9r3n72,7',t 067 ﬁran,Q,T,tv 02 )B* :
t=1,...,4,

(Uran,Q,T,f+1(7—7_1)a Sran,2,7,0+15 0, 067 ﬁran,2,‘r,€+17 02 )IB*);

 — * * * *
sky 1= (kf,decv {kﬂ,del,(r,b)}T=f+17~--,d; t=1,2; {ké,ran,l,j7 k@,ran,Z,T}j=17-~~725; T:f-i-l,..-,d)’
return sky.

Enc(pk,m € Gp, (z1,...,2¢) € ]Fs) :
W, €, Q0, P15 P2, 0t Y F,fort=1,...,¢,
c1 = ( (w,0,¢,0,00)By, (0u(1,t), w(l,m), 0°, 0%, i1, 002 )B:t=1,...,0),
co 1= g%m, ct := (e1,¢2), return ct.
Dec(pk, kj gec: Ct) : m' := ca/e(c1, K} goc), return m'.
Delegate, (pk, skg, vg11) :
for j/ =1,....20+1); 7=0+2,...,d; 1=1,2;
Hgel (r0)s Hran2,rs Pdel,(r)s Bran2,ry ¥ = [y,

R
pgeapZeI,(q—,Lyp;kan,l,j”ptan,Q,‘r — COI’eDeIg(pk,Skg, vf+1)7

where CoreDely(pk,skp, vp41) : pih & 0y <2 Fyfort=1,... 0+ 1;5=1,...,20+1,

* L l+1 * * * *
return p* 1= Zt:l i (tby — b2)<t) +¢£ ('U[+1k€7de|7(€+171) - kzyde|7(€+172)>

20 * *
+ ijl ajk&ran,l,j + a2[+1k£,ran,2,ﬂ+l’
u (0) ® ®

* * >k >k *

Tdecr Tran, 1,5/ < 5Pa“<(bo,4) A1) (012) Y Fi=1,e41)s
U (0) (t) ()

* * >k >k *
Tael (ra) Tran2,r < sPan{(bg )" {(671)", (b1s)" him, . ev1,1),

* i Lx * *
k€+1,dec . ké,dec + Pdec + T decs

* NE— / * _ px\(T) *
k€+1,del,(T,L) T pdel,(T,L) + /”Ldel,(fr,L) (Tbl b2) + ¢de|,(7,b) ké,ran,Q,T

! 1.% *
TR get (7.0) T Tdel,(r0)

* . *
k€+1,ran,1,j’ T pran,l,j’ + rran,l,j”

* o * ! * *\ (T * *
k€+17ran72,r T pran,2,‘r + :uran,2,7'(7—b1 - b2)< ) + ¢r3n7277k€,ran7277 + rran,2,7-7

(¥ *
sket1 1= (Kiy1dec {R0t1 del (r0) b =042, 05 1=1,25

* *
{kﬂ,ran,l,j’v kﬁ,ran,2,7—}j’=l,...,2(€+1); T=€+2,...,d)a
return skgyg.
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B.2 Security

Theorem 7 The proposed HIBE scheme is adaptively attribute-hiding against chosen plaintext
attacks under the DLIN assumption.

The proof of Theorem 7 is obtained in a similar manner to Theorem 4.
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