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Abstract—Low cost RFID tags are increasingly being de-
ployed in various practical applications these days. Security
analysis of the way these tags are used in an application
is a must for successful adoption of the RFID technology.
Depending on the requirements of the particular application,
security demands on these tags cover some or all of the
aspects such as privacy, untraceability and authentication. As a
result of increasing deployment of RFID tags, many works on
RFID protocols and their security analysis have appeared in
the literature in the past few years. Although most protocol
proposals also provide some justification for the claimed
security properties of these protocols, independent thirdparty
evaluation has often revealed weaknesses in these protocols. In
this work, we present a third party security evaluation of a
recently proposed mutual authentication protocolLMAP

++.
Mutual authentication protocols are an important class of

protocols for RFID applications. In these protocols, the reader
and the tag of an RFID system run an interactive game
to authenticate themselves to each other. In this work, we
present traceability and desynchronization attacks against the
protocol LMAP

++. First we show that LMAP
++ does not

satisfy the security notion of traceability as defined in the
model proposed by Jules and Weis. Using the ideas of this
traceability attack, next we show that LMAP

++ also suffers
from a desynchronization attack. The presented attacks have
low complexities and high success probabilities. To the best of
our knowledge, this the first attack on theLMAP

++ protocol.

Keywords-Desynchronization, LMAP
++, Mutual Authenti-

cation Protocol, Privacy, RFID, Traceability.

I. I NTRODUCTION

Radio Frequency Identification (RFID) technology is a
wireless identification method that uses radio frequency to
send and receive data. Most of the RFID systems comprise
of three entities: the tag, the reader and the back-end
database. The tag is a highly constrained microchip with
antenna that stores the unique tag identifier and other related
information about an object that the tag has been attached
to. The reader is a device that can read/modify the stored
information of the tags and (if needed) transfer these data
to a back-end database, with or without modification. In
general, the reader stores tags identifiers, pseudonyms and
secrets in the back-end database. In addition, the back-end
database is usually not resource constrained and has the
ability to carry out more complex calculations.

RFID technology is finding more and more applications
in modern life. For instance, this technology is being used
in national passports, retail goods in supermarkets and
travel cards among others. The security analysis of RFID
protocols, specially third party analysis, is crucial to ensure
that these ubiquitous uses of the technology remain secure.
One of the principal security aspects of an RFID system is
authentication. Mutual authentication protocols are usedto
securely authenticate tags and readers to each other. Several
lightweight mutual authentication protocols proposed in the
literature [1], [2], [3], [4], [5] have already have been
broken [6], [7], [8], [9], [10], [11], [12], [13].

In [14] Periset al. proposed a lightweight mutual authen-
tication protocol calledLMAP . In addition, they proposed
an extension of this protocol and called itLMAP+. These
protocols are extremely lightweight and use only simple
bitwise operations. However, it has been discovered very
soon that these protocols do not achieve the claimed secu-
rity [15]. Later, following theLMAP designing strategy,
Li [16] proposed a new lightweight protocol. Li [16] also
called the proposed schemeLMAP+. However, to avoid
confusion with the extension ofLMAP proposed by Periset
al. in [14], we call Li’s schemeLMAP++ protocol in the
rest of this paper. TheLMAP++ protocol can be seen as a
modified version ofSLMAP protocol [17] which has been
analyzed in [18], [19].

In this work we investigate the security of theLMAP++

protocol and present two attacks for this protocol. More
precisely, we show that this protocol does not satisfy the
security notion of traceability as defined by Jules and
Weis [20], which has been later used by Phan in his attack
against SASI [13]. This can be seen as a traceability attack
on this protocol which has the success probability of ‘1’ and
can be performed in one run of protocol. In addition, we
present a desynchronization attack against theLMAP++

protocol which has the success probability of2−4 on each
run of protocol.

The rest of the paper is organized as follows: Notation
is introduced in Section II and Section III describes the
LMAP++ protocol. Our traceability attack is presented
in Section IV. Section V explains our desynchronization
attack. Finally, we conclude with suggestions for improving



LMAP++ in section VI.

II. N OTATION

The notations used in this paper are as follows:
• IDtag(i): indicates tag’s static identifier.

• PID
(n)
tag(i): indicates tag’s dynamic pseudonym at the

nth successful run of protocol.
• K1

(n)
tag(i) andK2

(n)
tag(i): indicate tag’s secret keys at the

nth successful run of protocol.
• r: indicates a pseudorandom number which is generated

by the reader.
• ⊕: indicates XOR operation.
• ‖: indicates concatenation operator.
• +: indicates addition mode2m.
• All parameters in the protocol are of length96-bit.
• The expressionA→ B refers to assigningA to B.

• For a finite setX , x
$
← X is the experiment of

uniformly choosing a random element fromX and
assigning it tox.

• Thenth bit of X is denoted by(X)n. Hence, the least
significant bit(LSB) ofX is denoted by(X)0 (similarly
for the most significant bit).

III. LMAP++ DESCRIPTION

In theLMAP++ protocol, each tag has a static identifier.
The identifier of theith tag is indicated byIDtag(i). In
addition, each tag has a pseudonymPIDtag(i) and shares
two secret keys i.e.K1tag(i) andK2tag(i) which get updated
after each successful run of the protocol. We denote the
values ofPIDtag(i), K1tag(i) andK2tag(i) at thenth suc-

cessful run of protocol byPID
(n)
tag(i), K1

(n)
tag(i) andK2

(n)
tag(i)

respectively. Hence, in this protocol, the tag and the reader
save the tuple(IDtag(i), P ID

(n)
tag(i), K1

(n)
tag(i), K2

(n)
tag(i)). We

denote a table that the reader stores these tuples into by
TT . This table is indexed by thePID

(n)
tag(i) values. On

receiving aPID
(n)
tag(i) from a tag, the reader looks intoTT .

If PID
(n)
tag(i) ∈ TT the reader extracts the relatedK1

(n)
tag(i)

andK2
(n)
tag(i) and continues the game. Otherwise, the reader

terminates the game.
To initiate a mutual authentication session, the reader will

send a “hello” to the tag. The Tag answers by sending its
current pseudonymPIDtag(i). The reader looks up intoTT

for this PID. If PID
(n)
tag(i) ∈ TT , the reader extracts the

relatedK1
(n)
tag(i) and K2

(n)
tag(i) and combines them with a

random valuer to generateA andB as follows:

A←PID
(n)
tag(i) ⊕K1

(n)
tag(i) + r

B←PID
(n)
tag(i) + K2

(n)
tag(i) ⊕ r

Next, the reader passesA‖B to the tag. The tag extracts
r from A and uses it together withB to authenticate the
reader. If the Tag authenticates the reader, it calculates

a new variableC, passes it to the reader and updates
PID

(n)
tag(i), K1

(n)
tag(i) andK2

(n)
tag(i) as follows:

C←(PID
(n)
tag(i) + IDtag(i)⊕ r)⊕ (K1

(n)
tag(i) +K2

(n)
tag(i) + r)

The reader verifies the receivedC to authenticate the tag
and updatesPID

(n)
tag(i), K1

(n)
tag(i) and K2

(n)
tag(i). The details

of LMAP++ are depicted in Algorithm 1. It should be
mentioned that all parameters of algorithm are of lengthn =
96 bits.

To overcome the desynchronization attacks, the protocol
designer has considered a status bit in the protocol denoted
by s. In each run, if the protocol successfully completed,s

will be initialized with 0 otherwise it sets to1. Hence,s = 1
indicates that the protocol was not successfully completed.
However, this bit has no affect on our attacks.

IV. T RACEABILITY ATTACK

Our traceability attack follows the model for traceability
proposed by Jules and Weis in [21]. This model of traceabil-
ity has later been used by Phan [13] in their attack against
SASI[3]. In this traceability model, the attacker is given the
static identifiers of two distinct tags, e.g.T0 and T1, and
participates in a game of one successful run of the protocol
with one of these two identifiers. The attacker has to predict
which tag is being used. Now, if the attacker can guess
which tag has been involved in the game correctly it wins
and we say the protocol suffers from traceability attack. The
adversary makes its decision public by output a bit, namely
“0” for T0 and “1” for T1. The attacker succeeds on the
distinguishing between tags if the probability of his correct
guess has a non-negligible derivation from the random guess
probability, 0.5. In other words, given the statics ID ofT0

andT1, i.e.ID0 andID1, the adversary’s advantage,AdvA,
on mounting the traceability attack on the protocol is given
as follows:

AvdA(ID0, ID1) = |PrCG − PrRG| =

∣

∣

∣

∣

PrCG −
1

2

∣

∣

∣

∣

where, PrCG and PrRG indicate the probabilities of
correct guess and random guess respectively. Following the
above model, we propose a traceability attack onLMAP++

which has been depicted in Algorithm 2. In this attack, we
assumed that(ID0)0 = 0 and (ID1)0 = 1. The attack
includes two phases, the Online phase and the Offline phase.
In the Online phase the adversary eavesdrops all transferred
messages of one run of protocol. In the Offline phase of
attack, the adversary uses the fact that considering only
the last significant bit(LSB) modular additions mod2m

can be replaced by bitwise XOR. Hence, based on the
protocol construction depicted on Algorithm 1,we can write
the following equalities:

(A)0 = (PID
(n)
tag(i))0 ⊕ (K1

(n)
tag(i))0 ⊕ (r)0



(B)0 = (PID
(n)
tag(i))0 ⊕ (K2

(n)
tag(i))0 ⊕ (r)0

(C)0 = (PID
(n)
tag(i))0 ⊕ (IDtag(i))0⊕

(r)0 ⊕ (K1
(n)
tag(i))0 ⊕ (K2

(n)
tag(i))0 ⊕ (r)0

Therefore, the adversary can eavesdrop one successful run
of protocol, storePIDn

tag(i), A, B and C and extracts
(IDtag(i))0 ∈ (0, 1) as follows:

(IDtag(i))0←(A)0 ⊕ (B)0 ⊕ (C)0⊕

(PID
(n)
tag(i))0 ⊕ (PID

(n)
tag(i))0 ⊕ (PID

(n)
tag(i))0

Hence, following the assumption that(ID0)0 = 0 and
(ID1)0 = 1, the adversary can distinguish with the proba-
bility of ‘1’ whether he is interacting withT0 or T1.

V. DESYNCHRONIZATION ATTACK

In this section we present a desynchronization attack
against theLMAP++ protocol. The main technique is to
force the tag and the reader to update their common values
to different numbers. If the adversary can succeed in forcing
the tag and the reader to do so, they will not authenticate
each other in further transactions.

Our desynchronization attack onLMAP++ is based on
an assumption that(PID

(n)
tag(i))0, (K1

(n)
tag(i))0, (K2

(n)
tag(i))0

and (ID)0 are zero. To mount the attack, the adversary
eavesdrops a transferred valueA‖B from the reader to
the tag and toggles theLSB bits of A and B, (A)0 and
(B)0. Considering the above assumption on(PID

(n)
tag(i))0,

(K1
(n)
tag(i))0 and (K2

(n)
tag(i))0, the carry of modular addition

will not propagated from the lowest significant bit to the next
bit. In addition, modular addition for LSBs can be replaced
by exclusive or. Hence, we have:

(A)0←(PID
(n)
tag(i))0 ⊕ (K1

(n)
tag(i))0 ⊕ (r)0

(B)0←(PID
(n)
tag(i))0 ⊕ (K2

(n)
tag(i))0 ⊕ (r)0

So, if we toggle the LSBs ofr, A and B it has no
impact on the correctness of the above equations and the tag
authenticates the reader with the probability of ‘1’. However,
the extracted random value by the tag,r′, does not equal to
what is generated by the reader,r, and we haver′ = r⊕ 1.
On the other hand, in the next step of the protocol, the tag
passesC to the reader which is calculated as follows:

C←(PID
(n)
tag(i) +IDtag(i)⊕r′)⊕(K1

(n)
tag(i)+K2

(n)
tag(i)+r′)

Considering the assumption that(PID
(n)
tag(i))0, (K1

(n)
tag(i))0,

(K2
(n)
tag(i))0 and (ID)0 are zero, replacingr by r′ = r ⊕ 1

has no affect on the generated value forC because consid-
ering the calculation for(C)0 we have:

(C)0 = ((PID
(n)
tag(i))0 + (IDtag(i))0 ⊕ (r)0)⊕

((K1
(n)
tag(i))0 + (K2

(n)
tag(i))0 + (r)0) =

(0 + 0⊕ (r)0)⊕ (0 + 0 + (r)0) = (r)0 ⊕ (r)0 =

((r)0 ⊕ 1)⊕ ((r)0 ⊕ 1) = (r′)0 ⊕ (r′)0 =

((PID
(n)
tag(i))0 + (IDtag(i))0 ⊕ (r′)0)⊕

((K1
(n)
tag(i))0 + (K2

(n)
tag(i))0 + (r′)0)

In addition, carry will not propagated from(C)0 to (C)1
neither withr nor r′. Hence, the reader also authenticates
the tag with the probability of ‘1’ and both the tag and
the reader update the values ofPID

(n)
tag(i), K1

(n)
tag(i) and

K2
(n)
tag(i). However, the tag usesr′ = r ⊕ 1 in updating

phase of protocol while the reader usesr. Thereby, the tag
exits from synchronism with the reader and the tag and the
reader can not authenticate each other in any following runs
of the protocol.

To determine the success probability of the attack, we
can combine the success probabilities of each stage of the
above attack. At the beginning of attack we assumed that
(PID

(n)
tag(i))0, (K1

(n)
tag(i))0,(K2

(n)
tag(i))0 and(ID)0 are zero.

This assumption could be valid with the probability of1
24 . If

the above assumption is correct then the success probability
of the rest of attack would be ‘1’. Hence, we can conclude
that the total success probability of attack is124 . Therefore,
if (ID)0 6= 0, the attacker can repeat the attack a few times
to desynchronize the tag and the reader. The details of the
attack are depicted in Algorithm 3.

VI. CONCLUSION

In this paper we consider the security of one of the
recently proposed lightweight RFID authentication proto-
col LMAP++, which is a successor of theLMAP and
LMAP+ protocols. In this paper we presented traceability
and desynchronization attacks against this protocol. Our
traceability attack has a negligible complexity and the com-
plexity of the proposed desynchronization attack is a few
runs of protocol.

To fix the above vulnerability it should be enough to use
rotation on the computation of the communicated messages,
A, B andC. In this way, the adversary may not apply the
attacks presented in this work. However, our results and
previous attacks on other authentication protocols that have
not employed any cryptographic primitives, e.g. SASI, have
shown that it would not be an easy task to design a secure
protocol based on this strategy. Hence, we prefer to not
introduce any concrete variant for this protocol. Designing a
lightweight RFID mutual authentication protocol which does
not suffer from attacks of the kind presented in this paper
is a challenging problem.
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The reader;
Sends aHello message to the tag;

The tag;
Passes its pseudonymPID

(n)
tag(i) to the reader;

The reader;
if PID

(n)
tag(i) ∈ TT then

r
$
← {0, 1}t;

A←PID
(n)
tag(i) ⊕K1

(n)
tag(i) + r;

B←PID
(n)
tag(i) + K2

(n)
tag(i) ⊕ r;

PassesA||B to the tag;
else

The protocol will be terminated;
end

The tag;
r1←A− (PID

(n)
tag(i) ⊕K1

(n)
tag(i)); // Extracting r from A;

r2←(B − PID
(n)
tag(i))⊕K2

(n)
tag(i); // Extracting r from B;

if r1 = r2 then
The tag authenticates the reader;
C←(PID

(n)
tag(i) + IDtag(i) ⊕ r)⊕ (K1

(n)
tag(i) + K2

(n)
tag(i) + r);

PassesC to the reader;
PID

(n+1)
tag(i)←(PID

(n)
tag(i) + K1

(n)
tag(i))⊕ r + (IDtag(i) + K2

(n)
tag(i))⊕ r; // Updating the PID value ;

K1
(n+1)
tag(i)←K1

(n)
tag(i) ⊕ r + (PID

(n+1)
tag(i) + K2

(n)
tag(i) + IDtag(i)); // Updating the K1 value ;

K2
(n+1)
tag(i)←K2

(n)
tag(i) ⊕ r + (PID

(n+1)
tag(i) + K1

(n)
tag(i) + IDtag(i)); // Updating the K2 value ;

else
The tag does not authenticate the reader;

C
$
← {0, 1}t;

OutputsC;
end

The reader;
C∗←(PID

(n)
tag(i) + IDtag(i) ⊕ r) ⊕ (K1

(n)
tag(i) + K2

(n)
tag(i) + r);

if C = C∗ then
The reader authenticates the tag;
PID

(n+1)
tag(i)←(PID

(n)
tag(i) + K1

(n)
tag(i))⊕ r + (IDtag(i) + K2

(n)
tag(i))⊕ r; // Updating the PID value ;

K1
(n+1)
tag(i)←K1

(n)
tag(i) ⊕ r + (PID

(n+1)
tag(i) + K2

(n)
tag(i) + IDtag(i)); // Updating the K1 value ;

K2
(n+1)
tag(i)←K2

(n)
tag(i) ⊕ r + (PID

(n+1)
tag(i) + K1

(n)
tag(i) + IDtag(i)); // Updating the K2 value ;

else
The reader does not authenticate the tag;

end

Algorithm 1 . The LMAP++ description on roundn.



Online Phase;
Eavesdrop one successful run of protocol and storePIDn

tag(i), A, B andC;
Offline Phase;
Extract(IDtag(i))0 ∈ (0, 1) as follows;

(A)0←(PID
(n)
tag(i))0 ⊕ (K1

(n)
tag(i))0 ⊕ (r)0;

(B)0←(PID
(n)
tag(i))0 ⊕ (K2

(n)
tag(i))0 ⊕ (r)0;

(C)0←(PID
(n)
tag(i))0 ⊕ (IDtag(i))0 ⊕ (r)0 ⊕ (K1

(n)
tag(i))0 ⊕ (K2

(n)
tag(i))0 ⊕ (r)0;

(IDtag(i))0←(A)0 ⊕ (B)0 ⊕ (C)0 ⊕ (PID
(n)
tag(i))0 ⊕ (PID

(n)
tag(i))0 ⊕ (PID

(n)
tag(i))0;

// (IDtag(i))0 ∈ (0, 1) that simply distinguishes between T0 and T1;
Decide the game as follows:
if (IDtag(i))0 = 0 then

Output “0”;
else

Output “1”;
end

Algorithm 2 . The Traceability Attack AgainstLMAP++.



The reader;
Sends aHello message to the tag;

The tag;
Passes its pseudonymPID

(n)
tag(i) to the reader;

The reader;
if PID

(n)
tag(i) ∈ TT then

r
$
← {0, 1}t;

A←PID
(n)
tag(i) ⊕K1

(n)
tag(i) + r;

B←PID
(n)
tag(i) + K2

(n)
tag(i) ⊕ r;

PassesA||B to the tag;
else

The protocol will be terminated;
end

The Attacher;
eavesdropsA andB;
A←A⊕ 1; // toggling the LSB of A;
B←B ⊕ 1; // toggling the LSB of B;
PassesA||B to the tag;

The tag;
r1←A− (PID

(n)
tag(i) ⊕K1

(n)
tag(i)); // Extracting r from A. It can be seen that r1 = r + 1;

r2←(B − PID
(n)
tag(i))⊕K2

(n)
tag(i); // Extracting r from B. It can be seen that r2 = r + 1;

if r1 = r2 then
The tag authenticates the reader;// r1 = r2 = r + 1, hence the tag authenticates the reader;

C←(PID
(n)
tag(i) + IDtag(i) ⊕ r′)⊕ (K1

(n)
tag(i) + K2

(n)
tag(i) + r′); // r′ = r + 1;

PassesC to the reader;
PID

(n+1)
tag(i)←(PID

(n)
tag(i) + K1

(n)
tag(i))⊕ r′ + (IDtag(i) + K2

(n)
tag(i))⊕ r′; // Updating the PID value ;

K1
(n+1)
tag(i)←K1

(n)
tag(i) ⊕ r′ + (PID

(n+1)
tag(i) + K2

(n)
tag(i) + IDtag(i)); // Updating the K1 value ;

K2
(n+1)
tag(i)←K2

(n)
tag(i) ⊕ r′ + (PID

(n+1)
tag(i) + K1

(n)
tag(i) + IDtag(i)); // Updating the K2 value ;

else
The tag does not authenticate the reader;

C
$
← {0, 1}t;

OutputsC;
end

The reader;
C∗←(PID

(n)
tag(i) + IDtag(i) ⊕ r) ⊕ (K1

(n)
tag(i) + K2

(n)
tag(i) + r);

if C = C∗ then
The reader authenticates the tag;
PID

(n+1)
tag(i)←(PID

(n)
tag(i) + K1

(n)
tag(i))⊕ r + (IDtag(i) + K2

(n)
tag(i))⊕ r; // Updating the PID value ;

K1
(n+1)
tag(i)←K1

(n)
tag(i) ⊕ r + (PID

(n+1)
tag(i) + K2

(n)
tag(i) + IDtag(i)); // Updating the K1 value ;

K2
(n+1)
tag(i)←K2

(n)
tag(i) ⊕ r + (PID

(n+1)
tag(i) + K1

(n)
tag(i) + IDtag(i)); // Updating the K2 value ;

else
The reader does not authenticate the tag;

end

Algorithm 3 . The Desynchronization Attack againstLMAP++.


