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Skein with full 72 rounds

http://dictionary.reference.com/browse/skein


Self-similarity under rotational attack



Unravelling: Skein under brute-force attack



Linearization attack

I Introducing alternating bit patterns into Skein . . .



Linearization attack

I . . . produces clear patterns in the output:



Methodology and tools: The attack in progress

The attack can be performed in real time. (Video on demand.)



Analyzing propagation of one-bit di�erentials



Conclusions

I Skein is soft and succumbs to brute force.

I Skein has been successfully linearized.

I Skein has clear output patterns.

I Skein is easily distinguishable from a random oracle.
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