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Abstract. A New digital signature scheme based on Stepwise Triangular Scheme (STS)
is proposed. The proposed trapdoor has resolved the vulnerability of STS and secure
against both Grébner Bases and Rank Attacks. In addition, as a basic trapdoor, it
is more efficient than the existing systems. With the efficient implementation, the
Multivariate Public Key Cryptosystems (MPKC) signature public key has the signature
longer than the message by less than 25 %, for example.
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Introduction

Various kinds of Multivariate Public Key Cryptosystem (MPKC) are actively developed worldwide.
Like traditional cryptosystems such as RSA or ElGamal, MPKCs are used both for encryption and
signature. Historically most of them are based on either of the two basic trapdoors:

(i)

(i)

MI-HFE Trapdoor (Matsumoto, Imai, Patarin)

The development of the first MPKC in the world had been launched around 1983 by Mat-
sumoto and Imai [24]. The new cryptosystem, which is widely known as “Matsumoto-Imai
cryptosystem” (MI), was proposed in EUROCRYPT in 1988 [25]. MI was successfully crypt-
analyzed by Patarin [27]. Patarin has extended the idea of MI further and proposed Hidden
Field Equation (HFE) cryptosystem in 1996 [28]. Both MI and HFE are applied to signature
schemes, resulting in SFLASH and QUARTZ [7, 31]. Although SFLASH was accepted as one
of the final selections for the NESSIE, it was cryptanalyzed by Shamir et al. [14] in 2007.
QUARTZ was one of the candidates for short digital signatures of NESSIE, but it consumes
so much memory that it is difficult to implement in a practical system.

STS Trapdoor (Tsujii, et al. Shamir, Kasahara, et al.)

STS trapdoor was proposed by the group in Tokyo Institute of Technology led by Tsujii
in 1985 [33]. Its initial scheme, which was named “Sequential Solution Method” [34], was
cryptanalyzed by Kaneko, et al. in 1987 [18]. Tsujii et al. proposed the improved version
in 1989 [35]. While the above cryptosystems have been proposed in Japan for encryption,
Shamir proposed the signature scheme based on the same trapdoor, with its linear polynomials
hidden, in CRYPTO 1993 [32]. His signature was also cryptanalyzed by Coppersmith et al.
[5], with the attack similar to the Rank Attack, which is described later in this paper. 1989
version of Tsujii’s cryptosystem, which was translated to English by Tadaki, et al. and



Table 1: Taxonomy of MPKC

Basic Scheme Encryption Signature
MI- MI Scheme A or C* [25] SFLASH [7]
HFE Hidden Field Equation [28] QUARTZ [31]
¢-1C [11] -1C~ [11]
Square [4] Square-Vinegar [1]
STS Sequential Solution Method [34] | Birational
[17, 42] Permutation [32, 19]
TTM [26] TTS [3, 43]
RSE [20], RSSE [21] Our Proposal
Tractable Rational Map [39], TRMS [40]
MFE [41]
Uuov Unbalanced
None Oil and Vinegar [23],
Rainbow [10]

published on the Cryptology ePrint Archive [36] in 2004, was cryptanalyzed by Ding et al. in
PQCrypto 2008 [12].

Afterwards Kasahara et al. actively published various schemes including RSE, generalizing
the concept of Sequential Solution Method [20, 21]. Moh et al. proposed their scheme utilizing
the Sequential Solution Method [26, 39, 41]. When Wolf, et al. attacked Kasahara’s scheme
with Rank Attack, they specified the family of the cryptosystems which Kasahara’s group
proposed as “Stepwise Triangular System” (STS) [42]. Here the family of MPKCs based on
the trapdoor of Sequential Solution Method is called “STS scheme” in this paper.

Although both MI-HFE and STS have been studied for long time, it would safely be said that the
application of STS to signatures is not so thoroughly discussed yet [3, 43, 40, 19] compared with
the MI-HFE. On the other hand, one of the MPKCs exclusively for signature is UOV (Unbalanced
Oil and Vinegar) scheme, which was proposed in 1999 and also well-known worldwide [29, 23].
The current situation is illustrated in the Table 1. We propose a new signature scheme based on
STS. Random variables are included in each step according to the number of variables. All of the
resulting polynomials have the same number of variables and therefore every public key polynomial
has the same rank, regardless of the step (refer to Figure 4 and formula (1)). The resulting system
would become secure against both Grobner bases and Rank attack. We have presented the idea
of applying the concept to encryption system [38][37]. Here we propose a signature scheme. As
explained in the subsequent sections, the signature scheme which we propose here has the structure
entirely different from STS, although it is based on STS scheme. Our scheme would be specified as
another basic trapdoor for signatures.



2 Preliminaries

2.1 General Design of MPKC

In general, MPKCs are structured as shown in Figure 1 and Figure 2.

Figure 1 shows the case of encryption, Figure 2 the signature. The plaintext variable vector is
E(x) =T(G(S(x))): Public Key

S: Secret Key G: Secret Key T: Secret Key {
z=S(x) w = G(2) y=T(w)
zecF," zeF,/ wekF"—— yecF,™
Plaintext Ciphertext

Figure 1: Multivariate Public Key Cryptosystem (Encryption Scheme)
E(x) =T(G(S(x))): Public Key

S: Secret Key G: Secret Key T: Secret Key {
z=95(x) w=G(2) y=T(w)
xeF,” zeF,/" weF,™ yeF,"
Signature Message

Figure 2: Multivariate Public Key Cryptosystem (Signature Scheme)

transformed to intermediate variable vector by the initial affine transformation S in the encryption
scheme. On the other hand, in signature schemes, it is the message variable vector that is trans-
formed. Subsequently, the central map part transforms the intermediate vector with the system
of polynomials (usually quadratic) which has some trapdoor structure. Finally, intermediate poly-
nomial vector is transformed by the affine transformation 7' to form the polynomial vector. The
resulting polynomial vector is the public key.

2.2 Summary of STS Scheme and its Security

Sequential Solution Method [34] is a cryptosystem for encryption. The equation system obtained
by inverting the affine transformation is shown in Figure 3, where the last polynomial is univariate.
And the number of variables increases as the sequential number of the polynomial decreases. When
the ¢ variables up to v; are obtained by solving the n-th to (n — ¢ 4+ 1)-th equation, the (n — 9)-
th equation becomes univariate by substituting the variables up to v; with solution. The system
is thus solved by solving the sequence of univariate equations one by one, as shown in Figure 3.
Random Singular Simultaneous Equation (R(S)SE) cryptosystem [20][21] proposed by Kasahara et
al. is a system where the equation is solved by solving each r-variate determined equation system,
instead of the univariate equation. Kasahara et al. published various encryption system for the
case of r = 4 and r = 5. In the case of r = 4, the legitimate receiver solves the 4-variate determined
random equation in the L-th step. (L — 1)-th step has 4 polynomials with 8 variables. Among
them, 4 variables are obtained by solving the 4-variate determined system of equation in the L-th
step. In this way, the overall system is solved by solving the subsystems of equation step by step.
It should be noted that both RSSE, one of the variants of STS scheme, and MI are bijections, while
the majority of MPKCs are not.

The STS Scheme has 2 vulnerabilities:



wi = g1(vi,v2,...,V%_1,Vk)

wy = ga(vi,v2,. .., V1)
Wp—1 = gr—1(v1,v2)
wp = ggln)

Figure 3: Non-linear Transformations in the Sequential Solution Method

(i) Vulnerability to the Grobner Bases Attack [6, 15]

It is possible to solve multivariate algebraic equation systems by computing the Grébner bases
of the ideal generated by the public key. This is the Grobner bases attack, which successfully
cryptanalyzed various MPKCs including HFE [15]. According to the ideal theory, the affine
transformation, which seems to effectively disguise the structure of the central map, does not
influence the complexity of computing Grobner bases. The structure of the STS polynomials
in the central map is vulnerable to Grobner bases algorithm and easily computed. According
to our experiments, the time complexity of computing Grébner bases of the STS scheme is
roughly the same as MI scheme.

(ii) Vulnerability to the Rank Attack [17, 42]

Since public key and central map polynomials of MPKCs are quadratic, Since elements of the
1st layer have n variables, In the STS scheme where r is 4, the linear space spanned by the
central map polynomials has 4 linearly independent polynomials with the rank less than 4.
Likewise, it has 8 polynomials with the rank up to 8. If the public key is 100-variate determined
polynomial system, the linear space spanned by the polynomials has 25 subspaces with the
dimension 4. The central map polynomial vector is hidden by the affine transformation 7.
However, it is possible to compute a transformation equivalent for the inverse transformation
T—!. If it is found, low-rank central equations, which are easy to solve, are computed from
the public key [17, 42]. Therefore it should be possible to compute the bases of the linear
space equivalent for the central map vectors. Although the effectiveness of the Rank Attack
should be discussed more in detail, we have to consider the countermeasure against Rank
Attack in designing MPKCs. It has been pointed out that STS scheme is also vulnerable to
Rank Attack.

3 Enhanced STS Scheme

3.1 The Key Idea

The vulnerability of the STS Scheme to Rank Attack is caused by the difference of rank among each
step. On the other hand, all polynomials in the top steps of STS are random and with high rank.
Therefore if two independent STS schemes are symmetrically combined together, this vulnerability
would be corrected. One of the systems increases the number of variables by r from the initial
r variables and the other decreases by r from the initial m. If a new central map is created by
linearly combining the elements of each system in the same step, the rank of all elements in the
central map becomes the same. Consequent cryptosystem should be secure both against Grobner
Bases and Rank Attack. The concept of the structure is illustrated in Figure 5. The purpose of



Conventional STS is vulnerable because The vulnerability is resolved by
of the difference of the rank combining two symmetric STS schemes.

The consequent system does not have
difference of ranks and therefore secure
against both Grobner and Rank attacks.

Figure 4: Basic Idea of Enhanced STS

y|=| T p(u, v)

Central Map /ﬂ\

Structure of
Enhanced STS

Figure 5: Structure of Enhanced STS

Figure 5 is to describe the essentials of our idea and therefore we prioritized the understandability
over the preciseness, i.e. the definition and description of u, v is not accurate. Precise definition of
polynomials and variables are provided in the next subsection.

3.2 Enhanced STS Trapdoor

Enhanced STS Signature Scheme is described as follows:

u = (u1,...,Uy) and v := (v1,...,Vy—y) are sets of variables. The number of the steps L is equal
to m/r, hence m must be divisible by r. Let the polynomial vectors p € F4[u,v]™ be a polynomial
vector described in the formula (1). The length of the variable & (signature length) is n(= 2m —r).
Polynomials in the step 1 of p include r variables uq,...,u, € u and all variables of v, with the
total number of variables m. The variables of u increase by r as the step proceeds, and so many
variables of v decrease, thereby keeping the total number of variables included in each polynomial



at m. Hence the polynomials in the last step L := m/r have all variables of u and no variable of v.

pr(ut, ... Upy V1., Uney)
Step 1
p’r‘(u17 ceeyUpy U1y .- 7vm—1“)
p(i—l)r+l(u17 sy Wiry V-1l -+ Ume)
Step ¢ :
p(i—l)r+r(ula ceey Uirsy V—1)r41s - - s Um—r)
: (1)
p(L—2)r+1(ula s Um—r; Um—2r415 - - -, 'Um—r)
Step L — 1
p(L—2)r+r(u1, ooy Uy Um—2r+ 15+« Umn—r)
p(L—l)r—‘rl(ula SER) Um)
Step L
p(L—l)r—H‘(ul: s 7um)
All polynomials of p have the rank m, but when constant value ¢ := (¢y,...,¢n—yr) are assigned to

v, the consequent polynomial vector p’ = p(u, ¢) has STS structure (formula (2)).

Step 1

Step ¢

Step L — 1

Step L

Py (ur, ... uy)
pl(uq, . Uy
[ p/(i—l;r+1(u1’ S Uip)
p/(i—l)r-i-;’(ul’ Cee Uir)
: (2)
p/(L72)r+1(u1’ S Umr)
p/(L—Q)r—i-'r(ul’ ce Um—r)
p/(L—l)r+1(u17 ey Uy e e ey U
p'(L_l)H_r(ul, T S T

The central map of the Enhanced STS w is created by substituting w with 21 := (21,...,2y) and v
with z9 := (zm41,- .-, 2n) in the polynomial vector p. The linear polynomial vector z := z1||zo =



(z1(x), ..., zn(x)) is the image of the affine transformation S(x).

PL(Z1, oy Zry Zmgls .- 2n)
Dr(Z1y oy Zry Zmaly - s 2n)
w = p(z1,22) = pm_2r+1(z1,...,zm'_r, Zn—r4ls.--s2n) (3)
Pr—r(Z1s s Zm—ry Zn—rtls---s2n)
Pm—r41(21, -+, Zm)
P21,y Zm)

Finally, the public key y is created by applying affine transformation T' to the central map w

y:=T(w) (4)
Public Key:
e Polynomial Vector y
Secret Key:
e Central Map w

e Affine Transformations S and T

3.3 Signature and Verification

The message m := (my,...,my,,) is signed as follows:

Signature
(i) Apply the inverse affine transformation 7! to the message m.

(ii) Substitute each element of v with random number.

(iii) Since thus computed set of polynomials
p1(Ut, ..., Up)y ...y Pm(U1, ..., uy) has the structure of m-variate STS, w is computed by de-
crypting the STS cryptosystem.

(iv) Value of x is computed by inverting the affine transformation S to the vector w||v. Thus

obtained vector (si,...,$,) is the signature of m.
Verification
Signature verification is done by assigning the signature (si,...,s,) to @ of the public key and

checking whether the value is equal to m.



4 Discussion of the Security

Following attacks for MPKCs should be possible both to encryption and signature schemes:
(i) Grobner Bases Attack [6, 15]
(ii) Rank Attack [17, 42]
(iii) Differential Attack [16, 13, 14]
(iv) Other attacks exploiting other Vulnerability of the Trapdoor

Security against these attacks is discussed.

4.1 Security against Grobner Bases Attack

Besides the constraint on the rank of the two ST'S systems, quadratic polynomials in the central map
are all random. Since coefficients are randomly determined, there is not a structural vulnerability
for Grobner Bases algorithm to exploit. Consequently, it is expected that the system is secure
against Grobner Bases Attack. The above assumption is validated by experiment by a computer.

4.1.1 Experiment

The above Enhanced STS Signature System is implemented in the script language of Magma,
the computational algebra system. The public keys generated by the above program were tested
the time complexity of Grobner Bases Attack and compared with the random system of n-variate
system with m polynomials.

Since the signature polynomials are underdetermined, usually Grobner Bases Attacks are done after
excess variables are eliminated. In this experiment random values were assigned to the variables
Tym+1s-- -, Tn. Thus obtained m-variate determined polynomial sets are the generators of the ideals.
Computing Environment

We perform the experiments using the computational algebra system Magma. Grobner bases are
computed by F4 algorithm implemented in Magma as the function GroebnerBasis (). The attack
is repeated 10 times for each condition. All computer experiments are performed with the following
environment:

(i) Computer: Japan Computing System (JCS) VC98220WSA-4U/T workstation, with CPU
AMD Opteron 8220 (2.80 GHz) quadcore and 128 Gbyte Memory

(ii) Magma ver. 2.15-15 running on Red Hat Enterprise Linux Advanced Platform Standard. The
computation time is counted by the function Cputime () of Magma.

Condition
The parameter r is fixed at 4 and the message length m is varied from 18 to 25. The signature
length n is set 2m — r. The public key is generated under the above condition.

Result is shown in Table 2 and Figure 6.



Table 2: F4 computation time vs. the size of e oo
the signed messages =
F4 Computation Time g T
in Second 5
Message | Enhanced Random i T
Length STS System é ol
18 4.06 4.32 g
19 8.05 8.24 :g 1
20 17.04 16.47 3 18 20 21 22 23 24 25
21 34.44 33.25 Message Length
22 103.41 99.99
23 166.10 159.57 Figure 6: Relationship between the size of the
24 1038.48 1020.04 message and binary logarithm of F4 computa-
25 2159.80 2125.24 tion time

Not only the time complexity of computation increases exponentially as the message length in-
creases, the F4 computing time is almost equal to the random system. Hence the signature system
is expected to be sufficiently secure against Grébner bases attack.

4.2 Security against Rank Attack

As discussed above, all polynomials in all steps of the central map have the same rank. Since there
is not a difference of rank between each polynomial, the public key is entirely inoculate to Rank
Attacks.

4.3 Security against Differential Attack

Differential Attack was designed to attack internally perturbed system such as PMI [8] and IPHFE
[9], both of which are created by modifying existing trapdoors such as MI and HFE. Since our
scheme does not depend on any trapdoors of MI or HFE, it is not applicable.

4.4 Attacks Exploiting Other Vulnerabilities of the Trapdoor

We are going to further investigate its security and discuss whether there is not any such vulnera-
bility.

5 Efficiency of the Basic Trapdoor Scheme

Now the efficiency of the proposed system is discussed by comparing the size of the polynomial
with existing schemes. The Oil and Vinegar system, which is classified as the only basic trapdoor
for signature, requires the variables to be “Unbalanced.” Hence the Vinegar variables must be
longer than the Oil variables. Consequently the signature becomes far longer than the message.
Although, as shown in the discussion of the security, the proposed system is sufficiently secure with



the signature as short as a twice of the message. Therefore the implementation of the proposed
scheme is expected to be more compact than the Unbalanced Oil and Vinegar. Besides, Oil and
Vinegar scheme has the constraint that a product of two Oil variables does not exist. Nevertheless,
the proposed scheme is not restricted in such a way.

Consequently, our scheme is closer to random polynomials than existing MPKCs and therefore it
should be highly secure. Since the time complexity of attacks increases more steeply than existing
systems, use of computing resources such as CPU and memory would be more efficient than the
existing MPKC signature schemes.

6 Improvement in the Practical Implementation

The new idea of applying the STS cryptosystem to signature scheme is proposed. The structure
of the central map was described above. Here we propose further improvement to employ in
implementation. One is to shorten the signature (number of variables) and thereby making the
public key more compact. Another one is an idea to further improve the security.

6.1 Further Improving the Efficiency of the Public Key

The advantage of the Enhanced STS over existing trapdoors has been described above. Although,
the signature is still at least twice (precisely, (2 — r/m) times) as long as the message. Now we
propose to divide the overall polynomial system into several blocks. The central map w is divided
into k blocks Bi, ..., By, each of which has b := m/k polynomials. So w := B1||Ba,...,||Bx

= [py(u1,v1),...,pp(ug,vi)]T. Each block B; has the structure of Enhanced STS, where the
polynomial system p,(u;, v;) becomes STS when random values are assigned to v;. The elements
of each block are algebraic function of (u;,v;), where u := wi||uz||...||ur. The variable set u;
and v; are given initially and v; (2 < i < k) is defined such that the (b — r) dimensional linear
space spanned by wv; is contained in the one spanned by w1 Uvi Uus...u;—1 Uwv;_1. As illustrated
in Figure 7, the value of v; is given by solving all systems Bj,...,B;—1. In this case the set of
variables u; Uus ... Uug Uvy ... Uvg has the dimension m + b —r, i.e. the signature length exceeds
the message length by b — r. Therefore the ratio of signature to message length is 1 + (b —r)/m.
Generally the system takes the above structure. A message is signed as follows.

6.1.1 Signing a Message

(i) Give random values to the variables v;.

(ii) Equation system Bj, which becomes STS, is solved to find the values of u;.
(iii) Since the value of v and wu; is found, ve is known.
)

(iv) Step 2 to 3 are repeated until the last block.

The security of the combined signature system is assured as long as the basic trapdoor of Enhanced
STS is structurally secure.

10



Only thevariable set v, is
randomly determined.

Bl: Py Uy, Vy)

Thevariableset v, inthe
second block is a subset
of u, O v,.

Bz: P,(U,, V)

\/ v; in the subsequent blocks are
—  given by solving the previous
systems.

Bk P (Ups Vi)

Figure 7: Implementation of Enhanced STS and operation of signing

6.1.2 Example

If a system has the message length m = 256 and the STS step size r = 4, and divided into 4 blocks
(k =4), each block has m/k = 64 polynomials. Each variable set u; has 64 elements and v; has 56.
In this case the signature length is 256 + 64 — 4 = 316, which is approximately 1.23 times as long as
the message. Although characteristic of the finite field is 2 in the above discussion, we think that
the base ring should be GF(2%). Other environmental factor should have to be considered in the
actual implementation.

6.2 Security Improvement by Check Polynomial System
6.2.1 Vulnerability of Underdetermined MPKC signature scheme

Almost all MPKC signature schemes are underdetermined, in order to enable preimage of every
message to exist. As well as it increases the public key size compared with the message length
(number of equations), it might generate vulnerability for the attackers to exploit. If the signature
public key has m polynomials with n variables defined on GF(q), the equation system derived
from the public key has ¢"~™ solutions as a rule of thumb. In the case of our Complementary

11



STS signature, there can be more than ¢™~" valid signatures. We propose here a further security
improvement by appending extra polynomials.

It should be noted that most of the MPKC signature public keys have subsets of the variable set.
Messages are signed by assigning value to the elements of one subset and solving the consequent
equation. Therefore typically the structure of the subsets constitutes an important part of the
secret key. In the case of Enhanced STS, variables are specified into subsets w and v. Most of
the attacks to MPKC signatures are done by finding the elements of the subsets, like done to the
Balanced Oil and Vinegar [29]. In case an attack should be developed to distinguish the variables
of w from the ones of v, the signature scheme is in serious jeopardy.

6.2.2 System of Check Equations

In case even either one of the two linear spaces spanned by the set of vectors uw and the one
spanned by v should be found by any remote chance, the signatures would be forged by solving
the equation. Although, it is possible to further improve its security by limiting the acceptable
value of the variables in v. Together with the public key p(x), the system of check equations
g(x) is published. Tt is specified as a rule that the valid signature must satisfy both the system of
equation p(x) = m and g(x) = o. The difference of the signing and verifying procedure between
the conventional MPKC signature and the one using the check polynomials is illustrated in Figure

8

6.2.3 Generation of the System of Check Equation

It is possible to create a polynomial set g(x), all elements of which become 0 when v is equal to
the pre-defined vector ¢ € F35'"". Let f(u,v) € Falu,v]™ ™" be a set of random polynomials of
. Then the polynomial set g(x) = f(u,v) — f(a,v) satisfies the condition. The system of check
equations is one-time use. The system is renewed every time a message is signed.

Then messages are signed in the following way:

Signing a Message
(i) Invert the Affine transformation 7! to the message m
(ii) Assign the value a to the variables u

(iii) The consequent STS polynomials are solved. The solution is s’ € F%

(iv) The Affine transformation is inverted to the solution. s := S~1s’

Verification

(i) It is checked whether p(s) is equal to m

(ii) It is checked whether g(s) is zero vector

12



Public Key

Mesni,age plgxg
P,(X
-P0) <
Signer P(X)
p(s)=m
S=(S0:S2%) ™9 Verifier
Fp(s)=m ?

(2) Conventional MPK C signature scheme:
There are anumber of valid signatures to a given message.

Public Key

P,(X)

Message P,(X)

m PO < ..
™ pm(x)

Signer .

p(s)=m g(x) _9_1_(_)()
g(S):O Q 07) me—r(X)
SOESEN N Verifier
p(s=m ?
9(9=0 7

(2) MPKC signature with check equations:

Most of the solution of the equation are excluded from the set of
valid signatures. Only the solution which satisfy the n equations
are accepted.

Figure 8: Comparison between conventional Signature and the Signature with Check Equation
System

7 Conclusion

We proposed a new basic trapdoor for signature scheme based on STS, with two different STS
polynomial systems combined together —a system to be called “Enhanced STS.” This signature
scheme is secure against various existing attacks and more efficient than existing schemes such as
UOV, in itself.

13



Based on the above concept, we proposed a signature system where the signature is still shorter.
Consequently this system has a compact public key.
We are going to study further to evaluate and improve the proposed system.
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