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Abstract. Generic constructions of designated confirmer signattesif one of the following two strategies;
either produce a digital signature on the message to bedsigfmen encrypt the resulting signature, or produce
a commitment on the message, encrypt the string used toageriee commitment and finally sign the latter.
We study the second strategy by determining the exact sequdperty needed in the encryption to achieve
secure constructions. This study infers the exclusion afedull type of encryption from the design due to an
intrinsic weakness in the paradigm. Next, we propose a sim@thod to remediate to this weakness and we
get efficient constructions which can be used vaitly digital signature.
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1 Introduction

Digital signatures were introduced in [17] as an analogoisignatures in the paper world to seize most
properties needed in a signature, for instance, the uriveesification. However, in some applications,
the signer might want to restrain the holder of a signatwmnfconvincing other parties of the validity of
the signature in question. A typical example is a softwarelee willing to embed signatures in his prod-
ucts such that only paying customers are entitled to chexkudkhenticity of these products. Undeniable
signatures, introduced in [12], provide a good solutiorhis problem as they are: 1. only verified with
the help of the signer, 2. non transferable, 3. binding irstrese that a signer cannot deny a signature he
has actually issued. The only drawback of these signatarst unavailability of the signer obstructs
the entire process. To overcome this problem, designatefiricr signatures were introduced in [10],
where the confirmation/denial of a signature is delegatexid®signated confirmemVith this solution,

the signer can confirm only signatures he has just generateitkt the confirmer can confirm/deny
any signature. Actually, in the literature, there is a clegparation between confirmer signatures and
directed signature$27], which share the same concept as confirmer signaturistin@ exception of
allowing both the signer and the confirmer to confirm/denyaigres. Finally, a desirable property in
designated confirmer signatures is the convertibility ef $ignatures to ordinary ones. Indeed, such a
property turned out to play a central role in fair paymentaqcols [6].

1.1 Related work

Since the introduction of confirmer signatures, a numbeittefigpts have been made to produce them
from basic primitives. Most such proposals fall into onetaf following two categories:

“Encryption of a signature” approach. This approach consists in first producing a digital sigreatur
on the message to be signed, then encrypting the producesitisig using a suitable cryptosystem. The
construction was first formally described in [8], and required the components to meet theebkigecu-

rity notions (EUF-CMA signatures and IND-CCA encryptioithe main weakness of the construction
lies in the resort to concurrent zero knowledge (ZK) protead general NP statements in the confirma-
tion/denial protocol. Later, the construction in [23] mgad to circumvent the problem by encrypting

! The idea without proof was already known, for instance, i weentioned in [15].



the digital signature during the confirmation protocol. WMihis trick, the authors managed to get rid
of concurrent ZK proofs of general NP statements in the amafiion protocol (the denial protocol
still suffers the recourse to such proofs), but at the expefshe security and the length of the result-
ing signatures. Another construction implementing thiagple is given in [14]; the construction uses
cryptosystems with labels and is analyzed in a more elab@eturity model. However, it is supplied
with only one efficient instantiation as the confirmatiomigé protocols still resort to concurrent ZK
protocols of general NP statements. Finally, the last pgabio this category is given in [26] , where the
author proposes a construction using certain cryptosysteat are required to be only IND-CPA secure.
As a consequence, the confirmation/denial protocols adered efficient in case the construction is in-
stantiated from a specific class of signature schemes &itoilthe one considered in [23]). Moreover,
the resulting confirmer signatures are very efficient (smafieration/verification/conversion cost and
short signatures due to IND-CPA encryption) and they enjmaaonable securi However, although
the considered class of digital signatures includes magigsals that appeared in the literature, there
exists some schemes which do not seem to belong to it, eeg? 3% signature scheme [3].

“Signature of a commitment” approach. This technique consists in generating a commitment on
the message to be signed, then signing the produced commiitmsing a digital signature scheme.
The confirmer signature is comprised of both the commitmeunt the signature. The first proposal
that realizes this principle is [29] where a constructiorcoffirmer signatures from digital signatures
obtained from the Fiat-Shamir paradigm is presented. Timasresulting confirmer signatures can be
only proven secure in the random oracle model (ROM), inimgrithis property from the use of the
Fiat-Shamir paradigm, which constitutes their major stwrting. Actually, it is well known, according

to [36], that most discrete-logarithm-based signatureainbd from the Fiat-Shamir technique are very
unlikely to preserve the same level of security in the steshdaodel. Moreover, the construction does
not support the conversion of the confirmer signatures. Oh §d [39], a construction which supports
the conversion of the signatures and applieartpdigital signature scheme was proposed. The key idea
behind the proposal resides in augmenting the confirmeasiga (comprised of the commitment and a
signature on it) by the encryption of the random string ugsegenerate the commitment. Although the
confirmation/denial protocols involve general ZK proofsca the confirmer has to prove in concurrent
ZK the knowledge of the decryption of an IND-CCA encryptiordaf a string used for commitment, the
construction accepts an efficient instantiation using Gaset-Shoup’s verifiable encryption scheme [9]
and Pedersen’s commitment scheme. It is worth mentioniagtkie idea underlying the constructions
in [20] and [39] already existed under the name “Commit theoript then Sign Paradigm”, and was
used in the context of signcryption in [1].

To finish the exhaustive list of constructions of confirmgnsitures, we must cite the first construc-
tion due to Okamoto [32], which was used to prove equivaldreteeen confirmer signatures and public
key encryption with respect to existence. Thus, efficienag wot taken into account in the framework.
There is also the construction [30] which uses an undenisiglgature among its building blocks and
provides a restricted security (under lunch time attackghé ROM. Finally, In [39], the authors pro-
posed a second construction which does not require anymramy but at the expense of the underlying
security assumption. In fact, it has its invisibility reggion the decisional Diffie-Hellman assumption,
which rules out using the scheme in bilinear groups and teasfiting from the attractive features they
present such as achieving short group elements. Moretvecanstruction suffers also the recourse to
the ROM.

2 The signatures in [26] are hard to distinguish from randoemeints in the signature space for an adversary knowing only
the public key of the signer (outside security model). Hogvethe signatures in [8] are only difficult to distinguistsbd
on the underlying message, but in the insider security medg), for an adversary who might get hold of the private Key o
the signer.



In this paper, we revisit the second approach, namely tlgmésure of a commitment” method. In
fact, efficient as the first approach is, it still applies ot restricted class of signatures. This is clearly
manifested in the constructions in [23] or [26] which do neem to be plausible with the signature
PSS [3]. Our goal is to further improve the “commit then sigméthod in terms of efficiency (signature
length and cost) and security by allowing more efficientansiations of the encryption and commitment
schemes used as building blocks.

1.2 Contributions and key ideas

We make three contributions. First, we revisit the consibns implementing the “signature of a com-
mitment” paradigm, namely those provided in [20, 39]. Wevprthat indistinguishable cryptosystems
under a plaintext checking attack (IND-PCA secure) are sgany and sufficient to obtain secure con-
firmer signatures. Our approach is similar to the one pravite[26] to study the “encryption of a
signature” technique. In fact, we first exclude OW-CCA eption from the design, which rules out
the weaker notions that are OW-CPA and OW-PCA. We do this bgnmef an efficient tool, called
meta-reductions, which was used in a number of importargtographic results [5, 36, 35, 34]. Then,
we exclude the NM-CPA notion by a similar technique, whichiagules out the IND-CPA notion. The
notion that has to be considered next is IND-PCA which lyckilrns out to be sufficient to achieve
secure constructions. We conclude that, although we mangedken the assumption on the encryption
from IND-CCA (needed in [1, 20, 39]) to IND-PCA, the consttioa still cannot allow homomorphic
encryption in the design since a homomorphic cryptosystamrever be IND-PCA secure. This is
unfortunate since such an encryption proved to be efficientygtion verifiable (see [26] for an illus-
tration), i.e., possesses efficient ZK protocols for prgvine knowledge of the plaintext underlying a
given ciphertext, and such a property in profoundly needdtie confirmation/denial protocols.

In the second contribution, we tackle the problem of homghiarencryption in the design; we show
that using a small trick that consists in producing the digitgnature on the commitmeobncatenated
with the encryption of the string used in the commitmarifices to make the security needed in the
encryption drop drastically to being only IND-CPA securéelkey idea is to remark that the original
construction is not strongly unforgeable, i.e., one cardpee a valid confirmer signature without the
help of the signer, which explains the need for a plaintertking oracle (PCA security) to handle such
signatures. With the small trick, we are able to annihilate weakness and allow a weak encryption in
the design without compromising the overall security. Agsuit, we achieve better performances that
manifest in a short signature, a small signature generatenification and conversion cost, and finally
more efficient instantiations of the construction (insteaddsing only Camenisch-Shoup encryption and
Pedersen commitment) by allowing homomorphic encryption.

Finally, our last contribution sheds light on a particulabscase of the “signature of a commitment”
paradigm, which consists in using IND-CPA encryption iastef the commitment scheme. In fact,
it is well known that IND-CPA encryption yields secure conmmént schemes, which makes such an
instantiation plausible. However, the bright side of tkistinique consists in not requiring the encryption
of the random string anymore. Thus, a confirmer signature given message can be achieved by
encrypting the message to be signed, then producing aldéigtaature on this encryption. The pair
consisting of the encryption and the resulting signaturenfothe confirmer signature on the message.
This method clearly improves the original paradigm, howev@ecessitates efficient non-interactive
proofs of knowledge. This is no longer a problem nowadaydaltiee progress of research made recently
in this area, e.g., [16, 25].

We stress that all our constructions of confirmer signaturele present paper investigate the in-
visibility (the hardness of distinguishing signaturesdshen the underlying messages) of the resulting
signatures in theutsidersecurity model. Il.e., we disallow the adversary to know tiieape key of the
signer, oppositely to thmsider security model considered in [1, 20, 39]. In other words, wgxéement
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the study of the “signature of a commitment” paradigm givefii 20, 39], by providing a security anal-
ysis in the outsider security model, exactly as the work B} xplores the security of “encryption of
a signature” paradigm in the outsider model, after it has memsidered in [8, 1] in the insider model.
However, our constructions contrarily to those in [1, 20,8%w the signer to sign the same message
many times without loss of invisibility. This property isef@y needed in liscencing software, which is
one of the main applications of confirmer signatures.

2 Convertible Designated Confirmer Signatures (CDCS)

In this section, we present the model of CDCS we adhere toricanstructions. We refer to Appendix
A for the necessary cryptographic primitives that will com® use, that are, digital signatures, public
key encryption schemes, commitment schemes, and finaflyotocols.

2.1 Syntax
A CDCS scheme consists of the following procedures:

Key generationGenerates probabilistically key paifsks, pkg) and(ske, pk) for the signer and for
the confirmer respectively, consisting of the private anthefpublic key.

ConfirmedSignOn inputskg, pk- and a message:, outputs a confirmer signature signaturethen
interacts with the signature recipient to convince him efvhalidity of the just generated signature.

Confirmation/Denial protocolThese are interactive protocols between the confirmer anetifiev.
Their common input consists of, in addition gkg andpk., the alleged signature, and the mes-
sagem in question. The confirmer uses his private kky to convince the verifier of the validity
(invalidity) of the signaturg: onm. At the end, the verifier either accepts or rejects the proof.

Selective conversiofThis is an algorithm run by the confirmer usisky-, in addition topk andpkg.
The result is eitherl or a string which allows the signature to be universally fiedi as a valid
digital signature.

Selective verificationThis is an algorithm for verifying converted signaturesinfiuts the converted
signature, the message apid; and outputs eithed or 1.

Remark 1.In [20, 39], the authors give the possibility of obtainidigectly digital signatures on a given
message. We find this unnecessary since it is already enbagh €CDCS scheme supports the convert-
ibility feature. Moreover, in [14], the author considersuatifier protocol used by the confirmer to prove
the correctness of the conversion. We show in Appendix Hdhahe constructions provided in this
paper extend readily to this augmented model.

2.2 Security model.

The above algorithms and protocols must be complete. MereavCDCS scheme should meet the
following properties:

Security for the verifieThis property informally means that an adversary who comises the private
keys of both the signer and the confirmer cannot convincedher of the validity (invalidity) of an
invalid (a valid) confirmer signature. That is, the protacobnfirmedSign, confirmation and denial
aresound We refer to [20, 39] for the formal definition of such a regment.

Non Transferability of the ConfirmedSign/confirmationideprotocols. This property requires that
the transcript resulting from the interaction of the verifrdgth the signer/confirmer during these
protocols is indistinguishable from the transcript reésglfrom the interaction of the verifier with a
simulator (which can be rewound) which does not have thef&iinputs of the signer/confirmer but
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is allowed to one oracle call to learn the validity/invatydof the alleged signature w.r.t. the message
in question. We refer to [8] for the formal definition (afteprsidering the fix proposed by [14],
namely, the possibility of rewinding the simulator).

Security for the signer (unforgeabilitylt is defined through the following game: the adversarys
given the public parameters of the CDCS scheme, napieyandpk, the public key of the signer
and of the confirmer resp, in addition to the private &y of the confirmer.A is further allowed to
query the signer on polynomially many messagesgsat the end,A outputs a pair consisting of
a messagen, that has not been queried yet, and a styingl wins the game if: is a valid confirmer
signature onn. We say that a CDCS scheme(ise, ¢5)-EUF-CMA secure if there is no adversary,
operating in time, that wins the above game with probability greater thawhere the probability
is taken over the random choices of boethand his challenger.

Security for the confirmer (invisibility)nvisibility against a chosen message attack (INV1-CMA) is
defined through the following game between an attackemd his challengeR: after A gets the
public parameters of the scheme frd®) he startsPhase 1where he queries the confirmedsSign,
confirmation/denial, selective conversion oracles in aapéide way. Onced decides thaPhase 1
is over, he outputs two messagesg, m, and requests a challenge signatute R picks uniformly
at random a bib € {0, 1}. Theny* is generated using the confirmedSign oracle on the message
Next, A starts adaptively querying the previous orackisgse 2, with the exception of not querying
(m4, w*), i = 0,1, to the confirmation/denial and selective conversion esadht the endA outputs
a bit . He wins the game ib = b'. We defineA’s advantage asdv(A) = |Pr[b = '] — 3|,
where the probability is taken over the random coins of hdthnd his challenger. We say that a
CDCS scheme i§, €, g5, qv, gs¢)-INV1-CMA secure if no adversary operating in timdassuingqs
queries to the confirmedSign oraclg,queries to the confirmation/denial oracles ggdqueries to
the selective conversion oracle wins the above game withrddge greater that

We have the following remarks regarding our security model

Remark 2. — Our definition of security for the verifier and non transfeligbof the confirmedSign,
confirmation and denial protocols is the same provided i20839].

— We consider thénsider security modeh our definition for unforgeability. I.e., the unforgeatyilad-
versary has the private key of the confirmer at his dispogas i§ justified by the need of preventing
the confirmer from impersonating the signer by issuing vsilighatures on his behalf.

— Our definition of invisibility, oppositely to the definiti@nin [8, 20, 39], is considered in tlwtsider
security modell.e., the adversary does not know the private key of theesidiVe justify this by
considering the CDCS scheme broken if the signer is cordupteoerced. Actually, insider security
might be needed in situations where we want to protect thsibkty of signatures issued by the
genuine signer from an adversary who has stolen this sgjpgavate key. Howeveasutsider security
might be all one need®r invisibility as quoted by the authors in [1].

— Our definition of invisibility, oppositely to the definitienin [20, 39], allows the signer to sign the
same message many times without loss of invisibility, whglprofoundly needed in liscencing
software.

— Finally our definition of invisibility, like the definitionsn [8, 20, 39] and unlike the definition in
[19], does not guarantee the non transferability of theagigmes. I.e., the confirmer signature might
convince the recipient that the signer was involved in tigaaiure of some message. We refer to
the discussion in [20] (Section 3) for techniques that camder by the signer to camouflage the
presence of valid signatures.

3 The Plain “Signature of a Commitment” Paradigm

This paradigm was first considered in [29] to build confirnignatures from signatures obtained using
the Fiat-Shamir paradigm. The main criticism to such a cansbn lies in the resort to the ROM (re-
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sulting from the use of the Fiat-Shamir Paradigm) and thesomport of the convertibility feature. In [1]
upgraded this technique to the “Encrypt then Commit them'Sigethod, which consists in first generat-
ing a random string, sayand encrypting it ire, then using- to generate a commitmenbn the message
to be signed, and finally produce a digital signature on tmeraamentc. This approach was used in the
context of signcryption in [1] and was analyzed in the insiglecurity model. Later in [20], the authors
used it to build confirmer signatures and provided an efftciestantiation using Camenisch-Shoup
[9]'s encryption and and Pedersen’s commitment. The regutionstruction was shown to be invisible
in the insider security model if the underlying commitmentiding and the underlying encryption is
IND-CCA secure. However, the authors in [39] disproved ttégm by exhibiting an attack against the
invisibility of the construction regardless of the undérty encryption: Given the challenge signature
(e,c, o) on the message:,, whereb € {0,1} andmg, m; are the challenge messages output by the
invisibility adversary.A, the latter computes a commitmeritsuch that the underlying messagé is
meaningfully related teng, m, (m’ = k+my —mg, wherek is known to.4) and the underlying random
string is the same used to createsuch a construction is possible using Pedersen’s commitriNext,
A produces a digital signatuk€ on ¢’ (this is possible in the insider security model) and quetties
conversion oracle ofe, ¢/, ') and the messagde if the oracle answers #_1, then A outputsb = 0,
otherwise if the oracle answelts, the oracle answeris= 1. The authors in [39] proposed a fix to this
construction which consists in usitgyptosystems with labe{see Appendix A).

In the rest of this section, we describe the constructiorB8f fnd we analyze its invisibility in the
outsider security model.

3.1 The construction in [39]

Setup.Consider a digital signature schemig an encryption schemg with labels and a commitment
scheme!?.

Key generationThe signer key pair consists ¢f'.pk, X'.sk), corresponding to the key pair of the
signature schem&’, whereas the confirmer key pair consisty bfsk, I".sk) which corresponds to
the key pair related t@'.

ConfirmedSignTo sign a message:, the signer first computes a commitmenbn the message,
then encrypts ire, under the labein|| X.pk, the random string used for the commitment, say
and finally, signs the commitmert using 3'.sk. The confirmer signature consists of the triple
(e, c, X.signy o (c)). Next, the signer interacts with the verifier in a protocolendhe (the signer)
proves in ZK the knowledge of such thatr = I".decryptp py | x.pk(€) @nde = §2.commit(m, r).
Such a proof is plausible to issue using the randomness asatctyptr in e. In fact, the encryp-
tion and commitment algorithms in a cryptosystem and a cdamarit scheme resp define an NP
language that accepts a zero knowledge proof system.

Confirmation/Denial protocolTo confirm/deny a signature = (u1, p2, £3) ON @ given message,
the confirmer first checks whethgs is a valid digital signature op, w.r.t. X.pk, if so, he provides
a concurrent ZK proof (using his private kéysk) of the equality/inequality of the decryption pf
and the opening value of the commitmentw.r.t. m. Again this proof is possible since every NP
(co-NP in case of inequality) language accepts a zero krugel@roof system

Selective conversioiselective conversion of a signatyre= (u1, 12, p3) is achieved by releasing the
decryption ofuy, in caseu is valid, or the symboll otherwise.

This construction was shown, in [39], to provide security fioe verifiers, non-transferability of
the involved protocols, insider security for the signertifises a EUF-CMA secure digital signature
and a binding commitment scheme, and finally it providesdeissecurity for the confirmer if it uses
IND-CCA secure encryption and a hiding commitment.

In the rest of this section, we prove that IND-PCA cryptosyss with labels are necessary and
sufficient to obtain outsider security for the confirmer i thnderlying commitment scheme is secure
and the underlying signature is SEUF-CMA secure.
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3.2 The exact invisibility of the construction

In this subsection, we prove that IND-PCA cryptosystemddabels are necessary and sufficient to
achieve invisible signatures. Our study is similar to the provided in [26] which analyzes the plain
“encryption of a signature” paradigm. Thus, we will first kxde OW-CCA secure cryptosystems with
labels from use, which will rule out automatically OW-CPAda®W-PCA cryptosystems. We do this
using an efficient algorithm (aeta-reductiohwhich transforms an algorithmmgduction, reducing the
invisibility of the confirmer signatures to the OW-CCA sdtyiof the underlying cryptosystem, to an
algorithm breaking the OW-CCA security of the same crypstesy. Hence, such a result suggests that
under the assumption of the underlying cryptosystem beWWg@LCA secure, there exists no such a
reduction, or if it (the cryptosystem) is not OW-CCA secugech a reduction will be useless. Next, we
exclude similarly NM-CPA cryptosystems from the design,jchhwill rule out IND-CPA encryption.
The next security notion that has to be considered is IND-R@#Ach turns out to be sufficient to achieve
invisibility. Likewise, our impossibility results are infast stage partial in the sense that they apply only
to key preservingeductions, i.e., reductions which, trying to attack a propof a cryptosystem given
by the public keypk, feed the invisibility adversary with the confirmer publieykok. Next, we extend
the result to arbitrary reductions under some complexisyiagptions on the cryptosystem in question.

Lemma 1. Assume there exists a key-preserving reducRotat converts an INV1-CMA adversa#
against the above construction into a OW-CCA adversary regjahe underlying cryptosystem. Then,
there exists a meta-reductiolt that OW-CCA breaks the cryptosystem in question.

As mentioned in the discussion above, the lemma claims thd¢nuthe assumption of the underlying
cryptosystem being OW-CCA secure, there exists no keyepriagy reductiorik that reduces OW-CCA
breaking the cryptosystem in question to INV1-CMA breakimg construction, or if there exists such an
algorithm, the underlying cryptosystem is not OW-CCA sectinus rendering such a reduction useless.

Proof. LetR be the key-preserving reduction that reduces the invilsitof the construction to the OW-
CCA security of the underlying cryptosystem. We construcakyorithm M that usesk to OW-CCA
break the same cryptosystem by simulating an executioneofNiv1-CMA adversaryA against the
construction.

Let I" be the cryptosystenM is trying to attack w.r.t. a public key'.pk. M launchesR over I’
with the same public key'.pk. After M gets the label. on whichR wishes to be challenged, h&A)
forwards it to his own challenger. Finallyy! gets a challenge ciphertextthat he forwards t@&. Note
that M is allowed to query the decryption oracle on any pair (cifghefiabel) except on the péje, L).
Thus, all decryption queries made B, which are by definition different from the challenge L),
can be forwarded td1’s own challenger. At some pointy1, acting as an INV1-CMA attacker against
the construction, will output two messages, m; such thatl, ¢ {my||X.pk, m1||X.pk}, whereX .pk
is the public key of the digital signature underlying the stouction. M gets as response a challenge
signaturep* = (u7, pu5, 13) which he is required to tell to which message it correspoiisce the
messagesyy andm; were chosen such that the label under which is created thgpion 17 (either
mol|| X.pk or m1||X.pk) is different from the challenge labdl, M can query his decryption oracle
on both pairs(uy, mo||X.pk) or (w7, m1||X.pk). Result of such queries will enablet to open the
commitmenty3, and thus check the validity of the signatyrée w.r.t. to one of messages, or m;.
Finally, whenR outputs his answer, decryption of the challerigel), M will simply forward this
result to his challenger. a

Lemma 2. Assume there exists a key-preserving reductibthat converts an INV1-CMA adversary
A against the above construction to an NM-CPA adversary ajdhre underlying cryptosystem. Then,
there exists a meta-reductiokt that NM-CPA breaks the cryptosystem in question.

We provide the proof in Appendix B.



Thus, when the considered notions are obtained from parsegurity goal GOALe {OW, IND,NM }
and an attack model ATk {CPA PCA CCA}, we have

Theorem 1. The cryptosystem underlying the above construction muat le&ast IND-PCA secure, in
case the considered reduction is key-preserving, in oml@chieve INV1-CMA secure signatures.O

Similarly to the study in [26], we generalize the above tleoto arbitrary reductions if the cryp-
tosystem underlying the construction hasom malleable key generat¢Bee Appendix C.1)

Theorem 2. If the cryptosystem underlying the above construction hasramalleable key generator,
then it must be at least IND-PCA secure in order to achievelHDWA secure confirmer signatures.

We provide the proof in Appendix C.2.

Remark 3.Note that the above impossibility result holds regardldgsh@used commitment and digital
signature schemes.

One way to explain this result is to remark that the abovetcoction is notstrongly unforgeableln
fact, an adversaryl, given a valid signaturg = (u1, p2, 3) ON @ message:, can create another valid
signature’ onm without the help of the signer as followg will first request the selective conversion
of 11 to obtain the decryption qf;, sayr, which he will re-encrypt in:} under the same labetb|| X.pk
(X.pkis the public key of the digital signature underlying the stmaction). Obviously, = (1}, p2, p3)
is also a valid confirmer signature om that the signer did not produce, and thus cannot confirm/deny
or convert without having access to a decryption oracle®ttygptosystem underlying the construction.
This explains the insufficiency of notions like IND-CPA. Hever, we observe that an IND-CCA secure
encryption is too much than needed in this framework sincaexyqof the typeu’ is not completely
uncontrolled by the signer. In fact, its first componghis an encryption of some data already disclosed
by the signer, namely, and thus a plaintext checking oracle is sufficient to deth wiich a query if the
used digital signature is SEUF-CMA secure.

Theorem 3. The above construction i$,€, gs, ¢, ¢sc)-INV1-CMA secure if it uses &, €/, g5 )-SEUF-
CMA secure digital signature, a secure commitment ang-a{qs.(qsc+qv ), €-(1—¢ ) @sct) g (go.+
qv))-IND-PCA secure cryptosystem with labels.

We provide the proof in Appendix D.

4 An Efficient Construction from the “Signature of a Commitment” Paradigm

A simple way to eliminate the strong forgeability in signasi from the plain “signature of a commit-
ment” technique consists in producing a digital signatureboth the commitment and the encryption
of the random string used in it. In this way, the attack disedsafter Remark 3 no longer applies, since
an adversary will have to produce a digital signature on tirarnitment and the re-encryption of the
random string used in it. Note that such a fix already appeatsiconstruction of [20]. However it was
not exploitable as the invisibility was considered in theidier model.

We describe the full construction in the following paradrap

4.1 Construction

Let X be a signature scheme given Bykeygen that generate$X.pk, X'.sk), X'.sign and X .verify.
Let further I" denote a cryptosystem given bykeygen that generates$!.pk, I'.sk), I".encrypt and
I"decrypt. We note thatl” does need to support labels in our construction. FinallyAetenote a com-
mitment scheme given bf2.commit and {2.open. We assume thal’ produces ciphertexts of length at
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most somen. In the rest of this section, the expressidjie, wheree is a ciphertext produced by andc
is a commitment produced Y, denotes the string whosebit prefix ise if the bit-length ofe is exactly
n, otherwise then-bit prefix ise padded with ones until the result has bit-lengthAs a result, the first
bit of ¢ will always be at thgn + 1)-st position ine||c. Such a technical detail will play an important
role in the unforgeability and invisibility of the constitian.

The construction of confirmer signatures frah I” and(? is given as follows.

Key generationThe signer key pair i§X.pk, X'.sk) and the confirmer key pair {d".pk, I".sk).

ConfirmedSignOn input message:, produce a commitmertonm using a random string, encrypt
this string ine and then produce a digital signature= X'.signy, ., (¢||c). Outputy = (e,c,0) as a
confirmer signature om, and prove in ZK the equality of the decryption ©fnd the string used
for the commitment. This proof is possible using the randomness used to engiiypt.

Confirmation/Denial protocolOn a message: and an alleged signatuge = (1, o, p3), check the
validity of u3 on p||u2. In case it is not valid, producé. Otherwise, compute the decryptien

of u; and check whethefo ~ 2.commit(m, r), according to the result give a ZK of the equal-
ity/inequality of the decryption of and the string used to creaie.

Selective conversiorProceed as in the confirmation/denial protocol with the pioa of issuing the
decryption ofu; in case the signature is valid or the symhbobtherwise.

4.2 Security analysis

First we note that the security for the verifier property amelhon transferability of the confirmedSign,
confirmation and denial protocols are ensured by using zeowledge proofs of knowledge. Further-
more, the construction is EUF-CMA secure and INV1-CMA sectithe underlying components are
secure.

Theorem 4. The construction depicted above(ise, ¢;)-EUF-CMA secure if it uses a binding commit-
ment scheme and (@, ¢, ¢;)-EUF-CMA secure digital signature scheme.

Theorem 5. The construction depicted aboveise, gs, ¢, ¢sc)-INV1-CMA secure if it uses@, €', q)-
SEUF-CMA secure digital signature, a secure commitmentaich- ¢,(q, + gsc), 5(1 — €)2F9c)-
IND-CPA secure cryptosystem.

We provide the proofs of both theorems in Appendix E.

4.3 Efficiency analysis

We show in this paragraph that requesting the cryptosystdra bnly IND-CPA secure improves the ef-
ficiency of constructions from the plain “signature of a cotmnent” paradigm from many sides. First, it
enhances the signature generation, verification and cgiovecost as encryption and decryption is usu-
ally faster in IND-CPA secure encryption than in IND-CCAgezencryption (e.g., EIGamal vs Cramer-
Shoup or Paillier vs Camenisch-Shoup). Next, we achieve alshorter signature since ciphertexts
produced using IND-CPA schemes are standardly shorterthiginsimilars produced using IND-CCA
secure cryptosystems. Finally, we allow homomorphic guigoy in the design, which will render the
confirmedSign/confirmation/denial protocols more effitiémfact, in [20, 39], the signer/confirmer has
to prove in ZK the equality/inequality of the decryption ofl&D-CCA encryption and an opening value
of a commitment scheme. Thus, the only efficient instamtigtthat was provided, used Camenisch-
Shoup encryption and Pedersen commitment. In the resto&thisection, we enlarge the category of
encryption/commitment schemes that yield efficient ingdions thanks to the allowance of homomor-
phic encryption in the design.



Definition 1. (The class C of commitments) C is the set of all commitment schemes for which there
exists an algorithmCompute that on the input: the commitment public key; the message: and the
commitment on m, computes a description ofane-way functionf : (G, x) — (H, o;):

— where(G, x) is a group andH is a set equipped with the binary operation,
—Vr,r' € G: f(rx=r") = f(r)os f(r).
and an! € H, such thatf(r) = I, wherer is the opening value efw.r.t. m.
It is easy to check that Pedersen’s commitment scheme igsrcliss. Actually, most commit-
ment schemes have this built-in property because it is dftercase that the committer wants to prove

efficiently that a commitment is produced on some messags.iJ possible if the functiorf is homo-
morphic as shows Figure 1.

1. The prover chooses £ G, computes and sends = I o, f(r') to the verifier.

2. The verifier choosels <= {0, 1} and sends it to the prover.
3. 1f b = 0, the prover sends’.
Otherwise, he sendsx r’.
4. If b = 0, the verifier checks that is computed as in Step 1.
Otherwise, he accepts fi(r « r') = t1.

Fig. 1. Proof system for membership to the langudge f(r) = I} Common input: I andPrivate input : r

Theorem 6. The protocol depicted in Figure 1 is an efficiedt protocol for proving knowledge of
preimages of the functioni described in Definition 1. Moreover, it (the protocol) is ZKse under
parallel composition if the number of rounds is logarithallg bounded.

The proof will be given in Appendix F.1.
For encryption, we use the same cl@isthat was defined in [26], with the exception of not requiring
the cryptosystems to be derived from the hybrid encryptiaragigm.

Definition 2. (TheclassE of cryptosystems) [ is the set of encryption schemEghat have the follow-
ing properties:

1. The message space is a group= (G, *) and the ciphertext spacgis a set equipped with a binary
operationo,.

2. Letm € M be a message andts encryption with respect to a kek. On the common input. and
¢, there exists an efficient zero knowledge proofolbeing the decryption of with respect topk.
The private input of the prover is either the private kkycorresponding tgpk or the randomness
used to encrypin in c.

3. Ym,m' € M, Vpk: Iencrypty, (m * m’) = I.encrypty, (m) o, I'.encrypt,,(m’). Moreover, given
the randomness used to encryptin I".encrypt,, (m) andm’ in I".encrypt,,(m’), one can deduce
(using only the public parameters) the randomness useddg/ptn + m' in I'.encrypt,, (m) o,
Iencrypt, (m’).

Examples of cryptosystems in the above class are ElGammaliygtion [18], the cryptosystem defined
in [4] which uses the linear Diffie-Hellman KEM or Paillie[33] cryptosystem. In fact, these cryptosys-
tems are homomorphic and possess an efficient protocol deimg that a ciphertext decrypts to a given
plaintext: the proof of equality of two discrete logarithifdd], in case of EIGamal or the cryptosystem
in [4], or the proof of knowledge on aiv-th root in case of Palillier's encryption.
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1. The prover chooses £ G, computes and sends = I".encrypt(r’) o, e to the verifier

2. The verifier choosels - {0,1} and sends it to the signer.
3.1f b = 0, the prover sends’ and the randomness used to encrypt if'iancrypt(r’).
Otherwise, he sends * r and proves that, is an encryption of x r.
4. 1f b = 0, the verifier checks that is computed as in Step 1.
Otherwise, he checks the proof of decryptiortgf
It it fails, he rejects the proof.

Fig. 2. Proof system for membership to the language 3m : m = I'decrypt(e)} Common input: (e, I.pk) and
Private input: I".sk or randomness encrypting in e

Theorem 7. Let I' be a cryptosystem from the above cl@dsslLet furthermoree be an encryption of
some message under some pubkc The protocol depicted in Figure 2 is an efficiehtprotocol for
proving knowledge of the decryption @and is ZK close under parallel composition if the number of
rounds is logarithmically bounded.

The proof is similar to the one given in [26]. a

The confirmation/denial protocol The confirmedSign, confirmation and denial protocols of the-c
struction in Subsection 4.1 are depicted below.

1. The prover and verifier, given the public input, compliges defined in Definition 1.

2. The prover chooses £ G, computes and sends = f(r’) o, I and
to = Iencrypt(r’) o. e to the verifier.

3. The verifier choosels - {0,1} and sends it to the prover.
4.1f b = 0, the prover sends’ and the randomness used to encrypt ifiancrypt(r’).
Otherwise, he sends * r and proves that, is an encryption of” * r. I
5. If b = 0, the verifier checks that andt¢» are computed as in Step 1.
Otherwise, he checks the proof of decryptiortgf
It it fails, he rejects the proof.
Otherwise:
If the prover is confirming the signature, the verifier acegpf (r’ x r) = t1.
If the prover is denying the given signature, the verifiereguts the proof iff (r' x r) # ¢1.

Fig. 3. Proof system for membership (non membership) to the largdég c): Ir : r = Idecrypt(e) Ar = (#
)2.0pen(c, m)} Common input: (e, ¢, m, I".pk, £2.pk) andPrivate input: I".sk or randomness encryptingin e

Remark 4.The prover in Figure 3 is either the confirmer who can run thevalprotocols with the
knowledge of his private key, or the signer who wishes to confhe validity of a just generated signa-
ture. In fact, with the knowledge of the randomness useddoyphs in e, the signer can issue the above
confirmation protocol thanks to the properties satisfied by

Theorem 8. The confirmation protocol described in Figure 3 istaprotocol which is ZK close under
parallel composition if the number of rounds is logarithallg bounded..

Theorem 9. The denial protocol described in Figure 3 isX protocol under the assumption of the
underlying cryptosystem being IND-CPA-secure. Moreaver,ZK close under parallel composition if
the number of rounds is logarithmically bounded.

The proofs of both theorems are given in Appendices F.2 éhdeBpectively.

11



5 The “signature of an encryption” paradigm

We have seen that confirmer signatures realizing the “sigaaif a commitment” paradigm are com-
prised of a commitment on the message to be signed, an eioergithe random string used to produce
the commitment, and a digital signature on the commitmenteSIND-CPA encryption can be easily

used to get secure commitments, one can use instead of thmitoent in the previous constructions

an IND-CPA secure cryptosystem. With this choice, ther¢élvéino need of encrypting the string used
to produce the encryption of the message, since the priegtefikhe cryptosystem is sufficient to check
the validity of a ciphertext w.r.t. to a given message. Nb#g this construction already appeared in [1]
in the context of signcryption. We give below the full deption of the construction.

Key generationThe signer key pair i$X.pk, >.sk) and the confirmer key pair id".pk, I".sk) where
J) and [ are the digital signature and the cryptosystem underlyegconstruction resp.

ConfirmedSignOn input message:, compute an encryption = I"encryptp,(m) of m, then a
digital signaturer = X'signy, o (c). Finally output(c, o) and a ZK proof that decrypts inmn. Such
a proof is possible given the randomness used to enetyiptc.

Confirmation/Denial protocolOn a message: and an alleged signatuge = (u1, p2), check the
validity of 15 on . In case it not valid, producé. Otherwise, compute the decryptienof 1; and

check whethef = m, according to the result give a ZK of the equality/ineqyatif the decryption
of 1 andm. These proofs are possible using the private kel/ of

Selective conversiofProceed as in the confirmation/denial protocol with the ptioa of issuing L is
case the signature is invalid, andh@n-interactiveproof thatm is the decryption of the first field of
the signature otherwise.

We notice that the construction depicted above achievdsripg¢rformances than all previously
cited constructions in terms of signature length, genamaterification and conversion cost. In fact, the
signature contains only an IND-CPA encryption and sigreatur it. Moreover, verification or conver-
sion of the signature are simpler as they do not involve amgncbecking whether a commitment is
correctly computed. Besides, the proofs underlying thdicnedSign/confirmation/denial protocols are
reduced in case of Discrete-Logarithm-based cryptosysterproofs of equality/inequality of discrete
logarithms for which there exists efficient protocols [1]1,Bhe only problem with this technique is the
resort to non-interactive ZK (N1ZK) proofs of knowledge.fhct, we know how to produce such proofs
from their interactive variants using the Fiat-Shamir pagen, which is known to provide security only
in the ROM. However, the recent results in [16, 25, 24] exhdlfficient NIZK proofs of knowledge in
some settings. We provide in Appendix G.1 efficient insttitns of such a method.

Concerning the security analysis, we first note that corapkgs, soundness and the ZK property
of the confirmedSign/confirmation/denial protocols is eadby the use of ZK proofs. Next, we prove
that the construction resists existential forgeries andvisible if the underlying digital signature and
cryptosystem are EUF-CMA and IND-CPA secure resp. Detadeovided in Appendix G.2.

6 Summary

We analyzed the invisibility of confirmer signatures frora thignature of commitment” paradigm in the
outsider security model. The plain paradigm was shown tesgtate strong encryption which makes
it quite impractical, or at least allows very limited instiations. However, a small variation results in a
tremendous improvement in the efficiency. We also shed éigh particular construction, which can be
seen as a special sub-case of the latter paradigm, namébighature of an encryption” technique. The
advantage of this technique consists in achieving bettdoimeances than the original technique (short
signature, small generation, verification and conversast)g yet applying to any signature scheme. Its
sole limitation resides in requiring efficient non interaetproofs of knowledge. This motivates research
to further tackle this problem as was started recently in25624].
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A Preliminaries

A.1 Digital signatures

A signature scheme.’ comprises three algorithms, namely the key generationrigigo keygen, the
signing algorithnsign, and the verification algorithwerify. The standard security notion for a signature
scheme is existential unforgeability under chosen mesatigeks (EUF-CMA), which was introduced
in [22]. Informally, this notion refers to the hardness adfiem a signing oracle, producing a valid pair of
message and corresponding signature such that messags haemqueried to the signing oracle. There
exists also the stronger notion, SEUF-CMA (strong exigininforgeability under chosen message
attack), which allows the adversary to produce a forgery presiously queried message, however the
corresponding signature must not be obtained from thergigmiacle.

A.2 Public key encryption schemes

A public key encryption (PKE) scheme consists of the key gaien algorithmkeygen, the encryp-
tion algorithmencrypt and the decryption algorithrfecrypt. The typicalsecurity goalsa cryptosystem
should attain are: one-wayness (OW) which correspondstditficulty of recovering the plaintext from

a ciphertext, indistinguishability (IND) which refers tioet hardness of distinguishing ciphertexts based
on the messages they encrypt, and finally non-MalleabihiylY which corresponds to the hardness of
deriving from a given ciphertext another ciphertext suct the underlying plaintexts are meaningfully
related. Conversely, the typicattack model&n adversary against an encryption scheme is allowed to
are: Chosen Plaintext Attack (CPA) where the adversary oarypt any message of his choice. This
is inevitable in public key settings, Plaintext Checkindakk (PCA) in which the adversary is allowed
to query an oracle on pairsn( c) and gets answers whether is really encrypted ir: or not, and fi-
nally Chosen Ciphertext Attack (CCA) where the adversarglli®sved to query a decryption oracle.
Pairing the mentioned goals with these attack models yieilds security notions GOAL-ATK for
GOAL € {OW,IND,NM} and ATK € {CPA PCA CCA}. We refer to [2] for the formal definitions of
these notions as well as for the relations they satisfy.

Cryptosystems with labels. Encryption with labels was first introduced in [38]. In thestemes, the
encryption algorithm takes as input, in addition to the pukéy pk and the message intended to be
encrypted, a label. Similarly, the decryption algorithm takes additionallythe ciphertext and private
key the label under which the ciphertext was created. Sgauntions are then defined as usual except
that the adversary specifies always the label, to be used ichillenge ciphertext, to his challenger, and
in case he (the adversary) is allowed to query oracles, tharahnot query them on the pair formed by
the challenge and the label used to form it.
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A.3 Commitment schemes
A commitment scheme [7] consists of the following algorigim

— setup: the setup algorithm that generates the public parametéhe aystem.

— keygen: generates probabilistically a public commitment ey

— commit: a probabilistic algorithm that, on input a public kel and a message:, produces a pair
(c,r): c serves as the commitment value (locked box), aad the opening value.

— open: this is a deterministic algorithm that given a commitmént-), w.r.t. a public keypk, on a

alleged message, checks whether z commitpy(m, 7).

The algorithmopen must succeed if the commitment was correctly formed (ctmess). Moreover, we
require the following security properties:

1. Hiding. It is hard for an adversary A to generate two messaggsn, such that he can distinguish
between their corresponding locked boxgsc;. That is,c reveals no information about.

2. Binding. Itis hard for an adversary A to come up witleallision (¢, d, d’) such tha{c, d) and(c, d')
are valid commitments fan andm’ resp andn # m/.

We call a commitment schensecureif it meets the previous properties.

It is easy to see the similarity between public key encrypaad commitment schemes. In fact, one
can easily check that IND-CPA encryption implies a securara@dment scheme. The main difference
between encryption and commitment is that the former reguine decryption algorithm to be based
on a “universal” secret key (independent of the messagestivtmmmitment allows to decrypt with
a “message-dependent” secret key, namely the opening vadfighe message in question. Another
difference is that in encryption, the message is alwaywveéeérirom the ciphertext. This is not always
the case in commitments, as the following example shows:

— setup andkeygen choose a multiplicative groufiG, -) of orderd and generated by an element
Choose further an elemepte G of unknown discrete logarithm with respectgpand a collision
resistant hash functioh: {0, 1}* — Z,. The public commitment key ig.

— commit on a message: € {0, 11* is the pair(r, ¢) wherer <% Z, andc = g"y"™).
— open an alleged commitmergt, ) on a message: is achieved by checking whether- g yhm,

It is easy to check that the above commitment, referred feedersen-basedommitment scheme,
is correct. Moreover it is statistically hiding becausie random irZ, and so is: = ¢"y"(™, regardless
of m. Besides the biding property is achieved under the disdog@rithm assumption itz and the
collision resistance assumption on the hash fundtion

Finally, it is worth noting that given an alleged commitmeatue c on a message:, one can use
the opening value to prove (disprove) in zero knowledge thais (is not) a commitment om. In fact,
the last assertion corresponds to an NP (co-NP) languagehwahicepts a zero knowledge proof system
(see [21]).

A.4 X protocols

A X protocol is an argument of knowledge which is complete, hasspecial soundness property and
is Zero Knowledge (ZK). We refer to [21] for more information
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B Proof of Lemma 2

Proof. Let R be a key-preserving reduction that reduces the invigjbilitthe construction to the NM-
CPA security of its underlying cryptosystem. We will constran algorithmM that usesk to NM-CPA
break the same cryptosystem by simulating an executioneofNlWV1-CMA adversaryA against the
construction.

Let I" be the cryptosystem with labels! is trying to attack. M launchesR over I" with the same
public key, sayl'.pk. M, acting as the INV1-CMA adversary against the constructoueriesR on

mo,m1 <~ {0,1}* for confirmer signatures. Then he queries the resultinggtyi, = (ud, 13, ud)
andu; = (ui, 42, 13) (corresponding to the confirmer signaturesrmp andm; respectively) for a
selective conversion. Let, andr; be the output decryption of} and i resp (i.e., the randomnesses
used generate the commitmeni and 2 on m, andm, resp). With overwhelming probability, we
havery # rq 3, and if it is not the caseM will repeat the experiment until he obtains two differept
andry. Then, M inputsD = {ro, 7} to his own challenger as a distribution probability from aHi

the plaintexts will be drawn. Moreover, he chooses unifgratlrandom a bib s {0,1} and outputs

to his challenger the challenge labe} || X .pk, where X.pk is the public key of the digital signature
underlying the constructionM will receive as a challenge encryptiij. At that point, M will query

R on the string(x;, 12, 113) and the messagey, for a selective conversion. If the result of such a
query is different from.L, then, ;; is a valid encryption of the random string used to generate th
commitmentu?, namelyr,. M will then output to his challenger an encryptiprof 7, under the same
challenge labeln,;|| X.pk, whereT, refers to the bit-complement of the elemeptand the relatiorR:
R(r,7") = (' = 7). Otherwise, he will output an encryption ®f _; (under the same challenge label)
and the same relatioR. Finally M aborts the game (stops simulating an INV1-CMA attackerragai
the generic construction). a

C Generalization to Arbitrary Reductions

C.1 Non malleable key generators

We define the notion ofon malleability of a cryptosystem key generatiorough the following two
games:

In Game Q we consider an algorithrR trying to break a cryptosystelfi, w.r.t. a public keyl".pk, in the
sense of NM-CPA (or OW-CCA) using an adversatyvhich solves a problem A, perfectly reducible to
OW-CPA breaking the cryptosystein (w.r.t. the public keyl".pk). In this gameR lunchesA over his
own challenge key.pk and some other parameters chosen freelfRbyVe will denote byadvy(RA)
the success probability d® in such a game, where the probability is taken over the randmas of
both R and.A. We further defineucc®m°(A) = maxg advo(R*) to be the success iBame 0of
the best reductio® making the best possible use of the adversdriNote that the goal oGame 0Qis

to include all key-preserving reductios from NM-CPA (or OW-CCA) breaking the cryptosystem in
guestion to solving a problem A, which is reducible to OW-Q#Aaking the same cryptosystem.

In Game 1 we consider the same entities as@ame Q with the exception of providingR with, in
addition to.4, a OW-CPA oracle (i.e. a decryption oracle correspondinB)tthat he can query w.r.t. any
public keyI".pk’ # I'.pk, wherel'.pk is the challenge public key @&. Similarly, we defineadv, (R4)

to be the success @ in such a game, anglicc$?™e(A) = maxg advo(R*) the success iGame 1
of the reductionk making the best possible use of the adversargnd of the decryption (OW-CPA)
oracle.

Definition 3. A cryptosysteni” is said to have a non malleable key generator if
A = maw a|succEmel(A) — succ$me0(A)| is negligeable in the security parameter.

3 Actually, if R uses always the same string to produce the commitmentstte@onstruction is clearly not invisible.
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This definition informally means that a cryptosystem hasramalleable key generator if NM-CPA (or
OW-CCA) breaking it w.r.t. a kepk is no easier when given access to a decryption (OW-CPA)®racl
w.r.t. any public keypk’ # pk.

C.2 Proof of Theorem 2

To prove Theorem 2, we first need the following Lemma (sintitelcemma 6 of [35])

Lemma 3. Let.4 be an adversary solving a problem A, reducible to OW-CPAlbrepa cryptosystem
I', and letR be an arbitrary reductiorikR that NM-CPA (OW-CCA) breaks a cryptosystémgiven
access tod. We have

adv(R) < succ®mel(A)

Proof. We will construct an algorithrovt that playsGame 1with respect to a perfect oracle fgr and
succeeds in breaking the NM-CPA (OW-CCA) security/ofvith the same success probability Bf
Algorithm M gets a challenge w.r.t. a public kek and launche&k over the same challenge and the
same public key. IR calls .4 on pk, then M will call his own oracle forA. Otherwise, ifR calls A
onpk’ # pk, M will invoke his own decryption oracle fqrk’ (OW-CPA oracle) to answer the queries.
In fact, by assumption, the problem A is reducible to OW-CBNisg I". Finally, whenR outputs the
result toM, the latter will output the same result to his own challenger a

Proof of Theorem 2 This proof is similar to the one of Theorem 5 in [35].

Proof. We first remark that the invisibility of the construction d&pd in Section 3 is perfectly reducible
to OW-CPA breaking the cryptosystem underlying the corsima. In fact, an invisibility adversary,
given a challenge confirmer signature can first decrypt is¢ iomponent, then use the resulting string
to check the validity of the second component (alleged camemnt on the message in question).
Next, we note that the advantage of the meta-reductiérin the proof of Lemma 2 (Lemma 1) is
the same as the advantage of any key-preserving reduktieducing the invisibility of a given con-
firmer signature to the NM-CPA (OW-CCA) security of its unigiarg cryptosystemi”. For instance,
this applies to the reduction making the best use of an Inlityi adversary.A against the construction.
Therefore we have:

succ$2m0(A) < succ(NM — CPA[I)

wheresucc(NM — CPA[I']) is the success of breakingin the NP-CPA sense. We also have

succ®me0(4) < succ(OW — CCA[I)

Now, Let’R be an arbitrary reduction from NM-CPA (OW-CCA) breaking gatosystenm/”, with a non
malleable key generator, to INV1-CMA breaking the condtarc(using the same cryptosyste). We
have

adv(R) < succ®™el(4)
< succ$mO(A) + A
<succ(NM — CPA[I'])(succ(OW — CCA[T])) + A

sinceA is negligeable, then under the assumptiof'dfeing NM-CPA (OW-CCA) secure, the advantage
of R is also negligeable. O
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D Proof of Theorem 3

Proof. Let.4 be an attacker against the construction. We will constro@ttackerR against the under-
lying cryptosystem scheme as follows.

R gets the parameters of the cryptosystenfrom his challenger. Then he will choose a signature
schemeX’ (along with a key pair X'.pk, X'.sk)) and a suitable commitment scherfe R will set the
above entities as components of the constructdas trying to attack.

For a signature query on a messagg R will compute a commitment; on m,; using a random
string r;, which he will encrypt ine; under the labeln; || X.pk, then he will produce a digital signature
o; on¢; using X.sk. Next, he outputs:,; = (e;, ¢;, 0;) as a confirmer signature on; and a ZK proof
of knowledge of the equality of the decryption @f and the string used in the commitment Such
a proof is possible using the randomnessised to encrypt; in e;. Finally, R will add the record
R, = (mi, tisTi, €5, Ci, O’i) toa hiStory listL.

To confirm/deny an alleged signatyre= (.}, 2, 1) on a message;, R will proceed as follows.
First he checks the validity of the digital signatysg on 12, in case it is invalid, he will outputl,
otherwise he will check the list, if he finds a record?; having as first field the message, he will
proceed to the next step, namely, check whether the foulthdfeR; is equal tou}, if it is the caseR
will issue a ZK proof of the equality of the decryption @f and the string used for the commitmeiit
‘R can issue these proofs without the knowledgd sk using the rewinding technique (the proofs are
ZK and thus simulatable) or by using the second fiel®pfrandomness used to produce the encryption
pl). Now, if R; containsm; in its first field, but its fourth field is different from}, then®R will check
the next record?; (j > 7) havingm; in its first field and proceed in a similar fashion. Actuallythie
messagen; is queried more than once, then it will occur in many record§.ilf R browses through
all the records but none of them containg andu} in their first and fourth field resp, then for all the
recordsR; containingm; in their first field,.4 will invoke his PCA oracle on the ciphertext and the
third fields of these records. If one of the queries yieldss"y&s an answer, e.g., there exists a record
R; = (my,tj,7j,ej,c;,0;) such that its third field'; is a decryption of.;, then according to whether
r; is (is not) the opening value of the commitmerfton m;, R will issue a ZK proof of the equality
(inequality) of the decryption ofi} and the string used for the commitmerft. Again such a proof is
possible to issue using the rewinding technique (the vigleannot be used here because it was not used
to encryptr; in ©d). Finally, if no query to the PCA oracle yields the answers'yghenR will issue
the denial protocol, namely simulate a ZK proof, using thveimding technique, of the inequality of the
decryption ofu! and of the string used for the commitmert
Selective conversion is similarly carried out with the eptien of issuing the decryption of! instead
of the confirmation protocol and instead of the denial protocol.
The difference between the above simulation and the realiére of the algorithm is when the signa-
turep; = (ui, u?, 1) is valid, howevery! is not an encryption of a string already issued tol during
a selective conversion query regarding the messagand a presumed signature on it. We distinguish
two cases, eithemn; was never queried for signature, in which case such a signatould correspond
to an existential forgery on the construction and thus toxastential forgery on the underlying digital
signature. Onn; was queried before for signature. Ligt= (u}, M?, M?) be the output confirmer signa-
ture to such a query. Sing€ is encryption of some; which was never used to generate signatures on
m;, then with overwhelming probability.? # M? (both are commitment om; with different random
strings). Thus, in this cas@:?, 1) will correspond to an existential forgery on the underlytigital
signature scheme. We conclude that the above simulatiordistinguishable from the real execution
with probability at leas{1 — ¢')%*%:<, as the digital signature scheme underlying the constnids
(t,€,qs)-EUF-CMA secure by assumption.

At some point,A will output two messagesig, m1. The latter will then choose uniformly at random

abith & {0, 1}, and two different random stringg andr; from the corresponding spade.will output
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to his challenger the labet,|| X.pk and the stringsy, 1. He receives then a ciphertextencryption of
ry, for someb’ s {0,1}. To answer his challengeR will compute a commitment, on the message

my using the stringr,, whered” £ {0,1}. Then,R will output 1 = (¢, cp, X.signy g (cp)) as a
challenge signature t@l. Note thatA can only exploit information leaked from about the opening
value of¢, because the commitment scheme is by assumption hiding.
Note that at this stag&k cannot request his PCA oracle gnr;), i € {0, 1} under the labet; || X.pk.
‘R would need to query his PCA oracle on such a quantity if he ge#srification (conversion) query
on a signaturéc, ¢, —) and the message;. R will respond to such a query by simulating the denial
protocol (outputl). This simulation differs from the real algorithm whéa c,, —) is valid onmy,.
Again, such a scenario won't happen with probability attiéas— ¢')? %<, because the query would
form a strong existential forgery on the digital signaturhesme underlying the construction.
The rest of the proof follows in a straightforward way. Noet L = (c, ¢, X.signs o (cp)) be the
challenge signature. In caseis an encryption of, (that is if ' = v”), thenyu corresponds to a valid
confirmer signature om,. Otherwise, it is not a valid signature on neithes nor m4_;. In fact, ¢, is
a commitment onn,, using a string different from the decryption etinder the labein,|| X.pk. Let b,
the bit output byA. R will output 4" to his challenger in cade= b, and1 — b” otherwise.

The advantage ofl in such an attack is defined by

1
e = adv(A) = Pr[b, = b|t =1"] — 3

Whereas the advantage Bfis given by

1
adv(R) = (1 — )19 |Pr[b = by, b = b'] + Pr[b # by, b’ #b"] — 3
— (1= &)t [Pr[b = bo|b = b"] Pr[t! = "] + Prlb # ba|b' # "] Pr[p) # b"] — %

— (1 _ 6’)‘]/u+q.sc _(€+ _) + - — =

— E(l _ 6/)Q1/+QSC

The last but one equation is due to the faet§’ # "] = Pr[t/ = b"] = § asb” Xil {0,1}, and to
the fact that, in cas& # b”, the probability thatd answers is exactly% since in that case the challenge
signature is not valid on both messages.

0

E Security of the Modified “Signature of a Commitment” Paradigm

E.1 Proof of Theorem 4

Proof. (Sketch)

Let A be an EUF-CMA attacker against the construction. We coosan EUF-CMA attackefR
against the underlying digital signature scheme as follows

R gets the parameters of the digital signature from his atta@nd chooses a suitable encryption
and commitment scheme. Simulation of the confirmedSigniggi€on messages;) is done by first
computing a commitment; onm; using some random string, then encrypting the string in e; and
finally requesting the challenger for a digital signatafen ¢;||c;. The string(e;, ¢;, ;) is output to.A
along with a proof of the equality of the decryptionegfand the opening value @f. Such a proof can
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be issued using the cryptosystem private key fanows or the randomness used to encryph e;.
Confirmation/denial and selective conversion queries epdofectly simulated with the knowledge of
the cryptosystem private key.

At some point,A4 will output a forgeryu* = (e*, ¢*, 0*) on some message*, which has never been
queried before. By definition;* is a valid digital signature oa*||c*. It will form an existential forgery
on the digital signature schemedf||c* has never been queried before Ryfor a digital signature.
Suppose there exists < i < ¢y such thate*||c* = e;||¢; wherepu; = (e;, ¢, 0;) was the output
confirmer signature on the queny;. Due to the special way the stringg|c; are created, equality of the
stringse*||c* ande;||¢; implies equality of their suffixes (that start at the + 1)-st position), namely,
¢* andg;. This equality implies the equality oh; andm* since the used commitment is binding by
assumption. Thu® returns(c*, e*||c*) as a valid existential forgery against the digital signatur
question.

O

E.2 Proof of Theorem 5

Proof. Simulation of the key generation is similar to the proof oedlem 3.

For a ConfirmedSign query on a messagg the reductioriR (attacker against the cryptosystem)
will proceed exactly as a real signer would do, with the eXoepof maintaining a list of records that
contains the queried messages, the output confirmer sigsadad the intermediate values used to pro-
duce these signatures, namely the random string used irothmitment and the randomness used to
encrypt it. This list will be used later for the confirm/denydaselective conversion queries. In fact,
for such queries, safe;, ¢;, 0;) onm;, R will simulate the confirmation protocol (using the rewinglin
technique or the randomness used to encrypt the opening wélihe commitment) if the encryption
e; appears in one record in the list (as an encryption of a stréagl for commitment), or simulate the
denial protocol otherwise. Selective conversion of a cordirsignature whose first field appears in the
list is done by revealing the opening value of the commitmetiterwise such a confirmer signature is
converted tal .

The difference of this simulation with the real executiortled algorithm is when a queried signature,
say (e;, ¢i,04), is valid bute; was never used to generate confirmer signatures. We digtingwo
cases, either the underlying messaggehas been queried previously on not. In the latter case, such a
signature would correspond to an existential forgery orcthrestruction, thus, to an existential forgery
on the underlying digital signature. In the former case(detc;, o;) be the output signature 14 on the
messagen;. Sincee; was never used before, then# c¢; (both are commitments am; using different
random strings). By the same argument used in the proof obrEne 4 (for the analysis of the forger’s
output), we get that;|lc; # e;|c;. We conclude that the adversary would have to compute aadligit
signature on a string for which he never had obtained a sigmal hus, in the former case, the query
would lead to an existential forgery on the underlying sigrescheme. Since the latter is by assumption
(t,€,qs)-EUF-CMA secure, the probability that the simulation différom the real execution is at least
(1 — ¢)avtase,

Finally, in the challenge phase, the adversary outputs halenging messages,, m1. R will then
produce two stringsg, 71 and hands them to his challenger. He gets as a responseendeatiphertext

e onry, for someb € {0,1}. R will choose a bit/ Kid {0,1} and produces a commitmenbn a message

my, for someb” Kid {0, 1}, using the string . Finally, he will produce a digital signatureon e||c.
The challenge confirmer signature(is ¢, o). Note, that ifb = ¥/, the signature is valid on the message
my, otherwise, it is invalid on both messages. Note also thattiversary exploits only information
leaked from the encryptioa because the commitment scheme is hiding.

The adversary will continue issuing his queriesRo who will handle them as previously. Note
that from now on during the verification/conversion queriee adversary can ask a quéryc, —) on
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a messagen;, i = 0,1. The probability that such a query is not valid is at le@st- ¢)% % since
the digital signature scheme(is ¢, ¢;)-SEUF-CMA secure. At the end, the adversary outputs a,bit
Clearly the advantage of the adversary is Pr[b” = b,|b = ¥/] — 4. R will output ' in caseb” = b,
and1 — b’ otherwise.

The advantage ok is clearly

Adv(R) = (1 — &)t 05 | Prfp” = by b = b] + Prlp” £ bo, b/ £ b] — %
= (1 — )T | Pr[t) = by|b' = b] Pr[b) = b] 4 Pr[b” # by|b’ # b] Pr[b/ # b] — %

:(1_6/)(1v+(Isc _(6+_)+____

€
— 1 \Gv+Qsc

F Efficient Instantiations using Certain Commitments and Cryptosystems

F.1 Proof of Theorem 6

We first remark that the functiofiused in the definition of the clagsinduces a group law ifil = f(G)
for the operatior,. Moreover, we havéy = f(1g) andvr € G: f(r)~t = f(r™1).

Proof. For completeness, it is clear that if both parties follow finetocol, the prover will always be
able to provide a proof that the verifier will accept.
For soundness, we show that the prover can cheat with pilipabimost2~! in one round if the verifier
choose9 uniformly at random fron{0, 1}. In fact, suppose that the prover can answer both challenges
for the same commitmertt. Let o andr; be the responses of the prover to the challerigasd 1
respectively in Step 3. Since the verifier accepts the pmwefhave,t; = f(rg) os I = f(r1). Thus,
f(r1)os f(ro)~' = f(r1 ;") = I. Hence, the prover would know a preimagel/ofVle conclude that
a cheating prover can cheat with at mog2, providedf is one-way and the verifier is honest (chooses
the bitb uniformly from {0, 1}). Repeating the protocdltimes leads to a soundness error which is at
most2~..

To prove that the proof is ZK, we provide the following simtola

1. Generate uniformly a random bitez {0, 1}. If ¥’ = 0, choose”’ €r G and send$; = f(r’) o, I,
otherwise, choose” €r G and send¢; = f(r") to the verifier.

2. Getb from the verifier. Ifb = ¥': if b = 0, the simulator sends bagk, otherwise, it sends”. If
b # b, it goes to Step 1.

The prover’s first message is always the functfoapplied to a random valué¢’ € G, and so is the first
message of the simulator. Sinteis chosen uniformly at random fro40, 1}, the probability that the
simulator rewinds the verifier is:

1—Pr[b:b’]:1—(Pr[sz,b’zO]+Pr[b:1,b’:1]):1—(%p+%(1_p)):1_ -

wherep = Pr[b = 0]. Therefore, the expected number of rewinds is 2 and as a qoesee, the
simulator runs in expected linear time. Finally, the disttion of the answers of the prover and of the
simulator is again the same. We conclude that the protocKidt also remains ZK if it is runl times

in parallel, wherd is either constant or logarithmic in the security paramdtefact, the simulator of
the parallel composition of the protocol will be the paraiemposition of the above simulator. Thus,
the expected running time of the new simulato/igprobability of not rewinding the verifier i8~"),
which is either constant or polynomial in the security pagten O

N —
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F.2 Proof of Theorem 8

Proof. The confirmation protocol depicted in Figure 3 is a paralt@hposition of the proofs depicted
in Figures 1 and 2. Therefore completeness and soundnéss 8 a direct consequence of the com-
pleteness and soundness of the underlying proofs (see [21])

To prove that the protocol is ZK. We provide the following silator (for one execution):

1. Generaté' € {0,1}. If &’ = 0, choose” € G and sends$; = f(r’)osI andts = encrypt(r’)o.e,
otherwise, choose’ €r G and send#; = f(r”) andts = encrypt(r”) to the verifier.

2. Getb from the verifier. Ifb = ¥': if b = 0, the simulator sends baek and the randomness used to
encrypt it inencrypt(r’), otherwise, it sends” and simulates the proof @ being an encryption of
r”" (this proof is simulatable since it is by assumption ZK) K ¥/, it goes to Step 1.

The prover's first message is an encryption of a random véluer G, in addition tof (r”), and so is
the simulator’s first message. Therefore the distributiminthe prover and of the simulator outputs are
the same in the first round of the proof. Moreover, the expketenber of rewinds is 28 (b # V') = %),
making the simulator run in expected linear time. The distibn of the prover's messages in the third
round is also similar to that of the simulator's messagesc@elude that the confirmation protocol is
ZK. Parallel execution of the protocol will remain also ZKtlife number of executionsis constant or

logarithmic in the security parameter (see the above proof) O

F.3 Proof of Theorem 9

Proof. With the standard techniques, we prove that the denial pobttepicted in Figure 3 is complete
and sound with error probability~! (I is the number of rounds) provided the verifier is honest aed th
cryptosystem is one way. Similarly, we provide the follog/simulator to prove the ZK property.

1. Generaté’ € {0,1}.1f b’ = 0, choose’ € G and sends; = f(r')osI andty = I'.encrypt(r’)o,
e, otherwise, choose’ € G and a random; € f(G) andty = I.encrypt(r”).

2. Getb from the verifier. Ifb = b': if b = 0, the simulator sends baek and the randomness used to
encrypt it inI".encrypt(r’), otherwise, it sends” and simulates the proof @f being an encryption
of r” (this proof is simulatable since it is by assumption zerovkedge). Ifb £ ¥/, it goes to Step
1.

The prover’s first message is an encryption of some randooevél and the element; = f(r”
r~1) o4 I. The simulator’s first message is an encryption of a randduevd, and in casé = 0 the
elementt; = f(r"” x r=1) o, I, whereas in the cage= 1, it is the element; € f(G) (independent

of r”"). Distinguishing these two cases it at least as hard as inggtke IND-CPA security of the under-
lying cryptosystem. In fact, if the verifier is able to digfinsh these two cases, it can be easily used to
break the cryptosystem in the IND-CPA sense. Thereforegutiee assumption of the IND-CPA secu-
rity of the cryptosystem, the simulator's and prover’s firetssage distributions are indistinguishable.
Moreover, the simulator runs in expected linear time, sitn@eenumber of rewinds i8. Moreover, the
distribution of the prover’s and the simulator's messagth@last round are again, by the same argu-
ment, indistinguishable under the IND-CPA security of thgptosystem. Finally, with same argument
as above, parallel execution of the protocol remains alsdf Zitke number of executions is constant or
logarithmic in the security parameter. O

G The “Signature of an Encryption” Paradigm

G.1 Efficiency analysis

Confirmation/denial protocols. We showed that the confirmation (and also the confirmedSigrndp
col, in confirmer signatures from the “Signature of an Entioyg paradigm, amounts to proving that a
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ciphertext encrypts a given plaintext. This is in generalesince in most encryption schemes, one can
define, given a ciphertextand its underlying plaintext:, two homomorphic one way functiorysand

g, and two quantitied andJ such thatf(r) = I andg(sk) = J, wherer is the randomness used to
encryptm in ¢ andsk is the private key of the cryptosystem in question. Exampfesiich encryptions
are [18], the cryptosystem defined in [4] which uses the lim@#fie-Hellman KEM, Paillier [33], and
also Cramer-Shoup [13] and [9]. The confirmation (confirmgdBprotocol in this case will be reduced
to a proof of knowledge of a preimage &f(/) by the functiong (f), for which we provided an efficient
proof in Figure 1.

Concerning the denial protocol, it is not always straightfard. In most discrete-logarithm-based
encryption, this protocol amounts to a proof of inequalityligcrete logarithms as in [18, 4, 13]. In case
the cryptosystem belongs to the cl&defined in Definition 1, Figure 4 provides an efficient proaitth
¢ encrypts somen # m. In the protocol provided in this figurg, denotes an arbitrargeterministic
homomaorphic injective one way function

flmxm/) = f(m) o f(m')

1. The prover chooses’ £ G, computes and sends = f(m') o5 f(m) and
to = I'.encrypt(m’) o. c to the verifier.

2. The verifier choosels <= {0, 1} and sends it to the prover.
3.1f b = 0, the prover sends:’ and the randomness used to encrypt ifiancrypt(m’).
Otherwise, he sends’ * m and proves that, is an encryption ofn’ * .
4.1f b = 0, the verifier checks that andt. are computed as in Step 1.
Otherwise, he checks the proof of decryption of
It it fails, he rejects the proof.
Otherwise, he accepts the prooffifm’ * m) # t1.

Fig. 4. Proof system for membership (non membership) to the lar@fég, c): Im : m = Idecrypt(c) A T # m}
Common input: (m, ¢, I.pk) andPrivate input: I".sk or randomness encrypting in ¢

With the standard tools, the above denial protocol can bensho be aX protocol with compu-
tational ZK, if the cryptosysteni” is IND-CPA secure, and is (the protocol) ZK close under pelral
composition if the number of rounds in logarithmically bded.

Selective Conversion. The selective conversion in confirmer signatures from thigri&ure of an
Encryption” paradigm consists of a non interactive proothed confirmation protocol. As mentioned
earlier in this document, there has been recently an impopeogress in this area. We note in this
paragraph two solutions.

Damdrd et al. [16]'s solution.This solution transforms a 3-move interactive ZK protoPakith linear
answer to a non interactive ZK one (NIZK) using a homomorptrgptosystem in a registrated
key model, i.e., in a model where the verifier registers his kéore precisely, letw be the first
message computed by the proveri) ¢ € N be the challenge sent by the verifier, and finally
let = = u + cv be the answer computed by the prover in the third step, wheree N. Let
further I denote a homomorphic encryption scheme suchtecrypt(m+m’) = Iencrypt(m)-
I'encrypt(m’), wherem andm’ are integer values in a suitable range. If the verifier cheaskey
pair (I".pk, I'.sk) and publishes an encryptianof the challenge:, then the prover can compute
a as usual and .encrypt(z) = I'encrypt(u)e’ and sends these quantities to the verifier in one
pass. The verifier decryptB.encrypt(z) to obtainz and checks whethgfa, ¢, z) is an accepting
transcript. The authors in [16] proposed an efficient ilasbn using Paillier's encryption and the

23



proof of equality of two discrete logarithms. We concludattwith such a technique, the “signature
of an encryption” approach accepts an efficient instaotiaifi the considered cryptosystem allows
proving the correctness of a decryption using a proof of kiyuaf two discrete logarithms, e.g.,
[18, 4,13].

Groth and Sahai [25]'s solutionThe authors in this work provide an efficient NIZK for the |aage:

PoK = {(a,b): c1 =u® Acg = W’ Aes :9a+b}

The common input ig), ¢1,c2,u,v € (G,-) where(G,-) is a bilinear group. The private input is
either(a, b) or (DL4(u), DLy(v)), whereDL,(u) denotes the discrete logarithm @in baseg. We
conclude then that the “signature of an encryption” appgnaexepts an efficient instantiation if the
considered cryptosystem is the one defined in [4], since i{af of the above language can be
used to prove that a given ciphertext decrypts to a given agess

G.2 Security analysis

Theorem 10. The above construction ig, €, ¢;)-EUF-CMA secure if the underlying digital signature
is also(t, €, qs)-EUF-CMA secure.

Proof. The adversar{R against the signature underlying the construction willtetparameters of the
digital signature he is trying to attack from his challendéren, he will choose a suitable cryptosystem.
Simulation of signatures is simple; on a quety, R will first compute an encryption; of m;, then re-
quest his challenger for a signature@nlLeto; be the answer of such a queR/.will then output(c;, o;)
and produces a ZK proof that decrypts inm;. Such a proof, in addition to all the proofs involved in the
verification/conversion queries is possible fotto give with the knowledge of the cryptosystem private
key.

At some time, the adversary against the construction will output a forgef, o*) on a message
m*, that has never been queried befaré.is by definition a digital signature oe. The former has
never been queried Y for digital signature, since otherwise* would have been queried before. We
conclude thatc*, 0*) is also a valid forgery on the signature scheme. a

Theorem 11. The above construction {$, €, gs, qv, gsc)-INV1-CMA secure if it uses @, €/, g5 )-SEUF-
CMA secure digital signature and(@ + ¢s(qy, + gsc), €(1 — /)% 19:)-IND-CPA secure cryptosystem.

Proof. Let .4 be the invisibility adversary against the construction,ceastruct an IND-CPA adversary
‘R against the underlying cryptosystem as follows.

R gets the parameters of the target cryptosystem from hisectgar, and chooses a suitable digital
signature scheme. For a confirmedSign queryrgnR will proceed as in the real algorithm, with the
exception of maintaining a lisf of records that consists of the query, its encryption, tmeloanness
used to produce the encryption, and finally the digital digreaon the encryptiorik can produce digital
signatures on any encryption with the knowledge of the sigeascheme private key. Moreover, he
can confirm any signature he has just generated with the letgel of the randomness used in the
encryption.

For a verification queryc;, o;) onm;, R will check £ (after checking of course the validity of
onm,), if the recordR; = (m;, ¢;, —, —) appears in the list, then he will issue a proof thatlecrypts
in m; using the third component of the record. Otherwise, he wilidate a proof of the inequality of
the decryption ot; andm; using the rewinding technique.

For a conversion queryR will proceed as in a verification query with the exception ofyding the
non-interactive variant of the proof he would issue if trgnsiture is valid, and the symbaol otherwise.
This simulation differs from the real one when the querigphature(c;, o;) is valid onm; howeverc;
does not appear in the list (as first field of the output confiraignatures). We distinguish two cases,
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either the message in question has not been queried before for signature, in which caseaqciery
would correspond to a valid existential forgery on the cartdion, and thus on the underling signature
scheme. Or, the queried signature is on a message that hagjbeeed before, which corresponds
to an existential forgery on the underlying signature sahefince the signature scheme underlying
the construction ist, €, ¢s)-EUF-CMA secure, this scenario does not happen with prdibabt least

(1 —¢)wtase,

At some point,.4 produces two messages,, mi. R will forward the same messages to his chal-
lenger and obtain a ciphertext encryption ofm,; for someb Kid {0,1}. R will produce a digital
signature orr and give the result in addition toto .4 as a challenge confirmer signature. It easy to see
that.A’s answer is sufficient foR to conclude. Note that after the challenge phates allowed to issue
confirmedSign, verification and conversion queries &dan handle them as previously. Namely the
probability that the adversary does not issue a verificatanversion query of the type, —) is at least
(1 — €')% 4= since the signature scheme underlying the constructigh d§ ¢5)-SEUF-CMA secure.

0

Remark 5.Note that the IND-CPA requirement on the cryptosystem is aécessary. In fact, determin-
istic schemes, e.g., RSA (which is OW-CPA secure) are noivalll in the design, since an invisibility
adversary will compute the encryptions of the two challengesssages and check whether one of them
is the first field of the signature.

H A stronger security model

In [14], the author presented an elaborate security modeldistuss in this paragraph how one can
extend the constructions seen so far to this model.

Security against malicious confirmers. The first difference between our model and the one in [14]
is the unforgeability againghalicious confirmers which is satisfied in the latter but not considered
in the former. This property requires the construction tmaa EUF-CMA secure even if the EUF-
CMA adversary is allowed to choose the confirmer public kaye ©an easily see that the constructions
presented in this document meet this property as the confpoidic key does not play any role in the
unforgeability proofs.

Correctness of the conversion.Another difference lies in requesting the confirmer to pdeva proof

of the correctness of the conversion. This is vital, becéus#l constructions that realize the “signature
of a commitment” paradigm, the confirmer, with the help ofsfgner, can convemvalid signatures; he
can release the “real” opening value of the commitment, vtimes not have to be the decryption of the
first field of the confirmer signature (the signer might keeisteoff the issued signatures and the random
strings used to produce the commitments). A way to overctiiseis to provide, along with the opening
value of the commitment, a proof that it is the correct detoypof the first field of the alleged signature.
In [14], the author suggested to use a protocol, i.e., amaotee proof, proving the correctness of the
conversion. We propose to use non interactive proofs torgesterability, i.e., anybody can check
the correctness of a converted confirmer signature. As orediin the previous subsection, there exists
efficient ways to obtain non-interactive proofs of knowledgthout using Fiat-Shamir heuristics. Again
constructions shown before meet this stronger propergyrétiuction in the invisibility proofs can issue
such proofs using the randomness used to produce the d@oargtthe commitment opening value).
Finally, our constructions allow also the confirmer to catwevalid signatures although it is not his
responsibility to convert ill-formed signatures. The comfr can do so by issuing simply the decryption
of the first field of signature (in case it is a well-formed aplext) along with a non-interactive proof
of the correctness of the decryption. Anybody can then chigakthe released string does not open the
commitment (second field of the confirmer signature).
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