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Abstract. This paper presents an improved impossible differential at-
tack on the new block cipher CLEFIA which is proposed by Sony Cor-
poration at FSE 2007. Combining some observations with new tricks,
we can filter out the wrong keys more efficiently, and improve the im-
possible differential attack on 11-round CLEFIA-192/256, which also
firstly works for CLEFIA-128. The complexity is about 2'°*! encryp-
tions and 2'°%! chosen plaintexts. By putting more constraint conditions
on plaintext pairs, we give the first attack on 12-round CLEFIA for all
three key lengths with 2'*°! encryptions and 2''%! chosen plaintexts.
For CLEFIA-192/256, our attack is applicable to 13-round variant, of
which the time complexity is about 2'®!, and the data complexity is
2120 We also extend our attack to 14-round CLEFIA-256, with about
22454 encryptions and 2'2%% chosen plaintexts. Moreover, a birthday
sieve method is introduced to decrease the complexity of the core pre-
computation.

Key words: Block ciphers, cryptanalysis, impossible differential attack,
CLEFIA

1 Introduction

CLEFIA [5] is a new 128-bit block cipher algorithm, developed by Sony Cor-
poration. Compatible with AES, CLEFIA supports three different key lengths
(128, 192 and 256 bits), which is denoted as CLEFTA-128, CLEFIA-192 and
CLEFTA-256 respectively. Sony claimed that the CLEFIA is designed to concen-
trate state-of-the-art cryptanalysis techniques, and achieve sufficient immunity
against known cryptanalytic attacks. Sony will seek to establish an environment
in which CLEFTA can be used across various applications and products such as
AV devices.

Since CLEFIA was presented at Fast Software Encryption (FSE) 2007 [4],
there has been little analysis on its security except the security and performance
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evaluations [6] published by Sony Corporation and a differential fault analysis
[3]. However, because of its advantage in hardware and software implementations
and wide potential applications, it’s necessary to give further security evaluation.
In this paper, we present the impossible differential attacks on reduced CLEFIA
with more rounds.

Impossible differential cryptanalysis [1] is a sieving attack which considers a
differential with probability 0. If a pair of plaintexts is encrypted or decrypted
to such a difference under some trial key, we filter out this trial key from the
key space. Thus, the correct key is found by eliminating all the other keys which
lead to a contradiction. Reference [6] presented an impossible differential attack
on 10-round CLEFIA-128/192/256, 11-round CLEFIA-192/256, and 12-round
CLEFTA-256 without key whitenings using a 9-round impossible differential.

This paper improves the impossible differential attack on reduced CLEFIA.
Observing the inner structure of the F-functions, we conclude that the time
complexity of recovering subkeys can be decreased by some table lookups and
sieving less subkey space. By these observations, our attack on 11-round CLEFTA
only takes 21931 encryptions and 2031 chosen plaintexts while the result in [6]
is 218 encryptions and 2'%3% chosen plaintexts. Moreover, combining the above
techniques with a special way to choose plaintexts, we present the first attack on
12-round CLEFIA for all three key lengths with 219! time complexity and 21191
data complexity. The attack can be extended to 13-round CLEFIA-192/256, and
the complexity is about 2'®' encryptions and 2!2° chosen plaintexts. Finally,
we give an attack on 14-round CLEFIA-256, which needs about 2244 time
complexity and 2'2°4 data complexity. In addition, we introduce a birthday
sieve method to reduce the complexity of searching chosen plaintext pairs in the
precomputation.

This paper is organized as follows: in Section 2, we give a brief description
of CLEFTA. Section 3 summarizes some important observations on CLEFIA. In
Section 4, we present two attacks applicable to 11-round CLEFIA with all three
key variants, and extend to 12-round variant. Section 5 describes the attacks
on 13-round CLEFIA-192/256 and 14-round CLEFTA-256. Finally, we conclude
this paper in Section 6.

2 Description of CLEFIA

2.1 Notations

We first describe the symbols used throughout this paper.



Por P
Cor(C'
CT’
cr

ACT
Fr
AFT
InS i

A>>>x
A<<<z
alb

aT

Improved Impossible Differential Cryptanalysis of CLEFIA

: the 128-bit plaintext

: the 128-bit ciphertext

: the 128-bit output of the r-th round
i : the i-th 32-bit word of C”

AP or AC :
: the XOR value of C™ and C"’

: F; involved in the r-th round, i = 0,1

: the output XOR of F; in the r-th round, i = 0,1

: the 32-bit value after the key addition in F7, i. e,

the plaintext or ciphertext difference

the input to the S-boxes involved in F}’

: the rotation of A to the right by x bits positions
: the rotation of A to the left by z bits positions

: the concatenation of a and b

: the transposition of a vector a

2.2 Data Processing Part of CLEFIA

WK1

WK3

Co C Co
Fig. 1 Encryption Process of r-round CLEFIA
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CLEFIA [5] is a 128-bit block cipher with the key length of 128, 192 and 256 bits.
It employs a generalized Feistel structure with four data lines, and the width
of each data line is 32 bits. Additionally, there are key whitening parts at the
beginning and the end of the cipher. Figure 1 shows the encryption process of
r-round CLEFTA.

Let WKy, WK, WKy, WK3 € {0,1}32 be whitening keys and RK; € {0,1}32
(0< i < 2r) be round subkeys produced by the key scheduling part. For a 128-
bit plaintext P = Py|P;|P2|Ps, we compute the ciphertext C = Cy|C1|C2|C3 as
follows:

1. CO:P(), C?:Pl@WKo, CSZPQ, Cg:P3@WK1.
2. For i =1 to r-1,
Ch =071 @ Fo(Ci ! RKy ), O = O3,
Ci =0y a Py (Cy ! RKy ), CL = Cy L.
3. Ch=Cy 1, C =07 @ Fy(CF Y, RKgy—2) © WK,
Cy=CyH Cr =03 @ Fi(Cy ! RKgy—y) @ WK,

The number of rounds r can be 18, 22 and 26 for CLEFIA-128, CLEFIA-192
and CLEFITA-256 respectively, and the two F-functions Fy and F; are described
in the next.

RK3;—20 RKz;—21 RK2;—22 RKzi 23

oo’ - So ~ Tio

Céfll {') S1 u > 151

o/ vy 'C‘D So H 52

Cos' = S > Tis
Fo

RKo;_1,0 RK2;—1,1 RK2;—12 RK2;_13
Y

Ci! D S = Tio

o5yt = Sop+ [T T

s, = S~ T

Cys - So ™ T3
Fy

Fig. 2 F-functions

Denote the 32-bit output of F-functions as Tj, T; € {0,1}32. Then Fo(Cit,
RK»;—2) (1 <i<r)is computed as follows:

L. T; = Cit @ RKy;_s.
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2. Let Ti = Ti,O | T%J I Ti,2 | T%737 Ti,j S {071}8(] = 0,172,3), then Compute
Tio=50(Tio0), Tin =S1(Ti1), Tio = So(Ti2), Tiz = S1(T5 3).
3. (T30:Tin, Ti2, Ty )" = Mo(Ty,0, Ti1, Ti 2, Ti3) T

Here, Sy and S; are two nonlinear 8-bit S-boxes, and M is a 4 x 4 Hadamard-
type matrix. F;(Cy ' RKy;1)(1 < i <) is similar to Fy by replacing Sy with
S1, S1 with Sy, and My with another 4 x 4 Hadamard-type matrix M;. See
Figure 2 for a pictorial depiction of Fy and F}.

We suppose that all the round subkeys and whitening keys are independent
of each other, and omit the description of the key scheduling part.

3 Some Observations on CLEFIA

This section describes some important observations for analyzing CLEFTA, which
lead to more efficient attacks on reduced CLEFIA variants.

Reference [6] presented two 9-round impossible differentials which resulted in
the attack on 10-round CLEFTA-128/192/256 and 11-round CLEFIA-192/256.
We utilize the same impossible differential, and explore more technique details
to achieve a prominent improvement.

Proposition 1. (Impossible Differentials of 9-round CLEFIA [6]) For 9-round
CLEFIA, given a plaintext pair with difference (0, «, 0, 0) (or (0, 0, 0, «)),
where a € {0,1}32 is any non-zero value, the output difference can’t be equal to
(0, a, 0, 0) (or (0, 0, 0, ). We denoted the two 9-round impossible differentials
as

(07 a, 07 O) - (0’ Q, 07 O) and (Ov 07 07 Oé) - (O) 07 07 O[).

The correctness of Proposition 1 can be verified easily.

By observing the inner structure of F-functions, we find out that the time
complexity of attacks in [6] can be decreased by fast searching the 32-bit key in
F-function with the help of XOR distribution tables of S-boxes [2].

Proposition 2. For the F-function F (Fy or Fy), let (In,In’) be two 32-bit
inputs, and AOut be the difference of the corresponding output, the 32-bit round
subkey RK involved in F' can be deduced with about one F-computation.

Proof: Because the diffusion matrix M is linear and invertible, we can easily
compute the input difference AOut~! of M, i. e.,

AOut™ = M~ (AOut) = AOuty ' | AOut* | AOuty* | AOutz?,

where AOuty !, AOut;!, AOut;' and AOut;' are four 8-bit output XOR of
the four S-boxes in F respectively.

Therefore, for each S-box in F', we get the input XOR and the correspond-
ing output XOR. It is easy to obtain the four inputs to the four S-boxes by
searching the XOR distribution tables of S-boxes. Denote the four inputs as
InSy, InS1, InSy, InSs respectively. Then we get the 32-bit value

InSy | InSy | InSs | InS5 = InS.
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Thus the 32-bit round subkey RK can be deduced from the equation
RK =InS® In.

Clearly the time complexity is about one F-computation. O

Usually, the efficiency of the impossible differential attack depends on the
subkey space related to the impossible differential. For 11-round CLEFIA-192/256,
9-round impossible differential can be used to sieve 128-bit subkey involved in
rounds 10 and 11 [6]. The following proposition is an important phenomenon
that can be used to sieve only 96-bit subkey instead of 128-bit subkey.

Proposition 3. For r-round CLEFIA, let (RKa,_3, RKor_4) be the subkey in
the (r-1)th round, (RKa,_1, RKa,_s) be the subkey key in the r-th round, (W K,
W K3) be the whitening key in the final round, and C™ = (C§,C7,C%,C%) be the
ciphertext, we have the following two equations which reveal the correlations
among subkeys W Ko, W K3, RKo,_3 and RKo,_4:

WEK;3 ® RKor_y = InS}; ' @ F{ (Cy, RK2, 1) ® Cf, (1)
WKy ® RKy_3 = InSy " @ F (Cf, RK3—2) ® CF. (2)

Here InS};O_l and InS}}l_1 are the inputs to the four S-boxzes of Fy~' and F{ "
in the (r-1)-th round respectively.

Proof: From the encryption algorithm, we obtain that
Cy =Cy @ FT(Cy ' RKa,_1) @ WK3, where Cy ! = C5.
Then it is clear that
Cy =Cy '@ F](Cy, RKa,1) ® WKs.

Since
Ci ' =y and InSi ' = C) 7 @ REy,—a,

we know that

Cy =Cy 2@ Fy(Cy, RKa,_1) @ WK3
= InSy ' ® RKy_4 ® F{(C5, RKor_1) ® WK,

i. e,
WK3 @ RKy,—y = InS ' @ F{ (Cy, RKy, 1) & C5.
Similarly, we can prove that Equation (2) holds. O

Furthermore, for the 1st and 2nd rounds, there are two other similar equa-
tions about WKy @ RKs and WK, & RK3:

WKy @& RK, = InSt, @ F§(Py, RKo) & P, (3)
WK, & RK3 = InS}, & F{ (P2, RK,) & Ps. (4)
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4 Attacks on CLEFIA-128/192/256

In this section, we present two improved impossible differential attacks on 11-
round CLEFTA, and extend the attack to 12-round variant. The improved at-
tack works for CLEFIA-128/192/256. Especially for CLEFIA-128, this is the
first known attack. The main attack process is as follows. Firstly, select many
structures of chosen plaintexts, and sieve the pairs satisfying the required out-
put differences. Secondly, for each sieved pair, discard the wrong subkeys which
cause the partial encryption and decryption to match the impossible differential.
Finally, analyze enough pairs, and sieve the correct subkey.

4.1 The Improved Attack on 11-round CLEFIA

This section describes the improved key recovery attack on 11-round CLEFIA
with two additional rounds at the end of the 9-round impossible differential. We
use the same 9-round impossible differential (0, «,0,0) - (0, «, 0,0) throughout
this paper. The other 9-round impossible differential (0,0,0,«) - (0,0,0, «)
can be used in a similar way. Different from [6], the attack recovers the 96-bit
subkey (RK2g, RK21, RK15 @ WK3) by Proposition 3 instead of recovering the
128-bit subkey (RK1s, RK29, RK21, W K3). Combining with Proposition 2, the
total complexity can be improved from the original 2!3 encryptions to 2981
encryptions with 21931 chosen plaintexts. See Figure 3 for the following attack.

Sieving pairs
A structure composed of 232 plaintexts is defined as follows:

Struc = {Py, P, ® a, Py, P3| Py, Py, P, P are fixed, o € {0,1}*? is non-zero}.

By the encryption process of CLEFIA, only the plaintext pair with ciphertext
difference AC' = (,7,0,a) may result from AC? = («,0,0,0), where 3 €
{0,1}32 and v € {0,1}3? are non-zero. It is clear that every two structures
can produce about one pair with the target ciphertext difference. In our attack,
about27%! such plaintext pairs are necessary to sieve the right key. So, we choose

2711 guch structures.

2134.1 271.1

Because there are plaintext pairs from structures totally, we need
to explore a fast algorithm to obtain the 270! pairs. We employ a type of birth-
day sieve to search these pairs more efficiently.

Birthday Sieve Algorithm 1:
For each structure, we fulfill the following steps:

1. For each plaintext P, compute C' = (P >>> 64) ® C, where C is the
corresponding ciphertext.

2. Store the 232 values of C in a table. N

3. Search (P, P’) with the corresponding AC' = (f,7,0,0) by the birthday
attack.
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Input 0 « 0 0
Difference

WK1

9-round
Impossible
Differential
0l
Q
6 0
RK>29
WKs
Output
Difference g o 0 e’

Fig. 3 Impossible Differential Attack on 11-round CLEFIA (1)
4. Output (P, P).

It is clear that AC = (8,7,0,«) if and only if AC = (6,7,0,0). So, the
above algorithm outputs one plaintext pair corresponding to AC' = (f3,7,0, a)
with probability 1/2. From the birthday attack [7], the time complexity is only
232 XOR computations, and the table memory is about 234 words. Thus, we can
obtain 270! pairs with about 2!°31 XOR computations by neglecting the table
lookups.

Recovering the subkey (RKyg, RKs1, RK13 ® WK3)

We discard the subkeys which cause the partial decryption of the selected
pair to match AC? = («,0,0,0).

For each pair with ciphertext difference

AC = (ﬁ57707a)7

it is obvious that
ACH = AC3Y = AC3! = a.
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From

C§ = O @ FIO(CY, RK 1), C3° = C3' and ACS! =0,

it is clear that
ACY = 0 if and only if ACY = 0.

Thus, we only need to discard the subkeys which lead to
AC) =0 and AC) = 0.

For each ciphertext pair (C,C’) with AC = (,7,0,a), we can prove that
there are 232 wrong subkeys (RKag, RKo1, RK15 ® W K3) which suggest the
impossible differential.

1. For ACY =0, from C1° = CY, it is clear that
ACY = 0 if and only if ACT° = 0.

Since
CH =@ FJY(C)° RKy) @ WK,

we obtain that
AFOH = AC’lu when AC%O =0.

The two corresponding input to Fjl are
0 = Cft and G3Y = Y,

so the subkey RK5y can be calculated with about one F-computation by
Proposition 2.
2. For ACY =0, we have

AF)® = ACY!

by
CL = Y @ FO(C), RK1g) and CJ° = G},

Because the corresponding input XOR
ACY = a,

I nS}rg is calculated by Proposition 2.
For each RK»; € {0,1}%2, according to Proposition 3, we deduce that

RKs @ WK3 = InSp & F'(C3', RKy) & C3'.

So, we totally obtain 232 wrong values of (RKa1, RK1s ® W K3) with about
232 F-computations.
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Summing up 1) and 2), we can filter out 232 wrong subkeys (RKazg, RK>1,
RK1s ® WK3) which support the impossible differential. Thus, for each pair, a
wrong subkey (RK»y, RK>1, RK1s ® WK3) survives with probability 1 — 2764,
After analyzing 279! pairs, the number of the remaining subkeys is

270,1

296 . (1 -27)2"" ~0.13 < 1.
That is to say, only the right subkey (RKsg, RK21, RK15 ® W K3) is left. This
completes our attack.

Complexity evaluation

The data complexity for the attack is about 2701132+l — 2103.1 chogen
plaintexts. The time complexity for obtaining the ciphertexts is about 203!
encryptions and the time complexity of recovering the 96-bit subkey is about
270-1.932 — 91021 P_computations. Using rough equivalence of 2* F-computations
to one encryption, the 21921 F-computations are equivalent to about 2%8! en-
cryptions.

4.2 Another Improved Attack on 11-round CLEFIA

This subsection describes another key recovery attack on 1l-round CLEFIA,
with one additional round on top of the 9-round impossible differential and one
at the end. The complexity of the attack is only about 296> encryptions and
21185 chosen plaintexts. This attack is about 232 times faster than the first
attack because we only need to recover the 64-bit subkey (RKy, RK»1) instead
of the 96-bit subkey (RKs2g, RKa1, RK15 ® WK3). Although this attack needs
more chosen plaintexts, it is necessary to 12-round attack in the next section.
See Figure 4 for a pictorial depiction of the following attack.

Sieving pairs

To guarantee the impossible differential hold, we need to select the plaintext
pairs with AP = (0,0,0a,6) and AC = (a, 3,0,0), where a € {0,1}32, § €
{0,1}3% and 8 € {0,1}3? are non-zero. Choose a structure of 248 plaintexts,
where the first and second 32-bit words are fixed, the third word ranges over all
232 possibilities, and the fourth word takes 2'6 distinct random values. Similar
to Section 4.1, we select pairs with AC = (a, 3,0,0) in the following way.

Birthday Sieve Algorithm 2:

1. For each plaintext P, compute C' = (P <<< 64) ® C, where C is the
corresponding ciphertext.

2. Store the 2%® values of C in a table. B

3. Search (P, P’) with the corresponding AC = (0,7,0,0) by the birthday
attack.

4. Output (P, P').
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Input 0 0 « 4
Difference

WK1

9-round
Impossible
Differential
RK1g
-
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a 0
-
W K3
Output
Difference « 16] 0 0

Fig. 4 Impossible Differential Attack on 11-round CLEFIA (2)

It is clear that AC = («, 3,0,0) if and only if AC = (0,,0,0). The table
memory is about 2°° words. We collect 2695 such pairs from 2795 structures.

Recovering the subkey (RK;, RKy)
For each selected pair (P, P’), the wrong subkeys (RK1, RK2g) resulting in
the impossible differential are computed as follows.

1. Compute the subkey RK; which produces the partial encryption of the pair
to match AC! = (0, ,0,0).
From

Cy = P, @ Fy(Py, RKy) ® WKy and AP = (0,0, 6),

the selected pair already satisfies
AC} = AP, =0, AC} = AP, = a and AC3 = APy = 0.
So we only compute subkeys that cause

ACL =0,
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By
Cy = F} (P2, RK,) ® Py & WK,

it is clear that
Fll(P27RK1) = C21 @PB D WK1

Thus, if AC§ =0, then AF} = AP; holds.
As the two inputs of F} are P, and Pj, one 32-bit RK; can be computed
with one F-computation on average by Proposition 2.

2. Compute the subkey RK5y which causes the partial decryption of the pair
to match AC1Y = (o, 0,0,0).
According to

CI0=Ci' e WKz @ F'(C3', RKo1) and AC = (o, 3,0,0),
we derive that
ACF? = ACY = a, ACY° = AC3' = 0 and AC3° = AC3 = 0.
Hence, it is sufficient to guarantee
ACTY = 0.

From
CH = FJNC3°, RK ) © C1° © WKy,

it is obvious that
AF3t = ACH when AC{? = 0.
By
0102061 and 030/ _ &1/7

RK5g can be derived with one F-computation by Proposition 2.

Till now, for each pair, we find one 64-bit wrong subkey (RK7, RK2y) with
two F-computations, and discard it from the subkey space. After analyzing 26°-5
pairs, the number of subkey left in the 264 subkey space is about

264 . (1 — 2764)2%7 & 964 =277 041 < 1.

So, only the right subkey (RK;, RK2¢) is left.

Complexity evaluation

The number of chosen plaintexts is 270+ , and the time complexity
for obtaining the ciphertexts is 2!''%% encryptions and the time complexity of
sieving the right key is about 279 F-computations which is equivalent to about
266-5 encryptions.

948 _ 91185
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4.3 Attack on 12-round CLEFIA

We try to extend the attack on 11-round variant to 12-round, with one addi-
tional round on top of the 9-round impossible differential and two rounds at
the end. Basically, the attack is the combination of the two attacks presented
above. However, the direct combination will a little exceed the complexity of
the exhaustive attack. We put more constraint conditions on the plaintext dif-
ference to enforce the first two bytes of ACS and AC1Y to be zero. So, instead
of the original 128-bit subkey (RK;, RKss, RK>3, RKoo ® WK3), there exists
only 96-bit subkey (RK1, RK2, RKa3, RK5, 5, RK5 3), which guarantees the
impossible differential, where RKj, , and RKj, 5 denote the last two bytes of
RK5y @ W K3, respectively.

Sieving pairs

For all the 2'6 possible ¢, of which the first two bytes are zero, we compute
a table TB; to store the 26 values of M;(a) and a table TBy to store the
216 values of My(a). Because M is linear, for §1,8o € T By, it is obvious that
61 ® s € THy.

Choose a structure of plaintexts as follows:

Struc = {Py, P, P ® o, Ps® | Py, P1, P, P3 are fixed, the first two bytes of «
are zero and the other two take 26 possibilities, § € T By }.

Fulfilling Algorithm 1 in Section 4.1, in which C is selected as (P >>>
32) @ C, we can easily search a pair with AC = (3,7,0, a), where 3 € {0,1}32
and v € {0,1}32 are non-zero. Choose the ciphertexts pairs satisfying 3 € TBy
with probability of 2716,

2~ 7p such pairs can be found by searching n structures, and n is determined
later.

232

Recovering the subkey (RK 2, RK) 3, RK2, RKa3, RK3g 5, REK3 3)

For each selected pair, because M; '(§) and the first two bytes of a are
zero, we know that the input XOR and output XOR of the first two S-boxes
involved in F} are zero. So only the last 16-bit (RK; 2, RK; 3) of RK; affects
AC]. Similarly, since the input XOR and output XOR of the first two S-boxes
involved in Fij* are zero, only the 16-bit (RK3 5, RK} 3) affects AC{°. Thus, we
only discard 96-bit wrong subkeys (RK} 2, RK} 3, RKa2, RK3, RKj o, RK5g 3)
involved in the impossible differential.

To ensure the impossible differential occur, we need

AC" = (0,0,0,0) and AC™ = (,0,0,0).

1. For AC' = (0,,0,0), the situation is the same as step 1) of Section 4.2.
Therefore, we can compute one (RK; 2, RK; 3) in one F-computation.

2. For AC' = («,0,0,0), the output differences of the last two rounds are the
same with those shown in Figure 3, and we can deduce 232 wrong subkeys
(RKa2, RK93, RK}g 5, RK}g 3) by the same method as Section 4.1. This step
takes about 232 F-computations.
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For each collected pair, we can filter out 232 wrong 96-bit subkeys (RK7 o,
RK, 3, RK23, RK»3, RK) 5, RK} 3) in about 232 F-computations.
In order to satisfy

96
2% (1- 555

the expected n is about
217.264. 96 . In2 ~ 2871,

Therefore, after analyzing 27 pairs, the right (RK1 2, RK1 3, RK2, RK»3, RKj 5, RK} 3)
is left.

Complexity evaluation

The data complexity is about -n = 21191 The time complexity for ob-
taining the ciphertexts is 211! encryptions and the time complexity of sieving
the right key is about 270! . 232 = 21021 F_computations, which equals to 2981
encryptions.

232

5 Attacks on 13-round CLEFIA-192/256 and 14-round
CLEFTA-256

5.1 Attack on 13-round CLEFIA-192/256

This section extends our attack to 13-round CLEFIA-192/256, by adding one
more round on top of the 12-round attack (See Figure 5). The main purpose
is to sieve the related subkey (RKj, RKo 2, RKo 3, RK3 @ WK;, RK24, RKss,
RKs9 @ WK3) by the similar techniques in Section 4.1 and Section 4.3.

Sieving pairs

Similar to Section 4.3, for all the 26 possible &, of which the first two bytes
are zero, construct a table T'By to store the 216 values of M(9).

A structure is a set of 264 plaintexts defined as follows:
Struc = {Py ® 6, P D€, Py, P3 ® | Py, Py, P2, P are fixed, the first two bytes
of § are zero and the other two randomly take 2!6 cases, e € T By, a € {0,1}32
is non-zero}.

We select the pairs with AC = (8,7,0,a), where 3 € {0,1}3? and v €
{0,1}32 are non-zero. Select 2%3n such pairs from n structures.

Recovering the subkey (RK1, RKy 2, RKo 3, RK3s®W K1, RKo4, RK25, RK9o®
WK3)

As described in Section 4.3, because M; ' (¢) and the first two bytes of § are
zero, only (RK( 2, RKy 3) is related to the condition AC§ = 0.

For each of the 253n remaining pairs, we can filter out 2% wrong 176-bit
subkeys (RKl, RKO,Q,RKO)?,, RK3 ® WK, RKo4, RKo5, RKoo @ WKg) by the
following steps.
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1. Guess RK; € {0,1}*? and RK»5 € {0,1}%2.

2. For the guessed RKs5, we compute one wrong (RKsy, RKo & WK3) with
the techniques in Section 4.1. This step takes about one F-computation.

3. For the guessed RK, we focus on the related subkey (RKy 2, RKo 3, RK3®
W K,) of the first two rounds.
It is easy to prove that

AC? = (0,,0,0) if and only if AC3 =0 and AC3 = 0.
(a) For AC2 = 0, according to
Cy = C2 and Cj = F; (Py, RKy) @ P, & WK,

we can derive the 16-bit key (RKy 2, RK¢ 3) with one F-computation by
Proposition 2.
(b) For AC3 =0, from

we get
AF? = ACY.
By
Cy = F}(Py, RK;) ® Ps @ WK, and AP, =0,
we have

ACL = APy,

So we search InS%, involved in F by Proposition 2.
According to Proposition 3, for the guessed RK7, we can derive (RK3 ®
W K1) in one F-computation, such that

RK3; ® WK, = InS;, @ F (P2, RK,) ® Ps
From a) and b), one wrong (RKy 2, RK¢ 3, RK3 ® WK;) is computed.

Summing up 1)-3), we filter out one wrong subkey (RKy 2, RKo3, RK3 ®
WK;, RK24, RK29 ® WK3) for each guessed (RK;, RK»5). Totally, for each
pair, we capture 264 176-bit wrong subkeys (RK1, RKas, RKo 2, RKo 3, RK3 &
WK1, RKoy, RK9s & WK3) in 266 F-computations, and delete them from the
subkey space.

From

9176 (1— 2—112)253n <1

)

we know that n is at least 256.

Complexity evaluation

Clearly, the number of chosen plaintexts is about 256 - 264 = 2129 The time
complexity is 263 . 256 . 266 — 2185 F_computations, which is about 28! encryp-
tions.
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Remark 1. We use a table to keep the list of discarded keys where the entries
are initialized to 0, and are set to 1 when the corresponding keys are discarded.
As described in [1], for each chosen (RK;, RK5s5), we only need to save the 112-
bit subkey (RKo 2, RKo3, RK3 ® WK1, RKos, RK9s & WK3) to sieve the right
subkey, so the required memory is 2''2 bits.

5.2 Attack on 14-round CLEFIA-256

Furthermore, our attack can be applicable to 14-round CLEFIA-256, with three
rounds at the end of the 9-round impossible differential and two additional
rounds on the top.

Impossible Q

Differential *
A N : 9-round
ttack on RK2o Impossible
13-round . .
CLEFIA-192/25810 ' h  Differential
o__|

WK
; Outpﬁt
o' ¢ «a nDifference
Fig. 5 Impossible Differential Attack on 14-round CLEFIA-256
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In our attack, the related subkey (RKy 2, RK¢ 3, RK1, RK3 & WK;) can be
directly found by the same method in Section 5.1. Because there exist more sub-
keys (RKo6, RK29, RKo5 ® WKy, RKoy ® W K3, RKo7) in the last three rounds
which are related to the impossible differential, we will give more computational
details about searching the right subkey. The attack on 14-round CLEFIA-256
is illustrated in Figure 5.

Sieving pairs

A structure is composed of plaintexts as described in Section 5.1,
Struc = {Py ® 0, Py ® €, Po, Ps ® o | Py, P1, P>, P3 are fixed, the first two bytes
of § are zero and the other two randomly take 26 cases, € € T By, a € {0,1}3?
is non-zero}

Choose the pairs with AC' = (v, (, a, 1), where 7, ¢, n € {0, 1}3? are non-zero.
We find 2% pairs with such AC from each structure, and select 2%°n pairs from
n structures.

264

Recovering the subkey (RKy 2, RKo3, RK1,RKs @ WK1, RK3, RKy @
WK3, RKys ® WK, RKs, RK7)

1. Guess each RK; € {0,1}?? and RK»; € {0,1}32.

2. For the guessed RK7, we deduce one wrong (RKy 2, RKo 3, RK3®WK7) by
about two F-computations.

3. For the guessed RKo7, we intend to derive the related subkey (RKsg, RKa2,
RKo5 ® WKy, RKoy & WK3) which leads to AC! = («,0,0,0).
To match AC' = («,0,0,0), it is equivalent to satisfy the following three
conditions:

ACH =0,AC?* =0 and AC}® = 0.
(a) For AC{3 =0, from
Ol = ol and C}* = FJ4(CF, RKy) @ CF2 @ WKy,

the wrong RKyg is derived with one F-computation by Proposition 2.
(b) For AC}! = 0, we know that

AFy? = ACy® = ACS®

by
Ci? =0 and O = CF? @ FI2(C)', RK ).

In order to deduce RK29, we have to calculate Ci! and AC33. Tt is clear
that AC23 can be easily obtained by the final round operation:

05° = C5' @ F*(C°, RK27) ® WK3, where C3° = C3*.

The following step is to compute C}*.
Since

Cll = CI2,C1 = CI2 & FI3(C12, RKs) and O = O,
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we have
Cit =3t @ F13(C)%, RKys).
According to the structure of F|'3, it is easy to know
12 13 13 13 13 13
CQ @ RKQE) = InSFvl = InSF170|InSF171|InSF1’2|InSF173.
For each guess of RKy5; & W K5, we compute

InSi = 03 ® REK»s
- 0113 @ RK25
= Cl* & Fy*(C3*, RK26) & W K2 & REK»s.

So, F3(C3%, RK35) can be computed by
My[S1(InSE o), So(InSE 1), S1(InSE 5), So(InSE 3)]".

Thus, we get the value of C}!L.
Combining C3! with ACY?, RK3y can be computed by Proposition 2.
Totally, we obtain 232 values of (RK22, RK25®W K>) in this step, taking
about 23* F-computations.

(c) For ACT? = 0, we have

AF;® = ACy® = ACy* =~

by
Cl = C1* & F§*(C*. )
From
ACy* = ACS?

which is obtained in b), we can deduce I nS}rg
According to Proposition 3, RK>4 & W K3 can be computed by the fol-
lowing equation

REKy & WK;3 = C3* @ F{*(C3*, RKa7) ® InSE .

Thus, we calculate 232 values of (RKag, RK22, RKos ® WK, RKoy & WK3)
for each RKs7 in about 234 F-computations.

So far, we can discard 232 - 264 = 29 wrong 240-bit subkeys (RKj 2, RKo 3,
RK{,RKs®WK,, RKos, RKoo, RKos W Ko, RKoy W K3, RK27) with about

298 F-computations. After analyzing 2°°n pairs, the number of wrong subkeys
left is
29 05
240 295y,
2 . (1 — 22740) <1,

where n is about 2564,
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Complexity evaluation

The number of chosen plaintexts is about 2°6-4 . 264 . The time com-
plexity is about 21014 . 298 = 922494 F_computations, which equals to 22454
encryptions.

As described in Section 5.1, for each RK; and RK>57, we save only the 176-bit
subkeys, so the required memory is about 2!76 bits.

— 91204

6 Conclusions

In this paper, we present a chosen-plaintext attack on reduced CLEFIA variants.
Table 1 shows the comparison between the attack in [6] and our attack. Refer-
ence [6] only cryptanalyzes 10-round CLEFIA-128/192/256, 11-round CLEFIA-
192/256 with key whitenings, and 12-round CLEFTA-256 without key whiten-
ings. In our attack, we explore some observations and some tricks to break 11-12
rounds CLEFIA-128/192/256. The attack can be applied to 13-round CLEFIA-
192/256 and 14-round CLEFIA-256. It is deserved to notice that all our attacks
are applicable to the reduced CLEFIA with key whitenings.

Table 1. Summary of Impossible Differential Attacks on Reduced CLEFTA

Round Ref. [6] This paper

Num. Key Length Data Time Key Length Data Time
10 128/192/256 | 21017 2102 128/192/256 | 21015 21015
11 192/256 | 21035 2188 128/192/256 | 21031 2103.1
12 2564 | 21038 2252 128/192/256 | 21191 2119-1
13 - 192/256 2120 2181
14 _ 956 | 21204 9245.4

“ without key whitenings
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