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Abstract. Unbalanced Feistel schemes with expanding functions are used to construct pseudo-random permutations
from kn bits to kn bits by using random functions from n bits to (k — 1)n bits. At each round, all the bits except n
bits are changed by using a function that depends only on these n bits. C.S.Jutla [6] investigated such schemes, which
he denotes by FZ, where d is the number of rounds. In this paper, we describe novel Known Plaintext Attacks (KPA)
and Non Adaptive Chosen Plaintext Attacks (CPA-1) against these schemes. With these attacks we will often be able
to improve the result of C.S.Jutla. We also give precise formulas for the complexity of our attacks in d, k and n.

Key words: Unbalanced Feistel permutations, pseudo-random permutations, generic attacks on encryption schemes, Block
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1 Introduction

A Feistel scheme from {0, 1} to {0, 1}! with d rounds is a permutation built from rounds functions fi,..., f4. When these
round functions are randomly chosen, we obtain what is called a “Random Feistel Scheme”. The attacks on these “random
Feistel schemes” are called “generic attacks” since these attacks are valid for most of the round functions fi,... f4.

e When [ = 2n and when the f; functions are from {0,1}" to {0,1}" we obtain the most classical Feistel schemes, also
called “balanced” Feistel schemes. Since the famous paper of M.Luby and C.Rackoff [11], many results have been obtained
on the security of such classical Feistel schemes (see [12] for an overview of these results). When the number of rounds is
lower than 5, we know attacks with less than 2!(= 22") operations: for 5 rounds, an attack in O(2") operations is given in
[15] and for 3 or 4 rounds an attack in v/2" is given in [1],[13]. When the functions are permutations, similar attacks for
5 rounds are given in [7] and [9]. Therefore, for security, at least 6 rounds are recommended, i.e. each bit will be changed
at least 3 times.

e When [ = kn and when the round functions are from (k — 1)n bits to n bits, we obtain what is called an “Unbalanced
Feistel Scheme with contracting functions”. In [12] some security proofs are given for such schemes when for the first and
the last rounds pairwise independent functions are used instead of random contracting functions. At Asiacrypt 2006 ([16])
generic attacks on such schemes have been studied.

e When [ = kn and when the rounds functions are from n bits to (k—1)n bits, we obtain what is called an “Unbalanced
Feistel Scheme with expanding functions”, also called “complete target heavy unbalanced Feistel networks” (see [17]).
Generic attacks on Unbalanced Feistel Schemes with expanding functions is the theme of this paper. One advantage of
these schemes is that it requires much less memory to store a random function of n bits to (k — 1)n bits than a random
function of (k—1)n bits to n bits. BEAR and LION [2] are two block ciphers which employ both expanding and contracting
unbalanced Feistel networks. The AES-candidate MARS is also using a similar structure.



Attacks on Unbalanced Feistel Schemes with expanding functions have been previously studied by C.S.Jutla ([6]). We
will often be able to improve his attacks by attacking more rounds, or by using a smaller complexity. Moreover we will
generalize these attacks by analyzing KPA (Known Plaintext Attacks), not only CPA-1 (non adaptive plaintext attacks)
and by giving explicit formulas for the complexities. We will not introduce adaptive attacks, or chosen plaintext and chosen
ciphertext attacks, since we have not found anything significantly better than CPA-1.

We will have essentially three families of attacks called “2 point attacks” (TWO), “rectangle attacks” (SQUARE, R1,
R2, R3, R4) and “Multi-Rectangle attacks”. It can be noticed that k = 2 is very different from k = 3 (and k > 3), since
we do not have the analog of the “rectangle” attacks.

The paper is organized as follows. First, we give some notation. Then, the paper is organized in three parts. In Part I,
we describe our different TWO and Rectangle attacks when k = 3. In Part I, we present the TWO and Rectangle attacks
for any k, k > 3. Our attacks for any k£ > 3 are in fact a generalization of our attacks for £ = 3. Finally, in Part III, we
present other attacks.

2 Notation

We first describe Unbalanced Feistel Scheme with Expanding Functions F{ and introduce some useful notations. F¢ is a
Feistel scheme of d rounds. At each round j, we denote by f; the round function from n bits to (k — 1)n bits. f; is defined
as f; = (f;l),f]@), .. .,f;kfl)), where each function f;l) is defined from {0,1}" to {0,1}". On some input [I',I2,... I¥]
F{ produces an output denoted by [S1, 52, ..., S5*] by going through d rounds. At round j, the first n bits of the round
entry are used as an input to the round function f;, which produces (k — 1)n bits. Those bits are xored to the (k — 1)n
last bits of the round entry and the result is rotated by n bits.

The first round is represented on Figure 1 below:
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Fig. 1. First Round of F}?

We introduce notation X7: we denote by X7 the n-bit value produced by round j, which will be the input of next
round function f;y;. We have
Xt =ro i
X =1 e [P e £ (X
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More generally, we can express the X7 recursively:
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After d rounds (d > k + 1), the output [S?,S2,..., S¥] can be expressed by using the introduced values X7:
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More generally, we can express the S7 recursively:
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Inversion of F,gl
For all Ay,...,Ag € I,,, let
U[A17 AQ} R Ak‘] - [Ak7 Ak‘*l) .. 7A27A1]

We have o o 0 =Identity and (F}( (1), ce 1(l€71)))_1 =0o F,i(fl(k*l)7 cee fl(l))) o 0. Therefore by composition, we see
that the inverse of an F is another F{ if we take the k inputs, the k outputs and the d(k — 1) functions in the inverse
order:
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3 Overview of the Attacks

We investigated several attacks allowing to distinguish F, ,f from a random permutation. Depending on the values of k and
d some attacks are more efficient than others. All our attacks are using sets of plaintext/ciphertext pairs : the sets can be
simply couples (for attack TWO) or a rectangle structure with either four plaintext/ciphertext pairs (attack SQUARE)
or more (attacks R1, R2, R3, and R4). Depending on the number of rounds, it is possible to find some relations between
the input variables and output variables of the pairs of a set. Those relations can appear at random or due to equalities
of some internal variables due to the structure of the Feistel scheme.

The TWO attack consists in using m plaintext/ciphertexts pairs and in counting the number N Fd of couples of these
pairs that satisfy the relations between the input and output variables. We then compare N P with Npmm where Nperm
is the number of couples of pairs for a random permutation instead of Fd The attack is successful i.e. we are able
to distinguish F from a random permutation if the difference |E(N F,:z) — E(Nperm)| is much larger than the standard
deviation operm and than the standard deviation Opd, where E denotes the expectancy function. In order to compute
these values, we need to take into account the fact that the structures obtained from the m plaintext/ciphertext tuples are
not independent. However their mutual dependence is very small. To compute operm and o Fd, We will use this well-known
formula as in [16] that we will call the “Covariance Formula”:

V(Z ;) Z Vix;) + Z (@i, 25) (xi)E(xj)]
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where the z; are random variables.
In the attacks R1, R2, R3, and R4, we use a rectangle structure: we consider ¢ plaintext/ciphertext pairs where ¢ is an
even number and is the total number of indexes of the rectangle. We will fix some conditions on the inputs of the ¢ pairs.



On the case of F; ,f, those conditions will turn into conditions on the internal state variables X7 due to the structure of the
Feistel scheme. These conditions will imply equations on the outputs. On the case of a random permutation, equations on
the outputs will only appear at random. By counting the sets of ¢ pairs satisfying the conditions on inputs and outputs,
we can distinguish between F’ ,f and a random permutation, since in the case of F} ,f the equations on the outputs appear not
only at random, but a part of them is due to the conditions we set. However, those attacks are not always able to distinguish
between F,f and a random permutation, since it requires some internal collision to appear in the structure of the Feistel
scheme. For some instances of F,f the desired collision will not exist and the attacks will fail. There exists a probability e
which is a strictly positive constant independent of n such that rectangle structures appear for F ,f. Consequently, in order
to verify that we are able to distinguish between the family of F{! permutations and the family of random permutations,
we can apply our attacks on several randomly chosen instances of F or of random permutation, count the number of
instances were the attack is working and compare this number for F; ,f and for a random permutation. Attacks R1, R2, R3,
and R4 all share this principle but the conditions imposed on the plaintexts and ciphertexts are different.

The SQUARE attack is a special case of attack R1, when ¢ = 4. In the next sections, we will give more precise
definitions of these attacks and examples for attack TWO and attack R1. Finally we will consider attacks with more than
2k computations, i.e. attacks against generators of pseudo-random permutations.

For a fixed value of k, attack TWO is very efficient for small values of d. When d increases, first SQUARE, which is a
variant of R1, then R1 will become the best known attack. Then, when d increases again, R2, R3 or R4 will become the
best known attack. Finally, for very large d, TWO will become again the best known attack.

Part I:
TWO and Rectangle Attacks on F ,f with k£ =3

4 Attacks “TWO” with k=3 and d <5

In this section, we will describe a family of attacks called “TWQO”. These attacks will use correlations on pairs of plain-
text /ciphertexts. Therefore, they can be called “2 points” attacks. When k = 2 (i.e. on classical balanced Feistel Schemes)
these attacks give the best known generic attacks (cf [15]). However these attacks where have not been studied in [6]. As
we will see, TWO attacks are more efficient than the attacks of [6] when the number of rounds is very small, or very large
but, surprisingly, not when the number of rounds is intermediate.

Remark. We present here TWO only for £k = 3 and d < 5. TWO for k£ = 3 and d > 6 will be presented in Appendix
A and TWO for any k& > 3 will be presented in Section 11.

4.1 Attack TWO against FyJ

We just test if S2 = I''. We need one message and about one computation in KPA and CPA-1.

4.2 Attack TWO against F32

We will concentrate the attack on the equation: X! = 12 & (1), i.e. here S3 = 12 & fV(I1).

— For the CPA-1 attack, we choose two messages such that I' is constant. Then we test if S® @ I? is constant. Thus in
CPA-1, we need only 2 messages (and about 2 computations).

— For the KPA attack, we can transform this CPA-1 attack. If we have two indices i < j such that I'(i) = I'(j), then
we test if S3(i) © S3(j) = I?(4) @ I?(5). Here, from the birthday paradox, this KPA attack is in O(v/2") messages and
O(+/27) computations.



4.3 Attack TWO against F

We will concentrate the attack on the equation: S% = I3 @ f1(2)(11) @ fQ(I)(I2 @ fl(l)(Il)) (since here we have S3 = X?2).

— For the CPA-1 attack, we choose two messages such that I' and I? are constant. Then we test if S% @ I® is constant.
Thus in CPA-1, we need only 2 messages (and about 2 computations).

— For the KPA attack, we can transform this CPA-1 attack. If we have two indices i < j such that I'(i) = I'(j) and
I2(i) = I*(j), then we test if S3(i) ® S3(j) = I3(i) @ I3(j). Here, from the birthday paradox, this KPA requires O(2")
messages and O(2") computations.

4.4 Attack TWO against Fy

CPA-1 Attack
We will concentrate the attack on the equation: S? = X2 @ f4(2)(53) (since here X3 = §3) with

X*=Po @) e N12e fO1Y).

For the CPA-1 attack, we will choose m messages (m =~ v/2") such that I' and I? are constant. Therefore for all i, j we will
have: X2(i)® X?2(j) = I?(i) ©I3(j). Now when m > O(y/2"), from the birthday paradox, we know that we will have with a
good probability at least one (4, j), i < j such that S3(i) = S3(j). If this occurs, we will test if S2(i) D S?(j) = I3(i) DI3(j).
This appears with probability about st for a random permutation and with probability 1 on Fj when S3(i) = 53(j),
I'(i) = I'(4) and I?(i) = I?(j). Thus we have obtained a CPA-1 attack with O(y/2") messages and O(v/2") complexity.

KPA Attack

We can transform this CPA-1 attack in a KPA attack in the usual way: we wait for collisions on I*, I?, and S, and we
test if S2(i) @ S2(j) = I3(i) ® I3(j). From the birthday paradox, we will get with a good probability at least one collision
on I', I?, $3 when m? > O(23"). Therefore the number of messages and the complexity are here in O(2%").

Remark: There is also another KPA attack on F3: we just have to count the number of i < j such that S3(i) ® S3(j) =
I'(i) ® I'(4). It is possible to prove that there is a small deviation of this value and that this attack also has a complexity
in 0(2%) messages and computations. (We do not give the details since it gives the same complexity).

4.5 Attack TWO against Fy

CPA-1 Attack
We will concentrate the attack on the equation: St = X2 @ ff) (X3 o f5(1)(X4), with

X =PofMe e 1), X'=5 X*=5e (s

For the CPA-1 attack, we will choose m messages (m ~ 2") such that I' and I? are constant. Therefore for all 4,j, we
will have: X2(i) @ X2(j) = I3(i) @ I*(j). Now when m > O(2"), from the birthday paradox, we know that we will have
with a good probability at last one (i,j), i < j, such that S2(i) = S2(j) and S3(i) = S3(j). This means here (since
S? = X3 féQ)(X‘l) and S? = X?) that X%(i) = X*(j) and X3(i) = X3(j). If we get such an (i,5), we will test if:
SY(i) & S*(j) = I*(i) @ I(j). This appears with probability about 5~ for a random permutation and with probability
1 on F3, when I'(i) = I'(5), I%2(i) = I?(j), S%(i) = S%(j), S3(i) = S3(j). Thus we have obtained a CPA-1 attack with
0O(2™) messages and O(2") complexity.

Remark: If we get no such (i, j) for some value I* and I? (we then have at most 2" possibilities for I?), we can try
again with some other fixed values I', I?. With a high probability, we will get a solution after only a few tries.

KPA Attack

We can transform this CPA-1 attack in a KPA attack in the usual way: we wait for collisions on I', 1%, §2, S3, and
then we test if S1(i) @ S'(j) = I3(i) © I*(j). From the birthday paradox, we will get with a good probability at least one
collision on I*, 1%, S%, S3 when m? > O(2%"). Therefore the number of messages and the complexity are here in O(22").



Remark: There is also another possible KPA attack on F3: we just have to count the number of (i, j), i < i such that
I'(i) = I'(j) and X4(i) @ I?(i) = X*(j) @ I*(j). It is possible to prove that there is a small deviation of this value and
that this attack also has complexity in O(22") messages and computations. (We do not give the details here since it gives
the same complexity).

5 “SQUARE” Attack on Fy

We will present here our best attack on FS. This attack belongs to a family of attacks that we have called “SQUARE”
(‘SQUARE” attacks will be a special case of “R1” attacks when we use only a square of 4 points in the attack. More general
description of the SQUARE and R1 attacks will be given below and in Section 13). We have F[I', 1%, 3] = [S1, 52, 53]
with

S'= X% e [P (XY @ [V (X7)

$2=x'o [P (X0)

93 = X°

with
Xl=1 e f
X2=re 71" & £ (XY
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Let i1, 42, i3, i4 be four indices of messages (so these values are between 1 and m). We will denote by [I*(«), I?(«), I3(c)]
the plaintext of message i,, and by [S*(«),S?(a), S3()] the ciphertext of message i,. (i.e. for simplicity we use the
notation I'(a) and S'(a) instead of I'(iy) and S*(iy), 1 < a < 4). The idea of the attack is to count the number A of
indices (41,2, 43,%4) such that:

I*(1) = 14(2)

I'(3) = 1'(4)

I2(1) @ I2(2) =I?(3) @ I%(4)

Bl e 3(2) =I33) @ I3(4)

S3(1) = 53(2)

S3(3) = S3(4)

§2(1) = 52(2)

52(3) = 52(4)

SH1) @ S12) = S'B3) @ S'(4) = (£ (X)) @ £2(X1(2)))

We will call the 4 first equations the “input equations”, and we will call the 5 last equations the “output equations”.

KPA.

If the messages are randomly chosen we will have E(N) ~ 2%. (The standard deviation o(N) can also be computed,
cf Appendix C, however the standard deviation is not needed here since E(N') will be about the double for F¥). (In
attacks TWO the standard deviation will generally be o(N) ~ /FE(N), but not in rectangle attacks anymore. However,
in rectangle attacks we will generally have o(N) < E(N), and therefore a deviation by a factor of 2 will be enough if
E(N) > 1). For a F$ permutation we will have about 2 times more solutions since the 5 output equations can occur at
random, or due to these 5 internal equations:

XH(1) = X1(3)
X2(1) = X2(2)
X3(1) = X3(3)
X1(1) = X*(2)
X°(1) = X°(2)

(=)



Therefore here we have: ¢ =4, a =2, ny =4, ng = 5, nx = 5, where ¢ denotes the number of points linked with the
equalities, a denotes the number of equations in X between the indices 1 and 3, n; denotes the number of input equations,
ng the number of output equations and ny the number of needed equations in X.

These equations are summarized in figure 2 below.

1 Xt X3 3
It X% x4, Xx° It ::XQ,X‘*,XE‘
2 XxLxr g

Fig. 2. SQUARE Attack on F¥

In this figure 2 two points are joined by an edge if the values are equal (for example I'(1) = I'(2)). We draw a
solid edge if the probability appears with probability 2% and a dotted line if the equality follows conditionally with
probability 1 from other imposed equalities. For example here, from X'(1) = X!(3) we get X!(2) = X'(4) (since

X' e X'2)eX'3)e X(4)=1?1) e I?(2) & I3(3) ® I?(4) = 0). Similarly
X2(1) = X2%(2) gives X2(3) = X?%(4)
X3(1) = X3(3) gives X3(2) = X3(4)
X4(1) = X4(2) gives X*(3) = X*(4)
X5(1) = X5(2) gives X°(3) = X°(4)

Now since §3 = X7, 52 = X4@ £V (X?) and 5! = X3 (x4 @ £V (X5), we get the 5 output equations written above.
Therefore, in KPA, for a F$ permutation, the expectancy of A is larger than for a random permutation by a value about
;’5—: (since we have 5 equations in X and 4 in I), i.e. we expect to have about 2 times more solutions for N': E(N) ~ 222”:
for F9. So we will be able to distinguish with a high probability F$ from a random permutation by counting N When
N # 0, with high probability i.e. when m > 297 or m > 2% . We have found a KPA with 0(2 xS ') complexity and O(27% )
messages. (This is better than the O(2%") complexity found in section 3).

CPA-1.

We can transform this KPA in CPA-1. We will choose only two fixed different values a and b, a # b for I': 7 plaintexts
will have I' = @ and 5 plaintexts will have I 1 = b. Let a be a fixed integer between 0 and n (the best value for a will
be chosen below). We Will generate all the possible messages [I*, 12, I3] such that I' has the value a or b, the first « bits
of I? are 0, and the first o bits of I? are 0. Therefore we have m = 2 -2nme . 2n— How many solutions (i1, 2, i3,44) Will
satisfy our 4 input equations? For i; we have m possibilities. Then, when i, is fixed, for iy such that I'(2) = I*(1) we
have % possibilities, and for i3 such that I*(3) # I'(1) we have % possibilities. Then, when i1, iz, i3 are fixed, we have
one and exactly one possibility for i4, since I'(4), I?(4) and I®(4) are now fixed from the input equations. Therefore, for

(i1,1492,13,14) that satisfy our 4 input equations, we have exactly mTB solutions. For a random permutation we will have
EWN) ~ ﬁsn (since we have 5 output equations). For a permutation F$ we will have E(N) ~ 2’3—53", i.e. about 2 times
more solutions, since these 5 output equations can occur at random, or due to 5 internal equations in X, as we have seen.
So this CPA-1 will succeed with a high probability when A # 0 with a high probabihty i.e. when m > O( 5”) (Therefore
we will choose a ~ 2 for m ~ 2% . We have found here a CPA-1 with O(2%") complexity and O(2%") messages. (This is
better than the O(2") complexity found in Appendix A).



Complexity

Here the complexity is in O(m) because we can compute N in O(m). For this we can proceed in 3 steps.

Step 1: we compute all the solutions (i,5) such that S3(i) = S3(j), S?(i) = S?(j) and I'(i) = I'(j). We need here
O(m) computations and we will find about ;’;‘—i ~ 2% solutions. We store these solutions in two sets A4 and B: A with
I' = a, B with I' =b.

Step 2: we compute A’ = {S(i)®S5(j), (i,j) € A} and B’ = {S(i)®5(j), (i,5) € B}. We have about 2" solutions
in A, and 2% solutions in B'.

Step 3: now we look for a common value in A’ and B’. This can be done with 2% computations (and memory), and
we will find about (2% )2/2" solutions, i.e. O(2%") solutions. The number of these solutions gives N

Remark. This attack on F¥, unlike our attacks on Fy, F§, F3, and unlike the TWO attacks of the previous sections
can be seen as using only ideas already present in Jutla’s paper [6] (except the fact that we have also designed a KPA,

not only a CPA-1).

6 “SQUARE” Attack on Fy

We will now describe our best attack on Fi. As we will see, we will obtain here a complexity in O(2?") in CPA-1 and in
O(2%) in KPA. This is better than the O(23") of the TWO attacks. In [6], Jutla shows that he can obtain on F¢ attacks
with complexity less than O(2*") when d < 3k — 3. For d = 3, this gives attacks up to only 6 rounds, unlike here where
we will reach 7 rounds with a complexity less than 23", We have Fy[I', I, I3] = [S1, 52, 93] with

St=X'e 7X@ f77(X°)
$*=X°e f¥(X9)
93 — X6
with
X1 =1 e fi
X2=1 o [ o f5) (X"
X371 ) f2(2) X1 ® fél)(X2)
(X9)
(X%

(
32( ) 41
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Let i1, i2, i3, i4, i5, i be six indices of messages (so these values are between 1 and m). We will denote by [I* (), I?(a), I3(a)]
the plaintext of message i, and by [S!(«), S%(), S®()] the ciphertext of message i,. (i.e. for simplicity we use the nota-
tion I'(a) and S'(«) instead of I'(i,) and S1(i,), 1 < a < 6). The idea of the attack is to count the number A of indices

(il, i2, ig, i47 ’i5, iﬁ) such that:

I'Y(1) = I'(2) and I'(3) = I'(4)

FP)erI?(2) = I’3)aI*4)

B)ye P2 = PBB)ol*4)
and

S$3(1) = $3(2) and S3(3) = S3(4)

S2(1) = S2(2) and S?%(3) = S2(4)

St @ st(2) = S'B)@St4) =I1?(1) @ I%(2)

We will call the 4 first equations the “input equations” and we will call the 6 last equations the “output equations”.
KPA. If the messages are randomly chosen, for a random permutation we will have E(N) ~ 2’?—; (The standard

deviation o can also be computed, c¢f Appendix C where an example of such a computation is given. However the standard

deviation is not needed here since E(N') will be about the double for Fy). For a Fi permutation we will have about 2
times more solutions since the 6 output equations can occur at random, or due to these 6 internal equations:




X(1) =X1(3)
X2(1) = X2(2)
X3(1) = X3(2)
X4(1) = X4(3)
X5(1) = X°(2)
XO(1) = X°(2)

Therefore here we have: ¢ =4, a =2, ny =4, ng = 6, nx = 6, where ¢ denotes the number of points linked with the
equalities, a denotes the number of equations in X between the indices 1 and 3, n; denotes the number of input equations,
ng the number of output equations and ny the number of needed equations in X.

These equations are summarized in figure 3 below.

1 Xt x4 3
It X% X3, x5 X6 ' X% X3 X0, X6
2 XxLx* g

Fig. 3. SQUARE Attack on Fy

In this figure 3 (as in figure 2), two points are joined by an edge if the values are equal (for example I'(1) = I'(2)).
We draw a solid edge if the probability appears with probability 2—1” and a dotted line if the equality follows conditionally
with probability 1 from other imposed equalities. For example here, from X!(1) = X1(3) we get X'(2) = X!(4) (since

X' MeX'(2)aeX'(3)® X1 (4) =12(1) & I*(2) & I*(3) & I*(4) = 0). Similarly
X2(1) = X?%(2) gives X2(3) = X?%(4)
X3(1) = X3(2) gives X3(3) = X3(4)
X4(1) = X4(3)g1vesX4(2):X4(4)
X5(1) = X5(2) gives X°(3) = X°(4)
X0(1) = X5(2) gives X¢(3) = X6(4)

Now since $3 = X6, §2 = X%@ ¥ (X6) and §* = X*@ £ (X5) @ f (X6) with X* = 2@ f V(1Mo £ (X2 £V (X?),
we get the 6 output equations written above. Therefore, in KPA, for a Fy permutation, the expectancy of A is larger than
for a random permutation by a value of about 2%1 (since we have 6 equations in X and 4 in I), i.e. we expect to have
about 2 times more solutions for N': E(N) =~ 210” for F. So we will be able to distinguish with a high probablhty F3
from a random permutation by counting N’ when N # 0 with a high probability, i.e. when m* > O(21°%), or m > 0(2 z ).
We have found here a KPA with O(2%") complexity and O(2%") messages. This is better than the O(23™) complexity of
the attack TWO, and it shows that we can attack 7 rounds, not only 6 with a complexity less than 237,

CPA-1

We can transform this KPA in CPA-1. We will choose only 2 fixed different values a,b for I': 5 plaintexts will have
I' = a and 2 plaintexts will have I' = b. We will generate all (or almost all) possible messages [I*, £ 1%, 13] with such I*.
Therefore, m = 222", How many solutions (i1, iz, i3,i4) will satisfy our 4 input equations? For i1, we have m p0§s1b1htles
Then, when iy is fixed, for i such that I'(2) = I'(1), we have % possibilities. Then for i3, such that I'(3) # I'(1), w

have 7 possibilities. Now for i, we have one and only one p0551b1hty since the values I', I%, I® are fixed from the 1nput



equations when i1, i9, i3 are fixed. Therefore for (i1,2,13,74) that satisfy the 4 input equations, we have st solutions. For
a random permutation we will have E(N) ~ ﬁ:n (since we have 6 output equations). For a permutation Fy, we will have

EN) ~ 42%1, i.e. about 2 times more solutions, since the 6 output equations can occur at random, or due to 6 internal
equations in X as we have seen. So this CPA-1 will succeed when A # 0 with a high probability, i.e. when m? > O(2"),
or m > O(22"). Here we have m ~ 2 - 22" the probability of success is not negligible. Moreover if it fails for some values
(a,b) for I', we can start again with another (a,b). Therefore this CPA-1 is in O(22") complexity and O(22") messages.

(This is better than the O(23") attack TWO found in Appendix A).

7 Attack “R2” on F}

We will present here our best attack on F5. These attacks belong to a family of attacks that we have called “R2”. (A more
general description and analysis of the R2 attacks will be given in Section 14). Therefore we present here only the main
ideas (our notations and conventions for R2 are similar to those for R1). The ideas of the attack R2 on F¥ is to count the
number N of indices (i1, 42, i3, 44, i5, 96, i7,4s) such that:

IY(1) =113) = I'Y(5) = IY(7)

I'(2) =1'(4) = IY(6) = I'(8)

P e 22 = I?’3) @ I?’4) = I?(5) @ I*6) = I*7) @ I%(8)
P eIP2 = ’B) e I*4) = I)5) @ I6) = I37) @ I38)
and

S3(1) = $3(2) and S3(3) = S3(4) and S3(5) = S3(6) and S3(7) = S3(8)
S2(1) = S%2(2) and S2%(3) = S%(4) and S%(5) = S%(6) and S?(7) = S2(8)
Sty e St(2) = S'(3) @ S'(4) = S @ SY6) = SY7) @ S

= 19 e10@2) e fA(I'1) e f2(1'2)

We will call the 12 first equations the “input equations” and we will call the last 11 equations the “output equations. In the
same way as we did for R1 on F¥ and FY, we can easily prove that the expectancy for N is about double in F§ compared
with a random permutation, since in F¥§ the 11 output equations can occur at random or due to these 11 equations in X:

—
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(Remember that here $® = X7, $? = X6 @ féz)(S?’) and S* = X° @ f7(2)(X6) ® fél)(SS)).
Therefore here we have: ¢ =8, a =2, ny =12, ng = 11, nx = 11, with the usual notations for ¢, a, n;, ng, nx.
These equations are summarized in figure 4 below.
KPA
If the messages are randomly chosen we will have E(N) ~ 2@—38 for a random permutation, and E(N) ~ ;;28 for F$
). (This is less

permutations. Therefore with a good probability A/ # 0 (and the attack will succeed) when m > O(2
than 237).

CPA-1

We can transform this KPA in a CPA-1 in the usual way. Here we will choose all the possible (or almost all) I, I?
I3 such that the % first bits of I* are 0. Therefore we have here m = 2% - 2" . 2" = 2% possible inputs. Here E(N) ~ ;”Ti

(each collision in I' has probability about \/%) for a random permutation and E(N) ~ S;ﬁi for a F§ permutation. Here
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Xl,X3,X4,X6,X7 XI,X3,X4,X6,X7 E X17X3,X4,X6,X7 E XI,X3,X4,X6,X7

Fig. 4. R2 Attack on F¥

we have m = 0(2%) so the probability of success is not negligible. (Moreover if we find no solution we can try again by
fixing a bits of I'' at 0 different from the first a bits).

Remark. On points 1 and 2 we have 5 equations (in X!, X3, X% X© X7). Therefore a necessary condition for the
attack to succeed is m? > 25", This condition is satisfied here. Similarly, on points 1, 2, 3 we need m? > 28" in KPA (and
m3 > 275" in CPA-1). These conditions are also satisfied here.

8 Experimental Results

We have implemented the CPA-1 attacks SQUARE and R1 against FS, Fy, and F§. The attack against F¥ uses 4 points
and 2% plaintexts, the attack against Fi uses 4 points and 22" plaintexts, and the attack against F§ uses 8 points and
22:57 plaintexts. Our experiments confirm our ability to distinguish between F$ or FY or F§ and a random permutation.
Our experiments were done as follows:

— choose randomly an instance of F9 or Fy or F%

— choose randomly a permutation: for this we use classical balanced Feistel scheme with a large number of rounds (more
than 20)

— launch the attack in CPA-1

— count the number of structures satisfying the input and output relations for the FS or Fy or F¥ permutation and for
the permutation

— if this number is higher or equal to a fixed threshold (generally 1 or 2), declare the function to be a FS or Fi or F§
permutation and otherwise a random permutation

All these procedures are iterated a large number of time (at least 1000 times) to evaluate the effectiveness of our distin-
guisher. We give the percentage of success, i.e. the number of FS or Fy or F¥ that have been correctly distinguished and
the percentage of false alarm, i.e. the number of random permutation that have incorrectly been declared as F$ or Fy or
23

Table 1. Experimental results for CPA-1 attacks

scheme|n|threshold|Percentage of success of the attack|Percentage of false alarm
FS |8 2 54% 4%
Fi 6 1 33% 1%
¥ 16 1 38% 1%

Our experiments show that the distinguisher on F{ is more efficient than the one on FJ and than the one on F¥. But
in all case they confirm our ability to distinguish.

11



9 Why SQUARE, R1 and R2 are worse than TWO on F?fi, d> 10

TWO is at present our best known attack on F§, d > 10. This may look surprising, since SQUARE, R1 and R2 are better
for d = 6,7,8 and 9. We will quickly present the main reason why we were not able to find anything better than TWO
on F¢, d > 10. Essentially, the problem comes from the fact that with attacks like SQUARE, R1 or R2, we cannot have
nx < ng, when d > 10. Therefore, N is still slightly larger for Fi{ than for a random permutation, but not by a factor of
2 (or more) anymore. We have computed the advantage obtained (by computing the standard deviation o as explained in
Appendix C) but we do not give the details since this gives an attack with a complexity larger than TWO. We have also
tried different geometries for the equalities, (with nx < ng), but it has given a larger complexity than TWO.

Remark. Alternatively, we can see the problem like this: since a > L%J we need at least 3 equations in X between
indices 1 and 2. Therefore, when ¢ is changed in ¢ + 2, ng becomes ng + 3, but nx becomes at least nx + 3. When
d > 10, we have to start on a rectangle with nx > ng. Therefore we will have nx > ng for any ¢. In fact, when d > 10,
when ¢ increases, the probability of existence of the set of equations now decreases fast (instead of being about the same).
Therefore small ¢ become better, and ¢ = 2 becomes better than ¢ > 4: TWO becomes again better than SQUARE, R1
and R2.

10 Conclusion for £k = 3 for TWO and Rectangle Attacks

In Appendices A,B,C we explain how to extend the attack TWO and the rectangle attacks for larger values of d, and when
we want to attack a generator of F§, not only a single F5.

Finally, the results that we have obtained for k = 3 (with TWO, SQUARE and Rectangle Attacks) are summarized in
table 2 below.

12



Table 2. Results on F§ on TWO, SQUARE and Rectangle Attacks. For example for Fy, this table means that the best attack that
we have found in KPA is the attack R1 and this attack needs m ~ 22" and has a complexity of ~ 23" computations. For d > 9
more than one permutation is needed or > 23" computations are needed in these attacks.

KPA CPA-1

Fi 1 1

F? 2%, TWO 2

F3 2", TWO 2

hars 25", TWO 25, TWO
F$ 22" TWO 2", TWO
FS 24" SQUARE | 25", SQUARE
FY 25" SQUARE | 22", SQUARE
S 2% R2, p=8 | 25" R2, =8
FY 25" R2, ¢ >10 | 25", R2, ¢ > 10
F3° 2™, TWO 2™, TWO
Fit 28" TWO 28" TWO

F, d > 10[20-6+L5Dn Twol2@-6+L5Dn w0

Part 1I:
TWO and Rectangle Attacks on F{ with k>3

11 Attacks “TWO” for any k > 3

In this section, we explain the attack TWO. This attack does not use a rectangle but multiple collisions on 2 points (except
for Fkl) and is interesting for a small number of rounds or when we are attacking generators.

11.1  Attack TWO against F}
We need one message in KPA and CPA-1. We just test if S¥ = I'.

11.2 Attack TWO against F?

For the CPA-1 attack, we have m = 2. We choose two messages such that I' is constant. Then we test if S* @ I? is
constant. With a random permutation, the probability is 2% and with F? the probability is 1.

We transform this attack into a KPA attack. We count the number of (4, j) such that I'(i) = I'(j) and then we test
if S*(i) @ I?(i) = S*(j) @ I?(j). If m > 2%, we can get such collisions and then the attack succeeds.

11.3 Attack TWO against F,g, 3<d<k

For the CPA-1 attack, we have m = 2 messages again. We choose I',I2,..., 1% ! constant. then X!, X2 ... X% 2 will
be constant but the X9~ values will be pairwise distinct and V4,7, X2 1(i) ® X971(5) = I9(i) @ I4(j).
Then we test if S¥ @ I¢ is constant. As before with a random permutation, the probability is 2% and one with F¢.
We transform this attack into a KPA attack. We look for i < j such that:

I'(i) = I'(5), (i) = I°(5), ... . 1971 () = 17 1(j)

13



and then we test if S*(i) @ I%(i) = S*(j) @ I%(j) . When m? > 2(4=1" e can get such collisions and the attack succeeds.
Thus we have m > 2“*" and the same complexity.

11.4 Attack TWO against F,f'H
We will concentrate the attack on the equation:
k=1 — xk=1g fkk 1)(Xk) with XF1=T1Fg f(k 1) (1-1) 21 fi(k—i) (X1
The attack proceeds as follows:
1. We choose I',I?,...,I*=1 constant. Then we have that I', X' ... X*~2 are constant and that
Vi, j, XM @ XPTH(G) = 17() @ 1°())

and this implies that i # j = X*~1(i) # X*~1(j).

2. Then, we look for indexes i, 7, i # j such that S¥(i) = S*(j). (Here we notice that S* = X* since d = k + 1). Then
we test if S¥1(i) @ S*=1(j) = I*(i) ® I*(j). (We have here S¥~1 = Xk—1 @f,gill)(Sk)). When m ~ /27, we can find
such collisions and distinguish a random permutation from F,f“ and the complexity is about /2.

As previously, we transform this attack into a KPA attack. We need to have k — 1 equalities on the variables I,
. . . . . kn . .
1 <i <k —1 and one equality on S*~1. So, this attack is possible if m > 272" with the same complexity.

11.5 Attack TWO against F,f+2
We will concentrate the attack on the equation:
§5 7 = XM e IV e LYY with XM = 1R e VI el 10X
The attack proceeds as follows:
1. We choose I',I?,...,I*=1 constant. Then we have that I', X', ..., X*~2 are constant and that
Vi g, XETH(i) @ XFTN(G) = I°(0) @ 1°())

and this implies that i # j = X*71(i) # X*~1(4).
2. Then we look for indexes 4, j such that S*(i) = S*(j) and S¥~1(i) = S¥~1(j). Here, we have the following relations:

Sk = X*+lsince d = k + 2
_ k—
Sk 1 _ Xk o f/5+2;)(1)(k+1) »
§h2 = xtte V(XM @ £ (k)

So the X*~! are pairwise distinct but we can get a collision (i,5) for the X**1 variables and the X* variables. Then
we test if

SE2(0) @ 852 (G) = I°() @ 1°(j)

So when m? > 22" i.e. m > 2", we can get such collisions and the attack follows. We notice that this attack is possible
since we have the condition m < 2" (only the variables I*¥ can take all the possible values).

This attack leads to a KPA attack with m2 > 2(k+1n_ Thig gives m > 2%" and this attack is valid since 2%” < 2kn
(here k > 3).

14



11.6 Attack TWO against F:+", 2<u<k-—-1

We will concentrate the attack on the equation;

st =XP el V(XY (here d=k +u)
We will count the number N of (i, j) such that I'(i) = I'(j), I2(i) = I%(j),..., I*~1(i) = I¥=1(45), S*(i) = S*(5), %1 (5) =
SE1(5), ..., SEuHL(i) = SF—utl(5) and SF—(i) @ S*u(j) = I*(i) @ I*(j). For FF*", this last equation is a consequence
of the other equations, i.e. of these kK — 1 equations in I and u equations in S. Therefore, the attack will succeed in KPA
when m?2 > 2k+u=n i e when m > 255", In CPA-1, we will fix I', 72, ..., I* to some values, and we will do this o
times. The attack will succeed with a = 2(*=2™ and the complexity in CPA-1 is here a - 2" = 2(v=1)n,

12 SQUARE Attacks

We have already seen examples of SQUARE attacks with k = 3. Here we will present SQUARE for any value of k.
(Remark: SQUARE attacks are a special case of R1 attacks when ¢ = 4, i.e. when we have a square of only 4 points in the
rectangle of equations). Since we have seen some examples of SQUARE attacks, and since we will present in more detail
R1 attacks, we will present here only the main ideas and results. We use the same notations as before. In these attacks, we
have nx = d — 1 equations in X and ng = 2k — 1 equations in S. (For ng = 2k — 1, we put the k — 1 consecutive variables
Xd=1t xd=2 X9k +1 on the same line). Therefore, we will have: ng > nx < d < 2k. When d > 2k + 1, SQUARE
attacks fail (but more general attacks like R1 attacks may still be valid). When d < 2k, the SQUARE attack will succeed
in KPA if

m? > 2lsn (condition between points 1 and 2 or 2 and 3 in figure 5 )
m3 > 297 (condition between points 1, 2, and 3 )
m? > 2(d+k)n (condition between points 1, 2, 3, 4)

d+k

The last condition is dominant, therefore when k + 2 < d < 2k, we have a complexity of SQUARE in KPA of: 274 ™.
In CPA-1, the conditions become:

m2 > o[z In (condition between points 1 and 2 or 2 and 3 )
m3 > 2(d=1)n (condition between points 1, 2, and 3)

The last condition is dominant, therefore when k + 2 < d < 2k, we have a complexity of SQUARE in CPA-1 of: 295+,

a equations in X

2 3
It
b equations in X
: |_4 — k equations in 1

Fig. 5. SQUARE attack with a + b = d — 1. Generally we will choose a ~ b ~ 921
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13 Attacks “R1” for any kK > 3 withd > k +1

We have already seen examples of R1 with k£ = 3. Here we will present R1 for any value of k. When £k is fixed, for very
small values of d, TWO will be the best known attack. Then, when d increases, SQUARE and after that R1 will become
the best known attack. Then, when d increases again, R2, R3 or R4 that we will see in Section 14 will become the best
known attack. Finally, for very large d, TWO will become again the best known attack (see Section 15).

Remark. The idea of R1 is to minimize the total number n; + nx of needed equations in I and X. When this criteria
is dominant, R1 will be the best attack.

In R1 we will count the number N of sets of plaintext/ciphertext pairs satisfying some conditions (I) and (S). We use
a “rectangle” set of equalities between the coordinates of the input variables [I*(3), ..., I*(i)] and between the coordinates
of the internal variables X?(j). We call ¢ the number of points of the rectangle, so ¢ is always greater than or equal to 4
in order to have a rectangle. (Attacks with equalities on only two points are the attacks “TWO”).

13.1 Definition of R1

Let us consider ¢ plaintext/ciphertext pairs. The i-th pair is denoted by [I'(), I?(i),...I*(i)] for the plaintext and by
[SY(i), S%(i),...,S"(i)] for the ciphertext. We will fix some conditions on the inputs of the ¢ pairs. On the case of F{,
those conditions will turn into conditions on the internal state variables X7 due to the structure of the Feistel scheme.
This conditions will imply equations on the outputs. On the case of a random permutation, equations on the outputs will
only appear at random. By counting the sets of ¢ pairs satisfying the conditions on inputs and outputs, we can distinguish
between Fg and a random permutation, since in the case of F; ,f the equations on the outputs appear not only at random,
but a part of them is due to the conditions we set.
We first set the following conditions on the input variables:

(1) = {>Il(1) =1%2) an_d]l(3) = I*(4) _and]l(_5) =I1%(6). ..and I'(p — 1) =I(yp)
Vi,2<i<k, I'l)eI'Q)=I"B)aI'd) =...=T'(p— 1) I'(p)

Conditions on the first block I' are here to cancel the impact of function f;, while conditions on other blocks are used
to obtain differential equations on the internal state variables. These equations will then propagate to other rounds with
some probability until they turn to equations on the outputs, which then can be detected.

In order for the previous conditions to propagate with high probability, we need some extra conditions on the internal
state variables. We have d — 2 internal state variables X!, X2, ..., X%2 and X?~! = S* is an output variable.

Let a be an integer, 1 < a < d— 1. We will choose a values of {1,2,...,d—k}. (Therefore in R1 we have 2 parameters:
© and a. These values will be optimized depending on k and d). Let £ be the set of these a values, and let F be the set of
all integers 4, 1 <i < d — 1 such that i ¢ £. We have || = a and |F| =d — a — 1. Let (X)) be the set of these equalities:

Vie& Xi(1)=X'3)=...= Xi(p—1)
(X) = {Vi € F, Xi(1) = X(2) 7

Between two different plaintext /ciphertext pairs ¢ and j, i # j, we can have at most k — 1 successive equalities on the
variables I', X', X2 ..., X9~1. Otherwise from k successive equalities we would get I} = I}, I? =1I7,..., I} = I}, so the
two messages would be the same. Therefore we must have: L%J <a<d—-1- L%J For the same reason we must have
{d—k}e&sinced—1,d—2,...,d—k+1arein F.

From the conditions (I) and (X) and considering the equalities that we can derive from them with probability one, we
will have:

g Vi 2<i< k, Si(1) = S%(2) and S%(3) = S%(4)...and S(¢ — 1) = S¥(p)
(8) = {51(1) ® S1(2) = S1(3) @ ST(4) = ... = S(p—1) @ S(p)

Consequently the conditions (S) can appear by chance, or due to the conditions (X).
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Our KPA attack consists in counting the number N of rectangle sets of plaintext/ciphertext pairs satisfying the
conditions (I) and (S). The obtained number can be divided into two parts: either the conditions (I) and (S) appear
completely at random, or conditions (I) appear and conditions (S) are satisfied because (X) happened.

Figure 5 illustrates one rectangle set of our attack. Plaintext/ciphertext pairs are denoted by 1,2,...,p. Two points
are joined by an edge if the values are equal (for example I*(1) = I'(2)). We draw a solid edge if the equality appears with

probability 2% and a dotted line if the equality follows conditionally with probability 1 from other imposed equalities.

1 X' ie€ 3 Xiie€ 5
I' | X ieF I'| "X ieF I
2 Xt ie& 4 Xt ie& 6

Fig. 6. Attack R1 on F{

13.2 Properties of R1

We will denote by n; the number of equalities in (I), and by ng the number of equalities in (.5). Similarly, we will denote
by nx the number of equalities in (X). Therefore nx is the number of independent equalities in the X* variables needed
in order to get (S) from (I). In this attack R1 we have:

"fl]:zzi—k?-i-l
g = ¢ —

nx =a($—-2)+d-1

The value N is expected to be larger for a F¢ than for a random permutation due to the fact that (S) can come from
random reasons or from (X) in F¢. Therefore, it is natural, in order to get necessary and sufficient condition of success for
R1, to evaluate the expectancy and the standard deviation of A/ in the case of F, ,f and in the case of random permutations.
This can be done (by using the covariance formula as in [16] or by using approximation as in [6]), and in fact we did it. We
have found that each time that R1 was better than TWO, we had nx < ng. However, when nx < ng we can easily obtain
sufficient condition of success for R1 without computing the standard deviations, since when nx < ng we will have for
most permutations about 2 times more (or more) solutions with F¢ than this random permutation. Therefore, a sufficient
condition of success for R1 when nx < ng is to have that (X) and (I) can be satisfied with a non negligible probability.
A sufficient condition for this is to have:

In KPA

Condition 1: nx < ng.

Condition 2: m® > 2n(nr+nx),

Condition 3: m?2 > 2(d—a)n,

Condition 4: m® > 29" and more generally Vi, 0 <i < £ — 1, m3+¢ > 2(d+ia)n,

Condition 5: m? > 2(d+k)n

(Conditions 2, 3, 4, 5 are necessary. Conditions 1, 2, 3, 4, 5 are sufficient for success. Condition 1 is not necessary, but
the computation of o(N') shows that R1 is not better than TWO when nx > ng.)
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Condition 2 comes from the fact that we have about m? rectangles with ¢ points, and the probability that (I) and
(X) are satisfied on one rectangle is m

Condition 3 comes from the fact that between points 1 and 2 we have |F| equations in X, and one equation in I'.
Therefore in KPA we must have m?2 > 2(F+1)n — g(d—a)n

Condition 4 comes from the fact that between points 1, 2 and 3 we have d — 1 equations in X*, and one equation in
I'. Therefore we must have m? > 29" Similarly between the points 1, 2, 3, 5, we must have: m?* > 2(4+®)"  And similarly
between the points 1, 2, 3, 5, 7, ..., (¢ — 1), we must have: mz 1 > 2(d+a(5-2)n

Condition 5 comes from the fact that between points 1, 2, 3, 4, we have d — 1 equations in X?, 2 equations in I' and
(k—1)in 12, I3, ..., I

It is easy to see that the conditions on any points are consequences of these 5 conditions. Moreover, if m > 29" (we
will often, but not always, choose a like this), condition 4 can be changed with only m3 > 24",

CPA-1

In CPA-1 the sufficient conditions when m < 2:=17 are:

Condition 1: nx < ng.

Condition 2: m(F+1) > onnx,

Condition 3: m? > 2(d=a=1n,

Condition 4 and Condition 5: m3 > 2(d=1)n,

From these conditions we can compute the best parameters a and ¢ for any d and k, when d and k are fixed.

Remark. If we choose nx < ng (instead of nx < ng), the attacks are slightly less efficient but more spectacular since
with a non negligible probability (I) and (S) are satisfied with F! and not with random permutations. Moreover with
nx < ng it is still possible (with R2) to attack 3k — 1 rounds with less than 2¥" complexity.

Example 1

For F37 in KPA we see from condition 5 that m > 2%", and for F37 in CPA-1 we see from condition 4 that m > 22",
Since we have seen that with a = 2 and ¢ = 6 these bounds are obtained, it shows that a = 2 and ¢ = 6 give the optimal
R1 attack on Fy.

Example 2

When d is small, in R1, condition 2 is the dominant condition. By definition, we denote by A and B the integers such
that when A < d < B, condition 2 dominates in R1, and R1 is better than TWO. In order to have n; + nx minimum, i.e.

’%’ — k+a(% —2) + d minimum, we will choose a minimum and ¢ minimum. Therefore, we will choose a = | %] and from

condition 1 we get that the minimum value for ¢ is ¢ = 24=4e_

and then we have nx = ng.

Then the complexity in KPA given by condition 2 gives: m > 2(]“7%)"7 with ¢ = 2]21_%;‘“, with a = L%J
2k— _ 2d—4
k@7¢+<2pk72 and ¢ = =75

These are the best parameters and complexities for R1, when d is not too large (i.e. when condition 2 is dominant).

In CPA-1 a similar computation gives a complexity in 2(F=D(=)" with o =

14 “R2”, “R3”, “R4” Attacks for any k£ > 3 with d > k

R2, R3, and R4 attacks are very similar to attack R1 but the conditions on the variables are not the same.

14.1 R2 attacks

In the R2 attack, we will choose a values of {1,2,...,d — k}. Let £ be the set of these a values, and let F be the set of
all integers i, 1 < i < d — 1 such that i ¢ £. We have |€| = a, |F| = d —a — 1, and F contains all the & — 1 values i,
d—k+1<i<d-—1. For R2 we have:

') =I'"@)=1'(5) = ... = I'(p— 1)
() ={ '@ =I'A)=1'6)=...= '(s) | |
Vi,2<i<k I'(1)®I{(2) =I'B) @ I'(d) = ... = I'(p — 1) & I'(p)
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_[Vie&E, XI()=X1(3)=...=X(p—1)
(X)_{Vief, Xi(1) = Xi(2) ’

S'(1) @ S'(2) = S1(3) @ S1(4) = .. (0—1) & S'(y)

The equations (X) have been chosen such that (S) is just a consequence of (I) and (X). Our attacks consist in counting
the number A of rectangle sets of plaintext/ciphertext pairs satisfying the conditions (I) and (S). Figure 3 illustrates the
equations for R2.

(S) = {\ﬁ, 2<i<k S(1)=S52), 5'3) i;g) Si(p —1) = Si(y)

It Ie
1 3 5 ~1
e e —
X' ieé& : X' ic€& :
X ieF X' ieF X ierF -
I : I :
M ...... e
9 T 4T 6
X' ic& Xiic& v

Fig. 7. Attack R2 on F{

Between two different plaintext/ciphertext pairs ¢ and j, i # j, we can have at most k — 1 successive equalities on the

variables I', X!, ..., X471, Therefore, for R2, we have 41| <a <d—1— 2], and
ny = %’9 =+ % — k-1
ng = %’D -1
nx =a(¥—2)+d-1

As we have explained for R1, sufficient conditions of success for R2 in KPA are the following 5 conditions:
Condition 1: nx < ng.

Condition 2: m® > 2n(nr+nx),

Condition 3: m3 > 297,

Condition 4: m2 > 2(d—a—1)n,

Condition 5: m?* > 2(d+kn,

Example for R2

In the R2 attack on F¥, we have: ¢ =8, a =2, n; = 12, ng = 11 and nx = 11.

14.2 R3 Attack
In the R3 attack, we set the following conditions on the input variables:

(1) = Y1) =1Y(2), I'(3) = I'(4), I'(5) = I(6), ..., I'(¢ — 1) =T'(¢p)
TV 2<i<k ') l'Q)=I'G)al'(4) =...=I'(p—1)® I'(p)
Then the conditions on the internal variables (with || =d—a—1and |Fl|=acandifd—k+2<i<d—1thenie F)
are:
(X) = Vie &, XI(1) = X'(2) ‘
T VieF, X(1)=X'3)=...=X"(p—1)
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Finally, the conditions on the output variables are given by:

S @S 2) =83 @S5 4)=...= S p—1)@® S (p)
o 5o =53 a4 =...=5(r-1)e5(
(5) = Vi, 3<i<k, S'(1)=8'3)=8'(5)=...=5(p—1)
Vi, 3<i<k, S1(2)=S5'4)=S56)=...=Sp)

Then, the R3 attack proceeds exactly the same as R1 and R2 attacks.

14.3 R4 Attack

In the R4 attack, we have the following conditions on the input, internal and output variables:

') =1r'@)=1'G)=...=I'(¢—1)
D= 1'Q)=1'4)=1'6)=...=I'(p) 4 4
Vi,2<i<k I'(1)®I'(2) =I'Q) @ I'(4) = ... = I'(p — 1) & I'(p)
Vie &, Xi(1) = X1(2)
(X) = {\ﬁ EF, X'(1)=X'(3)=...= X (p—1)

(with [€|]=d—a—1and |[F|=aand ifd—k+3<i<d—1thenieF)

S @S 2)=8'3) @S5 4)=...= S p—1)@® S (p)
S2(1) @ 52(2) = 82(3) ® S2(4) = ... = S2(p — 1) ® S2(p)

(9) =< SP1H@S32)=52B)dS34)=...=3(p—-1)®S3(p)
Vi, 4<i<k, SY(1)=8'3)=9515)=...=SYp—-1)
Vi, 4 <i <k, S'2)=5%4)=56)=...=S(p)

Example for R4

We will now present how to attack F skfl when k > 5 with a complexity less than 2¥". This example is interesting
since 3k — 1 is the maximum number of rounds that we can attack with a complexity lower than 2*" (for d = 3k the
complexity of the best known attacks become O(25") and for d > 3k + 1 we need more than O(2¥") computations). It is
also interesting since in [6] Jutla was able to attack only 3k — 3 rounds with a complexity less than 2*". We will present
only the main ideas. We will use the attack R4 with a = k — 1, i.e. between 1 and 3 we have these k — 1 equations: X971,
X2 X9k+3 plus X* and X2k,

Remark. With R2 (but not with R1) we can also attack F* "' (with ¢ = 2k + 2 and a = k — 1) with a complexity
less than 2" but the complexity of R4 will be slightly better.

In R4 with a = k£ — 1, we have:

ny = %’0 =+ % —k—-1

ns =kp - —2k+3

nx =% 4d-2k-£+1
Therefore when d = 3k — 1, we have nx = %0 + k- %. nx < ng gives ¢ > 6 + %. For k > 5, this means ¢ > 8 (¢ is
always even). Now if we look at all the 5 conditions for the complexity, these conditions give: m > 2(k=5)n i KPA, and
m > 2(-=2)" in CPA-1. These complexities are less than 2*" as claimed.

15 Conclusion for k > 3 for TWO and Rectangle attacks

The results that we have obtain for & > 3 (with TWO, SQUARE and Rectangle Attacks) are summarized in table 3 below.
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Table 3. Results on F for k > 3, on TWO, SQUARE and Rectangle attacks. For d > 3k more than one permutation is needed
computations are needed in these attacks. This is shown by a solid line. We can notice that between d = k2 and

or more than 2*"
d = k? 4+ 1 there is a big increase in the complexity of the attacks that we have found. This is shown by a dotted line.
KPA CPA-1
F} 1 1
F 2%, TWO 2
F; 2", TWO 2
FY 2<d<k TWO 2% TWO 2

Fl+t 25" TWO 2%, TWO
Ff 25" TWO and SQUARE 2", TWO
Fhts 2% " SQUARE 922" (TWO) or 2°5°", SQUARE

Pl k+2<d<3k+1 25" SQUARE old=k=1n WO

d+k d—1
27 " SQUARE 25 " SQUARE

2k

2%5 " SQUARE

F 27" SQUARE

FF1 2k~8)" R2 k=3 R3k=4,R4k>5 2k=3" ROk =3ork=4, R4k>5

FF 2F" "R2 2F" "R2

Fe 3k <d<k? 9(d=2k)n Ro 9(d=2k)n Ro
F,fz 2(]@2—219)71,7 R2 2(k2—2k)n7 R2
.................. T B e T e
F,f +1 (2K =3k 2)n7 TWO o(2k* =3k 2)n7 TWO
Fld>k+1 9(12d(1= 1) =k=3)n WO 9(12d(1= 1) | =k=3)n PO
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Part 1I1I:
Multi-Rectangle Attacks, Other Attacks

16 Multi-Rectangle attacks

An interesting problem is to design better attacks than 2 points attacks, or rectangle attacks. We have tried attacks
with different geometries of equations (hexagons instead of rectangles, multi-dimensional cubes instead of 2-dimension
rectangles, etc...). We have particularly studied “Multi-Rectangles attacks”, i.e. attacks where some “rectangles” in [
equations are linked with S equations. We will present here only one example (that does not work) in order to illustrate
the concept. In fact, Multi-Rectangle attacks are still under investigation.

16.1 Example: Attack on F618

With a 2 rectangles attack as in figure 8, it may seems that we can attack Fg® with a complexity less than 25", However,
this is an illusion: on the first column we have here 27 equations on only 4 points. This is not possible with a complexity
less than 257 (since 27 > 24). Moreover, as we will see in Appendix D, example 3, the probability to have our 11 equations
on 2 points is < 2%

Xt X7 Xt X7
Il
X2 X3 Xt X5 X6
)(87 )(97 )(107 XH, X12
)(137 )(147 XIS’ XlG, Xl
Xt X7 Xt X7
Il
X2 X3 Xx* X5 X6
)(87 )(97 )(107 )(117 X12
X13 X13 X13

Fig. 8. Multi-rectangle attack on on Fg°
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17 Other Attacks

Attack by the signature

A classical theorem proves that all the permutations F{ have an even signature (A proof is given in Appendix F).
Therefore, by computing the signature of de we are able to distinguish F; ,f from a random permutation with O(2*")
computations when all the 2*" plaintext /ciphertext are known with a non-negligible probability. However if we do not
have access to the complete codebook of size 257, or if we want to distinguish F,‘j from a random permutation with an
even signature, this “attack” obviously fails.

Brute force attack

A possible attack is the exhaustive search on the d round functions fi, ..., fg from {0,1}" to {0,1}(*=D" that have
been used in the unbalanced Feistel construction. This attack always exists, but since we have 2¢(F—172" pogsibilities for
fi...., f4, this attack requires about 2¢*=172" computations and about W queries but only one permutation of
the generator. This attack means that an adversary with infinite computing power will be able to distinguish F} ,f from

M. Brute force

a random permutation (or from a truly random permutation with an even signature) when m >
attack requires a small value for m but a huge computing power.

The case n =1

When n = 1, we have an unbalanced Feistel scheme with the most extreme Expanding functions: functions from only
one bit to k — 1 bits. However (as pointed out by Henri Gilbert) this is clearly not a good idea since then all the functions

are linear (more precisely affine), so the functions F,g with n = 1 are linear, and therefore are completely insecure.

18 Open problems

There are still many open problems on Unbalanced Feistel Schemes with Expanding Functions.

e One of them is to get proofs of security, not only design of attacks. Classical proofs “a la Luby-Rackoff” will give
security within the “birthday bound” (i.e. in m << v/27). A better proof is given in [6] with security in m < 20-%)7_ It is
probably possible to improve this result (for example by using generalization of [15]) in order to get security in m << 2"
(“information theory bound”). However here 2" is very small compared with a security in, say, 2"* that we would like to
get. At present, proving a security in 24", for o > 1 looks a very difficult problem, not mentioning o = k or a > k.

e Another problem is to design better attacks than the attacks of this paper. For example, instead of 2 points attacks
(TWO) or rectangle attacks (R1, R2, R3, R4), we have tried attacks with different geometries of the equations (hexagons
instead of rectangles, 3-dimension cubes instead of 2-dimension rectangles, etc...). Most of these new geometries are not
better than rectangle attacks. However some of these new geometries are still under investigation.

19 Conclusion

The attacks of this paper improve C.S.Jutla’s results [6]. We follow many C.S.Jutla’s ideas: we employ generalizations
of the birthday paradox, and we use in our Rectangle attacks (SQUARE, R1, R2, R3, R4) a‘“rectangle framework” of
equalities. Usual birthday attacks (see [1], [10], [3]) are based on requiring two variables to be the same. Generalizations
to more than one coincidence have been studied in [5], [4], [8].

To improve the attacks of C.S.Jutla, we have introduced other families of attacks (TWO and Multi-Rectangle) and in
Rectangle Attacks we have made a systematic analysis of the different ways to optimize the parameters. For example, we
have optimized the position of the internal equalities and of the equalities in the input and the output variables in the
rectangle framework and we have computed the optimal number of points of this rectangle framework. In CPA-1, we have
also introduced a fixed number of 0 at the beginning of 12,13, ..., I*. We have described 5 general attacks TWO, R1, R2,
R3, R4 and the best of these 5 attacks is sometimes TWO, sometimes R1, R2, R3, or R4 depending on the number of
rounds (cf Table 2 and Table 3).

One of our main result is that we can attack with KPA with a complexity strictly lower than 2" when d < 3k — 1
(unlike d < 3k — 3 with CPA-1 for C.S.Jutla). Therefore we have obtained “generic attacks” (with a complexity less than
2F7) on two more rounds by using rectangle attacks.
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Another of our result is that when k and d are fixed the complexity of our attacks are generally smaller than [6].We
have also shown that the “TWO” attacks are better than rectangle attacks for very small, or very large values of d (but
not for intermediate values). For very large values of d we assume that we want to attack a generator of F) ,gl (not only one
Fo).

In conclusion, there are much more possibilities for generic attacks on unbalanced Feistel schemes with expanding
functions than with other Feistel schemes (classical or with contracting functions). So these constructions must be designed
with great care and with sufficiently many rounds. However, if sufficiently many rounds are used, these schemes are very
interesting since the memory needed to store the functions is much smaller compared with other generic Feistel schemes.
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Appendices

A  Attacks TWO with k=3 and d > 6

A.1 Attack TWO against F?

In this sub-section we will describe the “TWO” attack on F¥. Unlike for 1,2,3,4,5 rounds, this attack is not the best attack
that we have found against FY. However, it is interesting to describe it in order to compare it with the other attacks.
KPA Attack
We will concentrate the attack on the equation: S3 = X2 @ ff) (X3 o f5(1)(X4) i.e. on

$=PerPme e ) e P x®) e M xh

In this attack, we will count the number N of (4, 5), i < j such that

S3(i) @ S3(j) = I(i) @ I3(j)
I'(i) = I'(j)
I?(i) = I*(j)

) =~

For a random permutation, the expectancy of A is E(N) ~ ™™ with a standard deviation o(N) ~ \/EN) ~ -2

2:2%m ey
(The way to compute the standard deviation is explained in Appendix C).
For F9, we can notice that when I'(i) = I*(j) and I%(i) = I?(j), we have

S3(0) @ S3(j) = IP(i) @ IP(j) & £ (X)) @ 12X () = £7(XN0) @ f7(XA()

and this can occur if

{X3(i) = X3(j)
X4(i) = X4(5)

(with a probability about an) or due to the functions ff) and f5(1 (with a probability about 2,L) So the expectancy of

N slightly larger for F¥ than for a random permutation. More precisely, |E(N Fg) — E(Nperm)| ~ m2(.n214—n1). Moreover, this

value is larger than the standard deviation of AV when ;’Zi > 23%7 i.e. when m > 2%, Therefore, we have a KPA on F¥
2

with O(2%") messages and complexity O(2%).

CPA-1 Attack

We can transform this attack in a CPA-1 attack with a better complexity. Let 1 be an integer (1 will be chosen below
about 2"). We will choose u possible values for (I',1?) and we will ask for the 2" - 1 ciphertexts of (I',I?,I?) for all
possible I3.

We will count the number A of (7, ) such that:

I'(i) = I'(j)
I2(i) = I*(j)
S(i) ® S3(j) = I*(i) @ I*(4)

22n

For a random permutation the expectancy of N is E(N) ~ pu - = p - 2", with a standard deviation o(N) =~ /u - 2.
(The way to compute the standard deviation is explained in Appendix C). For F$, E(N) is slightly larger, as we have

seen above: we expect to have about p - % more solutions, i.e. about y more solutions. This is larger than o(N') when
> /27, ie. when pu > 2". Thus we have obtained a CPA-1 on F¥ with a complexity O(p - 2") = O(2?") and O(2*")
messages.

Remark: On FY if we start from equation S! instead of S, we will obtain a similar KPA but we will obtain a chosen
ciphertext attack in 22" instead of a chosen plaintext attack. This is why we have presented here the attacks from the
equation S3.
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A.2 Attack TWO against F37

We present here only the main ideas, since the attack is similar as before. We can concentrate the attack on the equation
of S? (or with S*, since with S, we have a similar result).

s =re e (XY e 12X e g @ £

We will count the number N of (3,7), i < j, such that:

I'(i) = I'(j)
I2(i) = I*(j)
S3(i) = S°(j)
S2(i) @ S2(j) = I°(i) © I°(j)
For a random permutation, we have E(N) ~ %, with a standard deviation o(N) ~ O(33%). For FJ, we will have

5 2; more solutions (they came from X3(i) = X3(j) and X*(i) = X*(5)). Therefore this attack will succeed when

gg—i > O(z5%), i.e. m > O(2%"). This gives a KPA with complexity about 2°" and about 2" messages. (We have here
nothing better in CPA-1).

about

A.3 Attack TWO against Fg when d > 8 and d = 2mod 3

Here we will assume that we want to attack not only one F§ but a generator of F§ permutations, i.e. we have access to a
such permutations with y messages per permutation (u will be about 23"). In this TWO attack, (here d = 2mod 3), we
will count the number N of (i, 7), ¢ < j such that:

I'(i) = I'(5)
I2(i) = I*(5)
§3(i) = S3(j)
S2(i) = S2(j)
SH(i) ® §1(j) = I*(i) © I*(4)

For o random permutations we have E(N) ~ % with a standard deviation o(N) = O( ‘;éﬁf ). (The way to compute

the standard deviation is explained in Appendix C).
o F§: For F§ we have

sSt=Pe P e e Py e P x®) e fNxY e 22 e 12(8%) @ £17(5°)

Therefore for F§ we will have about '32“#2 more solutions in A (they come from X?(i) = X3(j) and X*(i) = X*(5)). This

is larger than o(A) (and the attack will succeed) if 3,’3‘" > 0(4/ 2071) i.e. when apu? > O(27). With u ~ 23", this gives
a > 0(2"). Therefore we have obtained a KPA against a generator of F¥ with complexity a - p = O(2%") and O(2%")
messages.

e F{,d>8,d=2mod3

2

More generally for F§, d > 8, d = 2mod 3, we will have about more solutions in A/ (since each time we

increase d by 3 we have 2 more variables in Sl). This is larger than O'(N) if 2d+2) > 0(y/ 35 55m ) With p ~ 237 this gives
a-20" > 02 (H5H)n "), o> 0(2(4d§29)”). Therefore we have obtained a KPA against a generator of F{, d = 2mod 3 with

4d—20

complexity a - p = O(2 )m). Since d = 2mod 3, this is also O(2(L5=6)n),
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A.4 Attack TWO against Fg when d > 9 and d = Omod 3

Here we will again assume that we have access to o permutations with px messages per permutation, x4 ~ 23". When
d = 0mod 3, we will count the number N of (i, 5), i < j such that:

I'(i) = I'(j)
I2(i) = I*(j)
S%(i) & S°(j) = I°(i) & I*(j)
: ap(p=1) - . fot —
For a random permutations, we have E(N) ~ *£57= with a standard deviation o(N) = O(4/ S *). For Fg, d = 0mod 3,

we will have about (2;) more solutions in N (by writing the expression of S? similarly as before). This is larger than

o(N) if ;ﬁjn > O(y/ U2). With g~ 237, this gives a - 20" > O(2(5 =3") o > 205 9" Therefore we have obtained
3

a KPA against a generator of Fy, d = 0mod3, with complexity a -y = 0(2(%_6)"). Since d = 0mod 3, this is also

025 1=6)n),

A.5 Attack TWO against F:f when d > 10 and d = 1 mod 3

Here we will again assume that we have access to o permutations with p messages per permutations, p ~ 23”. When
d = 1mod 3, we will count the number A of (7, j), ¢ < j such that:

I'(i) = I'(j)
I2(i) = I*(j)
S5(i) = S3(j)
S2(i) @ S2(j) = I°(i) © I°(4)

(Remark: another possible attack with the same complexity will be to count the number N of (i,5), ¢ < j such that:
I'(i) = I'(j), 8°(i) = S°(j), §%(i) = S2(j) and S'(i) & S*(j) = I*(i) & I*(j)).
For o random permutations we have E(N) ~ a‘;%ﬂml) with a standard deviation o(N) = O(4/ 24") For F§, d =

1mod 3, we will have about % more solutions in A/ (by writing the expression of S? similarly as before). This is

larger than o(N) if (2d+1 > 0(y/ 55 *). With g ~ 23" this gives a - 26" > O(2( T ™), a > 0(2( 28)ﬂ) Therefore we
2
have obtained a KPA against a generator of F{, d = 1mod 3, with complexity a - u = 0(2(4d3 ™). Since d = 1mod 3,

this is also O(2(L%1=6)m),
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A.6 Conclusion for the attacks TWO on Féi

We summarize the results obtained on the TWO attacks in the table 4 below. These are the best attacks that we have
found by using correlation on only two indices ¢ and j.

Table 4. Summary of the complexity of the Attacks TWO with £ = 3. For d = 6,7,8,9, the attacks SQUARE, R1 or R2 will be
better.

d KPA CPA-1
1 1 1

2 27 2

3 on 2

4 23n 2%

5 2271 277,

6 an 227L
7 2371 23n
8 24TL 247L
9 26n 2677.
10 27 27
11 25" 25"

Fg, d> 7|25 1=0n |95 -6n

The horizontal line shows when the complexity reaches 23", i.e. when we need a generator.

B Attack “R2” on Fy

We will present here our best attack on F3. Here, the complexity of the attack and the number of messages m needed are
in O(23"). Therefore, when we have only one F§ we can distinguish F§ from a random permutation with a non-negligible
probability p when m = O(23") with O(2%") computations. (However, if we want p to be arbitrary near 1, we will need
more than one FY; i.e. a generator of FY). Since 237 is the total number of possible inputs for one F¥, we see that 9 rounds
for F§ plays the same limit role as 6 rounds for the classical Feistel schemes Fy: for this number of rounds the complexity
of the best known attack is about the number of all possible inputs (for F the best known attacks are in O(2%"), see [14],
[15)).

The general properties of R2 on F{ are presented in Section 14. We present here only the main ideas. More details
about R2 are given in Section 14. For k = 3 and d = 9 we have with a = 2:

Tl]=2<p—4
’I’LS:%’O—
nX=<p—|—4

(Same notations as in Section 14). In order to have nx < ng, we will choose ¢ > 10. We can prove that the attack will
succeed if these 3 conditions are satisfied:

1. (On all the points): m# > 2(+nx)n j e m¥ > 23¢,
2. (On points 1 and 2): m? > 267
3. (On points 1, 2, 3): m3 > 297

We see that all these conditions mean m > O(23"). Therefore, R2 (with ¢ > 10) gives a KPA in 0(2%") (and the same in
CPA-1).
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C Computation of the Standard deviations

In the attacks TWO, we have sometimes to compute the standard deviation o(N') of a variable A/. We will explain here
how these values o(N') can be computed. In TWO we will have o(N) ~ /E(N) but this is not always true in M1, R2,
R3, R4. o(N) can be computed in the same way for SQUARE, R1, R2, R3, R4, but we do not need it, as explained above
(cf Section 5). We will compute o(N) as explained in [16]. The starting point of the computation is to use this classical
formula on the covariances:

If z; are variables (independent or not), we have:

V(Z i) = Z Vixy) + 22 Z cov(x;, x;)
i=1 i=1 i=1 j=i+1

Where cov(x;, x;) is the covariance of x; and x;:
cov(zi,xj) = E(xj ;) — E(xi) E(z;)

So
V(Y )= Z (w:) + Y _[E(x;x)) — E(w;) E(x)] (1)
i=1 i=1 i#£]

We will present here just one example of explicit computations of o(N) from this formula (1). All the other cases lead to
similar computations.

Example: Computation of o(\) for TWO on F¥

Here we choose p values for (I', I?), for example we can assume that I is constant, and that we have u distinct values
for I?. Since I' is constant, we want to count the number A of (i, j) such that

I*(i) = I*(j) and $°(i) & S*(j) = I*(i) & I°(j)
The way to compute E(N) and o(N) in such cases was explained in [16] p. 410-411. We give here only some details for

F$. Let E be the set of all possible (4,5), i # j, such that I2(i) = I?(j). We have |E| = p-2"(2" — 1) ~ p - 2?" (since I'
is constant and we have 2" possibilities for I3). For (i,7) € E, let &;; = 1 & S3(i) & S3(j) = I3(i) & I3(j ) We have:

(i,9)€E

> E(G)

(i,j)EE
S Ve + > E(y-0m) - EG5)EGK)  (+)
(i,9)€E (1J(ZEJf;((lxkll))eE

E(6i) = Prieqn,, (8°(1) ® $°(j) = I’ (i) & I°(5))

where Bsj, is the set of all permutations from 3n bits to 3n bits For a random function, we have E(J;;) =
random permutation E(d;;) is just slightly different: E(4;;)

1
5w For a

~ . More premsely, since Il( ) = I'(j) and I%(i) = I%(j)

and I3(i) # I3(j) we can prove that the exact value here is E(d;;) = 2325” -~ by o
1 1
V(8i) = BE(55) = (B(6:))” = 57 = 5

E(0ij - k1) = Pricnp,, [S3(1) @ S3(j) = I3(1) ® I*(j) and S*(k) @ S*(1) = I*(k) @ I3(1)]
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Case 1: 4,5, k,l are 4 distinct values. Then the computation shows that

E(6ij - 0r1) — E(6i5)E(0r) < % +O(=)

Case 2: In {4, j, k, 1} we have 3 values. Then the computation shows that

1

3

Therefore, from (x) we have:
_ Bl 4EP
_ ,u22n 4M2.24n
V) =B

VN) = p-2"

+ negligible terms

+ negligible terms

Therefore, o(N) ~ /i - 2%, as claimed.
For F¥$, we can notice that when I'(i) = I'(j) and I%(i) = I?*(j), we have

$2) @ 5°(j) = I°(3) & I°(G) & i (X° @) @ f7(X°()) = K7 (X6 @ (X))
and this can occur if
X3(i) = X°(j)
X1(i) = X1(j)
with a probability about 22% or due to the functions ff) and fél) with a probability about 2% So the expectancy of N
is slightly larger for F¥ than for a random permutation. More precisely, the expectancy and variance of N are

n_ 2-p o p
E(Npg):,llz *2771‘}’2?”
proop

V(Ngs) =p-2" —p+ ET 22— + negligible terms

n

Then o (N, Fﬁg‘:) ~ JEWN, Fﬁ@). The variance is again computed thanks to the Covariance Formula.

We have |E(Npg) = E(Nperm)| = it (1 = 5¢). Moreover, this value is larger than the standard deviation of both Nperm
and Npg when p > 2. Thus we have obtained a CPA-1 on F¥ with a complexity O(u-2") = O(2*") and O(2°") messages.
We can simply derive a Known Plaintext Attack on F?9 with 0(2%) messages and complexity 0(2%).
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D Examples of equations between 2 points.

Example 1.
This example 1 can be related to equations of F¥.
Problem: When m ~ 23" can we satisfy these 6 equations with a non negligible probability?

I'(i) = I'(j)
I2(i) = I*(5)
(i) = I*(5)
X3(i) = X°(5)
X(i) = X*(j)
XO(i) = X°(j)
X7(i) = X7(5)

Solution: Since for (i, j) we have m? ~ 25" possibilities, and since here we have 6 equations, we may think that the
answer is yes. In fact, if A is the number of solutions, the mean value E(N) = 2"%-2, and therefor F(N) is not negligible
when m ~ 23", However, as we will see now, the answer is no, since, more precisely the probability to have at least one

solution is about 2% when m ~ 23", (However when we have one solution, we have about 2" solutions).

i X2 X° k
.
j 1

Fig. 9. Solutions (k,!) from a solution (z, )

We can see this fact by various ways.
e For example, let assume that we have one solution (4, 7). Then all (k,1) is also a solution if:

X2(k) = X2(i), XP(k) = X5(), I'(k) = I'(0), I2(k) = I2(0), I°(1) = I*(3) & I°(j) @ I*(k)

Therefore, from one solution (4, j) we get in KPA about %21 more solutions, so when m =~ 23" the probability to have at
least one solution is less than 3 (since E(N) ~1).
e Another way to see this property is to notice that

X3(i) = X°(j) means f5(X2(i)) = f3(X>(5))

X*4(i) = X*(j) means f3(X?(i)) = f3(X?(j))

XO(i) = X(j) means f3 (X°(i) = f3(X°(j))

X7(i) = X7(j) means f¢(X°(i)) = f§(X°(j))

Moreover, we have here X5(i) ® X°(j) = X2(i) ® X?(j) = I*(i) ® I3(j). And the probability to have 4 values
X2(i), X2(4), X°(i), X5(j) that satisfy the 5 equations fi(X2(i)) = f3(X2(5)), ..., fE(X?(i)) = fE(X?(j)) and

X5(i) @ X°(j) = X2(i) ® X?(j) is about 5.

Remark: In this example, the standard deviation o(N) will not be about the square root of E(N) despite the fact

that all the equations are only on two points (these equations are not completely independent).
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Example 2
Let assume that we have « equations between two points ¢ and j, and that, from k + § more equations we get another
solution (k,1). (In example 1 above we have: & = 6,3 = 2,k = 3). Let N/ be the number of solutions for (7, ;) that satisfy
the a equations.
Property. We have E(N) = ZmTi, but the probability to have at least one solution (i,j) when m =~ 2% is less than
2(k—a+f)n This can be not negligible only when a < k + £.
Proof. When one solution (4, ) exists, we can find about 2(%{;1 other solutions (k,1). For m =~ 2F" this gives about
2(k=B)n solutions. Since E(N) ~ 2(2¥=)" when m =~ 2*", we see that the probability to have at least one solution (i, j) is
less than 2(k—a+8)n,

Example 3
This example can be related to the equations of Fg8.
Problem: When m =~ 26, an we satisfy these 11 equations with a non negligible probability: between the indices ¢ and
4, i # j, we have equalities in I*, X2, X3, X4, X° X6 and X8 X9 X190 X1 X127

Solution. From the analysis of example 2, with o = 11,k = 6,3 = 2 (3 = 2 since equations in X! and X7 and
in I'(k),...,I7(k) will generate another solution), we see that the probability of existence of at least one solution when
m ~ 207 is less then 5m——7 = 33=. Another way to see this is to notice that
X12(i) = X'2(j) means f(X7(i)) = f2(X7(j)) (since X'? = XO & fg(XT) ... & fl,(X))
X'(i) = X' (j) means f3(X7(i)) = f§(X"(5))
Xlo(l) Xlo( /) means f(X7(i)) = f(X7(j))

XO(i) = X°(j) means f2(X7(i)) = f3(X"(j))
X®(i) = X®(j) means fg(X7(i)) = f3(X"(5))
Therefore, the probability that 2 distinct variables X7(4), X7(j) satisfy these 5 equations is about 2 25n = 23%
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E Rectangle attacks on F,g when 3k < d < k?

We will first present here the attack for Fj3, as an example. The attack is exactly similar for all F, ,f, 3k < d <k

1 117 )(47 )(87 X12 [17 )(47 X8, X12

X', X2, X3, x5, X6 X7

XQ, XlO’ Xll

( points
Fig.10.

When ¢ increases of one, we need 3 more equations in X4, X8, X'2. However, we get for this price 5 more equations
on the outputs S, §%, 3, 4 (2in S* = X'2 and 1 in S!, S2, S3). Therefore, by choosing ¢ > 6, the total number of
output equations will be strictly greater than the total number of independent equations in X (we have to compensate
for the 9 first equations in X', X2, X3, X5 X6 X7 X9 X190 X11) On points 1, 2 we see that the probability for such a
scheme to exist satisfies p < (2;;)2 since we have 9 equations on these 2 points. Therefore p < 2% However, if such points
1,2 with these 9 equations exist, then the whole structure will exist with a high probability. Therefore, this attack will
succeed if we have access to a generator of about 2" permutations, (or it will detect weak permutations) and the total
complexity will be about 247 - 27 = 257,

More generally, on Fd, 3k < d < k?, we will have:

I'+k—1 I'+k-1
1 equations 3 equations

d — k equations

Fig.11.

When ¢ increases by one, we need k — 1 more equations in X. However, we get for this price > k equations on the
outputs S1, 82, ..., 8% Therefore we can choose a fixed value for the number of points in the figure such that the total

number of output equations will be strictly greater than the total number of independent equations in X. On points 1, 2
kn\2

we see that the probability for such a scheme to exist satisfies p < 2(51,7,3)" since we have d — k equations on these 2 points.

Therefore p < W However, if such points 1,2 with these d — k equations exist, then the whole structure will exist with
1

a high probability. (The other conditions with 2 points, 3 points, etc. give also p < 55

since we have less than or equal to k
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new equations with each new point). Therefore, this attack will succeed if we have access to a generator of about 2(d=3k)n
permutations, (or it will detect weak permutations) and the total complexity will be about 2™ - 2(d=3k)n — o(d—2k)n

Remark. When d > k2| it is not possible anymore to put the d equations on I' and X on the points 1, 2, 3 (since k
consecutive X cannot be on the same edge). This is why, when d > k2, these rectangle attacks do not work anymore. In
fact, when d > k2, the TWO attack is the best that we have found so far on F,f.

F Signature of Unbalanced Feistel permutations

Theorem 1 Let W be an unbalanced Feistel permutation on {0,1}*T# — {0,1}%8 with round functions of {0,1}% —
{0,1}*. Then if « > 2 and 8 > 1, ¥ has an even signature.

Corollary 1 In the case of our functions FZ, the round functions are from {0,1}" to {0,1}B=Dn Ifn > 2, F¢ has
always an even signature (however if a =1, i.e. if we change one bit at each round, the Feistel scheme obtained - it is not
an F,f - has not always an even signature as we will see in the remark below).

Proof of Theorem 1
It is enough to prove Theorem 1 for one round since the composition of even permutations is an even permutation. Let
A €{0,1}* and B € {0,1}” and let f; be a function of {0,1} — {0,1}®. Then for one round, we have:

w(fl)[AvB] = [BvA@fl(B)]

So U(f1) = o oW'(f1), where ¥'(f1)[A, B] = [A® f1(B), B] and ¢ is a rotation of n bits.

Signature of ¥'(f1). We have ¥'(f1) o ¥'(f1) = Identity. So in ¥’(f1) we have only cycles with 1 or 2 elements, so
the signature is the number of cycles with 2 elements modulo 2. So the number of cycles with 2 elements is exactly 2(;"“ ,
where k is the number of values B such that f1(B) # 0. So when « > 2, the signature of ¥’(f1) is even.

Signature of ¢. ¢ is a rotation of « bits. It is enough to show that a rotation of one bit have an even signature. Let
us suppose that o is a rotation of one bit. Let N = a + 3. Then signature (¢) = (—1)*(®) where k(o) is the number of
inversions of o, i.e. the number of (z,y) with © < y and o(x) > o(y). Let us write x = 0z’ to say that the first bit of z is
0 and the last N — 1 bits of x is x’. Similarly for y. The only way to get an inversion is when z = 0z’ and y = 1y’ and
2’ > 1. So k(o) is equal to the number of (z’,y') in {0, 1}V ! such that 2/ > ¢/, and this number is exactly %
So when N > 3, the rotation of one bit have an even signature and by composition, the rotation of a bits have an even
signature.

Remark: If a = 1, then the permutations obtained do not always have an even signature. For example, if the number
of B such that f1(B) # 0 is odd, if there is only one round and if we change only one bit par round, then the signature
will be odd.
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